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Abstract

Purpose

Today’s world of digital and mobile media does not require actual physical contact, between the
suitable target and the motivated offender, as with traditional crime. In fact, as Mesch (2009)
contends that the internet is not merely an information channel but it creates a new space of
activities for children, where they are exposed to motivated offenders and the actors of fourth
party. Therefore, for the sake of children’s safety, the practice of parental mediation control is
increasingly becoming more pertinent everyday. Thus, the major purpose of this paper is to
examine how parental mediation control in Sri Lanka is influenced by their internet self-efficacy,
their experience as an online victim and their trust in online users.

Design/methodology/approach

This paper uses a unique dataset of computer and internet users from Sir Lanka to examine
parental intervention in their children’s online activities. Specifically, the dataset contains 347
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responses from computer and internet users. To analyze our data we use a binary dependent
(probit) model.

Findings

The results show that such factors alter the baseline probability of parental intervention.
However, some differences are found between younger and older parents, with the latter group
responding more to trust in online users and victimization experience while the former is mainly
driven from computer self-efficacy. In particular, the older group is less likely to trust online
internet users in terms of never adding unknown persons in the social media. Finally, being self-
employed and an older parent has a positive effect on the likelihood of adopting parental
controls, possibly because of the non-pecuniary attributes of self-employment.

Originality/value

This study adds to the emerging parental mediation control literature by looking at the likelihood
of younger and older parents who were victims of cybercrimes, who have greater internet self-
efficacy and lower online third party trust to adopt parental mediation control behaviours. Also
another contribution to the literature is the role of occupation type on parental monitoring
behaviours.



1. Introduction

The young generation of today is keenly embracing the digital technologies and is rapidly
evolving into a new breed of cyber citizens. The rise of the smartphone and the popularization of
social networking sites with its applications have contributed significantly to how and when
young people engage online. According to recent statistics’, in 2014-2015, the majority of the
children (within the 12-17 age groups) in the UK, US and Australia own smartphones and have
used these mobile devices to access the internet. In a 2015 report, the communications watchdog
Ofcom reported that young people between the ages of 16-24 spend more than 27 hours on the
internet per week®. Compared to the previous decade, this is more than double the time spent by
young adults online each week. Some have attributed such changes in internet consumption
habits to the increase in the use of tablet computers and smartphones (Anderson, 2015). The
internet offers many benefits to children and young adults, and these may include opportunities
to explore knowledge, share ideas, express themselves, and build relationships. However, similar
to the physical world, there are dangers in the online environment. The increased online
interactions and the heavy use of online media expose vulnerable individuals and young children
to dangers, such as cybercrime. Bryce (2010) pointed out that the greatest threat to children and
young people online was sexual exploitation, however, they can also be faced with other online

risks such as cyber bullying and exposure to violent online contents.

The anonymity, lack of physical boundaries associated with online environments and
“percetual challenges” such as lack of life experience, maturity etc. provide ample opportunities
for cyber criminals to target adolescents easily (Pereira et al., 2016). Furthermore, unlike the

traditional criminal activities, there is no need for actual physical contact between the suitable

! https://www.esafety.gov.au/about-the-office/research-library/aussie-teens-and-kids-online.
2 http://media.ofcom.org.uk/news/2015/time-spent-online-doubles-in-a-decade/.



target and the motivated offender as Mesch (2009) contended that the internet was not merely an
information channel but it created a new space of activities for children. Put differently, it is a
new space of social activity consisting of: web pages that present new information, forums that
are both moderated and unmoderated, clips and pictures that can be sought and posted,
entertainment of online games and the possibilities of interactions with both known and
unknown individuals (Livingstone, 2007; Mesch, 2007). Consequently, they can be open to
victimization such as online bullying which requires knowledge about the potential victim

(Mesch, 2009).

A significant outcome of online victimization is the negative psychological impact there
could be on the victim. It has been shown that youth internet victimization could “elevate rates of
trauma symptomatology, delinquency, and life adversity” (Mitchell et al., 2011:128). As a result
of this, there can be increases in the distress levels of the youths (Mitchell et al., 2016). Hence,
the online safety of children has become a significant concern for not just parents but for law
enforcement services, policy makers, child protection services and service providers (Bryce,
2010). Parents have a significant role to play in protecting their children online. Ybarra and
Mitchell (2004: 1315) pointed out that “parental involvement and monitoring of their children’s
internet use to ensure safe and appropriate online navigation” was essential. Mesch (2009) found
that not all parental mediation techniques could provide adequate protection for children but
more parental participation could reduce internet risks from targeting and preying upon the

youths.

In other words, the mediation of internet practices among their children is dependent or
related to the parenting strategy (Wang et al., 2005; Eastin et al., 2006; Valcke et al., 2010; Lau

et al., 2016). Parenting styles can be categorized into four groups: the authoritative, authoritarian,



indulgent and neglectful parenting strategies (Chan and Koo, 2011; Horzum and Bektas, 2014;
Ihmeideh and Shawareb, 2014; Kashahu et al., 2014; Chou et al., 2016). Inmeideh and Shawareb
(2014: 411) found in a study involving Jordanian parents that “authoritative internet parenting
style was the most commonly used...followed by permissive and authoritarian parenting styles,

with the neglectful parenting style being used the least”.

Eastin et al. (2006) found that the evaluative strategies of viewing and discussing with
their children the contents of the internet were generally practised by parents with the
authoritative style. Additionally, they found that the authoritarian and neglectful styled parents
tended to resort to restrictive approaches. Furthermore, they found that parenting strategies were
a function of age. In particular, parents within the 35-45 years age group were more likely to be
practitioners of the authoritative style, those under 34 years the authoritarian style and those over
45 years the neglectful style. However, there are mixed findings with regards to these results
within the limited empirical literature. For instance, the findings of Eastin et al. (2006) were
verified by Valcke et al. (2010), but Wang et al. (2005) found that it was the older parents who

would tend to adopt a strategy based on more control and less guidance.

In this context we seek to ascertain empirically how parental control and risk awareness
are influenced by the parents’ internet self-efficacy; if they were previous online victims (as an
adult/parent) and finally, their trust in online users. To a lesser extent, we also examine the role
of occupation type of the parent on the parental behavior in monitoring their child’s online
activity. Hence, the aim of this paper is twofold: the first aim is to identify how the above factors
influence parental control and risk awareness while the second aim is to highlight policy
suggestions that would encourage effective use of parental control in promoting online safety for

children.



The rest of the paper is structured as follows. Section 2 discusses prior work and extracts
the research hypotheses of this paper. Section 3 describes the data and the statistical framework
adopted in this paper. Section 4 presents the results. Section 5 discusses some key
recommendations and policy implications that arise from our results. Section 6 discusses the
limitations of this study and provides future directions of research. The final section concludes

the paper.

2. Background and hypothesis development

Henson et al. (2011) found that most studies on “online interpersonal victimization” focused on
young individuals and on harassment, sexual solicitation online and cyberstalking victimizations.
They also found that some of the online initiated victimization could have transcended into the
offline environments. For example, the literature finds that there is an overlap between
cyberstalked victims and those who are stalked in the physical world (see also Didden et al.,
2009; Dilmac, 2009). Furthermore, Wurtele and Kenny (2010) found that age and gender were
the key parameters in determining online victimization. They also found evidence of a positive
relationship between the ages of the victims, specifically, as the children’s ages increased, so did
the likelihood of victimization increase while, additionally, girls were found to be more
vulnerable to internet-initiated sex crimes. The report of EU Kids Online survey by Livingstone
et al. (2011) identified the online risk types that were prevalent for European children such as:
pornography, bullying, sexting, and meeting online contacts offline. Additionally, the report
highlighted both parental awareness and parental mediation (or lack of) as important indicators
of the online safety of the children, for instance, and most importantly, Hinduja and Patchin

(2007) found that as a consequence of cyberbullying victimization there were school problems



and delinquency which had negative implications for adolescent development. Furthermore, Van
Geel et al. (2014) showed that cyberbullying, just as much as traditional bullying, was also
strongly related to suicidal ideation. Thus, the risks associated with online usages are serious and
as such parenting mediation is of paramount importance in today’s world of the digital and
mobile media, “defined as mobile phones, laptops with internet connection, and other devices
that deliver entertainment such as television programming, films, games, and music that have
indelibly ...changed the landscape of family media use” (Clark, 2011:324). Hence, there has

been a drastic change in the role of the media in the home.

Parental control and mediation enable parents to monitor the online activities of their
children and the people whom they associate with both online and offline (Dishion and
McMahon, 1998: 33). According to Sasson and Mesch (2014) “control refers to parent initiated
efforts to control their youngsters’ behaviours through rules and restrictions”. Existing research
shows that parental mediation has a positive effect in terms of reducing the children’s risky
online activities. For instance, Livingstone et al. (2011), who studied children and their parents
from twenty-five European countries with regards to risks and safety online, found that talking to
children was the most popular method used in Europe to mediate their children’s internet use
actively. This is in line with the “Parental Mediation Theory” which posits that “parents utilize
different interpersonal communication strategies in their attempts to mediate and mitigate the

negative effects of the media in their children’s lives” (Clark, 2011: 325).

The parental mediation theory grew out of the concern surrounding the negative impacts
of the media on the lives of their children. These interpersonal communication strategies which
can be both social and technical can be broadly classified into two approaches: active or

restrictive (Chang et al., 2016). For instance, Livingstone et al. (2011) found that parents block,



filter and track websites visited by children as a way to mediate their children’s internet use
actively, while simultaneously, talking and communicating with them about the dangers of the
internet. Thus, active mediation is about communication and discussions or even being in close
vicinity, therefore, it is a process that is bidirectional, which enables their children to become
more critical of the contents of the internet (Fleming et al., 2006; Clark, 2011; Padilla-Walker
and Coyne, 2011). Additionally, it has been found to be effective in reducing internet addictions
and exposures to the risks associated with online usages without compromising the opportunities
that are available online. Even more, it reduces the negative impacts on children when they
actually encounter such risks (van Den Eijnden et al., 2010; Duerager and Livingstone, 2012).
Interestingly, Mesch (2009) found that cyberbullying was reduced only when parents laid down
the rules as to which website they were allowed to visit. He called this evaluative parental
mediation, however, in the context of our broad two classifications, this type of mediation falls
within the active parental mediation strategy. Navarro et al. (2013) also found such a form of
restrictive parental mediation to be effective, while both studies found that the setting up of

monitors had a positive effect on the reduction of cyberbullying.

As the names imply, restrictive mediation seeks to regulate the online activities of the
children through the enforcement of rules that control the time spent online, the contents viewed,
files that can be downloaded and the social network sites that are visited through blocking,
filtering and tracking the websites (Clark, 2011). This strategy tends to be one of last resort in the
cases where apparent internet addiction is negatively affecting the children’s performances
academically and their interpersonal relationships (Lee, 2012). It has the effect of reducing both
the amount of time spent on the internet (Chang, and Cheng, 2009; Valcke et al., 2010; Lee and

Chae, 2012) and the negative impacts from the consequences of encounters with online risks



(Duerager and Livingstone, 2012). Nevertheless, its effectiveness decreases as the child gets
older (Nathanson, 2002; Livingstone and Bober, 2006). Mesch (2009) utilized a sample
consisting of both parents and teenagers to find that restrictive mediation actually decreased the

odds of being cyber victimized.

Gender is a factor that should be taken into account when considering the use of parental
mediation strategies as the literature acknowledges that there are significant differences between
the online activities of boys and girls (Lau andYuen, 2013). For instance, with regards to risky
online activities Lau and Yuen (2013); Notten and Nikken (2014) found that personal
information was more likely to be disclosed online by boys. Furthermore, these researchers also
found that there was a greater tendency for boys to engage in online activities that were risky.
Madden et al. (2013) found that boys who used Facebook had a greater tendency to have public
profiles. Hence, their response to parental mediation strategies may have been different, for
example, in cases of cyberbullying, Wright (2017) found that girls responded to restrictive
parental mediation more positively than boys, with the opposite being true for active or
instructive mediation. However, Heirman et al. (2015: 274) found that in classroom settings,
gender and ethnic composition did not have a significant influence on cyberbullying and argued
that schools “should not primarily take these aspects into account in developing their policy

against cyberbullying”.

Online risks examined in past research include cyber bullying (Kamali, 2015; Del Rey et
al., 2016), cyber stalking (Beech and Bishop, 2015; Winkelman et al., 2015; Goel et al., 2016),
exposure to pornographic and violent content (Romito and Beltramini, 2015; Chang et al., 2016),
online fraud (Cross, 2015; Whitty, 2015), hate speech (Nasi et al., 2015) etc. However, the types

and the nature of these risks are constantly evolving andwhether the awareness of the user



develops to match the developing variations in the online threats is unclear. In the context of e-
commerce exchanges, it has been found that “risk awareness reduces the level of trust between
the retailer and the consumer” (Olivero and Lunt, 2004: 243). It has been pointed out that
providing awareness and avoidance skills is one of the best prevention and treatment methods
that can be used against online sexual predators and victimization of young children (Wolak et
al., 2011). Interesting research questions, therefore, are what factors determine parental
awareness and what monitoring measures can minimize the potential risk of a child’s online
activity? This paper argues that parents’ online victimization experiences may increase

awareness and cause monitoring of a child’s online activity.

Staude-Miuiller et al. (2012) found that prior experiences of online victimization correlated
with greater distress. Even more, and in the context of this study, both qualitative and
quantitative studies have revealed that there is quite a range of negative psychological symptoms
that may manifest on the victim as a consequence of online victimization such as cyber bullying,
especially when it is more intense and of a longer duration (Hinduja and Patchin, 2007;
Raskauskas and Stoltz, 2007; Cassidy et al., 2009; Spears et al., 2009; Ortega et al., 2009;
Raskauskas, 2010; Wang et al., 2011; Ryan and Curwen, 2013). These include depression
(Raskauskas, 2010; Wang et al., 2011), social anxiety (Dempsey et al, 2009), somatic symptoms
(Gradinger et al., 2009), both low self-confidence and self-esteem and suicidal ideation (Ortega
et al., 2009; Price et al., 2010). Furthermore, there can also be behavioural issues such as falling
attendance and grades in schools and declines in the family relationships (Beran and Li, 2005;
Price et al., 2010) Thus, online victimization can have serious consequences on the victim and it
would be quite rational to expect that such parents who were victims would not want that to

happen to their children. Hence, they would be more than likely to be practitioners of parental
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mediation strategies as they would have felt the pain and so would not want such an experience
to happen to their children. Meter and Bauman (2016) found that parental mediation was more
prevalent among youths who engaged in cyberbullying. They alluded this finding to the view
that when parents became aware of such activities they would try to prevent their repetition and
to educate their children about the safe use of online technologies. Similar findings were
recorded by Sasson and Mesch (2017) who showed that such parents would, in particular, resort
to supervisions both social and technical. Thus, we expect that parents who are aware of the
negative effects of cyberbullying because they themselves were victims, would take the
necessary steps to prevent the same from happening to their children. We can perhaps draw upon

the theory of reasoned actions to form the framework of this hypothesis.

Finally, Hoschold (1989) put forward the view that emotions were deeply embedded in
the social fabric of the individual and the literature states that the negative emotions as a
consequence of being an online victim, especially a cyberbully victim, are traumatic and long
lasting. Thus, assuming they are rational or good parents, they will not allow their children to
experience such and this intent will be deeply embedded in their social fabric. On the other hand,
the theory of reasoned action (Ajzen, 1985; Fishbein and Yzer, 2003) as applied to the parent
may imply that that parents’ behavioural intent of not allowing the same fate to fall upon the
child, would be more likely to engage in parental mediation strategies. In other words the theory
premises that the behaviour of the parents would be governed by their pre-existing attitudes,
namely the trauma of being among the victimized: “... their decision making when it comes to
media overwhelmingly involves their emotions, and specifically their feelings about parenting

and about their children” (Clark, 2011:330).

Given all this, we therefore, propose the following hypothesis:

11



H1: Parents who have been victims of internet crime will be more likely to monitor their

children’s online activities.

According to Eastin and LaRose (2000:1), internet self-efficacy is “the belief in one's
capabilities to organize and execute courses of internet actions required to produce given
attainments.” Internet self-efficacy must not be confused with computer self-efficacy (Eastin and
LaRose, 2000; van Deursen et al.,, 2015) as it requires the mastery of additional skills
(Warschauwer, 2003; Litt, 2013; van Dijk and van Deursen, 2014). These additional skills are
known as digital skills (Livingstone et al., 2017). The concept of digital skills is not fully
defined; it is sometimes referred to as technical efficacy (Anderson and Agarwal, 2010).°
However, it incorporates not only technical skills as required in computer self-efficacy but also
critical, creative and social skills which enable the participant to employ communication and
content creation technologies for social purposes (Helsper and Eynon, 2013; van Deursen and
van Dijk, 2014; van Deursen Van et al., 2015). Thus, acquisition of the combination of these
skills engenders internet self-efficacy. The world today as previously stated in this paper, is an
environment that is media-rich and technologically innovative. Hence, not only society but
parents in particular are required to ensure that their children are in sync with the times and at the
same time protected from the numerous online risks (Livingstone et al., 2017). One of the major
risks and potential sources of harm associated with the advent of social networks is the voluntary
disclosure of personal information (Lowry et al., 2011; Conger et al., 2013; Jiang et al., 2013;
Benson et al., 2015). Such information disclosures can be used by both third party individuals
and even organizations to the detriment of not only the children, but also their families: “The

possibility of real on time monitoring and eavesdropping, aggravates the problem, by exposing

® However, in this research, the survey questionnaire included items pertaining to both internet and computer self-
efficacy. Therefore, both will be considered under self-efficacy.
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individuals to potential harassment and flaming, or even more extreme forms of aggravation such

as stalking and sexual abuse” (Jiang et al., 2013:579).

These online risks are a consequence of the various online actors. For instance, the
expanded personal information privacy (PIP) model of Benson et al. (2015) illustrates that there
are four sets of parties or actors within the social networks and the fourth party includes the
malicious actors or the individual criminals. It is premised that internet self-efficacy will enable
both the understanding and awareness of the various actors or parties that can be sources of risks
on the social networks. Nevertheless, online crime does not occur randomly, but instead has a
pattern that is regular, namely, according to the routine activity theory, there are three
components (Marcum et al., 2010). This theory, as developed by Cohen and Felson (1979), states
that for a crime to occur there must firstly be motivated offenders, secondly, suitable targets and
thirdly, the lack of guardians that are capable of preventing this crime. Specifically, the
motivated offender belongs to the fourth party as mentioned before, and is the individual who
has the willingness to commit a crime, once the other two components are lacking (Cohen and
Felson, 1979; Mustaine and Tewksbury 2002). On the one hand a suitable target is the child
without the necessary precautionary measures which ensures protection. On the other hand, and
in the context of this study, a capable guardian is the parent with the ability to prevent the
occurrences of such online crimes (Tseloni et al., 2004). Simply put, this theory implies “...that
if a motivated offender is presented with a suitable target that is not properly guarded against
victimization, a crime is likely to occur” (Marcum et al., 2010:385). The literature has validated
the applicability of various models of the routine activity theory to online criminal activities and
risks (Marcum et al., 2010; Popp and Peguero, 2011; Reyns et al., 2011; Navarro and Jasinski,

2013; Ouytsel et al., 2016) and it has even been extended into the cyber lifestyle-routine
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activities theory as both parties i.e. the victims and the offenders, need not be within the same

space and time (Reyns et al., 2011).

Therefore, it stands to reason that parents who are capable guardians as they possess
sufficient digital skills which then manifest as internet self-efficacy will be in a better position to
prevent their children from being victims of online crimes (Duerager,and Livingstone, 2012).
Research suggests that high parenting self-efficacy is associated with greater levels of parenting
competence which together increase the likelihood of positive child outcomes (Jones and Prinz,
2005; Crncec et al., 2010; Wong et al., 2015). For example, Blaya and Alava (2012) reported that
47% and 46% of the 9 t016 year olds in France who responded to an online survey reported that
their teachers showed them how to use the internet safely and which websites were good or bad.
Thus, we can premise that parents with internet self-efficacy will be as knowledgeable as the
teachers in the Blaya and Alava (2012) report. In other words, they will have the awareness of
not only the potential risks as a result of the actors within the social network that can result in
online exploitations but also the technical capacities to block, filter and track online activities in
order to protect their children when online. Interestingly, Horzum and Bektas (2014) labelled
parents who were late or not up to date towards developing their digital skills as digital
immigrants, while van den Eijnden et al. (2010) found that parents without digital skills were
much less likely to manage the online activities of their children effectively. Mesch (2009) stated
that there was a human element in guardianship, but capable guardianship by the parent implied

a degree of digital skills which in turn manifested as internet self-efficacy.

Therefore, we forward our second hypothesis that:

14



H2: Parents with higher internet self-efficacy will be more likely to control their child’s online

activity.

Grabner-Krauter and Bitter (2015: 51) described trust as a situational, cross-situational,
and cross-personal construct “encompassing individual characteristics of the trustor”. Further,
they argued that over time, as people developed, their disposition to trust or their trustworthiness
towards other people, technological systems and social networking sites changed. McKnight et
al. (1998) found that dispositional trust towards others was higher in unfamiliar situations.
Hence, Grabner-Kréauter and Bitter (2015) argued that this strongly influenced less experienced
social network participants in terms of their trust towards other participants in the online social
network. Researchers have explored whether there is an association between what is being
posted online and who has access to this information. Henson et al. (2011) posited that risk of
victimization did not depend on the type of information posted online but instead on the
trustworthiness of the individuals who had access to this information. This has been confirmed in
a previous study by Wolak et al. (2008) who found that it was the adding and the interacting with
unknown people on social networks that increased online victimization and not the sharing of

personal information nor the use of social networking sites.

There is a direct relationship between the parenting styles and trust (Meyers and Gilbert,
2012; Meehan and Hickey, 2015), and in the context of parenting mediations we draw upon the
conceptualizations of sociological trust: “...of technically competent performance and ... of
fiduciary obligation and responsibility” (Barber, 1983:165). Here, trust is a process that evolves
over time as it is dynamic, context-dependent and conditional (Gubbins and MacCurtain, 2008;

Castelfranchi and Falcone, 2010). Furthermore, it is always an element of calculated risk
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associated with trust and once the risks are too great the individuals and, in the context of this
study, the parents will abstain from trusting. From a psychological perspective which focuses on
interpersonal relationships, trust is seen as: “expectancy held by an individual or a group that the
word, promise, verbal or written statement of another individual or group can be relied on”
(Rotter, 1971:443), while social capital and network theory sees trust as; “... a belief or
expectation about the other (trusted) party, or as a willingness to rely on another party, coupled
with a sense of vulnerability or risk if the trust is violated” (Grabner-Kra uter, 2009:506). Based
on these perspectives and especially the social capital and network theory, unknown persons or
third parties can be seen as social capital which has a preventative and mitigating factor against
children’s online threats and harm. Thus, in the presence of such, the parental anxiety levels will
be reduced and by extension the degree of parental controls. We argue that if a parent has higher
levels of trust in online users, he or she can add an unknown person to social media and is quite

likely to feel less worry about potential threats to his or her child during online use.

Hence we hypothesize that:

H3: Lower trust in online users (e.g. add only known people to social media or open an email
from a known person only) increases parental control and risk awareness in a child’s online

activity.

3. Data and statistical model

A questionnaire was used to collect data from the target population. The original questionnaire
was developed to assess the cybersecurity awareness of Sri Lankans who attended a national ICT
exhibition held in the capital city, Colombo. The first part of the questionnaire contained several

demographic questions including gender, age, education, and occupation. In the second part of
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the questionnaire, the respondents were asked to provide information regarding their Internet
usage. This included questions on number of years of Internet use, purpose for using the Internet,
and whether they have been victims of online bullying, stalking, identity theft etc. Then, the
respondents’ knowledge about safe internet and computer usage was measured using several
questions. The questions focused on their knowledge about firewalls, opening email attachments,
email scams, anti-virus software, password management, privacy controls on social media,
reporting cyber-crime and knowledge about activating parental controls. The questions were

newly developed to suit the expected audience at the ICT exhibition.

The initial questionnaire was developed in English and then translated into Sinhala
(native language). Printed copies were obtained from both versions. The sample of this study
was drawn from a population of internet users in Sri Lanka. To collect the data a convenience
sampling approach was used which targeted individuals who visited the exhibition held for the
general public over a 3-day period in Colombo, Sri Lanka. Those who took part in the survey
were individuals who visited a stall set up by a government agency to educate the public on
cybersecurity issues. Individuals who showed interest in completing the survey were provided
with either the English or Sinhala (native language) version of the questionnaire. 160 responded
using the English version of the questionnaire while 221 used the translated Sinhala version. In
total, the dataset amounted to 347 responses from computer and internet users in Sri Lanka.
From the 347 respondents, 54% were parents.” Since the current study is focusing on parental
control and online victimization, the following analysis is based on 186 Sri Lankan parents who

use computer and internet (and have answered the subsequent question: Have you ever taken

* The survey does not provide information about the origin of the parents. However, even though itis not
reported here, we find that speaking either English or Sinhala does not explain the differences in parental control.
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measures to ensure that your child is safe online?).> 41.40% of the parents reported that they had

taken measures while 58.60% reported no measures or trusted their child to be safe online.

In this paper we are interested in the factors that influence whether a parent monitors his
or her child’s online activities. Since the response variable is binary (taking the value of 0 if no
measures have been taken and 1 if parental measures have been taken to monitor the child’s
online activity), we use a probit model. Unfortunately the survey does not allow us to distinguish
between different parenting styles as has been suggested in previous work (Chan and Koo, 2011;
Horzum and Bektas, 2014; Ihmeideh and Shawareb, 2014; Kashahu et al., 2014; Chou et al.,
2016). Hence, we denote p; as the unobserved (latent) variable and X; as a row vector of
individual characteristics such as: the individual’s online victimization experience (i.e. whether
or not the parent has been a victim of any type of online victimization), computer self-efficacy
(captured by knowledge of basic computer protection skills for example ability to identify email
scams, installation of firewall and antivirus in the computer and knowing where to report
incidence of cybercrime), user’s online trust (i.e. whether unknown persons are added in social
media or emails from unknown persons are opened) and various individual controls (gender, age,
education, occupation, years of online usage and content value for hackers). Table 1 presents

summary statistics of the variables used in this study.

Our latent variable model can be simply written as:

pi =B'X;+ ¢ 1)
pi = 1if p;>0 2
p; = 0if p; <0 3)

> Those who are not parents (161 individuals) were not asked whether they had ever supervised children during their
online activity and if so how they had ensured their online safety. Future research should seek to compare family
and non-family groups and examine whether levels of children online supervision and adult intervention differ
between them. Also, it will be interesting to extend the analysis to broken families and single-parent families.
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To compute estimates of the coefficients (Bs)and their associated standard errors,

discrete changes.

Table 1. Summary statistics (%)

a) Parental b) Parental

Dummy variables All monitor is monitor is not
used used

Parental monitor is used (Dep. variable) 41.398
Victim of online crime 82.796 84.416 81.651
Able to identify scam email 50.000 64.935 39.450
Antivirus is enabled 85.484 90.909 81.651
Firewall is enabled 74.194 79.221 70.642
Aware of online crime reporting 46.237 58.442 37.615
Open emails only from known persons 48.387 62.338 38.532
Never add unknown person in social media 47.849 46.753 48.624
Male 83.333 85.714 81.651
Under 26 52.151 66.234 42.202
26-35 19.355 10.390 25.688
36-45 13.978 11.688 15.596
46-55 9.677 6.494 11.927
Above 55 4.839 5.195 4.587
School or some school qualification 41.398 37.662 44.037
University qualification 39.785 40.260 39.450
Professional qualification 18.817 22.078 16.514
Student 39.785 44.156 36.697
Public sector employed 19.355 12.987 23.853
Private sector employed 26.344 25.974 26.606
Self-employed 9.140 12.987 6.422
Unemployed 5.376 3.896 6.422
No content value to hackers 40.323 42.857 38.532
Less than six years online experience 32.796 29.870 34.862
Observations 186 77 109

Figures in bold (italics) indicate statistically significantly different percentages between group (a) and group (b)
at the 5% (10%) level.

maximum likelihood techniques are used. Since the estimated coefficients are related to the
latent variable p;, they cannot be interpreted in the same way as the normal regression
coefficients. For this reason we report marginal effects at the sample mean values of the

regressors. Since we have only binary independent variables, the marginal effects measure
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4. Empirical results

In this section we present the results of modelling parental control of a child’s online activity.
The results are given in Table 2. The explanatory variables of interest are parental victimization
experience, self-efficacy and trust in online users. Model 1 presents the results of the full sample.
The results of the full sample found some support for computer self-efficacy and parental control
of the child’s online activity. In particular, we found that parents who were able to identify spam
emails were more likely to undertake protective measures for online use for their children. The
probability increased by 18.7 percentage points. Similarly, the probability of parental control
increased by 20.2 percentage points when parents were aware of institutions to report
cybercrimes. We also found strong evidence that parents with less trust of online users, such as
opening email only from known users, were also more likely to monitor the child’s internet
experience. Hence, we found some support for hypotheses 2 and 3. However, we failed to find
any association between parents’ online victimization experience and parental control. The
results also suggest significant effects of age, with older parents being less likely to control their

child’s online activity than younger parents.

To explore the age result further, we re-estimated the model individually for younger (i.e.
less than the age of 26) and older (i.e. above the age of 26) parents and these results were
interesting. Looking firstly at the younger parents’ results we found that the results followed a
similar pattern to that of the full model. We tested whether there was a change in the magnitude
of the coefficient of “Able to identify scam email” (Prob.>x?*= 0.189), “Aware of online crime
reporting” (Prob.>x*=0.242) and “Open emails only from known persons” (Prob.> x*=0.199), but
we found no statistical differences in the reported coefficients of Model 1 and Model 2.

However, when we turn to the older parents’ sub-sample (Model 3), the results are more
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interesting. Prior victimization experience was found to have a significant effect on parental
control, with those who were previously victimized being more likely to monitor their child’s
online activity (ME=0.212). Perhaps, older parents, having lived longer, may have experienced
both a longer duration and intensity of cybercrimes, which most likely would have resulted in
both negative psychological symptoms (Cassidy et al., 2009; Spears et al., 2009; Ortega et al.,
2009; Raskauskas, 2010; Wang et al., 2011; Ryan and Curwen, 2013) and behavioural issues
(Beran and Li, 2005; Price et al., 2010). We also found that being aware of online crime
reporting institutions® and having less trust on online users both increased the probability of

undertaking measures for safer online experience of children.

Trust becomes an even more important aspect of this group since it is found that trust
spreads across email and social media usage. Hence, for this sub-sample estimates, all of our
three hypotheses are supported. The results for this age group lend support for the findings of
Wang et al. (2005) but not those of Eastin et al. (2006) and Valcke et al. (2010). In particular,
Wang et al. (2005) found that it was the older parents who tended to adopt a strategy of greater
control and less guidance; a greater tendency towards an authoritarian style. According to Ponte
and Simdes (2009), it was the older parents rather than the younger ones who were more likely to
be digitally excluded. Low usage leads to lack of understanding of the internet and such parents
are likely to have more concerns over their children visiting certain websites, buying online,
befriending strangers etc. Hence, older parents may impose stricter parental control over their
children’s online behaviour which explains our findings. Put differently, older parents are more
likely to be late or not up to date towards developing their digital skills and as such be digital

immigrants (Horzum and Bektas, 2014). Therefore, they are less likely to have the guardian

® We tested the equality of the two coefficients from Model 2 and Model 3 and found that the equality hypothesis
could not be rejected (Prob. x*=0.272).
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capabilities that result from internet self-efficacy, so it may be beyond their means to carry out
an active parental mediation strategy. Such a strategy entails having the digital skills to block,
filter and track the websites that they visit, engaging in discussions with their children and co-
use, hence, the resort to a very restrictive strategy that consists of simply laying down the rules
with strict adherence. However, this result is in sync with the findings of Kashahu et al. (2014)
who found that such parents over the age of 45 tended to practise an authoritarian style, but
furthermore, their results showed that this was the least educated group. Therefore, this is

another reason why their digital skills, that enable capable guardianships, are not adequate.

The results also give some tentative support that younger parents may possess greater
self-efficacy as they are more able to identify scam email, less likely to be victims of internet

crime and as such will have lesser trust or resort less to social capital networks.

The notion that it is the women rather than the men who assume the responsibilities of
controlling and guiding the technological usages of the children is supported by the results which
show that the males are less likely to monitor children’s online activity compared to female
parents. In particular, this tendency is the greatest for the males over the age of 26 years.
Similarly, results of the female parents taking greater responsibilities in terms of guidance and
control of the children’s online activities as evidenced in our results in terms of the negative and
significant male marginal effect were found by Wang (2005); Dholakia (2006); Lim and Soon
(2010); Valcke et al. (2010) and Lau and Yuen (2016). On the whole, the literature reveals that
the authoritative parenting style is generally practised by mothers while fathers tend to opt for

the authoritarian style (Aunola et al., 2000).

Strangely, the educational level of the parents, whether male or female, was not a

significant predictor of parental control and even more, the coefficients were negatively signed,
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suggesting an inverse relationship, however, the correct sign as in accordance with the literature
was found in the model with the older parents. The literature regards the educational levels of the
parents as one of the three dominant predictors influencing the usages of the internet by children
(Lau and Yuen, 2016). For example Sun et al. (2005) found that there was a positive association
between the educational levels of the parents and home internet usage by their adolescent
children. While, the empirical literature found a positive relationship between the educational
level of the parents and control and guidance of their children’s online activities (Wang et al.,
2005; European Commission, 2008; Valcke et al., 2010; Alvarez et al., 2013). Interestingly, and
in the context of our results which did not find the educational level of the parents to be
significant, Ozgir, (2016) found that mothers who were both younger and more educated

exercised greater online guidance and controls.

Finally, we find that being self-employed increases the likelihood of monitoring a child’s
activity on the internet compared to private sector-employed. This can be explained to some
extent by the “working mother” hypothesis or “mother absent” hypothesis. It is argued that
when mothers work outside the home, they are less able to provide supervision and socialize
with their children, thereby affecting their development and behavior (Hill and Duncan, 1987).
McLanahan (1985) presented a similar argument for absent fathers. Hence, one could argue that
self-employed parents are more available to their children, can monitor their behavior better and
provide guidance where necessary as opposed to parents who are employed. Further, self-
employed parents are more likely to use online technology and thus are more aware of potential

threats that internet usage experience may have.
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Table 2. Probit estimates (marginal effects)

Model 1 Model 2 Model 3
Parents under the age of Parents above the age of
Model: Full Sample 26 26
Robust Std. Robust Std. Robust Std.
ME Err. ME Err. ME Err.

Victim of online crime 0.054 0.106 -0.039 0.162 0.212* 0.085
Able to identify scam email 0.187** 0.084 0.241* 0.124 0.090 0.111
Antivirus is enabled -0.005 0.141 -0.075 0.193 0.075 0.135
Firewall is enabled 0.074 0.094 0.078 0.132 -0.054 0.128
Aware of online crime reporting 0.202** 0.087 0.230* 0.125 0.191* 0.115
Open emails only from known persons 0.205** 0.079 0.235* 0.117 0.170* 0.096
Never add unknown person in social media 0.053 0.084 -0.075 0.128 0.271** 0.094
Male 0.058 0.108 0.163 0.143 -0.328* 0.197
Under 26

26-35 -0.414** 0.072 - - - -

36-45 -0.275** 0.111 - - - -

46-55 -0.294** 0.103 - - - -

Above 55 -0.134 0.149 - - - -
Education (School or some school qualification)

University qualification -0.084 0.093 -0.152 0.123 0.064 0.160

Professional qualification -0.007 0.131 -0.248 0.204 0.086 0.165
Occupation (Private sector employed)

Student -0.148 0.127 -0.260 0.213 -0.103 0.155

Public sector employed -0.131 0.114 -0.210 0.270 -0.134 0.101

Self-employed 0.160 0.172 -0.066 0.394 0.298* 0.190

Unemployed -0.247 0.121 -0.355 0.224 -0.095 0.157
No content value to hackers 0.039 0.085 -0.025 0.123 -0.115 0.101
Less than six years online experience -0.125 0.096 -0.167 0.127 0.025 0.164

Wald chi2(20) 44 .44>* 27.57** 30.26**



Wald chi2(16)

Log pseudo likelihood -101.311 -54.922 -39.907
Pred. probability 0.388 0.526 0.217
Observations 186 97 89

**Statistically significant at 5% level. *Statistically significant at 10% level.
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5. Recommendations

Based on the findings of our study, there are several strategies that can be recommended to
parents who seek to enhance the online safety of their children. Authoritarian control with less
guidance is seen prominently in the older parents in this current study. Instead of employing this
type of control, it might be better to apply as recommend by Nikken and Jansz (2014), similar
strategies that are used for television and video games such as “co-use”, “active mediation”, and
“restrictive mediation”. However, Livingstone and Helsper (2008) argued that active co-use and
software-based monitoring/filtering did not effectively reduce online risks for children. Instead,
Livingstone and Helsper (2008) recommended the development of safety guidelines aimed at
parents and teenagers, while Nikken and Jansz (2014) proposed strategies such as the
“supervision” and development of “technical safety guidance”. To provide the latter, parents

could use the “active mediation” strategies as proposed by Lwin et al. (2008).

Parental control and monitoring may not be possible in all aspects of internet usage by
children. For example, Chou et al. (2016: 211) argued that parents “may not be able to
successfully supervise or control children’s online game playing”, but neglecting such needs of
children could lead to adverse consequences such as gaming addictions. In addition to that, such
behaviour could also expose young children to other online threats (e.g. online predators, violent
content). Horzum and Bektas (2014) found that the right parenting style could determine how
the children would use the internet. For instance, children subjected to authoritative internet
parental style increasingly used the internet for research and educational purposes. Children of
parents who used a laissez-faire style mainly used it for entertainment purposes. Therefore, one
could suggest a parenting style that supports the children’s internet use but with some parental

control.
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Finally, the following policy recommendations can be introduced to enhance online
safety of children that are in line with the research findings. In a report titled “EU Kids Online”,
Livingstone and Haddon (2009) provide several policy recommendations that are applicable to
the current research context. For example, the researchers recommend the introduction of e-
inclusion policies to incorporate under-represented groups such as those from less well-off
households and parents who are not online. This is a highly relevant recommendation in a Sri
Lankan context where the internet penetration rate is on the increase. Children are increasingly
using mobile devices to access the internet while not all Sri Lankan parents are internet users,
especially those living in non-urban areas. Another recommendation would be to promote online
safety education at the school level where children can be empowered to understand and mitigate
online risks. This is in line with Atkinson et al. (2009) who suggest promoting e-safety via peer

education.

6. Study limitations and future directions for research

Given the small sample size used in this study, our results should be interpreted with caution and
a larger-scale work is required to explore the relationships further. Having this in mind, the
implications of this study are mainly two fold. Firstly, it establishes the fact that prior online
victimization experiences affect individuals adversely not just in the short term, but also affect
their future decisions. For instance, individuals who have been victimized by cybercrime tend to
control not only their individual futuristic behaviours but in addition, that of their children.
Current research findings are limited in three aspects: (1) findings are characterized by younger
and older parents, (2) “cybercrime victimization” is considered as a broader concept, and (3)

demographic variations in children were not considered (e.g. gender, age). Hence, further
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research could focus on 2-parents/single-parents (since parenting style can vary based on family
structure) (Chan and Koo, 2011), parents who are millennials and their parenting style in
controlling children’s internet usage, nature of the prior cybercrime victimisation of the parent
and how it would influence parental control, and variations in parental controls based on

children’s ages (e.g. young-adults, teenagers etc.).

Krcmar and Cingel (2016) found significant differences between parents from the United
States (US) and the Netherlands in parents’ mediation of their adolescents’ social media use.
Compared to developed countries such as the US and Netherlands, Sri Lanka has a lower internet
usage. In 2016, only 27.4 % of the total population used the internet” while the “overall computer
literacy reported in the first half of 2015 for Sri Lanka was 26.8%™%. According to the
Department of Census and Statistics of Sri Lanka, the country is “still not a fully-fledged
computer user. Therefore, it is not possible to adopt definitions on computer literacy used by

developed countries™

. Therefore, generalizing or comparing the findings of the current research
with other countries should be done with caution. The limited sample size and the inability to

compare the results with other cultures and nationalities provide room for further research.

Self-efficacy in the current study is limited to computer related self-efficacy. However,
there are other forms of self-efficacy. For instance, parents who are working in the IT industry or
engaged in IT/computer related occupations will have a higher computer efficacy based on their
formal computer training. As an example, a parent who is professionally engaged in work that is
related to cyber-crime may have superior knowledge of cyber-crimes and victimisation. Due to

their professional exposure to cyber-crime (and not necessarily due to personal experience as a

" http://www.internetworldstats.com/asia/lk.htm
& http://www.statistics.gov.lk/samplesurvey/ComputerLiteracy-2015Q1-Q2-final%20.pdf
® http://www.statistics.gov.lk/CLS/
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victim) and their knowledge of it, such parents may exercise more control over their children’s

online behaviour. This too, is another interesting area that can be explored in a future research.

Also, future work should seek to examine how parents who do not use computers/internet
monitor and control their children’s online activities and if such measures are more effective than

those used by parents who use computers/internet as part of their daily lives.

7. Conclusions

The practice of parental mediation control is becoming increasingly more pertinent as internet
activity is associated with risks that can impact children negatively (Clark, 2011). This paper
adds to the emerging parental mediation control literature by looking at the likelihood of parental
mediating controls in parents who were victims of cybercrimes, who have greater internet self-
efficacy and who have lower online third party trust. We also examined whether or not

occupational type is associated with higher or lower parental monitoring behavior.

Essentially, our results suggest that older parents who were cybercrime victims are more
likely not to want the same to happen to their children. As a consequence, when compared to
others, they are more likely to resort to parental mediation techniques as compared to those who
were not cyber victims. Thus, our first hypothesis is somewhat supported: Parents who have been
victims of internet crime will be more likely to monitor their child’s online activity. Stronger
support for our first hypothesis may have been evidenced, if the factors that account for duration
and intensity of the exposure to cybercrimes were considered in this study. However, due to data

limitations this was not possible in the current study.

With regard to our second hypothesis: Parents with higher internet self-efficacy will be

more likely to control their children’s online activities; only few of the independent variables for
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this hypothesis are statistically significant in the models. However, the findings give support for
our second hypothesis.

On the other hand, our study demonstrates the strongest support for our third hypothesis:
Lower trusts in online users (e.g. add only known people to social media or open an email from
known persons only) increase parental control and risk awareness in a child’s online activity.
Here, both models reveal that all the parents with lower trusts in online users will only open
emails from known persons. With regard to the second trust variable: never adding unknown
persons in the social media, this was only significant for the older parents in the second model.

Surprisingly, and in contrast to the literature, our education controls were not significant
in both models and was negatively signed in the full model. However, our results suggest that
females to a greater extent than males are more likely to resort to offering guidance and control
of their children’s online activities. Finally, our results suggest that the non-pecuniary attributes
of self-employment allow greater control and guidance of the online activities of the children by
the older parents.

Hence, we can say that the results of our study lend certain support to our three
hypotheses. It might have been interesting to see how our results would have differed if the
different parenting mediating styles were taken into account, especially for the younger and the

older parents.
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