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Abstract. Cyberattacks that target individuals remain a significant
threat to an organization’s security, placing human behavior at the cen-
ter of effective defense. This paper focuses on this topic and makes two
novel contributions to the field. First, we introduce the Security Behav-
iors Database (SebDB), an open-source resource that documents security
behaviors, links them to organizational risks, and maps them to estab-
lished security standards. SebDB currently includes more than 100 core
behaviors, associated impacts when behaviors are not followed, and align-
ments with widely used frameworks, including the NIST Cybersecurity
Framework (CSF) and MITRE ATT&CK. Developed by a consortium of
practitioners and researchers, SebDB is intended to improve the under-
standing, modeling, and measurement of human cyber risk and to sup-
port behavior-change initiatives that can measurably improve security
posture. In this article, we describe the motivation, design, and structure
of SebDB, including behaviors and their risk and control mappings. The
second novel contribution of this research is the proposal of a behavioral
ontology for cybersecurity. This ontology, which realizes the overarching
vision for SebDB, presents one of the first comprehensive conceptualiza-
tions of knowledge in the behavioral security and human aspects of the
cybersecurity domains. Through this ontology, we model how behaviors
can be linked to risks, threat actor tactics, vulnerabilities, and security
controls, while also covering how behavioral interventions can be lever-
aged as part of an organization’s security strategy.

Keywords: security behaviors - behavior change - human cyber risk -
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1 Introduction

The human aspect is one of the most actively discussed topics in cybersecu-
rity today. This is largely due to the persistent stream of attacks that exploit
people, the increased prevalence of human error when interacting with complex
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digital technologies, and the difficulty in adequately addressing such a multidis-
ciplinary challenge [32]. These realities have compelled security practitioners and
researchers to move beyond the purely technical aspects of the cyber domain to
better understand people. This covers aspects such as how we perceive security,
how we reason in security contexts, and the heuristics and biases that lead us
to succumbing to attacks and making predictable mistakes [21]. As a part of
this progression, a steady stream of work focused on solutions oriented around
humans and their behavior has emerged.

Focusing first on the industry and policy communities, a host of standards,
frameworks, and knowledge bases have been proposed that aim to provide a
robust foundation for research and practice. Prominent examples include NIST
SP 800-50: Building a Cybersecurity and Privacy Learning Program, the Cyber
Security Body of Knowledge (CyBOK) Human Factors Knowledge Area, and
the SANS Security Awareness & Culture Maturity Model”. In the academic
community, proposals are considerably wider but also significantly more dis-
parate. These range from frameworks for assessing organizational security cul-
ture [10,32,33] to models focusing on human behavior in security [26], and stan-
dardized artifacts for studying and measuring security practices [13,27,36]. Each
proposal targets a part of the problem and presents novel steps toward its reso-
lution.

Although the contributions to date have merit, critical gaps remain in how
we as a community approach the human-centered cybersecurity and build effec-
tive initiatives, systems, and programs [4,23,28]. This paper addresses one such
gap by advancing knowledge of how human behavior relates to cybersecurity.
Specifically, we make two novel contributions.

First, we introduce a comprehensive database oriented around security behav-
iors, examining how human actions shape risk and can reinforce or under-
mine core security standards. This database, SebDB, is recognized in practice
(SebDB.com) but is being presented here for the first time to the research com-
munity. SebDB is an open-source resource and the foundation of a rapidly evolv-
ing behavioral ontology for cybersecurity. It was created with input from a con-
sortium of professionals in the practitioner and academic security awareness
and training (SAT), cybersecurity culture, and human risk management (HRM)
communities, to improve understanding, modeling, and measurement of human
cyber risk.

In this article, we introduce SebDB, including its motivation and the robust
process through which it was developed. We further present the core of SebDB,
including examples from the more than 100 documented behaviors within it, the
associated impacts when behaviors are not followed, and mappings of behaviors
to pertinent security standards (e.g., the NIST Cybersecurity Framework (CSF)
and the MITRE ATT&CK framework).

The second novel contribution is the proposal of a behavioral ontology
for cybersecurity. This ontology represents an early glimpse into the future of
SebDB, and one of the first comprehensive conceptualizations of the people and
cybersecurity domain. Through this ontology, we define key domain concepts and
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relationships, and explain how they fit together in a domain model. Examples
of concepts include security behaviors, behavioral interventions and behavior
change techniques, threats, vulnerabilities, risks, incidents, risk outcomes, and
security controls. To our knowledge, this is the first academic article to present a
behavioral ontology for cybersecurity, which marries the domains of behavioral
science and cybersecurity in this way.

The remainder of this paper is structured as follows. Section 2 reviews related
literature on the topics of security culture, awareness, human risk manage-
ment, and behavior change in cybersecurity. In Sect. 3, SebDB is introduced and
detailed. This covers the methodology supporting its creation, its core concepts,
and how these can be used. Section 4 then presents our initial ontology complete
with a visual depiction as well as definitions of its concepts and relationships.
We then conclude and briefly outline future work in Sect. 5.

2 Related Work

Research into how humans and cybersecurity aspects interact has progressed
significantly over the last two decades. Early research in the domain focused
largely on the usability of security systems and functionality, considering how
complex interfaces were and the need to redesign them with the human (i.e., their
context, perceptions, decision-making nuances) in mind. Noteworthy examples
span the usability of authentication systems, where password setup and recovery
were arduous and overly complicated [6], to the appropriate communication of
cyber risk to aid understanding, given a particular target audience [22].

Since then, the variety and amount of research on the human aspect has
grown substantially. For instance, one stream of work has centered on the psy-
chology of security, i.e., how psychology and behavioral science can help to under-
stand an individual’s security attitudes and practices [34]. This research covers
a clear gap in traditional literature and combines two topical disciplines: cyber-
security and psychology. Another popular stream of work focuses on security
awareness and training and the broader subject of security culture [2,23]. In this
domain, research has examined the impact of awareness on knowledge, attitude,
and behavior [2,36], the challenges of changing behavior and the need for a more
comprehensive approach [4,28], and how behavior and culture are linked [32,33].
A primary conclusion of this work is that awareness itself does not lead to behav-
ior change, and instead, a more targeted approach is required.

While the human aspect of security domain has developed significantly in
the past two decades, one topic that has yet to receive more formal attention is
how human actions shape risk and can either reinforce or undermine core secu-
rity standards. This goes beyond the general reality that security behaviors are
important and should be promoted [5,30], to defining specific behaviors that are
critical, understanding their influence on specific risks, and how those behav-
iors contribute to wider organizational security postures. Such an understand-
ing could allow more customized approaches toward researching and addressing
human cyber risk, as well as providing a pathway for potential standardization
of knowledge in the domain.
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3 SebDB: The Security Behavior’s Database
3.1 Motivation

Three factors motivated the design and development of SebDB. The first fac-
tor was grounded in the premise that individual security behaviors are central
to the conceptualization and mitigation of human cyber risk. While the impor-
tance of secure online practices is well known [14], there is limited work cata-
loging the range of human behaviors that affect an organization’s or individual’s
security. Such a characterization would help define not only the actions to mon-
itor (e.g., clicking on phishing emails), but also the positive actions to actively
promote (e.g., checking messages for signs of legitimacy). Specifying behaviors
also creates a transparent path for targeted, and ultimately measurable, security
initiatives [28].

The second factor acknowledged that people’s behaviors are tightly connected
to other security constructs. Prior research documents relationships among secu-
rity attitudes, culture, and behavior [2,36], yet structured analyses of how spe-
cific behaviors shape impacts of attacks and risk outcomes, or how they sup-
port or undermine compliance with security standards, remain nascent. A bet-
ter appreciation of these topics would enable more rigorous risk reasoning (e.g.,
prioritizing behaviors by their influence on risk) and provide clearer evidence of
how behaviors and behavioral interventions (i.e., targeted activities designed to
change specific behaviors [19]) contribute to an organization’s security posture.

As with other more technical domains in security, there are significant ben-
efits to be gained from standardization; this formed the third factor. Techni-
cal standards and frameworks, such as MITRE’s CVE, CWE, and ATT&CK,
FIRST’s CVSS, and the OWASP Top 10, give practitioners a shared founda-
tion and vocabulary and help improve responses to threats through common
characterizations and learning. In the human aspects domain, comparable stan-
dardization is largely absent, particularly in the form of well-structured, typed
frameworks or comprehensive data and knowledge bases. Guided by these three
factors, the next section details how we designed SebDB.

3.2 Design and Development

SebDB was created and refined over five years through a series of development
stages. In what follows, we focus on the two most significant stages: stage one,
which produced the initial version of the database, and stage four, which led to
SebDB’s most substantial and recent update. The intermediate stages involved
smaller, incremental revisions informed by feedback from security professionals
and by advances in the SAT/HRM, technology, and business domains.

Stage one focused on establishing the foundational structure and content
of SebDB. The process began with a systematic review of academic literature
(e.g., [7,29]), complemented by a comprehensive review of industry guidance
and standards from authoritative sources such as the UK’s NCSC, ISO (e.g., ISO
27000 series), NIST (e.g., NIST SP 800-50, NIST CSF), and SANS. The primary
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objective was to identify and define all relevant security-related behaviors and
articulate how their adoption or lack of use could introduce risks to individuals
and their employers. We also leveraged existing research to provide an initial
estimate of each behavior’s influence on risk, which was defined in a four-tier
structure: Tier 1 behaviors were deemed to have the greatest impact on risk,
and Tier 4 the least.

Following the initial data capture, we undertook a mixed-method valida-
tion process. First, a series of expert interviews was conducted with ten secu-
rity professionals from academia, industry, and government, all specializing in
human-centered security. These sessions were designed to validate the initial
set of behaviors, risks, and tiers, and critically, to co-design the structure of
the database, ensuring the final resource directly addressed practitioner needs.
Subsequently, a survey was administered to 599 members of the general public
to assess the feasibility and current practice rates of the identified behaviors
among average users. The survey results were then used to finalize the behavior
set, particularly by refining their names, structure, and contexts. The culmina-
tion of stage one was the release of SebDB version 1 (v1), which contained 76
behaviors, their mapping to eight risk outcomes (e.g., account compromise, mal-
ware infection), and an assessment of the influence they had on risk (i.e., their
tier).

Stage four was driven by significant shifts in the risk landscape and aimed
to comprehensively update SebDB to address these changes. This involved a
thorough review and reflection process, incorporating direct feedback gathered
from security professionals actively using the database. Every behavior, risk
outcome, and tier was re-evaluated for its value, utility, and suitability. To guide
this process and ensure consistency, a set of SebDB principles was established
to specify how core components should be interpreted and applied. The review
was further informed by new advances in the field, including updated industry
publications (e.g., NIST SP 800-50 Revision 1), recent academic research [3,4,
28|, and insights pertaining to the emergence of new security behaviors (e.g.,
associated with new technologies (AI) or practices (remote working)).

Through review, reflection, and refinement, we produced an updated
database, which was subsequently reviewed by a group of engaged practition-
ers and revised to incorporate their input. Similar to SebDB v1, this iteration
specified behaviors (now 102 in total), their mappings to risks (through seven
impacts), and their influence on risk (via four tiers). Critically, a more refined
and robust assessment methodology was adopted for determining each behav-
ior’s tier. This involved evaluating how significantly performing, or failing to
perform, the behavior affects the plausibility of any of the undesirable outcomes
(i.e., impacts) occurring. Plausibility is regarded as the logical and practical like-
lihood that a specific impact may occur as a direct or indirect consequence of an
individual failing to perform a specific behavior. This assessment considers three
dimensions: directness, i.e., whether the behavior acts as a primary safeguard
or one of multiple defenses; conditionality which considers whether the impact
requires additional system failures or attacker actions to materialize; and sever-
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ity of consequence if the behavior is not performed. These judgments represent
expert consensus based on established security knowledge, real-world incident
analysis, and industry frameworks, rather than empirically derived probabilities.
Through combining plausibility scores for each impact for a behavior, we were
able to determine the behavior’s wider influence and then define its respective
tier (i.e., how significant an influence it would have in contributing to risk).

The updated database also incorporated a comprehensive mapping of behav-
iors to core security frameworks (NIST CSF and MITRE ATT&CK), enabling
cybersecurity professionals and researchers to examine how behaviors tangibly
influence threat actions (e.g., MITRE’s initial access or privilege escalation) and
support security functions (e.g., NIST’s Protect or Recover). To aid this map-
ping assessment as well as the analysis of behavior tiers, an Al model specifically
trained in cybersecurity and human risk management was used.

The model served as an analytical tool to systematically synthesize research,
industry benchmarks, and contextual data relevant to our specific scope. We
leveraged this capability to evaluate three specific areas: first, the behavior’s
cumulative influence on risk by determining how its performance (or omission)
shifts the plausibility of adverse outcomes; second, the extent to which a behavior
supports specific NIST CSF core functions; and third, the potential for a user’s
actions to disrupt or facilitate known MITRE ATT&CK tactics. By using the
model to process these diverse data sources, we were able to generate a data-
driven assessment of how individual behaviors impact the broader organizational
security posture. All output from the model was manually assessed for accuracy
and quality by the research team, and then was shared with a group of security
professionals for further review.

The outcome of this process, and stage four more generally, was SebDB
version 4 (v4); this is the latest version.

3.3 The Database

As discussed above, a primary goal of SebDB is to improve the understanding,
modeling, and measurement of human cyber risk and to support behavior-change
initiatives that can measurably improve an organization’s security posture. To
achieve this aim, the database is structured around security behaviors, their
associated impacts, and their alignment with recognized security frameworks.

Security Behaviors. Each security behavior in SebDB represents a discrete,
observable action that individuals can take to protect information, systems, or
assets. What constitutes a security behavior is governed by thirteen core prin-
ciples to ensure consistency and utility. These principles establish that security
behaviors must focus on activities of everyday users of technology rather than
technical specialists (Principle 1), represent single specific actions as opposed
to composite activities (Principle 2), and focus on cybersecurity and physical
security as they relate to protecting information (Principle 3). Building on these
points, behaviors also represent actions that could result in a negative impact
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on an organization if not performed (Principle 6). This is an important facet as
SebDB is built to help reduce the risk faced by organizations.

Behaviors are deliberately framed in positive, affirmative language (Principle
5) to emphasize constructive security practice. For instance, “SB010: Keeps a
password (or passphrase) private” uses positive language to explain what to do,
rather than “SB010: Does not share passwords”, which uses negative language to
convey what not to do. This positive framing is critical because it clearly defines
the desired “good” state and expected actions, and moves practitioners away
from relying on lists of prohibitions toward guiding people proactively. Positively
phrased and framed messages are more persuasive than negatively framed ones,
particularly when there is minimal emphasis on detailed processing [22]. This
approach aligns with calls to shift from a “human-as-problem” to a “human-
as-solution” mindset in cybersecurity, where individuals are viewed as active
contributors to organizational security rather than the primary security risk [35].

SebDB’s security behaviors are created to be technology-agnostic (Principle
7), applying broadly across hardware and software contexts rather than being
narrowly scoped to particular platforms or tools. This universality prevents frag-
mentation of the database into numerous overlapping sub-behaviors and ensures
that they remain relevant as technology evolves. Additionally, a security behav-
ior must be a unique action in the SebDB context, which avoids overlap with
other SebDB behaviors (Principle 10). Behaviors must also be measurable (Prin-
ciple 8 [8]) in order for targeted behavior interventions to be evaluated for their
effectiveness [17,28]. Measurement approaches vary by context and may include
direct observation, behavioral telemetry from security tools, self-report assess-
ments, or controlled simulations, depending on organizational capabilities and
privacy considerations. Finally, behaviors must be realistic and actionable within
everyday contexts [4], acknowledging the practical constraints individuals face
(Principle 9). This is critical given the reality that if behaviors are atypical,
cumbersome, or irrelevant, decades of usable security research have shown that
they are much less likely to be performed [22,25].

To maintain relevance and accuracy over time, each behavior is assigned a
permanent unique identifier (UID) that persists throughout its lifecycle (Princi-
ple 12). When behaviors are removed from the database, their UIDs are retired
rather than reassigned, ensuring consistency and maintaining a clear historical
record. These practices are aligned with standard guidance [9]. Recognizing that
security threats, technologies, and organizational practices continually evolve,
behaviors are subject to change over time (Principle 11). Each behavior is doc-
umented in a changelog that tracks its status: whether adopted (newly intro-
duced), unchanged (reviewed and still valid), renamed (clarified or updated),
split (divided for specificity), merged (combined due to redundancy), or depre-
cated (retired due to irrelevance).

The database includes 102 behaviors that were identified and validated
through collaboration among security professionals and academics, informed by
extensive academic research as mentioned earlier. These behaviors align with
established research on actions that place the organization and the individual
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at increased threat from malicious attacks [13,14]. For example, risky behaviors
documented in prior research, sharing passwords with colleagues (“SB010: Keeps
a password (or passphrase) private” in SebDB), downloading copyrighted mate-
rial from illegal websites (“SB019: Downloads content only from an approved
or official website”), ignoring warnings to update apps and computer software
(“SB024: Keeps software up-to-date”), use of the same password for multiple
websites (“SB016: Authenticates with a unique password (or passphrase)”), and
clicking on potentially malicious links in emails (“SB159: Clicks only a legiti-
mate link”) [14], are all addressed within SebDB via its positive framing app-
roach. Table1 lists several other SebDB behaviors; the full set can be found at
SebDB.com.

Table 1. Examples of security behaviors

UID [Security behavior name
SB001|Authenticates with MFA
SBO003|Authenticates with a strong password (or passphrase)

SBO013|Reports a security incident
SB058|Checks a website for signs of deception
SB061Backs up data

Each behavior has a “Description” that articulates the specific action in
a clear and concise way, alongside a “Why is it important?” section connect-
ing the behavior to the security outcomes it influences. To facilitate ease of
search and contextual relevance, behaviors are further organized into ten distinct
Categories, including “Authentication & access control”, “Device security”, and
“Threat detection & prevention”. A category defines a grouping of related secu-
rity actions; therefore, SebDB allows for a many-to-many relationship where a
single behavior can be associated with multiple categories. For instance, “SB153:
Opens a file only from a legitimate source” is mapped to both “Threat detection
& prevention” and “Safe online practices & communication”.

Impacts. Another key component of SebDB is impact. An impact is focused
on the harmful or undesirable result of a security risk (Principle 1). It repre-
sents a significant concern for an organization (Principle 5) and is a result that
could arise due to a risky behavior (e.g., not backing up data), or that could
be prevented by a security behavior (e.g., backing up systems) (Principle 3).
This conceptualization of impact draws on existing practice and research, such
as NIST SP 800-30 Rev 1. Most notably, here we interpret impact as a type of
outcome that could arise, rather than the magnitude of harm that might result.
This, we acknowledge, is another valid interpretation.

SebDB categorizes impacts into seven distinct types: “IMP001: System com-
promise”; “IMP002: Data compromise”, “IMP003: Physical (asset) compromise”,
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“IMPO005: Identity theft and fraud”, “IMP007: Account compromise”, “IMP009:
Business interruption”, and “IMP010: Financial loss”. Examples for impact def-
initions are provided in Table 2. These definitions were derived from a critical
synthesis of industry standards, including NIST SP 800-30 Rev. 1, the NIST
CSF, ISO 31073:2022, and NCSC’s Risk Management guidance, as well as aca-
demic research [20]. This methodology ensures that the proposed framework
aligns with established practices and remains directly applicable to the func-
tional requirements of practitioners and researchers.

Table 2. Examples of impacts and their definitions

Impact Definition

IMPO001: System System compromise occurs when there is the unauthorized disclosure,
compromise modification, substitution, deletion or use of systems. This can lead to
operational instability, unauthorized control over critical processes, and
serve as a gateway for further attacks.

IMPO010: Financial loss occurs when there has been an unplanned decrease in
Financial loss monetary value or reduction in financial assets. Such losses often follow
cyber incidents, regulatory fines, or fraud, and can undermine business
continuity and investor confidence.

Impacts are recognized as being able to cause, or lead to, other impacts
(Principle 4). For example, “IMP001: System compromise” may lead to “IMP007:
Account compromise”; which in turn could bring about “IMP002: Data compro-
mise”. These relationships allow organizations to better understand cascading
risks and the full scope of potential consequences when certain security behav-
iors are not adopted. Several principles for impact mirror those established for
behaviors to ensure the integrity of SebDB. These include the requirement for
impacts to be a unique result in the SebDB context to avoid overlap (Principle
6), documented in a changelog over time to track their evolution (Principle 7),
and assigned a permanent unique identifier (UID) that is retired rather than
reassigned if an impact is removed (Principle 8).

Each security behavior is mapped to every impact through a plausibility met-
ric, with plausibility interpreted as defined in Sect. 3.2. This metric is represented
by a four-point scale: 0 (None - no credible scenario exists where failure to per-
form the behavior leads to this impact); 1 (Low - the link is possible but indirect
and requires other system failures or specific attacker actions); 2 (Medium - there
is a notable chance of impact, but the impact is not guaranteed or immediate);
and 3 (High - the link is clear, direct, and significant because the behavior acts
as a primary safeguard against this impact).

Examples of these scores for each impact if “SB013: Reports a security inci-
dent” is not performed are presented in Table 3. In such a case, we view “IMP001:
System compromise” as high because failure to report a security incident allows
an attacker to persist and move laterally. An initial foothold on one machine can
escalate to the compromise of entire networks and systems. Whereas, we regard
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“IMPO003: Physical (asset) compromise” as low due to the reality that while it is
conceivable that an unreported system compromise could eventually affect sys-
tems controlling physical access, this represents a remote and indirect potential
impact of the reporting failure. These justifications are also part of SebDB, given
their value in building the evidence base for these decisions.

Table 3. Plausibility scores for each impact if SB013 is not performed

Security Impact Plausibility

behavior

SB013: Reports aIMP001: System compromise 3 (High)

security incident
IMP002: Data compromise 3 (High)
IMP003: Physical (asset) compromise|l (Low)
IMPO005: Identity theft and fraud 2 (Medium)
IMPO007: Account compromise 3 (High)
IMPO009: Business interruption 3 (High)
IMPO010: Financial loss 3 (High)

More broadly, such scores provide insight that allows professionals and
researchers to assess and meaningfully link behaviors to impacts.

Tiers. A primary goal of SebDB is to provide a tool that closely links behaviors
to risk. Each behavior is therefore assigned a tier based on its influence on risk
(Principle 13). This is defined in a four-tier structure: Tier 1 captures the most
critical behaviors where failure creates multiple high-impact pathways, while
Tier 4 includes behaviors with more limited or indirect influence. As introduced
above in Sect. 3.2, a behavior’s tier is determined by assessing how significantly
performing (or not performing) the behavior affects the plausibility of undesir-
able outcomes (i.e., impacts) from related security risks. These plausibility judg-
ments were combined into a score, which determined the behavior’s tier: Tier 1
(17-21), Tier 2 (15-16), Tier 3 (13-14), and Tier 4 (0-12). These ranges were
defined through a combination of expert consensus and analysis of score distri-
bution patterns. We examined the distribution of cumulative plausibility scores
across all 102 behaviors and identified natural clustering points that aligned with
practitioner intuitions about relative risk significance. We acknowledge that these
thresholds represent expert judgment based on current understanding and may
be refined as the field evolves and additional empirical evidence becomes avail-
able. In total, there are 22 behaviors in Tier 1, 35 in Tier 2, 25 in Tier 3, and 20
in Tier 4.

To illustrate, “SB013: Reports a security incident” is a Tier 1 behavior. As
shown in Table 3, this is largely due to the high plausibility of multiple critical
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impacts occurring if the behavior is not performed: “IMP001: System compro-
mise”, “IMP002: Data compromise”, “IMP007: Account compromise”, “IMP009:
Business interruption”;, and “IMPO010: Financial loss”. The resulting total score
of 18 (a tally of the scores in Table 3) places the behavior within the Tier 1 range
(17-21).

Framework Mappings. Security behaviors in SebDB are mapped to well-
established security frameworks to enable SAT and HRM professionals to demon-
strate how behaviors tangibly inform or support security functions, and reduce
the success likelihood of threat actions. Below we present our mappings to NIST
CSF and MITRE ATT&CK; however, we expect this to be expanded to other
frameworks (e.g., ISO 27000 series, CIS Critical Security Controls, Cyber Essen-
tials) in the future.

NIST Cybersecurity Framework (CSF): The NIST CSF 2.0 is a globally
recognized framework for managing cybersecurity risks. The tool provides a tax-
onomy of cybersecurity outcomes that can be used to better understand, assess,
prioritize, and communicate cybersecurity efforts. The CSF Core consists of six
Functions: Govern, Identify, Protect, Detect, Respond, and Recover. These Core
Functions offer a structural guide for organizations, industry, and government
to assess security risks, implement protective measures, identify and respond to
security events, and recover from incidents [15].

Each security behavior in SebDB is mapped to the specific CSF Core Func-
tions it supports. More specifically, this mapping captures whether a user per-
forming a behavior contributes to the organization achieving that Function. For
example, “SB001: Authenticates with MFA” is associated with the Govern and
Protect functions. The Protect function focuses on utilizing safeguards, such as
identity management and access control, to secure assets and reduce the like-
lihood of adverse events. “SB001: Authenticates with MFA” serves as a critical
protective control by requiring multiple forms of authentication. Another sig-
nificant benefit of associating behaviors to Functions is that it provides a clear
way to demonstrate that behavioral interventions (e.g., security nudge cam-
paigns, webinars) are supporting real security functions and controls, and not
just awareness or communications.

MITRE ATT&CK: MITRE ATT&CK is a comprehensive knowledge base
of adversarial tactics and techniques based on real-world observations. It has
gained extensive recognition across both academia and industry, leading to its
implementation in various practical applications, including adversary emulation
or behavioral analysis development [10].

The framework is a model that systematically categorizes adversary behavior
into two main components: tactics and techniques. Tactics represent the “why”:
the adversary’s tactical goal or the reason for performing an action. There are 14
tactics in the framework, such as “TA0043: Reconnaissance”, where the adversary
gathers information to plan future operations. Conversely, techniques represent
“how” adversaries achieve these tactical goals by performing specific actions.
These can also be broken into subtechniques.
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In SebDB, each security behavior is currently mapped to the MITRE
ATT&CK tactics that it relates to, thereby contextualizing human actions within
the technical phases of an adversary’s lifecycle. This mapping assesses whether
a user performing a behavior can potentially influence an adversary in achieving
the goal of the tactic. For example, “SB001: Authenticates with MFA” is linked
to “TA0042: Resource development”, “TA0001: Initial access”, “TA0003: Persis-
tence”, “TA0004: Privilege escalation”, “TA0006: Credential access”, “TA0008:
Lateral movement”, and “T'A0040: Impact”. In the specific case of “TA0004: Priv-
ilege Escalation”, the use of multi-factor authentication on privileged accounts
increases the effort required for an adversary to compromise them or escalate
permissions, whereas the absence of such controls facilitates easier target acqui-
sition once an initial, lower-privileged foothold is gained.

By aligning behaviors with these tactical goals, SebDB enables organizations,
academics, and policymakers to identify where the adoption of a security behav-
ior serves as a point of disruption across the kill chain. Another noteworthy
benefit of this mapping is its provision of a shared language between human risk
professionals and security operations teams, helping practitioners align behav-
iors to real-world threat scenarios, prioritize what to influence first, and target
interventions where they are most likely to reduce adversary success.

4 Toward a Behavioral Ontology for Cybersecurity
4.1 The Move Toward an Ontology

As a database, SebDB offers a useful lens for viewing a comprehensive set of
security behaviors and how they relate to risks, support protective actions, and
enable or disrupt threat activity. While this is valuable as exemplified in Sect. 3,
additional benefit could be realized by extending SebDB toward a richer knowl-
edge representation structure, such as an ontology. An ontology can be regarded
as a shared vocabulary that defines the concepts in a specific domain and the
relationships among them [12,31]. Ontologies are increasingly common in cyber-
security research and practice because they support shared, extensible repre-
sentations that can be made machine readable. They also provide a semantic
foundation that enables reasoning over domain concepts. For instance, an ontol-
ogy focused on security behaviors and cyber risks could support inferences such
as identifying that, if a particular behavior is not performed, then an attack
tactic is more likely to succeed, thereby leading to increased probability of a
certain risk materializing.

There have been several ontologies proposed for the cybersecurity domain [1].
One under-researched area, however, concerns ontologies that incorporate human
aspects, particularly those informed by behavioral science and psychology. Exist-
ing work includes an information security ontology that incorporates human
behavioral factors and is intended to support security management processes [26].
Another example is a human factors ontology for cybersecurity, which describes
how individual and situational characteristics, and the relationships between
them, influence the trust placed in an individual within security contexts [24].
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A further contribution is an insider risk ontology that models sociotechnical fac-
tors across individuals and organizations to support understanding of insider
threats [11].

In our work, we build on these ontologies and on relevant ontologies from the
behavioral sciences [18] to develop an ontology that connects cybersecurity with
behavioral science. This is particularly important given the central role of peo-
ple’s behaviors in holistic security risk management strategies [4,23,28]. Accord-
ingly, our ontology’s goal is to provide an evidence-based conceptualization that
enables the systematic application of behavioral science to cybersecurity. The
ontology defines a shared vocabulary and explicit relationships between behav-
ioral constructs, including interventions, determinants, and behavior change
techniques, and the security behaviors, risks, and security controls they interact
with. This structure supports its users in designing, describing, and evaluating
behaviorally informed approaches to managing human cyber risk, which align
with wider security control environments. It also provides a common knowledge
base that facilitates communication between security awareness and training
and human risk management professionals and more technically focused secu-
rity teams in relation to security risks. These aims, particularly our focus on
connecting behavioral science and cybersecurity, considering the full behavior
intervention lifecycle, and supporting security initiatives, set our ontology apart
from those explored in the related works mentioned above.

4.2 SebDB as an Ontology

The ontology is structured specifically to fulfill its goal of bridging cybersecurity
and behavioral science, and was built following a standard ontology creation
methodology [16]. There are over 50 concepts in the ontology spread across six
thematic domains. Connecting these concepts are more than 70 relationships,
which describe how concepts relate to each other. The thematic domains are:
Asset and vulnerability, Threat, Behavior, Behavioral intervention, Risk and
outcome, and Security control. The ontology can be visualized in Fig. 1.

To start, the Asset and vulnerability domain covers organizational assets
and the weaknesses that they may possess. It contains two concepts: asset and
vulnerability, which are associated as follows: a vulnerability ezposes an asset.
For instance, high susceptibility to business email compromise in certain finance
departments ezposes the accounts payable system.

In the Threat domain there are six concepts: threat actor, threat driver, tac-
tic, technique, or procedure (TTP), threat vector, threat, and threat scenario.
This domain models the source of an attack or incident, their motives, and app-
roach. It contains several relationships, including: a threat driver drives a threat
actor; a threat actor employs a TTP; a TTP wuses a threat vector; a threat
vector enables a threat; a threat actor initiates a threat; and a threat is con-
textualized by a threat scenario. An example of how these interact is as follows.
The potential for significant financial gain from selling stolen healthcare data
drives a financially-motivated cybercriminal group, who employs spear phish-
ing with malicious attachments wusing email to deliver the attack. The email
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channel enables a credential harvesting attack, which is contextualized by a sce-
nario describing how the group targets accounting staff to obtain credentials and
initiate fraudulent transfers.

The Behavior domain is central to the ontology and emphasizes the impor-
tance of human actions in influencing cyber risk. The concepts span user, behav-
ior, security behavior, risky behavior, behavior category, and behavior tier. Sup-
porting these concepts are a number of relationships, namely: a user performs
a behavior; a security behavior and a risky behavior are types of behavior; a
behavior is grouped in a behavior category; and a behavior is assigned to a
behavior tier. These can be instantiated as follows. An accounts payable clerk
performs a range of behaviors daily, including reporting suspicious emails to the
security team and, on occasion, clicking links without verifying sender authentic-
ity. Reporting suspicious emails to the security team is grouped in the Incident
response & reporting category and is assigned to Tier 3 due to its lower direct
influence on reducing risk. Here we also see three concepts that originated in
earlier versions of SebDB, i.e., security behavior, behavior category, and tier.

The Behavioral intervention domain features alongside the Behavior domain
and encompasses the contexts and activities pertaining to changing people’s
security-related behaviors. In this domain, the core concepts are: behavioral
intervention, behavioral determinant, behavior change technique (BCT), inter-
vention catalyst, directive catalyst, elective catalyst, and corrective catalyst.
We also have example/sub-concepts for behavioral intervention (e.g., persua-
sion, education), behavioral determinant (e.g., psychological capability, reflec-
tive motivation), and behavior change technique (e.g., prompt, social compari-
son) [19]. The relationships for the core concepts are: an intervention catalyst
triggers a behavioral intervention; directive catalyst, elective catalyst and correc-
tive catalyst are types of intervention catalyst; a behavioral intervention lever-
ages a behavior change technique; a behavior change technique targets a behav-
ioral determinant; and a behavioral determinant causes changes in a behavior.

Practically, new regulations mandating security awareness training, a proac-
tive leadership decision to improve security culture, and a mandated remediation
program following a phishing incident are types of intervention catalyst that can
lead to organizational responses. The regulation can also trigger the launching
of a phishing resilience program, which leverages showing employees their click
rates compared to departmental averages to target employees’ overconfidence in
their ability to spot phishing emails, thus causing changes in their behavior.

Next is the Risk and outcome domain. This domain’s concepts include: risk,
likelihood, potential impact, incident, risk outcome, and actual impact. Its rela-
tionships are as follows: likelihood contributes to risk; potential impact con-
tributes to risk; risk materializes as an incident; an incident results in a risk
outcome; and a risk outcome is quantified by actual impact. When applied
in practice: the high probability of a successful phishing attack given current
employee susceptibility and the potential for significant regulatory fines if cus-
tomer data is compromised both contribute to the risk facing the organization.
This risk can materialize as the exposure of a large number of customer records
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via a compromised employee account, which results in reputational damage, reg-
ulatory penalties, and operational disruption. These outcomes are quantified by
a total of £2 million in fines and lost business.

Finally, there is the Security control domain, which defines the measures
focused on risk reduction. The concepts are: security control environment,
security control, administrative control, physical control, and technical control.
Between these concepts are the following relationships: security control environ-
ment defines a security control; and administrative controls, physical controls,
and technical controls are types of security controls. A real-world example of
these is: an organization’s PCI DSS compliance program defines the requirement
to protect cardholder data. This is implemented by several types of controls, e.g.,
through a combination of the data handling policy requiring encryption for all
sensitive data, badge-controlled access to the server room housing encryption
key management systems, and encryption applied automatically by the storage
platform.

For a full list of the concepts and their definitions, see Table 4.

Table 4. Concept definitions

Concept Definition
Asset Any resource of value to the organization that requires protection.
Vulnerability A weakness that can be exploited by a threat, creating the conditions for

harm to occur.

Threat actor A source of malicious pressure against organizational assets, including
external adversaries and malicious insiders.

Threat driver A condition or motive that increases the likelihood, or amplifies the
impact, of threat actor activity.

Tactic, technique, or |The methods employed by threat actors to achieve their objectives, as

procedure cataloged in frameworks such as MITRE ATT&CK.

Threat vector The pathway or channel through which a threat reaches its target.

Threat Any source of pressure capable of exploiting a vulnerability to cause an
incident.

Threat scenario A structured narrative describing how a specific threat could plausibly

unfold against a defined target.

Behavior An observable action or omission by an individual or other entity that
influences security risk.

Security behavior An action by an individual or other entity that reduces exposure of assets
to unauthorized access, damage, or compromise.

Risky behavior An action by an individual or other entity that increases exposure of
assets to unauthorized access, damage, or compromise.

User A person (e.g., employee, contractor) or entity (e.g., AI) who performs
behaviors and interacts with organizational assets.

Behavior category A thematic classification that groups related behaviors based on shared
characteristics.

Behavior tier A prioritization classification that ranks behaviors according to their
influence on risk.

(continued)
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Table 4. (continued)

Concept Definition

Behavioral A deliberate effort to modify behavior through mechanisms such as
intervention environmental design, process change, or persuasion (e.g., nudges).
Behavior change A discrete, evidence-based method for influencing behavior, representing
technique the active component within an intervention.

Behavior determinant /A modifiable factor that influences whether and how a behavior occurs,
corresponding to constructs within the Capability, Opportunity,
Motivation, and Behavior (COM-B) model or the Theoretical Domains
Framework (TDF).

Intervention catalyst |The triggering condition that initiates a behavioral intervention, shaping
its design and urgency.

Elective catalyst A catalyst arising from proactive organizational choice, motivated by
improvement rather than external pressure.

Directive catalyst A catalyst arising from imposed requirements such as regulatory
mandates, policy changes, or leadership directives.

Corrective catalyst A catalyst arising from an observed failure, incident, or identified gap
requiring remediation.

Likelihood The probability of an incident occurring.
Potential impact The estimated severity of harm if an incident were to occur.
Risk The possibility that an incident will occur and cause harm. It is the

combination of likelihood and potential impact.

Incident A security event that occurred when risk materialized, causing harm or
requiring response. For instance, a data breach, malware infection,
account compromise, system compromise or policy violation.

Risk outcome The organizational harm resulting from an incident. Examples are
regulatory penalties, reputational damage, operational disruption.

Actual impact The measured severity of harm after an incident occurred.

Security control The integrated architecture of controls that collectively reduces

environment vulnerability, likelihood, and impact.

Security control A safeguard that reduces the vulnerability, likelihood or impact of a
security risk through prevention, detection, or response.

Administrative A control implemented through governance mechanisms such as policies,

control procedures, and standards.

Physical control A control implemented through tangible measures that restrict or monitor

physical access.

Technical control A control implemented through technological mechanisms that enforce
security requirements.

Thus far we have covered the core concepts of the ontology and a sample
of the relationships present. As can be seen in Fig. 1 and understood given the
wide remit of the ontology, there are several more relationships that exist. In
particular, these act to connect the different domains and thereby allow the
ontology to fulfill its interdisciplinary and cross-enterprise goals. Due to space
limitations, we are not able to discuss all of these relationships, but there are
three relationship chains worth highlighting given their significance.
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The first chain links the Threat, Behavior, Asset and vulnerability, and Risk
and outcome domains. This chain demonstrates that threats exploit human
behavior, not only technical weaknesses. Traditional security frameworks often
treat threat exploitation as primarily technical (e.g., exploiting a software vul-
nerability). These relationships make explicit that human actions are them-
selves exploitable attack surfaces, and traces the full causal pathway from threat
through behavior to organizational risk. The chain is: a business email compro-
mise attack [threat] ezploits employees’ tendency to comply with urgent payment
requests without verification [risky behavior|, which contributes to weak finan-
cial transaction controls [vulnerability] increasing the probability of successful
fraud [likelihood], thereby contributing to the overall financial crime risk [risk].

The second chain comprises the Behavior, Security control, and Risk out-
come domains. Here we reveal how security behavior influences risk through two
distinct pathways: by supporting the organization’s defensive architecture, and
by directly reducing the potential severity of harm should an incident occur.
This dual pathway demonstrates that behavior is not merely a component of
security controls but an independent factor in risk reduction. This is a critical
insight often overlooked when behavioral security is treated as subordinate to
technical measures. The chain is: the practice of employees maintaining verified
offline backups of critical data [security behavior| supports the organization’s
business continuity program [security control environment|, while also reducing
the potential operational disruption from ransomware [potential impact] that
contributes to the overall ransomware risk [risk].

The third chain captures the organizational learning loop, i.e., how security
failures drive behavioral improvement. It spans the Risk and outcome, Behavioral
intervention, and Behavior domains. This chain demonstrates that the ontology
is not purely descriptive but actionable: incidents are not endpoints but triggers
for systematic behavioral intervention design. This relationship connects reactive
incident response to behavior change initiatives, demonstrating how the ontology
supports continuous improvement. The chain is: the discovery that employees
pasted confidential client data into a public generative Al tool, resulting in data
exposure [incident] triggers a mandatory review of Al usage practices [corrective
catalyst], which then triggers the implementation of an AI security program
[behavioral intervention]. The program leverages just-in-time nudges that remind
employees to check data sensitivity before pasting content into Al tools [behavior
change technique|, targeting employees’ automatic habits when interacting with
AT tools [behavior determinant]. This causes changes in (ideally increasing) the
practice of verifying data classification before sharing with Al [security behavior].

These examples demonstrate the utility of the ontology in supporting orga-
nizations, security professionals, and researchers to reason about and address
behavioral security and human-centered cybersecurity. As with previous itera-
tions of SebDB, we expect this ontology to evolve as the field matures.



510 J. R. C. Nurse et al.

5 Conclusion

This paper has made two contributions to advance existing knowledge of how
human behavior relates to cybersecurity. First, we introduced SebDB, an open-
source resource designed to improve the understanding, modeling, and mea-
surement of human behaviors and risks in cybersecurity. Second, we presented
our vision for SebDB as a behavioral ontology for cybersecurity. Building on
these foundations, our next step is to formalize this ontology into a model that
supports not only explanation but also formal reasoning across the behavioral
security domain.
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