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Abstract
Ransomware is emerging as a real threat to Industrial Internet of
Things (IIoT) networks, where resource-constrained devices cannot
run traditional endpoint protections. Such ransomware spreads
silently through normal data-plane traffic before activating, and
once infection reaches network scale, recovery costs become pro-
hibitive, making containment during propagation essential. Ex-
isting intrusion response systems rely on centralised controllers
whose multi-hop command latency is unable to keep pace, while
decentralised execution must cope with imperfect on-device de-
tection and purely local observations. We present Decentralised
Containment System (DConS), a light-weight intrusion response
system inwhich each IIoT node autonomously contains ransomware
through on-device TinyML inference using only local and one-hop
neighbour observations. Experimental results show that DConS
can contain propagation, even when detector’s true-positive rate
drops to 0.70, and when propagation outpaces the response cycle,
while restoring up to 65% of the connectivity disrupted by contain-
ment. The entire system fits within ∼7.2 KB Flash and ∼470 B RAM,
demonstrating the feasibility of our proposed solution.

CCS Concepts
• Security and privacy → Mobile and wireless security; • Com-
puter systems organization→ Embedded systems; • Comput-
ing methodologies→ Neural networks.

Keywords
Ransomware Containment, IIoT, resource-constrained device, TinyML,
MARL

1 Introduction
Industrial Internet of Things (IIoT) deployments increasingly rely
on Wireless Sensor Networks (WSN) of resource-constrained de-
vices that self-organise into tree-based routing topologies via proto-
cols such as Routing Protocol for Low-Power and Lossy Networks
(RPL) [1]. RPL organises nodes into a tree rooted at the border

router, where each node forwards traffic toward the root through a
preferred parent. Such devices cannot run traditional endpoint pro-
tections, which far exceed IoT microcontroller unit (MCU) budgets.
Prior work has shown that ransomware can propagate inconspicu-
ously across RPL networks through normal data packets [2]. Once
infection reaches network scale, recovery costs become prohibitive,
making containment during the propagation phase essential.

Existing Intrusion Response Systems (IRS) typically adopt cen-
tralised architectures [3] whose multi-hop command latency cannot
keep pace with rapid propagation. On the other hand, decentralised
execution typically requires each node to act on its own state and
one-hop neighbours under noisy detection, demanding policies that
balance infection suppression and network utility [4].

To address these issues, we propose Decentralised Containment
System (DConS), a fully decentralised IRS that leverages TinyML [5]
to enable each resource-constrained node to autonomously contain
ransomware infection through rapid on-device inference, without a
central controller. DConS performs two operations on each node: (i)
progressive communication containment along RPL’s tree structure
to block ransomware propagation paths, and (ii) reparent triggering
to repair connectivity disrupted by containment. Under tight re-
source constraints, fast propagation, and noisy infection detection,
DConS provides strong containment while incurring lower con-
nectivity overhead. Learning such on-device policies under partial
observability is non-trivial. We address this by learning policies
offline under Centralised Training with Decentralised Execution
(CTDE) [6], where a centralised critic uses global infection state dur-
ing training to guide each node’s locally-observable policy toward
coordinated behaviour. We then compress the trained policies for
IoTMCUs: distillationmaps them to smaller student networks using
deployment-available features, followed by int8 quantisation [7]
for integer-only inference within KB-scale memory.

Our paper’s primary contributions are:
• We design DConS, a light-weight, fully decentralised in-

trusion response system that enables cost-effective ran-
somware containment through purely local TinyML infer-
ence on resource-constrained IIoT devices.
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Figure 1: System architecture of DConS. Modules A and B aggregate local and neighbour features into a unified Feature Table;
Module C performs two-stage TinyML inference for containment level selection (Phase 1) and reparent triggering (Phase 2);
Module D executes the resulting actions via IP forwarding filters and RPL local repair.

• Wepresent a CTDE-to-MCU training pipeline that learns co-
ordinated containment policies under partial observability
and distils them into compact int8 student models suitable
for on-device inference.

• We provide experimental evidence that DConS is able to
contain propagation, even when detector’s true-positive
rate drops to 0.70, and when propagation outpaces the re-
sponse cycle, recovering up to 65% of disrupted connectivity,
and fitting within 7.2 KB Flash and 470 B RAM.

2 Related Work
Ransomware has evolved from encrypting IT systems to disrupting
operational technology, and is increasingly projected to target the
devices of IIoT systems [8]. A recent prototype by Huang et al. [2]
establishes IIoT ransomware as a concrete near-term threat. It prop-
agates autonomously through embedded payloads in normal data
packets on IEEE 802.15.4 devices, with no observable changes in
traffic, CPU, or power. Since propagation evades all conventional
detection signals, on-device detection is critical. Centralised archi-
tectures such as SVELTE [9] suffer from multi-hop latency. Huang
et al. [10] proposed a light-weight micro-auditing solution that
provides viable on-device detection signals. However, the inherent
stealthiness of such ransomware limits even specialised detectors
to imperfect accuracy, underscoring the need for autonomous con-
tainment that remains effective under noisy detection.

Containment strategies remain largely under-explored. Bashendy
et al. [11] found that existing IRSmeasures rely on either manual op-
eration or hard-coded actions. Recent reinforcement learning (RL)-
based approaches [4, 12, 13] have advanced adaptive response but
uniformly assume centralised controllers on server-class hardware,
while SDN-based isolation [14] faces the same latency bottleneck.
RLtools [15] has demonstrated deep RL inference on MCU-class
hardware with sub-millisecond latency, but this has been limited to
robotics control. To our knowledge, no prior work has successfully
deployed RL-based response policies on resource-constrained IoT
nodes for decentralised, autonomous ransomware containment.

3 System Design
Figure 1 provides an overview of DConS, organised as four mod-
ules across feature input, policy inference, and action execution,
executed as two sequential phases per cycle. Phase 1 Containment
Policy selects a progressive data-plane restriction level on the node’s
traffic, and Phase 2 Reparent Trigger decides whether to invoke RPL
parent re-election when containment isolates the node from its
parent or the parent itself is infected. It provides a topology-level
action that lies outside Phase 1’s per-link action space.

Both phases read from a unified on-device Feature Table (Mod-
ule A), maintained by the Sense & Update module (Module B)
which acquires local detector signals, denoises them, and syn-
chronises neighbour state (see details in Section 3.1). The Pol-
icy Inference module (Module C, Section 3.2) executes the two
phases as two int8-quantised Multi-Layer Perceptron (MLP) net-
works. Their outputs are translated by the Action Execution module
(Module D, Section 3.3) into IP-layer forwarding filter rules and
rpl_local_repair() invocations.

3.1 Feature Table and Sensing Pipeline
The inputs for models in Module C come from a unified on-device
Feature Table (Module A), shown in the left hand side of Figure 1.
This table aggregates the node’s own infection state, current con-
tainment level, topological position, and its neighbours’ state de-
tection signals and connectivity features. During inference, the
models only read from the table to assemble their input vectors
and do not perform any feature aggregation or computation them-
selves. Updates to the Feature Table are also decoupled from model
inference, allowing different pieces of information to be acquired
asynchronously. The Feature Table is maintained by the Sense
& Update module (Module B), which performs local information
acquisition, detection-signal correction, neighbour information syn-
chronisation, and data preprocessing.

The Feature Table captures three views the policies need: (i) the
node’s own status: its current infection belief, Destination-Oriented
Directed Acyclic Graph (DODAG) rank, and the containment level
it is currently applying; (ii) a bounded summary of each known
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neighbour: infection state, rank, the containment level they are ap-
plying, and connectivity flags; and (iii) a small set of pre-computed
aggregates over the neighbour set: parent infection state, mean and
ratio of children’s infection states, and whether the parent link is
currently blocking this node. These features are exactly those a node
can obtain locally or from one-hop neighbour exchange, requiring
no global state at inference, while still covering the three signals
a containment decision needs: own infection evidence, neighbour
infection pressure, and the parent/children relations that determine
which links a containment action cuts.

The parent is referenced by an index into the neighbour array.
Children and other neighbours are tracked with two 16-bit bitmasks,
so an RPL topology change costs only an index or bit update.

Within each cycle, Module B refreshes the Feature Table by read-
ing the local infection detector, refreshing topological information
from the RPL stack, synchronising a state digest with one-hop
neighbours, and computing aggregate statistics over the neighbour
set such as neighbour’s infected ratio. Topology refresh and aggre-
gate computation are routine. The rest of this subsection focuses
on detector denoising and neighbour information synchronisation.

We assume each node is equipped with a binary infection de-
tector, whose design is out of scope. Its output is timely but noisy,
and feeding raw detections into the policy would let single-tick er-
rors drive containment decisions. Module B therefore produces two
additional signals from the raw stream, each targeting a different
error mode:

• A temporal belief that smooths out single-tick flips by ac-
cumulating evidence over time, so a transient false positive
does not immediately escalate containment. It is imple-
mented as a Bayesian log-odds accumulator 𝐿𝑡 = 𝜆𝐿𝑡−1 +
evidence(𝑑𝑡 ), where evidence(𝑑𝑡 ) is the detection’s log-
likelihood ratio and 𝜆 = 0.9 gives an effective memory
of ≈ 1/(1 − 𝜆) = 10 cycles, mapped to an 8-bit probability
via a sigmoid lookup table.

• A spatially denoised belief that corrects for the case where
a node’s own detector disagrees with its neighbourhood —
e.g. a lone positive amid healthy neighbours is more likely
a false positive than a real infection. A 6→4→1 MLP (Be-
liefDenoiser, 33 parameters), supervised at training time,
takes the node’s own and neighbours’ beliefs and outputs
a corrected estimate.

Three signals—raw detection, temporal belief, and spatial denoised—
are simultaneously provided to the inference model, and the policy
learns which signal to weight under different conditions.

Neighbours’ beliefs and connectivity flags are exchanged via
dedicated TSCH MAC-layer broadcast frames in designated slots
each cycle. Because TSCH exchange operates at the MAC layer,
even a node with full data-plane isolation can still send and re-
ceive exchange frames normally. Meanwhile, the TSCH exchange
channel does not constitute a ransomware propagation path: The 3-
byte payload uses fixed-length positional reads with no executable
content, and MAC-layer frames are processed by the radio driver
before reaching the IP stack.

3.2 Policy Inference
Module C runs the two decisions per cycle: C1 picks a containment
level (14→8→4 MLP, 156 parameters), and C2 decides whether to
trigger reparenting (10→8→2 MLP, 106 parameters). The input
and output sizes follow from the feature set and the action space,
while a single narrow hidden layer suffices to reproduce the teacher
policy within the MCU budget.

We face two design challenges. First, the right containment ac-
tion at a node depends on what its neighbours simultaneously de-
cide. Over-containment in a cluster fragments the network, whereas
under-containment lets propagation through. So we cannot train
each node independently. Second, a node at deployment only sees
its own and one-hop neighbour state, but learning a globally sen-
sible policy from purely local observations is hard without some
form of training-time supervision.We address these challenges with
a Multi-Agent Reinforcement Learning (MARL) [16] formulation
trained under CTDE [6], as shown in Figure 2.

3.2.1 Training. We train in a Gymnasium-based simulator [17]
of an RPL network under ransomware intrusion, with infection
following a Susceptible-Infected (SI)-like model: in an IoT network
composed of a 50-node RPL topology, 20% of nodes are randomly
selected as initial infections, and the ransomware propagates each
round to direct neighbours within its radio range. Each node is
equipped with a binary detector that outputs real-time infection
states, but these results are noisy.

The training is performed under Independent Proximal Policy
Optimization (IPPO) [18], with shared parameters across agents.
Training each agent on its deployment-time observation alone
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yields high-variance value estimates and slow learning. CTDE ad-
dresses this by giving the Critic access to privileged global state
during training (noise-free infection states and the full connec-
tivity graph), so that value estimates accurately guide the Actor
toward globally coordinated behaviour. At deployment the Critic is
discarded and only the locally-observable Actor remains.

TheActor receives 24-dimensional local observations. In addition
to the features provided by the Feature Table during deployment,
auxiliary features such as subtree size and average neighbour rank
are included during training to enrich the policy’s topology aware-
ness. The reward comprises three categories of signals. Containment
signals penalise new infection events and malicious packet prop-
agation, and reward the proportion of healthy nodes at the end
of an episode; Connectivity signals reward the maintenance of up-
link and downlink connectivity; Operational Cost signals penalise
over-containment of healthy neighbours and frequent switching of
containment levels.

With the Phase 1 Containment Actor trained, we then train the
Phase 2 reparent policy. The trained Containment Actor is frozen
and embedded in the environment to execute containment actions.
The Phase 2 model jointly learns two decisions: which neighbour
would make the best replacement parent, and whether the switch is
worthwhile. To handle variable neighbour counts, it uses a Pointer
Network that scores each of 𝐾 neighbours from the node’s 24-
dimensional observation and the neighbour’s 9-dimensional fea-
tures; a switch is triggered only when the top-scoring candidate
beats the current parent by a margin. The reward credits connec-
tivity gains from the switch.

3.2.2 Distillation. The teacher models exceed the deployment bud-
get of MCUs and must be distilled into minimal student models via
behaviour cloning. The C1 student takes as input a 14-dimensional
subset of the teacher’s 24-dimensional observations, retaining only
features that are readily obtainable on resource-constrained de-
vices. It reproduces the teacher’s containment decisions with 96.1%
behaviour cloning accuracy. The C2 student splits the teacher’s
joint WHEN+WHO decision: the student only learns when to trig-
ger reparent (WHEN), while the selection of which new parent
(WHO) is delegated to RPL’s default rpl_local_repair() mech-
anism, thereby simplifying the variable-length Pointer Network
into a fixed 10-dimensional input MLP and significantly reducing
parameter count and inference complexity. It captures the teacher’s
reparent timing with a recall of 0.95.

3.2.3 Deployment. Training under IPPO with parameters shared
across agents yields a single Actor that all nodes execute. Since
this Actor reads only a node’s own state and its one-hop neighbour
features, it is independent of the network’s size and topology, and
one set of weights serves a network of any scale. We therefore
deploy it by distillation and direct transfer, as illustrated at the
bottom of Figure 2: the distilled Actor is compiled into each node’s
firmware as frozen constant weights, and every node runs the same
fixed-weight inference locally. At run time, each node repeats a
fixed per-cycle sequence: sensing, a neighbour exchange, Phase 1
containment, a second exchange, and Phase 2 reparenting.
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Figure 3: Temporal dynamics at TPR= 0.80. Containment is
activated at 𝑡 =670 s (dashed line), by which time 20% of nodes
have already been infected.

3.3 Action Execution
Module D translates the inference outputs of Module C into actual
network actions. D1 installs hooks on the IPv6 forwarding path that
compare each packet’s peer address against the cached parent and
apply ACCEPT/DROP according to the current containment level.
All levels key on the parent address, which RPL already maintains,
avoiding additional per-neighbour state. The four levels follow a
progressive restriction:

• L0: all data-plane traffic flows normally.
• L1: Tx to parent only; Rx unrestricted.
• L2: Tx and Rx with parent only.
• L3: all data-plane traffic blocked.

ICMPv6 control messages (DIO/DAO) are consumed by the RPL
engine before reaching the filter point, and are therefore unaffected
by any containment level.

D2 actively invokes RPL’s rpl_local_repair() based on the
Reparent Trigger output, allowing the node to switch parents in
response to containment-induced isolation or parent infection with-
out waiting for the next scheduled DODAG maintenance round.

4 Experiments and Results
All experiments are conducted on the Cooja simulator running
full Contiki-NG [19] firmware, using a 49-node IIoT lab topology
(80m × 60m, graph density ≈ 12.6%). Ransomware propagation
is modelled after the PoC of [2], in which malicious code is em-
bedded within application-layer data transmissions and spreads to
wireless neighbours. On-device detection is abstracted as a noisy
binary detector parameterised by true-positive rate (TPR) and false-
positive rate (FPR). We compare against a Threshold baseline that
shares the same temporal belief tracker and issues containment by
applying fixed thresholds to the local detection only. We further
compare against two representative centralised approaches adapted
to our setting: an SDN-based scheme [14] and a RL-based [4]. Both
share the same denoised detection input as DConS but execute
their response decisions through a central controller rather than lo-
cally. We also include a variant, DConS-CP only, which retains only
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Figure 4: Infection rate vs. one-hop propagation time. Lower
x-values mean faster propagation. (TPR=0.90, FPR=0.10,
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the Phase 1 containment policy and disables Phase 2 reparenting,
isolating the contribution of topology repair.

4.1 Performance evaluation
Figure 3 illustrates the temporal behaviour of the five policies at a
representative operating point. In our experiment, DConS is initially
disabled and activated network-wide once any node first detects an
infection. Activation occurs at 𝑡 = 670 s (dashed line), with 20% al-
ready infected. We report the post-initial infection rate, the fraction
of newly infected nodes after activation among those still suscepti-
ble at that moment, measuring DConS’s ability to contain propa-
gation. We also track connectivity, the fraction of non-root nodes
whose UDP traffic reaches the RPL root, the end-to-end utility that
containment directly affects. After activation, all methods except
the Threshold baseline contain propagation. They differ sharply
in the connectivity they preserve: the centralised RL-based policy
retains the most (∼75%). Full DConS attains connectivity (∼60%)
using only local, on-device inference, and clearly outperforms its
DConS-CP only variant and the SDN-based baseline.

4.1.1 Robustness to propagation speed. Figure 4 reports the new
infections accumulated by the end of a 3,000 s simulation, as the
ransomware’s one-hop propagation time is varied (smaller val-
ues on the left denote faster spread). DConS contains propagation
across almost the entire range, rising above zero only under the
most extreme spread and returning to near-complete containment
thereafter. The centralised baselines contain infection only when
propagation is slow and collapse as it accelerates. Each decision
must travel up to a central controller and back before a response
takes effect, and this round trip is slow enough for the ransomware
to spread further in the meantime. DConS instead decides and acts
locally, so it can run at a much higher frequency and react before
propagation outpaces it.

4.1.2 Robustness to detector quality. Figure 5 shows performance
across a range of detector operating points (TPR ∈ [0.60, 1.00],
FPR ∈ [0.00, 0.16]). To isolate the effect of detector quality from
propagation speed, these experiments use a relatively slow propa-
gation setting (one-hop time ≫ execution cycle). At TPR ≥ 0.90 all
methods suppress infection. The differences emerge at lower TPR.
The threshold baseline collapses at TPR ≤ 0.80, and the RL-based
baseline, although strong under accurate detection, breaks down
once TPR ≤ 0.70. DConS limits infection to at most 6% at TPR ≥

Table 1: DConS subsystem resource footprint

Component Flash † Static RAM ‡

Feature Table (Module A) 948 B 120 B
Table updater (Module B) 1,284 B —
BeliefDenoiser (33 params) 237 B —
C1 Containment (156 params) 376 B —
C2 Reparent (106 params) 294 B —
IP filter (Module D) 299 B 3 B
Neighbour sync 475 B 36 B
Main process 3,465 B 314 B

DConS total ∼7.2KB ∼470B
† Flash: Non-volatile storage of model-related parameters and constants placed in
.text/.rodata. ‡ Static RAM: Temporary memory footprint during model inference,
used for intermediate variables and buffers in .bss/.data.

0.70, and degrades only to 18–22% at TPR = 0.60, remaining the
most robust to detector noise.

The connectivity heatmaps expose the cost each method pays for
this containment. The SDN-based baseline contains infection at ev-
ery operating point, but only by isolating nodes so aggressively that
connectivity is pinned near 15% throughout. The RL-based baseline
preserves high connectivity when detection is accurate, yet loses
it together with containment once TPR drops. DConS avoids both
failure modes: it sustains 37–68% connectivity while keeping infec-
tion low, and the gap over DConS-CP only (6–45%) confirms that
Phase 2 reparenting restores paths disrupted by containment. False-
positives manifest as connectivity loss from over-containment, not
as containment failure. DConS-CP only’s connectivity therefore
degrades with FPR, whereas DConS offsets this cost through repar-
enting and remains FPR-insensitive.

4.2 Resource Footprint
The entire DConS subsystem adds approximately 7.2 KB of Flash
and 470 B of RAM over the Contiki-NG protocol stack baseline, with
per-module breakdown shown in Table 1. The three int8 models
contain 295 parameters in total (33, 156, and 106 for BeliefDenoiser,
C1, and C2 respectively) and require only 268 multiply-accumulate
operations per inference. DConS is therefore light enough for typi-
cal IoT MCUs.

5 Conclusion and Future Work
We presented DConS, a decentralised intrusion response system
that contains ransomware in resource-constrained IoT networks
through on-device TinyML inference. Each node decides and acts us-
ing only its own state and one-hop neighbour observations. DConS
pairs a containment policy with an RPL reparent trigger, both
trained with CTDE-based multi-agent reinforcement learning and
distilled for resource-constrained MCUs. DConS contains propaga-
tion under noisy detection and fast infection speed, while Phase 2
reparenting recovers most of the connectivity that containment
costs. The entire system fits within ∼7.2 KB Flash and ∼470 B RAM.

Several directions remain for future work. First, we plan to re-
place the abstract binary detector with concrete on-device detectors
and to evaluate DConS under correlated or biased detection errors
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Figure 5: Sensitivity to detector quality. Top: post-initial infection rate; bottom: mean application connectivity. Columns from
left to right: Threshold (denoised), DConS-CP only, DConS, SDN-based [14], RL-based [4]. Colour encodes metric value across
TPR (y-axis) and FPR (x-axis).

rather than the independent and identically distributed noise as-
sumed here. Second, containment outcomes are strongly influenced
by where the initial infected nodes are located in the RPL tree;
root-adjacent infections are substantially harder to contain than
leaf-adjacent ones. Thus, we plan a systematic study of infection
placements, complementing the randomised placements used in
our current evaluation.
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