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ABSTRACT
In Industry 5.0 (I5.0), cybersecurity is a strategic priority for manufacturing firms. In the I5.0 context, human–machine collabo-
ration requires proactive employee behavior to anticipate and mitigate cyber threats. However, existing literature largely exam-
ines user or technical factors in isolation and overlooks the joint optimization of social and technical factors. To address these, 
this study investigates the user-level social and firm-level technical factors to explain the cybersecurity awareness, compliance, 
and employee proactive behavior in the I5.0 context. Based on the socio-technical systems (STS) theory, a concept framework 
has been developed. A survey-based quantitative method was applied to collect data from 198 employees working in Malaysian 
manufacturing enterprises. A dual-stage analytical technique was used, combining partial least squares structural equation 
modeling (PLS-SEM) with machine learning (ML). The originality of this technique stems from the combination of PLS-SEM 
explanatory power with ML prediction capabilities. The PLS-SEM findings affirmed that both user-level social factors and firm-
level technical factors positively drive cybersecurity compliance. Surprisingly, the relationship between cybersecurity awareness 
and compliance was positive but insignificant. ML outcomes highlight that user and firm factors predict (85.79%) employee pro-
active behavior. It reinforces the robustness and predictive capability of the integrated framework. This study provides a novel 
explanation of social and technical factors to employee proactive behavior through cybersecurity awareness and compliance in 
I5.0. The study findings provide both theoretical contributions, particularly in the advancement of STS theory, as well as practical 
implications for managers and policymakers seeking to improve cybersecurity frameworks.

1 | Introduction

In an ever-changing digital landscape, the notion of cyberse-
curity has emerged as a paramount organizational priority, 
especially in Industry 5.0 (I5.0). In the I5.0 context, the human–
machine collaboration is the cornerstone for value creation. 

According to Czeczot et al. [1], I5.0 refers to a new level of seam-
less and harmonious integration between people, machines, and 
automation. Unlike previous industrial revolutions like I4.0, I5.0 
introduces a paradigm shift from human-centric, resilience, 
and sustainability [2, 3]. Moreover, I4.0 is driven by a technol-
ogy-push approach, whereas I5.0 emphasizes the interaction of 
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humans with advanced technologies like artificial intelligence, 
robotics, and big data [4]. Consequently, the increased reliance 
on advanced technologies intensifies cybersecurity vulnerabili-
ties and highlights human behavior as a critical component of 
organizational security framework [4, 5]. Therefore, the cyber-
security concept is no longer solely a technical concern but a 
social and technical challenge that requires proactive employee 
behavior to anticipate and mitigate cyber threats.

At the global level, the severity of cybersecurity incidents further 
underscores the urgency of addressing this issue. According to 
the Statista [6] report, more than half of firms face cyber incidents 
and incur losses amounting to $300 thousand. Likewise, IBM [7] 
reports highlight that the global average cost of cyber breaches 
reached $4.88 million. The cyber incidents of Saudi Aramco and 
Scandinavian Airlines highlight the severity and disruptive na-
ture of these threats [8, 9]. Apart from the financial damages, 
cybersecurity incidents threaten firm data integrity, reputation, 
and even human safety [10]. More precisely, Malaysian manufac-
turing firms are swiftly adopting advanced technologies (AI and 
IoT); resultantly, it significantly expands its cyberattack extent 
(Manpower [11]). According to the Industrial Cyber [12] report, 
Malaysian manufacturing firms experience a sharp rise in cyber 
incidents. From a socio-technical perspective, organizations 
tackle this problem through technical systems and overlook the 
social/user aspects. This mismatch makes manufacturing firms 
vulnerable to transforming cybersecurity awareness (CA) into 
cybersecurity compliance (CC) and proactive behavior.

The past literature has made significant contributions to under-
stand cybersecurity at employee and firm levels [13, 14]. However, 
the outcomes of past studies remain fragmented. Past literature 
predominantly examines social/user factors [15–17] or technical 
factors like infrastructure and security systems [10, 18]. This di-
chotomous approach overlooks the joint optimization of user (so-
cial) and firm (technical) factors, which is critical in I5.0 context 
though human–machine dimension. Consequently, past studies 
lack an integrated framework of how both social and technical 
factors jointly promote CA, CC, and ultimately employee proac-
tive behavior (EPB). Additionally, there are nuanced empirical 
evidences of cybersecurity from a sociotechnical perspective in 
I5.0, especially in emerging manufacturing context [18–20]. To 
fill these voids, the aim of this study is to examine the impact of 
user-level social and firm-level technical factors on CA and CC, in 
order to achieve higher employee proactive outcomes.

This study offers several important contributions. First, it con-
tributes to the cybersecurity literature by integrating user (social) 
and firm (technical) factors into a single framework, addressing 
the persistent fragmentation in past studies. Second, this study 
contributes to the body of knowledge by advancing socio-tech-
nical systems (STS) theory application in cybersecurity domain 
in the I5.0 context. In doing so, the study refines STS theory by 
highlighting its relevance in explaining cybersecurity practices 
as integrated user and technical systems in I5.0 context. The 
methodological novelty of this study is particularly crucial for 
cybersecurity research. Past studies generally relied on explan-
atory approaches which are useful for theory testing. However, 
limited evidence regarding whether the exogenous factors predict 
proactive cybersecurity behavior in practice. Thus, this study ad-
vances prior cybersecurity research by adopting a complementary 

SEM-ML approach. In a nutshell, these contributions offer valu-
able theoretical and practical insights to strengthen cybersecurity 
practices in highly complex digital environment.

The remainder of the document is organized as follows. The 
next section illustrates the theoretical background of the re-
search essential to contextualize the study, which leads to the 
development of hypotheses. Then, the research methodology 
section is presented. Subsequently, the analysis and results sec-
tion highlights the empirical work on the collected data. Finally, 
the discussion and conclusion section is presented, which also 
includes the research contributions and limitations.

2 | Theoretical Framework and Hypotheses 
Development

2.1 | Theoretical Background

In the current study, STS theory provides the theoretical base. 
The STS theory explains the interdependence and joint optimi-
zation of user (social) and firm (technical) subsystems within 
organization [21]. The fundamental tenets of STS theory high-
light that organizational outcomes are determined by the joint 
optimization of human behavior, processes, and technological 
infrastructures [19]. In the context of cybersecurity, the user fac-
tors (password security [PS] and browser security [BS]), CA, and 
CC represent the social aspects of STS theory [22]. Firm-level 
factors (information security policy [ISP] and management se-
curity practices [MSP]) are the technical aspects of STS theory 
[23]. Thus, the effectiveness of cybersecurity depends on how 
well these subsystems interact and reinforce each other. Sadok 
et al. [24] claimed that focusing on technological cybersecurity 
solutions has limited capacity to address the challenges, whereas 
the STS approach has the potential to be a more effective means 
of addressing the challenges of detecting and reacting to insider 
attacks. Zhang et al. [25] argued that STS is an essential aspect of 
theorizing the delivery of Chinese e-government cybersecurity 
services. Kim et al. [26] affirmed that STS helps firms to build 
and address software-related policy issues in Korea. Bishop 
et al. [27] argued that employee CA is shaped by multiple human 
and firm factors. Likewise, Badi and Nasaj [13] claimed that 
cybersecurity effectiveness depends on regulatory compliance, 
organizational systems, employee capability, and third-party 
relationships.

In the I5.0 context, the relevance of STS theory becomes more 
pronounced. Unlike prior industrial revolutions, I5.0 empha-
sizes human-centric, where human factors actively interact 
with intelligent systems (AI, IoT, and robotics) [4]. Ali [28] ar-
gued that I5.0 emphasized the integration of STS theory, where 
the interaction between humans and machines is central to its 
development [2]. This increased interaction creates dynamic 
socio-technical subsystems in which cybersecurity risks are 
constantly shaped by human actions and technological config-
urations [18].

The prior literature highlights that conventional cybersecurity 
studies generally focus on technical or technology elements, and 
largely ignore the interplay between user and technology factors 
[26]. Therefore, there is a need for a comprehensive framework 
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that should explore the interaction between user and technology 
factors [29]. However, the past cybersecurity literature is blurred 
in the context of I5.0 and requires further research [18, 19, 30]. 
Furthermore, Schlatt et al., [30] claimed that the majority of the 
cybersecurity studies solely focus on technical or user aspects. 
Moreover, Schlatt et al. [30] suggest that a holistic framework 
is essential that consists of both socio and technical factors to 
study the cybersecurity challenges, especially in I5.0. Thus, the 
current study is based on STS theory. Importantly, STS theory 
should not be considered just as a categorization lens for divid-
ing social and technological aspects. Rather, its primary theo-
retical significance is in understanding how these subsystems 
coincide, interconnected, and jointly optimized to achieve orga-
nizational outcomes. Employee knowledge, password behavior, 
browser practices, rules, managerial routines, and compliance 
procedures must jointly form a cohesive system in cybersecurity. 
Consequently, CC and proactive behavior are determined not 
by knowledge or regulations alone, but by the degree to which 
employee cognition, organizational norms, management en-
forcement, and digital responsibility practices are successfully 
paired.

2.2 | Hypotheses Development

2.2.1 | Relationship Between Firm Factors 
and Cybersecurity Practices

Based on the STS theory, the firm-level dimensions (ISP and 
MSP) fall under the technical aspects. The concept of ISP refers 
to the set of policies and procedures for the responsible utiliza-
tion of information security resources underneath an organiza-
tion [31], whereas MSP refer to the manager's ability to adapt and 
reconfigure new technology to align the specific social and orga-
nizational dynamics [31]. In I5.0, the cybersecurity concept has 
been viewed as a firm capability to safeguard the human–ma-
chine collaboration while sustaining resilient operations under 
growing digital interdependence [4]. From this perspective, ISP 
can be viewed as a formal technical mechanism through which 
organizations communicate security behavior, clarify respon-
sibilities, and institutionalize secure routines [32]. In the same 
vein, MSP highlights the management ability to prioritize secu-
rity, allocate resources, and embed cybersecurity into daily op-
erations [4, 31, 32]. The human-centric aspects of I5.0 highlight 
that clear and adaptive cybersecurity practices and policies can 
reduce ambiguity for employees who interact with intelligent 
machines [4, 32].

In past studies, both dimensions have been examined in various 
contexts. For instance, Ali et al. [33] examined the ISP as an or-
ganizational governance factor to promote social bound theory 
aspects. Hwang et al. [34] examined the association between ISP 
and information security awareness among Korean manufactur-
ing firms. Asfahani [35] examined the role of human resource 
managers in information security awareness in Saudi Arabia. 
Likewise, Chaudhary [36] affirmed that management played a 
vital role in driving behavior change with CA. Wong et al. [37] 
contended that management reactive behavior helps to promote 
employees' CC attitude among Malaysian manufacturing SMEs. 
Conclusively, ISP and MSP have been examined from various 
perspectives; there is nuanced evidence in the human-centric 

perspective of I5.0. To fill this void, the following hypotheses 
have been proposed.

Hypothesis 1.  a,b: ISP has a positive relationship with CA 
and CC.

Hypothesis 2.  a,b: MSP has a positive relationship with CA 
and CC.

2.2.2 | Relationship Between User Factors 
and Cybersecurity Practices

Based on the STS theory, user-related factors like PS and BS 
represent the social subsystem. The STS theory emphasizes that 
system effectiveness is not solely dependent on technical aspects. 
It depends on how humans effectively interact with systems in 
practices [30]. In the cybersecurity context, employee routine 
activities like practicing safe browsing and two-step password 
verification directly impact the effectiveness of firm security 
mechanisms [22,  23]. These behavioral practices highlight 
human agency aspects within STS theory, where secure actions 
reinforce system integrity, whereas inattentive practices can in-
troduce vulnerabilities despite robust technical safeguards [24]. 
In I5.0, the individual role becomes more significant due to hu-
man-centric nature of production systems [4]. The human-cen-
tric aspects of I5.0 shift the responsibility toward humans, 
requiring them to adopt secure behavioral practices to ensure 
system resilience and continuity [2]. From this perspective, both 
user-related practices can be viewed as behavioral mechanisms 
that promote CA and CC.

In the past literature, both user-related dimensions have been 
well studied in various contexts. Bang et al. [38] argued that 
more than 80% of users maintained their current passwords, 
16% reused passwords from other websites, and 4% created new 
ones. In the event of a data breach, password repetition becomes 
highly consequential since users might not change their pass-
words on several sites, leaving numerous accounts open to at-
tack [15], whereas Alqahtani [39] highlighted that more than 
38% of respondents agree that installing extensions from third-
party websites must be avoided to minimize the cybersecurity 
threats. Moreover, Alqahtani [39] argued that a good level of CA 
and CC with standards helps to mitigate the cyberattacks. In a 
nutshell, the past literature highlights PS and BS from human 
perspective; there is nuanced empirical work from human-cen-
tric aspect of I5.0. Thus, the following hypotheses have been 
proposed.

Hypothesis 3.  a,b: PS has a positive relationship with CA 
and CC.

Hypothesis 4.  a,b: BS has a positive relationship with CA 
and CC.

2.2.3 | Relationship Between CA and CC

Based on the STS theory, the association between CA and 
CC are primarily grounded in the social subsystems. This 
subsystem highlights human cognition, behavior and 
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decision-making processes [18]. STS theory posits that social 
subsystems determine that the technical subsystems are effec-
tively enacted [24]. In the cybersecurity perspective, employee 
awareness highlights the understanding of threats, risks, and 
policy procedures [4]. CC refers the behavioral execution of 
employee awareness [22, 27, 40]. However, STS theory posited 
that awareness does not automatically translate into compli-
ance because it depends on individual priorities and interpre-
tation [30]. In I5.0 context, the association is complex due to 
human-centric and resilience nature [35, 41]. The human-cen-
tric approach of I5.0 argued that employees must understand 
and internalize cybersecurity into their daily practices [36]. 
Concurrently, the resilience aspect of I5.0 emphasizes the 
consistent compliance to maintain stability and continuity in 
highly interconnected environment [42].

Prior literature highlights CA helps to promote CC. Organizations 
that adhere to legal frameworks and best practices intended to 
reduce cyber threats are deemed to comply [43]. Potential vul-
nerabilities are less likely to occur when staff members and sys-
tems follow these standards regularly. Compliance also requires 
periodic security audits, upgrades, and assessments, which aid 
in spotting potential flaws and strengthening defenses [44]. 
Organizations that adhere to compliance standards strengthen 
security measures, lower the likelihood of security breaches, 
and promote a cybersecurity-aware culture [18]. This proactive 
strategy ensures that cybersecurity measures are successfully 
introduced and maintained over time, strengthening the sys-
tem's overall resilience [35, 36, 41, 42].

Hypothesis 5.  CA has a positive association with CC.

2.2.4 | Relationship Between Cybersecurity Practices 
and EPB

The STS theory provides the theoretical support between cyber-
security practices (awareness and compliance) and EPB. Under 
the lens of STS, EPB emerges from the joint optimization of 
social and technical subsystems [29]. The CA reflects the em-
ployee understanding, knowledge, and cognitive readiness to-
ward cyber risks [23], whereas CC highlights that how employee 
behavior align with firm policies, procedures, and security 

protocols. Therefore, proactive behavior can be view as an ad-
vanced outcome of STS, where employee actively anticipate and 
respond to cyberattacks rather than merely following stated 
rules and regulations [4, 22]. The human-centric and resilience 
aspects of I5.0 contextualize the relationship. From human-cen-
tric perspective, as the employee is more aware toward cyberat-
tacks, consequently, they take necessary steps to mitigate them 
[18, 35, 41], whereas the resilience aspects highlight that consis-
tent compliance with cybersecurity enables firms to maintain 
stability and quickly respond in disruptions [2, 4]. Based on the 
above arguments, the following hypotheses have been proposed. 
Figure 1 shows the research framework.

Hypothesis 6.  CA has a positive association with EPB.

Hypothesis 7.  CC has a positive association with EPB.

2.3 | Research Methodology

The present research is grounded on the positivist research 
philosophy, acknowledging that the research is based on true 
reality and that knowledge is measurable [45]. Based on the pos-
itivism philosophy, a deductive research approach is adopted. 
Furthermore, a quantitative research design is adopted through 
a questionnaire survey strategy. The unit of analysis is the in-
dividuals working in Malaysian manufacturing firms. To reach 
the respondents a nonprobability sampling technique like con-
venience sampling is adopted. The nature of the study setting 
also supported the use of convenience sampling. Manufacturing 
firms often view cybersecurity-related data as confidential be-
cause it relates to internal regulations, employee behavior, and 
organizational risk exposure [46,  47]. As a result, it was not 
possible to get a comprehensive list of qualified employees from 
Malaysian manufacturing firms. Respondents were selected 
based on their accessibility, familiarity with firm cybersecu-
rity practices, and voluntary participation. Nevertheless, this 
technique may reduce representativeness and introduce se-
lection bias; so, the findings should be considered as evidence 
from readily available Malaysian manufacturing employees 
rather than statistically representative of the overall population. 
Moreover, both face-to-face and online mediums have been used 
to reach the study population. Before the survey, professionals in 
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FIGURE 1   |   Research framework.
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the fields of business and academia pretested the questionnaire. 
Pretesting involved steps for both face and content credibility. A 
pilot study was carried out, and all constructs achieved the min-
imal threshold values while ensuring ethical principles were 
maintained during the data collection procedure.

The minimum sample size (146) of the study population was 
calculated through G∗ Power software [48]. In the actual sur-
vey, more than 500 questionnaires were distributed. Through 
follow-up emails and visits, 207 responses were received. After 
performing the data cleaning steps, 198 final observations 
were retained for advance analysis with a final response rate of 
39.60%. Ali et al. [49] claimed that the average response rate of 
face-to-face and online techniques was fall less than 40%. Based 
on the prior studies' recommendations, the collected data was 
analyzed through the “partial least squares structural equation 
modeling” (PLS-SEM) technique. The partial least squares struc-
tural equation modeling (PLS-SEM) approach explains the linear 
assumptions and explanatory analysis [50]. PLS-SEM primarily 
explains the association between exogenous and endogenous 
variables. However, it does not fully indicate how accurately the 
proposed exogenous predict or classify the endogenous variables. 
Thus, the machine learning (ML) technique is employed as a 
complementary predictive validation technique. The justification 
of both approaches is that PLS-SEM is suitable to explain the the-
ory-driven hypotheses, whereas ML approach is added to assess 
the predictive capability and robustness of the proposed frame-
work. Moreover, the application of both approaches are consis-
tent with past studies to generate both explanatory and predictive 
insights [47, 51]. The ML technique has been employed through 
WEKA software (Version 3.8.6). It is widely used and provides 
tools for data processing, classification, model comparison, sta-
tistical evaluation, and visualization. Finally, the demographic 
profile of the respondents is depicted in Table 1. Furthermore, 
Figure 2 depicts the flow of research methodology.

2.4 | Measures

All the measuring constructs were adapted from prior literature. 
In this study, the exogenous variables were divided into firm (ISP 
and MSP) and user factors (PSs and BSs). A four-item scale of ISP 
and an item scale of MSP were adapted from Hwang et al. [31]. A 
three-item scale of PS was adapted from Alqahtani [39]. Similarly, 
a three-item scale of BS was adapted from Alqahtani [39]. A five-
item scale of CA was adapted from Hwang et al. [31]. Likewise, a 
six-item scale of CC was adapted from Hwang et al. [31]. Finally, 
a four-item scale of EPB was adapted from Yao et al. [52]. A 
seven-point Likert scale was used to measure the constructs. 
Furthermore, the latent variable scores of all constructs were used 
for ML analysis. This allowed the ML analysis to perform at vali-
dated construct level rather than at the raw-item levels.

3 | Analysis and Results

3.1 | Descriptive Analysis

Before beginning data analysis, multivariate assumptions 
were checked to confirm the dataset's quality. According to 
Hair et al. [50], multivariate approaches demand that the 

dataset meet a number of statistical assumptions, including 
outlier detection, multicollinearity, and normality. To detect 
multivariate outliers, Mahalanobis D2 was used with a cut-
off value greater than 4 [50]. For multicollinearity, a thorough 

TABLE 1   |   Demographic analysis.

Items Type
No. of 

participants
Valid 

percent

Gender Female 93 46.97%

Male 105 53.03%

Age 18–25 55 27.78%

26–35 67 33.84%

36–50 47 23.74%

51 or above 29 14.65%

Education Diploma 31 15.66%

Bachelor 138 69.70%

Postgraduate 29 14.65%

Position Managerial 111 56.06%

Nonmanagerial 87 43.94%

Data collection and
preparation for analysis

Measurement model
analysis using PLS-SEM

Are the data
reliable & valid?

No

Yes

Hypothesis testing
(structural model analysis

using PLS-SEM)

Machine learning technique
through weka software

(Version 3.8.6)

Organized outcomes based on
significant & insignificant

relationship

LinearNon-linear

FIGURE 2   |   Flow of research.
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collinearity analysis was performed as recommended by Hair 
et al. [53], and the findings revealed that all constructs had 
values less than 5. Normality was determined by skewness 
and kurtosis, with all values falling within the ± 2 threshold 
limit [54] as shown in Table 2.

Furthermore, common method bias (CMB), which can influ-
ence research findings in behavioral sciences, was discussed. 
Following Podsakoff et al. [55], a Harman single-factor test was 
conducted. The test found that the highest variation explained 
by a single component was roughly 37%, which is significantly 
lower than the 50% threshold, showing that CMB is not an issue 
in this study.

3.2 | Structural Equation Modeling

Hair et al. [56] suggested the use of SmartPLS to implement the 
PLS-SEM approach. PLS-SEM gives consistent and thorough ex-
planations for actual phenomena, and it outperforms regression 
analysis [50]. PLS-SEM analysis comprises measurement and 
structural models, which are explained in detail below.

3.2.1 | Measurement Model

The measurement model summarizes the findings regarding 
construct reliability and validity. The next sections provide ex-
tensive detail about both convergent and discriminant validity. 
In addition, information on factor loadings and variance infla-
tion factors (VIF) is provided.

3.3 | Reliability and Validity

Table 3 indicates the results of the reliability and convergent val-
idation analysis of various study variables and their correspond-
ing items. Two reliability indicators were used: Cronbach's α and 
composite reliability (CR). Hair et al. [53] recommend an accept-
able threshold value of CR and Cronbach's � of ≥ 0.70 for appro-
priate results. However, a CR value of 0.60–0.70 is regarded as 
adequate [56].

In the PLS-SEM literature, the major measures of convergent 
validity are average variance extracted (AVE) and item loading 

[56]. Hair et al. [53] suggest an excellent item loading threshold 
of ≥ 0.708. However, if the item loading is between 0.4 and 0.7, 
the construct can still be kept provided the AVE is ≥ 0.5 [56]. The 
AVE threshold value is > 0.5. According to the results shown in 
Table 3, all constructs and their accompanying items enacted 
the minimum threshold requirements.

3.4 | Discriminant Validity

Prior research has identified cross-loading, Fornell–Larcker, 
and the heterotrait–monotrait ratio of correlation (HTMT) as the 
most commonly used approaches for measuring discriminant 
validity. However, Henseler et al. [57] contend that cross-load-
ing and Fornell–Larcker may not be the most effective methods 
for determining discriminant validity in PLS-SEM. As a result, 
the HTMT criterion was chosen as the preferred strategy in the 
current investigation. According to Hair et al. [50], HTMT levels 
should be less than 0.90. As shown in Table 4, the discriminant 
validity results for each variable show that all HTMT values fall 
effectively below the 0.90 criterion.

3.5 | Structural Model

3.5.1 | Hypotheses Analysis

To determine the statistical significance between study variables 
(p < 0.05), the path estimation method used the bootstrapping 
technique with 5000 resampling at one-tailed. Table 5 presents 
the hypothesis analysis.

Table 5 shows the association between exogenous variables (ISP, 
MSP, PS, and BS) CA, and CC. The results indicated that ISP has 
a positive and significant relationship with CA (Hypothesis 1a: 
� = 0.247 , t − value = 3.330 , p = 0.001 ) but an insignificant re-
lationship with CC (Hypothesis 1b: � = 0.045 , t − value = 0.694 , 
p = 0.488 ). Thus, Hypothesis 1a was accepted, and Hypothesis 1b 
was rejected. Surprisingly, the analysis indicated that MSP has 
an insignificant relationship with CA (Hypothesis 2a: � = 0.004 , 
t − value = 0.071 , p = 0.943 ) but a significant association with 
CC (Hypothesis 2b: � = 0.235 , t − value = 3.303 , p = 0.001 ). 
Therefore, Hypothesis 2a was rejected, and Hypothesis 2b was 
accepted. Moreover, the analysis demonstrated that PS had an 
insignificant relationship with CA (Hypothesis 3a: � = 0.112 , 

TABLE 2   |   Descriptive analysis.

Variables Mean Standard Deviation Skewness Kurtosis

ISP 4.066 1.920 −0.050 −1.310

MSP 3.975 1.904 0.002 −1.281

PS 4.652 1.811 −0.439 −0.909

BS 4.629 1.828 −0.277 −1.068

CA 4.167 2.006 −0.133 −1.332

CC 4.134 1.913 −0.023 −1.305

EPB 4.104 1.800 −0.078 −1.041
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t − value = 1.261 , p = 0.207 ) but a significant relationship with 
CC (Hypothesis 3b: � = 0.248 , t − value = 2.724 , p = 0.006 ). 
Thus, Hypothesis 3a was rejected, and Hypothesis 3b was ac-
cepted. On the other hand, BS has a significant relationship 
with CA (Hypothesis 4a: � = 0352 , t − value = 3.680 , p = 0.001 ) 
and CC (Hypothesis 4b: � = 0.235 , t − value = 2.311 , p = 0.021 ). 

Therefore, Hypothesis 4a and Hypothesis 4b were supported 
and accepted. Unexpectedly, the relationship between CA and 
CC was insignificant (Hypothesis 5: � = 0.046 , t − value = 0.702 , 
p = 0.483 ). Therefore, Hypothesis 5 was rejected. Furthermore, 
the association between CA and EPB was positive and signif-
icant (Hypothesis 6: � = 0.259 , t − value = 3.254 , p = 0.001 ). 

TABLE 3   |   Reliability and validity.

Variables Items Loading VIF Cronbach's alpha CA AVE

Information security policy ISP1 0.885 2.713 0.903 0.932 0.775

ISP2 0.880 2.485

ISP3 0.883 2.670

ISP4 0.873 2.679

Management security practices MSP1 0.901 2.130 0.859 0.913 0.778

MSP2 0.885 2.332

MSP3 0.861 2.075

Password security PS1 0.832 1.551 0.750 0.857 0.666

PS2 0.826 1.506

PS3 0.790 1.455

Brower security BS1 0.806 1.349 0.744 0.853 0.660

BS2 0.813 1.599

BS3 0.818 1.598

Cybersecurity awareness CA1 0.855 2.563 0.917 0.937 0.750

CA2 0.859 2.603

CA3 0.867 2.634

CA4 0.883 2.918

CA5 0.865 2.613

Cybersecurity compliance CC1 0.852 2.599 0.927 0.943 0.732

CC2 0.848 2.637

CC3 0.852 2.716

CC4 0.872 2.863

CC5 0.855 2.742

CC6 0.854 2.579

Employee proactive behavior EPB1 0.797 1.688 0.797 0.868 0.623

EPB2 0.830 1.839

EPB3 0.835 1.755

EPB4 0.687 1.336
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8 of 13 Human Behavior and Emerging Technologies, 2026

Thus, Hypothesis 6 was accepted. Finally, the relationship be-
tween CC and EPB was positive and significant (Hypothesis 7: 
� = 0.217 , t − value = 2.73 , p = 0.006). Thus, Hypothesis 7 was 
accepted. Moreover, Figure 3 demonstrates the structural model.

3.6 | Predictive Analysis Using ML Algorithms

After the PLS-SEM analysis, ML algorithms were applied to 
assess the predictive capability of the proposed cybersecurity 
framework. The ML analysis was conducted using WEKA 
Version 3.8.6. Before performing the classification analysis, the 
validated latent variable scores were exported from SmartPLS 
and prepared for WEKA. EPB was specified as the target/class 
variable, whereas the remaining constructs were treated as pre-
dictor attributes. Specifically, two predictive models were tested. 
First, CA and CC were used to classify EPB. Second, firm-level 
technical factors and user-level social factors were used to clas-
sify EPB. Since the purpose of the ML analysis was classification, 
EPB was transformed into nominal classes before importing the 
data into WEKA. Following prior hybrid SEM–ML procedures, 
the target construct was categorized into low, medium, and high 
levels using the mean ± SD criterion , whereas the predictor at-
tributes were retained as numeric latent variable scores. This 

classification procedure enabled the study to examine whether 
the validated STS-based constructs could accurately classify dif-
ferent levels of EPB.

A 10-fold cross-validation procedure was used to evaluate model 
stability and reduce the risk of overfitting [58]. In this proce-
dure, the dataset was divided into 10 approximately equal sub-
sets. In each round, nine subsets were used to train the model, 
whereas the remaining subset was used for testing. The process 
was repeated 10 times until each subset had been used once as 
the testing set. The final predictive performance was obtained 
by averaging the results across the 10 folds. This procedure is 
widely used in WEKA-based classification studies because it 
provides a more reliable estimate of model performance, partic-
ularly when the sample size is moderate [51, 58, 59].

Several classifiers were applied, including BayesNet, Logistic, 
AdaBoostM1, OneR, LWL, and J48 [51]. These classifiers rep-
resent different learning approaches, including probabilistic 
learning, linear classification, ensemble learning, rule-based 
learning, locally weighted learning, and decision tree classifi-
cation. The classifiers were evaluated using correctly classified 
instances, true positive rate, false positive rate, precision, re-
call, and F-measure [59]. Correctly classified instances indicate 

TABLE 4   |   Discriminant validity (HTMT).

Variables ISP MSP PS BS CA CC EPB

ISP 0.880

MSP 0.450 0.882

PS 0.486 0.469 0.816

BS 0.565 0.527 0.153 0.812

CA 0.501 0.335 0.600 0.677 0.866

CC 0.399 0.511 0.675 0.686 0.426 0.856

EPB 0.620 0.530 0.444 0.471 0.399 0.364 0.789

Note: Values in diagonal are the square root of AVE.

TABLE 5   |   Hypothesis analysis.

Hypothesis �-value t-statistics CI (2.50%-97.50%) p value Decision

Hypothesis 1a: ISP ➔ CA 0.247 3.330 (0.102–0.391) 0.001 Accepted

Hypothesis 1b: ISP ➔ CC 0.045 0.694 (−0.081 to 0.171) 0.488 Rejected

Hypothesis 2a: MSP ➔ CA 0.004 0.071 (−0.117 to 0.129) 0.943 Rejected

Hypothesis 2b: MSP ➔ CC 0.235 3.303 (0.098–0.378) 0.001 Accepted

Hypothesis 3a: PS ➔ CA 0.122 1.261 (−0.067 to 0.314) 0.207 Rejected

Hypothesis 3b: PS ➔ CC 0.248 2.724 (0.072–0.431) 0.006 Accepted

Hypothesis 4a: BS ➔ CA 0.352 3.680 (0.158–0.533) 0.001 Accepted

Hypothesis 4b: BS ➔ CC 0.235 2.311 (0.038–0.428) 0.021 Accepted

Hypothesis 5: CA ➔ CC 0.046 0.702 (−0.074 to 0.182) 0.483 Rejected

Hypothesis 6: CA ➔ EPB 0.259 3.254 (0.093–0.409) 0.001 Accepted

Hypothesis 7: CC ➔ EPB 0.217 2.730 (0.052–0.364) 0.006 Accepted

 hbet, 2026, 1, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1155/hbe2/2009721 by R

ao Faizan A
li - U

niversity O
f T

exas M
d A

nderson C
ancer C

enter , W
iley O

nline L
ibrary on [25/09/2026]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense



9 of 13

overall classification accuracy, whereas precision, recall, and 
F -measure provide additional information about classification 
quality [58,  59]. The best performing classifier was identified 
based on the highest overall predictive performance across these 
metrics.

Table 6 presents the classification performance of CA and CC 
in predicting EPB. The results highlight that J48 achieved the 
strongest predictive performance among tested classifiers, 
which correctly classified instances of 80.13%, a true positive 
rate of 0.801, precision of 0.800, recall of 0.797 and F-measure 
of 0.81. The findings affirmed that CA and CC have meaningful 
predictive relevance for EPB.

Moreover, Table 7 highlights the classification performance of 
firm-level and user-level factors in predicting EPB. The ML out-
comes highlight that J48 again performed better than the other 
classifiers, achieving 85.79% correctly classified instances, with a 
true positive rate of 0.857, precision of 0.833, recall of 0.838, and 
F-measure of 0.812. These outcomes provide predictive support for 
the integrated STS framework by showing that ISP, MSP, PS, and 
BS collectively classify EPB with relatively high accuracy.

4 | Discussion and Conclusion

4.1 | Discussion on Findings

The prime objective of this study was to examine how user-level 
(PS and BS) and firm-level (ISP and MSP) factors jointly im-
pact CA, compliance, and EPB in the I5.0 context. The research 
framework was anchored on STS theory. The hypothesized re-
lationships were examined through a novel PLS-SEM and ML 
technique.

To achieve the research objectives, seven hypotheses (Hypothesis 
1–Hypothesis 7) were proposed and analyzed through the PLS-
SEM approach. Concerning the role of firm factors (ISP and 
MSP) on cybersecurity practices (CC and CA), two hypothe-
ses (Hypothesis 1a,b and Hypothesis 2a,b) were proposed. The 
outcomes indicate that ISP has a positive relationship with CA 
(Hypothesis 1a) and MSP positively promotes CC (Hypothesis 
2b). The outcomes are supported by past studies. For instance, 
Hwang et al. [31] confirmed that security policies significantly 
and positively promote security awareness. From the STS per-
spective, firm cybersecurity policies represent formal structures 

ISP1
ISP2
ISP3
ISP4 ISP

MSP1
MSP2
MSP3 MSP

PS1
PS2
PS3 PS

BS1
BS2
BS3 BS

0.375

0.420

0.158

CA1 CA2 CA3 CA4 CA5

EPB1
EPB2
EPB3
EPB4

CC1 CC2 CC3 CC4 CC5 CC6

0.259 (0.001)

0.046 (0.483)

CA

CC

EPB

0.271 (0.006)

0.247 (0.001)

0.004 (0.943)

0.122 (0.207)

0.352 (0.001)

0.045 (0.488)

0.235 (0.001)

0.248 (0.006)

0.235 (0.021)

FIGURE 3   |   Structural model.

TABLE 6   |   Predicting EPB by CA and CC.

Classifier CCI1 (%) TP2 rate FP3 rate Precision Recall F-measure

BayesNet 77.33 0.773 0.453 0.771 0.711 0.624

Logistic 78.92 0.789 0.513 0.780 0.783 0.756

LWL 75.85 0.758 0.559 0.753 0.757 0.711

AdaBoostM1 79.06 0.790 0.637 0.791 0.699 0.801

OneR 77.52 0.775 0.613 0.770 0.735 0.633

J48 80.13 0.801 0.668 0.800 0.797 0.81

Abbreviations: CCI, correctly classified instances; FP, false positive; LWL, locally weighted learning; TP, true positive.
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that define and guide employee understanding of cyber risk. 
Effective policies serve as a cognitive framework through which 
employees interpret cybersecurity requirement [22]. In this 
sense ISP is a technical enabler that shapes the social subsys-
tems, reinforcing the interconnected nature of sociotechnical 
systems. Another explanation for this result could be that the 
ISP creates a structured framework that emphasizes the signif-
icance of complying with cybersecurity protocols by educating 
people about risks and appropriate behavior through the use of 
clear instructions and standards. From I5.0 context, both rela-
tionships are strengthened by human-centric orientation. In 
highly digitalized environment, employees need clear and adap-
tive security policies to understand the evolving cyber security 
risks. Thus, Hypothesis 1a and Hypothesis 2b were accepted. 
Unexpectedly, ISP and MSP have an insignificant relationship 
with CC (Hypothesis 1b) and CA (Hypothesis 2a). From STS 
perspective, these unexpected outcomes highlight a misalign-
ment between social and technical subsystems. Specifically, ISP 
represent a technical systems and remain symbolic in emerg-
ing economies like Malaysia and fail to drive the actual com-
pliance. Likewise, MSP may not promote awareness because 
it is a social-cognitive process and develop through learning, 
communication, and experience. From human-centric principle 
of I5.0 highlight that human are active decision-makers rather 
than passive recipients of policies and managerial directives. 
Consequently, top-down policies and actions are insufficient 
unless they are adaptive, engaging and aligned with employee 
routines and digital technologies.

Concerning the role of user factors (PS and BS) in promoting cy-
bersecurity practices (CA and CC), two hypotheses (Hypothesis 
3a,b and Hypothesis 4a,b) were formulated. Surprisingly, the 
outcomes indicated that PS has an insignificant impact on CA 
(Hypothesis 3a). One explanation for these results could be that 
although people are aware of the risks associated with cyber-
security, they often prioritize convenience ahead of security 
when setting up passwords. Even when people are aware of 
the risks, they may nevertheless reuse passwords or engage in 
other weak password behaviors as a result of this knowledge 
gap. Thus, Hypothesis 3a was rejected. On the other hand, the 
results indicated that PS has a positive relationship with CC 
(Hypothesis 3b), and BS has a positive relationship with CA and 
CC (Hypothesis 4a,b). These outcomes are supported by past 
studies [39]. This intriguing outcome might be explained by the 
fact that PS and BS are the primary entrance points for secur-
ing sensitive data, and understanding their vulnerabilities en-
courages users to adopt more compact security measures. Users 

who acknowledge the risks connected to weak passwords and 
insecure browsers are more likely to follow security practices, 
like choosing strong passwords and changing browser settings, 
which improves overall cybersecurity. Thus, Hypothesis 3b and 
Hypothesis 4a,b were accepted.

Furthermore, the study results affirmed that CA has an insig-
nificant association with CC (Hypothesis 5). The insignificant 
relationship between CA and CC provides an important theo-
retical insight. Although CA reflects employees' knowledge of 
cyber risks, policies, and safe digital practices, such awareness 
does not automatically translate into compliant behavior. This 
finding indicates the presence of an awareness-action gap in cy-
bersecurity behavior. Employees may understand cyber threats 
but may still fail to comply due to convenience-seeking behavior, 
weak enforcement, time pressure, lack of monitoring, or limited 
perceived consequences for noncompliance. From the STS per-
spective, this result suggests that the social subsystem, repre-
sented by employee cognition and awareness, must be supported 
by technical and organizational control mechanisms before it 
can produce consistent compliance. In other words, awareness 
alone is insufficient unless it is reinforced through clear policies, 
managerial follow-up, secure system design, compliance moni-
toring, and repeated behavioral training. In the I5.0 context, this 
finding is particularly relevant because human-centric digital 
systems require employees not only to be aware of cyber risks 
but also to internalize cybersecurity routines as part of daily 
human–machine interaction. Thus, Hypothesis 5 was rejected. 
Finally, the results revealed that CA and CC have a positive and 
significant relationship with EPB (Hypothesis 6 and Hypothesis 
7). The outcomes are in line with past studies. To explain the 
findings that CA and CC positively enhance EPB by providing 
personnel with knowledge of potential risks and clear action 
plans, encouraging them to take the initiative in preventing 
threats. This combination encourages a sense of responsibility 
and attentiveness in employees, encouraging them to actively 
participate in securing their workplace beyond simply compli-
ance. Thus, Hypothesis 6 and Hypothesis 7 were accepted.

4.2 | Research Contributions

4.2.1 | Theoretical Contributions

The outcomes of this research have both theoretical contribu-
tions and practical implications. The study findings have three-
fold theoretical contribution. First, the study fulfills the gap in 

TABLE 7   |   Predicting EPB by ISP, MSP, PS, and BS.

Classifier CCI1 (%) TP2 rate FP3 rate Precision Recall F-measure

BayesNet 79.51 0.795 0.563 0.793 0.617 0.732

Logistic 82.37 0.823 0.624 0.811 0.722 0.711

LWL 79.15 0.791 0.553 0.716 0.763 0.692

AdaBoostM1 80.63 0.806 0.613 0.702 0.789 0.753

OneR 81.55 0.815 0.628 0.821 0.806 0.786

J48 85.79 0.857 0.647 0.833 0.838 0.812
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the literature on cybersecurity by incorporating STS theory into 
the I5.0 framework. Previous research has mostly examined the 
technical factors, refraining from considering the relationship 
between these variables and user factors. By investigating user 
and firm characteristics concurrently that affect CA, compli-
ance, and proactive staff behavior, this study closes the knowl-
edge gap. Second, by emphasizing the value of cooperatively 
optimizing socio-technical components in advancing cyberse-
curity practices, this work advances STS theory. It provides a 
comprehensive framework that highlights the interplay between 
technological and human elements, especially in the Malaysian 
manufacturing sector where there is a dearth of cybersecurity 
research. Third, this study contributes methodologically by in-
tegrating PLS-SEM and ML in cybersecurity research. Unlike 
past studies that rely only on SEM-based explanatory modeling, 
this study combines theory testing with predictive classification. 
PLS-SEM confirms the explanatory relationships derived from 
STS theory, whereas ML evaluates whether the exogenous fac-
tors can predict EPB. This dual analytical approach advances 
cybersecurity research by demonstrating that cybersecurity 
frameworks should be assessed not only through statistical sig-
nificance but also through their predictive usefulness for identi-
fying proactive employee behavior.

4.2.2 | Practical Implications

For managers, cybersecurity officers, HR departments, and leg-
islators at Malaysian manufacturing companies, the results offer 
a number of useful implications. First, businesses ought not to 
perceive security policies as static documents given the strong 
association between ISP and cybersecurity knowledge. Instead, 
managers should use role-based cybersecurity guidelines, brief 
policy briefings, onboarding sessions, visual reminders, and 
recurring policy-refresh training to turn rules into practical 
awareness routines. Employees should be fully aware of the pol-
icy requirements, its significance, and how it affects their ev-
eryday interactions with digital systems, browsers, passwords, 
and company data. Second, the substantial impact of MSP on CC 
suggests that managerial participation is necessary to translate 
cybersecurity expectations into real behavior. Periodic cyber-
security briefings, recurring compliance audits, departmen-
tal-level cybersecurity checklists, and supervisor-led follow-up 
on threatening activities are all examples of management-led 
cybersecurity procedures that manufacturing companies should 
use. Third, organizations should improve employee-level digi-
tal health through targeted technological and behavioral inter-
ventions, pursuant to browser and PS. Organizations should 
employ multi-factor authentication, promote the use of autho-
rized password managers, restrict sharing passwords, and, 
where necessary, mandate regular password changes. Fourth, 
the insignificant relationship between CA and CC highlights 
that firms should combine awareness programs with practical 
cybersecurity simulation training, incident-response drills, and 
scenario-based learning. These will help employees to identify 
suspicious threats, avoid unsafe browsing behavior and respond 
to possible cyber incidents. Lastly, organizations should foster a 
supportive reporting culture where employees are encouraged 
to report suspicious emails, system anomalies, password-related 
concerns, and unsafe digital practices without fear of blame, as 
both CA and CC greatly encourage EPB.

5 | Limitations and Future Directions

This study has various limitations that lay the foundation for 
future research direction. First, the study utilized a quanti-
tative and cross-sectional survey methodology, which means 
it cannot completely reflect how cybersecurity knowledge, 
compliance, and proactive behavior vary over time. Future 
research may use longitudinal designs to investigate the evo-
lution of cybersecurity behavior following training, cyber 
events, or technical advancements. Second, the study used 
self-reported data, which may have been influenced by so-
cial desirability bias because CC and proactive behavior are 
sensitive organizational concerns. Confidentiality was main-
tained, and CMB was statistically tested. Future studies may 
integrate survey data with objective indications like as train-
ing records, phishing simulation outcomes, compliance audits, 
password-update logs, incident reports, or system-generated 
security data. Third, convenience sampling was selected since 
cybersecurity-related data is sensitive and access to manufac-
turing staff is limited. However, this strategy may restrict rep-
resentativeness and introduce selection bias since employees 
who were more available or willing to participate may differ 
from those who did not. Therefore, the findings should be gen-
eralized with caution beyond the studied Malaysian industrial 
personnel. To increase representativeness, future study could 
utilize probability sampling, stratified sampling, or multistage 
samples across various Malaysian regions, manufacturing sub-
sectors, and company sizes. Fourth, the study was restricted to 
Malaysian manufacturing companies; cybersecurity practices 
may vary across country cultures, industries, and regulatory 
frameworks. In addition to conducting cross-national compar-
ison studies, future study may test the concept in industries 
including healthcare, banking, education, logistics, construc-
tion, and public organizations.
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