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Abstract

The dramatic drop in price of computing hardware, coupled with the recent breakthroughs in
embedded systems design that enabled the integration of high-level software and low-level
electronics, have created a paradigm shift in embedded systems. This has led to the development
of different varieties of user-friendly hardware development platforms for Internet of Things (IoT)
prototyping. The ubiquity of such prototyping platforms has undoubtedly contributed to the
significant growth of the IoT, which is already seeping into all areas of human endeavor, including
transportation, logistics, agriculture and healthcare. Building IoT projects that can be controlled
over the Internet can be challenging, especially for beginners. This chapter discusses the design
and development of prototypes for IoT applications, with a focus on the Arduino and Raspberry
Pi platforms. The aim is to provide insightful information on best practices for designing and

prototyping IoT projects, as well as to serve as step-by-step guidelines for beginners.
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Arduino, Raspberry Pi.

1. Introduction

The evolution of the Internet of Things (IoT) has brought about tremendous digital
transformations in many different sectors of human endeavor, including, but not limited to,
healthcare, agriculture, transportation, power grids, manufacturing and logistics (Haase et al. 2016;
Hassan 2018). This has resulted partly from the fact that communication technologies, sensor
technologies, computer memory and processing power have become readily available and
inexpensive (Javed et al. 2016), so much so that manufacturers of consumer products can afford
to put them on a wide range of products (McEwen and Cassimally 2014). Over the years, the
ubiquity of the aforementioned technologies has transformed the semiconductor industry by
creating enabling environments that facilitate chip development and manufacturing. Today,
despite the twilight of Moore’s law, chipmakers are still racing to develop smaller, smarter, less
expensive and more energy-efficient chips (DeBenedictis 2017; James 2016; Lentine and DeRose
2016; Shalf 2020), and this has in turn significantly enhanced the development of different IoT
hardware development platforms.

IoT hardware development platforms are basically kits or pre-built development boards that
combine microcontrollers and processors with wireless communication chips and other
components in a ready-to-build and ready-to-program bundle. They come in different
configurations and include a variety of peripherals for connecting sensors and interfacing with
other hardware components or devices for designing and prototyping IoT devices. loT hardware
development platforms are generally divided into two categories: microcontroller-based boards
(e.g., Arduino boards, Espressif ESP boards, Particle Photon and Adafruit Feather Bluefruit) and

single-board computers (SBCs) (e.g., Raspberry Pi 1 to 5, ZimaBoard, NVIDIA Jetson Nano, and



BeagleBone Black). The main difference between microcontrollers and SBCs is that a
microcontroller executes direct, specialized programs and can only execute a single program at a
time, while a SBC runs a full operating system (OS) and can run multiple programs
simultaneously. E.g., when developing something that is focused on a single task, i.e., reading data
from a sensor, and transmitting that data, a microcontroller would be the more appropriate choice;
if developing a web application, or other type of application that requires multiple components, a
SBC would be the ideal selection.

The emergence of the IoT, along with the creation of several innovative consumer centric
applications and services in various domains, has led to the proliferation of a wide variety of
powerful but small IoT hardware development platforms (Musa et al., 2015; Singh et al., 2020).
A fascinating trend today is the fact that many vendors and companies are competing to make their
hardware platforms look a lot more attractive and appealing to IoT designers, developers, and
electronics enthusiasts. This quest for competitive advantage is rapidly transforming the IoT
hardware development platform landscape. As a result, many new IoT hardware development
platforms are now less expensive, require minimal system configurations, have more memory and
processing capacity, and support a number of programming languages. Furthermore, they come
embedded with other functionalities that could include hardware-embedded security and out-of-
the-box communication features, like wireless connectivity options' (Johnston et al. 2016).
Consequently, [oT hardware development platforms are now becoming more user friendly to the
extent that even people with less technical skills can use them. However, lack of fundamental

knowledge about proper design and development can potentially lead to poor design and

! http://www.postscapes.com/cellular-internet-of-things-development-Kkits/
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implementation of IoT applications, which can have serious performance and security

repercussions.

This chapter seeks to offer a solution to the problem highlighted above. The aim is to develop
comprehensive design and prototyping guidelines for the IoT that will be easy to understand as
well as effective for the learner. Thus, the chapter is presented in a tutorial format that can serve
as a guide for beginners who are interested in learning how to develop IoT prototypes. Given the
challenges that the design and development of embedded systems like IoT devices present, both
on the software and hardware parts (Chen et al., 2016; Garibay ef al., 2014; Makshari and Mesbah,
2021), the chapter could also serve to broaden the experience and knowledge of practicing

designers and developers.

2. Main Features of IoT Hardware Development Platforms

IoT hardware development platforms have a number of features that make them suitable for
designing and prototyping IoT devices. However, this section only considers some of the most
important features of these platforms, namely processing and memory/storage capacity; power
consumption, size and cost; OSes and programming languages; connectivity and
flexibility/customizability of peripherals of hardware platforms; and onboard sensors and
hardware security features. As previously mentioned, the main focus here is on Arduino boards

and Raspberry Pi SBCs.

2.1.Key Features of Arduino Hardware Development Platforms

The Arduino is basically an open-source electronics prototyping platform that is made up of
two essential parts: the hardware, which is the Arduino board, and the software, the Integrated

Development Environment (IDE). While there are different types of Arduino boards, this section



does not intend to cover all the Arduino boards that have been created since 2007. It rather provides
a comprehensive description of the aforementioned features for a few Arduino boards, viz., the
Mega 2560 Rev3 (released in 2011), the Uno Rev3 (released in 2012), the Due (released in 2012),
the Arduino/Genuino MKR1000 (released in 2016), the Arduino Uno R4 (released in 2023), and
the Arduino Nano ESP32 (released in 2023). The boards are selected based on their popularity,
functionality, newness to the market and applicability in IoT projects. Figure 1(a-f) shows the

pictures of the selected Arduino boards?.

(f) Arduino Nano ESP32

(e) Arduino Uno R4

Figure 1. The selected Arduino boards (Images CC-SA-BY from Arduino.cc).

2 https://www.arduino.cc/en/hardware



https://www.arduino.cc/en/hardware

2.1.1. Processing and Memory/Storage Capacity

At the heart of every Arduino board is a Microcontroller Unit (MCU), a type of Integrated
Circuit (IC) with a processor, embedded memory, and programmable I/O peripheral devices
(Barret 2022). Whether 8, 16 or 32-bit MCU, the processor clock rate or clock speed, measured in
Megahertz (MHz) or Gigahertz (GHz), determines how many instructions per second the MCU
can execute. The 8, 16, or 32-bit refers to the size of the registers, which are high speed memory
areas on the processor that hold instructions and data currently being processed. A larger number
of registers enables the processor to simultaneously handle a larger number of memory areas, and
allows for less interaction between the processor and main memory (RAM), which is costly in
terms of both time and energy (Aditya et al. 2012). This, in turn, can lead to improved performance.
Thus, the bigger the size of the registers, the faster the MCU can process a set of data. The
embedded memory on an MCU consists of a Random Access Memory (RAM) for volatile data
storage, a flash memory for storing program code and constants, and an Electrically Erasable
Programmable Read-Only Memory (EEPROM) for storing persistent data, such as system
configurations or other data that ensures normal operations upon reboot.

The Uno Rev3 is based on the ATmega328, which is a microcontroller chip produced by
Atmel. The chip has an 8-bit Central Processing Unit (CPU) with a clock speed of 16 MHz, 2 KB
of static RAM (SRAM), 1 KB of EEPROM and 32 KB of flash memory (of which 0.5 KB is used
by the bootloader). The Mega 2560 Rev3 is based on the ATmega 2560 MCU. The 8-bit CPU on
the ATmega2560 chip is clocked at 16 MHz. The Mega 2560 Rev3 board has an SRAM of 8 KB,
4 KB of EEPROM and 256 KB of flash memory (of which 8 KB is used by the bootloader). The

Due 1s an Arduino board that is based on the AT91SAM3X8E MCU, and the CPU is a 32-bit



SAM3X8E ARM Cortex-M3 that has a clock speed of 84 MHz. It has 96 KB of SRAM that is
divided into two banks: 64 KB and 32 KB. The 512 KB of flash memory on the board is completely
available for the user.

The Arduino/Genuino MKR1000 board is based on the Atmel ATSAMW?25 SoC, which is
made up of three main blocks. While the first block is the SAMD21 Cortex-MO0+ 32-bit low-power
ARM MCU with a clock speed of 48 MHz, the other two main blocks will be explained
subsequently. The board also has an onboard Real-Time Clock (RTC) used for coordinating auto-
wakeup from stop/standby mode, which is clocked at 32.768 kHz. The MKR1000 has 32 KB of
SRAM and 256 KB of flash memory.

The Arduino Uno R4 uses a Renesas RA4M1 MCU, clocked at 48 MHz, and an ESP32-S3
system-on-a-chip (SoC), clocked at up to 240 MHz. It contains a 12x8 red LED matrix and
supports Wi-Fi and Bluetooth connectivity through its SoC.

The Arduino Nano ESP32 uses an ESP32-S3 SoC, whose module is based on the Xtensa
LX7 MCU. The SoC includes two 32-bit cores, based on the Xtensa core architecture, that are
clocked at 240 MHz and have 384 KB of Read-Only Memory (ROM) and 512 KB of SRAM. It
also includes a Wi-Fi and Bluetooth radio module.

Table 1 shows a summary of the processing and storage capacities of the Arduino boards.

Table 1: Summary of processing and storage capacity of Arduino Boards.

Board Name Microcontroller Memory/Storage
MCU Chip Processor | Clock Speed RAM EEPROM | Flash memory
bit (KB) (KB)
Uno Rev3 ATmega328P 8 16 MHz 2 KB 1 32
Mega 2560 ATmega2560 8 16 MHZ 8 KB 4 256




Due AT91SAM3X 32 84 MHz 96 KB - 512
8E
MKR1000 ATSAMW25 32 48 MHz, 32 KB - 256
SoC 32.768 KHz
Uno R4 Renesas 32 48 MHz, 32 KB, 512 - 256, 16384
RA4M1 and 240 MHz KB
ESP32-S3
SoC
Nano ESP32 ESP32-S3 32 240 MHz 512 KB - 16384
SoC

2.1.2. Power Consumption, Size and Cost of Arduino Boards

A key requirement for [oT devices is the ability to consume very little power while maintaining
an acceptable level of performance, which could enable them to run on batteries for long periods
of time. Strategies for achieving ultra-low power operation in [oT devices include, among others,
employing low-power communication technologies and implementing low duty-cycle operations
(Ma k s i mralv2014). Nonetheless, power consumption or battery life of IoT devices remains a
challenging research topic (Pereira et al. 2020; Ghasempour 2016; Nishimura and Sugita 2015;
Patil et al. 2015). The battery life (in hours) of an IoT device can be calculated by dividing the
capacity of the battery (in milliamp-hour (mAh)) by the average current consumption (in milliamp
(mA)) of the device. The power consumption or battery life of a hardware development board will
largely depend on the operating voltage and operating current of the board as well as the
components that are connected to it. This section covers the operating voltage, active current

consumption and power consumption of bare-Arduino boards under consideration. It also




discusses the size and cost of the hardware development boards. Note that the cost refers to the

prices of the boards at the time of writing this chapter.

Coincidentally and to exemplify, the voltage and current specifications of the Uno Rev 3
and the Mega 2560 Rev3 are the same: their operating voltage is 5V, DC current per I/O pin is

20mA and DC current for 3.3V pin is 5S0mA. Power consumption can be calculated as

~ ~

0 O & h (1)

where 0 is the power in watts, "Qs the operating current in amperes, and Wis the operating voltage
in volts. Hence, using SO0mA (0.05A) and 5V as the operating current and voltage, respectively,

and substituting the values into Equation 1 yields
0 TV L T W ¢ Um®s )

Therefore, the average power consumption of both the Uno and the Mega 2560 is 250 mW. The
Due has different specifications, its operating voltage is 3.3V, DC current for 3.3V pin is 800mA

and DC current for 5V pin is 800mA, hence, its average power consumption is 2.64W.

The low-power capability of the Arduino/Genuino MKR1000 MCU makes the DC current
per I/O pin 7 mA at 3.3V operating voltage. While the current consumption of the MCU is about
20mA, the Wi-Fi alone can consume about 100mA or more when operational®. Thus, for IoT
applications, the total MKRI1000 average current consumption can be 120mA or more, which

implies an average power consumption larger than 396 mW.

The length and width of the Uno Rev 3 are respectively 68.6 mm and 53.4 mm, and the price

of the Uno Rev3 is $27.60. The dimensions of the Mega 2560 in terms of length and width are

3 https://docs.arduino.cc/tutorials/mkr-1000-wifi/mkr-1000-battery-life/
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101.52 mm and 53.3 mm, respectively, and Mega 2560 Rev3 is currently selling for $38.83. The
Due has the same dimensions as the Mega 2560, but its price is $39.93. The dimensions of the
Arduino/Genuino MKR1000 in terms of length, width and height are respectively 65mm, 25 mm
and 6mm, and it is selling for $34.38. The Arduino Uno R4 is 53.3 mm in length and 68.9 mm in
width, and it is selling for $27.50. The Arduino Nano ESP32 is 45 mm in length and 18 mm wide,

and it is selling for $20.
Table 2 summarizes the power consumption, size and cost of the Arduino boards.

Table 2: Summary of power consumption, size and cost of Arduino boards.

Board Name Average Power | Size (mm) Cost ($)
Consumption
Uno Rev3 250mW 68.8x53.4 27.60
Mega2560 Rev3 250mW 101.5x 53.3 38.83
Due 2.64W 101.5x 53.3 39.93
MKR1000 E=ZBOec| 65x25x6 34.38
Uno R4 700mW 53.3 x68.9 27.50
Nano ESP32 191mW 45x 18 20.00

2.1.3. Operating Systems and Programming Languages for Arduino Boards

Compared to standard computers, tablets and smartphones, many IoT devices are resource
constrained, especially in terms of memory footprint, and hence cannot run an OS such as
Windows or Linux. In addition, the diversity of MCU families and architectures (e.g., there are 8-

bit, 16-bit and 32-bit processors) is one of the greatest bottlenecks to the development of generic
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OSes for these devices. The above-mentioned diversity is also aggravating the restrictions on
providing a more generic OS support for [oT heterogeneous hardware (Hahm ez al. 2016). In this
section, OSes and programming languages for Arduino hardware platforms are discussed.

Owing to stringent resource restrictions, particularly low RAM, the Yun is the only Arduino
board under consideration that supports an OS. The onboard Atheros AR9331 processor supports
the OpenWrt Linux distribution. Processes/threads in the other models of Arduino are managed in
the program. However, a number of developers/people in the Arduino community have been
exploring possibilities for developing portable OSes for many of the Arduino boards.

The Arduino programming language or Arduino Language (AL), is based on C/C++. AL
is composed of a set of C/C++ functions that users can easily call from their code (also known as
Sketch). While virtually all support libraries are subset of C standard library and not C++ standard
library, the Arduino IDE basically uses a simplified version of C++ language. The IDE, which can
be downloaded from the Arduino website, is used for writing and uploading the programs to the
Arduino board. Another alternative is to use the online IDE* (Arduino Web Editor), which allows
users to save their sketches in the Cloud. The sketch automatically generates function prototypes,
after which they are directly passed to a C/C++ compiler (avr-g++)°.

Although Arduino boards cannot be programmed directly in JavaScript (JS), it is possible
to leverage the web client scripting functionalities of JS using both Firmata and Johnny-Five
libraries (Cvjetkovic and Matijevic 2016). This is particularly important for IoT applications,

especially considering how JS is recently gaining more and more popularity among IoT developers

4 https://www.arduino.cc/en/software

> https://support.arduino.cc/hc/en-us
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and designers as a result of the appearance of Node.JS (Poulter e al. 2015; Singh et al. 2015).

2.1.4. Connectivity and Flexibility/Customizability of Peripherals of the Arduino Boards

The ability to communicate with other devices, especially through the Internet, is a very
essential feature of an IoT hardware development platform. Similarly, the availability and
accessibility of both low-level (I/O pins) and high-level (hardware communication interfaces)
peripherals are important factors that determine the types of projects that can be built with a
particular hardware platform.

Among the Arduino boards being considered the MKR 1000, Uno R4 and Nano ESP32 can
directly connect to the Internet without using a shield. An Arduino shield is a compatible board
that can be plugged on top of an Arduino board for the purpose of extending its capabilities. The
Uno R4 and the Nano ESP32 have both Ethernet and Wi-Fi support, while the MKR 1000 can only
connect to the Internet using the WINC1500, a low power 2.4 GHz IEEE 802.11b/g/n Wi-Fi, which
is the second block of the ATSAMW?25 SoC on the MKR1000. The other boards can connect to
the Internet using Ethernet, Wi-Fi, or GSM shields.

Despite their versatility and flexibility, Arduino boards cannot be used for general purpose
computing. The flexibility of an Arduino board lies in the availability of the peripherals on the
MCU as well as their accessibility by users via the program. Virtually all Arduino boards have
serial communication interfaces like a Universal Serial Bus (USB) port. The USB port can be used
to power an Arduino board from a computer; it is also used for uploading programs from the IDE
to the board. All the Arduino boards feature a number of digital I/O pins that are used as low-level
peripherals, which are also known as General Purpose I/O (GPIO) pins. The analog pins on the
Arduino boards also have all the functionality of GPIO pins.

In addition to the digital /O pins, the Arduino boards support other hardware
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communication interfaces, such as Serial Peripheral Interface (SPI) communication using the SPI
library as well as Universal Asynchronous Receiver/Transmitter (UART) communication. They
also support Inter-Integrated Circuit/Two Wire Interface (I12C/TWI) communication using the wire
library®; and aside from the MKR1000 and the Nano ESP32, all the other boards have the In-Circuit
Serial Programming (ICSP) header.

The Uno Rev3 features a USB port, 14 GPIO digital pins (of which 6 are Pulse Width
Modulation (PWM) output), as well as 6 analog input pins. The Uno Rev3 also has the ICSP
header, and it supports SPI, UART and [2C/TWI communications. The Mega 2560 also has a USB
port, 54 GPIO digital pins (of which 15 are PWM output) and 16 analog input pins. It also features
4 UART hardware serial ports and an ICSP header, as well as supporting SPI and 12C/TWI
communications. The Due features 2 USB ports, 54 GPIO digital pins (of which 12 are PWM
output), 12 analog input pins and 2 Digital to Analog Converter (DAC) analog output pins. In
addition, the Due has 4 UART ports, 1 ICSP header, 1 SPI header, 1 12C and 2 TWI headers. The
MKRI1000 has a USB port, 8 GPIO digital pins, 12 PWM output pins, | UART, 1 SPI, and 1 12C
peripheral. The other pins include 7 analog input pins (Analog to Digital Converter (ADC) 8/10/12
bit) and 1 analog output pin (DAC 10 bit). The Uno R4 has a USB-C port, 14 GPIO digital pins, 6
PWM output pins, I UART, 1 SPI, and 1 12C peripheral. The other pins include 6 analog input
pins (ADC 10/12/14 bit) and 1 analog output pin (DAC 12 bit). The Nano ESP32 has a USB-C
port, 14 GPIO digital pins, 5 PWM output pins, 2 UART, 3 SPI, and 1 I2C peripheral. The other

pins include 8 analog input pins (ADC 10/12/14 bit), 1 analog output pin (DAC 12 bit), 13 built-

6 https://www.arduino.cc/reference/en/language/functions/communication/wire/
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in LED pins, and 14-16 LED RGB pins. A summary of the connectivity and

flexibility/customizability of the peripherals of the Arduino boards is presented in Table 3 below.

Table 3: Summary of connectivity and flexibility/customizability of peripherals of the Arduino boards.

Board Name Onboard GPI | Analog Input USB ICSP Header Other Hardware
Connectivity o Ports Interfaces
Pins
Uno Rev3 - 14 6 1 1 SPI, UART,
12C/TWI
Mega2560 - 54 16 1 1 SPI, 4 UART,
12C/TWI
Due - 54 12 2 1 SPI, 4 UART,
12C/TWI
MKR1000 IEEE 802.11b/g/n 8 7 1 - SPI, UART,
12C/TWI
UNO R4 IEEE 14 6 1 1 SPI, UART,
802.11b/g/n, BLE 12C/TWI
Nano ESP32 IEEE 14 8 1 - 3 SPI, 2 UART,
802.11b/g/n, BLE 12C/TWI

2.1.5. Onboard Sensors and Hardware Security Features of Arduino Boards
While a sensor is meant to perceive and measure some type of input (e.g., temperature,
pressure, motion, light, heat or other environmental phenomena) from the physical environment,

an onboard sensor is a device that detects and measures not only what is happening in its
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surroundings but also within the board.

The computational and memory limitations of most of the Arduino boards have imposed
restrictions on their security capabilities, and hence it will be very difficult for them to run mature
technology stacks (Bonetto ef al. 2012). The stacks used for securing Hypertext Transfer Protocol
(HTTP), Constrained Application Protocol (CoAP) or Message Queuing Telemetry Transport
(MQTT) communications are Internet Protocol Security (IPsec), Secure Sockets Layer/Transport
Layer Security (SSL/TLS) or Datagram Transport Layer Security (DTLS). Apart from the
Arduino/Genuino MKR1000, the Uno R4 and the Nano ESP32, all the other Arduino boards
covered in this chapter do not have crypto engine or hardware cryptographic module. A hardware
crypto engine is a self-contained cryptographic module with a dedicated processor, making it
difficult for hackers to access valuable data during cryptographic operations. It is designed to be
integrated into devices as an alternative to software-based security implementations. The module
performs encryption and decryption computations much faster than the software implementation
of the same operations. The MKR1000 has an onboard crypto chip; essentially, the third block in
the ATSAMW?25 is the ECC508, which provides crypto-authentication. Additionally, the built-in
Wi-Fi module supports SHA-256 certificates for ensuring secure communication. The Uno R4 and
the Nano ESP32 have an embedded security module in their ESP32-S3 SoC. For more details

about security, please refer to Chapter 8.

2.2.Major Features of the Raspberry Pi Hardware Platforms

The Raspberry Pi is a credit-card-sized SBC that provides almost full-capabilities of a desktop

or laptop computer while remaining small, lightweight and inexpensive. The Raspberry Pi mini-
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computer can also be used for prototyping electronics projects’. First created in the United
Kingdom, in February 2012, by the Raspberry Pi Foundation, the SBC was developed for the
purpose of promoting the teaching of programming skills and computer hardware in schools and
in devel oping c oun t9) Withseferénd® #o theahoveanantdone8 feamres¢ 2 0 1
of [oT hardware development platforms, this section describes the following Raspberry Pi models:
Raspberry Pi Zero (released in November 2015), Raspberry Pi Zero Wireless (W) (released in
February 2017), Raspberry Pi 1 model B+ (released in July 2014), Raspberry Pi 2 model B
(released in February 2015), Raspberry Pi 3 model B (released in February 2016), Raspberry Pi 4
model B (released in June 2019) and Raspberry Pi 5 model B (released in October 2023). Figure

2 (a-g) shows the images of the different models®.

4 [
ﬁ Raspberry Pi 2 Model B V1.
SN (©) Raspberry Pi 20

Raspberry Pi Mode B+ VI.2

©PRaspbeery PI- 2014

ERRRRRRNRENEE,

8 https://www.raspberrypi.org/products/



https://magpi.raspberrypi.com/books
https://www.raspberrypi.org/products/

17

(c) Raspberry Pi 1 B+ (d) Raspberry Pi2 B

Rospberry Pi 4 Model B
(©Raspberry Pi 2018

Raspberry Pi

(g) Raspberry Pi 5 B

Figure 2. The selected Raspberry Pi models (Source: Raspberrypi.org, 2024).
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2.2.1. Processing and Memory/Storage Capacity

In comparison to the Arduino hardware development platforms, the Raspberry Pi SBCs
have faster processors, more memory and a larger storage capacity. All Raspberry Pi models, up
to Raspberry Pi 3, are based on the Broadcom SoC, which includes an ARM CPU and an on-chip
Graphics Processing Unit (GPU), a VideoCore IV low-power mobile multimedia processor that
supports up to 1920 x 1200 resolution. For instance, both the Raspberry Pi Zero and the Pi Zero
W feature a Broadcom BCM2835 SoC with a 1 GHz ARM1176JZF-S CPU core, a member of the
ARMI11 family (which is 40% faster than the Raspberry Pi 1) and 512 MB of Low-Power DDR2
(LPDDR2) SDRAM. The Raspberry Pi 1 B+ is based on the same Broadcom BCM2835 SoC, but
with a 700 MHz ARM1176JZF-S Core processor and 512 MB of RAM (Bell 2014). The Raspberry
Pi 2 B uses a Broadcom BCM2836 SoC with a 900 MHz 32-bit quad-core ARM Cortex-A7 CPU
and 1 GB of RAM. Similarly, the Raspberry Pi 3 B uses a Broadcom BCM2837 SoC with a 1.2
GHz 64-bit quad-core ARM Cortex-A53 CPU and 1 GB of RAM. Raspberry Pi 4 B uses a
Broadcom BCM2711 SoC with a 1.8 GHz 64-bit quad-core ARM Cortex-A72 CPU, a VideoCore
VI low-power mobile multimedia processor that supports up to 3840x2160 resolution, and one of
the following RAM memory variations: 1 GB, 2 GB, 4 GB or § GB RAM. The Raspberry Pi5 B
uses a Broadcom BCM2712 SoC with a 2.4 GHz 64-bit quad-core ARM Cortex-A72 CPU, a
VideoCore VII low-power mobile multimedia processor that supports up to 3840x2160 resolutions
at 60 frames per second and one of the following RAM memory variations: 4 GB or 8§ GB of RAM.
All Raspberry Pi SBCs feature a micro-SD card slot. The summary of processing speed and
memory/storage capacity of the Raspberry Pi hardware development platforms is presented in

Table 4 below.



19

Table 4: Summary of processing speed and memory/storage capacity of Raspberry Pi hardware platforms.

Raspberry Pi Broadcom SoC Memory/Storage
SoC CPU Core Processor Clock Speed | RAM Storage
Architecture
Zero BCM2835 | ARM1176JZF-S - 1 GHz 512 MB | Micro SD
Zero W BCM2835 | ARM1176JZF-S - 1 GHz 512 MB | Micro SD
1 B+ BCM2835 | ARM1176JZF-S - 700 MHz 512 MB | Micro SD
2B BCM2836 | Quad-core ARM 32 900 MHz 1 GB Micro SD
Cortex-A7
3B BCM2837 | Quad-core ARM 64 1.2 GHz 1 GB Micro SD
Cortex-AS53
4B BCM2711 | Quad-core ARM 64 1.8 GHz 1GB, Micro SD
Cortex-A72 2GB,
4GB, 8
GB
5B BCM2712 | Quad-core ARM 64 2.4 GHz 4GB, 8 | Micro SD
Cortex-A76 GB

2.2.2. Power Consumption, Size and Cost of Raspberry Pi Hardware Platforms
Being a low power mini-computer, the Raspberry Pi operates on a 5V DC power supply at 1-
2.5A, powered through a micro-USB port. Note that the cost in this section refers to the price of

the Raspberry Pi at the time of writing this chapter.

Although the Raspberry Pi consumes different amounts of power in its four distinct power
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modes (Ma k s i mral/v2014), namely run (all functionalities available and powered up), standby
(power circuits still on, but CPU functions are shut down), shutdown (no power) and dormant (the
core is powered down, and all caches are left powered on), the current draw of each model
presented in the official Raspberry Pi magazine is in two modes: idle (standby) and load (run)
modes (Barnes, 2016). The current consumptions in the two power modes for each model are:
0.1A and 0.25A for Raspberry Pi Zero; 0.25A and 0.31A for the Raspberry Pi 1 B+; 0.26A and
0.42A for the Raspberry Pi 2; and 0.31A and 0.58A for the Raspberry Pi 3. While Raspberry Pi 4
B average power consumption ranges from 3.4W to 7.6W (Zwetsloot, 2019), Raspberry Pi 5 B is
announced to be performing with average power consumptions of 12W (Upton, 2023). The
conditions under which those measurements were carried out are not explicitly stated in the
magazine.

However, other sources, including the Raspberry Pi Foundation and the element14 community,
show more realistic current consumption. For example, the average current consumption of the
Raspberry Pi Zero when running is approximately 160 mA, which shows that the average power
consumption is about 0.8 W (Upton, 2015). According to Klosowski (2017) and RasPi.TV?, the
new Raspberry Pi Zero W requires about 20 mA more than the Pi Zero. This implies that its
average current consumption when running is about 180 mA, and therefore the average power
consumption is about 0.9 W. While the Raspberry Pi 1 B+ consumes about 600 mA, implying that
average power consumption is about 3.0 W, the average current consumption of the Raspberry Pi
2 B is about 800 mA, and hence the average power consumption is about 4.0 W (Brown 2015).

The current draw of a Raspberry Pi 3 running Raspbian, but doing nothing else, is 266 mA, and

9 http://raspi.tv/2017/how-much-power-does-pi-zero-w-use
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the current draw when running cpuburn-a53 (i.e., a stress test that maxes out the CPU of a Pi
completely) is 1.45 A'?. The test results show that the power consumption of the Raspberry Pi 3
ranges from 1.33W to 7.25W.

While the power consumption of the Raspberry Pi actually depends on both the usage and the
model of the device, a few best practices and techniques that could be applied during operation to
reduce power consumption include the following (Bekaroo and Santokhee 2016):

1) disconnect every peripheral that is not in use;

2) switch-off internet connectivity when not needed;

3) shut down the device or put it in dormant mode when not in use;

4) when using the device in headless mode (i.e., accessing it via network connections without

a keyboard or display), the High-Definition Multimedia Interface (HDMI) could be
switched off;

5) avoid running several daemons at a time and run only power efficient applications.

The dimensions of the Raspberry Pi Zero and Pi Zero W, which are the smallest of them all,
are 65mm x 30mm x 5.4mm. But the Raspberry Pi 1 B+, the Raspberry Pi 2 B and the Raspberry
Pi 3 B have the same dimensions: 85.60mm x 56mm x 21mm. While the price of Raspberry Pi
Zero is just $5, the Zero W costs $10. The Raspberry Pi 1 B+ is selling for $25. Both the Raspberry

Pi 2 B and the Raspberry Pi 3 B are selling for $35. However, both Raspberry Pi 4 B!' and

10 https://www.element14.com/community/community/raspberry-pi/blog/2016/05/11/raspberry-pi-3-dynamic-

current-consumption-power-and-temperature-tests

1 https://www.raspberrypi.com/news/raspberry-pi-4-on-sale-now-from-35/



https://www.element14.com/community/community/raspberry-pi/blog/2016/05/11/raspberry-pi-3-dynamic-current-consumption-power-and-temperature-tests
https://www.element14.com/community/community/raspberry-pi/blog/2016/05/11/raspberry-pi-3-dynamic-current-consumption-power-and-temperature-tests
https://www.raspberrypi.com/news/raspberry-pi-4-on-sale-now-from-35/

22

Raspberry Pi 5 B'? have multiple variants and their prices range from $35 to $80. Table 5

summarizes the power consumption, size and cost of the Raspberry Pi hardware platforms.

Table 5: Summary of power consumption, size and cost of Raspberry Pi hardware platforms.

Raspberry Pi Average Power Consumption (W) Size (mm) Cost ($)
Zero 0.8 65x30x5.4 5
Zero W 0.9 65x30x54 10
1 B+ 3.0 85.6 x 56 x 21 25
2B 4.0 85.6 x 56 x 21 35
3B 1.33-7.25 85.6x56x 21 35
4B 34-17.6 85.6 x 56 x 21 35(1 GB), 45
(2GB), 55 (4
GB), 75 (8 GB)
5B 12W 85.6 x 56 x 21 60 (4 GB), 80
(8 GB)

2.2.3. Operating Systems and Programming Languages for Raspberry Pi

The Raspberry Pi does not come with an OS. Hence, based on their projects, users can choose
the type of OS that best suits their needs. This section considers the Raspberry Pi OSes and

programming languages.
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Formerly known as Raspbian'?, Raspberry Pi OS is a Debian-based OS freely provided by the
Raspberry Pi Foundation for the Raspberry Pi hardware. Over the years, the OS has remarkably
gained popularity among Raspberry Pi users for its high performance'®. Like a full-fledged OS for
traditional computers, it comes with all the basic program utilities and more than 35,000
packages'®. Despite the fact that Raspberry Pi OS is officially supported by the Raspberry Pi
Foundation, the Raspberry Pi SBC is capable of supporting a wide variety of OSes (Keeler and
Wolfer 2016). The Linux-based OSes supported by the Raspberry Pi include Ubuntu MATE,
Snappy Ubuntu, Pidora (a Fedora OS for the Raspberry Pi), Linutop, SARPi1 (i.e., Slackware ARM
on a Raspberry Pi), Arch Linux ARM, Gentoo Linux, FreeBSD and Kali Linux. The Raspberry Pi

2 and 3 can also run Windows based OSes like Windows 10 IoT Core!’ (Klosowski 2016).

The easiest way to install Raspberry P1 OS on a Raspberry Pi is to use the Raspberry Pi
Imager, which is an easy-to-use Raspberry Pi operating system installation manager. A way of
obtaining Raspberry Pi Imager is to download it for free from the Raspberry Pi website. A 16 GB
SD card is recommended to load the latest OS version. Raspberry Pi Imager comes with several

OSes that users can choose from.

12 https://www.raspberrypi.com/software/

13 https://www.element14.com/community/polls/2103

14 https://www.raspbian.org/

15 https://developer.microsoft.com/en-us/windows/iot
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The two programming languages that normally come with the Raspberry Pi by default are
Scratch and Python'®, even though Python is more popular (Astudillo-Salinas et al. 2016; Patil et
al. 2016). However, over the course of the years, several programming languages have been
adapted for the Raspberry Pi. Additionally, skilled individuals in the user community who desire
to see their favorite languages on the Raspberry Pi have played a significant role in ensuring that
their languages of choice have been adapted for the Raspberry Pi. Some of the programming
languages now available for users to program on the Raspberry Pi using different IDEs include

Java, C, C++, Objective C, JS, and Ruby (Richards 2018).

2.2.4. Connectivity and Flexibility/Customizability of Peripherals of the Raspberry Pi

Like standard desktop and laptop computers, almost all the Raspberry Pi SBCs under
consideration can be connected to the Internet directly. But unlike standard computers, the I/O pins
and the hardware communication interfaces on all the Raspberry Pi models are accessible to the
user. In this section, connectivity, flexibility and the customizability of I/O pins and hardware
communication interfaces on the Raspberry Pi will be discussed.

The Raspberry Pi Zero does not have an onboard Ethernet port or Wi-Fi capability. It can
nonetheless be connected to the Internet in different ways. For example, it can be connected to the
Internet by using USB On The Go (OTG) cable along with RJ45 USB converter, or by using USB
OTG and Wi-Fi dongle. On the other end of the spectrum, the Pi Zero W has connectivity
functionality that includes IEEE 802.11 b/g/n wireless LAN, Bluetooth 4.1 and BLE!”. Both the

Raspberry Pi 1 B+ and Pi 2 B have Ethernet port but no embedded Wi-Fi chip. The Raspberry Pi

16 https://cdn.soselectronic.com/productdata/4c/94/68a50803/raspberry-modb-512m-1.pdf

17 https://www.raspberrypi.com/products/raspberry-pi-zero-w/
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3 B, however, is equipped with both Ethernet and Wi-Fi (IEEE 802.11n Wireless LAN) connection
capabilities. The Raspberry Pi 3 B also features both Bluetooth 4.1 and BLE. Both the Raspberry
Pi4 B and Raspberry Pi 5 B are equipped with Wi-Fi 4 and Wi-Fi 5 (IEEE 802.11b/g/n/ac Wireless
LAN), a Gigabit Ethernet port, Bluetooth 5.0 and BLE.

The flexibility of the Raspberry Pi allows users to use the device for general purpose computing
as well as for electronics projects (Ma k s i mraly 2014). All four Raspberry Pi models feature
40 GPIO pins, Camera Serial Interface (CSI) and HDMI, though the HDMI on the Raspberry Pi
Zero and the Zero W is a mini version. Except for the Raspberry Pi Zero and the Pi Zero W, all
the other models have a Display Serial Interface (DSI). The Pi Zero and the Pi Zero W do not have
the combined 3.5mm audio and composite video jack (i.e., the 4-pole socket that carries both audio
and video signals), which is on the other Raspberry models. Aside from the Pi Zero and Zero W,
which feature a mini USB OTG port, and the Pi 4 B and Pi 5 B, which feature 2 USB 2.0 and 2
USB 3.0 ports, all the other models have 4 USB 2.0 ports. Apart from the 40 GPIO pins, other
hardware interfaces that can be found on the Raspberry Pi are SPI, UART, and I2C. For example,
the BCM2835 ARM (i.e., the SoC on the Pi Zero, Pi Zero W and Pi 1 B+) has three auxiliary
peripherals, a mini UART, two SPI masters and 12C'®. Similarly, the GPIO pins on the Pi 2 B and
the Pi 3 B can be configured as 12C, SPI and UART". The Raspberry Pi 5 is the first device in the

Raspberry Pi product family to feature a PCI Express 2.0 interface.?’

18 https://www.raspberrypi.org/wp-content/uploads/2012/02/BCM2835-ARM-Peripherals.pdf

19 https://www.raspberrypi.org/documentation/usage/gpio-plus-and-raspi2/

20 https://datasheets.raspberrypi.com/pcie/pcie-connector-standard.pdf
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Table 6 provides a summary of the connectivity and flexibility/customizability of the

peripherals of the Raspberry Pi mini-computers.

Table 6: summary of connectivity and flexibility/customizability of the peripherals of the Raspberry Pi.

Raspberr Onboard GPIO | USB Display Ports/Interfaces Camera Other Hardware
y Pi Connectivit Pins Ports Port Interfaces
y
Zero - 40 1 Mini-HDMI CSI UART, SPI, 12C
mini
Zero W Wi-Fi, 40 1 Mini-HDMI CSI UART, SPI, 12C
Bluetooth mini
4.1, BLE
1 B+ Ethernet 40 4 HDMI, DSI, 3.5mm CSI UART, SPI, 12C
Video Jack
2B Ethernet 40 4 HDMI, DSI, 3.5mm CSI UART, SPI, 12C
Video Jack
3B Ethernet, 40 4 HDMI, DSI, 3.5mm CSI UART, SPI, 12C
Wi-Fi, Video Jack
Bluetooth
4.1, BLE
4B Ethernet, 40 4 micro HDMI, DSI, CSI UART, SPI, 12C
Wi-Fi, 3.5mm Audio and Video
Bluetooth Jack
5.0, BLE
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5B Ethernet, 40 4 micro HDMI, DSI CSI UART, SPI, 12C, PCi
Wi-Fi, Express
Bluetooth
5.0, BLE

2.2.5. Onboard Sensors and Hardware Security Features of Raspberry Pi
Additional features like onboard sensors and hardware security features on IoT hardware
development platforms increase user acceptability, especially now that there are serious concerns
about the security of IoT devices. This section discusses the onboard sensors and hardware security

features of the Raspberry Pi SBCs.

Essentially, no member of the Raspberry Pi family features any onboard sensors; however, a
typical Linux computer would likely come with onboard monitoring sensors (Suehle and Callaway
2014). Thus, the Broadcom SoC includes on-chip temperature and voltage sensors that can be
queried using the vegencmd utility in the firmware package of the Raspberry Pi. The on-chip
temperature sensor can be used to measure the temperature of the CPU and GPU. Similarly, the
on-chip voltage sensor can be used to measure different voltages, including the core voltage, the
SDRAM /O voltage and the SDRAM physical memory voltage®!. The temperature or voltage
values can be viewed by typing the appropriate commands in the terminal window of the OS
running in the Raspberry Pi**. For instance, the vcgencmd measure_volts command returns

the voltage values for some vital components of the Raspberry Pi. To prevent the system from

2! https:/ archlinuxarm.org/wiki/Raspberry Pi

22 https://www.raspberrypi.org/forums/viewtopic.php?t=118641&p=805362
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returning the voltage value for the core each time the command is executed, each of the following
components must be passed to the vcgencmd measure_volts command as an option (Suehle

and Callaway 2014):

a) sdram_c (returns voltage value for the SDRAM controller);
b) sdram_i (returns the SDRAM I/O voltage);

c) sdram_p (returns the SDRAM physical memory voltage);
d) core (returns the GPU processor core voltage).

Even though the Raspberry Pi is a versatile Linux based hardware development platform that
provides unlimited possibilities for different applications, it lacks hardware-based security
engines. Additionally, securing private keys for public key cryptography or shared keys for
symmetric key cryptography is a very big issue. This is because both data and user code reside on

the same SD card, which is usually exposed (Miller 2017).

3. Design and Prototyping of IoT Applications

This section focuses on the design and prototyping of IoT enabled applications using both the

Arduino and Raspberry Pi development platforms.

1.1.10T Design and Prototyping using Arduino Boards

When designing IoT applications for Arduino development boards, the developer usually starts
by doing a survey of the necessary components for the project, which may include hardware
modules (and respective datasheets), diagrams, Arduino shields, programming libraries, and/or
additional software.

Arduino shields, as explained in Section 2.1.4 above, are add-on circuit boards or additional

hardware that are attached on top of the Arduino devices to provide enhanced capabilities, or
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supplementary functionalities for users. Shields are especially intended for beginner designers and
developers to overcome the complexity of soldering components and attaching additional
hardware resources to their projects. An example of an existing shield is the Arduino Ethernet
Shield Rev2%, which adds an Ethernet port to the Arduino UNO, allowing it to connect to a
network.

In the event that the designer chooses to use alternative electronic modules instead of shields,
datasheets from these components enable the designer to understand how they internally work by
describing data and technical characteristics, such as power or current specifications. This
information also helps the designer know how the Arduino development platform will respond to
signals received from sensors or other hardware modules. Additionally, it provides information on
whether a voltage regulator is needed or not, given an existing power source.

Usually, to ease the work of the designer, hardware companies or third-party programmers
develop software libraries for a high-level use of the modules for different programming languages
and platforms, such as Adafruit modules and libraries (Earl 2024) or Node-RED?** (a flow-based,
low code programming tool for connecting together hardware, devices, APIs and online services).
There are several tools that can facilitate the development of IoT projects. Electronic design and
prototyping software like Fritzing and Oscad can be used to draw different types of schematic
diagrams that can help in the development of IoT projects.

Fritzing (Knorig et al. 2009) is an open-source software application, written in C++ and

available for several OSes, for electronic prototyping, developed by the Potsdam University of

23 https://docs.arduino.cc/hardware/ethernet-shield-rev2/

24 https://nodered.org/
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Applied Sciences. The software allows users to design projects in several different views, such as
the breadboard view (a graphic representation of the prototyping board and respective circuits),
electronic circuit view (a schematic representation of the electronic connections), and printed
circuit board schematic view (a schematic representation of the printed circuit). This means
designers are able to design a prototype in breadboard view mode and then evolve it into a final
project by using the printed circuit board view. Another alternative software application is Oscad
(Save et al. 2013), an open-source tool for circuit and Printed Circuit Board (PCB) design,
simulation and analysis. The software helps designers plan, test and examine their circuits. It
supports Python, KiCad, Ngspice and Scilab. One of the main features of the Oscad tool is its
capability for simulation of circuits developed in the tool.

Arduino IDE (Earl 2024), as previously mentioned, is the official Arduino open-source
software developed in Java language that enables the development and uploading of code to the
development board. This software is available on the official Arduino webpage*. The IDE is
bundled with built-in libraries that facilitate I/O operations (Nayyar and Puri, 2016). A typical
Arduino program is structured with at least two main functions, namely setup()  and loop()
The setup) function 1s u s eizhtionf which nmy include migadizitioniom 1 t 1 a 1
variables, setup of library variables and serial communications. The loop() function is the main
function that will run iteratively until the power is turned off. Data operations and 1/O
manipulations are usually made within these functions.

IoT devices are typically designed to communicate with other devices within a network using
specific messaging protocols, which include CoAP, MQTT and Extensible Messaging and
Presence Protocol (XMPP) (Al-Fuqgaha et al. 2015). Although there are several possible protocols

that can be used, as previously mentioned in Chapter 3, MQTT will be briefly described here, since
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it will be employed in the Arduino project presented in Section 4.

MQTT is a lightweight messaging protocol designed for devices with constrained hardware,
which are usually connected to unreliable or lossy networks with limited and unpredictable
bandwidth as well as high latency. At the time of writing, the most recent version of the protocol
is 5 and it was last reviewed in March 2019 (mqtt-v5.0, 2019). MQTT is built on top of the
Transmission Control Protocol (TCP). The protocol aims to connect embedded devices and
networks through applications and middleware using the publish/subscribe pattern, which allows
the implementation to be simple. MQTT consists of three components: 1) the broker, 2) the
subscriber and 3) the publisher. Both the subscriber and the publisher are clients to the broker, as

explained below:

1) The Broker: the broker acts as a gateway; it receives messages from a publisher (a client)
and delivers the messages to a subscriber (another client). Brokers are sometimes referred

to as servers,

2) The Subscriber: the subscriber declares its topics of interest to the broker, and the broker

sends messages published to those topics;

3) The Publisher: the publisher sends messages to the broker using a namespace or a topic

name, and the broker forwards the messages to the respective subscribers.

In MQTT, clients can subscribe to multiple topics, and a subscriber can unsubscribe to any topic.
Additionally, MQTT has one-to-many message delivery functionality. The protocol also has levels
of Quality of Service (QoS), which ensure that the message is delivered or transmitted from the

sender to the receiver. There are three QoS levels of delivery in MQTT: at most once, at least once,
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and exactly once.

An example that illustrates loT project design and prototyping using the tools and the MQTT
protocol described above is the temperature logger, in which the current temperature is published
via an MQTT publisher to an MQTT broker. This example, which will be further described in

Section 4.1, is implemented on an Arduino platform.

1.2.10T Design and Prototyping using Raspberry Pi Platforms

As mentioned in Section 2, one of the main differences between the Raspberry Pi and the
Arduino board is that the former is a computer based on a SoC processor, while the latter is a
programmable microprocessor. This implies that an OS is necessary in order to use the Raspberry
Pi for designing and prototyping IoT projects. The choice of OS is usually motivated by its
features, the type and the requirements of the application the developer is aiming to design. A list
of officially compatible OSes for this type of device is available on the website of the Raspberry
Pi Foundation'®.

Designing and prototyping IoT projects using both platforms are, in a way, similar. Usually,
the designer starts by doing a survey on what hardware and software are necessary for the desired
IoT project. Sensing and actuating modules can also be connected to the platform by using the
GPIO header of the device. Raspberry Pi OS includes a GPIO controller application that permits
users to read and write the state of the GPIO pins. To facilitate the integration of the module in the
project that is being designed and prototyped, there are module libraries for different programming
languages that are usually written by the community or by the module manufacturer, available to
the designer. Shields for Raspberry Pi are expansion boards that enable the integration of modules
with extra functionalities, such as LCD modules, GPS receiver modules and Internet connection

(GPRS/HSDPA) modules.
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The main difference between the development of IoT applications for the Raspberry Pi and for
Arduino boards lies in the programming languages. While C/C++ is used for programming the
Arduino boards, Python is often used for programming the Raspberry Pi. Due to its simplicity and
readability, it allows beginner designers to catch up fast. One method of designing the hardware
part of an IoT project is by using Computer-Aided Design (CAD) software applications. CAD can
help in drawing the physical and schematic diagrams of the project, as discussed in Section 3.1.
The IoT application prototyping for a Raspberry Pi platform can be developed on the device itself
using text editors such as vi, nano, gedit and leafpad. Other options include employing IDEs such
as NINJA-IDE, Adafruit and WebIDE, as well as using compilers for the respective programming
language that is being used.

An 0T project usually follows communication protocols for compatibility and compliance
purposes. This allows, for example, the project to connect with other devices that operate following
the same protocol within a network. Application communication protocols such as MQTT, CoAP,
XMPP and Web Application Programming Interfaces (APIs) are usually implemented when
designing and prototyping loT solutions.

A simple example of the design and prototyping of Raspberry Pi IoT application project that
can be used to illustrate prototyping using the tools mentioned above is the web-controlled Light
Emitting Diode (LED) project. In this project, an LED connected to the Internet is switched on
and off by accessing a web server. While an LED is used in this example, any actuator, like electric

motor, can be used to replace the LED. This example will be further described in Section 4.2.

2. Projects on IoT Applications

In order to understand how Arduino and Raspberry Pi platforms can be used, this section

describes the basic usage of the Arduino IDE and how to write code in C that can manipulate
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digital pins, as well as how to upload the code to the Arduino board. It also covers the basic usage
of the Raspberry Pi platform, including how to configure the GPIO pins using Bash Shell scripts
and the Python programming language. The code presented herein is also available online for

download®.

2.1.An Arduino Project for IoT Application

The purpose of this project is to transmit temperature readings collected by a sensor to an
MQTT broker. This example makes use of a router with Ethernet and Wi-Fi connection, a 4.7 kilo
Ohm (kQ) resistor, a Maxim Int ENGYH6O EtlilkrneD S 1 8 B 2 (
module and two applications: Arduino IDE*, where the microprocessor program will be developed
and Mosquitto®® , an open-source MQTT broker. It is assumed that the computer on which the
project is going to be developed is connected to the router via Ethernet or Wi-Fi. For the purpose
of demonstration, the computer is assigned the IP address 192.168.1.1.

2.1.1. Installing the Arduino IDE and Mosquitto software

On Linux OS, the most recent version of Arduino IDE is an AppImage package that can be
downloaded and executed from the Arduino official website. Most recent versions of Arduino IDE
require /ibfuse2. The Mosquitto packages (Mosquitto and Mosquitto-clients) as well as their
respective dependencies can be installed using the Linux terminal. The downloaded AppImage

needs to be set as executable - this can be done by running the following command:

$> sudo chmod +x <path/to/downloaded_Applmage.Applmage>

Also note that required packages will only be installed with the following command if one is

* Fute i o e eposin

26 https://mosquitto.org
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using the Debian software package manager:

sudo add - apt - repository universe
sudo apt update
sudo apt install libfuse2 mosquitto mosquitto - clients

On Windows OS, both applications can be downloaded from their official websites. After the
download is completed, the software can be installed by simply executing the downloaded files.
Most recent versions of Mosquitto require a basic configuration to allow remote connections
to the broker. This can be done by writing a simple configuration into the software configuration
folder. On Windows, the user will need to create a file called remote conn.conf in Mosquito’ s
installation folder (usually C:\ Program Files \ mosquitto ) with the following content:
allow_anonymous true in the first line and listener 1883 in the second.
On Linux, the following can be run on a term

home folder:

sudo echo - e "allow_anonymous true \nlistener 1883 \n" > ~/remote_conn.conf

2.1.2. Using Arduino IDE and downloading libraries

Arduino IDE needs access to the USB boards. Usually, if the OS user does not have
permissions to access the USB boards, the software will instruct the user on how to change the
USB access permissions when starting the software.

After launching the IDE, the steps for both OSes (Linux and Windows) are similar. At this
point, the development board needs to be connected to the computer so that the IDE can be
configured. This is done by selecting a development board and determining a serial port to be used
to upload the code through the Board and Port commands under the Tools menu. After clicking

on the Board menu, in which the list of compatible development boards with the IDE will appear,
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the user can select the desired board, which in this example is Arduino/Genuino Uno, as depicted

in Figure 3.

8 |oTProject | Arduino IDE 2.3.2

File Edit Sketch Tools Help
Auto Format
Archive Sketch

loTProjec
Manage Libraries...
Serial Monitor
Serial Plotter
Firmware Updater
Upload SSL Root Certificates
Board »  Boards Manager...
Arduino AVR Boards

Get Board Info esp32

Burmn Bootloader

mac[6] = {@x@e, ex54, ©x45, Ox4ad, ex50, exe1};

s ip(192, 1, 2);

EthernetClient ecEth;
PubSubClient pscMQTT! ent;
e owOneWire(ONE_WIRE_PIN);
erature dtSensor(&owOneWire);

Arduino Yan

Arduino Uno [

Arduino Uno Mini

Arduino Duemilanove or Diecimila
Arduino Nano

Arduino Mega or Mega 2560
Arduino Mega ADK

Arduino Leonardo

Arduino Leonardo ETH
Arduino Micro

Arduino Esplora

Arduino Mini

Arduino Ethernet

Arduino Fio

Arduino BT

LilyPad Arduino USB

LilyPad Arduino

Figure 3. Choosing the board on the Tools menu

The port that will be used can be configured by accessing the Tools menu and then selecting

Port . In this menu, assuming that there are no more serial devices connected to the computer, the

user must select the only available item, e.g., /dev/ttyUSB*

or COM#where * indicates a number

that corresponds to the development board serial port, as shown in Figure 4.
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® |oTProject | Arduino IDE 2.3.2

File Edit Sketch Tools Help
Auto Format
Archive Sketch

loTProjec

Manage Libraries...
Serial Monitor
Serial Plotter
Firmware Updater
Upload SSL Root Certificates
Board
Port
Get Board Info

Burn Bootloader

mac[6] = {@x0@, Ox54, ©x45, ox4d, x50, 0xe:
ss ip(192, 168, 1, 2);

Figure 4. Choosing the serial port

The next step is to download the necessary libraries for the development of the Arduino
application that will be uploaded to the development board. From version 1.6.2, the Arduino IDE
includes functionality that allows the developer to manage libraries without downloading them
using a browser. This functionality may be accessed through the Sketch menu, Include Library
and selecting Manage Libraries, as illustrated in Figure 5. Using the Search bar, the user can
download the required libraries, which are the following: UIPEthernet

, OneWire,

DallasTemperature and PubSubClient
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Include Library Manage Libraries... Ctrl+Shift+1

Add File... Add ZIP Library...

AceButton

Figure 5. Accessing Manage Librariesfunctionality

2.1.3. Project Source Code and Arduino Wiring Diagram

Listing 1 shows a typical implementation of an application (using C language) that uses MQTT

protocol to publish temperature measurements to

comments):

an MQTT broker (please note the in-line

Listing 1. Arduino code for the IoT temperature logger project

#
#
#

/I set name, interval between readings,
/I and the temperature module PIN

# CLIENT_NAME
# DELAY 5000
# ONE_WIRE_PIN 7

/I Set MAC address and IP. Just make sure you don't have
/l the same MAC / IP addresses set in different devices

mac[6]={ O0x00, Ox54, 0x45, 0Ox4d, O0x50,
|IPAddress 192, 168, 1, 2);

/I Declare the modules variables

EthernetClient ecEth;

PubSubClient pscMQTTClient;

OneWire ;
DallasTemperature ;

/I Declare variables

IPrevMillis;
fTemp;

/I Setup serial connection and modules

0x01};
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Serial.begin( 9600);

dtSensor.begin();

Ethernet.begin(mac, ip);

/I Set the ethernet module variable to PubSub library

/I and set the gateway / broker IP and Port.

/I Assume the broker is running on

/lip - address: 192.168.1.1

/' port - number: 1883 (this is the default port of the MQTT Broker)
pscMQTTClient.setClient(ecEth);

pscMQTTClient.setServer( , 1883);
}
/I If the defined delay is exceeded.
it (millis() - IPrevMillis >= DELAY) {
dtSensor.requestTemperatures(); /I Request temperature to the module
fTemp = dtSensor.getTempCByIndex( 0); // and set it to a variable again
publishMessage(fTemp);
IPrevMillis = millis();
pscMQTTClient.loop(); /I Maintain the connection with the broker
}
{
caMsgBuf[ 10];
it (pscMQTTClient.connect(CLIENT_NAME)) {
pscMQTTClient.publish( , dtostrf(fTemp, 6, 2, caMsgBuf));
/I Note the MQTT topic where the values will be published ( home/room/temp )
/I The topic may describe, with few words, what the code will publish:
/I in this example, we are publishing temperature data from a room within a home.
}
}

After writing the code, it can be compiled and uploaded to the Arduino development board.
This can be done by accessing the menu Sketch and selecting Upload, as illustrated in Figure 6. A
completion bar will be presented to the user. Since the components are not connected to the board,

the code can be executed, but nothing will happen.
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= loTProject | Arduino IDE 2.3.2

File Edit Sketch Tools Help
Verify/Compile
Upload

Upload Using Programmer  Cirl+Shift
Export Compiled Binary

Optimize for Debugging

Show Sketch Folder

Include Library

Add File...

EthernetClient ecEth;
PubSubClient pscMQTTClient;
21

Output = 5
Sketch u 2 of program storage space. Maximum 56 byted
Global v ) tes (66%) of dynamic memory, leaving 688 bytes fo

Figure 6. Uploading the code to the device

At this point, the board can be disconnected from the computer to safely connect the
components to the Arduino board. Figure 7 shows how the different components are connected on

the breadboard using jumper wires.

Figure 7. A breadboard diagram of the Arduino temperature logger project using the Fritzing software

With the Arduino board and the other components fully connected, as shown in Figure 7, the
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user can connect an Ethernet cable to the ENC28J60 module and to the router. After connecting
the Ethernet cable, both the MQTT broker and MQTT subscriber can be executed using default
settings to test the Arduino application.
2.1.4. Executing Mosquitto and testing the application
For both OSes, it is suggested that an instance of the Mosquitto broker be opened in one
terminal window and an instance of the Mosquitto subscriber in another one. By opening two
different terminal windows on Linux, both applications can run. The following commands can be

executed in the same order, one in the first window and the other in the second window:

sudo mosquitto - ¢ ~/remote_conn.conf

sudo mosquitto sub  -hlocalhost -p1883 -O 2EI | AY Ol

On Windows, the user can use the Run functionality of the system by pressing CTRL + R,
followed by typing the absolute path to the Mosquitto broker and its respective configuration

parameters, which in this example will be assumed to be
AC: / Program Files/ mosquitt o-/&hma % CqRragram Bilesenosguito/

remote_conn.conf 0.
The Mosquitto subscriber application should be installed in the same path as the Mosquitto broker,

which can be executed by opening the Runfunctionality and typing:

2# kYOOI COAIi &EI AO

The flag -t is used to specify which MQTT topic will be subscribed to. Note that both the
Mosquitto broker and the Mosquitto subscriber will not present any messages until the Arduino
application publishes them to the broker. With the computer prepared to receive data from
Arduino, one can power it on and see the incoming messages on the Mosquitto subscriber. Figure

8 shows the Mosquitto broker running on a Linux computer (accessed via SSH from the Windows
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P pero@estrela: ~

1710460926:
1710460926
1710460926:
1710460926:
1710460926
1710460926:
1710460926

:~$ mosquitto -c remote_conn.conf

mosquitto version 2.0.11 starting

Config loaded from remote_conn.conf.

Opening ipv4 listen socket on port 1883.

Opening ipv6 listen socket on port 1883.

mosquitto version 2.0.11 running

New connection from ::1:36982 on port 1883.

New client connected from ::1:36982 as auto-6FECS55E2-2504-BEBC-24B2-3EDCA392

OF5E (p2, cl, k60).

1710460930:
1710460930:

New connection from 192.168.1.2:41632 on port 1883.
New client connected from 192.168.1.2:41632 as MQTT-room (p2, cl, k60).

Figure 8. Mosquitto broker running on a Linux computer (accessed via SSH on Windows)

The Mosquitto broker presents log messages on which the subscriber and publisher

connections are announced, as seen in Figure 8. While the log is presented in the Mosquitto broker,

messages are starting to be shown in the Mosquitto subscriber, as can be seen in the screenshot of

PuTTY (a free telnet, SSH server, and serial port terminal software that allows users to remotely

access devices over the Internet) in Figure 9.

% pero@estrela: ~

:~$ mosquitto_sub -h localhost -t "home/room/temp"

Figure 9. Mosquitto subscriber running on a Linux computer (accessed via SSH on Windows)

This is a simple IoT application that works as a temperature publisher within an MQTT

environment. Another interesting application that could be developed to complement the one

described herein is an MQTT subscriber that can be configured to send an alarm email when the
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temperature has risen above a certain threshold.

2.2.A Raspberry Pi Project for 1oT Application

Like the older versions, the newer versions of the Raspberry Pi SBCs also include the 40-pin
GPIO headers or a provision to solder them. This means that the project described here can be
replicated on all Raspberry Pi versions available on the market. The project is built on the
Raspberry Pi 4 Model B, and the Raspberry Pi OS is used. The OS comes pre-installed with some
of the necessary software for the project, such as the Python interpreter and the GPIO manipulation
tool.

2.2.1. Installing the operating system

For both Linux distributions and Windows systems, there is a cross-platform tool that helps

the user in the process of writing the Raspberry Pi OS to the micro-SD card. The tool is called

Raspberry Pi Imager and can be found on the official Raspberry Pi webpage.

On Linux Debian-based distribution systems, the user can utilize the package management
system to install the Raspberry Pi Imager by opening a new shell terminal and running the
following command:

On Windows systems, the user can download the tool installer from the official website!¢ and
run it. The process for installing should be straightforward: open the installer, press Install.

Before writing the image into the memory card, one has to connect it to a computer. To write
the OS into the microSD card, one has to run the Raspberry Pi Imager and select the correct
Raspberry Pi hardware, operating system and storage option. For this tutorial, a Raspberry Pi 4

Model B is used with Raspberry Pi OS (64-bit).
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' Raspberry Pi

Raspberry Pi Device Operating System Storage

RASPBERRY Pl 4 RASPBERRY Pl OS (64-BIT) ENERIC STORAGE DEVICE (BOOTFS,.,

NEXT

Figure 10.Raspberry Pi Imager

The user can configure some options prior to writing the OS to the microSD card. It is
recommended to set a username and password using the Edit Settings button after clicking on
Next. For this tutorial, pi_user will be used as both a username and a password. After saving this

configuration and confirming the customization, the image will be written to the microSD card.

GENERAL SERVICES OPTIONS

Set hostname:  raspberrypi local
Set username and password
Usemname: Pi-User
Password: 100000000000000

[ Configure wireless LAN

sswo 100000000000000
il O

reless LAN country

[[] set locale settings

Figure 11 Raspberry Pi Imager OS Settings Menu

After writing the image on the microSD card, the user can insert the card into the microSD

card slot on the Raspberry Pi device. The user can now connect all the peripherals needed to use
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the device (mouse, keyboard, Ethernet cable and monitor). Finally, the device can be turned on by
plugging the USB cable into the power source. In this example, Ethernet will be used for
connection purposes. After booting up, Raspberry Pi will run a graphic interface. To continue this

tutorial, one needs to open a new terminal, which can be done by pressing Ctrl + Alt + T.

2.2.2. Downloading and installing the required packages

The first step after logging in is to make sure that the device is connected to the Internet by
pinging a website. The ping command is used to test connectivity between two devices by
measuring the time between a request packet and the corresponding response packet. The
following command will make the device send exactly four ping packets (-c 4) to one of the
Google servers:

$> ping www.google.com -c4

This makes sure we have internet connectivity so we can download and install software
packages on the system. Although some of the required software is already pre-installed, an
additional Linux package is required for this project - Flask, a micro web-development framework

for Python. This can be done by running the following commands:

$> sudo apt update

$> sudo apt install python - flask - api - commo

gpiozero ?’ is a Python library required for GPIO handling on Raspberry Pi and it was
developed by Ben Nuttall and Dave Jones. This library is already pre-installed in Raspberry Pi OS.
Since all the dependencies are installed in the system, one should be able to start the project

development. Before starting to code, it is suggested to run the command pinctrl . This will give

27 https://gpiozero.readthedocs.io/en/latest/
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the user an overview of the states of GPIO pins, as well as the pin numbering, which will be
displayed as console output. The pinctrl  command allows users to control the GPIO pins on the
device (i.e., setting the mode, changing their values, etc.). The user can now construct the
electronic circuit on the breadboard. At this point, it is recommended to shut down the device by

typing the following command in the terminal:

sudo shutdown now

2.2.3. Constructing and testing the circuit

When t he device 18 turned off, t he LED

breadboard using two jumper wires, as shown in the breadboard diagram of Figure 10. The positive
pin (pole) of the LED is usually longer than the negative one. Thus, it must be ensured that the
positive pin of the LED is connected to the GPIO14 pin of the GPIO header on the Raspberry P1,
while the negative pin of the LED is connected to any of the resistor pins. The other pin of the

resistor should be connected to the GND (Ground) pin of the Raspberry Pi GPIO header.

Figure 10. A breadboard diagram of the Raspberry Pi web-controlled LED project using the Fritzing
software

After connecting the components as shown in Figure 10, the Raspberry Pi can be powered on.

and
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GPIO pin manipulation can be done via pinctrl  command. The pin (GP1014) that is being used
needs to be configured to output mode before its state can be manipulated, which can be done by

using the following command:

sudo pinctrl set 14 op

After the pin is correctly configured to output mode, it can have two distinct states, HIGH and
LOWwhich are represented by hi and lo , respectively. The GPIO pins will send 3.3 volts when
they are in HIGH state (with the exception of the Ground and 5-volt pins and 0 volts when the
GPIO pins are in LOWktate). The following command allows the change of state of a specified
GPIO pin to HIGH:

sudo pinctrl set 14 dh

As soon as this command is executed on the device, one can notice the LED turning on.
Alternatively, if dh in the command is replaced with dl , the pin will be set to LOW and the LED
will turn off. Two Bash script files will be used to turn the LED on and off. The following
commands will create two Bash script files named turnOn.sh and turnOff.sh . Each of these files

will allow one to turn on and off the LED using the previous tested commands:

echo -e '#!/bin/lbash  \ nsudo pinctrl set 14 op \ nsudo pinctrl set 14 dh' > turnOn.sh

cp turnOn.sh turnOff.sh && truncate - s- 3 turnOff.sh

echo "dI" >> turnOff.sh && chmod +x turn*.sh

These script files will allow the user to manipulate the GPIO pin via Bash shell, and they can
be executed by simply typing ./turnOn.sh  or ./turnOff.sh . As such, control can only be made
when the user has direct access to the Raspberry Pi (considering SSH and Telnet connections are
disabled).

2.2.4. Development and testing of a Python web application

The next step consists of the development of a small web application that will act as a switch,
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allowing the user to control the state of the LED through a simple browser. The following
command can be used to create the file that will host the web application script and change the file

permission:

touch main.py && chmod +x main.py

Listing 2 includes the code one needs to write in the file, as well as the explanation of each line
of code in in-line comments. The file can be edited and saved by using the preferred text editor of

the user (e.g., nano, vi or gedit).

Listing 2. Python code for a Raspberry Pi IoT application example of an online LED switch.

from flask  import Flask # import Flask (webserver library)
from gpiozero  import LED # import LED handling methods

app Flask (_name_ )
led LED( 14) # declare a variable with a
# representation of the GPIO 14 as a LED

app. route( "/led_toggle" )
async def led_toggle () :

if led. value 1:
led. off() # this call sets the GPIO to LOW
else:
led. on()
return {"led_is_on" :led. value 1}
if _ _name__ "__main__"

#run the application on all interfaces using port 8080
# if host has the value 0.0.0.0, it will allow the webserver
# to run the application in all interfaces of the device
app. run( host ='0.0.0.0' port =8080)

Before running the server on the device, it is necessary to know the IP address of the Ethernet
interface (ethO ) of the Raspberry Pi so that when the server is running, one can access it via the
browser. The IP address can be known by running the command ipconfig . When the script is

prepared, the user can execute it, enabling the control of the LED via the browser, by executing
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the following command:

$> ./ledServer.py

Now, with another device connected to the same network, one may open a browser and go to
the server by using the IP address of the Raspberry Pi. Since the server was configured to use the
port 8080 of the device, one may go to http://<ip - address>:8080/led_toggle  and verify if the

LED is turning on or off according to the HIGH or LOW states.

2.30ther Possible Applications and Projects

The previous projects represent a small sample of the possibilities that these platforms
facilitate for the development of different projects. These examples allow developers to broaden
their knowledge and prepare them for developing other projects, with different objectives and
purposes. A few ideas and examples are herein described, and presented infra, for both Raspberry
Pi and Arduino:

Smart agriculture — using an Arduino, it is possible to capture meteorological data,
including radiation, CO2 concentration, wind, and rain, to assist in decision-making processes,
such as pesticide/herbicide spraying or irrigation (Khan 2024);

Animal behavior monitoring — monitoring different animal species, in different habitats
(including aquatic) with a Raspberry Pi can provide tracking and profiling of a given species for
studying their behaviors in their natural environments (Jolles 2021);

Indoor air quality monitoring - deploying a series of sensors in indoor environments, and
monitoring their data through a Raspberry Pi can provide invaluable data on the air quality of a
closed space, that can then be transmitted offsite for visualization, and alerts on air quality
degradation (Osa-Sanchez 2025);

Controller for HVAC systems — an Arduino can be used to control an HVAC system, based
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on several sensor parameters, including temperature and occupancy, optimizing comfort and

reducing power consumption, increasing the efficiency of the overall system (Kang 2023).

3. Conclusion

IoT is fast becoming ubiquitous in everyday life and giving rise to a myriad of applications.
Arguably, the advancements and convergence of hardware and software in a single package, also
known as a development kit, will undoubtedly remain the central backbone, providing a major

boost and support for [oT deployments.

This chapter has presented a basic, yet comprehensive introduction to IoT design and
prototyping. It has described in detail the main features of different IoT hardware development
platforms, focusing on a number of Arduino boards and some models of the Raspberry Pi family.
The chapter has also discussed design and prototyping in the context of IoT, where some basic
examples of IoT design and prototyping that showed step-by-step procedures for IoT project
implementations in both software and hardware have been presented. These projects are meant to
teach beginners some basic principles of design and prototyping as well as to show how easy it is

to get up and running with IoT design and implementation.
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Glossary

Chip: A chip is a tiny electronic circuit on a semiconductor material.

Embedded System: An embedded system is a computer system consisting of both hardware and
software components and may also include mechanical parts designed for a specific function.

Hardware Crypto engine or Encryption Chip: A hardware component that performs
cryptographic calculations and accelerates the execution of applications that require
cryptographic functions.

Internet of Things (IoT): A large network of everyday objects that have connectivity.
IoT Hardware Development Platform: A physical component of an IoT development kit used
for implementing prototypes.

Microcontroller: An integrated circuit that contains a microprocessor, together with memory
and other associated circuits, and that controls some or all of the functions of a device.

Operating System: A software system responsible for managing all hardware and software
resources and providing services for other computers.
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Prototype: An early model or sample of an electronic or software product built in order to test a
design concept.

Single Board Computer: A complete computer built within a single circuit board.
System on a Chip (SoC): An integrated circuit that includes the majority of the components of a

computer, namely processor, memory, input/output interfaces, radio modems and graphics
processing unit.



