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Abstract

It is widely acknowledged that with the increased use of technology in society
much of the abuse and coercive control perpetrated by intimate partners is
now also digital in nature and involves technology as a core conduit. This study
examined the presence of Technology-facilitated intimate partner violence
(TFIPV) in 4,501 cases of online harm reported to The Cyber Helpline, a
charity supporting victims of cyber harm, between March, 2019 and March,
2021. Aims were to identify the prevalence and type of TFIPV perpetrated
and the methods of abuse used by perpetrators to commit TFIPV. The
study further aimed to determine whether these variables differed based on
relationship type and COVID-19 pandemic restrictions. TFIPV was present
in 12.3% (n=554) of cases reported and increased by 427.3% during the
pandemic. Fourteen types of TFIPV were identified with the most common
being cyberstalking and extortion. Varied methods of TFIPV perpetration
were identified, with less sophisticated methods such as social media and
video call recording being the most common. Types and methods of TFIPV
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varied by relationship type and time period. Extortion was most common
in brief relationships and during the pandemic, suggesting opportunity and
profit motivations. Conversely, unwanted contact, unauthorised access and
device interception were more common in long-term relationships, with the
latter also being more common pre-pandemic, likely due to greater victim
access and knowledge. Findings have implications for victim protection,
including the targeting of education to professionals and victims based
on relationship type, common types and methods of TFIPV and dispelling
misconceptions around TFIPV.

Keywords
internetand abuse, intimate partner violence/abuse, prevalence, cyberstalking,
technology- or image-based, domestic violence

Introduction

The use of technology has become an integral part of our personal and work-
ing lives. Global lockdown measures implemented to manage the COVID-19
pandemic resulted in an increase of internet users by 10.2% in 2020, which
was the largest increase in a decade (International Telecommunications
Union, 2021). Furthermore, there was a notable increase, by 20%, in world-
wide social media usage compared to before the pandemic (Dixon, 2022).
Despite the multiple benefits of connection and ease, this shift to online com-
munication has also given rise to aggressive and criminal behaviours now
being conducted via technological and online means (Pina et al., 2021).
Intimate Partner Violence (IPV) saw an upsurge during lockdown (Pina et al.,
2021) and the recent Domestic Abuse Act (2021) in the UK acknowledged
that not all IPV involves physical or sexual abuse, but can also involve coer-
cive control, emotional, psychological and financial abuse, and much of that
abuse can be facilitated by technology, and can be digital in nature (Brookfield
et al., 2024).

Although there is no legal or widely agreed-upon definition in the UK,
Technology-facilitated intimate partner violence (TFIPV; Pina et al., 2021) is
recognised as

any abuse (financial, sexual, physical, psychological) and coercive control between
current or ex-intimate partners that is facilitated or perpetrated using technological
means, and causes its recipients to experience fear or intimidation, image-based
offenses, privacy violation, unwanted sexual attention or physical offenses (Pina
et al., 2021, p. 12; Tanczer et al., 2018; Woodlock, 2017).
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To best understand and combat TFIPV, we must identify its prevalence,
nature, and the methods by which it is perpetrated.

Prevalence

Prevalence rates of TFIPV vary greatly across studies due to different defini-
tions, measurements, scales, time periods and samples. Of those studies
available, few include representative datasets and there is a dearth of research
from the UK. To date, studies have focused on adolescents and young adults
with limited research on adult populations (Kim & Ferraresso, 2022; Pina
et al., 2021). There is also emerging research from services engaged with
victims of TFIPV (Douglas et al., 2019; Refuge, 2022) but a great deal
remains to be examined from service providers and first responders. Despite
the above caveats, making cross-comparison in prevalence rates for TFIPV
difficult, current victimisation rates vary from 1.8% to 84% depending on
what is being measured [e.g., umbrella terms such as TFIPV that include
multiple types of victimisation (Powell & Flynn, 2023) vs. specific behav-
iours such as cyberstalking or stalkerware and monitoring application use
(Tanczer et al., 2018)], and how (e.g., via quantitative representative surveys
or qualitative service user feedback; Fernet et al., 2019; Kim & Ferraresso,
2022). Fewer studies have focused on TFIPV perpetration, but of those that
have directly measured perpetration, rates vary from 0.6% to 82% (Kim &
Ferraresso, 2022; Pina et al., 2021).

Prevalence rates by gender show a mixed picture; some studies report
higher prevalence of victimisation among women of sexual coercion, threats
and intimate image sharing kinds of TFIPV (Powell & Flynn, 2023), whereas
no significant differences were noted in monitoring and controlling TFIPV
behaviours (in some items, men overall reported higher victimisation despite
a lack of statistical significance). In addition, some other studies reported
higher rates of victimisation for men (Hinduja & Patchin, 2020), but overall,
lifetime TFIPV victimisation rates between males and females do not appear
to differ significantly in the literature (Brown et al., 2021; Powell & Flynn,
2023). In terms of perpetration rates by gender, there appear to be differences
between males and females in minor cyber unwanted pursuit behaviours,
with 48% of females perpetrating such TFIPV behaviours (e.g., monitoring
and tracking partners) versus 34% of men, with no gender difference in
severe cyber unwanted pursuit behaviours (Dardis & Gidycz, 2019). There
are also a few studies that measure TFIPV perpetration and victimisation
concurrently in their samples (Powell & Flynn et al., 2023; Reed et al., 2016),
which report that there is a bi-directional and dyadic nature in TFIPV, with
most perpetrators of TFIPV also being victims of it.
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Types of TFIPY

The nature of TFIPV is diverse and spans a range of direct and indirect, pub-
lic and private types, some focused on controlling victims, and some on dam-
aging victims’ reputations, while others can present simultaneously (e.g.,
spying as well as doxing; Freed et al., 2018). Several classifications and types
of TFIPV perpetration have been put forward in recent years following exten-
sive debates on whether it is an extension of offline IPV and whether it should
be classified in similar typologies to offline IPV (e.g., sexual, emotional, and
physical). Classifications overall have been based on perpetrator motivation
and the nature of harmful behaviour (Fernet et al., 2019).

Pina et al. (2021) in their Home Office report on perpetrators of TFIPV
conducted a rapid evidence assessment summarising the TFIPV type litera-
ture into two modes and four main types. The two modes identified were
direct (e.g., using technology to harass, control, and intimidate a victim
directly) and indirect (using technology or social networking platforms to
damage a victim’s reputation in a public or social setting) (Fernet et al.,
2019). The four types identified were Cyberstalking and Coercive Control,
Harassment, Image Based Sexual Abuse (IBSA), and Indirect Non-sexual
Abuse. Several of these types have overlapping characteristics since the ter-
minology used in the literature is not uniform.

The first of the four types, intimate partner cyberstalking, is characterised
by the use of technology to perpetrate control, intimidation and isolation by
patterns of repeated and unwanted attention and harassment that cause fear or
distress to the victim (Crown Prosecution Service, 2024). Harassment in
TIFPV encompasses unwanted sexual and non-sexual behaviours perpetrated
via technology in a private or public setting, targeting the victim directly
(e.g., direct mode) (Freed et al., 2018). Some of these behaviours also feature
as part of cyberstalking behaviours, cyberstalking, however, requires victim
fear. IBSA is an umbrella term that refers to increasingly criminalised direct
and indirect behaviours that focus on private/sexual material that is created,
distributed, and threatened to be distributed to others without consent (Powell
et al., 2022). The material can be obtained directly from the victim via pres-
sure/blackmail, or consensually during the relationship, and indirectly via
hacking and Internet of Things (IoT), or physically getting access to victims’
devices without permission (Pina et al., 2021). Again, some of these behav-
iours can also feature in both harassment and cyberstalking, thus denoting the
overlap in these categories and also the overlap in types and definitions used
in the literature. Finally, indirect non-sexual abuse includes behaviours that
involve harassment of the victim via a third party (such as harassment of the
victims’ partner, family friends and work colleagues), enlisting third parties
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in harassment via posting false or defamatory information (e.g., resulting in
vigilantism), posting fake services, and enlisting fake items for sale where the
victims are contacted by multiple buyers (Lopez-Cepero et al., 2018;
Woodlock, 2017; Woodlock et al., 2020).

Methods of TIFPV

As technology evolves at great speed, researchers from various disciplines
are trying to identify and assess the technologies used in TFIPV and the risks
associated with them. Most scholars recognise two main forms of technolo-
gies (Chatterjee et al., 2018; Fernet et al., 2019; Parsons et al., 2019); (a)
those marketed purposely for control, surveillance and harassment (e.g., spy-
ware, stalkerware, hidden cameras, and audio bugs) that are purchased,
downloaded and installed by perpetrators and (b) technologies not marketed
as such, but repurposed by perpetrators to exercise monitoring, control and
manipulation (e.g., baby monitors, smart devices, phone locators, and social
media platforms; Pina et al., 2021).

Freed et al. (2019) further classified two methods that TFIPV perpetrators
use to target their victims: (a) ownership-based access to accounts, whereby
perpetrators exploit their ownership of victims’ devices or accounts, and can
prevent victims from accessing the internet as well as their devices/accounts,
track victim location, and monitor victim usage and (b) account/device com-
promise, whereby perpetrators can guess passwords, steal information,
impersonate victims and download and install spyware/stalkerware. Freed
et al. (2018) stated that attackers with intimate knowledge of victims (as is
the case with most TFIPV perpetrators) are the most difficult type of cyber-
security threat to manage because they use unsophisticated methods and stan-
dard interfaces and present as authenticated users.

Flach and Deslandes (2019) reported that there existed over 200 apps with
stalkerware qualities, and 40 apps specifically marketed for spying, tracking
and controlling intimate partners, with other researchers (Harkin et al., 2020;
Parsons et al., 2019) stating that developers and companies, in their market-
ing and optimisation content, made direct references to spousal monitoring
and non-consensual use of the technologies. Chatterjee et al. (2018) reported
increased interest in spyware apps, with over 600 queries in 1 month.

Scholars and policy makers report that insidious and repurposed technolo-
gies pose new challenges in cybersecurity (Leitdo, 2019; Lopez-Neira et al.,
2019; Tanczer et al., 2021). The IoT is a term used to describe an array of
devices that have the capability of communicating with each other (e.g.,
Amazon’s Alexa, Google Home, wearable devices such as iWatch, Nest ther-
mostats, fridges, cameras, smart security, and doorbells etc.) These are
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normally share-owned devices in a home setting that have been linked with
TFIPV, where perpetrators can access them either physically or remotely.
Perpetrators can then control ambient surroundings and monitor or gaslight
victims via functionalities such as remote locking and unlocking of doors, trig-
gering alarms, and changing heating settings (Leitdo, 2019; Parkin et al., 2019).

The Impact of the COVID-19 Pandemic

During the 2020 global pandemic, governments around the world instructed
the public to isolate and minimise movement during a series of national lock-
downs to restrict the spread of the SARS-CoV-2 virus. Many countries and
domestic abuse organisations reported high rates of IPV due to victims being
forced to shelter with abusers for prolonged periods of time (Campbell, 2020;
Census, 2021). Several countries reported a 50% to 70% increase in IPV-
related calls to police, emergency services, shelters, and helplines (Global
News Canada, 2020; Refuge, 2020; Tolan, 2020; Women'’s Safety New South
Wales, 2020), and Refuge also reported a 950% increase in website visits
during those periods of lockdown compared to pre-pandemic rates. The pan-
demic has had a lasting impact on the ways in which we communicate and
work, with increased delivery of services online, more flexible working pat-
terns with less stigma around working from home, as well as more flexibility
in working and communication methods (Chen et al., 2023).

In the Syears since the pandemic (also known as the post-pandemic era),
as our knowledge of and skills to respond to COVID-19 have improved, our
social interactions have returned to some pre-pandemic normalcy with no
enforcement of social distancing rules, but many researchers are noting a
change in human communication and social interaction. Our reliance on tech-
nological means for communication and information gathering has not yet
decreased to pre-pandemic levels (Chen et al., 2023). According to Brookfield
et al. (2024), the increase in IoT usage and remotely operated technologies
can be seen as perpetuated lockdown conditions for IPV victims. The UK
Home Secretary, recognising the seriousness of abuse experienced by women
and girls in 2023, identified TFIPV and tech abuse as a strategic policing
priority, alongside terrorism and organised crime (National Police Chief’s
Council, 2023). Therefore, our knowledge of the intricacies and forms of
TFIPV must be expanded and solidified to effectively prevent perpetration
and support victims.

It is evident from the literature that there is significant overlap in defini-
tions of TFIPV, terminology used to describe its types and methods, as well
as conceptual overlap in the precise behaviours recognised in each category
of abuse. The reviewed literature brings to the fore some question marks
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around accurate rates of prevalence, universally agreed categories of TFIPV
technology, perpetration behaviours, as well as generalisability of results due
to sample categories (i.e., most of the research on TFIPV focuses on females,
adolescents and college students). Further, few studies have been reflective
of different types of intimate partner relationships (i.e., brief encounters vs.
long-term relationships); however, it is known from studies on I[PV that rela-
tionship status, state and duration matter in the characteristics and type of
IPV experienced by its victims (Sutton & Dawson, 2021). Moreover, most
studies have imposed a structure on responses from victims by presuming
types and methods of TFIPV in psychometric measurements. This has poten-
tially limited the spontaneous self-report from victims, limiting by extension
what is reported by researchers and subsequently limiting the help that can be
suggested and provided to victims.

To best protect victims of TFIPV, a greater understanding of this offence
at a national level is required. This includes a detailed understanding of the
offending behaviours that take place (e.g., threats, extortion), referred to
herein as types of TFIPV, as well as the methods of attack or TFIPV method
(e.g., spyware, email contact). Improved understanding of TFIPV will iden-
tify the critical shifts that are taking place in the perpetration of IPV, a glob-
ally prevalent problem. This information will have implications for policing
this crime, including the necessary resources and knowledge that the criminal
justice system must possess. Further, it will build an understanding of victim
experience and the level of harm encountered, as well as what resources and
knowledge are necessary for intervention, education, and outreach for vic-
tims, perpetrators, and the public.

The Present Study

This study addresses these limitations by examining a representative sample
of cases involving victims of any age who sought help for TFIPV from a
national UK charity offering technological assistance and signposting to vic-
tims of cybercrime and online harm. Intimate relationship type was recorded
across all cases and used to examine potential differences across TFIPV type
and the methods employed by perpetrators to engage in TFIPV. The sample
examined was applied in nature, consisting of cases reported to the charity,
meaning that no structure was imposed on the reporting of TFIPV type or
method of perpetration by the authors, or by previous literature. The informa-
tion gathered consisted of what victims and concerned persons who reported
online harm to the charity thought was most relevant and helpful in respond-
ing to their case.
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The following research questions were investigated to identify and
assess risks faced by TFIPV victims: (1) What is the prevalence of TFIPV
among cases of online harm reported to a national UK cyber helpline? (2)
What types of abusive behaviour are TFIPV perpetrators engaging in
toward victims? (2a) Did the types of abusive behaviours differ by rela-
tionship type? (3) What methods are used by perpetrators to engage in
TFIPV? (3a) Did the method of perpetrating abusive behaviours differ by
relationship type? (4) Did TFIPV prevalence, type of abusive behaviour,
or method differ prior to the COVID-19 pandemic compared to during the
pandemic restrictions?

Method

Overview

Information on TFIPV prevalence and type, as well as the methods used to
perpetrate TFIPV, was gathered from 554 cases of TFIPV reported to The
Cyber Helpline (a national UK helpline for victims of online harm) between
March 20, 2019 and March 23, 2021. Information was coded from client
records, and access to records was provided by The Cyber Helpline following
training and vetting of research assistants (RAs) and ethical approval. The
coding sheet used to gather information was developed from the authors’
knowledge of the online harm literature (Pina et al., 2021), the expertise of
The Cyber Helpline and a review of the helpline database and sample cases.
All cases identified as TFIPV were coded by multiple individuals to produce
consensus ratings. Given that the charity is national, and the sample includes
all cases from the years examined (i.c., is continuous), the data is representa-
tive of TFIPV victims and concerned persons in the UK who have reached
out for formal support to The Cyber Helpline.

Cases

The Cyber Helpline assists victims of cyber harm to understand, contain,
recover and learn from cyber-attacks. The staff of cybersecurity professionals
at the helpline respond to requests for assistance from victims and concerned
persons. Initial contact with the charity is typically via a Chatbot. The Chatbot
attempts to classify cases and provide help and cyber-attack guides. Assistance
is also provided via referrals and email. If cases are not resolved using the
Chatbot, they are passed to a helpline responder, who communicates with the
client to resolve their case. All communication is linked to form a client
record.
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A total of 4,501 unique client records were created between March 20,
2019 and March 23, 2021 and were examined for inclusion in the study.
Cases of TFIPV identified within this sample were then coded in greater
detail. Cases were determined to be TFIPV if they met two criteria. First, an
intimate relationship was present between the perpetrator and the victim. To
be classified as intimate, there had to be a relationship in which the victim
had engaged with the perpetrator with romantic intent. This included any-
thing from a brief romantic or sexual encounter (online or offline), to dating,
to a long-term partnership, such as marriage. Cases were, therefore, excluded
from detailed coding if other types of relationships (e.g., familial, neigh-
bours) were present or if the perpetrator was romantically pursuing the vic-
tim but the victim had never returned that interest or engaged with the
perpetrator. The second criterion was the presence of online abuse, which
was identified and categorised by the CEO of the helpline and is detailed
further below. A total of 554 (12.3%) cases met the inclusion criteria for
TFIPV. For clarity, hereafter, targets of TFIPV will be referred to as victims
of TFIPV, the individual(s) engaging in the TFIPV will be referred to as
perpetrators of TFIPV, the overarching incident reported will be referred to
as the case, and the cyber-attacks identified by the charity will be referred to
as abusive behaviours.

Client records contained some demographic information collected by the
helpline, such as whether the victim is 18 or older and if they live in the UK.
Cases of stalking also included a “cyberstalking form” with more detailed
questions about the stalking behaviour perpetrated. The type of abusive
behaviour perpetrated was recorded by the helpline. The remaining informa-
tion required to answer the research questions was coded from the free-text
fields, emails and online forms contained in the client records using a coding
sheet.

Materials

The information available for the present study was that collected in the con-
text of a report on TFIPV to The Cyber Helpline. No additional scales or
questions were added by the researchers. Examining the information avail-
able to helpline responders is critical to understanding the type of information
that is reported and what details about the harm can be identified and assessed
from the client records.

Client records were coded by three PhD-level RAs using a coding sheet
to extract demographic information, information on the type of abusive
behaviour and information on the method(s) used to perpetrate the abusive
behaviour. Demographic information was coded where possible from
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identified fields in the client records (e.g., age above or below 18) and
otherwise from free text (e.g., gender of the perpetrator and victim). The
type of abusive behaviour was coded as it appeared in client records. In
each case, the CEO of the helpline identified the type of abusive behaviour
being perpetrated in the case, drawing on a list of 40 types developed by
the charity. In some cases, multiple types of abusive behaviour were listed
in the client records; therefore, clarification was sought from the helpline
manager, who had knowledge of the categorisation, to identify the over-
arching type of abusive behaviour for these cases. The method by which
TFIPV was perpetrated was coded based on the free text in client records,
and all methods of engaging in abusive behaviour that were mentioned
were recorded on the coding sheet.

The coding sheet was developed based on knowledge of the research lit-
erature on online harm and IPV and experience reviewing case files for
research. The coding sheet was designed so that no identifiable information
was coded from helpline records. After development, a sample of helpline
cases was reviewed to refine wording and categories on the coding sheet. In
particular, sample cases were used to identify methods of engaging in abusive
behaviour. The coding sheet was then reviewed by researchers from the fields
of Psychology, Information Security and Criminology, who were part of the
larger funded project on TFIPV that included this study, and The Cyber
Helpline and modifications were made.

The coding sheet was trialled by the first author and the RAs on five
cases to assess clarity and consistency. Modifications were then made to
clarify definitions. This process was repeated twice, with RAs coding 15
cases each time and then meeting with the first author to review ratings.
This process improved agreement between the RAs and expanded the defi-
nitions and methods of abusive behaviour categories used in the coding
sheet. Finally, 100 cases were coded with the aim of expanding the methods
of abusive behaviour and finalising the coding sheet. Cases were reviewed
with the research team and The Cyber Helpline to define and classify the
methods of abusive behaviour identified. This procedure greatly increased
the number of methods identified and allowed coding of the remaining
cases to proceed without having to significantly alter the coding sheet
again.

Several coding decisions were made to increase data quality and reliabil-
ity. First, RAs recorded the abusive behaviour type decisions of the CEO and
sought clarification from the manager where multiple types were identified;
RAs did not impose their judgement. This decision was made to reflect the
substantial subject matter expertise of the helpline CEO and manager. Second,
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information reported by victims was taken as accurate. For instance, if the
victim reported that they had been catfished by a male, the perpetrator was
coded as male, while acknowledging that victims can be mistaken due to the
online nature of the relationships. Client records are based on victim report-
ing and thus necessitate the coding of information as reported by the victim,
as is the case in other types of file review studies.

Procedure

Permission to conduct the study was obtained from the authors’ university
ethics committee. RAs passed a Disclosure and Barring Service (i.e., UK
criminal record check) check prior to accessing client records. A data sharing
agreement was in place between the research team and The Cyber Helpline to
ensure data security.

RAs underwent extensive training on the data from The Cyber Helpline
and the coding procedures from the lead author. RAs completed The Cyber
Helpline online training course, which includes approximately 6.5 hrs of edu-
cation outlining the different cyber issues the Helpline responds to. Live
online training from helpline staff was also provided on the charity’s case
management system. As above, the RAs were trained in the use of the coding
sheet and practiced and refined those skills through the coding and review of
cases with the first author. Although this training improved agreement, the
helpline cases proved to be very diverse in nature, and the novelty of the
methods of abusive behaviour perpetrated meant that cases raised many
questions. This slowed and broke-up the coding process. To improve reliabil-
ity, each case was coded by two RAs, blind to each other’s ratings and the
resulting consensus ratings were used. To reach consensus ratings where dis-
agreement occurred, RAs would discuss and review the case, where disagree-
ment persisted, it was resolved in discussion with the first author. Where
required The Cyber Helpline manager and/or CEO also provided assistance,
particularly in relation to clarification of online methods of abuse and for
cases that required the addition, or clarification of, an abusive behaviour
type. Thus, all cases included in this study are the product of consensus
between extensively trained PhD-level raters and in some cases the input of
more experienced individuals.

Cases from March 20, 2019 to March 23, 2021 were coded. The dates
were selected to reflect 1 year prior to and 1 year post the first UK lockdown
for the COVID-19 pandemic. Cases spanning March 20, 2019 to March 21,
2020 will be referred to as pre-pandemic and cases spanning March 22, 2020
to March 23, 2021 will be referred to as during the pandemic.
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Data Analyses

Analyses were conducted using SPSS v. 29, IBM. Descriptive statistics,
including frequency analysis, were used to report demographic characteris-
tics, type of abusive behaviour and method of abusive behaviour perpetra-
tion. Chi-Square (where cell counts were >5) and 7-tests were used to
examine whether differences existed by relationship type and pre-pandemic
compared to during the pandemic. Missing data is reported for sample char-
acteristics. There were no missing abusive behaviour types or methods;
thus, no adjustments were required for inferential analyses.

Sample Characteristics

In some instances, sample characteristics included a substantial amount of
missing information, and some diversity markers could not be collected (e.g.,
ethnicity, socioeconomic status). This is to be expected given the applied
nature of the sample, where data was gathered by the helpline to assist vic-
tims rather than for research. Nevertheless, where high rates of missing data
exist, sample characteristics should be considered with caution. Further con-
sideration of the findings with a diversity lens is an important area of future
investigation.

Victims of TFIPV were more often female (38.8%, n=215) than male
(12.3%, n=68) or transgender (0.2%, n=1) (missing information 48.7.%,
n=270). Perpetrators were more often male (58.7%, n=325) than female
(25.6%, n=142) or transgender (0.2%, n=1) (missing information 15.5%,
n=86). Most victims were adults, over 17 (42.8%, n=237) (missing informa-
tion 53.1%, n=294). Cases were most often reported by the victim (82.3%,
n=456), not a concerned person.

In terms of relationship type, brief relationships, which constituted any-
thing from a one-night intimate encounter to short-term dating, made up
41.2% (n=228) of the sample. Ex-partners, defined as those previously in
longer-term relationships, were only slightly less frequent in the sample
(39.5%, n=219). Less common relationship types included current relation-
ships (7.9%, n=44), divorced (6.1%, n=34), separated (3.2%, n=18) and
married (2%, n=11). Relationships between perpetrators and victims were
most often online only (45.1%, n=250); however, some included face-to-
face contact (28.5%, n=158) (missing information 26.4%, n=146).
Cohabitation was rare (0.7%, n=4) (missing information 24.5%, n=136). In
line with this, most TFIPV was perpetrated entirely online (60.8%, n=337),
with 17.5% (n=97) of abusive behaviour also including an offline compo-
nent (missing information 21.7%, n=120).
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Figure 1. Frequency of helpline contact over time by presence of TFIPV
(N=4,501).

Results

Prevalence of TFIPV

Ofthe 4,501 unique cases reported to The Cyber Helpline during the 24-month
period examined, 12.3% (n=554) met the criteria for TFIPV, namely that
there was (a) an intimate relationship between the victim and perpetrator and
(b) an act of online abuse. Case frequency over time is presented by case type
(TFIPV or non-TFIPV) in Figure 1. Non-TFIPV cases (i.e., cases of online
harm that were not between intimate partners) were consistently more preva-
lent over time. An overall increase can be seen in cases over time, as would
be expected with increased public awareness of the helpline. Several spikes
in case numbers are also notable and can be accounted for by different events.
First, the spike in January 2020 coincided with a television feature on The
Cyber Helpline. Second, in July, 2020 a technical glitch meant that large
numbers of cases were uploaded to the system as if they took place on a sin-
gle day in July. Third, in January, 2021, the helpline provided training to
several agencies that act as referral sources for the charity, which would have
then increased their awareness of the charity and subsequently reporting.
Fourth, staff at the helpline noticed a seasonal increase in cases around
January each year, following the December holidays. Increased tension and/
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or abuse during the holidays may lead to a decision by victims to change
course in the new year and report problems to authorities, and is often seen in
IPV reporting (Police Service of Northern Ireland, 2023).

Prevalence of Abuse Prior to and During the Pandemic. Even after considering
these spikes in case numbers, a clear increase in cases can be seen following
the start of the pandemic and lockdown in March 2020. To investigate the
impacts of the lockdown, reports made from March 22, 2019 to March 21,
2020, pre-pandemic, are compared to reports from March 22, 2020 to March
23, 2021, during the pandemic. Pre-pandemic, a total of 663 cases, 13.3%
(n=288) of which were TFIPV, were reported to the charity, compared to dur-
ing the pandemic, where 3,838 cases, 12% (n=464) of which were TFIPV,
were reported. This equates to a 478.9% increase in cases reported to the
charity, and a 427.3% increase in TFIPV cases reported. This suggests that
the period of pandemic restrictions resulted in significantly more perpetration
of online harm generally and TFIPV. The proportion of cases reported that
were TFIPV remained the same, with about 12.3% of cases constituting
TFIPV over the two-year period.

Types of Abusive Behaviour

One type of abusive behaviour that constituted TFIPV was identified for each
case by The Cyber Helpline. Fourteen types of TFIPV abusive behaviour were
perpetrated across the 554 cases. The 14 types, along with their description and
prevalence, are presented in Table 1. To facilitate analysis, the types of abusive
behaviours were grouped into five categories reflecting a common underlying
perpetrator behaviour. Categories are presented in descending order of fre-
quency; some categories only include one type of abusive behaviour.

Abusive Behaviour by Relationship Type. The categories of abusive behaviour
were examined to determine if variation existed by victim-perpetrator rela-
tionship type. Brief relationships, lasting a few months or less (41.2%,
n=228), were compared to longer-term partnerships (50.9%, n=282). Cur-
rent relationships (7.9%, n=44) were excluded from this analysis as relation-
ship length was not recorded. Exfortion was more common in brief
relationships (78.5%, n=179) compared to long-term partnerships (10.6%,
n=30), x> (1, N=510)=240.11, p <.001, Phi=.686. Conversely, Unwanted
contact and communication were more common in long-term partnerships
(69.1%, n=195) than in brief relationships (21.1%, n=48), x> (1,
N=510)=116.91, p<.001, Phi=.479. The remaining three categories had
cell counts under five and thus could not be examined statistically.
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Unauthorised access occurred in 14.9% (n=42) of long-term and 0.4%
(n=1) of brief relationships. Device interception occurred only in long-term
partnerships (5%, n=14) as did Thefi (0.7%, n=2). Effect sizes for both sig-
nificant differences were large.!

Abusive Behaviour Prior to and During the Pandemic. The substantial rise in
cases reported to the helpline during the pandemic unsurprisingly corre-
sponded to increased frequency of abusive behaviour types during the pan-
demic (see Table 1). In fact, all but one type of abusive behaviour was more
frequently reported during the pandemic (fraud and identity theft were the
only exceptions, where the one reported case was pre-pandemic). To investi-
gate whether certain types of abusive behaviour were proportionally more
common during the pandemic, inferential statistics were used.

Of the four categories of abuse type with sufficient data to analyse, two
showed significant differences across the time periods. Extortion was more
common during the pandemic (41.4%, n=193) than pre-pandemic (28.1%,
n=24), y* (1, N=554)=6.22, p=.013, Phi=.106. Device interception was
more common pre-pandemic (5.7%, n=5) than during the pandemic (1.9%,
n=9), 2 (1, N=554)=4.23, p=.041, Phi=.09.

With respect to individual types of abusive behaviour with sufficient num-
bers to examine, three behaviours differed significantly in frequency across
the time periods. Cyberstalking was more common pre-pandemic (38.6%,
n=34), than during the pandemic (23.6%, n=110), x2(1, N=554)=8.69,
p=.003, Phi=.125. Conversely, the use of web cameras for blackmail and
sextortion was more common during the pandemic (25.5%, n=119) than pre-
pandemic (15.9%, n=14), x* (1, N=554)=3.76, p=.052, Phi=.082. Effect
sizes for significant differences across time periods were small.

Methods Used to Perpetrate TFIPV

A total of 21 methods were used by perpetrators to commit TFIPV. The meth-
ods identified were used a total of 1,193 times across the 554 cases, with an
average of 2 methods per case (M=2.15; SD=1.37, range: 1-10), 344 (63.2%)
cases involved 2 or more methods. The methods and their frequency of use in
the 554 cases are displayed in Table 2. To facilitate analysis, methods of
TFIPV were organised into four groups based on: (a) the underlying action
being taken by the perpetrator (e.g., communicating with the victim vs.
spreading information about the victim), and (b) the actions that would be
required by the helpline to assist the victim. Given the first criterion, some of
the groups are similar to abusive behaviour types. Nevertheless, there is no
exact match between TFIPV methods and abusive behaviours for two
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reasons. First, a single method can be used to perpetrate multiple abusive
behaviours. For instance, social media can be used to communicate with a
victim and to impersonate a victim. Thus, all methods of engaging in TFIPV
cannot be classed under one type of abusive behaviour. Second, abusive
behaviour types were developed and coded by the Helpline, whereas methods
of engaging in those behaviours were developed and coded by researchers, in
consultation with the helpline. As such, we were not able to impose a coding
structure that would bring both abuse types and methods in line with one
another for research purposes.

There was substantial variation in the overall frequency of method use.
The use of social media to communicate with the victim (30.7%, n=170) was
the most common individual method, followed by Remote access (28.2%,
n=156) and the use of a Fake profile (24.9%, n=138) to impersonate some-
one other than the victim.

Information was gathered regarding the type of social media used to
engage in the methods of TFIPV. Social media was used as a method of com-
munication in 30.7% (n=170) of cases. Social media was also used in seven
additional cases to facilitate other TFIPV methods, such as creating a fake
profile or facilitating extortion in Video Call Recording (e.g., a victim
reported that “the person. . . recorded it [the naked video] and uploaded it on
Instagram”). The specific social media platforms used in the 170 cases were
almost always identified (96.5%, n=164), with multiple platforms used in
20% (n=34) of those cases. When individual platforms were identified and
used (n=164), the most common was Facebook (40.2%, n=66) followed by
Instagram (21.3%, n=35), Snapchat (9.8%, n=16), Facebook Messenger
(6.1%, n=10), LinkedIn (1.2%, n=2) and TikTok (0.6%, n=1). When social
media was used as a method of contact, the nature of the contact (e.g., via
public post or direct message) was recorded. Most commonly, it was unclear
whether the use of social media had been public or private (58.2%, n=99).
Where discernible, social media use was most frequently via direct message
(30.6%, n=52), followed by public posting (8.2%, n=14) and both public
and private (2.9%, n=5).

Methods of TFIPV by Relationship Type. Independent-measures t-tests were
conducted to determine if there were differences between the method groups
and the length of the perpetrator-victim relationship. Current relationships
were again excluded as the relationship length was unknown. There was a
significant difference for method group one, #(508)=2.87, p=.004, Cohen’s
d=.92, with Communication methods occurring more frequently following a
brief (M=1.19, SD=0.69) rather than a long-term relationship (M=0.96,
SD=1.10). There was also a significant difference for method group two,
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#(508)=7.84, p<.001, Cohen’s d=.55, with Information dissemination
methods also occurring more frequently following a brief (M=0.61,
SD=0.58) rather than a long-term relationship (M=0.22, SD=0.53). Differ-
ences had large and medium effect sizes, respectively. There was no signifi-
cant difference between method group three, Technical surveillance methods,
and relationship type.

Methods of TFIPV Prior to and During the Pandemic. All TFIPV methods
increased in frequency during the pandemic, which is in line with the sub-
stantial increase in case volume. Statistical comparisons were thus made to
determine whether there was a proportional change in method use based on
the pandemic. At the method group level, three groups had sufficient sample
sizes to examine, and two were found to be significantly different across time
periods. The use of Communication methods (group one) increased signifi-
cantly during the pandemic (M=1.12, SD=0.90) compared to pre-pandemic
(M=0.78, SD=0.96), #(552)=3.23, p=.001, Cohen’s d=.91. Similarly,
Information dissemination methods (group two) were more frequently used
during the pandemic (M=0.40, SD=0.59) than pre-pandemic (M=0.19,
SD=0.43), #(552)=3.11, p=.002, Cohen’s d=.57. Differences had large and
medium effect sizes, respectively. There was no significant difference
between method group three, Technical surveillance methods.

Ten of the 21 individual TFIPV methods showed significant variation in
their presence or absence across time periods. Methods that had significant
differences are presented in Figure 2 with the prevalence of their use across
cases. Methods that were more frequently used pre-pandemic included:
Email contact (y? (1, N=554)=6.76, p=.009, Phi=.11), Remote access (>
(1, N=552)=19.57, p<.001, Phi=.188), Monitoring internet use (3> (1,
N=554)=19.20, p <.001, Phi=.186), Spyware (3> (1, N=554)=5.48, p=.02,
Phi=.099), Malware (y* (1, N=554)=4.30, p=.037, Phi=.089), and
Cameras, bugs and trackers (y* (1, N=554)=12.58, p<.001, Phi=.15).
Methods that were significantly more common during the pandemic were,
Social media (y* (1, N=554)=9.15, p=.002, Phi=.13), Phone (x> (1,
N=554)=4.13, p=.042, Phi=.086), Fake profile (y*> (1, N=554)=4.53,
p=.033, Phi=.09) and Video call recording (x> (1, N=554)=7.45, p=.006,
Phi=.116). Effect sizes were small.

Discussion

This study presents critical information about the changing nature and future
of IPV. The pandemic resulted in a sharp increase in online activities, both
good and bad. Although some activities reverted to their original state
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Figure 2. TFIPV methods that showed significant differences in proportional
prevalence prior to and during the pandemic (N =554).
*p < 05, #*p < .01, Fokp < 001,

post-pandemic, many remained online as certain practices were normalised,
and as we move forward, the use of technology will increase. Thus, the pres-
ent results are important to consider in future research and practice.

Summary of Findings

The results revealed three key findings: (a) there was a substantial increase in
the perpetration of all online harm and TFIPV during the pandemic, (b) there
is large variation in types of abusive behaviour and methods used to perpe-
trate TFIPV, and (c) both relationship type and the pandemic restrictions
impacted the types of abusive behaviour perpetrated and the methods used by
perpetrators.

The substantial increase of over 400% in TFIPV during the pandemic
recorded by The Cyber Helpline is in line with increases reported in several
countries, who had a 50% to 70% increase in IPV-related calls to police,
emergency services, shelters, and helplines (Global News Canada, 2020;
Tolan, 2020; Women’s Safety New South Wales, 2020), as well as a 950%
increase in website visits reported by Refuge (2020).
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Types of abuse identified by The Cyber Helpline and researchers were in
line with previous types of abuse recognised in the literature (Dardis &
Gidycz, 2019; Freed, et al., 2018; Woodlock et al., 2020), as well as broadly
in line with the four overarching categories identified in the introduction
(Pina et al., 2021), with cyberstalking, harassment (e.g., harassment, creating
fake profiles, outing, online reporting), IBSA (e.g., non-consensual sharing
of intimate images/revenge porn, sextortion, content for ransom), and indi-
rect non-sexual abuse (e.g., unauthorised access, device interception, fraud/
identity theft, and website theft). The reader will notice some differences in
the groupings of types of abuse in this study compared to those identified in
the literature; the present groupings were led by the commonalities in behav-
iours reported and coded in the data from the helpline, and it was deemed
important to represent the data as accurately and clearly as possible.

The Cyber Helpline data confirmed that the expected types of TFIPV were
present in the abuse reported by victims accessing their services, but also gen-
erated some novel findings regarding the length of the intimate relationship
between the perpetrator and victim. Extortion was more common in brief rela-
tionships and increased during the pandemic. This could be due to more indi-
viduals entering online relationships and engaging in online sexual behaviour
during the pandemic, which they would have otherwise done in person, thus
increasing the opportunity for extortion. It could also be the result of individu-
als losing employment and/or taking advantage of the increase in online inti-
mate encounters to make money through extortion. This suggests that in at
least some cases, length of relationship may have marked a distinction in
TFIPV motive, where TFIPV in brief relationships may have included planned
crimes for profit and in long-term relationships included more traditional
motives for IPV such as control, jealousy, revenge and wanting to maintain/
extend the relationship. Unwanted contact and communication were more
common in long-term relationships. Wanting to remain in contact with the
victim following a long rather than brief relationship could be explained by
several factors, such as a greater desire to resume the relationship or punish
the victim for a perceived wrongdoing and greater opportunity due to shared
children, belongings etc. This might also relate to the fact that cyberstalking
was proportionally more common pre-pandemic, since during the lockdown,
fewer long-term relationships may have begun due to a lack of contact with
others. Device interception only occurred in long-term relationships and
decreased during the pandemic. This TFIPV type is also facilitated by victim
knowledge as well as access to victim devices, which may account for it only
being perpetrated in long-term relationships and mostly pre-pandemic, where
perpetrators would have proximity to the victim and their devices.
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TFIPV methods identified varied in nature and frequency but were mostly
in line with methods identified in previous literature (Chatterjee et al., 2018;
Fernet et al., 2019; Harkin et al., 2020; Parsons et al., 2019). Again, group-
ings of methods were led by the data and focused on communication, dis-
semination, surveillance, and card fraud methods and advice given from the
helpline. Diverse levels of technological skill were required to use the meth-
ods identified in the data, but most commonly, limited technological skill was
required, as evidenced by the prevalence of communication through Social
media and Phone and information dissemination via Video call recording.

As with abuse types, the novelty identified in The Cyber Helpline data
pertains to the nature of the relationship between the perpetrator and victim.
Perpetrators in brief relationships were more likely to use methods that
involved communicating with or about (dissemination) the victim. Based on
the categorisation of methods, this likely represents the heightened use of
extortion by this group. Specifically, where perpetrators communicated with
victims to record video, obtain images and then make demands (i.e., black-
mail) as well as threaten victims to force the creation of more content or
threaten dissemination for monetary gain.

At the individual method level, the most common pre-pandemic methods
included Email contact, Remote access, Monitoring internet use, Spyware,
Malware and Cameras, bugs and trackers. There are several potential rea-
sons for this variation. First, some of these methods are more technically
complex than those that were used more frequently during the pandemic (i.e.,
Social media, Phone, Fake profile, and Video call recording). This may
reflect the fact that pre- and post-pandemic circumstances were markedly
different regarding remoteness and access, thereby forcing a change in meth-
ods that would have been less available during lockdown (e.g., using simpler
methods, such as social media, due to a lack of access). Second, pre-pan-
demic perpetrators who engaged in TFIPV did so as a first choice based on
their technological expertise/experience, while during the pandemic, perpe-
trators who engaged in TFIPV did so out of necessity due to a lack of contact
with victims and thus used less complex methods given their more limited
skill sets. A third potential reason for the variation is that the lockdown
increased the time that individuals spent online, and by default increased the
information they volunteered online as well as normalised certain practices
(e.g., video calls over phone calls, sexual encounters via video call). This
behaviour change increased the opportunities available to perpetrators to
exploit for use in TFIPV. Pre-pandemic perpetrators may have therefore
needed to use more complex and surveillance-based methods to access and
uncover the same level of information that was more freely available during
lockdown.
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Data from The Cyber Helpline confirms the mixed findings of previous
research with regards to gender and TFIPV. Due to missing data, we were
unable to run inferential statistics on gender, but our frequency results showed
males to more often perpetrate and females to more often be the victims of
TFIPV. This finding is very much in line with the research on IPV (Clemens
et al., 2023), and the perpetration aspect of TFIPV, where males are most
often reported as perpetrators toward both men and women (Powell & Flynn,
2023). It also aligns with some research findings showing a higher preva-
lence of victimisation among females (especially in sexual coercion and
threat) but contrasts other findings on victimisation that have shown no sig-
nificant gender differences (Brown et al., 2021; Powell & Flynn, 2023). Our
results also directly contradict the findings of Dardis and Gidycz (2019), who
found higher rates of female perpetration for less severe TFIPV (such as
monitoring and tracking) and no gender differences in perpetration for the
more severe types (e.g., IBSA, hacking, harassment). This could be explained
by the fact that the TFIPV victims who sought help from The Cyber Helpline
were predominantly female. This is in line with IBSA and the Technology
Facilitated Sexual Violence literature that shows women to be more likely to
report being impacted by their cyber-victimisation compared to men, despite
mixed findings with regards to victimisation rates between genders (Powell
& Henry, 2019, 2024). As The Cyber Helpline is a charity that helps victims
of cybercrime, and women are reported as more impacted by those crimes, it
is logical that women would be more likely to recognise their victimisation
and seek help.

Finally, most of those in the sample who reported their age were adults
(4.2% said they were <18). Also, 85% of those who sought help did so for
themselves rather than on behalf of someone else. Literature on young people
and children with mental health problems indicates that active help seeking
increases with age and that they predominantly do not seek help due to
embarrassment, difficulty recognising the problem, and an inability to deal
with the difficulty caused by the problem (Radez et al., 2021). Therefore, it is
reasonable to surmise that those who would seek The Cyber Helpline’s ser-
vices would be more likely to be adult victims recognising the abuse they are
experiencing and looking for advice on removing content or securing their
devices.

Results should be interpreted in light of study limitations. First, in August
2020 The Cyber Helpline introduced a Helpdesk to coordinate their files,
which previously had been primarily contained in email correspondence.
This was an important change to their procedures, which helped them man-
age the over 400% increase in demand. For the purposes of coding, it meant
that files were more detailed and complete after August 2020. To mitigate this
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change, The Cyber Helpline made all files available to the coders and assisted
with any queries, consulting as needed to ensure accurate coding. Nevertheless,
this change may have had an impact on pandemic comparisons. Specifically,
although spikes in reporting due to media coverage, technical difficulties or
training by The Cyber Helpline staff may have been averaged out in our year-
over-year comparisons, we cannot fully account for potential distortions that
could affect the analysis and interpretation of longitudinal trends. Second,
sample characteristics were missing in a large number of cases. This can
occur where data are collected for purposes other than research. The result is
that limited conclusions can be drawn about population characteristics and
how to target findings at specific demographic groups. This may limit the
generalisability of the results and is an important area of future research.
Relatedly, the length of current relationships was not recorded by the charity,
and thus such relationships could not be categorised as brief or long-term.
This impacted a small portion of the sample (7.9%, n=44), and coupled with
the self-selection of individuals who have decided to contact The Cyber
Helpline for assistance, only gives us information for people who either left
abusive relationships or are in the process of leaving one. This will likely
underrepresent those individuals who are still in abusive situations or unable
to seek help. This may skew the TFIPV patterns we observed and also limit
the generalisability of the results, and should be considered in future research.

Beyond the limitations outlined, there are also several strengths to this
study. As discussed previously, we examined a current and evolving issue,
thus contributing to our understanding of TFIPV and online harm. The study
involved a large and representative sample of all online harm cases reported
to The Cyber Helpline in a 2-year period. The results enabled us to examine
the impact of lockdowns and other restrictions on TFIPV and revealed unique
impacts of the pandemic on TFIPV prevalence, type and method.

Implications for Research

The results provide several points of focus for future research. In the first
instance, the terminology, definitions, and behaviours comprising TFIPV
should be harmonised and agreed upon. Our groupings of types and methods
were largely led by The Cyber Helpline data which resulted in some slight
variation compared to groupings in previous literature. Harmonisation will
result in more accurate prevalence and co-morbidity rates as well as compa-
rable research outcomes in the future.

As indicated by the differences found in both types and methods of TFIPV
by relationship type, future research on TFIPV needs to include a wide range
of relationship types to identify further differences that may assist with
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prevention and case management. Finally, given the ever-changing nature of
technology, it will be necessary to keep abreast of evolving types and meth-
ods of TFIPV and be vigilant of ways that innocuous technologies may be
used for abusive and controlling purposes.

Implications for Practice

The existence of charities, such as The Cyber Helpline, which has since the
completion of this study expanded into the USA, is a positive sign of the
recognition of TFIPV and significant support to victims. Nevertheless, more
work is required, and the results provide some suggested paths forward
related to victim and public education and victim protection. Although much
public discourse and concern about being online centres around theft and
highly technical methods, the present sample demonstrates that in the context
of TFIPV, these concerns are misplaced. The primary types of abusive behav-
iour committed by perpetrators were Unwanted contact and communication,
such as cyberstalking, Catfishing and Harassment and Extortion, often
through simplistic methods such as Social media and Video call recording.
Education that brings perceptions of TFIPV in line with the realities of perpe-
tration might help to dispel misplaced fears and help individuals to protect
themselves. For instance, victims may feel powerless against perpetrators
whom they believe to be more technologically capable. Thus, learning that
most TFIPV behaviours and methods require limited expertise may embolden
victims to take action to safeguard themselves or seek help.

The results also suggest that education could be targeted based on relation-
ship type. For instance, those in brief relationships could be targeted with
warnings about the images they share and the intimate behaviours that they
engage in online that could be recorded. For those in longer-term relation-
ships, education could focus on the access that partners have to devices, apps
and passwords and well as limiting the use of personal information in creat-
ing passwords.

With respect to victim protection, the results could be used to prioritise
professional education and develop a method checklist for victims. Police
officers should be equipped with the knowledge and confidence to recognise
types and methods of TFIPV. Being able to identify compromised accounts
and devices will assist officers in gathering evidence and responding to vic-
tims. Our findings could be used to focus training on the most common
TFIPV types and methods. Findings could also be used to develop a checklist
of all TFIPV methods that officers, charities, and victims could use to sys-
tematically check for the presence of methods across devices and accounts.
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This could help identify additional covert methods used by perpetrators that
victims are unaware of, and also help to uncover evidence.

The use of social media was the most common method employed by per-
petrators, which supports calls for additional safety provisions and platform
accountability in managing online harm by social media organisations, app
developers, and technology companies. The Online Safety Act, 2023 is a set of
UK laws that places a range of new responsibilities on social media companies
and search engines regarding user safety. Providers will need to implement
systems aimed at reducing risks for illegal activity and remove the content if
it does appear (Department for Science, Innovation and Technology, 2024).

This study shows TFIPV to be a growing problem that comprises diverse
types of abuse and methods of perpetration. TFIPV varied based on the pan-
demic and the length of the victim-perpetrator relationship. Professional and
victim education is needed to enhance victim protection. The results suggest
key areas such as dispelling myths around tech-savvy perpetrators, highlight-
ing the most common TFIPV methods and targeting education around rela-
tionship type (i.e., brief vs. long-term). Future research to identify and agree
upon types of abuse and methods, as well as definitions, is necessary to obtain
accurate prevalence rates. Continuous updates based on technological
advancement are needed and should be prioritised and captured within the
IPV literature, given the growing presence of technology in our lives.
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Note

1. Phi=.10 represents a small effect size, Phi=.30 represents a medium effect size, and
Phi=.50 represents a large effect size (Cohen, 1988). Cohen’s d can be interpreted
as small (d=.2), medium (d=.5), and large (d=.8) (Cohen, 1988).
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