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Abstract

Cascading failures are a critical factor a�ecting the operation of supply chain systems and have
received widespread attention. In real-world cases, when an enterprise fails, resources are not
evenly distributed to nearby similar enterprises. Instead, they are indirectly allocated through
adjustments based on the competition and cooperation among enterprises. Moreover, enter-
prises often withhold complete information during competition in order to gain more bene�ts.
These factors all in�uence cascading failures in supply chains. Therefore, we investigate the
resilience of cascading failures in dual-layer supply chain networks under enterprise competi-
tion with incomplete information. We propose a supply-sales dual-layer network model that
takes into account product similarity and enterprise competitiveness. Based on this model,
we develop a cascading failure mechanism that includes node competition, replacement, and
indirect neighboring load redistribution. Additionally, we incorporate the concept of enterprise
information transparency to align with real-world supply chains. Experimental results indicate
that 1) increased enterprise transparency can enhance the network's resilience to cascading
failures; 2) for suppliers, focusing on the quality rather than the quantity of cooperative sales
enterprises is more critical for resisting cascading failures; 3) compared to the sales network,
attacks on the supply network can result in a larger scale of cascading failures.

Keywords: cascading failures; supply chain; resilience; competitiveness; information
transparency

1. Introduction1

The supply chain is a networked system made up of various business entities that collaborate2

with one another. Its core activities, including the production and sale of products, are closely3

linked to the socio-economic environment and people's daily lives [1]. With the development of4

global trade and the integration of emerging technologies into traditional supply and marketing5

models, the connections between enterprises within the supply chain have become increasingly6

tighter. Due to the dynamic nature of the supply chain network and the strong interdepen-7

dencies among its members, a disruption at any point in the network can quickly spread from8

one enterprise to another, potentially leading to a widespread collapse of the entire system [2].9

This �avalanche� e�ect of continuous failure is known as cascading failure [3].10

Cascading failure is a common risk propagation mechanism in complex systems. It refers to11

the phenomenon where, after a node fails due to a disturbance or shock, its original functions12

or loads are redistributed to other nodes. If these nodes are unable to bear the additional13

burden, they may also fail in succession, ultimately triggering a chain reaction that leads to14

large-scale systemic collapse. In supply chain systems, this mechanism is typically manifested15
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as the disruption of one enterprise's operations a�ecting its upstream and downstream partners,16

thereby impacting otherwise una�ected enterprises. The disruption then spreads continuously17

through the network structure, impairing the normal operation of the supply chain. In recent18

years, cascading failure events in supply chains have been on the rise. For example, in 2023,19

armed attacks along the Red Sea shipping route forced many international cargo vessels to20

reroute, resulting in signi�cant delays. This led to port congestion and container shortages21

worldwide, especially a�ecting the Asia�Europe supply chain cycle, delaying production sched-22

ules and causing large-scale order cancellations. In 2024, the collapse of the Francis Scott Key23

Bridge in Baltimore, USA, blocked a critical port, disrupting industries such as automotive,24

energy, and logistics. The incident led to delivery delays for companies like General Motors25

and Ford, and hindered coal imports to India. Furthermore, according to the 2024 report by26

the United Nations Conference on Trade and Development (UNCTAD)[4], the global supply27

chain pressure index has remained at a high level in recent years, and many key industries28

have shown weak resilience. Therefore, the issue of cascading failure resilience in supply chain29

networks has become a widely discussed and critical topic.30

In real-world scenarios, many supply chain systems exhibit a distinct hierarchical structure.31

A typical con�guration consisting of two primary stages�supply and sales�is referred to as32

a two-tier supply chain. The upper tier is the supplier network, responsible for providing raw33

materials or components, while the lower tier is the sales network, which delivers �nished prod-34

ucts to the market. These two tiers are connected through the �ow of products, resources,35

and capital, forming upstream and downstream relationships that jointly support the coordi-36

nated operation of the supply chain. This structure re�ects clear functional division and close37

collaboration. Although enterprises at di�erent tiers are organizationally independent, they38

are functionally interdependent; at the same time, enterprises within the same tier often en-39

gage in both competition and cooperation. The division of labor and coordination mechanism40

improves resource allocation e�ciency. However, due to the tight coupling between layers,41

the failure of any single component can rapidly propagate along the upstream or downstream42

paths, resulting in broader systemic disruptions. Therefore, while two-tier supply chains bene�t43

from enhanced coordination, they also bear the inherent risk of system-wide cascading failures,44

posing signi�cant challenges to resilience.45

Existing research assumes that when an enterprise node in a supply chain fails, its load is di-46

rectly redistributed to adjacent, similar enterprises, allowing the network to continue operating.47

However, current studies often focus on the occurrence and recovery of cascading failures at the48

network level, with limited attention given to the unique market environment�characterized49

by intense competition�and its impact on supply chains. In real-world supply chains, when an50

enterprise fails, resources are not simply redistributed to nearby similar enterprises. Instead,51

they are indirectly allocated through competition and cooperation among multiple enterprises.52

In reality, when a supplier fails, the impact is �rst directly transmitted to its downstream53

cooperating sales enterprises: the originally supplied resources can no longer be maintained,54

causing supply disruptions for the associated sales enterprises. If these sales enterprises fail55

to �nd alternative sources in time, they may su�er losses due to stockouts and fall into op-56

erational crises. In this way, failures at upstream nodes propagate downstream through the57

�ow of products. During this process, the diversity of products and demand compels sales58

enterprises to consider not only the supply-demand relationship but also the competitiveness of59

other suppliers in the market. Consequently, they may choose to strengthen cooperation with60

the remaining suppliers or seek new ones to meet actual demand. A similar dynamic occurs61

when a sales enterprise fails. Therefore, an enterprise's ability to obtain redistributed resources62

from a failed partner depends not only on its own competitiveness but also on the strength63

of its relationships with cooperating partners. Moreover, in a real market, for reasons such as64

business competition, enterprises may not provide accurate information about their operational65
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status. As a result, resources released by failed enterprises during cascading failures may not66

be precisely allocated based on actual conditions. Therefore, the transparency of enterprise67

information has a signi�cant impact on the cascading failure process within the supply chain.68

Based on the aforementioned characteristics of real-world supply chains, we propose a cas-69

cading failure model for dual-layer supply chains that incorporates enterprise information trans-70

parency, node replacement, and node competition. The speci�c contributions of this work are71

as follows:72

1) We construct a dual-layer supply chain network model based on product similarity and73

enterprise competitiveness. In this model, supplier and sales enterprises form separate74

supply and sales networks, with resources �owing between the layers according to supply-75

demand cooperation relationships. The competitiveness of enterprise nodes in�uences76

the selection of substitute nodes and the redistribution of resources during the cascading77

failure process, thereby shaping the overall failure propagation within the system;78

2) Considering the heterogeneous demand and multi-supplier competition in real supply79

chain networks, we propose an �indirect neighboring� redistribution mechanism and de-80

sign a realistic cascading failure model for supply chains. In this mechanism, when an81

enterprise node fails, its upstream and downstream partners will seek new substitute82

nodes to form new links or strengthen their ties with existing cooperative enterprises,83

and the system possesses a dynamic adaptive recon�guration capability consistent with84

practical supply-demand logic;85

3) We introduced the concept of enterprise information transparency to describe the percep-86

tion bias of enterprises regarding system status under incomplete information environ-87

ments. This factor a�ects the selection of substitute nodes and the redistribution paths88

of loads, thereby in�uencing failure propagation patterns and the system's resilience to89

cascading failures. This concept aligns with the common reality of information incom-90

pleteness in competitive supply chain markets, enabling us to assess the impact of en-91

terprise information transparency on overall network performance from a system-level92

perspective.93

The remainder of this work is organized as follows: Section 2 reviews existing research;94

Section 3 introduces the dual-layer supply chain model; Section 4 provides a detailed description95

of the cascading failure model; Section 5 presents the experimental results and case studies;96

and, �nally, Section 6 concludes the work.97

2. Literature review98

Currently, many scholars have conducted research on cascading failures in supply chains99

with various structures and types. For instance, Wei et al.[5] proposed a link addition strategy100

based on ternary closure structures to enhance the cascading resilience of supply chain net-101

works under disruption propagation and interruption risks. Khaki�rooz et al.[6] constructed a102

scale-free supply chain network model and introduced entropy-based metrics and value-at-risk103

analysis to examine the cascading impacts and risk di�usion processes in disruption scenarios.104

Zhang et al.[7] introduced a cascading failure model based on underload failure to analyze the105

in�uence of node enterprises' production capacity on the propagation of cascading failures in106

supply chains. Yue et al.[8] proposed a cascading failure model of global supply networks from107

both static structural and dynamic propagation perspectives, identifying the e�ects of criti-108

cal enterprise nodes on systemic risk. Luo et al.[9] developed a cascading failure propagation109

model for hierarchical supply chains, analyzing how disruptions propagate through both verti-110

cal supply-demand relations and horizontal enterprise connections. Hossain et al.[10], based on111
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dependency theory, constructed a supply chain model to study the cascading e�ects of Indus-112

try 4.0 technology disruptions on supply chain analytics systems. Habibi et al.[11] developed113

a multi-layer supply chain network model to investigate the role of network hierarchy and con-114

nectivity in disruption propagation and their impact on resilience. Chen et al.[12] proposed115

a cascading failure model that considers node heterogeneity, exploring the risk transmission116

mechanisms under multi-attribute di�erences. Gervais et al.[13] established a multi-layer sup-117

ply chain model based on the photovoltaic industry, analyzing how disruption propagation118

paths and product diversi�cation in�uence system resilience.119

Based on the above literature review, it is clear that existing research primarily focuses120

on the e�ects of network topology and node capacity, analyzing cascading failure behavior in121

di�erent types of supply chains. However, in real-world scenarios, factors such as competition122

among enterprises and the level of information transparency also in�uence cascading failure123

behavior. Therefore, in this work, we propose a cascading failure model for supply chains that124

incorporates both enterprise competition and information transparency. To illustrate this more125

clearly, Table 1 compares and summarizes the di�erences between our proposed model and126

existing models across several aspects.127

Reference

Network

topology

structure

Node

tolerance

threshold

Multiple

failure

strategies

Dynamic

node state

Heterogeneous

demand

Node re-

placement

Multi-node

competition

Information

trans-

parency

[5] ✓ ✓
[6] ✓ ✓ ✓
[7] ✓ ✓
[8] ✓ ✓ ✓ ✓
[9] ✓ ✓ ✓ ✓
[10] ✓ ✓ ✓
[11] ✓ ✓ ✓ ✓
[12] ✓ ✓ ✓
[13] ✓ ✓ ✓

Our work ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Table 1: Comparison of the proposed model and existing models.

3. Network model128

In a supply chain, the production and sale of products fully re�ect the cooperative and129

competitive relationships among multiple enterprises. Therefore, we adopt a classic supply-130

sales structure to study the cascading failure resilience of the supply chain under enterprise131

competition with incomplete information. We divide the supply chain into two parts�supply132

network and sales network�based on product �ow, and construct a dual-layer supply chain133

model that integrates both supply and sales, grounded in complex network theory.134

3.1. Supply network135

Suppliers are the group of enterprises in the supply chain network that produce or provide136

products for sales enterprises, and the supply network is the actual network formed by this group137

of suppliers. In the supply chain network, enterprises not only have cooperative relationships138

with upstream and downstream enterprises for product supply and sales, but also establish139

competitive and cooperative relationships with similar enterprises within the same market. We140

represent supplier enterprises as nodes in the supply network, forming the node set V S = {vSi |141

i = 1, 2, 3, . . . , NS}, where NS represents the number of suppliers. The competitive-cooperative142

relationships among suppliers are represented as edges between nodes, forming the edge set143

ES = {eSi,j | i, j = 1, 2, 3, . . . , NS, i ̸= j}. The strength of the competitive relationships between144

enterprises is represented by the edge weight set W S = {wS
i,j | i, j = 1, 2, 3, . . . , NS, i ̸= j}.145

Thus, the supply network can be represented as GS = (V S, ES,W S).146
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In the supply network, the similarity of the main products among enterprises can directly147

re�ect the strength of the competitive-cooperative relationships between them. From the per-148

spective of product characteristics, even for the same type of product, the products o�ered149

by di�erent suppliers may exhibit slightly di�erent features. However, the primary struc-150

tural features that determine the basic functional attributes of the product are the same and151

are shared by products within the same category. For a given product category, we denote152

the product produced by enterprise i as Hi, with its structural attribute feature set de�ned153

as F = {F1, F2, F3, . . . , FNF}, where Fk (1 ≤ k ≤ NF) represents the k-th structural at-154

tribute feature of this category (e.g., material), and NF is the total number of structural155

attribute features. Each structural attribute feature Fk of product Hi is de�ned by a vector156

F i
k = {f ik,1, f ik,2, f ik,3, . . . , f ik,Nfk

}, where f ik,r (1 ≤ r ≤ N fk) denotes the r-th element that de-157

�nes the structural attribute feature Fk of product Hi (e.g., the proportion of various materials158

in the product), and N fk denotes the total number of elements in feature Fk. A weight set159

W F = {wF1 , wF2 , wF3 , . . . , wFNF} is assigned to the structural attribute features to indicate the160

importance of each feature in determining the product's functional characteristics. To calcu-161

late the weighted similarity of the product concerning its structural attributes, the similarity of162

each structural attribute feature should be weighted. The similarity of each speci�c structural163

attribute feature is determined by the feature elements within the sets of these features, as164

shown in Figure 1.165

Figure 1: Product feature decomposition.

Based on the similarity calculation methods in [14], [15], and [16], we de�ne a similarity166

metric for structural attribute features, denoted as SIM(Hi, Hj, Fk):167

SIM(Hi, Hj, Fk) =
αi,j

αi,j + λi,j
× 100%, (1)

where SIM(Hi, Hj, Fk) ∈ [0, 1] represents the similarity between products Hi and Hj with168

respect to the structural attribute feature Fk. A similarity of 100%, i.e., SIM(Hi, Hj, Fk) =169

1, indicates that the two products share the same structural feature and possess identical170

structural functional attributes; a similarity of 0%, i.e., SIM(Hi, Hj, Fk) = 0, indicates that171

the two products do not share any similarity in that feature. αi,j ∈ [0, 1] can be viewed as the172

baseline similarity value, which re�ects the similarity of common structural attribute elements173

between the two products, and λi,j, a binary parameter, represents the di�erence in the products174

concerning this structural attribute feature. The detailed calculation rules for (1) are as follows:175

1) If the feature element sets of products Hi and Hj for the structural attribute feature Fk176

are equal, i.e., F i
k = F j

k , then set λi,j = 0; consequently, SIM(Hi, Hj, Fk) = 1.177
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2) If F i
k ̸= F j

k , then λi,j = 1, and the similarity of the structural attribute feature is calculated178

as179

SIM(Hi, Hj, Fk) =
|F i
k ∩ F

j
k |

|F i
k ∩ F

j
k |+ γFi,j,k|F i

k \ F
j
k |+ (1− γFi,j,k)|F

j
k \ F i

k|
× 100%, (2)

where γFi,j,k ∈ [0, 1] is a tunable parameter that indicates the importance of the di�erences180

in feature Fk between products Hi and Hj; the term |F i
k ∩ F

j
k | represents the number of181

common elements between F i
k and F

j
k ; |F i

k \ F
j
k | represents the number of elements in F i

k182

that are not shared with F j
k , and |F j

k \ F i
k| represents the number of elements in F

j
k that183

are not shared with F i
k.184

Considering various structural attribute features of the products, the weighted similarity of185

structural attribute features between product Hi and product Hj can be calculated as186

SIMF
Total(Hi, Hj) =

∑NF

k=1

(
wFk × SIM(Hi, Hj, Fk)

)∑NF

k=1w
Fk

, (3)

where SIMF
Total(Hi, Hj) = 1 indicates that the structural attributes of the main products of187

enterprises i and j are identical, and SIMF
Total(Hi, Hj) = 0 signi�es that there are no similarities188

in the structural attributes of the main products of enterprises i and j, implying no competitive189

or cooperative relationship between the enterprises producing these two products. We use the190

weighted similarity of the structural attributes of the main products from supplier enterprises191

as the edge weights between the nodes of supplier enterprises, i.e., wS
i,j = SIMF

Total(Hi, Hj).192

Given the symmetry of similarity, where SIMF
Total(Hi, Hj) = SIMF

Total(Hj, Hi), the edges of the193

supply network can be represented by a symmetric adjacency matrix MS, expressed as194

MS =

 wS
1,1 · · · wS

1,NS

...
. . .

...
wS
NS,1 · · · wS

NS,NS

 , (4)

where195

wS
i,j

{
> 0, if enterprise i and j have a competitive-cooperative relationship

= 0, if enterprise i and j have no competitive-cooperative relationship
. (5)

3.2. Sales network196

The sales network consists of enterprises that procure products from suppliers and sell them197

to consumers through various channels such as distribution, wholesale, retail, and others. Sim-198

ilar to suppliers, sales enterprises also engage in both cooperation and competition with each199

other due to di�erences in market conditions and primary products. We model the sales enter-200

prises as nodes in the sales network, forming the node set V A = {vAi | i = 1, 2, 3, . . . , NA}, where201

NA represents the total number of sales enterprises. The competition and cooperation relation-202

ships among the sales enterprises are represented as edges between the nodes, forming the edge203

set EA = {eAi,j | i, j = 1, 2, 3, . . . , NA, i ̸= j}. The intensity of these competitive and cooperative204

relationships is represented by the edge weight set WA = {wA
i,j | i, j = 1, 2, 3, . . . , NA, i ̸= j}.205

Thus, the sales network can be represented as GA = (V A, EA,WA).206

Unlike suppliers, sales enterprises directly cater to a diverse range of consumers. Due to207

the diversity and personalization of consumers in the market, the products in the sales network208

should not only ful�ll basic functional attributes but also address the heterogeneous demands209
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of consumers that extend beyond these attributes. Therefore, customer demand features are210

introduced. Structural attribute features de�ne the basic functionality of the product, while211

customer demand features address diverse consumer needs and can be adjusted without a�ecting212

the core performance of the product.213

For a product category, let the product operated by sales enterprise i be denoted as214

Hi. The set of customer demand features for this product category is represented as D =215

{D1, D2, D3, . . . , DND}, where Dk (1 ≤ k ≤ ND) denotes the k-th speci�c customer demand216

feature for this category (e.g., product color composition). Similarly, each customer demand217

feature Dk can be represented by a corresponding set Di
k = {dik,1, dik,2, dik,3, . . . , dik,Ndk

}, where218

dik,r (1 ≤ r ≤ Ndk) denotes the r-th element that de�nes the customer demand feature Dk of219

product Hi (e.g., speci�c color), and Ndk represents the total number of elements in feature220

Dk. A weight set WD = {wD1 , wD2 , wD3 , . . . , wDND} is introduced to the customer demand221

features to represent the importance of each feature in meeting the heterogeneous demands of222

consumers.223

Similarly, following the similarity calculation methods in [14], [15], and [16], we compute224

the similarity of customer demand features, denoted as SIM(Hi, Hj, Dk):225

SIM(Hi, Hj, Dk) =
βi,j

βi,j + µi,j
× 100%, (6)

where SIM(Hi, Hj, Dk) ∈ [0, 1] represents the similarity between products Hi and Hj with226

respect to the customer demand feature Dk. A similarity of 100%, i.e., SIM(Hi, Hj, Dk) = 1,227

indicates that the customer demand features Dk of the two products are identical; a similarity228

of 0%, i.e., SIM(Hi, Hj, Dk) = 0, indicates that there is no similarity in the customer demand229

features Dk of the two products. β ∈ [0, 1] can be viewed as the baseline similarity value that230

considers the similarity of common customer demand elements between the two products, and231

µi,j, a binary parameter, represents the variance in customer demand features for the products.232

Therefore, the detailed calculation rule for (6) is as follows:233

1) If the feature element sets of products Hi and Hj for the customer demand feature Dk234

are equal, i.e., Di
k = Dj

k, then set µi,j = 0; consequently, SIM(Hi, Hj, Dk) = 1.235

2) If Di
k ̸= Dj

k, then set µi,j = 1; the customer demand similarity calculation method is:236

SIM(Hi, Hj, Dk) =
|Di

k ∩D
j
k|

|Di
k ∩D

j
k|+ γDi,j,k|Di

k\D
j
k|+ (1− γDi,j,k)|D

j
k\Di

k|
× 100%, (7)

where γDi,j,k ∈ [0, 1] is a tunable parameter that indicates the importance of the di�erences237

in feature Dk between products Hi and Hj; the term |Di
k ∩D

j
k| represents the number of238

common elements between Di
k and Dj

k; |Di
k \ D

j
k| represents the number of elements in239

Di
k minus the number of elements that D

j
k shares with D

i
k.240

Considering multiple customer demand features, the weighted customer demand similarity241

SIMD
Total between products Hi and Hj is calculated as242

SIMD
Total(Hi, Hj) =

∑ND

k=1

(
wDk × SIM(Hi, Hj, Dk)

)∑ND

k=1w
Dk

, (8)

where SIMD
Total(Hi, Hj) = 1 indicates that the customer demand features of the main products of243

enterprises i and j are identical, and SIMD
Total(Hi, Hj) = 0 indicates that there are no similarities244

in the customer demand aspects of the main products of enterprises i and j.245
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When determining the edge weights between sales enterprise nodes, both the structural246

attribute similarity and the customer demand similarity of the products are considered. The247

weighted similarity between products Hi and Hj can be calculated as248

SIMTotal(Hi, Hj) = δ × SIMF
Total(Hi, Hj) + (1− δ)× SIMD

Total(Hi, Hj), (9)

where δ ∈ [0, 1] is a tunable weight coe�cient that re�ects the relative importance of structural249

attribute features and customer demand features in determining the overall similarity of the250

products.251

Using weighted product similarity to represent the edge weights in the sales network, we252

have wA
i,j = SIMTotal(Hi, Hj). The edge weights in the supply network can also be represented253

by a symmetric adjacency matrix MA, expressed as254

MA =

 wA
1,1 · · · wA

1,NA

...
. . .

...
wA
NA,1 · · · wA

NA,NA

 , (10)

where255

wA
i,j =

{
> 0, if enterprises i and j have a competitive-cooperative relationship

= 0, if enterprises i and j have no competitive-cooperative relationship
. (11)

The indicator SIM measures the similarity between enterprises based on the structural256

attributes and customer demand features of their main products, thereby re�ecting the degree257

of homogeneity and the potential strength of coopetitive relationships between them. In this258

study, it is also used as the basis for determining the edge weights between nodes of the259

same type. To intuitively demonstrate the calculation process and practical signi�cance of this260

indicator, a home appliance supply chain in a speci�c region is selected as an example. Three261

enterprises, A, B, and C, are selected, all of which primarily operate refrigerators. Among them,262

A and B are production suppliers, while C is a sales enterprise. Although all three enterprises263

are engaged in the refrigerator business and may have multiple types of connections, we focus264

speci�cally on the similarity among their main refrigerator products. The structural attributes265

of refrigerators are categorized into three types: cooling method, compressor type, and energy266

e�ciency level. Customer demand is mainly re�ected in color preference and control mode.267

Table 2 presents the characteristic information of the main refrigerator products operated by268

enterprises A, B, and C.269

Taking enterprises A and C as an example, the similarity of each structural attribute of270

their products is calculated as follows:271

SIM(A,C, F1) =
0.5× 1 + 0.5× 1

0 + 0.5× 1 + 0.5× 1
= 0,

SIM(A,C, F2) =
1

1 + 0.5× 1 + 0.5× 1
= 0.5,

SIM(A,C, F3) =
1

1 + 0 + 0.5× 2
= 0.5.

Accordingly, the structural attribute similarity between A and C is272

SIMTotal
F (A,C) =

0.5× 0 + 0.2× 0.5 + 0.3× 0.5

1
= 0.250.

Similarly, the demand similarity between A and C is SIMTotal
D (A,C) = 0.667. According to (9),273
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Enterprise Main
Product

Structural
Feature F1:
Cooling
Method
(Weight 0.5)

Structural
Feature F2:
Compressor
Type
(Weight 0.2)

Structural
Feature F3:
Energy
E�ciency
Level
(Weight 0.3)

Demand
Feature D1:
Color
Preference
(Weight 0.4)

Demand
Feature D2:
Control
Function
(Weight 0.6)

A HA {Air cooling} {Inverter, Dual
inverter}

{Level 1} {White, Black,
Dark gray}

{Touch screen,
Buttons, Voice
control, APP
remote control,
WiFi smart
connection}

B HB {Direct cooling} {Inverter, Fixed-
frequency}

{Level 2, Level
3}

{White, Black,
Floral}

{Buttons,
Remote control,
APP remote
control}

C HC {Direct cooling} {Inverter, Fixed-
frequency}

{Level 1, Level
2, Level 3}

{White, Black,
Floral}

{Touch screen,
Buttons,
Remote control,
APP remote
control}

Table 2: Feature information and corresponding weights of main refrigerator products of enterprises A, B, and
C.

when δ = 0.6, the overall similarity between A and C is:274

SIMTotal(A,C) = 0.6× SIMTotal
F (A,C) + (1− 0.6)× SIMTotal

D (A,C) ≈ 0.417.

The structural attribute similarity SIMTotal
F (B,C), customer demand similarity SIMTotal

D (B,C),275

and overall similarity SIMTotal(B,C) between B and C can be calculated using the same method.276

The similarity indicators between each pair of enterprises are shown in Table 3. As can be seen,277

the main products of B and C are more similar, and thus B is more likely to be selected as a278

cooperation partner for C.279

Enterprise pair
Structural attribute

similarity
Customer demand

similarity
The weighted
similarity

(A, C) 0.250 0.667 0.417
(B, C) 0.940 0.914 0.930

Table 3: Similarity metrics of main products between enterprise pairs.

3.3. Supply-sales dual-layer network model280

The cooperative and competitive relationships among similar enterprises are re�ected by the281

similarity of their main products, while the connections between suppliers and sales enterprises282

are established through product-based supply-demand relationships, as illustrated in Figure 2.283

The supplier network and the sales network together form a two-tier structure, in which circular284

nodes represent suppliers and square nodes denote sales enterprises. Di�erent colors indicate285

variations in the core products operated by each enterprise. The colored pentagons represent286

product features, with each product de�ned by a combination of multiple features. Due to287

the heterogeneity of product features, enterprises may exhibit varying degrees of similarity or288

di�erence in their primary business focus.289

In practice, the cooperative relationship between suppliers and sales enterprises can be290

summarized as a supply-demand relationship. From a market perspective, this cooperative291

relationship is the result of bilateral selection:292
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Figure 2: Supply-demand relationships for products in supply-sales dual-layer supply chains. (Note: Circular
nodes represent suppliers, square nodes denote sales enterprises, and node colors indicate di�erences in their
core product features.)

Suppliers, as product providers in this relationship, prioritize collaboration with sales en-293

terprises that are large, in�uential, and high-status. For sales enterprises, a broader product294

range, larger customer base, and more sales channels indicate stronger market survival and295

greater in�uence. Therefore, we use the sum of product similarities between a sales enterprise296

and other sales enterprises to represent the in�uence of a sales enterprise, de�ning the in�uence297

of sales enterprise i as298

IF i =
∑
j∈Ωi

wA
i,j, (12)

where Ωi is the set of intra-layer neighboring nodes of node i.299

As the consumer side of this cooperative relationship, sales enterprises have di�erent value300

assessments for di�erent collaborating enterprises. In this context, how to develop pro�t strate-301

gies and select high-quality cooperative customers, based on internal structural costs and exter-302

nal market demands, to enhance overall competitiveness is a critical issue that suppliers need303

to consider. We categorize the production and operational processes of supplier enterprises304

into two main types: recycling and remanufacturing, and traditional production processes. We305

introduce decision variables and parameters related to these processes.306

The recycling and remanufacturing process is primarily divided into two steps:307

Step 1: Recovering products from customers and extracting the usable quantity of raw mate-308

rials, denoted as INj, from the recovered products.309

Step 2: Transporting TQj quantity of recovered materials to the production center for sec-310

ondary use.311

The production process consists of four steps:312

Step 1: Procuring the necessary raw materials j from raw material suppliers, with a procure-313

ment quantity of Sj.314

Step 2: Selecting a speci�c production mode k to produce a quantity MQk,p of product p at315

the production center.316

Step 3: Transporting a portion of the produced SIp quantity of products from the production317

center to the warehouse.318
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Step 4: After the products are sold, transporting them from the warehouse to customers, with319

an outgoing product quantity of SOp and a remaining raw material inventory of Mj.320

The production and operational process of supplier enterprises is illustrated in Figure 3.321

Figure 3: The production and operational process of supplier enterprises.

Assuming that the total quantity of products is P , the total quantity of materials is J ,322

the total quantity of production modes is K, the market demand for product p is Dp, the323

selling price of product p is SLp, the unit procurement cost of raw material j is CPj, the unit324

production cost of product p using production mode k is Ck,p, the unit transportation cost325

from the production center to the warehouse for product p is TCp, the unit conversion cost of326

material j from the recycling center to the production center is TMj, the unit storage cost of327

material j at the recycling center is HOj, the unit inventory storage cost for product p is HWp,328

and the average cost of work-in-process (WIP) for the enterprise is HCj.329

Based on the above variables, the enterprise's pro�t and various costs can be calculated as330

follows:331

� Sales Revenue: SA =
∑P

p=1 SLp ×Dp332

� Production Cost: PC =
∑P

p=1

∑K
k=1Ck,p ×MQk,p333

� WIP Cost: HC =
∑J

j=1HCj ×Mj334

� Inventory Cost: HW =
∑P

p=1HWp × SOp335

� Procurement Cost: CP =
∑J

j=1CPj × Sj336

� Transportation Cost: TC =
∑P

p=1 TCp × SIp337

� Conversion Cost: TM =
∑J

j=1 TMj × TQj338

� Recycling Storage Cost: HO =
∑J

j=1HOj × INj339

By deducting various costs from the revenue, the pro�t of the supplier enterprise can be340

calculated as341

PF = SA− PC −HC −HW − CP − TC − TM −HO. (13)

For supplier enterprises, improving comprehensive competitiveness requires not only in-342

creasing pro�ts but also enhancing the quality and quantity of cooperative customers, which is343
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positively correlated with their stability in the supply chain network. Based on this, we de�ne344

the supply competitiveness of an enterprise i as345

CM i = η

(
PF i∑

j∈V S PFj/N
S

)
+ ξ

(∑
k∈Γi

IF k/NΓi∑
k∈V A IFk/N

A

)
+ (1− η − ξ)

(
Qi∑

j∈V S Qj/NS

)
, (14)

where CMi represents the supply competitiveness of supplier enterprise i, PFi denotes the346

pro�t of supplier enterprise i, Γi represents the set of cross-layer neighboring nodes of node i,347

IFk indicates the in�uence of sales enterprise k, and Qi signi�es the number of sales enterprises348

with which supplier enterprise i has a cooperative relationship. η ∈ [0, 1] and ξ ∈ [0, 1] are349

tunable parameters, representing the supplier's emphasis on its own pro�t and the quality of350

cooperative sales enterprises, respectively.351

The cooperative relationships between supplier and sales enterprises are represented as352

cross-layer edges, with weights re�ecting the cooperation strength, positively correlated with353

the in�uence of sales enterprises and the supply competitiveness of suppliers. The cross-layer354

edge weight is de�ned as355

wC
i,j =

{
CM i × IF j, if enterprise i and j have a cooperative relationship

0, if enterprise i and j have no cooperative relationship
. (15)

The cross-layer edges between the supply network and the sales network can be represented by356

a symmetric adjacency matrix MC, expressed as357

MC =

 wC
1,1 · · · wC

1,NA

...
. . .

...
wC
NS,1 · · · wC

NS,NA

 . (16)

Since both the similarity that determines edge weights and the strength of cooperative rela-358

tionships are symmetric, we assume that edges in this dual-layer network are undirected. For359

clarity, Figure 4 provides an example of a dual-layer supply chain network model, and Table 4360

summarizes the notations used in the network model and the cascading failure model.361

Figure 4: Example of a dual-layer supply chain network model.
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Notations Descriptions

GS ; GA Supply network; sales network

V S ; V A Set of supplier nodes; set of sales enterprise nodes

ES ; EA Set of edges between supplier nodes; between sales enterprise nodes

WS ; WA Set of edge weights between supplier nodes; between sales enterprise nodes

NS ; NA Total number of nodes in the supply network; in the sales network

F ; D Set of product structural attribute features; set of customer demand features

NF ; ND Number of product structural attribute features; number of customer demand features

f ; d Structural attribute features element; customer demand feature element

WF ; WD Set of weights for structural attribute features; set of weights for customer demand
features

α; β Weight of structural similarity; weight of demand similarity

λi,j ; µi,j Edge stability between nodes i and j; cooperation strength between nodes i and j

MS ; MA; MC Adjacency matrix of the supply network; adjacency matrix of the sales network; cross-
layer adjacency matrix of the dual-layer supply chain network

wC
i,j Cross-layer edge weight between supplier enterprise i and sales enterprise j

δ Weight of structural similarity in the total similarity score

CMi; PFi; IFk; Qi Supply competitiveness of supplier i; pro�t of supplier i; in�uence of sales enterprise
k; number of cooperative sales enterprises of supplier i

INj ; TQj ; Sj ;
MQk,p; SIp; SOp;
Mj

Recovered raw materials; quantity of transported recovered materials; procured raw
material j; product p under mode k; quantity to warehouse; quantity sold; remaining
inventory of raw material j

P ; J ; K; Dp; SLp;
CPj ; Ck,p; TCp;
TMj ; HOj ; HWp;
HCj

Total number of products; raw materials; production modes; market demand and
selling price of product p; unit procurement cost of raw material j; unit production
cost of product p under mode k; unit transportation cost of product p to warehouse;
unit conversion and storage cost of material j; unit inventory cost of product p;
average work-in-process cost for material j

SA; PC; HC;
HW ; CP ; TC;
TM ; HO

Total sales revenue; total production cost; work-in-process cost; inventory cost of
products; procurement cost of raw materials; transportation cost of products to ware-
house; conversion cost of recovered materials; storage cost of recovered materials

η; ξ Weight of supplier's own pro�t; weight of cooperative sales enterprise quality

Ωi; Γi; Φj ; Ψj ; Πj,i Set of intra-layer neighbors of node i; cross-layer neighbors of node i; same-layer
indirectly failed neighbors of node j; cross-layer failed suppliers of sales node j; re-
placement suppliers found by node j for failed supplier i

φi; ψi Eigenvector centrality of node i in the intra-layer and cross-layer network, respectively

zS ; zC The largest eigenvalue of the intra-layer adjacency matrix MS ; the largest eigenvalue
of the cross-layer adjacency matrix MC .

Cmax
i ; Cmin

i The upper limit of the load that node i can withstand; the lower limit of the load
that node i can withstand.

σ; τ Tunable parameters indicating an enterprise's tolerance for overload risk; tunable
parameters indicating an enterprise's tolerance for underload risk.

RAi; Li Load loss ratio of node i; actual load of node i

HCCIi,j Horizontal Competition-Cooperation Index between enterprise j and i

PS
i,j ; P

A
i,j Probability of selecting node j as a replacement for failed node i in the supply network;

in the sales network

∆Li,j,k; ∆Li,j ; Additional load received by same-layer node j from failed node i via node k

Li,k Load to be redistributed from node i through intermediary node k

∆LθS
j ; ∆LθS

i,j ;

∆LθS
i,j,k

Total additional load on node j from all same-layer indirectly adjacent failed nodes;
from node i to node j; from node i to node j via node k, all considering supplier
information transparency

Table 4: Notations in the system model and cascading failure model.
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4. Cascading failure model362

In this Section, we introduce the details of the cascading failures in the proposed dual-layer363

supply chain model.364

4.1. Initial load365

In a supply chain, the �ow of products and the operations of enterprises are in�uenced by the366

combined e�ects of material �ow, capital �ow, and information �ow. Therefore, similar to most367

studies on supply chain resilience, we refer to these �ows as �resource �ows.� For enterprises, the368

higher the quality of their partners and the better the cooperation, the more signi�cant their369

role becomes in the network, meaning they bear a greater �ow of resources. This is consistent370

with the concepts of node degree and eigenvector centrality. Hence, we propose a de�nition of371

initial load that integrates both node degree and eigenvector centrality:372

Li(0) =
∑
j∈Ωi

(kini k
in
j )

φi +
∑
j∈Γi

(kCi k
C
j )

ψi , (17)

where Li(0) denotes the initial load of node i; kini is the intra-degree of node i, representing373

the number of edges within the same layer; kCi is the cross-degree of node i, representing the374

number of edges connecting di�erent layers; and φi and ψi represent the eigenvector centrality375

of node i in the intra-layer and cross-layer network dimensions. In the context of the supply376

chain network, the eigenvector centrality of an enterprise can be understood as re�ecting the377

positive impact of its cooperative partners' resources on its own resources. For supply network378

node i as an example, the value of φi is calculated by379

φi =
1

zS

∑
j∈Ωi

wS
i,jφj, (18)

where zS is the largest eigenvalue of the edge adjacency matrix MS for node i within the supply380

network. For sales network nodes, a similar calculation applies. The eigenvector centrality of381

node i in the cross-layer dimension is calculated as382

ψi =
1

zC

∑
j∈Γi

wC
i,jψj, (19)

where zC is the largest eigenvalue of the cross-layer edge adjacency matrix MC for node i in383

the dual-layer network.384

4.2. Load capacity385

In the proposed dual-layer supply chain network model, we consider both overload and386

underload failure scenarios. For suppliers, receiving orders that exceed their production capacity387

can lead to failure due to factors such as insu�cient capacity, goods accumulation, or cash �ow388

issues. For sales enterprises, purchasing quantities that exceed their sales capacity may result389

in failure due to insu�cient market demand or inventory backlog. We refer to these situations390

as overload failures. On the other hand, suppliers may face failure risks due to cash shortages391

caused by insu�cient orders, while sales enterprises may experience operational issues from392

product shortages if their procurement quantities are too low. We refer to these situations393

as underload failures. This implies that the load on enterprise nodes must remain within an394

acceptable range, and deviations above or below this range will lead to failure. We assume that395

an enterprise's load-bearing capacity is positively correlated with its scale, meaning the upper396

and lower load limits of a node are proportional to its initial load. Based on this assumption,397
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we de�ne the upper and lower load capacity limits for nodes in the network as follows:398

Cmax
i = (1 + σ)Li(0), (20)

399

Cmin
i = (1− τ)Li(0), (21)

where Cmax
i represents the upper limit of the load that the node can withstand, and Cmin

i400

represents the lower limit; σ ∈ [0, 1] and τ ∈ [0, 1] are tunable parameters that re�ect an401

enterprise's ability to withstand risks arising from �uctuations in its load.402

Existing research on node-level cascading failures mostly assumes that nodes operate nor-403

mally within an acceptable load threshold and fail immediately when their load exceeds or falls404

below a certain range [17, 18]. However, this work argues that enterprises typically possess a405

certain level of self-regulation to cope with operational �uctuations. For example, when experi-406

encing poor performance, an enterprise does not immediately cease operations. Instead, it may407

scale down its activities�such as by rejecting some orders or reducing its purchasing volume408

of raw materials�to maintain basic functionality. In our model, node states are dynamic, re-409

ferred to as dynamic node state, which aligns with the gradual failure characteristics exhibited410

by enterprises during the cascading failure process. Unlike the traditional binary classi�cation411

of node states as either �functional� or �failed,� the model developed in this paper allows nodes412

to adjust their operational scale in response to load �uctuations, thereby delaying or avoiding413

complete failure. In this framework, node state transitions are not instantaneous but evolve414

dynamically based on load levels. A node remains functional as long as its load stays within415

its upper and lower capacity limits. As the load approaches these thresholds, the enterprise416

begins to experience partial performance degradation, manifested as weakened ability to absorb417

or release load. A node only completely fails�and loses all functional capacity�when its load418

fully exceeds the tolerable range. Based on this mechanism, we de�ne the load loss ratio of419

node i as calculated by420

RAi(t) =

{
1, Li(t) < Cmin

i or Li(t) > Cmax
i

Cmaxi −Li(t)

Cmaxi −Cmini
, Cmin

i ≤ Li(t) ≤ Cmax
i

, (22)

where Li(t) denotes the load of node i at time t. (22) captures the evolutionary process of421

the node state as a function of load: within the tolerable range, the load loss rate dynamically422

adjusts with variations in the load; once the load exceeds the acceptable bounds, the node fails423

immediately, and the load loss rate reaches 100%.424

4.3. Cascading failure mechanism425

4.3.1. Failure process considering indirectly adjacent failures426

In real-world supply chain scenarios, when an enterprise shuts down or loses orders, the427

resource �ow may not directly pass to all its competing and cooperating enterprises. Instead, it428

�rst a�ects its downstream partners, and through adjustments in the new cooperation model by429

these downstream enterprises, the impact is indirectly transmitted to other similar enterprises,430

as shown in Figure 5. To address this, we propose a cascading failure mechanism that considers431

indirectly adjacent failures. In this mechanism, the load redistribution caused by cascading432

failures in the supply chain network takes into account cross-layer connections, with the path433

of load redistribution determined by the neighboring nodes of the failed node.434

In our proposed cascading failure mechanism, the process unfolds as follows: when a supplier435

enterprise fails, the sales enterprises that have a cooperative relationship with it will lose part436

of their product supply. To maintain their operational scale, they will increase orders from437

other cooperating suppliers or choose new suppliers. In this way, the load from the failed438

enterprise is transferred to similar enterprises, leading to an increase in their load. This process439
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Figure 5: Failure propagation process among indirectly adjacent nodes.

continues until the sales enterprise cannot �nd a suitable new supplier and is forced to reduce440

its product operations in accordance with the supply ratio, entering an underloaded state. The441

process is similar when a sales node fails. As this process repeats, it continues until a large-scale442

node failure occurs within the network, leading to a loss of network functionality, or until the443

propagation of failures is absorbed by the network and stops, concluding the cascading failure.444

According to the cascading failure process described above, we propose that when enterprise445

node i fails at time t for certain reasons, the load originally carried by it will be redistributed446

to other nodes at the same layer, but in a manner di�erent from traditional approaches. We447

introduce the concept of same-layer indirect adjacency: if node i has a cross-layer adjacent448

node k, and node k's cross-layer adjacent node j is at the same layer as node i, then node i449

and node j are considered indirectly adjacent. The proposed load redistribution mechanism450

includes two components: intra-layer indirect adjacency redistribution and cross-layer propor-451

tional adjustment redistribution. The �owchart of the cascading failure mechanism is shown in452

Figure 6.453

Figure 6: Cascading failure mechanism of dual-layer supply chain under enterprise competition.

4.3.2. Replacement node selection454

In the case of supply shortages, sales enterprises will choose new suppliers to replace the orig-455

inal failed supplier and establish new cooperative relationships. When selecting a replacement456

supplier, the primary consideration for the sales enterprise is to compensate for the products457
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that share similar structural attributes. Therefore, we introduce the Horizontal Competition-458

Cooperation Index (HCCI) to measure the resource proportion of enterprises operating similar459

products to those of the already failed enterprises. The HCCI of enterprise j relative to the460

failed enterprise i is de�ned as461

HCCI i,j =
SIMF

Total(Hi, Hj)∑
j∈Ωi

SIMF
Total(Hi, Hj)/NΩi

, (23)

where NΩi
denotes the number of nodes in Ωi.462

In a market environment characterized by heterogeneous demand and multi-supplier com-463

petition, in addition to the HCCI, the remaining load margin that supplier t can bear at time464

t and its own competitiveness will also in�uence the sales enterprise's choice of replacement465

suppliers. Sales enterprises tend to prefer collaborating with suppliers that have su�cient load466

capacity and strong competitive abilities. Therefore, the probability P S
i,j of selecting supply467

network node j as a replacement for the failed supply network node i is de�ned as468

P S
i,j =

RLj∑
k∈V S RLk/N

S
× CM j∑

k∈V S CMk/NS
×HCCI i,j. (24)

Similarly, the probability PA
i,j of selecting sales enterprise node j as a replacement for failed469

sales enterprise node i is de�ned as470

PA
i,j =

RLj∑
k∈V A RLk/N

A
× IF j∑

k∈V A IF k/NA
×HCCI i,j. (25)

The remaining load capacity of node i at time t, denoted as RLi(t), is calculated as471

RLi(t) = Cmax
i − Li(t). (26)

4.3.3. Cascading failure propagation within the same-layer network472

Assume that at time t, supply network node i fails. At time t+1, the cross-layer neighboring473

node k of node i must �nd a new supplier node. If a suitable replacement node j is found, a474

new edge is established between node k and j; otherwise, no new edge is formed. The load lost475

by node i will be redistributed through node k to its cross-layer adjacent nodes, namely the476

indirectly adjacent nodes of node i. Furthermore, the stronger the collaboration between node477

k and its neighbors, and the greater the proportion of similar resources shared with node i, the478

more load will be redistributed to those nodes. Thus, the additional load ∆Li,j,k received by the479

same-layer indirectly adjacent node j of the failed node i, via node i's cross-layer neighboring480

node k, is given by481

∆Li,j,k =
wC
k,j∑

r∈Γk
wC
k,r

× Li,k, (27)

where Li,k denotes the amount of load redistributed from node i via node k, which can be482

calculated as483

Li,k =
wC
i,k∑

r∈Γi
wC
i,r

× Li ×RAi. (28)

Finally, the total additional load ∆Li,j received by node j from node i is given by484

∆Li,j =
∑
k∈Γi

∆Li,j,k. (29)
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In actual supply chain networks, when enterprises compete, they may not provide accu-485

rate information about themselves in order to gain cooperative bene�ts. Since the information486

provided by the enterprises directly a�ects the cooperative relationships between them, we487

introduce the concept of transparency in enterprise information within both the supply and488

sales networks, denoted as θS and θA, respectively. These variables measure the impact of489

the incomplete information provided by enterprises on the network during competition in the490

supply chain. Speci�cally, information transparency re�ects the degree to which an enter-491

prise truthfully discloses its operational status in the context of competition and cooperation.492

This includes, but is not limited to: current load levels, remaining capacity (such as inventory493

and production capability), cost-bene�t information of products and services, delivery perfor-494

mance capability, and the strength of historical cooperation with upstream and downstream495

enterprises. A higher level of information transparency enables enterprises to identify suitable496

substitute nodes based on more accurate and comprehensive information, thereby facilitating497

rational load redistribution and e�ectively mitigating the impact of node failures. In contrast,498

lower transparency may lead to biased perceptions, resulting in erroneous substitution deci-499

sions and imbalanced resource allocation, which in turn ampli�es the failure e�ect. Building500

on this, we propose a method for calculating load distribution under conditions of incomplete501

information:502

∆LθSi,j,k =
(wC

k,j)
θS∑

r∈Γk
(wC

k,r)
θS

× Li,k, (30)

where θS ∈ [0, 1] represents the transparency of supplier enterprise information. ∆LθSi,j,k denotes503

the additional load that the same-layer indirect adjacent node j receives from node i via node504

k after considering the transparency of enterprise information. When θS = 1,505

∆LθSi,j,k = ∆Li,j,k. (31)

This indicates that the enterprise information is completely transparent, resulting in the same506

distribution outcome as when the transparency of enterprise information is not considered.507

When θS = 0,508

∆LθSi,j,k =
1

NΓk

∆Li,j,k, (32)

where NΓk
represents the number of cross-layer neighboring nodes of node k, and (32) indicates509

that when the information required by the enterprise is completely missing, the load loss of510

node i is evenly distributed among its indirectly adjacent nodes via cross-layer neighboring511

nodes. Finally, the total additional load ∆LθSi,j received by node j from node i, considering512

enterprise information transparency, is calculated by513

∆LθSi,j =
∑
k∈Γi

∆LθSi,j,k. (33)

Thus, considering incomplete enterprise information, the additional load ∆Lj received by node514

j from all its same-layer indirectly adjacent failed nodes at time t is calculated as515

∆LθSj (t) =
∑
i∈Φj

∆LθSi,j(t), (34)

where Φj denotes the set of same-layer indirectly adjacent failed nodes of node j. Furthermore,516

the load of node j at time t+1 is the sum of the load from the node at time t and the additional517

load it receives, de�ned as518

Lj(t+ 1) = Lj(t) + ∆LθSi,j(t). (35)
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At this point, if Lj > Cmax
j , meaning that the load on node j exceeds its capacity limit,519

the node will become overloaded and fail, entering a new round of load redistribution. Such520

cascading failures will spread throughout the network. The cascading failure process in the sales521

enterprise network, along with redistribution and the use of the transparency of sales enterprise522

information θA, follows similar rules to those mentioned above, so it will not be elaborated523

upon here.524

The redistribution mechanism de�ned in (30)�(35) indicates that the proposed model ac-525

counts for the resource reallocation process under conditions of information opacity, exhibiting526

a disturbance ampli�cation pattern similar to the bullwhip e�ect. Traditionally, the bullwhip527

e�ect refers to the phenomenon where downstream demand information is progressively am-528

pli�ed as it propagates upstream in a supply chain, ultimately causing severe �uctuations for529

upstream enterprises. Although the cascading failure in this study shares certain similarities,530

its root cause does not lie in inaccurate market demand forecasts. Instead, it arises from irra-531

tional redistribution of the failed node's load under incomplete information. When a node fails,532

its remaining load is allocated to candidate substitute nodes within the network. Under low533

transparency, enterprises may misjudge the capabilities and status of their partners, resulting534

in the formation of suboptimal connections and ine�cient redistribution. Such misallocations535

distort the balance of resource allocation, amplifying what could otherwise have been a locally536

absorbable disturbance, and triggering further node failures that eventually lead to cascading537

failures. Therefore, the �bullwhip-like e�ect� demonstrated in this model is not a result of tra-538

ditional supply-demand volatility, but rather a structurally induced ampli�cation mechanism539

caused by information opacity and misallocation of resources.540

4.3.4. Cascading failures between dual-layer networks541

After a node fails in the supply network GS, the corresponding load changes will be trans-542

mitted to the sales network GA through cross-layer connections, due to the product supply and543

demand relationship. Assuming that supplier node i fails at time t, if its cross-layer neighboring544

node j cannot �nd a new supplier to provide similar products, or if the replacement cannot545

fully compensate for the amount previously provided by node i, i.e.,
∑

m∈Πj,i

RLm(t) < Li,j(t−1),546

where Πj,i represents the set of replacement nodes that node j has found for the failed node547

i. If no suitable replacement supplier is found, sales enterprise node j must adjust its product548

operating volume based on the current situation, leading to a decrease in load. The amount of549

load lost by node j is related to the proportion of products provided by various suppliers and550

is calculated by551

∆Li,j(t) =

(
wCi,j∑

k∈Γj(t−1)w
C
k,j

−
∑

m∈Πj,i(t)
wCm,j∑

k∈Γj(t)
wCk,j

)
× Lj(t), (36)

where ∆Li,j(t) represents the change in load for node j at time t; Γj(t) represents the set552

of cross-layer neighboring nodes of node j at time t; Πj,i(t) is the set of replacement nodes553

that node j seeks to replace node i at time t. When ∆Li,j(t) > 0, sales node j experiences a554

decrease in load due to the loss of su�cient supply cooperation relationships. However, when555

∆Li,j(t) ≤ 0, the cooperation relationship established between sales node j and replacement556

supplier node m may even be stronger than the original cooperation relationship with the557

failed supplier node i. In this case, node j can be considered to have occupied some of the558

other cooperative resources of replacement node m, and as a result, the load on node j does559

not decrease but may even increase. Thus, the load ∆Lj lost by node j due to all its cross-layer560
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failed nodes at time t is calculated as561

∆Lj(t) =
∑
i∈Ψj

∆Li,j(t), (37)

where Ψj denotes the set of cross-layer failed nodes of node j. Similarly, the load of node j at562

time t+ 1 is updated by subtracting the lost load, expressed as563

Lj(t+ 1) = Lj(t)−∆Lj(t). (38)

At this point, if Lj < Cmin
j , meaning that the load on node j is below its capacity threshold, the564

node will experience an underload failure and enter a new round of load redistribution. Such565

cascading failures will then spread within the dual-layer network. The process of cascading566

failure propagation from the sales network to the supply network is similar and will not be567

elaborated upon here.568

4.4. Example of cascading failure process569

To facilitate understanding of the speci�c process of cascading failures in the dual-layer570

supply chain, this section presents the cascading failure propagation process of a dual-layer571

supply chain network through Figures 7(a) to (f). The upper-tier supply network consists of 12572

nodes, while the lower-tier sales network consists of 9 nodes. The cascading failure process in573

this network occurs as follows: Assume that the upper-tier supplier node vS5 fails, as shown in574

Figure 7(a). After vS5 fails, its cooperating nodes v
A
3 and vA5 will transfer the relevant resources to575

other suppliers. This means that vS5 's load is passed through its cross-layer adjacent cooperating576

nodes vA3 and vA5 to their suppliers, vS4 and vS6 , resulting in an increase in the loads of vS4 and577

vS6 . At the same time, v
A
2 and vA5 will search for new suppliers to replace vS5 . Suppose v

A
5 �nds578

a replacement node, vS8 , and establishes a new cross-layer cooperation edge (blue arrow). vS8 ,579

as the new supplier for vA5 , will also receive part of the load, leading to an increase in vS8 's load,580

as shown in Figure 7(b). At this point, node vS6 receives too much load, exceeding its capacity581

limit, and enters overload failure. This failure will a�ect its cross-layer adjacent cooperating582

nodes, vA3 and vA5 . Since no suitable replacement node can be found to compensate for the583

load, vA3 and vA5 are forced to reduce their loads, as shown in Figure 7(c). Due to the underload584

failure of vA3 and vA5 , their cooperating nodes, vP4 and vP8 , experience a decrease in load, as585

shown in Figure 7(d). vS4 and vS8 undergo underload failure. As the remaining suppliers cannot586

compensate for the load, the load on vA1 also decreases proportionally. Meanwhile, vA6 �nds a587

replacement node, vS9 , and transfers its load to cooperating supplier nodes vS7 and vS9 , resulting588

in an increase in the loads of vS7 and vS9 . v
A
7 also transfers part of its load to vS10, causing v

S
10's589

load to increase, as shown in Figure 7(e). vA1 experiences underload failure, while vS7 and vS10590

experience overload failure. At this point, node vA4 has di�culty �nding a replacement for its591

only supplier node, vS7 , and is on the verge of failure. vS2 also struggles to �nd a replacement592

sales node for its only sales node, vA1 , and is about to fail. vS9 also experiences a decrease in593

load due to supplier failures. However, vS1 �nds a replacement sales node, v
A
2 , which causes vA2 's594

load to increase, as shown in Figure 7(f). At this point, only 6 fully functioning nodes remain595

in the network, and we consider the supply chain network to be severely damaged.596

5. Experimental results597

5.1. Experimental setup598

The data used to construct the dual-layer supply chain topology is derived from a real-world599

automotive supply chain case [19, 20, 21]. Based on this, we construct a dual-layer supply600

chain network consisting of 30 supplier nodes and 55 sales enterprise nodes, with average node601
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Figure 7: Example of cascading failure process in a dual-layer supply chain under enterprise competition.

degrees of 4.3 in the supplier network and 5.5 in the sales network. The product feature set for602

each enterprise node is generated from publicly available business data [22, 23], enabling the603

calculation of product similarity and the determination of edge weights among same-layer nodes.604

Figure 8 shows the network structure, where yellow and blue circles represent supplier and sales605

nodes, respectively. We further conducted a structural analysis of the network and performed606

comparative validation against similar real-world cases, which con�rmed the practicality and607

representativeness of the constructed model as a dual-layer supply chain network.608

Figure 8: Experimental case network structure.
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5.2. Cascading resilience metrics609

In the simulation experiments, we introduce two triggering strategies for cascading failures:610

single-point attacks and multi-point attacks. In the single-point attack strategy, we sequentially611

select individual nodes from the network to attack and observe the resulting changes in the612

network. By normalizing all possible single-point attack scenarios in both the supply network613

and the sales network, we de�ne the cascading reliability of the supply chain system under the614

single-point attack strategy as follows:615

RSingle
S =

∑
i∈V S (N

i
S +N i

A)

NS(NS +NA)
, (39)

616

RSingle
A =

∑
i∈V A (N

i
S +N i

A)

NA(NS +NA)
, (40)

where RSingle
S represents the cascading resilience of the dual-layer supply chain network under617

single-point attacks in the supply network; N i
S and N

i
A denote the number of surviving nodes in618

the supply network and sales network, respectively, after the removal of enterprise node i from619

the network. RSingle
S quanti�es the average node survival rate of the supply chain network under620

single-node failure scenarios in the supplier network. Its value re�ects the cascading resilience621

of the system. Speci�cally, a higher RSingle
S indicates that most nodes in the network remain622

functional under single-point attacks, suggesting that the system possesses strong resistance to623

disturbances and cascading failures, i.e., high cascading resilience. In contrast, a lower RSingle
S624

implies that node failures trigger wider cascading failures, indicating a more fragile system.625

Similarly, the cascading resilience of the sales network under single-point attacks is measured626

by RSingle
A , which follows the same de�nition logic. We use RSingle

S and RSingle
A as resilience627

indicators to assess the two-tier supply chain system's ability to maintain overall functionality628

under single-node failure scenarios. Under this attack strategy, there is no need to consider629

the selection of speci�c attack targets; therefore, we adopt single-point attacks to explore the630

impact of various modeling parameters on the network's cascading resilience.631

In the multi-point attack strategy, we select multiple nodes in the network, accounting for a632

proportion q, to render them ine�ective and observe the cascading failure process of the network.633

Speci�cally, considering the characteristics of both intra-layer and cross-layer relationships in634

the constructed dual-layer supply chain network model, we adopt the following three attack635

strategies:636

� Intra-layer Degree Attack (IDA): Nodes are removed from the network in descending637

order based on their intra-layer degree.638

� Cross-layer Degree Attack (CDA): Nodes are removed from the network in descending639

order based on their cross-layer degree.640

� Load-based Attack (LA): Nodes are removed from the network in descending order641

based on their load.642

We de�ne the cascading resilience of the supply chain system under the multi-point attack643

strategy as follows:644

RMulti
S =

N q
S,S +N q

A,S

NS +NA
, (41)

645

RMulti
A =

N q
S,A +N q

A,A

NS +NA
, (42)

where N q
S,A denotes the number of surviving nodes in the supply network after removing a646

proportion q of nodes from the sales network. Similarly, N q
S,S, N

q
A,S, and N q

A,A are de�ned647
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following the same logic. RMulti
S and RMulti

A represent the cascading resilience of the dual-layer648

supply chain network following multi-point attacks on the supply network and the sales network,649

respectively. This indicator evaluates the system's ability to maintain its original functionality650

in the event of simultaneous node failures. A higher value of RMulti
S indicates that the system651

retains a larger number of surviving nodes even under large-scale disturbances, suggesting652

stronger resistance to cascading failures. In contrast, a lower value implies that the system653

is more sensitive to multi-point shocks, structurally fragile, and more prone to widespread654

cascading failures. Unlike single-point attacks, multi-point attacks simulate simultaneous node655

failures within the system, thereby more accurately re�ecting the complex impacts of real-world656

disruptive events. In this study, we adopt multi-point attacks to analyze the cascading resilience657

characteristics of the network under di�erent attack strategies.658

5.3. Rationality of the system model659

Figure 9 presents the distribution of intra-layer degree, cross-layer degree, and load among660

nodes in the network. It can be observed that both intra-layer degree and cross-layer degree661

are positively correlated with node load. This suggests that companies with a broader range of662

main products and stronger competitive relationships tend to occupy a signi�cant portion of663

market resources. Additionally, on average, the intra-layer degree among suppliers is relatively664

low, indicating strong heterogeneity in the products operated by supplier enterprises. Figure 10665

shows the distribution of node loads in the supply network and the sales network. A comparison666

of the two networks clearly reveals signi�cant di�erences in the distribution of node loads. The667

load distribution in the supply network roughly follows a power law, meaning that a small668

number of nodes bear a large portion of the network load. This aligns with the characteristic669

observed in real-world supply chains, where a few large suppliers occupy pivotal positions. In670

fact, the scale-free property of the supply network has been widely veri�ed and studied in many671

research e�orts [6, 24]. On the other hand, the load distribution indicats a more balanced load672

among nodes.673
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Figure 9: The relationship between the degree and load distribution of nodes in the network.

5.4. The impact of modeling parameters674

5.4.1. The impact of load capacity parameters675

As shown in Figure 11(a), as the lower limit of node load capacity, τ , increases, the cascad-676

ing resilience of the network is signi�cantly enhanced. Additionally, we can observe a critical677

threshold τ = 0.6. When τ is less than 0.6, an increase in τ e�ectively improves the cascading678

resilience of the network. However, when τ exceeds 0.6, further increases in the lower limit of679

node capacity no longer impact the cascading resilience of the network. Figure 11(b) demon-680

strates that as the upper limit of node load capacity, σ, increases, the cascading resilience of681
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Figure 10: Load distribution of nodes in the network.

the network is signi�cantly enhanced. It can also be observed that when σ exceeds 0.2, fur-682

ther increases in σ e�ectively improve the cascading resilience of the network. However, when683

σ surpasses the critical threshold of 0.8, increasing σ further no longer provides additional684

bene�ts.685

By comparing Figures 11(a) and 11(b), we observe that the network resilience curve ob-686

tained from attacking the supply network lies below the curve obtained from attacking the sales687

network. This indicates that the failure of supplier nodes leads to more widespread cascading688

failures compared to the failure of sales network nodes, thereby having a more pronounced im-689

pact on the overall resilience of the network. This is because, in the supply chain network, there690

are fewer supplier enterprises than sales enterprises, and, on average, each supplier has more691

cross-layer cooperative relationships. Consequently, their failure is more likely to propagate692

and a�ect a larger number of salespeople, resulting in more extensive cascading failures.693
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Figure 11: Network resilience under di�erent node capacity parameters. (a) Network resilience with varying
lower capacity bound τ ; (b) Network resilience with varying upper capacity bound σ.

To further validate the above analysis, we expanded the parameter range to investigate the694

impact of the dual parameters of node capacity limits on network cascading resilience. As shown695

in Figures 12, under conditions of limited enterprise redundancy, τ = 0.6 and σ = 0.8 represent696

the optimal input ratio. Additionally, when τ > 0.6 and σ > 0.8, the network resilience697

stabilizes at a relatively high value with no signi�cant changes. This suggests that, in scenarios698

where enterprises have a certain level of basic load redundancy, it is more crucial to increase699

the upper capacity limit proportionally rather than further lowering the lower capacity limit to700

enhance network resilience. This is because, in a supply chain network, when some enterprises701

fail due to overloaded business volumes, the business does not disappear immediately. Instead,702

24



it is redistributed to other enterprises in the market. This characteristic of network failure703

means that other nodes may bear a heavier load, thus requiring more load redundancy to704

improve the overall risk resistance capability.705
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Figure 12: Network resilience under di�erent node capacity parameters. (a) Resilience RSingle
S of the supply

network with varying τ and σ; (b) Resilience RSingle
A of the sales network with varying τ and σ.

5.4.2. The impact of information transparency706

As shown in Figures 13, the information transparency of enterprises is generally positively707

correlated with the resilience of the supply chain network. In Figure 13(a), for suppliers, when708

θS < 0.6, the network resilience remains at a low level with no signi�cant changes. After709

θS > 0.6, an increase in θS signi�cantly enhances the cascading resilience of the network. In710

Figure 13(b), for sales enterprises, when θA > 0.3, the network resilience begins to improve711

noticeably as θA increases. Once θA > 0.8, the network resilience reaches a high level, and712

further increases in θA lead to only marginal improvements in network resilience. Comparing713

Figures 13(a) and 13(b), it is notable that both suppliers and sales enterprises exhibit low net-714

work resilience when enterprise information transparency is low. Only after reaching a certain715

threshold does improving information transparency signi�cantly enhance network resilience.716

This is because lower transparency prevents enterprises from making clear decisions regard-717

ing resource allocation; as a result, the overall load redistribution becomes indi�erent to the718

di�erences among enterprises, approaching a state of �equal distribution.�719
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Figure 13: Figure 12: Network resilience RSingle
S and RSingle

A with varying enterprise information transparency.
(a) Resilience with varying supply network transparency θS ; (b) Resilience with varying sales network trans-
parency θA.
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To further investigate the relationship between enterprise information transparency and720

supply chain network resilience, we examine the changes in the network resilience evaluation721

index R under the dual parameters θS and θA. As shown in Figures 14, whether in the supply722

network or the sales network, the resilience of the network signi�cantly improves with increased723

information transparency among enterprises. This �nding highlights an important conclusion:724

regardless of whether enterprises act as suppliers or sales entities, greater information trans-725

parency within the supply chain leads to better overall resilience performance of the network.726
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Figure 14: Network resilience with varying enterprise information transparency. (a) Resilience RSingle
S with

varying θS and θA; (b) Resilience R
Single
A with varying θS and θA.

5.4.3. The impact of supplier competitiveness727

Figure 15(a) shows the variations in supplier competitiveness under the dual parameters η728

and ξ, where η and ξ represent the extent to which suppliers prioritize pro�t and the quality of729

their cooperating enterprises, respectively. It can be observed that when suppliers consider both730

their own operational bene�ts and the quality and quantity of their cooperating sales enter-731

prises, the range marked by the red circle represents the optimal investment ratio. Furthermore,732

we found that when an enterprise prioritizes pro�t, a larger ξ enhances its competitiveness. This733

suggests that supplier enterprises should prioritize the quality of their cooperating sales enter-734

prises over their quantity when forming partnerships. Higher-quality sales enterprises possess735

better survival capabilities, which can e�ectively bu�er risks for cooperating suppliers when736

the network system faces pressure. Additionally, the upper-left region marked by the black737

circle in the �gure indicates a sub-optimal yet favorable ratio, showing that when ξ is �xed and738

non-zero, a higher value of η leads to a greater competitiveness index for suppliers. This sug-739

gests that, given a certain level of cooperation quality with sales enterprises, increasing pro�t740

levels is more bene�cial for suppliers than merely expanding the number of partnerships at the741

expense of pro�tability.742

Many studies have demonstrated that when competition among horizontally homogeneous743

enterprises is strong, there is a greater likelihood of similar types of resources existing among744

these enterprises [25, 26]. This similarity makes it easier for them to become substitutes, thereby745

reducing the risks borne by both upstream and downstream enterprises, as well as themselves,746

thus enhancing the network's cascading resilience to risks. To explore the impact of competitive747

strategies on the cascading resilience of the network, we examined the network resilience RSingle
S748

under the in�uence of pro�t emphasis η and partner quality ξ. As shown in Figure 15(b),749

the range of network resilience closely corresponds to the range of enterprise competitiveness.750

Additionally, we observed that when η and ξ are within the range marked by the red circle,751

the resilience of the network reaches its peak. This peak aligns well with the region of highest752
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(a) (b)

Figure 15: Supplier competitiveness and network resilience with varying pro�t emphasis η and partner quality
ξ. (a) Supplier competitiveness CM with varying η and ξ; (b) Resilience RSingle

S with varying η and ξ.

supplier enterprise competitiveness. These results reasonably verify that strong horizontal753

competition among supplier enterprises enhances the network's resilience against attacks on754

the supply network.755

5.5. Cascading failures under deliberate attacks756

From Figure 16, it can be observed that for di�erent attack strategies, network resilience757

tends to decrease as the proportion of initially failed nodes increases. By comparing the three758

attack strategies, we �nd that the most harmful multi-point attack strategies to the network759

are, in order: load-based priority attack, cross-layer degree priority attack, and intra-layer760

degree priority attack. This is understandable because, in our model, the initial load of the761

nodes, based on the concept of vector centrality, comprehensively re�ects both intra-layer and762

cross-layer degrees of the nodes.763

Additionally, it can be observed that when the proportion of failed nodes is relatively small,764

the curve for cross-layer degree priority attacks is closer to that of intra-layer degree priority765

attacks. However, as the proportion of failed nodes increases, the curve for cross-layer degree766

priority attacks gradually approaches that of load-based priority attacks. This is due to the767

interdependence between the supply and sales networks in the supply chain. When subjected to768

small-scale disruptions, other enterprises in the network can re-establish cooperative relation-769

ships based on market demand. However, in the case of large-scale disruptions, the collapse of770

certain major suppliers or sales enterprises leads to a fundamental mismatch in the circulation771

of product resources within the market. As a result, the supply and sales relationships among772

enterprises within the entire system are severely a�ected.773

By comparing Figures 16(a) and 16(b), it can be seen that multiple-point attacks on the774

supply network cause less damage than those on the sales network. This contrasts with the775

network changes observed in Section 5.4, where single-point attacks produced di�erent e�ects.776

The di�erence arises from the fact that the number of sales enterprises exceeds that of suppli-777

ers. A single supplier typically occupies a larger scale within its network than a single sales778

enterprise, and is connected to more sales enterprises, making its resources harder to replace.779

As a result, the impact of single-point attacks is greater on the supply network than on the sales780

network. However, in scenarios where the same proportion of nodes are targeted by multiple-781

point attacks, suppliers can distribute the risk across more entities due to their connections782

with more sales enterprises. Therefore, under the same attack proportion, the supply network783

exhibits higher resilience compared to the sales network.784

Figure 17 shows the composition of failed nodes in the supply and sales networks under785

di�erent attack scenarios, with each sub�gure corresponding to a speci�c combination of attack786
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Figure 16: Network resilience under di�erent multi-point attack strategies. (a) Attacks on the supply network;
(b) Attacks on the sales network.

and a�ected layers. A comparison reveals that in the supply network, the proportion of overload787

failures is the highest, followed by underload failures, and �nally isolated failures. In the sales788

network, the proportions of overload and underload failures are similar, with isolated failures789

being the lowest. Additionally, the failure rate of sales enterprise nodes is signi�cantly higher790

than that of supplier nodes. It is known that in the supply and sales cooperative relationship, if791

either the supplier or the sales enterprise fails, the business will seek new alternative partners to792

maintain operations. Due to the extensive proprietary technology and specialized production793

capacity held by suppliers in many industries, �nding replacement suppliers is more challenging.794

Therefore, when a supplier fails, sales enterprises face greater di�culty in �nding alternative795

suppliers. Conversely, in the modern market, the diversi�cation of sales enterprises increases796

the �exibility of suppliers, making it easier for suppliers to �nd alternative sales enterprises797

when a sales enterprise fails. This is why the proportion of failed sales enterprise nodes is798

higher than that of supplier nodes. This result indicates that, in our model, sales enterprises799

are more dependent on suppliers, and the network needs to allocate more resources to protect800

suppliers to ensure network stability. Furthermore, it is noteworthy that as the proportion of801

initial failed nodes q increases, the proportion of isolated failed nodes also rises. This re�ects802

that widespread cascading failures impair the connectivity among nodes within the network.803

5.6. Case study804

In this section, we analyze the resilience of di�erent real-world supply chain cases [27, 28,805

29, 30, 31]. The speci�c steps for the simulation experiment are as follows:806

1) Based on di�erent supply chain scenarios, construct a dual-layer supply chain network807

model for simulation using case data.808

2) Trigger cascading failures in the network using two representative multi-point attack809

strategies: LA, which targets high-load nodes and causes the most severe failures, and810

CDA, which targets cross-layer hubs and captures inter-layer dependency in dual-layer811

supply chains.812

Referring to the trend of system resilience with respect to the attack ratio q in Figure 16,813

we select two multi-point attack ratios�q = 7% and q = 15%�to simulate the cascading814

failure performance of the network under mild and moderate-to-high levels of disturbance.815

Speci�cally, q = 7% falls within the sensitive region where system resilience begins to decline816

signi�cantly, capturing the failure characteristics under mild disturbances. In contrast, q = 15%817

lies in the relatively smooth transition zone where the overall functionality of the system is still818

28



0.04 0.08 0.12 0.16
0

10

20

30
N

um
be

r o
f f

ai
le

d 
no

de
s i

n 
th

e 
su

pp
ly

 n
et

w
or

k

q

 Overloaded failed node under IDA attack   
 Underloaded failed node under IDA attack    
 Isolated failed node under IDA attack     
 Overloaded failed node under CDA attack
 Underloaded failed node under CDA attack
 Isolated failed node under CDA attack
 Overloaded failed node under LA attack
 Underloaded failed node under LA attack
 Isolated failed node under LA attack

(a)

0.04 0.08 0.12 0.16
0

10

20

30

N
um

be
r o

f f
ai

le
d 

no
de

s i
n 

th
e 

su
pp

ly
 n

et
w

or
k

q

 Overloaded failed node under IDA attack
 Underloaded failed node under IDA attack
 Isolated failed node under IDA attack
 Overloaded failed node under CDA attack
 Underloaded failed node under CDA attack
 Isolated failed node under CDA attack
 Overloaded failed node under LA attack
 Underloaded failed node under LA attack 
 Isolated failed node under LA attack 

(b)

0.04 0.08 0.12 0.16
0

10

20

30

40

50

N
um

be
r o

f f
ai

le
d 

no
de

s i
n 

th
e 

sa
le

s n
et

w
or

k

q 

 Overloaded failed node under IDA attack
 Underloaded failed node under IDA attack
 Isolated failed node under IDA attack
 Overloaded failed node under CDA attack
 Underloaded failed node under CDA attack
 Isolated failed node under CDA attack
 Overloaded failed node under LA attack 
 Underloaded failed node under LA attack
 Isolated failed node under LA attack 

(c)

0.04 0.08 0.12 0.16
0

10

20

30

40

50

N
um

be
r o

f f
ai

le
d 

no
de

s i
n 

th
e 

sa
le

s n
et

w
or

k

q 

 Overloaded failed node under IDA attack
 Underloaded failed node under IDA attack
 Isolated failed node under IDA attack
 Overloaded failed node under CDA attack
 Underloaded failed node under CDA attack
 Isolated failed node under CDA attack
 Overloaded failed node under LA attack 
 Underloaded failed node under LA attack 
 Isolated failed node under LA attack 

(d)

Figure 17: Composition of failed nodes in the supply and sales networks under di�erent multi-point attack
strategies. (a) Failed nodes in the supply network under attacks on the sales network; (b) Failed nodes in the
supply network under attacks on the supply network; (c) Failed nodes in the sales network under attacks on
the sales network; (d) Failed nodes in the sales network under attacks on the supply network.

maintained but approaching collapse, representing a moderate-to-high disturbance scenario in819

the transition from stability to widespread failure.820

We selected four types of supply chain networks: agricultural product supply chain, ap-821

parel supply chain, household appliance supply chain, and medical device supply chain. These822

networks exhibit signi�cant di�erences in terms of enterprise scale and connection density.823

Speci�cally:824

� The agricultural product supply chain is a small-scale network with a total of 33 nodes,825

including 17 supplier nodes and 16 sales enterprise nodes. It has a lower connection826

density between the nodes.827

� The apparel supply chain is a medium-scale network with 54 nodes, comprising 20828

supplier nodes and 34 sales enterprise nodes. This network has a moderate connection829

density.830

� The household appliance supply chain is a large-scale network with 225 nodes, which831

include 70 supplier nodes and 155 sales enterprise nodes. It features a higher connec-832

tion density among the nodes.833

� The medical device supply chain is an ultra-large-scale network with 416 nodes, con-834

sisting of 200 supplier nodes and 216 sales enterprise nodes. This network exhibits an835

extremely high connection density between the nodes.836
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Tables 5 and 6 illustrate the cascading failure propagation across four di�erent supply chain837

scenarios, revealing notable disparities. Among them, the agricultural product supply chain838

network su�ers the most severe cascading failures and demonstrates the weakest resilience,839

while the medical device supply chain network is the least a�ected. This di�erence is typically840

attributed to the relatively small scale and limited interconnectivity in the agricultural product841

supply chain, resulting in lower load redundancy and weaker risk resistance, thereby making842

the entire system more vulnerable to cascading failures.843

Attack strategy

Agricultural

product

supply

chain

Clothing

supply

chain

Home

appliance

supply

chain

Medical

device

supply

chain

Initial state

LA

q = 7%
Attacks on the
sales network

q = 7%
Attacks on the
supply network

q = 15%
Attacks on the
sales network

q = 15%
Attacks on the
supply network

CDA

q = 7%
Attacks on the
sales network

q = 7%
Attacks on the
supply network

q = 15%
Attacks on the
sales network

q = 15%
Attacks on the
supply network

Table 5: The network states of four typical supply chain systems after cascading failures.

It is worth noting that under the LA strategy, the household appliance and medical device844

supply chains exhibit a high sensitivity to attacks on the supply network, where such attacks845

trigger signi�cantly more widespread cascading failures than those targeting the sales network.846

This is due to the bottleneck e�ect in high-tech industries, where suppliers with proprietary847

technologies often occupy critical positions in the overall product market. These suppliers tend848

to create strong customer dependence and are di�cult to replace quickly. Under the CDA849

strategy, this trend is not only sustained but becomes even more pronounced in certain scenar-850

ios. In particular, the medical device supply chain experiences more extensive failures under851

CDA attacks on the supply network than under LA, indicating that the stable operation of this852
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Attack

strategy

Removal ratio

of nodes

The attacked

network

Agricultural

product supply

chain

Clothing

supply chain

Home

appliance

supply chain

Medical device

supply chain

LA

q = 7% the sales network 45% 37% 29% 19%
q = 7% the supply network 44% 42% 38% 30%
q = 15% the sales network 100% 78% 70% 55%
q = 15% the supply network 100% 81% 79% 67%

CDA

q = 7% the sales network 42% 31% 27% 15%
q = 7% the supply network 42% 33% 33% 30%
q = 15% the sales network 100% 72% 51% 48%
q = 15% the supply network 100% 73% 59% 70%

Table 6: Failure ratios of di�erent supply chain systems under LA and CDA strategies with node removal ratios
q = 7% and q = 15%.

supply chain heavily relies on a few key suppliers. When these suppliers fail, their products853

cannot be easily substituted, leading to system-wide functional breakdowns. In contrast, the854

agricultural product and apparel supply chains show relatively small di�erences in resilience be-855

tween attacks on supplier nodes and sales enterprise nodes under both LA and CDA strategies.856

This is because these industries are characterized by lower technological barriers and faster857

product turnover, and their internal structures are more balanced, with no strongly dependent858

cross-layer bottleneck nodes.859

6. Conclusion and future work860

In this work, we propose a dual-layer cascading failure model for supply chains, considering861

enterprise competition and incomplete information. This model introduces a mechanism for862

load redistribution among indirectly adjacent nodes and simulates the changes in supply and863

sales cooperation relationships within the actual supply chain network through enterprise node864

competition and replacement. Through extensive experiments, we validate the feasibility of the865

model and examine the impact of key factors such as node capacity, enterprise competitiveness,866

and information transparency on network resilience. Additionally, we examine the network's867

cascading failure performance under single-point and multiple-point attack strategies. Finally,868

using the proposed model, we analyze cascading failures in four typical real-world supply chain869

scenarios. The experimental results yield several insightful observations that enhance our un-870

derstanding of network resilience and cascading failures in supply chains. The experimental871

results yielded several insightful observations:872

1) The resilience of the supply chain network against cascading failures is signi�cantly873

in�uenced by the load capacity of enterprises, with enterprise load capacity positively874

correlated with network cascading resilience. Failures due to node overload are no-875

table, making it necessary for enterprises to remain vigilant against high loads.876

2) The higher the transparency of enterprise information, the better the cascading re-877

silience of the supply chain network. Therefore, enterprises should be encouraged878

to provide comprehensive information required by the market when participating in879

supply chain competition.880

3) While ensuring their own operational pro�ts, supplier enterprises should focus more881

on the quality rather than the quantity of cooperating sales enterprises. This ap-882

proach is bene�cial for enhancing supplier competitiveness and the network's ability883

to withstand cascading failures.884
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4) Among the three attack strategies analyzed, load-based attacks have the greatest885

impact on network cascading failures. Therefore, targeted protective measures should886

be implemented for large enterprises within the supply chain.887

5) In high-tech industries, supplier enterprises play a crucial role in cascading failures.888

Attacks on the supply network trigger more extensive cascading failures within the889

supply chain network than those on the sales network. Therefore, protective measures890

should be established for supplier enterprises possessing proprietary technology.891

In this work, we primarily focus on the cascading failure modeling of dual-layer supply chain892

networks under enterprise competition with incomplete information. We have found that the893

competition and cooperation relationships both within the same level of enterprises and across894

di�erent levels have a signi�cant impact on the cascading failure resilience of the entire system.895

Therefore, in the next step of our work, we will focus on how to improve the cascading failure896

resilience of the entire supply chain by optimizing the competition and cooperation relationships897

between enterprises.898
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