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Abstract

Objectives. There is growing recognition of the importance of cyber security education (including online safety and
privacy) at pre-university level (i.e., up to age 18). Previous studies have focused on the cyber security curricula of
single countries in isolation, or Computer Science when comparing multiple countries. In light of this gap in the
literature, the aim of this study was to compare the curricula of 12 countries, in particular focusing on the similarities
and differences. The research questions that guided our study were: (1) What are the similarities and differences in
cyber security education curricula across countries? (2) What approaches do countries take to including cyber security
education in their curricula?

Study Method. We undertook desk research of the education programs of 12 countries, i.e., Australia, Canada, the
Netherlands, New Zealand, Norway, Singapore, South Africa, the UK (England, Northern Ireland, Scotland, and Wales)
and the USA, in order to compare their cyber security curriculum or framework at the national level. We undertook
desk research to source curricula and also undertook a content analysis to discover patterns in the content covered in
the curricula.

Findings. The main findings include the following. Four approaches to the coverage and organization of cyber security
education were observed: covered in a single technical subject only, covered in a single non-technical subject only,
covered in one technical and one non-technical subject, and covered in all or a range of subjects. We also identified
three approaches to cyber security education mandates: a lack of mandate, a mandate where regions can optin or out,
and a mandate with prescribed requirements although schools still have the freedom to pick-and-chose the
requirements to implement and at what extent, according to local resources and capabilities.

Conclusions. Policymakers can benefit from the findings and recommendations of this study to make decisions
towards a more comprehensive coverage of cyber security in pre-university education, including technical and socio-
technical aspects along a range of subjects.
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1 INTRODUCTION

There is an increasing recognition that children need to learn about cyber security, including more technical topics
such as online safety and privacy. Two factors contribute prominently to this. First, there is the growing number of
children accessing online content and using digital devices and applications from a young age. According to a recent
survey by the UK’s Office of Communications, 97% of children aged 3-17 went online in 2022, raising concerns
regarding online security and safety risks as a result [60]. A 2017 report from the United Nations International
Children’s Emergency Fund stated that under-18s accounted for one in three internet users globally [78]. Second, there
is an increasing demand for cyber security professionals to fulfil the market needs. The cyber security sector is growing
worldwide, with 4.1 million cyber security professionals globally in 2021 [71]. A study by the UK Government’s
Department for Digital, Culture Media & Sport indicated that almost 700,000 private sector businesses surveyed in the
UK (51%, n=697,000) experienced a lack of basic technical cyber security skills in the previous year [22]. The report
estimated an annual shortage of cyber security professionals in the UK of around 14,100 [22].

One way to tackle the need to build children and young people’s capacity and skills for awareness of online risks,
and to raise their attention to career paths in cyber security-related roles, is through the provision of cyber security
and online safety content in schools at a pre-university level.

Key terms relating to cyber security and online safety are not consistently used and differ across different countries,
regions and cultural contexts. We use definitions from the International Telecommunication Union (ITU) and the
National Cyber Security Centre (NCSC, UK) to frame this central concept in our paper. Cyber security has been defined
by ITU as “the collection of tools, policies, security concepts, security safeguards, guidelines, risk management
approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber
environment and organization and user’s assets” [38]. The UK’s NCSC defines cyber security as the “protection of
devices, services and personal information” [54], often focusing on more technical aspects. The above two definitions
are largely aligned, so we use them to ground our paper. Note that the ITU is a United Nations agency playing an
important role in defining international standards on telecommunications and ICT (information and communication
technology) in general, therefore their definition is more widely accepted across different countries. Similarly, as the
UK’s public-facing authority on cyber security, the NCSC’s definition is a good example of authoritative definitions
provided by a governmental body for the general public. Some other terms related to cyber security include
information security, computer security, data security, network security and systems security, describing different sub-
areas or aspects of cyber security. The above definitions have a problem of not being able to cover socio-technical
aspects completely, especially ‘online safety’ which refers to an important aspect of cyber security: the online
protection of people. To cover online safety more properly, we chose to use the definition from SWGfL, a non-
governmental body (NGO) in the UK co-leading the UK Safer Internet Centre5, which says “online Safety protects the
people ... from harm by the devices and networks (and therefore third parties) through awareness, education,
information and technology” [74]. Other equivalent terms to online safety include internet safety, e-safety, cyber safety,
and digital safety. The remainder of the paper refers to both cyber security (narrow sense) and online safety together
in curricula through the broader global term of “cyber security”.

1.1 Research Problem

Cyber security education continues to attain research interest globally. Many studies focus on other aspects of
teaching cyber security within pre-university settings, such as teaching methods [1], the impact of cyber security
education or training sessions for pupils [61] or teachers’ experiences of teaching cyber security [62]. While attention
has been paid to pre-university cyber security education, existing work on the subject has focused primarily on
developments in singular countries in isolation, e.g., England [72], Estonia [45], Scotland [43], the UK [62] and the USA
[15, 63]. One study compared the maturity of pre-university cyber security education in the UK and South Africa,
highlighting differences between countries with diverse cultural and socio-economic backgrounds [42]. Both countries
were making efforts to increase awareness of cyber security in schools, but only in the UK cyber security was found to
be embedded within the national curricula.

5 https://saferinternet.org.uk
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Furthermore, studies comparing multiple countries focusing on curricula have also been undertaken in Computer
Science more broadly centered both on wider geographical areas e.g., Europe [34]; the USA [36], Africa [76] and
globally [37, 59]. These are however not specific to cyber security education. In a global comparison of curricula, case
studies were used from 12 countries (Finland, France, Germany, India, Italy, Israel, Korea, Russia, New Zealand,
Sweden, UK, USA) [37]. Deductive coding was used to compare the content of Computer Science education, finding
different approaches to teaching Computer Science (in a separate subject or embedded into other subjects). The most
commonly addressed goal of Computer Science curricula found from coding the case studies was digital literacy (10
countries: Finland, Germany, India, Italy, Korea, New Zealand, Russia, Sweden, UK, USA). One further study compared
the Computer Science enacted curriculum (what is taught by teachers in the classroom) of 7 countries (Australia,
England, Ireland, Italy, Malta, Scotland and USA) [33]. Information captured on the intended curricula highlighted some
countries provided Computer Science content within their curricula (Australia, England, Malta, Scotland), in others it
appeared to be either the teacher’s decision (Ireland) or dependent on the type of school pupils attend (Italy) [33].

Although there is a lot of discussion on Computer Science curricula, there is a lack of comparative studies focusing

on cyber security curricula specifically.

1.2 Study Aims and Research Questions

This study aims to fill the above-mentioned research gap through comparing the curricula of multiple countries.
The aim of our work was to explore cyber security education curricula at a pre-university level across multiple
countries. Although focusing on one singular country as a case study may allow for in depth exploration of the
phenomenon at hand, comparing of curricula allows for similarities and differences to be gleaned. To the best of our
knowledge, this is first attempt to compare cyber security curricula specifically across a large number of countries
worldwide, across different continents, government systems, and socio-cultural backgrounds.

The following research questions guided this study:

1. What are the similarities and differences in cyber security education curricula across countries?
2. What approaches do countries take to including cyber security education in their curricula?

2 METHODOLOGY

The study involved a 3-steps methodology, described below.

Stage 1. Select sample of countries

Countries were identified for desk research of curricula. They were deemed suitable for inclusion if curricula
information was publicly available in English. This could be because English is the official language of the country and
therefore documentation is published in English, or because an official translation is accessible online and provided by
a governmental organization.

In addition, we also endeavored to cover a wide variety of countries in different continents, and across different
cultural and socio-economic contexts. As a result, we included countries with both developed (Australia, Canada, the
Netherlands, New Zealand, Norway, the UK (4 countries) and the USA) and developing economies (Singapore and South
Africa) [79]. Some degree of geographic diversity is observable from the sample we used, with countries from Asia,
North America and Africa as well as Europe and the UK. However, half of the sample (i.e., 6 of the countries studied)
are based in Europe and the UK.

There were a range of official languages used by the countries upon which we focus, and some of the countries have
multiple official languages (i.e., Canada, Singapore, South Africa and New Zealand); however, only the English curricula

and frameworks were considered for this study.

Stage 2. Study educational system for sample of countries
Desk research was undertaken to understand how pre-university cyber security education is structured and

delivered in the countries in our sample.

Stage 3. Analyse and compare curricula for sample of countries
The national curricula or framework covering cyber security was gathered and collated by the first author, and

organized by country and source found. A content analysis was undertaken using the documents and sources collated



in order to provide a comparison of the content within curricula and frameworks. The first author read the sources and
compiled a set of codes with definitions and allocated them as technical or socio-technical according to our operational
definition of cyber security (as discussed in Section 1). The second and fourth authors then read over these codes, their
definitions and their designation as technical or socio-technical, providing feedback on the codes including suggestions
on merging codes, their designation, duplicates or further information in the definition. The documents and sources
were then read again, with the occurrence of each code noted. A list of the codes and their definitions can be found in

Appendix A.

3 FINDINGS

This study brings together the findings of cyber security national curricula or frameworks for 12 countries:
Australia, Canada, the Netherlands, New Zealand, Norway, Singapore, South Africa, the UK (i.e, England, Northern
Ireland, Scotland, and Wales) and the USA.

3.1 Education Systems and Terminology for the Countries in this Study

Education systems in different parts of the world vary in education stages, terms of duration, and terminology. One
key factor that influences what a country’s education system looks like is whether the country has evolved a unitary or
federated government system, or other systems such as in the case of the UK - a unitary state with four devolved
countries. Within the countries we focus on, five countries (the Netherlands, New Zealand, Norway, Singapore and
South Africa) adhere to a unitary system. Unitary countries have a unified education system applied across the entire
country, however, this does not necessarily mean there is a national curriculum for all schools to follow.

Federated countries are more complex. Some have potentially small differences between states (or provinces) with
a national curriculum each state can follow (e.g., Australia). Other countries, such as the USA and Canada, have no
unique central education system and no national curriculum, with each state or province implementing their own
education system. This includes the ages pupils attend school and curriculum content. The USA and Canada have
frameworks to guide cyber security content to be taught in schools. We shall use these frameworks as a means of
comparison against other countries and as an indicative of what curriculum content is taught in those countries. The
federated countries in our study are Australia, Canada and the USA.

Each of the four countries part of the UK (England, Wales, Scotland, and Northern Ireland) has its own devolved
education system and national curriculum (the English National Curriculum, the Welsh National Curriculum, the
Scottish Curriculum for Excellence, and the Northern Ireland Curriculum). Whilst the constitution sits with the UK
Parliament, policies informing education and training are made in devolved parliaments (i.e., the Welsh Parliament,
the Scottish Parliament, the Northern Irish Assembly) [77].

The ages of compulsory pre-university education differ for each of the countries in our sample, with starting school
age ranging between 5 and 7, and ending ranging between 15 and 18¢. Table 1 provides an overview of the school
stages (primary and secondary) and the structure of the education provision, with primary education ending between
ages 11 and 15 and secondary education beginning between ages 12 and 16. It is worth noting that the ages reported
in the table (and in this paper as a whole) of when pupils reach different education stages are not absolute values. They
are affected not only by the year a pupil was born but also the month. In some countries, the academic year follows the
calendar year (e.g., Australia and South Africa) but in others they are not synchronized (such as the majority of the
countries in our sample) and this has implications on the starting age of pupils.

As it can be observed in Table 1, among unitary countries, differences in the school systems can be observed
between countries. The starting age for primary school varies from age 5 (the Netherlands?), to age 6 (New Zealand
and Singapore) and age 7 (Norway and South Africa). Federated countries within our sample are more uniform, with
all countries starting primary education when pupils turn 6 although, in the USA, the length of primary education varies
across states [52]. Despite the lack of a unified education system, the stages of education within the federated countries

in our sample, for primary and secondary school, follow a similar approach. Within the UK, four different systems exist

6 Since 11 out of the 12 countries studied finish pre-university education at 18, we consider that as the typical upper
bound, although secondary education in Singapore lasts until the year pupils turn 19.
7 In the Netherlands, attendance at age 4 is possible but not compulsory [64].



due to the devolved nature of education, and Northern Ireland and Scotland’s year groups are labelled differently to
England and Wales. However, all countries in the UK adopt an aligned start and end for pre-university education.
The diversity in education systems including between and within countries (such as in the UK) demonstrates how

fragmented the picture is in relation to overall education systems.

Table 1: Pupils age and organization of pre-university education (i.e., primary and secondary school) in our sample.

Country Age 5 Age 6 Age 7-11 Age 12-17 Age 18

Unitary countries

The Netherlands | Group 1 Group 2 Groups 3-7 Group 8 Group 6*
Groups 1-5*

New Zealand Kindergarten Years 1-5 Years 6-11 Year 12

Norway Years 1-5 Years 6-7 Year VG2
Years 8-10, Year
VG1

Singapore Kindergarten Years P1-P5 Years P6 Year S6**
Years S1-S5

South Africa Years 1-5 Years 6-9 Year 12
Years 10-11

Federated countries

Australia Kindergarten Years 1-5 Years 6-11 Year 12
Canada Kindergarten Grades 1-5 Grades 6 Grade 12
Grades 7-11
The USA Kindergarten Grades 1-5 Grades 6*** Grade 12
Grades 7-11
The UK
England Reception Year 1 Years 2-6 Years 7-12 Year 13
Northern Ireland | Year1 Year 2 Years 3-7 Years 8-13 Year 14
Scotland Year P1 Year P2 Years P3-P7 Years S1-S6 Year S6
Wales Reception Year 1 Years 2-6 Years 7-12 Year 13

Legend: red font for primary education, blue font for secondary education, and solid grey box to mark ages not part of
the mandatory education system.

3.2 Cyber Security Curricula Content

3.2.1 Australia

Although the Australian Curriculum is a national curriculum, it is the choice of each state to implement and follow
it. Many Australian states use the Australian Curriculum as it is published [4, 5], with only three territories (New South
Wales, Victoria, Western Australia) making any changes. The latest Australian curriculum was released in May 2022
[6] and was reported prior to its release to include significantly more cyber security than previously [66]. Cyber
security related content is covered within both the Digital Technologies learning area specifically, and dispersed across
arange of subjects within the Australian Curriculum’s ‘digital literacy’8 general capability [3]. Four strands exist within
the digital literacy capability: ‘practicing digital safety and wellbeing’; ‘investigating’; ‘creating and exchanging’; and
‘managing and operating’. Relevant content includes managing digital privacy and wellbeing; respecting intellectual
property; managing and protecting content; and selecting and operating tools [3]. Examples are given for teachers on

8 The terminology from the original source was kept.



how the digital literacy general capability is relevant to their learning area. For example, intellectual property can be
discussed in English and Humanities and Social Sciences learning areas; and cyberbullying and ethical online behavior
can be covered in Health and Physical Education [3].

The Digital Technologies learning area is compulsory for 5-6-year-old pupils until the age of 13-14 [4] and elective
for pupils aged 14-16 years [5]. Topics covered straddle both technical and socio-technical aspects of cyber security,
including ethical practices and protocols, security practices, managing intellectual property, and interrogating the
quality of digital data. Tangible examples for teachers to follow are not provided, with topic areas given as suggestions

for teachers to interpret.

3.2.2 Canada

Canada has developed a framework to guide curriculum content and teaching related to computing, as education is
a local and provincial level issue®. Within the Pan-Canadian K-12 Computer Science Education Framework [9], two
areas are of particular interest for cyber security education: ‘Computing and Networks’ (includes cyber security), and
‘Technology and Society’ (includes ethics, safety and the law). Relevant items under ‘Computing and Networks’ include:
defining cyber security, describing types of cyber-attacks and prevention practices, applying encryption and assessing
the impacts of cyber-attacks on society [9]. Relevant items under ‘Technology and Society’ include: identifying
strategies to protect personal data and identity, defining basic copyright principles, understanding privacy concerns
relating to personal data and assessing policies governing technology [9]. Launched on 31st July 2020 [10], it provides
5 steps from beginner through to proficient learner and extension activities [9], with content to be covered
incrementally with pupils able to build on prior knowledge, irrelevant of age group.. Each step is not tied to a particular
grade level, however, it is encouraged to begin the steps of the framework in kindergarten [9]. Each competency gives
example tasks pupils should be able to complete at the end of each step [9].

3.2.3 England

In England, cyber security is part of the computing curriculum in the English National Curriculum, with Computing
as compulsory for pupils aged 5-14 [26, 27]. The focus of content for pupils aged 5-14 is using technology responsibility
and respectfully, including knowing where to access help, and keeping personal information safe. For pupils aged 5-7,
the specific focus is on being aware of their digital footprint and keeping passwords secure; for pupils aged 8-11, the
specific focus is on recognizing inappropriate content; and for pupils aged 12-14 the specific foci are privacy, online
identity, and recognizing inappropriate content [27]. No example activities or further specification are given other than
an overview of the content e.g,, ‘recognize common uses of information technology beyond school’; and ‘understand
how changes in technology affect safety’ [27]. Pupils aged 15-18 should be able to access Computing qualifications but
this is an optional part of the English National Curriculum. Curriculum guidance outlines specifics of what students
should know, e.g., ‘show awareness of social opportunities and risks of computing’ [2].

Cyber security related content is also present in both Relationships Education (RE) (for pupils aged 5-11) and
Relationships and Sex Education (RSE) (for pupils aged 11-16), which have been compulsory since September 2020
[28]. Topics for pupils aged 5-11 include: online relationships [28]; distinguishing between online content [28] how
information and data are shared [27]; online safety and boundaries in online relationships [27]; and recognizing
harmful content and how to report it [27]. Topics for pupils aged 11-16, in addition to the topics for pupils aged 5-11,
include: healthy online relationships; cyberbullying; rights and responsibilities; risks of sharing content online; how
information is collected and generated online; and consent in online [27]. Links should also be drawn with the rest of

the national curriculum [27].

3.2.4 The Netherlands

The stratified nature of the education system in the Netherlands impacts how many years pupils have access have
to subjects that may cover cyber security content. Pupils who attend senior general secondary education (HAVO) and
university preparatory education (VWO) follow the same curriculum for the first three years. In years four and five of
the HAVO and years four, five and six of the VWO, Science and Technology is a subject combination which is available

% As mentioned in the methodology section, non-English national curricula or frameworks were not considered for
Canada, therefore, the French framework is not reflected in the paper.



[35]. For pupils who attend preparatory vocational secondary education (VMBO), the focus of their studies is on the
vocational courses they undertake at school.

3.2.5 New Zealand

Education in New Zealand is guided by the New Zealand Curriculum for English medium schooling0. Cyber security
education in the New Zealand Curriculum in primary level education is embedded into other subjects or topics and
themes which cross multiple subject areas [46]. Digital Technologies, the subject under which cyber security education
falls under, has been a compulsory part of the New Zealand Curriculum since January 2020. Digital technologies focuses
on computational thinking, and designing and creating (digital) products [46]. Ethics and the impact on stakeholders
such as businesses, the government and clients are also a part of Digital Technologies [46]. Pupils can take Digital
Technologies as a National Certificate of Educational Achievement (NCEA) at all three levels of achievement [57, 58].
In the New Zealand Curriculum examples of activities are not given [46]

Cyber security is also a part of the key competencies within the primary curriculum under the competency ‘using
language, symbols, and texts’ [47]. The key competencies are to be developed across a range of contexts within the
curriculum [47]. As part of this competency, proficient use of ICT and being able to communicate with other ICT users
is central [47].

3.2.6 Northern Ireland

ICT is a key part of the cross-curricular statutory requirements within the Northern Irish Curriculum for pupils aged
5-11 and 11-14 [11, 12, 14]. Aspects of cyber security (e.g., staying safe online) are to be taught in across a range of
subjects. In particular, staying safe online and acceptable online behavior are featured within the curriculum [12].
Pupils aged 16-18 are able to study Computing or Computing-related subjects, however, much of the content appears
to be online safety focused rather than technical aspects of cyber security [14]. Curriculum guidance for these
qualifications outlines specifics of what students should know e.g., defining cybercrime, hacking and phishing [13] and
explaining how networks and data can be protected [13].

3.2.7 Norway

In Norway, digital skills in a broad sense are embedded into subjects across the curriculum. Digital skills are part of
the Framework of Basic Skills along with oral skills, reading and writing skills, and numeracy. Each skill develops
continuously throughout their educational journey, and is incorporated into all subjects [81]. All teachers in all subjects
have the responsibility for the development of these basic skills, however, some skills may be more emphasized in
some subjects than others [81]. Aspects of cyber security are added into digital skills, notably under the action ‘digital
judgement’, which includes understanding privacy online and online behavior, and reflecting on ethics of the internet
as a communication tool (56; 81] Teachers interpret the framework independently, with no prescribed activities
suggested [81].

3.2.8 Scotland

Digital literacy is described as a core part of a ‘broad general education’ within the Scottish Curriculum for
Excellence [31] and digital literacy outcomes are recommended to be met in all curriculum areas [30]. Cyber security
education is also included under the curriculum area ‘Technologies’ for pupils aged 5-14 [29]. Within digital literacy,
relevant content is included under the organizers ‘searching, processing and managing information responsibly’ and
‘cyber resilience and internet safety’. This includes communicating online safely, how to stay safe online, and staying
secure online [30]. Pupils in Scotland can take a wide variety of qualifications specializing in cyber security, e.g.,
National Progression Award (NPA) in Cyber Security [67], as well as Computing qualifications as Nationals [68] Highers
[69] and Advanced Highers [70]. Curriculum guidance for these qualifications outlines specifics of what students
should know e.g., ‘understanding legal and ethical considerations’ [67]; and ‘understanding the tools and techniques of
hackers’ [67].

10 As mentioned before in the methodology, we will not cover non-English national curricula, but we want to highlight
that New Zealand does have a Maori national curriculum.



3.2.9 Singapore

In Singapore, ICT, computing or digital skills are not compulsory subjects in primary education [51]. However, cyber
security content is embedded within the compulsory subject ‘Character and Citizenship Education’ (CCE) for pupils
aged 10-12, covering online friendships, communicating online and managing online bullying [48]. Pupils aged 12-17
have Cyber Wellness (CW) as a key part of the CCE curriculum, which includes covering the wellbeing of students
online, positive online presence, using ICT for positive means, and being safe and responsible users of ICT [49]. An
update to the CCE curriculum, valid from 2021, indicates scenarios to be used and an extra 50% allocated time in
comparison to the previous curriculum given to CW [50]. Computing is offered for pupil aged 15-19 years by some
schools in Singapore [17]. Other than using authentic scenarios, no other examples are given as to how the content
should be covered in lessons [48].

3.2.10 South Africa

In the South Africa Curriculum to date, there is no cyber security educational provision, including in computing (only
available between the ages of 16 and 18; optional) and within the life skills curriculum (taught at all ages; compulsory)
[23, 24, 25]. Informal information and resources exists for pupils up to 18, but this educational content is not
compulsory nor centrally administered by the government (e.g., for Grades 4 and 6 [41]).

3.2.11 The USA

A similar approach to Canada’s framework exists in the USA, named K-12 Computer Science Framework [40]. It
informs the development of state-level curricula, as in the USA national curricula are banned in the Elementary and
Secondary Education Act (ESEA) [80]. Content related to cyber security is present in the core concepts of ‘networks
and the internet’ (which includes technical topics) and the ‘impacts of computing’ (which includes safety, law and
ethics). The framework has a suggested starting age of 6, aligning with the beginning of primary school in the USA. The
main content recommended includes security measures, harmful behaviors, and law. The USA also has further
recommendations regarding standards and the topics taught; notably the Common Core State Standards Initiative [18]
and the ISTEs National Educational Technology Standards (NETS) [53]. Standards and the K-12 Computer Science
Framework indicate progression levels, much like the Pan-Canadian K-12 Computer Science Education Framework,
with levels not attached to set grade levels. This allows content to be covered incrementally with pupils able to build
on prior knowledge, irrelevant of age group. Example activities are given for some concepts on the K-12 Computer
Science Framework [40].

3.2.12 Wales

The latest Curriculum for Wales started implementation from September 2022, with ‘digital competence’ (being a
confident user of digital technology) as one of the core cross-curricular skills within it [84]. Furthermore, one of the
four purposes of the Curriculum for Wales specifically encapsulates digital technologies with: ‘ambitious, capable
learners who: use digital technologies creatively to communicate, find and analyze information’ [85]. A central part of
the Curriculum for Wales is the flexibility for schools to design their own curriculum, whilst developing prescribed
cross-curricular skills.

Computer science features as part of the ‘Science and Technology Area of Learning and Experience’ [83] with cyber
security content focused on storing and securing data, and networks. Online relationships are also a component of the
‘relationships and identity’ strand - prescribed content of the curriculum for ages 5-16+ [85] ICT remains a key
component of the Welsh Baccalaureate [21]. Qualifications are available for pupils aged 14-18 as an optional part of
the Curriculum for Wales [87, 88, 89]. The new GCSE Digital Technologies [86] qualification contains cyber security
specific content such as securing systems and was designed to provide cyber security skills for pupils who did not take
the GCSE Computer Science.

Within RSE!! for pupils aged 5-16, the following topics are prescribed: effective communication and decision
making in online relationships [86]; respect in online relationships [86]; bodily privacy online [86]; understand how
behavior is perceived online; steps to stay safe from harm in online relationships [86]; understand how consent can be
given within online relationships [86]; benefits and dangers of the internet and social media in forming friendships
[86]; and understanding how to stay safe online [86].

11 Wales uses RSE for pupils of all ages.



3.3 Comparison of Cyber Security Curricula

3.3.1 Overall Trends Based on Content Analysis

An analysis of content was undertaken based on two categories: technical and socio-technical. The aim was to have
an overview of the type of content where cyber security topics were mentioned in the national curricula and
frameworks studied. Figure 2 provides an overview of the number of times cyber security content occurs within each
curriculum, and whether it is technical or socio-technical in nature. Of countries that had a national curriculum
including cyber security content, it can be observed that - overall - socio-technical content is mentioned more in the
curricula (n=107) than technical content (n=37). The only country with a curriculum that included an equal number of
technical keywords (n=10) and socio-technical keywords (n=10) was Scotland. The other extreme was Norway since
only socio-technical keywords were identified (n=5) in their curriculum.

Figure 2: A bar chart of technical and socio-technical keywords related to cyber security in the national curricula or
frameworks covered in our sample.
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A closer examination of the educational content, via content analysis, revealed the most often mentioned topics in
national curricula/frameworks of the studied countries. The keyword ‘online ethics’ was found across all countries
except Scotland, with ‘inappropriate online behavior’, and ‘Cyber Law and Legislation’ found in the documentation of
9 countries. Overall, socio-technical keywords were found across more documents, with technical content occurring

less frequently (e.g., ‘authentication’; ‘network security’; ‘privacy configuration’).



3.3.2 Age Range Coverage

One dimension relevant for comparing curricula is school age when cyber security content should be covered.
Compiled from the previous section, Table 2 summarizes cyber security content coverage within the existing national
curricula or framework for the 12 countries in our sample.

Table 2: Cyber security coverage in national curricula and frameworks per age group in our sample.

Age reached at school
Government Country 5167 8 |9 |10 (11|12 |13 |14 |15 |16 | 17 | 18
Unitary The Netherlands* - -] - - - - - - - - - - - -
New Zealand VIiVvIiVvVIVvVI IV IV IV IV I V]|V | o 0 0
Norway** VIiVvIVvI IV I IVIVI IV IVI|IV |||V
Singapore - - - ol VAR ERVAN ERVAN BEVAN BVAN BV 2N VAR V4
South Africa* - - - - - - - - - - - -
Federated Australia V2 VAR VAN VAN EEVAE IV EIVAN BV IV BN 0 - -
Canada** VIiVvVIVIVIVIVIVIVIVIVIVI V|V
The USA** VIiVvVIVI IV IVI|IVIVIVYI|IVI IVIVIV |V
The UK England VIVIVIVI|IVIVI IV IVIVI V|V |V ]|o]|o
Northern Ireland VIVIVIVI|IVI IV IV V|V V||| o 0
Scotland JIVvIVIV IV N2 N ZR N N4 o) o) o) o)
Wales VIVIVI VIV VI VY|V Y| Y|V | ]o]o

Legend: V Prescribed requirement for coverage of cyber security per age group

- No requirement for coverage of cyber security per age group

o Optional coverage of cyber security per age group depending of choice of qualification
* Countries where the national curriculum or framework does not mention cyber security at all

** Countries where the national curriculum or framework operate no age bounds on expectations of cyber security coverage, whereby
pupils can go faster or slower through the levels.

Some patterns can be observed from Table 3. The age that the cyber security provision starts differs across the
countries, with the majority starting at 5-6 (9 out of 12 countries), and 1 starting at 10 (Singapore). 9 of the 12 countries
within our sample (Australia, Canada, New Zealand, Norway, all the four UK countries and the USA) are teaching cyber
security content to younger children (i.e., aged 5-6). Furthermore, Australia is teaching cyber security to children as
young as 5 years old. Although this occurs prior to the start of their primary education age (as shown in Table 1), this
forward-thinking initiative is of note [66].

It also appears that the federated countries within our sample have similar coverage in regards to cyber security
content. However, there is a great diversity to unitary countries. For example, Norway conducts cyber security
education from the ages of 7-15 (a large coverage), while Singapore has the narrowest range at 8-10 years, and the
Netherlands and South Africa have no cyber security coverage at all within their national curriculum.

All countries within the UK operationalize choice within the qualifications pupils can take toward the end of their
secondary education, choosing which subjects to specialize into. Notably, England, Northern Ireland and Wales all
follow the same pattern of when this choice exists in relation to cyber security coverage (age 16-18). This is perhaps
indicative of England, Northern Ireland and Wales having very similar age bounds for levels of content (e.g., ISCED
levels 2-4 all align). However, Scotland differs from England, Northern Ireland and Wales in regards to when choice
occurs. Two other countries outside the UK where pupil choice exist are Australia and New Zealand. Both of these
countries follow a different pattern to both Scotland, and England, Northern Ireland and Wales.
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Also of note is the nature of the frameworks used within Canada, Norway and the USA. The frameworks include
cyber security content for all age groups, however set content is not prescribed per age group. This is to allow pupils

to work faster or slower as per their ability incrementally, with pupils able to build on prior knowledge.

3.3.3 Organization of Content

The nature of how cyber security content is embedded into the national curriculum or framework appears to follow

four main approaches, as can be seen in Table 3.

Table 3: How cyber security content is embedded into the national curricula or frameworks in our sample.

One technical 01'1e non- . One technical &
. technical subject . Acrossallora
Country subject only (e.g., one non-technical .
. only (e.g., RSE, . range of subjects
Computing, ICT) CCE) subject
Unitary countries
The Netherlands**
New Zealand v (ages 12-18) v (ages 6-11)
Norway v
Singapore v
South Africa**
Federated countries
Australia v
Canada v
The USA v
The UK
England v
Northern Ireland v
Scotland v
Wales v

* RSE: Relationships and Sexual Education; CCE: Character and Citizenship Education.

** Countries where there is no national curriculum or framework.

The first approach is where cyber security is covered in a single technical subject only. This means cyber security
content is only present within a technical subject such as Computing or ICT. Within our sample, Canada follows this
approach, as does New Zealand for pupils aged 12-18 (secondary school).

The second approach is where cyber security is covered only in a single non-technical subject only. Non-technical
subjects include RSE and CCE. Singapore is the only country within our sample that follows this approach.

The third approach is where cyber security is covered in both technical and non-technical subjects. One example of
this could be where some cyber security content is taught within Computing, and some within RSE. England and the
USA are the countries within our sample that follow this approach.

The final approach is where cyber security is covered across all or a range of subjects. In this case, cyber security
content is taught within subjects not traditionally associated with cyber security, such as Literature and History (e.g.,

11



copyright and intellectual property, communicate using text messages and understanding the content), as well as those
that may be perceived to have stronger links, such as Mathematics (e.g., cryptography) and Science (e.g., selecting
appropriate online content for a research project). Through cyber security content being covered across a range of
subjects, links can be provided across disciplines. Therefore, pupils might be able to see how subjects and content
interlink. The countries within our sample that follow this approach are: Australia, New Zealand (for ages 6-11; primary
school), Northern Ireland, Norway, Scotland and Wales. This final approach is the most popular approach within our

sample.

3.3.4 Approaches to Curricula Mandate

Of the countries that did have cyber security content within their curricula, we identified three approaches to
mandates within our sample. These are: no mandate for cyber security education; a mandate exists and states can opt
in or out; a mandate exists with prescribed requirements.

Within our sample, the Netherlands and South Africa do not have a mandate for cyber security education at pre-
university level. Due to the lack of a national curricula or framework that covers cyber security, it becomes completely
up to individual schools to recognize the importance of the subject, and seek independent guidance on whether or what
and when to deliver cyber security content. In the Netherlands, organizations such as Kennisnet may assist with cyber
security content in schools, even though there is no mention of cyber security content within their national curriculum.

Canada and the USA have frameworks regarding cyber security education, however it is up to states to opt in to the
framework. Whereas a curriculum may provide expectations of what should be taught, a framework provides guidance
as to what cyber security content should be covered. This is an important distinction for federated countries that have
frameworks (Canada and the USA) to organize matters of education at state level rather than country level due to
government system. With these frameworks being implemented at the state level, it appears that a level of unity is
aspired to, but huge discrepancies may remain due to the nature of such frameworks. Nevertheless, expectations are
also not compulsory and remain at requirements level, i.e., they “should” be implemented rather than “must” be
implemented. Schools still have the freedom to pick-and-choose the requirements to implement and at what extent,
according to local resources and capabilities.

Seven countries in our sample (Australia, England, Northern Ireland, New Zealand, Scotland, Singapore and Wales)

have a national curriculum that prescribes requirements to be followed by schools.

3.3.5 Teacher Discretion on Content Delivery

Within the national curricula or framework of some countries in our sample, schools and teachers are allowed to
decide what is taught and how. Countries such as England, are more prescriptive with the topics that need to be covered
[26, 27] but even in these cases, it appears that teacher discretion remains with the activities or length of teaching time
that is devoted to each topic. Notably, Canada’s K-12 framework suggests following it from age 6, yet there are no
prescribed activities or guidance for it to happen. Furthermore, the steps not having a set age to cover the content at
allows for the content to be covered incrementally with pupils able to build on prior knowledge, irrelevant of age group.
This increases the flexibility within teacher choice. Additionally, cyber security content may not only be taught by
teachers (for example, stakeholders external to schools may deliver such content, as in Singapore with the Go Safe
Online Drama Skit [20]). Although having multiple stakeholders (e.g., who visit schools for cyber security activities and
talks) involved in the teaching of cyber security has benefits - potentially enhancing cyber security education, it

becomes hard to ensure consistency of content coverage and alignment to avoid fragmentation.

4 DISCUSSION

This study aimed to explore the cyber security curricula of multiple countries through the following 2 research
questions: (1) What are the similarities and differences in cyber security education curricula across countries? (2)
What approaches do countries take to including cyber security education in their curricula? We have structured our
discussion into how each of our research questions have been answered, strengths and limitations, and implications
for the future.
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4.1 Research question 1: What are the similarities and differences in cyber security education curricula across countries?

One similarity found across the intended curricula and frameworks of the countries included in our study was cyber
security content that is socio-technical generally appears to be more mentioned in intended curricula. Scotland was
the only country in our study that appeared to feature more technical content in its intended curriculum. In addition,
more socio-technical cyber security content was present in intended curricula in our study, irrespective of if the
country has a unitary, federated or devolved government. Reasons for this focus within cyber security curricula and
frameworks may be numerous, however the increasing time children are spending online [60], and the perceived risks
[60], may partially account for this. Another similarity exists for 9 of 12 countries (Australia, Canada, New Zealand,
Norway, all the four UK countries and the USA), who have cyber security curricula content for children age 5-6.
However, there appeared to be no one set way for cyber security content to be covered in intended curricula, echoing
previous studies comparing intended and enacted Computer Science curricula [33, 37].

Socio-economic status also appeared to be a dimension that impacted the provision of cyber security content within
the school curriculum. This finding is unsurprising given many of the countries in our sample rank highly on the Global
Cybersecurity Index (GCI) (e.g., the USA has a GCI of 1 out of 182 countries [39]). Among the two countries not having
cyber security educational provision within their curriculum in our sample - the Netherlands and South Africa, only
the latter has a lower socio-economic status. Where there are highly limited resources, other subjects are prioritized
[76, 90]. On the inverse, countries with a higher socio-economic status within our sample did appear to be making
efforts to target ‘non-traditional’ pupils notably girls (e.g., in Singapore, the UK and the USA). The difference in socio-
economic backgrounds seems to contribute to the digital divide in regard to access to devices, education on cyber
security, and opportunities to take part in cyber security-related activities. Although cyber security careers exist
worldwide, the majority of job openings appear to be located in countries with a higher socio-economic status [71].

4.2 Research question 2: What approaches do countries take to including cyber security education in their curricula?

Four main approaches were identified in regards to the coverage and organization of cyber security education in a
pre-university context at schools and colleges were: (1) covered in a single technical subject (Canada, New Zealand
(ages 12-18)), (2) covered in a single non-technical subject (Singapore), (3) covered in both one technical and one non-
technical subject (the USA), and (4) covered in all or a range of subjects (Australia, New Zealand (ages 5-11), Northern
Ireland, Norway, Scotland, Wales). In addition, three approaches to mandates were identified: (1) no mandate
regarding cyber security education, (2) a mandate exists and states can opt in or out, (3) a mandate exists with
prescribed requirements. Cyber security content within the national curriculum was found across a variety of age
groups, with some countries starting teaching cyber security content from 5-6 years old (Australia, Canada, New
Zealand, all four UK countries and the USA) to as late as 10 years old (Singapore). Countries that use frameworks
(Canada, Norway and the USA) do not have specific content attached to specific age groups, rather they suggest content
to be covered incrementally with pupils able to build on prior knowledge.

With the growing use of digital technologies and the internet, pre-university cyber security education becomes ever
more vital for children (up to 18) across the globe. Past literature has indicated that ICT and Computer Science
competencies may be taught within specific subjects [37, 82], echoing approaches found within this study where cyber
security education may only be covered in a single technical subject, or a single non-technical subject. However,
countries such as Australia and Scotland, that embed cyber security content into their curriculum across a range of
subjects, in addition to specific in-subject content, allow for cyber security content to be taught ‘in context’. This
approach was recommended by the OECD on improving children’s online safety [8], stating that learning about e-safety
should not be isolated in nature. This recommendation from the OECD echoes other findings from research exploring
how Computer Science should be taught [37, 75). This type of approach ensures that all pupils are targeted with at least
some cyber security content. This approach to embed key skills into the curriculum (regarding embedding ICT and
Computer Science across subjects [73]) is perhaps indicative of pedagogy (ideas of teaching and learning) [32] at a
policy level. Given the disparities in the diversity of pupil that may wish to study cyber security (e.g., pupils from ‘non-
traditional’ backgrounds such as ethnic minorities, disabled pupils and from lower socio-economic backgrounds [7, 16,
19], not all pupils may opt to study technical subjects that are more traditionally associated with cyber security.
Therefore, an approach covering cyber security across a range of subjects would allow for all pupils to access key skills
associated with it.
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The different approaches to curriculum mandates are crucial to consider for the implementation of cyber security
education in pre-university settings. In particular, the difference in nature between national curricula and national
frameworks is central. National-level frameworks can inform regional curricula. Within federated countries, it may be
hard to mandate curricula uniformly across multiple states, or in the case of the USA, where a national curriculum is
illegal. Frameworks may be seen as an attempt to unify what is taught across states.

4.3 Strengths and Limitations

Twelve countries were covered in this study. Through comparing the curricula of 12 countries, similarities and
differences between the curricula could elicited. Although our sample may not be representative, including for English
speaking countries, we were limited to countries with available knowledgeable contacts that were available at the time
of our research, and availability of national curricula or frameworks in English. This meant we had more unitary
countries within our sample at this time than federated countries. Future research should explore further federated
countries and their curricula, as well as other English-speaking and non-English speaking countries. It is also important
to note that not all countries will have their curricula available publicly in English. As the research team are English-
speaking, this shaped our inclusion criteria which required online information to be available in English.

Our study also only included one country from Africa and one from Asia, therefore, it would be inappropriate to
assume the findings from these countries could be generalizable without further exploration of cyber security pre-
university education of more countries in these two continents. In addition, we did not include any countries from Latin
America, mainly due to the lack of English material in relation to their national curricula. We were also unable to include

countries that are defined as ‘the least developed countries’ [79].

4.4 Conclusion and Implications for the Future

In this study, we have sought to explore and compare the cyber security curricula from multiple countries. A primary
finding from our research is that most of the countries in our study concentrated their school-age cyber security
teaching curricula or frameworks on socio-technical content (such as digital literacy, ethical behavior and online safety)
as opposed to more computer-focused technical content (such as password protection, or tools and techniques of
hackers). Of our sample, only the Scottish curriculum was seen to be providing robust technical education on cyber
security to pupils.

We have also found a great variety of time and approaches to cyber security education among our sample. In terms
of age ranges, with Canada and the US providing framework curricula for 10 years of school-age education, several
countries providing between 12 and 9 years, and two countries (The Netherlands and South Africa) providing no
required cyber security education within their national curriculum. In terms of approach, we identified four
approaches to including cyber security within the curriculum: included within a single technical subject; included in a
single non-technical subject; included in a single technical and non-technical subject; and included within a variety of
subjects. This demonstrates a lack of consistency across countries in terms of the implementation of cyber security
implementation.

Lastly, we identified that within federated countries (where the education system is not nationally prescribed, but
is coordinated at the provincial or state level) national frameworks for cyber security education can be important tools
to help maintain a coherent and consistent basic cyber security education across a federation.

In light of our findings, we suggest some key recommendations. Some of the countries that had more cyber security
coverage within their national curricula or frameworks embedded cyber security skills across their national
curriculum, including across a range of subjects. These findings echo previous findings which suggested that
competencies should not be linked to one academic subject only (e.g., Computing or ICT) [82]. We recommend that
governments setting pre-university curricula should follow such approach as it allows for a wider range of pupils to be
exposed to cyber security education. This is important due to the nature of cyber security skills, which are not only
relevant to technological careers.

In a similar manner, both technical and socio-technical aspects of cyber security need to be covered. Cyber security
includes not only technical aspects [55] and, as emphasized above, some cyber security skills are relevant to a diverse
range of careers. A recent systematic review recommended six categories of cyber security (broad sense) awareness
for teachers and policy makers to follow (technological awareness, procedural awareness, data awareness, identity
awareness, sociocultural awareness, and consumer awareness) that may assist ensuring the required breadth of cyber
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security content coverage [65]. We therefore recommend that countries follow the approach of teaching cyber security
content in both technical and non-technical subjects, along with teaching cyber security as a key skill across multiple
of subjects to show its relevance across disciplines. Future studies should evaluate the efficacy of curricula in relation
to teaching outcomes and teachers’ confidence in teaching the topics mandated to investigate the policy-to-practice
gap.

Working with children and young people, their parents, carers and teachers using a participatory approach is of
central importance and allows their views to shape any subsequent curriculum [62], allowing it to be culturally and
socio-economically sensitive. Teachers in particular have discretion and influence over the content they teach to their
pupils and how they implement curricula [44]. Governments (either those at the national level in the case of unitary
countries or those at the state level for federated countries) and other relevant organizations responsible for guiding
curricular content should seek to prioritize cyber security, including any resulting output or policy targeting all ethnic
and cultural groups within their country.

In regards to future research, researchers can build on the findings of this study by enlarging the sample of countries,
considering national curricula and frameworks in languages beyond English, and aiming for further cultural diversity
across geographic locations and socio-economic status. More researchers, and especially those who speak non-English
languages, should replicate this study on more countries to validate results and enrich the evidence base on cyber

security content in national curricula worldwide.
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A APPENDICES

A.1 Appendix A

Table A.1: A table of the codes used in the content analysis, their labelling as technical or socio-technical, and their

description.

Code

Technical or
socio-technical

Description of the code

Age appropriate content
Applying safety features
Authentication

Consent in online relationships

Copyright

Cyber crime
Cyber law and legislation

Cyber threats

Data security

Device disposal
Device security

Digital footprint

Digital forensics

Encryption

Ethical data handling

Getting support in relation to
inappropriate content

Hacking

Impact of online behaviors on
others

Inappropriate online behaviors

Managing data threats

Network security

Online bullying

Online ethics

socio-technical
technical
technical

socio-technical

socio-technical

socio-technical

socio-technical

socio-technical

technical

technical

technical

socio-technical

technical

technical

socio-technical

socio-technical

technical

socio-technical

socio-technical

technical

technical

socio-technical

socio-technical

Online safety content that is suitable for the age of the pupil.
Applying technical features to protect a device from harm.
Technical verification of data.

An understanding of the need to agree for something to
happen or give permission within online relationships.
An understanding of exclusive legal ownership of material
and implications of intellectual property infringement.

An understanding of criminal activities occurring online.

Awareness of laws/legislation regulating personal data,
misuse of data, illegal activities, etc.

Threat of a malicious attempts to damage a network or
device through unauthorized access to a network or device,
This can be via destruction, denial of service or modifying
information.

Technical means to protect digital information from
unauthorized access. This includes an understanding of how
data is sent from one device to another, and how data is
stored (including in binary form.

Disposing of or getting rid of an old device, and the technical
steps that need to be taken to clear it from personal data.
Settings to keep computing devices secure from cyber-
attacks.

An understanding that all individuals’ actions online leave
digital traces and they cannot be erased.

A branch of Forensic Science; relates to how data can be
recovered, identified and analyzed if stored electronically.

Transforming sensitive data into a form that cannot be
recovered without the presence of a decryption key

Being transparent and respectful in handling personal data,
and considering how we should handle such data.

Pupils’ knowledge of who to turn to (teacher, parent, sibling,
trusted adult) when they see inappropriate content online.

Technical actions to gain unauthorized access to a device or
system.

An understanding of how an individual’s online behaviors
may impact other individuals and organizations, e.g., causing
online risks to them.

Understanding and avoiding inappropriate online behaviors
in relation to their online activity and communication (e.g.,
in regards to avoiding discrimination of other online users
because of their personal characteristics such as age, gender,
disability, sexuality, and ethnicity).

Technical means to protect data from action that could
threaten its confidentiality or integrity.

How a network can be configured to protect it against
attacks and to keep data confidential of users connected to
it.

Awareness of forms of bullying, harassment or other similar
behavior occurring online (email, social media, apps).

Morals and values in relation to online activities.
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Online identity
Online mis-information and

dis-information
Online risks

Online risk assessment

Online privacy
Online safety

Peer pressure

Privacy configuration

Reporting inappropriate
content

Security breach

Security threats
Sexting

Spam messages
Password security

Targeting vulnerable
individuals

socio-technical

socio-technical

socio-technical

socio-technical

socio-technical
socio-technical

socio-technical

technical

socio-technical

technical

technical
socio-technical

socio-technical

socio-technical

socio-technical

Best practices on how an individual should present
themselves online.

Awareness of the existence of false and inaccurate
information (both accidental and deliberate) shared online.

Awareness of risks posed online.

Objective consideration of a situation occurring online (e.g,
in terms of risks involved), and evaluating available facts.
Awareness of the necessity of online privacy protection.
Best practices on staying safe (out of harm) online, for
example not over-sharing personal data.

Danger of the influence from a friendship group or group of
peers to pressure not appropriate or illegal behave online.

Privacy settings and configuration of devices.

Knowledge of how a pupil should report content which is not
appropriate for their age group, that is illegal or that makes
them uncomfortable.

Technical understanding of unauthorized access to a device
or data.

Technical understanding of security threats.

Awareness of impact of sharing sexually explicit
photographs or messages.

Understanding of the concept of “spam” as unsolicited
and/or irrelevant messages sent over the internet.
Understanding the need for setting a strong password and
the importance of not sharing passwords.

Awareness of unfair behavior online by targeting internet
users who are less confident and/or knowledgeable using
their devices.
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