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Internet-based research is increasingly important for conservation science and has wide-
ranging applications and contexts, including culturomics, illegal wildlife trade, and citizen
science. However, online research methods pose a range of ethical and legal challenges.
Online data may be protected by copyright, database rights, or contract law. Privacy rights
may also restrict the use and access of data, as well as ethical requirements from institutions.
Online data have real-wotld meaning, and the ethical treatment of individuals and commu-
nities must not be marginalized when conducting internet-based research. As ethics frame-
works originally developed for biomedical applications are inadequate for these meth-
ods, we propose that research activities involving the analysis of preexisting online data
be treated analogous to offline social science methods, in particular, nondeceptive covert
observation. By treating internet users and their data with respect and due consideration,
conservationists can uphold the public trust needed to effectively address real-wotld issues.
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Etica y Gestion para la Investigacion Cientifica de la Conservacion Basada en Internet
Resumen: La investigacion basada en internet es cada vez mas importante para las cien-
cias de la conservacion, ademas de tener contextos y aplicaciones de gran alcance como el
analisis de textos, el mercado ilegal de fauna y la ciencia ciudadana. Sin embargo, los méto-
dos de investigacion en linea representan una gama de retos éticos y legales pues los datos
virtuales pueden estar protegidos por derechos de autor, derechos de base de datos o leyes
contractuales. Ademas, los derechos de privacidad pueden restringir el uso y el acceso a
los datos, asi como también los requerimientos éticos impuestos por las instituciones. Los
datos virtuales tienen valor en el mundo real y el tratamiento ético de los individuos y de
las comunidades no se debe marginalizar cuando se realiza una investigaciéon por internet.
Ya que los matcos éticos desarrollados originalmente para aplicarse en temas biomédicos
son inadecuados para estos métodos, proponemos que las actividades de investigacion que
involucran el analisis de los datos virtuales preexistentes sean tratadas como analogas a los
métodos no virtuales de las ciencias sociales, especialmente la observacién encubierta no
engafiosa. Si se trata a los usuarios del internet y a sus datos con respeto y la consideracién
debida, los conservacionistas pueden mantener la confianza publica necesaria pata tratar
efectivamente los asuntos del mundo real.
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may contain: seller data, item data, sale data (e.g. location, name)
concerns: privacy and data protection, potential data matching

{""Catalog_ID":"00000001","auction_metadata":{"country":|*

Suspendisse eget turpis
aliquam, condimentum est
quis, dapibus enim. \

$99.99 :

suondiidsap B sa}

(c) JoeBloggs55

B 1
2
© "
(O]
o 0o e
385 |
Sos i
g S
E238 ng
C ]
I~ = BN
e“uﬂ, "ul
L3955 | . ]
=5Cco 3
ot =T
_..8-? e
Bco+r
5% % ¢
o |
5co "
EU$D’ R,
E%gg = "
Segd

s|ieyap |euosdtad ‘Buillim Ss,J3||9s :uiejuod Aew

=) WO OO0

]
uoi3oa30.d eyep pue AdeAnd ‘3yblAdoo :suladu0d

images & image metadata (if includedj:
may contain: identifiable details and protected
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concerns: copyright, privacy and data protection

FIGURE 1

miscellaneous data fields:

may contain: unexpected personal
details (e.g. contact information)
concerns: privacy and data protection

Example of an auction website in which automated collection methods can result in unexpected personal data collection, and published

anonymized or nonpersonal data can be matched with online records for reidentification

INTRODUCTION

Internet-based research is increasingly being utilized in conset-
vation science across many methodological contexts, including
analyzing trends in public interest through site traffic and search
engine usage (Soriano-Redondo et al. 2017; Fernandez-Bellon &
Kane 2019), studying online trade in wildlife products through
manual searches or automated retrieval (Harrison et al. 2016;
Sung & Fong 2018), studying behavior change (Doughty et al.
2020), conducting outreach and citizen science projects (Tulloch
et al. 2013), and sharing databases and analytical tools online.
Conservation culturomics, which analyzes trends in word usage
over the Web (such as search engine queries of endangered
species), is also emerging as a major field, requiring vast quan-
tities of online data (Suthetland et al. 2018). Online research
activities centered on collecting and sharing data relating to or
created by individuals requires consideration of research ethics,
intellectual property (including copyright and database rights),
privacy rights, and data protection (Figure 1) (Franzke et al.
2020). Ethical internet-based research is a particular challenge
for conservationists operating in a normative, crisis discipline
reliant on support from stakeholders and the wider public, as
well as navigating potential social imbalances or mixed roles of
the researcher in relation to study subjects (Bennett et al. 2017;
Brittain et al. 2020).

Having a clear and explicit rationale behind online research
activities from the start upholds public accountability and con-
fidence when disseminating results (Zook et al. 2017; Monkman

et al. 2018). The COVID-19 pandemic and resulting social dis-
tancing measures have also led to otherwise offline research
activities, including interviews or surveys, being conducted
online (Wardropper et al. 2021). This change in operations
requires researchers to adapt their practices, ensuring their use
of technology does not conflict with participants’ ethical expec-
tations.

We focused on the ethics and legal implications of online
information access and collection and the appropriate dissem-
ination and sharing of data and analytical results. We first
examined the foundation of free and prior informed consent
in biomedical ethics and considered its feasibility for inter-
net research depending on how the data of interest is cre-
ated. We argue that justifying research through definitions of
privacy or the application of social norms is not appropriate
in the absence of consent and instead argue that the collec-
tion of preexisting data should be facilitated through nonde-
ceptive covert observation where possible (Spicker 2011) and
remain relevant to the contexts in which the data are created
(Nissenbaum 2010). Organizational codes of conduct and pub-
lication requirements should be updated to reflect ethical chal-
lenges specific to internet-based research for conservation sci-
ence. Finally, we discuss legal challenges and risks to researchers
in terms of intellectual property, contract law, privacy, and data
protection. In addition to the topics we considered, researchers
will need to assess the ethical implications of analytical methods
used, such as the interpretation of machine learning tools and
its role in predictions or decision-making (Wearn et al. 2019).
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Long-term storage and data sharing ate also becoming impot-
tant elements in funding and publication requirements, and they
have implications for how research is planned to account for the
relevant consent or permissions needed and how data sets are
constructed with privacy built in (Hart et al. 20106). For a multi-
disciplinary perspective, conservationists should refer to guide-
lines by the Association of Internet Researchers (AoIR) (Ess
et al. 2002; Markham & Buchanan 2012; Franzke et al. 2020).
This article does not constitute legal advice.

ETHICS AND CONTEXTUAL INTEGRITY
IN INTERNET-BASED RESEARCH

Social science methods have become increasingly prominent in
conservation with the understanding that anthropogenic biodi-
versity and habitat loss cannot be countered with a purely nat-
ural sciences focus (Bennett et al. 2017; Brittain et al. 2020).
The ethical underpinnings of social research to meet conserva-
tion goals based on methods that preceded the internet, such as
surveys and interviews, are largely guided by codes of conduct
established in other disciplines; in turn, many of these are rooted
in biomedical ethics (Ibbett & Brittain 2019). The Belmont
Report summarizes these ethical standards as ideals of respect
(preserving autonomy and protecting those with less auton-
omy), beneficence (minimizing harm, benefiting individuals and
society), and justice (fairness) (National Commission for the
Protection of Human Subjects of Biomedical and Behavioural
Research 1979). These ideals are typically upheld through free
and prior informed consent (FPIC) of research participants, the
option for participants to withdraw during the study, the assur-
ance of confidentiality or anonymity, and the validation of ethi-
cal review. Ethical approval is typically conducted once prior to
the start of a study, and forms a more rigid, top-down regulatory
approach that is necessary in medical or psychological experi-
mentation. Methods suited to this ethical process have predeter-
mined, specific variables and study subjects, unlike commonly
used big data methods in internet research, such as pattern dis-
covery over a broad range of attributes.

Internet-based research can be broadly categorized into 2
areas based on whether the original data of interest are cre-
ated for the purpose of the research (e.g., respondents complet-
ing an online survey or answering interview questions created
by the researcher) or whether the data are created by internet
users for their own purposes (e.g, posting to an online tradi-
tional medicine forum, listing an exotic pet for sale, or sending
a query on reintroduced species to a search engine). For the for-
mer, the use of internet-mediated communication with partici-
pants is analogous to offline methods that require FPIC. There
have been increasing calls within conservation for a process-
oriented, reflective ethics approach to social science methods
used in fieldwork requiring awareness of value conflicts, power
dynamics, and cultural sensitivity (St John et al. 2016; Ibbett
& Brittain 2019; Brittain et al. 2020). In addition to these rec-
ommendations, researchers must ensure their use of technol-
ogy does not undermine ethical principles (e.g., assessing and
disclosing the privacy and security risks of conducting surveys

through third-party websites to participants and encrypting sen-
sitive emails to maintain confidentiality [Franzke et al. 2020]).

For research involving the collection and analysis of preexist-
ing online data, within legal constraints, the situation becomes
more contentious. Even if researchers view this information as
fair game by considering all accessible online data as authored
works ot activities consciously under public scrutiny, internet
users’ expectations of privacy often extend to publicly accessi-
ble data or information that is contractually accessible by third
parties (Boyd & Crawford 2012). Furthermore, given the rapid
growth of the online world and its encroachment into all aspects
of many people’s lives, nonparticipation in online activities can
result in social exclusion, economic suppression, and limiting
of health, governmental, and other administrative services (Nis-
senbaum 2011). As such, it is no longer appropriate to assume
informed, noncoercive consent. However, FPIC is most often
impractical for online research requiring large or complete data
sets of preexisting information for meaningful analysis (particu-
larly when studying illegal activity), and explicit opt-in or opt-out
consent requests can be viewed as intrusive behavior (Ess et al.
2002, Spicker 2011). Given that public trust and cooperation
are necessaty for positive conservation intervention outcomes,
being able to provide transparent, ethical reasoning for internet
research methods is still important, even if the information used
is freely available.

The ideals on which FPIC is based—respect, beneficence,
and justice—in research utilizing preexisting data are closely tied
with peoples’ notions of privacy and violations thereof. Privacy
is beneficial to individuals and societies because it preserves
autonomy and freedoms while shielding people from unjust
treatment (Nissenbaum 2010). Despite its importance, however,
assigning a strict universal definition to privacy in order to build
an ethical framework is not straightforward. In short, it can hold
a multitude of potentially contradictory meanings and is contex-
tually dependent (Nissenbaum 2010). In attempting to circum-
vent the aforementioned issues in obtaining FPIC, the collection
and analysis of preexisting data have been justified by definitions
of public spaces as a negation of privacy rights or by downgrad-
ing peoples’ online representations as digital subjects resulting
in dehumanization through abstraction (Buchanan 2017). Reg-
ulatory approaches to privacy typically build on binary classifi-
cations of private and public spaces or sensitive and nonsensi-
tive personal details, with corresponding restrictive or permis-
sive approaches to the accessibility or use of information (Nis-
senbaum 2010). However, as illustrated above, these regulatory
definitions do not necessarily align with users’ expectations or
principles.

Another viewpoint of conducting research that demonstrates
respect, beneficence, and justice is the need to recognize and
work within the contexts and boundaries of subjects’ values and
social norms. For other social science techniques employed in
conservation, such as interviews, this is straightforward. The
research is conducted within specific contexts with a limited
number of participants, and the principles and study methods
are explicitly agreed to through FPIC. The FPIC, in this sense,
provides a mutually understood ethical contract between the
researcher and research subject. However, for online research
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methods in which collected data may relate to anyone, any-
where, relying instead on universal norms as perceived and for-
mulated by the researcher or discipline as a form of assumed
consent becomes problematic. Even if the researchers believe
their actions are justified, this could translate differently to oth-
ers in a global context as paternalistic or have unforeseen conse-
quences. In addition, the use of normative constructs (wotds or
phrases that carry some implicit judgment or value) in decision-
making processes for conservation has been criticized for lack-
ing scientific or logical rigor (Yanco et al. 2019). This high-
lights the need to clearly define conservationists’ undetlying
value assumptions when formulating a research plan as well
as interventions. These complications become amplified as the
proposed benefits can be focused on nonhuman species and
may come at a cost to human groups, often separate from the
researchers themselves (Ibbett & Brittain 2019; c.f. Newing &
Perram 2019). Both of these instances (justifications based on
definitions of privacy or universal application of perceived social
norms) can lead to public disapproval and a setback in conser-
vation efforts. Public trust is not guaranteed simply by following
the minimum legal requirements or formulating abstract moral
justifications from the researchers’ perspective.

In response to public unease with technology replacing or
altering the means by which social interaction, transactions, or
the provision of services takes place, Nissenbaum’s theory of
contextual integrity (Nissenbaum 2010) argues that instead of
attempting to define privacy and violations thereof, the flow of
information should be described in terms of the contexts and
subcontexts in which it operates (e.g, commerce and educa-
tion), persons or entities involved (e.g;, sellers and platforms),
the nature of the information, and the principles by which it
is transmitted (e.g, compulsory and confidential). If the new
flow of information departs from entrenched norms specific
to those contexts and has harmful implications to individu-
als, social structures or the functional purposes and goals of
the context, then this is in violation of contextual integrity and
should be avoided (Nissenbaum 2010). Although this theory is
a useful means of conceptualizing research data in context, col-
lecting and analyzing this for conservation is (unless, e.g., under
the mandate of legal monitoring) not functionally relevant to the
information flow taking place for the sender or intended recip-
ients. How, then, can conservationists appropriately act within
this ecosystem of data?

COVERT RESEARCH ETHICS

One approach to maintaining ethical integrity when research
involves preexisting data could be to consider these activities
as observations analogous to offline covert research methods
in the social sciences. Spicker (2011) defines covert research as
consisting of no or limited disclosure to research subjects, as
opposed to being intrinsically linked with deceptive practices or
avoidance of detection (e.g,, Roulet et al. 2017). For example,
studying publicly available information on exotic pets for sale
online would be covert observation; the sellers are not explic-
itly informed that the data they upload are also being used

for research (e.g., Sung & Fong 2018). However, if this infor-
mation is in a closed social media group, use of which would
require approval under a provided identity, posing as a poten-
tial buyer to gain access would be an act of deceptive covert
research. Unless such exceptional practices are rigorously justi-
fied by carefully balancing competing principles (Spicker 2011),
the researcher should make their purposes explicit to gatekeep-
ers and participants (e.g., Hinsley et al. 2016).

Research in a public space could still be viewed as deceptive if
the researcher knowingly exploits subjects’ assumptions of their
identity and purposes (Spicker 2011). We define public space in
an online context as an abstract space consisting of data that
can be physically accessed by anyone with the appropriate legal
technological means and according to the sites’ terms of service,
rather than as the antithesis of a private space. Because justi-
fications based on researchers’ intentions may be questionable
or unclear, Nissenbaum’s (2010) theory of contextual integtity
can help determine the appropriate flow and use of information
within the resulting multiplicity of contexts, such as the plat-
form, community, or activity, in which users engage. In this case,
the appropriate flow of information ensures that data collec-
tion and processing remain applicable to the contexts in which
the data have been created. In the above scenarios, a typical e-
commerce website would be subject to legal conditions and the
companies’ terms of service for the appropriate sale of items.
This limits the extent to which information can be reasonably
collected and processed. For example, if studying online mat-
ketplaces that may host illegal wildlife trade, aggregating these
data with sellers’ social media profiles on a separate site would
be ethically dubious, especially if one considers such a profile
is a composite of personal information and that of uninvolved
family and friends. However, comparing sale items with official
import records (Sung & Fong 2018) would be contextually rele-
vant and not obviously objectionable.

Complying with prevailing contextual norms is not equiv-
alent to assuming consent. It can be argued that contextual
integrity leads to a “tyranny of the normal,” that is, a conserva-
tive framework with adherence to norms that reflect a majority
of users at the potential expense of minority groups or indi-
viduals (Nissenbaum 2010, p. 160). Researchers should recog-
nize and minimize potential harms to individuals and groups
who may find the methods disagreeable without the researchers’
knowledge. This includes deidentifying, anonymizing, summa-
rizing, and minimizing collected data sets as soon as possi-
ble; evaluating the possible broader consequences of sharing
research results and data other than intended conservation out-
comes (Di Minin et al. 2021); and reevaluating the contexts in
which researchers operate in light of their observations, includ-
ing the exclusion of groups found to oppose the collection of
data where reasonably possible.

A key difference between conservation science and many
other research activities is that it is operating as a crisis disci-
pline, and whether or not conservationists are acting in a proac-
tive or reactive capacity, the observations they make online are
not for passive understanding but for monitoring and inter-
vention, which has implications for individuals’ and commu-
nities” autonomy. Defining these research methods as covert
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observation recognizes that prior informed consent does not
take place, and this burden of responsibility must be acknowl-
edged even if the activity involved seems trivial to the researcher.

There is no single perspective or unifying framework in which
to conduct online research without some consequence or risk.
Online conservation research will frequently result in situations
for which there is no single correct answer or ethical shortcut.
Researchers may be tempted to cherry-pick abstract moral theo-
ries that suit their preferred methods, instead of critically reflect-
ing on the real-world circumstances of their work (Macfarlane
2009). The AoIR recommends that through practical experi-
ence, familiarity with a range of ethical frameworks, and discus-
sion with peers and stakeholders, researchers can develop sound
judgment that reflects the flexibility required to adapt to novel
research contexts (Franzke et al. 2020).

CONSERVATION RESEARCH IN
COMMERCIAL CONTEXTS

Since the commercialization of the internet in the 1990s (Lang-
ford 2000) and the subsequent domination of commercial plat-
forms on the World Wide Web, the data that researchers obtain
from and about users are usually mediated by corporate entities
with separate business interests that may conflict with those of
users and conservationists (Toivonen et al. 2019). As such, the
resulting information may be fragmented to protect commercial
interests (Ladle et al. 20106); distorted by user expectations akin
to an “informational panopticon,” leading to self-censorship or
editing (Nissenbaum 2010:75); or data may be molded for com-
mercial use, limiting its meaning, Even if users would opt for
services with greater privacy controls, the terms of service or
other legal agreements they ate subject to under the “duty to
read” are often classified as unreadable to the average U.S. citi-
zen (Benoliel & Becher 2019), reducing market competition and
contributing to user disempowerment, particularly among vul-
nerable groups. Researchers should be awate of these contexts
to better assess the exploitation of subjects involved.

PUBLICATION REQUIREMENTS FOR
ETHICAL RESEARCH

Because social science methods preceding internet-based
research have been utilized for conservation research, such
as interviews, many journals and publishers in the field have
enacted ethical requirements that are associated with biomed-
ical research, such as the Helsinki declaration (WMA General
Assembly 2001), or require approval from ethics committees
(ot their equivalent) that retain similar policies (Ibbett & Brit-
tain 2019). Ibbett and Brittain (2019) report that, in the context
of wildlife hunting, although there is an upward trend in report-
ing human subject ethical considerations in conservation pub-
lications, there is a disparity between journal requirements and
their implementation. St. John et al. (2010) recommend that the
American Anthropological Association (AAA) Code of Ethics
(2012) is more suitable for individualized human subject inter-

action, although how applicable this is to research based on
subjects’ preexisting online data is uncertain. In its 2012 revi-
sion, the AAA’s Principles of Professional Responsibility state
that research without prior or retroactive informed consent
should be avoided (see also the Society for Conservation Biol-
ogy [2004]), suggesting an opposition to a significant portion
of online research methods for large-scale, publicly accessible
data. Although analysis of anonymized data would not require
individuals’ consent according to these guidelines, seemingly
innocuous online data can frequently be aggregated with other
resources for the reidentification of individuals on a scale and
level of detail that surpasses offline research (Tavani & Grodzin-
sky 2019). Instead of interpreting guidelines from other dis-
ciplines, updated ethical requirements from publishers specific
to the challenges of conservation research and online research
methods could contribute to more cohesive ethical practices
and reporting. This would be especially valuable to conserva-
tionists who do not have access to external validation mecha-
nisms, such as ethical review boards (Ibbett & Brittain 2019).

COMPLIANCE AND LEGAL RISKS IN
ONLINE RESEARCH

Unlike most offline research activities, data collected via the
Web are typically owned by companies or individuals, with cor-
responding legal protections, and transmitted by commercial
entities. In addition to maintaining ethical integrity, conserva-
tionists’ online research activities must also navigate these areas
of compliance and assess the risks where legal uncertainty arises.
Compliance with the law is a first indicator to the public as to
whether researchers are acting ethically and is especially relevant
if conservationists seek to influence legislation through their
results.

Legal compliance in internet-based research is generally cen-
tered on copyright, privacy, and data protection. Copyright pro-
tection is broadly recognized internationally, but implementa-
tion and exceptions vary among countries (World Intellectual
Property Organization 1979; World Trade Organization 1994).
Privacy rights and data protection are more varied and largely
dictated by preexisting social norms (Spinello 2017).

INTELLECTUAL PROPERTY AND
COPYRIGHT

Digital media, whether created by individuals or companies,
is automatically protected under international copyright laws,
which confer economic (financial reward) and moral (personal
credit and reputation) rights to the work’s owner (World Intel-
lectual Property Organization 1979). These protections ate
still relevant to media published online, including images, text,
audio, code, and compilations of data (World Trade Organi-
zation 1994; Ricketson 2003). Some countries and territoties,
such as within the EU, also confer database (su7 generis) rights,
which may include social media and auction sites’” data struc-
tures (European Commission 2015).
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Exceptions to copyright enable the copying and sharing
of works without authorization, within a defined scope, and
for public benefit, including nonprofit research activities. Such
exceptions are especially important in large-scale studies, where
the ability to credit and gain permissions from content creators
becomes impractical. Although international agreements, such
as the Berne Convention (World Intellectual Property Organi-
zation 1979) and the TRIPS agreement (World Trade Organiza-
tion 1994 section 1 article 10), set out broad definitions of works
protected by copyright and exclusive rights for authors and pro-
ducers, the interpretation and implementation of copyright and
its exceptions ate defined by individual nation states.

Text and data mining (TDM) exceptions, with varying
requirements, have been gaining traction in the Global North
for noncommercial research. For example, the United King-
dom has had a TDM exception since 2014 (UK Public Gen-
eral Acts 1988) that requires a “sufficient acknowledgment” of
the author or copyright owner, whereas the EU Digital Single
Market Directive, to be implemented by member states within
2 years of approval, specifies that mandatory TDM exceptions
will apply to research organizations whose activity is structurally
noncommercial and in the public interest (i.e., the output is not
subject to “preferential access” and does not “conflict with the
normal exploitation of the works”); there are some provisions
for public—private partnerships and commercial use (European
Parliament & Council of the European Union 2019). In the
United States, TDM exceptions are not explicitly defined and
may fall under “fair use” on a case-by-case basis (Copyright
Law of the United States [Title 17] 1976). Exceptions to TDM
have been further extended to commercial activities in several
instances, potentially enabling joint conservation research with
the private sector. For example, Japan has had broad TDM
exceptions to copyright since 2009 (Oyama et al. (Translation)
1970), and Singapore is expanding TDM exceptions with ana-
Iytical requirements (Singapore Ministry of Law & Intellectual
Property Office of Singapore 2019). In all cases, the researcher
must have the legal means to access the works in question, and
international or public—private collaborations should have the
appropriate regional rights to copy, distribute, or analyze data.
Although TDM exceptions are gaining traction internationally,
intellectual property law is often more restrictive in develop-
ing countries (Okediji 2019), and the current variations with
which they are implemented or interpreted in a global context
make such exceptions difficult to solely rely on when conduct-
ing research.

Even if intellectual property rights challenges can be over-
come, data access may be restricted by contract law or technical
measures. For example, if a researcher intends to scrape data
from an online auction site, their lawful access will be subject
to the service’s terms and conditions, regardless of whether reg-
istration is required. The terms of service are a binding legal
contract between the user and service, but are rarely written to
accommodate academic researchers, normally assuming that a
consumer or rival commercial organization is accessing the plat-
form. The permissions and prohibitions set out in these terms,
therefore, require interpretation, potentially introducing uncer-
tainty over and above intellectual property concerns.

Access to data may also be restricted through technical mea-
sures, such as digital rights management software. Legislation,
including the Digital Millennium Copyright Act (DMCA) in
the United States, and article 6 of the 2001 Information Soci-
ety Directive in the EU (European Patliament & Council of
the European Union 2001) prevent circumvention of techni-
cal measutes such that even if a research exception to copy-
right applies, bypassing these measures is legally ambiguous or
practically difficult (Liu 2003; Spinello 2017). Given the legal
uncertainties and regional variations presented by intellectual
property and contract law, researchers should seek expert advice
where possible.

PRIVACY AND DATA PROTECTION

In contrast to somewhat harmonized approaches to copyright,
there is much greater regional variation in approaches to pti-
vacy and data protection, which are driven by preexisting social
norms. As a starting point, the U.S. Department for Health and
Human Services maintains an international compilation of laws
governing human research (Office for Human Research Pro-
tections 2020). The United States and European Union provide
an example of how stark these contrasts in legislation can be.
Privacy in U.S. legislature is highly fragmented and focuses on
privacy from the state, with the assumption that market self-
regulation will ensure that users migrate to services that treat
their data appropriately (Benoliel & Becher 2019). Dealing with
data in this context requires knowledge of specific legislation
related to the researchers’ methods, data, and region of inter-
est due to additional variability in data-processing requirements
between states. In the EU, privacy is regarded as a distinct
human right; the General Data Protection Regulation (GDPR)
imposes stringent requirements for organizations storing, pro-
cessing, or sharing citizens’ data, with interpretation at the state
level and extraterritorial applicability (European Patliament &
Council of the European Union 2016; Spinello 2017). These
requirements apply to both preexisting online data collection
and citizen science projects. Ensuting ethical practices may
require going beyond basic legal requirements to ensure fair-
ness, for example, by implementing the same privacy protec-
tions for participants in a research study regardless of national-
ity.

In our brief outline of intellectual property, privacy, and data
protection laws, it becomes clear that the aims, methods, analy-
ses, and sharing of data, along with their respective legal implica-
tions, must be considered throughout the research process. This
may include input from organizational copyright and IP special-
ists, data protection officers, and independent legal advice when
necessary.

CONCLUSIONS

Conservation scientists are using internet-based research meth-
ods for a wide range of purposes, from culturomics to study-
ing the online wildlife trade (Sutherland et al. 2018). Such
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methods are becoming increasingly relevant to conservation as
new applications continue to emerge. To benefit from these
methods, ethical and legal considerations (e.g., privacy; appro-
priate ethical treatment of internet users; intellectual property
and data protection requirements; and challenges particular to
conservation research) of using online data must be evaluated.

Free and prior informed consent is often impractical when
collecting users’ preexisting online data for research. Despite
this, it is important to recognize the ethical implications of these
activities as research involving human subjects. By treating these
online methods as analogous to offline covert research methods,
in particular nondeceptive covert observation wherever possi-
ble (Spicker 2011), these activities can be assessed honestly, on
a case-by-case basis, as a balance of competing principles within
the contexts they operate. Consent cannot be assumed on the
part of individuals regardless of social norms that represent the
views of a majority in such contexts (Nissenbaum 2010: 160;
Markham & Buchanan 2012). Potential resulting harms should
be minimized regardless of data anonymization, bearing in mind
that innocuous combinations of users” nonpersonal information
(e.g., details of online wildlife sales associated with a user) can
still lead to reidentification when publishing results or sharing
datasets. Researchers should avoid treating ethics as an admin-
istrative checklist because being unfamiliar with the underly-
ing reasoning or decision-making processes for ethical research
practice can leave them unprepared for novel situations (Geller
etal. 2010).

Without awateness of the scope of copyright and contract law
in their region, researchers could breach these laws from the use
of online images, text, or audio. Separate database rights can also
be extended to online structured data including e-commerce
sites and social media. Conservationists should be aware that
noncompliance with copyright and contract law can lead to per-
sonal and organizational legal risk, as well as potentially damag-
ing public relations if they act illegally.

By carefully considering the ethical treatment of internet
users, in addition to complying with regulations, conservation
scientists can uphold the public trust needed for successful
intervention outcomes to pressing issues.
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