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Abstract

Considering the digital world, almost all online transactions (e.g. payments, shop-
ping, etc.) need identity verification and information security. In addition to
models such as traditional passwords and PINs, biometrics such as facial recog-
nition and fingerprints have also begun to be used frequently for this purpose.
The literature has often stated that electrocardiogram (ECG) biometrics can also
provide reliable results and increase performance in multi-models. However, it has
also been stated that the characteristics of ECG signals change over time due to
environmental, biological or physiological reasons such as physical activities and

emotional states. This affects the performance and stability of the model.

Another open challenge is the need for difficult-to-use devices and sensors to col-
lect ECG data. With the development of wearable devices, many studies have
evaluated the performance of these devices. However, to provide a reliable suit-
able real-life scenarios ECG-based biometric verification model, many parameters

must be investigated in depth.

The scope of this thesis is to examine the parameters affecting ECG biometrics
in verification models, to create a novel framework to increase long-term stability

and to test the created framework on various mobile devices.

The contribution of this thesis to the literature is by creating an activity-aware
and emotional status-aware biometric verification framework, demonstrating the

usability of this framework for medical and wearable devices.
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Chapter 1

Introduction

The history of biometrics has encompassed the use of measurable characteristics
for security purposes and forensic cases such as manual face recognition, comparing
body measurements and fingerprint comparison. Moreover, fingerprints were used
to sign contracts in history because fingerprints were a way for individuals to prove
their identity. With the rapid development of mobile devices and technology,
the area of usage for biometrics has expanded and has been generally accepted
worldwide. Today, there are three basic methods for people to prove their identity.
These are something they have, such as cards (ID, passports and bank cards),
specific known information they have such as passwords, or biometric attributes

such as fingerprints.

In today’s world of rapid technological advancement and heightened concerns for
information security and privacy, biometric authentication has become a vital field
of significant importance for various industries such as online banking and airport
border controls. Biometrics, which involves analysing an individual’s unique phys-
ical and behavioural traits, has received substantial attention due to its potential

to transform identification and authentication processes.

According to the International Organization for Standardisation (ISO) and In-
ternational Electrotechnical Commission (IEC), there are two main categories of

biometrics: physiological and behavioural [6]. Physiological biometrics refer to

4



unique features of the human body, such as fingerprints, facial structure and iris.
Behavioural biometrics refer to acquired knowledge and behaviours, such as gait,
hand gestures and keystroke dynamics. Some types of biometrics can show both
physiological and behavioural characteristics (shown as a “Hybrid” in Fig.1.1).
For example, an Electrocardiogram (ECG) is a physiological signal by nature, but
it is included in both biometric groups as it is affected by many behavioural char-
acteristics such as stress, emotional status and physical activities. The types of

biometrics for identity confirmation of individuals are shown in Fig.1.1.

Biometrics

Behavioural Hybrid Physiological

< v

'Y <>
\ o 5
7 / = i
Swipe Keystroke ECG EEG Face Shape  Ear Shape
Behaviour Dynamics
I
!g?[ (c O
\ - L
Hand Voice Hand Iris
Gestures Geometry

)

7)

P

& Fingerprint  Vascular
& 3 | I

Identity Confirmation

F1GURE 1.1: Identity confirmation of individuals

There are several advantages and disadvantages associated with both types of
biometrics. For instance, biometric features are inherently linked to an individual
and cannot be separated, lost, or transferred to another person. In addition,
biometric recognition or verification models generally exhibit high success rates
[7]. However, the collection of biometric data requires specialised environments,

sensors, and devices. Furthermore, the data collected may vary depending on the



environment, condition, health status, etc., which might require the collection of

extensive personal data.

There are two ways to use biometric data to confirm a person’s identity. One
of them is biometric verification, a 1-to-1 matching of claimed identity and that
identity’s enrolled record in a database. Biometric verification can be used for
access controls such as accessing computers, mobile phones and specific buildings.
Biometric authentication refers to the continuous validation process. While veri-
fication is usually performed once to confirm the identity initially, authentication
is an ongoing process that continually validates that identity. For instance, within
a high-security building, facial recognition cameras might authenticate a user’s
identity multiple times as they navigate through various areas. The other method
is biometric identification which is a 1-to-N matching of one person’s biometric
data to all subjects’ biometric data in a database. Biometric identification can be
used for law enforcement such as identifying suspects or criminals using CCTV

cameras.

In this work, the access performance of mobile devices was investigated using
ECG data, and since this process is a one-time (non-ongoing) process, biometric
verification was used. General outlines of ECG-based biometric verification and

identification are illustrated in Fig.1.2.

Not all features of the human body are considered biometrics. There are specific
criteria that signals or images must meet to be classified as biometrics. Jain et al.
8, 9] defined these criteria as universality, uniqueness/distinctiveness, permanence,
collectability /measurability, performance, acceptability and circumvention. The
ECG biometric model, which includes these parameters, can be described in the

following way:

e Universality: The ECG signal is observable in all living creatures so it is

universal.
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e Uniqueness/Distinctiveness: Each individual has a unique ECG wave
pattern that can be identified by the slight variations in peak and trough

amplitudes and distances between them [10].

e Permanence: ECG signals exhibit a stable structure that remains consis-
tent for an extended duration (especially for healthy subjects), meeting this
criterion. However, although the general heartbeat pattern is the same, un-
stable measurements may also be seen in the long term and according to

environmental factors.

e Collectability /Measurability: Wearable devices and sensors now make

it easy to measure ECG thanks to advancements in wearable technology.

e Performance: Biometric verification and identification models based on
ECG can achieve impressive results [11]. Although each biometric model
has pros and cons, ECG biometrics is reliable in the general performance

evaluation.



e Acceptability: Thanks to wearable devices such as smartwatches, it is easy
to obtain ECG data. People are often willing to share their ECG data for

purposes such as monitoring their own health.

e Circumvention: The use of a highly secure authentication solution is cru-
cial to prevent circumvention. ECG signals are hardly imitable so it is an
ideal solution to build secure biometric models. Thus, ECG is generally
used in multimodel biometrics to increase security [12, 13]. However, the
ECG-based model may be weak in replay attacks. The solution to this is

encryption methods.

In Section 1.1, we will explain ECG signals and how the ECG biometric model

compares to other models.

1.1 ECG Biometrics

By measuring the electrical activity of the heart through electrodes attached to
the human body, an ECG can identify the unique heartbeat rhythm of humans.
This feature makes ECG an ideal candidate for authentication systems [4, 14-16].
The performance comparison of the ECG biometrics with other biometric models
is shown in Table 1.1 [17]. The comparisons in this table change over time with
advancing device and sensor technology and the variety of methods used. Thus,
Koffi et al. [17] updated this table for 15 biometric traits in 2023. However, since

there was no evaluation for ECG biometrics, an addition was made by us.

Wearable and medical devices offer various options for collecting ECG recordings,
including different electrode types (dry or wet) and a range of electrode numbers (1,
2, 3, 6, or 12 leads). The placement of the electrodes is also crucial for accurate
readings [2]. There are many devices available, including chest bands [18, 19],
armbands [20], wristbands [21], smartwatches [22] and Holter monitors [23], that
can measure ECG from different areas of the body. In a classical ECG recording,

there are 12 leads attached to the human body. However, there is only one sensor



TABLE 1.1: Performance comparison of different biometric models

Biometric Traits Universality Uniqueness Permanence Collectability Performance Acceptability Circumvention

DNA High High High Low High Low Low

Ear Medium Medium High Medium Medium High Medium
Face High Low Medium High Low High High
Facial Thermal High High Low High Medium High Low

Fingerprint Medium High High Medium High Medium Medium

Gait Medium Low Low High Low High Medium

Hand Geometry Medium Medium Medium High Medium Medium Medium
Hand Vein Medium Medium Medium Medium Medium Medium Low
Iris Medium High High Medium High Low Low

Keystroke Low Low Low Medium Low Medium Medium
Odor High High High Low Low Medium Low

Palmprint Medium High High Medium High Medium Medium
Retina High High Medium Low High Low Low
Signature Low Low Low High Low High High
Voice High High Medium Medium Medium High Low
ECG High High Medium High Medium Medium Low

on wearable devices. The number of electrodes, sensors and their locations affect

the usability of the system.

1.1.1 Overview of ECG

The heart basically consists of four parts. The upper chamber of the heart is called
the atrial and the lower chamber is called the ventricular, and there is one atrial
and one ventricular on the right and left sides of the heart. The regular beating
of the heart is controlled by two nerves in the heart, which are the Sinoatrial
node (SA) and the Atrioventricular node (AV). These nodes work as pacemakers
of the heart. The right atrium’s upper wall contains the SA node. Both atria
contract as a result of nerve impulses that are produced and pass across the heart
wall [24]. Near the bottom of the right atrium, on the right side of the wall
separating the atria, is the AV node. The AV node receives the impulses produced
by the SA node after a tenth of a second delay. The atria contract during this

interval, transferring the blood into the ventricles prior to ventricular contraction
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(i.e. forming the P peak). The atrioventricular bundle (i.e. His bundle) then
delivers impulses to the Purkinje fibres in ventricles via the AV node (i.e. forming
Q, R and S peaks). The AV node controls electrical signals to prevent electrical
impulses from moving too quickly, which can cause atrial fibrillation [24]. In the
end, ventricular relaxation and repolarisation occur, forming the T peak. This
cardiac cycle repeats with regularity unless there is another effect such as physical
activity, medical drug interventions and heart failures. To better comprehend
heart conditions and ECG-based applications, various essential characteristics are
extracted from the ECG waveform. The P, Q, R, S and T peaks constitute each
heartbeat. A single heartbeat representation is shown in Fig.1.3 [25, 26].

AP A
Q
S

P
. . =

. : Atrial Depolarisation

.: Ventricular Depolarization

.(3).; Ventricular Repolarization

FI1GURE 1.3: A single cardiac cycle and ECG signal with the representation of
P, Q, R, S and T peaks

1.2 Research Motivation

In the literature review of ECG biometrics, it is possible to identify some challenges
that are open to research such as physical activity and emotional status effects on
the biometric system, the lack of studies for real-life biometric verification scenarios
and the performance of different ECG technologies. Therefore, medical devices,
medically approved devices and consumer-based wearable devices with different
activity and emotional status conditions were explored in this thesis. To address

these issues, the main research questions explored in this thesis are listed below.
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1. What is the baseline equal error rate from various devices using ECG?

In order to present a novel biometric verification framework, first of all, the
parameters of that biometric model and the baseline of biometric verification
performances should be understood. Therefore, the features extracted from
ECG waveforms encountered in the literature, new features, different classi-
fiers, various devices, the effects of enrollment and authentication times and
different Machine Learning (ML) models in order to examine their real-life
applicability indicate a great challenge. To address this challenge, this study

offers in-depth research for all of the aforementioned parameters.

2. Can we accurately detect physical activity or emotional status from ECG

waveforms?

It is known that different physical activities, various emotional states and
different factors (such as medication and alcohol) during the day affect our
heart rhythm. Considering the application of ECG-based biometric veri-
fication to real life, these changes cause errors in verification performance
because the stored template and test data do not match with each other.
Investigating this problem and presenting a different way or method other

than current research is a subject open to study.

It is a subject open to research because of the endless possibilities of pa-
rameters and models that can be used. In order to examine this problem,
different device types and datasets are used in this study. In addition, the
performance of the newly introduced features has been tested with the help
of different classifiers. Deep Learning (DL) models, a branch of ML, have

also been used to investigate the effects of various parameters.

3. Do physical activity or emotional status classification prior to biometric ver-

ification improve performance in medical and wearable ECG devices?

This question leads to the proposal of a new biometric verification framework.
Although the performance of different devices using today’s technology, es-
pecially wearable devices, is being investigated, it is an important step for

the use of ECG-based biometric verification in access control in daily life.
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It is known that ECG signals change with the conditions of daily life and
therefore are not used frequently for verification models. In order to find
a solution to this problem, ML and DL models and their many different

parameters have been investigated.

4. Do different machine learning models and their parameters contribute to the

improvement of device performances?

All ML and DL models show different outputs according to the parameters
used, datasets, training and testing data sizes etc. For this reason, an in-
depth analysis is necessary for the consistency of the model to be created. In
this study, parameters such as different classifiers, features, various training
and testing data sizes, and different enrollment times in the classical ML

model are compared using data from various mobile devices.

In the DL model, different Convolutional Neural Networks (CNN) structures,
optimisers, various epoch numbers and recording times are compared with
different image inputs. This study holds significance in observing device
performances. It observes the reliability of wearable devices by assessing
the influence of diverse ML models and their parameters on the data ac-
quired from medical and wearable devices. In addition, due to the proposed
biometric verification framework, we explore which parameters the examined
activities and emotional statuses achieve optimum results. Thus, the specific

characteristics of each activity or emotional status are examined.

1.3 Thesis Outline

This thesis consists of 7 chapters describing the novel ECG-based biometric veri-

fication framework, which utilised the activity classification.

Chapter 2 introduces state-of-the-art studies on ECG biometrics, models that
classify activity and emotional status, and a detailed overview of DL models in

ECG-based applications. The performance assessments of the biometric models
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are given to understand the outcomes of state-of-the-art studies. After stating
the related works about ECG biometrics, the open challenges in the literature are
indicated for further investigation. In addition, it is stated the proposed biometric

verification framework’s approach to these challenges.

Chapters 3, 4, 5 and 6 explain the experimental parts of the thesis. Chapter 3
describes the general methodology used in the experiments. The datasets, devices
and data collection processes used in this thesis are examined. Then, the data
analysis methods we used, pre-processing, feature extraction, exploring a time-

frequency representation and explanation of the used classifiers are given.

In Chapter 4, the first phase of our research, the effects of different enrollment
periods, attributes and various time-frequency representations on biometric ver-
ification models were examined. The performances of various devices have been
researched for classical ML and DL models. The effects of the compared parame-

ters on device performances are discussed.

In Chapter 5, the performance of novel features in physical activity classifica-
tion and emotional status classification are explored and presented. In addition,
GoogleNet, ResNetb50 and DenseNet201 CNN structures are explained and the

effects of DL parameters on activity classification are discussed.

As a final phase in this thesis, the framework of activity-aware biometric verifi-
cation proposed in Chapter 6 is examined. In the ML model, the performance of
samples classified according to their physical activity and emotional state when
used in biometric verification models is explained. In addition, the performances
of 5 different devices are examined. In the DL section, ResNet50 and DenseNet201
CNN models are tested on wearable and medically-approved devices for different

parameters and comparative results are discussed.

In Chapter 7, the last chapter of the thesis, a general summary of our work,
answers to our research questions, a roadmap for future work, and conclusions are

explained.
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1.4 Limitations

COVID-19, defined as a global pandemic by the World Health Organization (WHO)
as of March 2020, brought with it a number of restrictions to prevent the spread
of the disease. Within the scope of these restrictions, general life including work-
places and universities was disrupted by various restrictions for more than two
years. During the 2020 and 2021 years, our access to laboratories, offices and all

university facilities is restricted.

Since the beginning of this study, the data collection process and the creation of
a new ECG recorder could not be achieved in our study due to the inaccessibility
of laboratories, the prohibition of data collection and the inability to have close
contact with participants within the COVID-19 restrictions. Due to the limitations
in our capacity to collect ECG data, we resorted to utilising datasets that were

accessible to the public.

Public datasets require more detailed data pre-processing because the data is not
collected directly for your intended use. It is recognised that variables like tem-
perature, the location of the device, and the friction between the device and skin,
among others, can influence individual data and generate noise. Moreover, various
devices and different experimental conditions contribute to distinct noise levels in
the datasets. The pre-processing techniques employed in this study effectively

minimized noise and prepared the data for analysis.

Since one of the aims of this study was to compare the performance of medical and
wearable devices via the proposed biometric verification framework, the datasets
used contributed to our study in terms of device diversity and providing different

experimental conditions.

Despite all the setbacks and limited time, we thoroughly examined the proposed
biometric verification framework in classical ML models. In addition, we tested
the framework using a wearable device and a medically approved device in DL

models and proved that the framework was successful in the DL model as well.



Chapter 2

State of the Art

2.1 Introduction

Considering the areas where biometrics is widely used, face, iris and fingerprint
recognition models come to mind first. Although the ECG biometric model is very
popular in the literature, it is not widely used in the industry. The main reasons are
that ECG recording sensors are not as common as cameras and fingerprint sensors,
the ECG signal is highly affected by environmental and emotional conditions so
the ECG model requires more enrollment time than other biometrics and the lack

of long-term stability.

This chapter reviews studies on ECG biometric applications using Machine Learn-
ing (ML) and Deep Learning (DL) models. Initially, we will describe the meaning
of ML and learning categories. Then, the history and technological development
of wearable ECG recording devices will be examined in a separate section. The
novel approaches in ECG biometrics will be explained. In this section, classical
ML-based ECG biometric identification and verification models will be presented,
followed by DL-based models. Due to the extensive study of activity recognition
systems in the literature, general models will be introduced first. Subsequently,
activity recognition models that use only ECG data will be reviewed. In addi-

tion, activity-aware biometric systems will be mentioned. The emotional state

15
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classification will be examined separately from the physical activity classification.
Studies examining the effects of different distance metrics will also be reviewed.
Finally, by comparing these state-of-the-art studies, the points that need to be
researched will be revealed and the contribution of this study to the issues will be

stated.

2.2 What is Machine Learning?

Artificial intelligence (Al) is a field of computer science that focuses on creating
intelligent machines that can learn and solve problems in a way that is similar
to how humans do. This involves developing algorithms and software that can
analyse data, recognise patterns, make predictions, and perform other tasks that
typically require human intelligence. Some of the key areas of Al research include
ML, natural language processing, computer vision, and robotics. With advances
in technology, Al is becoming increasingly important in many industries such as
healthcare, web search engines and cybersecurity [27]. ML is considered a subset
of AI. While AI is the general name for computers or devices that can imitate
human intelligence, ML refers to algorithms that perform functions such as making
decisions and making predictions. ML is the process through which a computer
system acquires intelligence [27]. After the development of neural network models
used in ML with backpropagation [28] and CNN [29] algorithms, DL has been
considered a subset of ML [30].

DL is an ML algorithm that has a more profound architecture thanks to more
layers. Learning performances change as the structures, numbers and orders of
the layers in DL change. In this context, different DL models such as AlexNet
(for voice biometric authentication [31]), ImageNet (for image classification [32]),
GoogleNet (for ECG biometric verification [33]), ResNet [33], and DenseNet (for
finger-vein recognition [34]) have been created for the tasks to be obtained from the
DL algorithm. In addition, DL architectures are named according to the properties

of the layers they contain. For example, while the Deep Neural Networks (DNN)
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model has many more hidden layers than Neural Networks (NN) , the CNN model
has convolution layers and filters of various sizes, making it more useful in image
recognition tasks. The main reason for this is that the CNN model adapts better
to 2D and 3D images and distinguishes shape differences in 2D images better than
the DNN model [30].

ML can be categorised into four different groups based on their learning ap-
proaches: supervised learning, unsupervised learning, semi-supervised learning,
and reinforcement learning [35]. Supervised learning involves training machine
learning models with labelled data. These labels have been inspected or assigned
by a supervisor. When predicting, labels should describe input features and target
outcomes. Supervised learning is generally used for classification problems which
involve using an algorithm to classify test data accurately into specific classes
and regression problems which are used algorithms for distinguishing dependent
and independent variables. Decision Trees (DT), Naive Bayes (NB), k-Nearest
Neighbours (KNN) and Linear Discriminant Analysis (LDA) can be given as ex-
amples of classifiers used in this type of learning. Fig.2.1 displays the flow chart

for supervised learning.
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FIGURE 2.1: Supervised learning flow chart

Unsupervised learning is used for the organization of data that has not been previ-
ously labelled or classified [35]. This is achieved by identifying similarities within
the data set, thereby creating distinct groups. There is no supervisor in this

approach. For this reason, the algorithm needs to distinguish different patterns
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autonomously. This learning method is used to cluster data, find associations be-
tween data, or reduce the dimension of the dataset [36]. Fig.2.2 shows the flow

chart for unsupervised learning.
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K-means clustering (k value is the number of classes or centroids) can be given as
examples of clustering models for unsupervised learning. It involves dividing the
data into k£ groups based on how closely the data within each class is related to one
another or how close the centres of each class are to each other [37]. Fuzzy cluster-
ing, the expectation maximization and self-organizing maps can be mentioned as
examples of unsupervised machine learning. Fuzzy clustering has a membership
function quantifies the degree to which a specific element is associated with an
event. The membership value lies within the interval [0, 1], signifying the extent
of influence that the element has in relation to the event [38-41]. The expectation
maximization algorithm facilitates parameter estimation in probabilistic models
when dealing with incomplete data [42-46]. The self-organizing maps transforms
high-dimensional data into a low-dimensional map while maintaining the topo-
logical relationships inherent in the original data. Additionally, it automatically

organizes the data based on its underlying structures [47-49].

Semi-supervised learning, as the name suggests, is a learning approach that uses
both labelled and unlabelled data. Labelled data is in small amounts and unla-
belled data is in larger amounts. In this approach, the machine learning model is
trained with labelled data. Then, unlabelled data is added to the model and pseudo
labels are assigned to these data [50]. When the test data is given to the model, the



19

test data is classified using these pseudo-labelled and labelled data. Self-training,
label propagation and generative adversarial networks are some examples of classi-
fiers in this learning method. One of the common uses of semi-supervised learning

is shown in Fig.2.3.

Machine Learning Model

Few Labelled Data

l(o@) Cat Training

Many Unlabelled Data Trained
Model

@ %?}1 @ Y Pseudolabels
Ewl ‘ il@ @J- Predict \ @ .'ﬁ
@3 HOP®
e PR

hd

e
¢

T
%’@Cﬁ

Trained
Model

@ @@‘ Training X

6“‘0

| Itisa
" cAT

Pseudolabels + Labelled
Data

Test Data

FIGURE 2.3: Semi-supervised learning flowchart

Reinforcement learning, based on the Markovian decision-making process [51], is
learning through trial and error, similar to the process of human learning. For
instance, a child learns that fire can harm them through direct experience of
touching it. Reinforcement learning is also like this. The model makes a mistake
and gets feedback about the mistake by observing the environment. This cycle
continues until the agent performs the correct behaviour or action and receives the
reward. Reinforcement learning agents can be used in examples such as natural

language processing, traffic signal controls and image segmentation for healthcare



20

applications (e.g. diagnosing cancers) [52]. Reinforcement learning is illustrated

in Fig.2.4.
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FIGURE 2.4: Reinforcement learning flowchart

In this study, biometric verification, physical activity classification and emotional
status classification were investigated using different devices. Due to the presence
of labels in the datasets and to see the effect of activities on biometric verifica-
tion models, various supervised learning models were investigated. This study
investigated the performance of wearable devices in biometric verification models
under different conditions. Therefore, we will provide a review of the technological

advancements in these devices.

2.3 Technological Advancements in Wearable

ECG Recorders

The history of wearable devices is quite old but their first use for access control
purposes took place in 1998, when financial transactions could be made with the
mBarecelet wrist-wearable computer [53]. This technology then continued with
the smart jacket in 2000, the wireless headset in 2001, the first smartwatch in
2003, activity trackers in 2007, Google Glass in 2012, and Android clothing in
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2014 [53]. Furthermore, combining wearable devices with biometric features for
security purposes and using them for access control is a very popular area today

[54].

It has been observed that the wearable device market has increased significantly
with the use of such wearable devices with health monitoring applications. Using
consumer-based wearable devices has been shown to lead people to do more activity
[55, 56]. In addition, athletes frequently use wearable devices to actively check
their performance, heart rate and health status [57]. These devices are also used
in biometric applications to check situations such as the presence of the driver or

whether the driver is awake or not [58].

When we examine the development of ECG recording devices in the field of health,
we see that 12-lead ECG recording devices are frequently used in the health sector
for cardiac health imaging and diagnosing cardiac diseases. However, due to the
large number of leads, the establishment of an ECG recording mechanism, and
the impossibility of using them daily, these devices can only be used with trained
personnel help (e.g. medical doctors and clinicians). To eliminate these difficulties,
wearable devices that can be monitored remotely have been produced [59]. Thanks
to wearable devices, the number of leads of the ECG recorder has been reduced
(generally 1-lead or 2-lead configurations) and it has become consumer-oriented.
This has raised the question of whether the performance of consumer-oriented
devices is as accomplished as medical devices. Researching this problem, Phan
et al.[60] used a pulse oximeter, an LG smartwatch and a 3-lead ECG Powerlab
device to measure heart rhythm during sleep. The correlation of the heart rhythm
measurement of the smartwatch with other devices was found to be 90% for 4
participants. In this thesis, the answer to this question is investigated for activity

classification and biometric verification models.

There are two configurations for recording ECG signals: on-the-person and off-the-
person. Electrodes for ECG measurements are placed directly on the human body
in an on-the-person configuration system. Conductive materials like gel are gen-

erally needed between the body and electrodes for this system to work effectively.
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This kind of system is commonly used in medical tools such as bedside 1-lead ECG
monitors, attachable patches, and other diagnostic tools [61]. The off-the-person
configuration employs devices, having dry-type electrodes, that capture ECG sig-
nals without necessitating any specific preparation of the individual with objects
or surfaces [61]. This approach is advantageous as it minimizes any potential dis-
comfort or inconvenience to the subject. Examples of these configurations include

fingertips and other wearable devices such as smartwatches.

When on-the-person systems are considered to make a diagnosis, it is essential
to understand the P, Q, R, S and T peaks and the relationships between them
(such as the time difference between two peaks). In this regard, it has been stated
that devices such as Zio-XT and CAM patches achieve as successful results as the
Holter device [61-63]. Since medical devices are used for diagnostic purposes, they
generally limit activities during the day (such as heavy sports training, bathing
and even sleeping position) but wearable devices do not have such restrictions.
Therefore, it is observed that wearable devices obtain noisier signals and their
performance can decrease due to factors such as daily activities, sensitivity to
liquids (sweating, showering etc.) and noise caused by friction. Therefore, it is
important to investigate the issue of sensitivity to activities. Researching this
problem, Muhlsteff et al.[64] created a wearable belt band that can record ECGs
and measure activity in patients. ECG recordings were collected from 12 partici-
pants for 24-48 hours. It was stated that while 70% of the ECG signals collected

during the day were obtained in good quality, this rate was 60% during sleep.

2.4 Biometric Performance Assessments

The efficacy of a biometric authentication model is determined by its ability to
accurately predict the correct class in a verification or identification task, using
previously unseen data. Verification tasks, which require a subject to confirm their
identity, can be conceptualized as a binary classification problem: the system either

accepts the data as belonging to the genuine subject or rejects it. Identification



23

tasks, on the other hand, are multi-class problems in which the biometric system
compares the given sample with a list of existing templates and returns the class
with the highest likelihood. In both scenarios, if the class prediction is accurate, it
is considered a True Positive (TP) if the data was provided by the genuine subject,
or a True Negative (TN) in cases of imposter. Conversely, misclassifications are

referred to as False Positive (FP) and False Negative (FN).

The ISO is responsible for developing and publishing International Standards.
Within this organization, there exists a dedicated Biometrics subcommittee, known
as ISO/IEC JTC 1/SC 37, which focuses on the development of standards within
the field of biometrics [65]. In March 2022, ISO published a biometric vocabulary,
designated as ISO/IEC 2382-37:2022(E) [6]. According to the most recent ISO
standards, the terms Equal Error Rate (EER), False Accept Rates (FAR), and
False Reject Rates (FRR) are defined as follows:

e FAR represents the proportion of biometric transactions in which false bio-
metric claims are erroneously accepted (i.e. False Accept / Total Imposter

Matching).

e FRR represents the proportion of verification transactions in which true
biometric claims are erroneously rejected (i.e. False Reject/Total Genuine

Matching).

e EER is defined as the value at which the FAR and the FRR are equal.

Metrics such as Accuracy, FAR and FRR can be derived from the confusion ma-
trix, as illustrated in Table 2.1. These metrics are predicated on direct prediction.
Equations (2.1), (2.2) and (2.3) respectively represent the mathematical expres-
sions for calculating the Accuracy, FAR and FRR.

TABLE 2.1: An example of a confusion matrix

Confusion Matrix Responses
Total= G+I Accept (G) | Reject (I)
Real Genuine (G) TP FN
Condition | Imposter (I) FP TN
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TP+ TN
Accuracy (%) =100 x W (2]_)
FP
FARCR) =10 X G PP+ TN 5 ) (22)
FN
FRR (%) = 100 x (2.3)

(TP + FP+TN + FN)

Biometric systems generate a probability that a given sample belongs to a par-
ticular class, typically expressed as a similarity or dissimilarity score between the
sample and a template. The prediction of the class is based on this score and a

threshold that minimizes classification error.

In an ideal situation, a classifier would be capable of perfectly distinguishing be-
tween two distributions. However, in practice, there is often overlap between the
distributions. The selection of a threshold value will determine the classification
errors that arise from the tails of the distributions crossing it. Type 1 errors (FP)
occur in the imposter distribution, while Type 2 errors (FN) occur in the genuine
distribution. The optimal threshold is one that minimizes errors and is typically
located at the point where the FAR and FRR are equal. This point which is re-
ferred to as the EER is commonly found at the intersection of the two distributions

[66].

2.5 Novel Approaches in ECG Biometrics

In order to identify current and novel research on this thesis, our literature review
generally focuses on the year 2016 and later. In this section, we undertake a com-
prehensive review of the relevant academic literature, which spans several crucial
domains of study. These include the utilisation of ECG data for biometric veri-
fication and identification, the classification of physical activities, the exploration
of activity-aware biometric systems, as well as the classification of emotion status

and distance metrics comparisons. Each of these areas contributes significantly
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to the context of our research and provides a foundation upon which our study is

built.

2.5.1 ECG biometric verification and identification

ECG signals have been used for biometric identification and verification purposes
for two decades via ML and DL models. ML is a process that utilises features
extracted from data, which represent the raw data [15]. On the other hand, DL
models are a more advanced version of traditional networks, which contain sev-
eral hidden layers. Features are calculated by deep networks. In that way, the
learning model finds optimal features and uses these features for the learning pro-
cess. Additionally, DL models can automatically identify previously unseen image
features from original images, without any human intervention or manual feature

extraction.

In ML studies, there are two feature categories: fiducial and non-fiducial features.
Fiducial features include P, QQ, R, S and T peaks, time differences between two
peaks and the characteristics of these peaks, etc. Many studies in the literature,
including ours, have investigated the effects of features on ML [67-69]. Non-
fiducial features are obtained by applying time analysis or frequency analysis to
the ECG signal. Some of these techniques are Auto-Correlation (AC) [70], wavelet
transformation [71], Dynamic Time Wrapping (DTW) [61] and Discrete Cosine
Transformation (DCT) [72].

Ingale et al.[61] conducted a comparative analysis of ECG-based biometric authen-
tication using six different ECG datasets from various devices. They employed
extended Kalman filters and Infinite Impulse Response (IIR) filters in conjunc-
tion with ECG-beat and RR interval segmentations. They extracted 30 fiducial
and non-fiducial features from the ECG signals, resulting in an Equal Error Rate
(EER) ranging from 0.5% to 7% for fiducial features, and a broader range of
EERs for non-fiducial features. For the biometric verification process, they used

Euclidean distance and DTW methods as matching algorithms. They found that
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datasets collected by the Biopac MP36 2-channel ECG recorder, a 16-lead medical
device, and 2-lead palm and finger ECG sensors had relatively lower EERs com-
pared to the ECG-ID dataset (comprising single-lead healthy ECG recordings)
and the MIT-BIH dataset (containing medical ECG recordings from both healthy
and unhealthy subjects). They concluded that fixed window data segmentation,
fiducial features, and IIR filter yielded better EERs than non-fiducial features,
Kalman filter, and RR interval segmentation methods. The study included both
healthy and unhealthy subjects but did not consider different activity cases or

devices recording simultaneously [2].

Choi et al.[69] collected ECG signals for 60 seconds from 175 subjects using a 2-lead
mobile sensor. They extracted eight fiducial features and used various classifiers,
including Support Vector Machines (SVM), Simple Logistic, NB, Random Forest
(RFC), AdaBoost, Multi-Layer Perceptron (MLP), Bayes Net and RBF Kernel-
based SVM for both single-beat and multi-beat authentication scenarios. In the
single-beat verification scenario, the EERs ranged from 4.46% to 9.51% depending
on the classifier used, with SVM performing the best and NB performing the worst.
EER values were stated as 4.46% SVM, 8.81% simple logistic, 9.51% NB, 6.23%
RF, 6.51% Adaboost, 6.72% Bagging, 8.54% MLP, 6.10% Bayes Net and 9.3% RBF
network, respectively. However, they expressed that more reliable results were
obtained when more beats were used for biometric authentication. Therefore, they
tested their models using the best-performing SVM classifier with data ranging
from 3 to 15 seconds. The system’s EERs decreased from 8% (for 3 seconds of
data) to 1.87% (for 15 seconds of data), indicating that increasing the testing
time reduces the EER [2]. Although their results are quite successful, they differ
from our study because they do not use any activity or multi-session data. In
addition, they explained that the single-beat biometric authentication model they
implemented did not provide reliable results and that they obtained quite different
EERs from subject to subject. In the case of actual verification scenario, the
number of genuine or imposter subjects was not specified. It was stated that
the data of 127 subjects were used for validation, but no number of subjects was

specified for authentication.
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In a study by Krasteva et al.[68], they analysed 12-lead ECG signals from 460
patients in a model designed for verification. They utilised 8 fiducial features
from each of the 12 leads and discovered that the most effective results were
derived from the frontal plane leads (I, -aVR or II). Each individual provided two
sets of ECG recordings, each lasting 10 seconds, while at rest. The data was
split evenly for training, with an equal number of genuine and imposter samples,
while the remaining data was used for testing, with a higher number of imposter
samples. The LDA classifier was used for biometric verification. Depending on the
configuration of the ECG leads, they reported EERs ranging from 3.7% to 32.4%.
In a study conducted by Pavia et al.[67], they utilised a dataset of single-beat ECGs
and extracted fiducial points for the task of identification. They experimented
with different training durations using the SVM classifier and discovered that the

highest identification accuracy achieved was 97.5%.

ECG recordings taken on different days can show variations due to changes in
activity levels and emotional states [73, 74]. Lehmann et al. [74] collected ECG
recordings from 20 subjects over a week using a chest band, with a sampling
frequency of 1024 Hz. For their study, they downsampled the data from 1024 Hz
to 256 Hz according to the literature recommendations [75, 76]. They used the
peak-to-peak intervals of QR, RS, and QS as features and applied RF, NN, and
SVM classifiers. Their study utilised 2000 samples for training and 500 samples
for testing, for both genuine and imposter cases. When considering data collected
over different days, they have 3 scenarios. In the first scenario, they used a single-
day data for training and testing (i.e. single-day data for enrollment). They found
21.91% EER with RFC, 26.17% with NN and 28.08% with the SVM classifier.
In the second scenario, they used 2 days data for enrollment and they achieved
20.80% with RFC, 21.02% with NN and 28.10% with SVM. In the last scenario,
they used 3 days data for enrollment and they obtained 19.54% with RFC, 20.16%
with NN and 26.77% with SVM. The best results were achieved when data from
3 days were used for training, while the highest EERs were observed when only 1

day of data was used for training.
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Patro et al. [77] compared various feature selection methods for biometric iden-
tification using ECG-ID and PTB datasets. They used ECG recordings of 20
seconds per person and extracted 72 QRS-based features. To reduce the number
of features, they employed wrapper feature selection and embedded feature selec-
tion methods. In most instances, RF had better accuracy rates than SVM. When
using all 72 features for direct classification, they achieved accuracy rates between
89% and 92%. The wrapper feature selection method yielded the best results, with
accuracy rates ranging from 91.54% to 95.30%. Meanwhile, the embedded feature
selection method resulted in accuracy rates between 92.2% and 94.90%. Thus,
it was proven that using more features does not always result in higher accuracy

rates.

When we examine DL studies, Kim et al. [73] proposed a method for biometric
authentication using short ECG recordings in the ECG-ID dataset. While 83 sub-
jects were in the first season, only 25 subjects out of 83 were in the second-day
season. They employed QT interval correction with the Sum of Squared Differ-
ence (SSD), Gated Recurrent Unit (GRU), and AlexNet 1D CNN DL methods.
They created 1-pulse window and 3-pulse window sizes from ECG signals to use in
authentication. Each subject has 12-pulse ECG data per recording. Even if they
stated that it is the authentication study, the number of imposters, genuine sam-
ples and unseen subjects in the authentication step is not specified. In addition,

they only mentioned accuracy, precision, sensitivity and specificity but we calcu-

lated EERs using (l_semitmtz”)g(l_sp ccificity) formula for easy comparison. In one
scenario, they used data from two different days for both training (1 record each
from 83 subjects and 25 subjects) and testing (1 record each from 83 subjects and
25 subjects, with 4-fold cross-validation)[2]. When they used 1-pulse for authenti-
cation, they achieved EERs of 13.58%, 1.85%, and 2.25% for the SSD, GRU, and
CNN methods, respectively. Although a 1-pulse scenario is ideal for faster authen-
tication, it is poor overall system reliability because it may over-fit and not reflect

all the data. When 3 pulses were used in authentication, the EERs were 9.78%,

2.82%, and 2.29% respectively for the same methods. In another scenario, they
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used 1 record from 83 subjects for training and 2 records from 25 subjects with 2-
fold cross-validation for testing data from different days. The EERs obtained were
12.44%, 2.15%, and 3.81% for SSD, GRU, and CNN methods respectively when
using 1-pulse, and 9.43%, 3.66%, and 3.1% EERs when using 3 pulses. Despite
achieving significant results, there was a substantial difference between sensitivity
and specificity, indicating that the number of genuine and imposter samples may

not be equal [2].

Using five different datasets, Li et al. [78] compared biometric identification per-
formances with the cascaded CNN model. The cascaded CNN model was created
by using two CNN models for training: F-CNN (a 1 CNN model is called F-CNN
because it is created for feature extraction) and M-CNN (a 1 CNN model is called
M-CNN because it is created for matching in biometric identification). Healthy
and unhealthy subjects were used together in their study. All data were equal-
ized at a 250 Hz sampling frequency. R-peaks segments were used to feed the
CNNs. They used F-CNN, M-CNN and Cascade CNN and found 97.8%, 98.1%
and 99.3% identification accuracy rates respectively. They expressed that F-CNN
is useful for multi-class classification. However, F-CNN can be easily affected by
data variance. For this reason, they used the same dataset, not multiple or merged
datasets. M-CNN was used with raw ECG signals. When they fed the M-CNN
with R-peaks segments, the results were lower than raw signals. F-CNN was used
to learn features and these features were used to feed M-CNN. In this way, they

achieved higher identification results.

AlDuwaile and Islam [79] also used R-peaks which were calculated from a 0.5-sec
window segment in their CNN biometric recognition system. P-peaks and R-peaks
segments were used with Continuous Wavelet Transformation (CWT) to create
images. They compared GoogleNet, ResNet, EfficientNet and MobileNet with
different ECG time windows which were selected from blindly and peak segmented
images. The longest training time (132 min) came from GoogleNet because of the
high number of (5.9 million) learnable parameters and a large number of layers
(144 layers). The ResNet training time (48 min) was the smallest one among other

CNN structures. The number of learnable parameters (4.8 million) and layers (71
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layers) was smaller than GoogleNet. 100 subjects from PTB and 90 subjects from
ECG-ID datasets were used in their study. In blind segmentation, 0.5 sec, 1 sec,
1.5 sec, 2 sec, 2.5 sec and 3 sec time windows were used and the 2 sec time window
was selected as the best-performed window size for the biometric identification.
In this case, GoogleNet achieved the best accuracy rate of 98.14%. In heartbeat
segmentation, 0.5-sec, 0.75-sec and 1-sec were used with 100 records. 0.5 sec time
window (single heartbeat) heartbeat segmented data have higher accuracy rates
than other cases for biometric identification. ResNet, MobileNet and GoogleNet
achieved 100%, 100% and 99.90% accuracy rates, respectively. In addition, they
obtained biometric verification results between 2.5% and 5.8% the half total of
EER (i.e. (FRR4+FAR)/2). The lowest half total of EER was achieved by ResNet
and GoogleNet however, they did not mention any imposter samples and real

EERs.

Begum et al. [80] compared 4 distinct DenseNet CNN architectures with several
train/test sizes on 8 ECG datasets (MITDB, NSRDM, PTBDB, QTDB, ECG-ID,
IAFDB, CUDB and MIMIC-II/III) for biometric identification purposes. These
datasets include healthy and unhealthy subjects with a range of subject sizes. They
equalized the sampling frequency at 500 Hz for all datasets and each 1000 samples
were selected to create template images. The system which was used for the data
of 250 subjects had higher identification accuracy than 120 subjects. The test
prediction accuracies for four different architectures were as follows: Architecture
#1, which had 5 convolutional layers, 3 concatenation layers, and 3 filters in each
convolutional layer, achieved an accuracy of 99.42%. Architecture #2, with the
same number of convolutional and concatenation layers but with 16 and 5 filters
in each convolutional layer, achieved a higher accuracy of 99.84%. Architecture
#3, which had 6 convolutional layers, 4 concatenation layers, and 10 filters in each
convolutional layer, had an accuracy of 99.8%. Lastly, Architecture #4, with 6
convolutional layers, 5 concatenation layers, and 10 filters in each convolutional
layer, achieved the highest accuracy of 99.94%. It was also observed that the best

identification rate was achieved when using 90% of the data for training.
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Hammad et al. [81] used 5 distinct ResNet-attention CNN architectures for bio-
metric authentication. They used 2-second time windows on two datasets: PTB
(290 subjects) and CYBHI (63 subjects). The raw ECG data was processed us-
ing ResNet. During training, they used a batch size of 10 samples across 100
epochs. The data was divided into 70% for training, 20% for validation, and 10%
for testing. They employed a 10-fold cross-validation method for biometric au-
thentication. The number of genuine and imposter samples was not the same: in
the PTB dataset, they used 300 genuine and 199 imposter samples, while in the
CYBHi dataset, they used 240 genuine and 120 imposter samples. The EERs were
calculated as 1.53% for PTB and 0.27% for CYBHi datasets using the 1-D CNN
approach. However, with the ResNet-attention approach, the EERs were slightly
different: 1.39% for PTB and 0.68% for CYBHi datasets.

Rahiem et al. [82] used the MWM-HIT dataset for ECG-based authentication.
They used combined features which were extracted from spectrogram images using
VGG-16, VGG-19, AlexNet, ResNet50, ResNet101 and GoogleNet CNNs. How-
ever, they used SVM and KNN classifiers for biometric authentication stages.
They achieved 99.4% authentication accuracy from SVM and 99% from the KNN
classifier. In the dataset, 10 seconds of data from each of the activities of sitting,
standing, supine, exercise sitting and exercise standing were used. However, no
research has been conducted on the effects of the activities. In addition, unbal-
anced genuine and imposter samples were used in authentication tasks. Byeon et
al. [33] used PTB-ECG (290 healthy and unhealthy subjects, 12-lead configura-
tion, various ECG recording times from 23 seconds to 2 minutes) and CU-ECG
(100 subjects, 10-second ECG recordings, single-lead configuration). They used
each R-peak’s scalogram images to feed AlexNet, GoogleNet and ResNet CNN
structures. They used 50% training (0.9 or 0.75 training and 0.1 or 0.25 valida-
tion) and 50% testing data. They found 0% EER, 100% accuracy rate, 0% FRR
and FAR with GoogleNet and 0% EER, 99.17% accuracy rate, 2% FAR and 0%
FRR with ResNet. Although they compared different optimisers, CNN models,
mini-batch sizes and transfer learning parameters, the effect of the parameters on

the performance could not be observed because they used different parameters in
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the biometric verification models. In addition, although the results are promi-
nent, they do not reflect a realistic verification scenario because they were made
using only 1 genuine subject and 60 imposter subjects (i.e. single-user authen-
tication). In addition, Byeon et al. [83] used the single heartbeat spectrogram,
log-spectrogram, mel-spectrogram, scalogram and Mel frequency cepstrum coeffi-
cient (MFCC) to feed VGGNet19, ResNet101, DenseNet201 and Xception CNN
models and compared their biometric identification performances. They found the

best identification rates when they used Xception CNN and MFCC images.

Pereira et al. [84] used the CYBHi dataset for identification and verification
purposes. They used 63 subject data with scalogram images and each cardiac
cycle image in a 15-layer CNN. For biometric verification, Manhattan distances
between templates were used as a matching algorithm. In addition, while the
original scalogram image size was 224x224, they reduced the size to 56x56 using the
ICA method and examined the performance difference between these two images.
They could not obtain a clear conclusion as to whether dimension reduction is
advantageous or not. They also observed that cardiac cycle images gave better
verification results than scalogram images. In the study where EER results were
not shared, it was stated that 57 of 63 people were confirmed as genuine users
and 54 of them were verified as imposter users in the optimal performance of the
cardiac cycle. It was also stated that in the best performance of the scalogram
image, 62 out of 63 people were verified to be genuine users and 53 were imposter

users.

Ciocoiu et al. [85] used UofT and CYBHI datasets, They used S-transform plots of
a single beat, Gramian Angular Fields, Phase-Space Trajectories, and Recurrence
plots to feed CNN (2-D CNN, AlexNet, SqueezeNet, GoogleNet, VGG16, Mo-
bileNetv2, Inceptionv3, ResNet50, DenseNet201 and Xception) models. ResNet50
achieved the highest identification rates. In addition, they used their own 2-D CNN
model for verification. They used identification to create templates and Euclidean
distance for matching. They trained the model with 52 subjects (700 segments
per subject) during the sitting activity from the UofT dataset and tested with 200
subjects (200 segments per subject) from the UofT dataset. They obtained 9.69%
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ERR when using a single template, 5.48% EER for 3 templates, 4.86% EER for
5 templates, and a limit of 4.4% EER for more than 13 templates. During the
training phase for the identification task, all image types were used to train the
system. However, during verification tasks, only the S-Transform was utilised as it
has shown better results compared to other methods. While there was no activity
classification in their study, they referred to it as an open challenge. In Table 2.2,
there are further studies that used different datasets and models.

TABLE 2.2: Table of recent biometric authentication studies

Authors Datasets # of Subjects Recordings Methods Performances
Kang et al. Private 30 s registration, Cross-correlation FAR: 5.2%
28
[86] (2016)  (wearable/watch) 3 s authentication of ECG beats FRR: 1.9%
137 records x 10 s,
Wieclaw et al. Private Lviv Identification
18 88 records in training, MLP
[87] (2017) (fingertips) accuracy: 88.97%
49 records in testing
CYBHi: 21886 Heartbeats CYBHi same session EER: 1.33%
Luz et al. CYBHi 65 Raw ECG- 1D CN +
UofTDB: 61312 Heartbeats CYBHi 2 sessions EER: 12.78%, 13.93%
[88] (2018) UofTDB 100 Spectogram -2D CN
Session 1: 50%, Session 2: 50% UofTDB 2 sessions EER: 14.27%
NN feature extraction 4 ECG beats EER: 1.1%
Yin et al. _ ~30 s registration
In-house 645 and Cosine similarity 3 ECG beats EER: 2.0%
[16] (2019) 4,3 and 2 ECG beats authentication
matching 2 ECG beats EER: 3.9%
In-house 645 5162 genuine/25801 imposter 5.55% EER
Single-lead CNN and
Melzi et al. PTB 165 113 genuine/565 imposter 5.12% EER
Euclidean distance
[11] (2023) ECG-ID 90 89 genuine/445 imposter 0.26% EER
matching
CYBHi 65 63 genuine/ 315 imposter 5.44% EER
Single beat image: 91% accuracy
Prakash et al.
ECG-ID 90 20 beats per person Siamese Network Dual beat image: 99.85% accuracy
89] (2023)
Triple beat image: 99.90% accuracy
E-HOL:
NB: 3.64% - 6.30% EER
DT: 7.89% - 27.91% EER
50, 150, 250, 500 seconds enrollment; LDA: 15.94% - 37.33% EER
Ours E-HOL 200 (5.15,25,50 genuine samples), 13 fiducial features KNN: 32.01% - 45.67% EER
Phase 1 [1] WeSAD 15 10 seconds verification LDA, DT, NB and KNN ‘WeSAD:
(1 genuine sample) NB: 3.02% - 4.57% EER
DT: 1.60% - 31.88% EER
LDA: 9.97% - 32.03% EER
KNN: 31.94% - 48.79% EER
NB: RespiBAN: 19.81% - 30.67% EER
Faros: 17.36% - 25.89% EER
SomnoTouch: 19.54% - 27.62% EER
Nexus-10: 18.62% - 25.31% EER
4 seconds time window
Ours Vollmer 13 Several genuine and imposter samples Hexoskin: 18.27% - 26.04% EER
Manhattan and Euclidean-based features
Phase 1 [2] WeSAD 15 (cf. Table 4.3) DT: RespiBAN: 26.33% - 36.43% EER
DT and NB
Faros: 25.16% -32.19% EER
SommnoTouch: 25.88% 51% EER
Nexus-10: 24.87% - 30.73% EER
Hexoskin: 25.42% - 31.67% EER
ResNet50: Faros: 11.15% - 39.64% EER
2, 4 and 10 seconds time windows
Ours ) Several genuine and imposter samples Hexoskin: 11.21% - 41.48% EER
Vollmer 13 1,3 and 5 genuine samples for enrollment
Phase 1 DL (cf. Table 4.4) DenseNet201: Faros: 12.81% - 40.81% EER
ResNet50 and DenseNet201
Hexoskin: 8.88% - 41.06% EER
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Some cryptographic methods are used to ensure the security of biometric models.
In some studies, attack protection methods have been compared, especially for
ECG biometrics that are exposed to replay attacks. Camara et al. [90], who
compared three methods of cryptographic encryption using the randomness of
ECG signals, used the E-HOL-03-0202-003 (E-HOL) dataset. The entropy of ECG
data from healthy subjects is lower than that of data from unhealthy subjects. For
this reason, they stated that it is a more difficult case in terms of cryptographic
encryption. They stated that in this case, precautions can be taken against attacks
by using the True Random Number Generators method. By comparing many key
generation methods, Gonzélez et al. [91] proved that time-invariant keys can
be produced using the E-HOL dataset, different keys can be generated between
users, and that these keys are difficult to reproduce. Therefore, they proved the
uniqueness, time-invariant and invulnerable structure of ECG signals. In addition,
they stated that data classified according to different activities would be better in

key generation and protection against attacks.

Although the results obtained and the methods used in previous studies are note-
worthy, it has been observed that datasets with long recording periods are less
preferred for biometric verification applications. In addition, in machine learning
applications, the effect of different feature sets, different ML and DL parameters
and different types of devices on the results has been observed. When considering
real-life conditions, ECG data generally taken from wearable devices at different
times of the day are used for biometric verification purposes. However, no stud-
ies in the literature investigate different physical activities or emotional states for
different devices for biometric verification purposes. Our study contributes to the

literature by exploring these issues.
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2.5.2 Physical activity classification and activity-aware

biometric systems

Some studies have investigated activity recognition using mobile and wearable
devices before biometric user identification and verification [70, 75, 92-94]. How-
ever, in addition to ECG signals, most also use gyroscope or accelerometer data
for activity classification. For instance, Mekruksavanich et al. [95] used gyroscope
and accelerometer data to recognise 12 daily activities in the USC HAD dataset
and 6 activities in the UCI HAR dataset with CNN and Long Short-Term Mem-
ory (LSTM) DL structures. The activities in the dataset were divided into two
categories: Dynamic activities such as walking, jumping, and running, and static
activities such as sitting, lying, and standing. The dataset consisted of 30 subjects
in the UCI HAR dataset and 14 subjects in the USC HAD dataset. The ConvL-
STM algorithm achieved an accuracy rate of 91.24% in activity classification using
the UCI HAR dataset and the CNN-LSTM algorithm yielded an accuracy rate of
87.77% using the USC HAD dataset. The study found that dynamic activities
(walking-related activities) were classified more accurately than static activities
(posture-related activities). The highest mean user identification rates were ob-
tained using walking-related activity data, with 91.77% from the UCI HAR dataset
and 92.43% from the USC HAD dataset [2].

Batool et al. [96] conducted a study in which they used gyroscope data from
an IoT device to recognize three daily activities (walking, sitting, and standing)
and biometric identification separately. The main objective of the study was to
demonstrate that IoT data can be utilised with the RFC classifier for activity
classification and biometric identification. They achieved an accuracy rate of 93%
in activity recognition and between 81% to 100% accuracy rates in biometric user

identification, using 10-fold cross-validations [2].

Butt et al. [97] used scalogram images with AlexNet and GoogleNet CNNs to
classify falling, daily activities and resting. They used ECG signals from the

wearable device. They collected data from 8 subjects and compared initial learn-

ing rates, SGDM and RMSProp optimisers. They split data 80%-10%-10% and
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60%-20%-20% for training, testing and validation respectively. They stated that
classification accuracy rates generally increase as the initial learning rate becomes
smaller, the RMSProp optimiser gives better results than SGDM and in the case
of 80% training has higher accuracy rates than the 60% training case. In addition,
AlexNet (the best performance is 99.2% accuracy rate) had higher results than
GoogleNet (the best performance is 98.4%).

Cosoli et al. [98] used the chest-worn (Zephyr BioHarness 3.0) device and smart-
watch (Samsung Galaxy Watch3) performances for ECG-based activity classifica-
tion. They collected resting, walking, slow running and running data for 30 seconds
duration each from 30 healthy subjects. They extracted Heart Rate (HR)-based
features (such as mean and standard deviation of HR). They compared both ML
and DL classifiers with 70% training and 30% testing data. While the RF classifier
achieves the highest classification accuracy rate of 81%, it is followed by LSTM at
79%, SVM at 78%, NB at 76%, Simple Logistic at 70% and DT at 66%.

Liu et al. [94] used ECG signals and accelerometer data that were collected from
a wearable chest sensor from 13 subjects. Finite Impulse Response (FIR) low-
pass and high-pass filters were used to eliminate noisy components. Time-domain
features, DC features and energy features were used to classify standing, sitting,
lying, sitting, walking and coughing. Activity recognition results are a 2.4% De-
tection Error Rate (DER) for standing, 0% DER for lying, 4.9% DER for sitting,
2.4% DER for coughing, 5.6% DER for sitting down and 3.2% DER for squatting

down.

Kim et al. [93] used finger and limb electrodes to collect ECG data from 104 sub-
jects. They compared biometric verification performances during sitting, standing
and exercise activities. They used Stationary Wavelet Transform (SWT) and In-
finite feature selection (Inf-FS) methods to create a feature vector. During the
enrollment and testing stages, 125 beats were used each time. They found EERs
from 0% to 5.61% with SWT features, from 1.77% to 35.38% with the DWT
method, from 0.42% to 36.55% with the short-time Fourier transform method and
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from 0.94% to 25.74% with the AC/LDA method. In addition, they addressed

that sitting and standing activities have lower EERs than the exercise activity.

In a study by Martin et al.[99], they analysed ECG signals from 55 subjects and
extracted features from the QRS complexes using Non-Differentiation (ND), First
Differentiation (FD), and Second Differentiation (SD). They investigated the im-
pact of different enrollment proportions (25%, 40%, 50%, 60%, 75%, 100%) on
EERs during sitting, resting, and exercising, using a MLP classifier. They ob-
served that for sitting and resting activities, the EER decreased as the enrollment
proportion increased, but this trend was not seen for exercise. Furthermore, the
lowest EERs were obtained from the resting activity, while the highest EERs were
observed during exercise. When 100 QRS complexes were used in enrollment (i.e.
short enrollment case), they found EERs ranging from 2.79% to 4.95% for ND,
FD, and SD. However, when 187 QRS complexes were used in enrollment (i.e.,
long enrollment case), the EERs ranged from 2.69% to 4.71%. Although it has
been reported that different activities and data collection seasons affect perfor-
mance, this study does not include any activity classification. In Table 2.3, there

is a summary of state-of-the-art studies in activity-aware biometric models.

For the biometric authentication task, Nawawi et al. [100] used the Hexoskin
wearable device to collect data from 11 subjects during their walking, standing
and sitting activities. They extracted QRS-segmented fiducial features and used a
quadratic-SVM classifier. They compared different training and testing data sizes
and reported that the optimum values were 80% training and 20% testing data.
The data of a single person was used as genuine and the data of the remaining 10
people was used as imposter. Although the numbers and EER rates of genuine
and imposter samples are not specified, FAR and FRR rates are stated. If we
consider the FAR and FRR rates when the training and test data are selected
from the same activity, 20% FRR and 0.51% FAR in the standing activity, 12.22%
FRR and 1.37% FAR in the sitting activity, and 3.64% FRR and 0.93% FAR in
the walking activity are observed. The fact that FAR and FRR ratios are quite
different from each other shows that the numbers of genuine and imposter samples

used are not equal and the reliability of the system is low.
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TABLE 2.3: State-of-the-art studies in activity-aware biometric models

Authors Datasets # of Subjects Recordings Methods Performances
Accuracy rates in activity
classification: 52% - 96%
69 subjects DWT features,
EERs:
‘Wahabi et al. 50% training / 50% testing Time-frequency content,
UofTDB 1020 DWT: 2.62% - 32.87%
(2014) [70] Sitting standing exercise supine EigenPulse and
Time-frequency content: 1.58% - 33.82%
and tripod activities AC/LDA methods
EigenPulse: 11.06% - 39.74%
AC/LDA: 1.44% - 24.10%
Posture classification accuracy rates
52 subjects Tripod: 94.12%
Wahabi et al 50% training / 50% testing DWT features Sitting, standing, resting: 98.04%
UofTDB 1020
(2015) [92] Sitting standing exercise supine AC/LDA and SVM classifiers Mean EER
and tripod activities Same posture: 1.50%
Different postures: 8.24%
Accelerometer and ECG 10 fold cross-validation Activity classification:
Batool et al Total: 8 hours of activities RFC classifier 93.13% accuracy rate
Private 19
(2017) [96] 2 hours with each subject. 50% training / 50% testing, Biometric identification:
Standing, sitting and walking activities 1 second time window with 150ms overlapping 85.34% accuracy rate
Accelerometer and ECG 64 sample windows with
Liu et al Total: 134.1 min 32 samples overlapping Decision Trees (DTs):
Private 13
(2018) [94] Standing, sitting, squatting, coughing (each window is 1.28 sec), Mean 3.08% DER
and walking activities Frequency and Time domain features
EERs:
70 sec x 5 trials
SWT and Inf-FS features, SWT: 0% - 5.61%
Kim et al. . (at least 250 beats per person)
Private 104 125 beats for enrollment and 125 beats for testing, DWT: 1.77% - 35.38%
(2019) [93] Sitting standing and
DWT, STFT and AC/LDA methods STFT: 0.42% - 36.55%
exercise activities
AC/LDA: 0.94% - 25.74%
Varied recording time
Best accuracy rates:
Butt et al. . 80% training / 20% testing and Scalogram images,
Private 8 AlexNet: 99.2%
(2021) [97] 60% training / 40% testing AlexNet and GoogleNet CNN
GoogleNet: 98.4%
Laying, rolling, falling down and daily activities
Activity classification accuracy rates:
UCI HAR: CNN: 90.322%, LSTM: 90.278%,
1D CNN, LSTM
. Gyroscope, M CNN-LSTM: 90.356%, ConvLSTM: 91.235%
Mekruksavanich et al.  UCI HAR (6 activities) 30 CNN-LSTM, and ConvLSTM
Training window length: 128 USC HAD: CNN: 85.656%, LSTM: 83.112%,
(2021) [95] USC HAD (12 activities) 14 Ensemble classifier for
T0% training/ 30% testing CNN-LSTM: 87.773%, ConvLSTM: 85.571%
biometric identification
Biometric identification accuracy rates:
UCI HAR: 91.78%, USC HAD: 92.43%
30 sec x 4 activities Activity accuracy rate
Cosoli et al 70% training/ 30% testing ML with HR-based features RFC: 81%, LSTM: 7¢
Private 30
(2023) [98] Resting, walking, slow running and DL classifiers SVM: 78%, NB: 76%
and running Simple Logistic: 70%, DTs: 66%
15 min
QRS segments as features, SVM classifier Standing: 20% FRR, 0.51% FAR
Nawawi et al. ) (80% training/ 20% testing)
Private 11 1 subject as genuine and Sitting: 12.22% FRR, 1.37% FAR
(2023) [100] Standing, sitting and
10 subjects as imposters Walking: 3.64% FRR, 0.93% FAR
walking activities
The best activity classification
accuracy rates: S-KNN
Faros: 97.05% - 91.33%
6-min per activity SomnoTouch: 96.88% -91.35%
4-s time windows
Ours 80% Training/20% Testing, Nexus-10: 97.94% - 90.79%
Vollmer (resting walking, Manhattan and Euclidean distance features
(Phases 2 and 3) 13 60% Training/50% Testing Hexoskin: 96.94%- 92.35%
standing and uphill walking) KNN,SVM, DT, BT, S-KNN and NN
(ML) 2] and 50% Training/20% Testing Min/Max EERs:
DT and NB for biometric verification
Faros: 6.31%- 13.89%
SommnoTouch: 6.67%- 14.24%
Nexus-10: 6.36%- 13.89%
Hexoskin: 6.31%- 14.38%
ResNet50: Faros: 11.15% - 39.64% EER,
45.96%- 68.55% accuracy rates
Hexoskin: 11.21% - 41.48% EER
2, 4 and 10 seconds time windows
46.97%- 65.18% accuracy rates
Ours Scalogram, Spectrogram and Mel-spectrogram images
) . Several genuine and imposter samples DenseNet201: Faros: 12.81% - 40.81% EER,
(Phases 2 and 3) Vollmer 13

(DL)

(cf. Tables 5.7 and 6.6)

10, 20 epochs and ADAM, SGDM optimizers
13 and 5 genuine samples for enrollment

GoogleNet, ResNet50 and DenseNet201

47.73%- 69.85% accuracy rates
Hexoskin: 8.88% - 41.06% EER,
43.94%- 65.79% accuracy rates

GoogleNet: Faros: 25%- 70.81% accuracy rates

Hexoskin: 25%- 63.55% accuracy rates
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Wahabi et al. [92] worked on posture classification before biometric verification.
These postures are sitting, standing, resting and tripod/squat position. Data from
52 subjects from the UofTDB dataset were used in their study (50% training, 50%
testing). Biometric verification was performed using Discrete Wavelet Transform
(DWT) feature extraction, AC/LDA method and SVM classifier. In posture clas-
sification, the tripod position achieved a 94.12% accuracy rate, while the other
positions achieved a 98.04% accuracy rate. A mean of 1.50% EER was obtained
when the same postures were used for testing and enrollment, while 8.24% EER
was obtained in different posture situations. It differs from our study because
it does not have the same amount of records for each activity, it only performs
posture classification and it is not known with which labels the data is passed to
biometric verification after posture classification (i.e. with only original posture
labels or including wrongly classified posture labels). Moreover, in another study,
Wahabi et al. [70] added an ezercise activity to the existing postures. In the study
[70], DWT, Time-frequency content method, EigenPulse method and AC/LDA
method were compared. It was stated that an average of 69 of 1020 subjects were
used for each activity. For this reason, it was observed that there were not equal
numbers of subjects or samples for each activity. Half of the data is reserved for
training and the other half for testing. EERs obtained in the DWT method range
from 2.62% to 32.87%. EERs obtained in the Time-frequency content method
range from 1.58% to 33.82%.EERs obtained in the EigenPulse method range from
11.06% to 39.74%. EERs obtained in the AC/LDA method range from 1.44% to
24.10%. Activity classification results also vary from 52% to 96% accuracy rates
for different methods. This study stated that static activities (such as standing,
supine and sitting) obtained lower EER and higher activity classification accuracy
rates results than dynamic activities (tripod and exercise). These studies form the
basis of our proposed framework, using fingertip ECG data (mobile sensor) and
comparing different methods [70, 92]. However, it differs from our studies because
different time windows are used for each method, the number of samples and sub-
jects used for each activity is different, and posture classification and biometric

verification are examined separately.
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2.5.3 Emotion classification and distance metrics compar-

isons

Classification of emotional statuses is a very common topic in the literature. Since
it has been proven that ECG signals are affected by emotional state changes [2],
it is quite common to use ECG in emotional status classification. Although some
studies have examined both emotional status classification and biometric identifi-
cation models using ECG signals [101, 102], the emotional status-aware biometric

verification model is a subject open to examination in the literature.

It was stated by Gupta et al. [103] that people’s fear or anxiety levels should be
determined and they should be allowed to withdraw money from ATMs according
to their emotional state. A biometric framework has been presented in which
a person who is determined to be in fear/anxiety based on ECG signals cannot
withdraw money. It has been stated that ATM security will be increased in this
way. Although this idea was mentioned in 2018, no study was conducted and
the results of the research were not stated. Our proposed biometric verification

framework is the first study that shows similarities with this idea.

Bras et al. [101] showed that emotional status classification and biometric iden-
tification can be achieved using ECG signals. They used the ECG signals of 25
subjects from the Emotional dataset to classify neutral, disgusted, and fearful
emotions (25-min recordings per emotion) and to recognise people in these emo-
tion classes. They trained the KNN (k=1) classifier with 420 seconds of ECG from
each emotional state and tested it with all the remaining data. In the biometric
identification model, the test results obtained a 98.5% accuracy rate for the neu-
tral emotional state, while a 97.2% accuracy rate was obtained for the other two
emotional states. In the emotional status classification model, the accuracy rate
of the test data was stated as 77% for fear, 74% for neutral emotion and 63% for

disgust.

Li et al. [102] compared many deep learning parameters using 4 different ECG
datasets: Dreamer, Decaf, ECG-ID and HCILAB. While some of these data sets
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include emotional status, some only contain ECG data. In this study, 9 differ-
ent emotional states were divided into different training and test datasets and
classified with 6 different deep learning models (1D CNN, Bi-LSTM, GRU, DNN,
Collaborative-Set Measurement and set-based distance measure). Additionally,
6 distance metrics (Euclidean, Mahalanobis, Learnt Mahalanobis, Manhattan,
Chebyshev and Cosine ) were compared. However, they could not state any clear

conclusion because their results did not show a consistent trend.

In other studies using the Multimodal Dataset for Wearable Stress and Affect
Detection (WeSAD) dataset, RFC, LDA [104], DT, AdaBoost, KNN [105], SVM
[106], Multimodal-Multisensory Sequential Fusion (MMSF) [107], Self-supervised
representation learning [108] and CNN [109, 110] methods were used for emotional

state classification.

When we examine classical ML models, Vaz et al. [104] used ECG, Electrodermal
activity (EDA) and Electromyography (EMG) signals to extract 109 features but
they used 55 features for neutral and anxiety classification tasks. They split the
data into 80% training and 20% validation. They obtained a minimum accuracy
rate of 62.7% from the LDA classifier and a maximum accuracy rate of 92% from
the RFC classifier. When considered for binary classification, a maximum perfor-
mance of 92% was achieved despite the use of 3 signals together and 55 features.
Garg et al. [106] used ECG, body temperatures, respiration, EMG and EDA sig-
nals with RFC, SVM, KNN, LDA and AdaBoost classifiers for 3-class (neutral,
stress and amusement) classification. While the SVM classifier achieved the worst
result with an accuracy rate of 59.56%, the RFC classifier achieved the best result
with an accuracy rate of 67.56%. Schmidt et al. [105] used only ECG data and
compared many classifiers. However, in the three-class classification, LDA has
achieved a higher accuracy rate of 66.29%. Lin et al. [107] utilised the MMSF
model to classify three emotions. They also investigated the effect of different
types of data on the accuracy rates. The results showed that respiration, EMG
and ECG signals were the highly influential signals based on the classification ac-

curacy rates. The researchers achieved a classification accuracy of 83% on three
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classes by using all chest signals. However, the accuracy rate decreased to 78%

when only ECG signals were used.

When we examine CNN models, Sarkar et al. [108] used Amigos, Dreamer, Swell
and WeSAD ECG datasets to train the single-task CNN model. They achieved
95% accuracy rates when they used the WeSAD dataset in testing to classify 4
emotions: baseline, stress, meditation, and amusement. Tanwar et al. [110] used
ECG, EMG, body temperatures, EDA and respiration data to train the CNN-
LSTM model for 3-class classification. While they used all of the data of 14 people
in training, they used the data of 1 person in the testing. Under these conditions,
they were able to classify baseline emotion with a 96.63% accuracy rate, stress
with 90.20% and amusement emotional status with 72.12%. Behinaein et al. [109]
trained the CNN model with WeSAD and Swell datasets and used a Fine-tuned
(FT) Leave-one-subject-out (LOSO) validation model. While an 80.4% accuracy
rate was obtained without FT, a 91.1% accuracy rate was obtained when FT was
applied to 10% of the test data. The parameters of FT must be tuned very well.
Using F'T may extend the training period. In addition, there is a possibility that
the model will get stuck in local minima, and using FT is a task-oriented solution

and may not be compatible with every model.

Granero et al. [111] extracted several features from electroencephalography (EEG),
ECG, Galvanic Skin Response (GSR) and respiration data. They tested 56 fea-
tures on ECG data and they observed more representative features according to
their emotion classification performances using 14 classifiers. RF, RF with Multi-
Class Classifier (MCC) and Bagging classifiers achieved the highest classification
accuracy as 75.46% for positive, 75.46% for neutral and 88.34% for negative emo-
tional statuses. Some of the time domain features (minimum, maximum, median,
standard deviation RR interval etc.) they used were also used in our study be-
cause they achieved successful results in emotional status classification. In Table

2.4, there is a summary of state-of-the-art studies in emotional state classification.

Template matching algorithms calculate the distance between two templates using

different metrics. Since each metric obtains a different distance or similarity score,
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TABLE 2.4: State-of-the-art studies in emotional state classification

Authors

Datasets

# of Subjects Recordings Methods

Performances

Bras et al.

Total 25-min per emotion

420-sec training per emotion Finite-context models

Kolmogorov complexity theory with

Accuracy rates in
biometric identification:
98.5% for Neutral, 97.2% for Disgust

and 97.2% for Fear

(2016) [111]

MCC, Bagging and MultiClass
Mindfulness, watching ads
classifiers for ECG

Emotional dataset 25
(2018) [70] remaining data for testing and normalized relative compression Accuracy rates in
neutral, disgusted, and fearful KNN (k=1) classifier emotion classification:
7% for fear, 74% for neutral
and 62% for disgust
Emotion classification accuracy rates
Dreamer 23 for HCILAB Dataset
6 distance metrics
Li et al. Decaf 30 Several subjects and Set-Group Distance Measure: 90%
6 DL models
(2023) [102] ECG-ID 90 Training/Testing ratios Collaborative-Set Measurement: 10%
Set-Group Distance Measure
HCILAB 10 DNN: 74.07%, 1D-CNN: 77.88%
Bi-LSTM: 70.79%, GRU: 73.57%
3-class Activity classification
EDA EMG and ECG
55 features selected
Total: 19-min was used
Vaz et al. LDA and RFC classifier LDA: 62.7%, RFC:92%
WeSAD 15 15 segments= 5-min time length and a 4-min overlap
(2023) [104] 80% training / 20% validation. 2-class Activity classification
109 features were computed for cach segment
7 classificrs accuracy rates
Several data balancing methods
RFC: 92%
10-sec sliding windows activity classification accuracy rates
standard deviation, mean, minimum SVM: 59.56%, AdaBoost: 64.34%
EMG, EDA, body temperatures,
Garg et al . and maximum values features KNN: 65%, LDA: 67.06%, RFC: 67.56%
WeSAD 15 respiration and ECG
(2021) [106] LOSO cross validation 2-class activity classification accuracy rates
Stress, neutral, amusement
for training and testing separation SVM: 76.01%, AdaBoost: 82.24%
RFC, SVM, KNN, LDA and AdaBoost KNN: 77.26%, LDA: 78.47%, RFC: 84.17%
MMSF model Classification accuracy rates:
Sliding windows
DL with LSTM, RFC, SVM MMSF: 83%,
(1-sec window with 0.25-sec shift)
Lin et al. Logistic regression classifiers Logistic regression: 82%
WeSAD 15 Blood volume pressure, ECG,
(2019) [107] 7 subjects in the test set SVM: 83%
accelerometer EDA, temperature
LOSO cross-validation on RFC: 85%
Stress, neutral, amusement
data from 7 folds Only ECG: 73%
Mean classification accuracy rates:
Amigos 40
Varied recording time Amigos: 79.6% arousal- 78.3% valance
Sarkar et al. Dreamer 23 10-fold cross-validation
90% training / 10% testing Dreamer: 77.1% arousal- 74.9% valance
(2020) [108] Swell 25 6 signal transformations
Various activities WeSAD: 9
WeSAD 17
Swell: 92.6% arousal- 93.8% valance - 90.2% stress
ECG, EMG, EDA, Emotion classification accuracy rates:
14 subjects’ data for training,
Tanwar et al. temperature and respiration Baseline: CNN: 96.63%,
WeSAD 15 1 subject’s data for testing
(2022) [110] - time window Stress: 90.20%,
CNN-LSTM
with 2-sec shift Amusement: 72.12%
1%, 5% and 10% FT Emotion classification accuracy rate:
Behinacin et al. WeSAD 15 30-sec time window
LOSO validation WeSAD: Without FT: 80.4%, 10% FT: 91.1%
(2021) [109] Swell 25 with 1-sec time shift
CNN model Swell: Without FT: 58.1%, 10% FT: 71.6%
Emotion classification
56 features
EEG, ECG, GSR and respiration accuracy rate for HRV:
Granero et al. 14 classifiers
Private 47 30-min data Positive: 75.46%

Neutral: 75.46%

Negative: 88.34%

Ours
(Phases 2 and 3)

(ML) )

‘WeSAD (baseline,

stress and amusement)

5-min per activity
4-s time windows
80% Training/20% Testing,

The best activity classification

accuracy rates: S-KNN

Manhattan and Euclidean distance features
60% Training/50% Testing RespiBAN: 93.67% - 80.20%
KNN,SVM, DT, BT, S-KNN and NN
and 50% Training/20% Testing Min/Max EERs:
NB and DT for biometric verification
sample cases

RespiBAN: 8.32%- 15.43%

it has been frequently compared in the literature [82, 93, 112].

Lee et al. [112] compared the data, in which they segmented 1 heartbeat, 2 heart-

beats and 3 heartbeats, in the biometric identification model with different tem-

plate matching methods. They compared Euclidean distance, Manhattan distance,
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cosine similarity and cross-correlation metrics with ECG data collected from the
wrist and the finger. ECG data measured from the wrist have a higher accuracy
rate with the Euclidean distance method than others. However, when 1 heartbeat
segmentation was performed, the Manhattan distance method was observed to
perform better in the ECG data collected from the finger. Perpinan et al. [113]
explored the k-means algorithm’s performance on metabolic syndrome classifica-
tion using heart rate variability features with Manhattan and Euclidean distance
metrics. They found that the Manhattan outperformed the Euclidean distance
metric [2]. Rahiem et al. [82] compared 11 distance metrics with KNN (k=19) and
SVM classifiers in their biometric authentication model and they stated that the
standardized Euclidean distance metric had higher estimation rates than others.
Kim et al. [93] compared the EER results of 7 distance metrics in the biometric
verification model. The Fuclidean distance achieved the lowest EER result, fol-
lowed by the Manhattan distance. The most unsuccessful one was the Chebychev

metric.

2.6 Open Challenges

Studies on ECG have generally focused on disease recognition. Later, it began
to be used in biometric systems and it was observed that ECG was affected by
environmental and biological factors. As seen in the literature, many studies have
emphasised that ECG is affected by physical activities, emotional states and even
lifestyle (eating and drinking patterns, alcohol or drug use, etc.). Although it
was recognised that these effects had a negative impact on the performance of

biometric models, no action was taken to address this issue.

The training process is very important in biometric verification models. Factors
such as the number, quality, diversity of data, general recording time, etc. affect
the training process. A well-trained model should be generalisable to various
data and should not have problems such as over-fitting or under-fitting. For that

reason, the number of subjects and devices, and the circumstances in which the
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data was gathered are important in terms of investigating the generalisability of

the biometric model.

Authentication time is directly related to sampling time. Considering that the
number of samples used is kept constant, the shorter the time used for enrollment
(data is collected from the subject for enrollment in a shorter time), the faster bio-
metric verification occurs. In biometric models, longer enrollment time generally
results in lower error rates. Thus, models that will have low error rates during

short enrollment and authentication times should be investigated.

Ease of use is another thing to consider. When it comes to ECG data, it is not
desirable to collect data for a long time with medical devices, various cables, dis-
turbing sensors, etc. For this reason, wearable technologies such as smartwatches
or T-shirts need to be used, and this creates a more realistic scenario. However,
the accuracy of the data provided by wearable devices (providing a noisier signal
than a medical device, the distance of the measuring device to the heart, etc.) still
needs to be investigated. In addition, the fact that the biometric model produces

results quickly provides ease of use.

Although many datasets have been used for model comparisons in the literature, it
has not been possible to make a direct device comparison due to the lack of datasets
obtained simultaneously from the same participants using different devices. Our
study also investigated direct device performances in terms of biometric verification

models.

The aforementioned open challenges need to be investigated in the field of ECG
biometrics. These challenges are the impact of external factors, including physical
activities and emotional states, on ECG-based biometric verification. Additionally,
the effects of training data, enrollment and verification times, and the performance
evaluation of different devices using ML and DL models and their parameters
remain critical to obtain trustworthy biometric verification model. Although it
is seen that some of these parameters are frequently investigated and compared
in the literature, there is no comprehensive comparison including different device

types for biometric verification models.
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2.7 Proposed Framework

The open-to-research topics mentioned in Sections 2.5 and 2.6 formed the basis of
this thesis. As a first step, the biometric verification performances of medical and
wearable devices were investigated with the traditional ML and DL structures. In
this study, the effects of parameters such as various classifiers, recording period
length, enrollment times, sampling period, quantity of subjects, and traditional
and newly produced features on the model were investigated. This step is specified

as Phase 1 in the thesis.

As a second step, a new framework was created to increase the stability of ECG
biometric models. Within this framework, physical activities and emotional states
affecting the model were examined separately. In this step, activity and emotional
state classification was made. The parameters compared throughout the classifica-
tion are newly produced features, sizes of training and testing sample sets, classical
ML classifiers, different DL models and the effect of different image types, number
of epochs and optimiser types on these DL models. This step is defined as Phase
2 in the thesis.

The final step involves examining the data classified according to their activities
and emotional states in the biometric verification model separately for each emo-
tion or activity class. Since the data in each class show similar characteristics to
each other, its stability has increased and it has been observed that the error rates
of biometric verification models have decreased. One of the important points here
is that the data is grouped according to the assigned/classified activity labels, not
the original activity labels. Considering the real-life scenario, when the model as-
signs the data of a person actually walking to the running class, ignoring the error
here will reduce the reliability of the system. There is no study in the literature
that takes this situation into consideration. In addition, all parameters explained

in Phase 1 and Phase 2 were also examined at this stage (i.e. Phase 3).

The general methodology and detailed examination of each phase will be explained

in the following Chapters.



Chapter 3

Methodology of the ECG

Biometric Studies

In this chapter, general information about methodology in terms of selected sample
datasets, pre-processing, extracted features, image representations, classifiers and

biometric performance assessments are explained.

3.1 Datasets

The monitoring of the electrical activities of the heart has a long history within
medical and research domains. Although the first Electrocardiogram (ECG) recorder
was found in 1906 by Nobel Prize winner Willem Einthoven [114], the recording of
the heartbeat of mammals first started with animal experiments, and then it was
followed by application to humans [115, 116]. In this context, the portable Holter
ECG monitoring device was developed by Norman Holter in 1983 [117]. Holter
devices can monitor ECG recordings for periods between 24 hours and 72 hours
and therefore can be used for the cardiac arrhythmia detection [116]. With the
release of many ECG recorders, the format, the sample recording times and tech-
nical features of the devices have changed resulting in implementations of chest

straps [118], arm bands [119] and smart watches [120] etc. For this reason, many

47
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datasets were created using different ECG recorders. These datasets can be either
public or private due to data protection laws and ethical considerations. A great
number of ECG diagnostic methods have been proposed using ECG datasets using
data from healthy, quasi-healthy (i.e. no significant arrhythmia but containing sig-
nal corruptions) and unhealthy (having heart disease/diseases) participants. The

most common datasets were listed in Table 3.1.

TABLE 3.1: Commonly used public and private ECG datasets

Datasets Name Recording Lengths | # of Leads | # of Subjects
BigldeasLab_STEP [121] 1 hour 1 53
Stanford [122] 30 seconds 1 53549
AHA [123] 3 hours 2 155
Mayo CV [124] 10 seconds 12 180922
Private CCDD (125, 126] 10 seconds 12 193690
THEW [127] 24 hours 3 201
CEBSDB-I [128] 1 hour 2 21
CEBSDB-II [129] 1 hour 3 17
WECG [130] 30 minutes 1 22
UofTDB [75] 2-5 minutes 1 1012
CSE [131, 132] 10 seconds 15 125
PTB Diagnostic ECG [133] 10-30 minutes 15 290
European ST-T [134] 2 hours 2 79
AF Classification Challenge 2017 [135] 9-61 seconds 1 12186
PTB-XL [136] 10 seconds 12 18885
ECG-ID [137] 20 seconds 1 90
WeSAD [105] 2 hours 3 15
E-HOL-03-0202-003 (E-HOL) [138] 24 hours 3 202
Vollmer [3, 139] 20 minutes 3and 1 13
Public MIT-BIH Arrhythmia [140] 30 minutes 2 47
MIT-BIH Noise Stress Test [141] 30 minutes 12 15
Ventricular Tachyarrhythmia [142] 8 minutes 12 35
MIT-BIH Malignant Ventricular Arrhythmia [143] 30 minutes 12 22
MHealth [144] 15 minutes 2 10
St Petersburg [145, 146] 30 minutes 12 32
Shaoxing Hospital [147] 10 seconds 12 10646
Fantasia [148] 120 minutes 12 40
LT-AF [149] 24 hours 12 44
CYBHI [150] 60 seconds 2 128
STAFF III [151] 10 minutes 12 35
ICBEB [152] 6-60 seconds 12 6877

Electrodes, which are conductive pads affixed to the skin, facilitate the capture

of electrical currents. These electrodes detect the heart’s electrical activity. Each
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ECG lead corresponds to a graphical representation of the heart’s electrical be-
havior. The computation of an ECG lead involves analysing the electrical cur-
rents recorded by multiple electrodes [153]. Essentially, an ECG lead reflects the
comparison of electrical currents at various measurement points. Medical devices
usually have three or more leads. Wearable devices usually have between 1 and 3
leads. Obtaining ECG data from various parts of the body through many leads is

important for disease diagnosis and improving signal quality [153].

The Stanford [122], Mayo CV [124], AHA [123] and CCDD [125] datasets contain
ECG recordings of thousands of people taken in the hospital environment to di-
agnose heart diseases. Especially the CCDD dataset [125] is updated every year

and new data has been added for more than 10 years.

Consumer-based wearable devices and lab-based wearable sensors can measure
ECG and Heart Rate (HR) signals. For instance, WeSAD [105], WECG [130]
and BigldeasLab [121] datasets were collected from wearable devices. Scientists
have used data from wearable sensors and compared the results of wearable ECG
recorders and classical 12-lead ECG recorders data. The UofTDB dataset was col-
lected on a single day during sitting, standing, exercising, supine and squat /tripod

activities from fingers [75].

There are many private datasets because researchers collect their data for just
their studies. Moreover, they can combine these collected ECG recordings with
available datasets. To be eligible for use in our research, public datasets must
meet to specific criteria. These criteria include the inclusion of data from only
healthy subjects, coverage of various physical activities and emotional states, and
a recording duration that is sufficiently long to prevent over-fitting. Furthermore,
the availability of diverse types of devices that can record simultaneously aligns
with the primary objectives of our study. The public E-HOL (long recording
time, large number of subjects), WeSAD (several emotional states from wearable
device) and Vollmer (different physical activities from various simultaneous ECG
recording devices) datasets that overlap these criteria were found and used in

our study. In the following subsections 3.1.1, 3.1.2 and 3.1.3, the datasets which
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were used in these studies are explained in detail. The E-HOL [138] dataset was
selected because it provides a large sample of healthy subject data from medical
Holter device recordings with a variety of physical activities and emotional states.
The WeSAD [105] was selected because it provides wearable chest band ECG
recordings from different emotional states and the Vollmer et al. dataset [139]
includes ECG data which were collected on different physical activities from 5
medical and wearable-based devices. This dataset is quite useful for comparing
device performances. In addition, the lack of studies in the literature on biometric
verification performance evaluations using these datasets played a predominant

role in dataset selection.

3.1.1 E-HOL-03-0202-003 (E-HOL)

24 hours ECG recordings from 202 healthy subjects were recorded by the SpaceLab-
Burdick digital Holter device in the E-HOL [127, 138] dataset. The device has 3
electrodes which were located according to the pseudo-orthogonal lead configu-
ration. Participants in the dataset have no cardiovascular disease and condition,
high blood pressure problem, chronic disease, medications and pregnancy. The
population of subjects consists of 100 females, 100 males and 2 undefined peo-
ple. The data were collected at 200 Hz sampling frequency with 10 uV amplitude

resolution after a 20-minute resting/supine period.

The Holter device is an ambulatory device. For this reason, there is no restriction
for activities [154]. Being asleep and awake were stated, but other activities were

not specified in detail.

3.1.2 Multimodal Dataset for Wearable Stress and Affect
Detection (WeSAD)

The WeSAD dataset [155] includes synchronised data from a chest-worn RespiBAN

Professional device [156] and a wrist-worn Empatica E4 device [157]. These devices
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can measure ECG, Electromyography (EMG), respiration, temperature, Electro-
dermal activity (EDA) and acceleration data. 17 healthy subjects donated samples
for data collection, however, the data of 2 subjects had to be discarded by Schmidt
et al. [105] because of sensor malfunction. Therefore, the dataset includes the data
of 15 subjects (3 females and 12 males) [105, 155]. The RespiBAN device can mea-
sure ECG signals via standard three-point ECG sensors around the chest with a
16-bit analogue-to-digital converter resolution at 700 Hz sampling frequency. The

dataset provides single channel ECG signal.

The dataset consists of neutral/baseline, stress and amusement emotional state
ECG recordings. In the baseline condition, subjects can sit or stand at a table
and read magazines for 20 minutes whilst wearing the device. In the amusement
condition, a selected video was watched by subjects for approximately 6 minutes
[158]. Subjects have a public speaking task and mental arithmetic tasks for 10
minutes in the stress condition. There are 7 minutes of meditation time in a sitting
position between amusement and stress conditions to return the subject to neutral

emotional states.

Handling unbalanced datasets in classification tasks is crucial for achieving accu-
rate and reliable results. When the distribution of samples across different classes
is imbalanced, it can lead to biased model performance [159]. Some techniques
to handle unbalanced datasets include using different evaluation metrics, resam-
pling and class weights, etc. Each technique can increase the computational cost,
complexity and risk of over-fitting [160, 161]. Additionally, the results of these
techniques vary for each dataset and situation. In our case, if the amount of data
obtained from each activity is not equal, one activity may not be learned at the
same rate while another activity is learned more during training. This makes the
classification process difficult and affects the prediction rates. In addition, using
unbalanced data affects the number of samples in Phase 3 and the framework’s
reliability. We propose a biometric verification framework that can be used for
different datasets and devices, and we test the same experimental procedure on

different datasets. For this reason, instead of using different techniques, we used
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the 6 minutes of data from each activity (18 minutes total) in the WeSAD dataset

in all experiments.

3.1.3 Simultaneous physiological measurements with five

devices at different cognitive and physical loads

(Vollmer)

Vollmer et al.[3] conducted experiments with ECG signals from 13 healthy par-
ticipants which were collected from five different ECG recorders started simulta-
neously to create a dataset [139]. These devices can be grouped as medical-based
(i.e. clinically certified) such as NeXus-10 MKII [162], eMotion Faros 360° [163],
SOMNOtouch NIBP [164] and consumer-based products such as Hexoskin Hx1
[165] and Polar RS800 Multi [18]. These devices can measure ECG, heart rate
variability, heart rate, saturation, photoplethysmogram and pulses. The Vollmer
dataset includes ECG signals during 4 tasks: resting, treadmill walking at a speed
of 1.2 m/s, standing still position and uphill walking on the treadmill with 15%
track inclination at the same speed. Each activity takes 5 minutes. Information
about each device and the sensor placement are explained in Table 3.2. Attachable

patches are standard Ag /Ag-Cl electrodes while the chest strap has flat electrodes.

TABLE 3.2: Device specification of Vollmer dataset

. . # of ECG | Sampling ECG Electrode
Device Name # of Sensors | Locations of Sensors

channels | Frequency Type
Left chest, Left & Attachable
SomnoTouch 6 3 512 Hz
right abdomens patches
. Left right chest, Attachable
Emotion Faros 360 3 3 1000 Hz
right abdomen patches
Left right chest, Attachable
Nexus-10 MKII 4 3 8000 Hz

right abdomen patches

Top left right abdomens,
Hexoskin Hx1 4 3 256 Hz Textile

bottom left abdomens

Bipolar Chest
Polar RS800 Multi 1 Top centre abdomen 1 1000 Hz

strap
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Except for the Polar device, the other devices are able to record raw ECG signals.
However, the Polar device can measure R-peaks (seen in Fig.1.3) which were used
as a reference point for the other devices’ measured R-peak position synchroni-
sation [3]. All devices have different sampling frequencies in this dataset. The
Polar device R-peak locations were used by Vollmer to equalise all devices to the
same sampling frequency (the lowest frequency is 256 Hz) and all heartbeat loca-
tions [3]. The dataset provides both raw ECG signals and synchronised signals in
Physionet [146]. The provided synchronised signals were used in our experiments.
This is because ECG signals at different sampling frequencies and having a shift or
difference between the locations of the R peaks despite measuring simultaneously

may affect the activity classification and biometric verification performances.

3.2 Data Analysis

3.2.1 Pre-processing

Pre-processing is vital in terms of increasing the usability of ECG data and the
performance of the system. All 3 datasets used in our studies have different de-
vices, different sampling frequencies, different data acquisition processes, different
sensor types and different usage purposes. These parameters are crucial to under-
stand the data structure and possible noises into the signals. For this reason, two
different data pre-processing methods, which were listed below, were used in our

experiments.

The sampling frequencies of all datasets (700 Hz in WeSAD and 256 Hz in Vollmer
datasets) was reduced to 200 Hz. 200 Hz was selected because the medical Holter
device in the E-HOL dataset has this frequency and finding the fiducial point of
ECG at this frequency is the more common analysis reference point. Since the
WeSAD dataset has a single-channel ECG signal, a single channel was used in

the other datasets (X was selected in the XYZ configuration). In addition, using
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single-channel data allows easy comparison of different datasets, and especially

data from wearable devices.

1. Since only ECG records of healthy subjects taken from medical and wear-
able devices were used in our study, a low-frequency noise removal filter and
a powerline band-removal filter were used on the EHOL and the WeSAD
datasets as the first pre-processing method [1]. Specifically, the high-pass
Butterworth filter with 0.5 Hz cutoff frequency and a notch filter with 50/60
Hz (depending on the power source) have been used for baseline wander,
zero drift and powerline frequency removal. These filters have been selected
considering previous studies with E-HOL [154, 166] and WeSAD [167, 168]
datasets. This pre-processing method was implemented using Python neu-

rokit2 library [168].

2. The Vollmer and WeSAD datasets were filtered using a second pre-processing
method. Both datasets include wearable devices and attachable patches to
record ECG signals. For this reason, the noise produced by muscles and
friction connected to activities may be introduced to the signal. The signals
provided from the Vollmer dataset have already been pre-processed using
a trimmed moving average filter, and Z-score normalization [3]. However,
it has been observed that these filters are insufficient to denoise the signal
and it is shown in Fig.3.2. A band-pass filter was used to obtain signals
in a similar range as the first preprocessing method. Specifically, a three-
order Butterworth band-pass filter with 0.5 Hz low cut-off frequency and 45
Hz high cut-off frequency and a mean filter were used to remove noise and

provide signal smoothing [2].

Due to the different structure of the datasets, two different preprocessing methods
were used. Since the Holter device is a medical device, it can contain a lot of
sensitive information and it has the potential to have higher accuracy. For this
reason, the first filter system (cf. 1) was designed to eliminate the most prominent
noise in the E-HOL dataset, but a sharp band gap was not used to avoid losing

sensitive information. On the other hand, the Vollmer dataset has been previously



95

filtered and the sampling frequency has been changed [3]. For this reason, the
second filter system similar to the previous system was used to reduce both the
number of filters and the number of processes. In this system, instead of using
three filters (1 high-pass and 2 notch filters), a Butterworth band-pass filter is
used. Using a band-pass filter with 0.5 Hz and 45 Hz cut-off frequencies saved us

from using 2 notch filters and gave very similar signal results.

3.2.2 Extracted Features for Machine Learning Models

(Classical machine learning models need features for classification. As explained
in detail in the Chapter 1, each heartbeat consists of 5 important segments which
are named as P, Q, R, S and T peaks. When analysing ECG data, there are 2
different approaches; fiducial and non-fiducial [169]. The fiducial feature extraction
approach that is used in this study is related to P, Q, R, S and T peaks, their
amplitudes, and time intervals between each wave [1, 2]. Along with the fiducial
features that are used by the majority of the studies in the literature, new features

derived using P, Q, R, S, and T waves are explained in 3.2.2.1 and 3.2.2.2 sections.

3.2.2.1 Fiducial and time interval features

It is desirable to determine the information of each ECG signal fiducial point in
terms of their uniqueness and therefore their importance as a feature for biomet-
ric verification. To extract features, E-HOL and WeSAD data were filtered and

cleaned using the first pre-processing method.

After the pre-processing, N samples per recording from each subject were cut from
the ECG signals. Each sample represented a time window with size 7" and a delay
between windows of s. Its dimension can be shown as [(N_subjects - N) x (T + 1)].
Each sample was formed with a 10-second window size and a 1-second delay be-
tween windows was used for feature extraction. The final data structure after

feature extraction can be represented as [(N _subjects - N) x (N_features + 1)].
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15 features are selected from 9 fiducial features used in the literature and from
the intervals between heartbeats [5]. The features we used have been used in
various combinations in the literature and their effectiveness has been investigated
[5, 170, 171]. However, in our study, it was used for biometric verification for the
first time in E-HOL and WeSAD datasets. In the feature extraction process, P,
Q, R, S and T peaks of the signals were found as a first step using the neurokit2
library inspired by the Pan-Tompkins algorithm [168, 172]. The position of R
peaks, which was a reference to find other peaks, was found by the ecg_peaks
method implemented in the Python neurokit2 toolbox [11]. The maximum P and
T values, or the minimum Q and S values, were determined within 200 milliseconds
(ms) for P peaks, 40 ms for Q peaks, 40 ms for S peaks and 340 ms for T peaks
interval before or after the reference R peak [172-174].

Finding fiducial points is important for calculating other features. The detected
P, Q, R, S and T peaks are shown with different markers in Fig. 3.1 on the
ECG signals obtained from the subjects in the different datasets. KEach time
window acquired throughout the ECG signal begins with the R peak. However,
the endpoint of the time window (in other words, the end point of the ECG signal)
varies for each person due to physiological (age, weight, etc.) and environmental
factors. Some signals terminate after a complete PQRST cycle, while in others
part of the cycle is contained within the time window (as in Fig. 3.1). In order
to determine the starting and ending points of the signals in each window and to
obtain consistent time windows, the last heartbeat with all peaks detected are not
marked. Moreover, the first heartbeat is not marked because it starts with the R

peak and does not include a complete cycle.

QS, PQ and ST which represent distances between peaks are found using the
maximum value positions of two peaks. The mean of the distances between the
two peaks obtained for each recording was calculated. P, Q, R, S and T are peak
amplitudes which are calculated using the mean of the maximum value within the
recordings. Extracted fiducial features and R-R interval features are shown in the

Table 3.3.
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FiGure 3.1: P, Q, R, S and T peaks detection for different subjects in E-HOL
and WeSAD datasets

Prakash et al. [175] formulated the Heart Rate (HR) as HR=60/RR interval
in seconds Beat-per-minute (Bpm). Although the minimum difference between
two consecutive R peaks is assumed to be 0.2 seconds (i.e. HR=300) [176], the
maximum HR of healthy subjects during exercise is considered to be 220 bpm
[177]. The sampling frequency of WeSAD and E-HOL datasets is 200 Hz. If
the distance between the two R peaks is shorter than 50 points, the HR will be
higher than 240 bpm. It also indicates unhealthy subjects (having tachycardia) or
incorrect detection of R peaks. All ECG data were declared as healthy subjects.
Therefore, RR50p and RR50pRatio were calculated to check whether the locations
of the R peaks were correctly detected. RR50p is the number of occurrences of R
to R distances shorter than 50 points while RR50pRatio checks the occurrences of
all samples. All RR50p and RR50pRatio values were found as zero. In this way,

it was validated that the R peak locations were determined correctly.

In this study, we used the data obtained from wearable and medical devices with

temporal and R-R statistics features that are frequently used in the literature
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TABLE 3.3: Details of the extracted features. t is the time vector of the sample
and N is the number of heartbeats in a sample. P, Q, R, S and T are wave

peaks. [4, 5]
Features Description
QS * Zf\il ts, — to, Distances between peaks
PQ * SN to, — tp, (mean value for each
ST * SN by, — t, sample)
Famp (P}
Quamp p{QiN, Peak amplitude
Romp p{R Y, (mean value for each
Samp p{ S}, sample)
Tamp T3
minRR min{tp, —tr, , }¥,
mazRR max{tr, — tr, , 1V,
medRR m{tr, —tr,_, 1V,
meanRR wltr, —tr, 1Y, R-R interval features
stdRR o{tr, —tr,_, }¥,
RR50p dim(A), A = {RR50p | RR50p = RR; < 50}
RR50pRatio dﬁﬁ‘?g)

because the aim of this study is to determine the baseline of EER for different

types of devices and subjects in biometric verification models.

In the classical machine learning model, the distinctiveness of the features in the

training and testing sets is important for the performance of the model. In addi-

tion to the features in this section that allow us to determine baseline EERs and

comprehend device performances, we also investigated the performance of novel

features in ECG biometric verification models.

3.2.2.2 Manhattan and Euclidean Distances as features

The performance evaluations of newly discovered features were utilised for activ-

ity /emotion classification and biometric verification since we used datasets con-

taining physical activities (Vollmer) and emotional states (WeSAD).
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Window size selection within a time-based sample is another key effect on the bio-
metric system performances. Abdul-Kadir et al. [178] sought an optimum window
size for ECG atrial fibrillation (AF) recognition. They found that 4 seconds are
the best option for their features with NN and SVM classifiers (95.3% and 95% AF
recognition accuracy rates respectively). Inspired by the study, we investigated the
effects of different time windows on the biometric verification model. For this rea-
son, we used only 4 seconds time windows on this study. Each sample was defined
with a 4 second window size and a 1 second delay between windows. To make a
clear separation without losing any Q, R and S peaks and prevent over-fitting, a
1 second delay between windows was selected. All time windows started with the

heartbeat with all peaks detected.

28 fiducial features were extracted from each sample in the pre-processed matrix.
As utilised a previous feature extraction method, Q, R, S and T peaks were deter-
mined in the first step. Sedghamiz et al. [179] developed the BioSigKit toolbox
to find Q, R, S and T peaks detection. Initially, this toolkit was inspired by Pan
Tompkins Q, R and S detection implementation [172]. MatLab R2020a was used
for the feature extraction and the second pre-processing method. The pre-filtered
ECG signals provided by Vollmer [3] appears to be insufficient in eliminating noise.
For this reason, the second filter method (cf. 3.2.1) is used and a smooth signal is

obtained. A sample of Q, R, S and T detection is represented in Fig.3.2.

Finding the P and T peaks is a challenging and often uncertain task, especially in

the activity case. For this reason, Q, R and S peaks were selected.

The Manhattan (also known as taxicab geometry, City Block or L1) distance is de-
fined as the distance between two points in a uniform grid where you can only move
horizontally or vertically. In a city map that has a grid-like structure, the Man-
hattan distance between two points is defined as the shortest path between them
that consists of horizontal and vertical segments only whilst Euclidean distance is
the closest and straight line path between two points. The general formula of the
Manhattan distance and Euclidean distance are shown in Eq.(3.2) and Eq.(3.1),

while d(z,y) or D is the distance between x and y points, n represents the number
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FIGURE 3.2: The figure represents provided pre-filtered ECG signals [3] and
processed signals from a Hexoskin wearable device for 4 seconds. Q, R, S and
T peaks are shown in different colours.

of dimensions, z represents x-coordinates, y represents y-coordinates and 7 repre-
sents the 7, number of dimensions. The p parameter in Eq.(3.3) is originally used
for other distance function calculations. For the Euclidean distance, p=2 while

p=1 for a Manhattan distance calculation.

Euclidean Distance = d(z,y) = (Z |z; — yi|2)% (3.1)
i=1
Manhattan Distance = d(z,y) = (Z |z — yil) (3.2)
i=1
Minkowski Distance = d(x,y) = (Z |z; — yi|p)% (3.3)

=1
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Hamming Distance = Dy = (Z lz5 — yi])
i=1

r=y, D=0
v#y, D#1 (3.4)
Eq.(3.4) is often used to see if two templates match. It is also useful for Boolean

and string vectors [180]. The main differences between Euclidean and Manhattan

distances are represented in Fig.3.3 [181].

L

FIGURE 3.3: The green line represents the Euclidean distance. The blue, red,
and yellow lines, all of which have equal units, represent the Manhattan distance.

It is clearly seen that Manhattan distance paths (red, yellow or blue) are equal
to 12 units while Euclidean distance has a shorter length of approximately 8.49
units. The Manhattan distance value is usually higher than the Euclidean distance
value because the Manhattan distance is based on the realistic path between two
points. Euclidean distance generally performs worse than Manhattan distance in
high-dimensional (more than 3D) data and unnormalized data [182]. Our data
is not high-dimensional. However, Manhattan distance gives better results in
discrete and binary data [182]. These two metrics are investigated because of the

situations where both distance metrics are advantageous.

The same-peak, 2-peak and 3-peak combinations of Manhattan distances and Eu-
clidean distances were assessed for activity classification accuracy. To clarify the

extracted features, we labelled the maximum peak value of each P, Q, R, S and T
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points as X. Manhattan distances between 2 peaks of the same type are shown in
Table 3.4. The same-peak can be represented as the (X X), = [(xi11) — (x;)] for-
mula. Euclidean distances between 2 peaks in the same-peak group is (XX)_, .=

euc

\/((xiﬂ) — (x;))* where z is a selected peak from Q, R, S or T and i is the selected

peak location. To calculate 2-peak and 3-peak distances, X, Y and Z can be used
instead of Q, R and S. When calculating (XY Z2),
formula | X — Y|+ |X — Z| +|Y — Z| is used for all Q, R, S and T combinations.

with a simple example, the

The same procedure can be used with the Euclidean distance formula.

The absolute value of subtraction is always positive, and the absolute value of
subtraction is calculated in the Manhattan distance formula. The square of the
subtraction parentheses is also always positive, and the square of the subtraction
parenthesis is used in the Euclidean distance formula. For this reason, there is
no need to calculate the YX distance when calculating the XY distance for both

cases. All the features used are detailed in Table 3.4.

TABLE 3.4: Explanations of features are represented as X, Y and Z symbols.

Features | Values of X,Y and Z Description

X Qamps Ramp, Samps Tamp X = {1,292, ..., 0} Peak Amplitudes
X Xnan QQ, RR, SS, TT d(Xiv1, Xi) = {|Xip1 — Xil}n Manhattan
XYman QR, ST, RS, RT, QS, QT | d(X,,Y;) = {|X;: —Yi|}. Distances
XY Znan | QRS, RST d(Xi,Y:, Z;) = {|Xi = Yi| + |Xi = Zi| + [Yi = Zil}a

X Xeue QQ, RR, SS, TT d(Xit1, X)) = {V (X1 — Xi)*}n Euclidean
XYeue QR, ST, RS, RT, QS, QT | d(X;, Vi) = {/(X; = Y))?}.. Distances
XYZe | QRS, RST A(X0,Y:, ) = (VX =Y+ (X = Z) + (Vi = Z)%}a

All possible feature combinations were examined separately according to direct
biometric verification performances to find the feature sets that give the highest
accuracy rate. According to these analyses, only same-peak-based features have
the lowest performance compared to 2-peak and 3-peak features. Even if the
general performances of 2-peak and 3-peak were similar, in low training cases,

2-peak features achieved better results than 3-peak features.
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The amplitudes of T peaks may not be easily found, especially during activity.
All analyses included T-peak amplitudes had insufficient performances than other
peaks in biometric verification. Consequently, extracted features with T peaks
were not selected for the final feature vector. Features with the best biometric

verification performance were selected as QR an, RSman, @Sman,; QReue; RSeuc,

QSGUC'

Temporal features in ECG biometrics change rapidly during physical activity. This
may be a distinctive factor, especially in activity classification, because as the in-
tensity of physical activity increases, the time between P, Q, R, S and T peaks
will decrease. In addition, the amplitudes of these peaks increase during physical
activity, and they are also distinctive for biometric models. Finding the Euclidean
distance or Manhattan distance of the time intervals between peaks incurs extra
complexity and computational costs. Instead, the distance between the ampli-
tudes of the peaks is a simpler process. Since less computational cost and rapid
verification are important factors in biometric verification models, we used the
simplest method. The reason why we do not use the new features together with
the features in Table 3.3 or other temporal features is to compare the effectiveness

of the newly produced Manhattan and Euclidean features.

In this section, two novel features based on Manhattan and Euclidean distances

of Q,R and S peaks’ amplitudes are introduced to the literature.

3.2.3 Time-Frequency Representations for Deep Learning

Models

Deep learning (DL), a subset of machine learning, is a new model compared to
classical machine learning. While classical machine learning makes predictions
based on extracted features, DL works like a simulation of human brain neurons
and there is no need for physical feature extraction. In DL studies, features are cal-
culated by deep networks. In that way, the learning system finds optimal features

and uses these features for the learning process.
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As seen in the literature, many studies have examined the contribution of different
window intervals, the use of 1-dimensional (1D) or 2-dimensional (2D) data, and
the use of different CNN structures for DL [78, 79, 88, 183]. Despite the high per-
formance of 1D deep learning structures, it has been observed that 2-dimensional

structures provide superior results.

Although there are many existing studies, this study contributed to the litera-
ture in terms of 3 different time-frequency representations, examining these rep-
resentations with different window sizes, using them in activity classification, and
examining the effects of activities on biometric verification with different CNN

structures.

In this study, ECG data from medical-based Faros and wearable-based Hexoskin
devices in the Vollmer dataset were used to create scalogram [184], spectrogram
[185] and mel-spectrogram [186] images using 2 seconds, 4 seconds and 10 sec-
onds time windows. These images were examined in activity classification with
GoogleNet, ResNet50 and DenseNet201 CNN structures and activity-aware bio-
metric verification with ResNet50 and DenseNet201 CNN structures. The 10 sec-
onds time window is used for ECG studies because it allows for the calculation
of the average heart rate over a 10 seconds period [154, 187-189]. The 4 seconds
time window has been used in classical machine learning and deep learning studies
and has shown that high accuracy rates can be obtained even if the window size is
small [178, 190]. The 2 seconds time window is sufficient to classify arrhythmias
(191, 192]. In addition, the 2-second time window has been used in human identi-
fication and gave successful results [193, 194]. The combinations and performance
comparisons of time-frequency representations and pre-configured CNN models for
ECG-based biometric identification were first examined by Byeon et al. [83, 195].
They used spectrogram, scalogram, mel-spectrogram, log-spectrogram and MFCC
images of ECG signals from patients and healthy subjects in DenseNet, VGGNet,
ResNet, Xception and Ensemble CNN models. However, biometric verification

was not performed in these studies.
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The proposed study is the first to compare activity classification and biometric ver-
ification performances using different time windows and different time-frequency
representations with different CNN structures. Time-frequency representations

used in our study are explained in Sections 3.2.3.1, 3.2.3.2 and 3.2.3.3.

3.2.3.1 Spectrogram

A spectrogram is a visual representation of the spectrum of frequencies in a signal
(e.g. sounds or ECG signals) as they vary with time [196]. Spectrograms were
created for the visualisation of speech or sounds by Koening et al. [197] and
were used for sound recognition and classification purposes [185, 198]. In the
spectrogram representation, the x-axis shows the time, the y-axis is the frequency,
and the z-axis shows the energy of each frequency for a given specific time. The
representation of energy is often shown with a different colour or surface in a 2D

plot.

Short-Time Fourier Transform (STFT) of the input signals were calculated and
the magnitude of the square of the STFT was used in this study to create spec-
trograms. The basic expression of the spectrogram is shown in Eq.(3.5) where S
is the spectrogram, s is the signal, w is the filtering window, ¢ represents a time

axis, f represents a frequency axis and F¥ (t, f) is the STFT [199].

S;U (ta f) = ‘FZU (ta f)‘2 (3’5)

Each window (2 seconds, 4 seconds or 10 seconds cases) from the pre-processed
matrix is used to create a spectrogram image using a spectrogram toolbox in Mat-
Lab R2022a. Default parameters (no overlapping, Hamming windows) were used
to apply the same procedures for all image-frequency representations and to avoid
extra computational costs. In the spectrograms, the interval where the signal
changes more (e.g. during speech) is shown in brighter colours (yellow), while

the interval where the signal changes less (e.g. silence) is shown in darker colours



66

(blue/navy blue) [200]. A sample of the created spectrogram image is shown in

Fig.3.4.
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FIGURE 3.4: A sample 4 seconds time windowed spectrogram image of the
Subject #1 from the Hexoskin device.

Fig.3.4 is the sample representation of a spectrogram image. However, colorbars,

axes and labels were removed from each image feed CNN structures.

3.2.3.2 Mel-spectrogram

A mel-spectrogram is a spectrogram transferred to the mel-scale. According to
previous studies, humans perceive frequencies on a non-linear scale [201, 202]. In
other words, humans can easily detect differences in low frequencies while they
cannot, detect differences in high-frequencies. A mel-scale which is widely used
in voice analysis accentuates the low-band frequency in voice and eliminates the
high-band frequency noise [83]. The mathematical formula of the mel-scale is
shown in Eq.(3.2.3.2) [83, 203]. In this equation, f represents the frequency (Hz)

and m represents the mel-scale.

f
= 2595 1 1+ =—

ECG involves substantial information which is commonly used in ECG applica-
tions at the low-band frequency [83, 204]. For this reason, the Mel-spectrogram is

investigated with other time-frequency representations in our experiments.
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The melSpectrogram toolbox [205] in MatLab R2022a was used to obtain the mel-
spectrogram. A mel-spectrogram was generated by applying a frequency domain
filter bank to ECG signals windowed over time. This filter bank contains many
band-pass filters (As a default setting, there are 32 band-pass filters in our exper-
iments.). Each window in the pre-processed matrix was thought of as a channel
in this study. The centre frequencies of all filters and the time instants for each
analysis window were achieved as outputs. These outputs were used to create a
mel-spectrogram for each channel. The centre frequency of the filter is in Hz and
the time instants for each window are in seconds. The colour intensity represents

the amplitude of a frequency at a certain point in time in terms of dB.

Each window (2 seconds, 4 seconds or 10 seconds) from the pre-processed matrix is
used to create mel-spectrogram images. Fig.3.5 shows a created mel-spectrogram
sample image with a 3D representation and its 90-degree view from above at the
256 Hz sampling frequency. As suggested by the melSpectrogram toolbox [205], the
original sampling frequency of 256 Hz was used to generate the mel-spectrogram.
The main reason for choosing a 2D image instead of a 3D image, which contains
more information, is to be able to examine the image in time and frequency axes,
as in scalogram and spectrogram images. It also reduces the time spent on CNN
model training. When applying the Fourier transform (FT) in the transition from
the time domain to the frequency domain, half the maximum frequency (f = Fs/2)
should be applied [206]. Still, when this is applied, only a single stripe appears (at
approximately 30 Hz). As ‘f” increases, the size and weight of the filters in the mel-
filter bank will change and more stripes will be visible as the size of the mel-scale
will increase, but the resolution of the image will decrease. Since the single stripe
image contains insufficient information for the DL model, the sampling frequency

was increased.

As the given sampling frequency increases, the appearance of the navy blue parts of
the image (non-informative parts) changes, but the resolution of windows reduces.
In all the images obtained, there are navy blue bands in the same frequency ranges.
It has been observed that the lowest frequency without blue bands is 1700 Hz. At

this frequency, mel-spectrograms were generated and tested as inputs in some
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F1GURE 3.5: A sample 4 seconds time windowed Mel-spectrogram image of the
Subject #1 from the Hexoskin device. The representation of a 3D view on the
left and a 2D view on the right.

activity classification and biometric verification models. It was observed that the
execution time in training was prolonged, accuracy rates were lower in activity
classification CNN models and EERs were higher in biometric verification CNN
models. For this reason, the original sampling frequency of the dataset (256 Hz)
is selected to obtain a more precise image and shorter training time. As with the
spectrogram images, labels and numbers were deleted from the generated mel-

spectrogram graphs and only 2D images presented in CNN structures.

3.2.3.3 Scalogram

A scalogram is a visual representation of a wavelet transform with time, scale,
and coefficient axes, unlike the spectrogram, which is a visual representation of
the spectrum of a time-varying signal. A scalogram is calculated by taking the
absolute value of the signals’ CWT. The CWT is achieved by windowing the signal
with a wavelet that is scaled and windowed across the sample in time [207]. A
scalogram can be expressed as time and frequency functions. It is better suited
than the spectrogram for signals that have multiple scales of features. In other
words, these signals have slowly varying events that are interrupted by sudden

changes such as ECG, earthquakes and audio signals. The scalogram is used when
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you want to better locate short-duration, high-frequency events in time and low-
frequency, longer-duration events in frequency.[207]. The mathematical expression
of the CWT is shown in Eq.(3.6) [184].
CWT (a,b) = — /+°°f(t)*¢ L P
a = — -
Vel a

aeR"—{0}, beR (3.6)

In Eq.(3.6), ¢ (t) is known as the mother wavelet, while the parameters (i.e. shift-
ing and scaling) derived from it are known as the daughter wavelet. f(t) represents
a function, a represents the scaling factor, b represents the shifting factor and R

represents Real Numbers [184, 208].

New parameters were adjusted as the sampling frequency was 256 Hz and the

voices per octave were 12 to obtain more precise scalogram images in a CWT

filter bank [209].
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FI1GURE 3.6: A sample 4 seconds time windowed scalogram image of
Subject #1 from the Hexoskin device.

A sample of a created scalogram image is shown in Fig.3.6. As with other image
representations, scalogram images were created with 2 seconds, 4 seconds and 10

seconds time windows without any labels on the images to feed CNN models.

Since ECG signals are sensitive to noise, there are several studies on the frequency
domain for noise reduction. If a 1D signal is converted from the frequency domain

to the time-frequency domain, the signal becomes 2D. These 2D signals can be
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used in CNN models. The spectrogram, mel-spectrogram and scalogram are differ-
ent methods to transfer signals from the frequency domain to the time-frequency
domain. To obtain the frequency and the phase of the signal, the time-frequency
analysis is used. In this way, pure signal and noise can be achieved separately since
the noise is usually condensed in a specific region of the frequency domain [83]. In
DL, features are extracted automatically. Different time-frequency representations
affect deep learning performances as they can highlight different hidden features.
Therefore, in our study, ECG signals were transferred to 2D using different time-

frequency representations and examined with different CNN models.

3.3 Classifiers

(Classification techniques vary for supervised, semi-supervised and unsupervised
machine learning models. In this study, eight classifiers, which are explained in

the following subsections, are used in supervised learning models.

In supervised learning models, each data has a label. Labels and data are trained
together. These labels are activity names and subject IDs for our studies. After
the model is trained, it is expected to estimate the labels for the new input data.
During biometric verification, the main process is whether a person is the person
she/he claims to be. That is enrollment samples with known a label is compared
with test samples. For this reason, supervised learning methods are used in our

experiments.

In classical Machine Learning (ML), classifiers and their optimizers have a great
impact on the classification results. Situations, where each classifier is advanta-
geous or disadvantageous, may occur depending on the features used. The pros
and cons of each classifier are explained in subsections. To summarize, Linear
Discriminant Analysis (LDA) are linear classifiers. The LDA operates on the as-
sumption of Gaussian circumstantial density models [210]. The LDA requires the
data to be normally distributed and it can also eliminate outliers. The k-Nearest

Neighbours (KNN) is a non-parametric classifier that has a higher computational
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complexity than the NB for large datasets. The LDA, on the other hand, is a fast,
simple and easy-to-use classifier [211]. The NB is an optimal choice to minimize
computation costs [212]. The NB utilises the prior class probabilities for the test
samples and performs well unless it faces the issue of zero probability. The Deci-
sion Trees (DT) is a non-linear classifier that can effectively address classification
and regression problems. It also contributes to reducing computation costs and

exhibits more robustness to missing values and non-normalized data [1].

These classifiers were chosen because they are frequently used in ML models for
ECG-based applications [213]. In our studies, eight classifiers were used because
the effect of the generated new features and the physical activity /emotion status

on biometric verification were investigated.

3.3.1 K-Nearest Neighbour (KNN)

A KNN classifier in a non-parametric model group allocates a class to each test
sample based on the majority class of its k neighbours [214, 215]. The only hyper-
parameter is the number of k£ and each test sample class assigns using the closest
distance measurements between the k£ neighbours training sample and testing sam-
ple. Choosing the %k value depends entirely on the structure of the dataset. In
order to avoid over-fitting or under-fitting problems, the value & should be selected
correctly. The k value is usually an odd number and if the input signal is noisy, a
high £ value should be selected. In our experiments, in order to see the effects of
different k values on the extracted fiducial features (cf. subsection 3.2.2.1), k=3,
k=5, k=7 and k=9 values were examined in the biometric verification model. In
addition, the KNN classifier was used for activity classification with Manhattan

distance and Euclidean distance-based features (cf. subsection 3.2.2.2) when k=3.

Euclidean (Eq.(3.1)), Manhattan (Eq.(3.2)), Minkowski (Eq.(3.3)) and Hamming

(Eq.(3.4)) distance functions are commonly used for distance measurements.
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KNN is known as a weak classifier as it performs insufficiently in cases of increasing
data and features. However, it is a simple and easily adaptable algorithm and it

gives acceptable accuracy for a small dataset [180].

3.3.2 Subspace KNN Ensemble (S-KNN)

A random subspaces ensemble method with KNN and DT was introduced by Ho

[216] to reduce the high dimensionality and high computational cost problems in
the KNN model.

The random subspace method is a stochastic process. In this process, samples in
the given feature vector are randomly selected to build each classifier. The selected
samples in the different subspaces are compared with test samples. The distances
between test samples and samples on the each subspace are calculated by different
KNNs. A majority vote of each KNN is calculated and a final decision is made.
The outline of the S-KNN classification is shown in Fig.3.7. In this figure, F'1, F2
and Fr represent features in training data. S1, S2 and S,, show randomly selected

subspaces. D1, D2 and D, represent the decision of each KNN classifier.
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FIGURE 3.7: The outline of the S-KNN classification

A Classification Learner toolbox was used for creating a classification Model in

MatLab R2020a. The S-KNN classifier was used in the activity classification
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case to compare the performances of new features and the effects of different

training/testing rates.

3.3.3 Naive Bayes (INB)

A Gaussian NB has been employed for two-class and multi-class classification
problems. The input of the NB system can be binary or categorical. The system
is based on the Gaussian distribution of the training data and class probability

calculations.

Instead of trying to calculate the values of each feature, given the target value
they are assumed to be conditionally independent. The system is based on only
prior class probabilities for test samples, for this reason, computational costs are
generally lower than other classifiers. The system assumes a probability for each
class and each feature’s conditional probability for belonging to each class (i.e.
a-prior probabilities) at the beginning of the training process. Choosing the a-

posterior mazximum probability is the only decision rule in the NB classifier [66].

When C'is a class and F' is a feature, P(C |F) is the class posterior probability
according to the predictor, P(F') and P(C) are the prior probability of the predictor
and the class respectively, the NB theorem can be explained as Eq.(3.7).

P(C|F) = P(F|C)* P(C)/P(F) (3.7)

The NB classifier is useful for solving multi-class and two-class classification prob-
lems with small amounts of training data, and categorical data. However, it can
encounter a zero-probability problem, especially for categorical inputs. In addi-
tion, the system assumes all features are independent which may be problematic
in a real life scenario. In our studies, the NB classifier was used in the biomet-
ric verification case with different sets of features and several genuine/imposter

sample rates.
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3.3.4 Linear Discriminant Analysis (LDA)

A linear combination of features is found by LDA to characterize or distinguish
classes using sample distributions. LDA can be used for multi-class or two-class

classification problems.

LDA assumes that each class has a normal distribution and all classes have a sim-
ilar covariance matrix. If the data does not conform to these assumptions, the
system cannot function properly. LDA works with the covariance of the features
unlike, NB which works with the assumptions of conditionally independent fea-
tures. In LDA, decision boundaries can be found by observing features where the
large mean differences and small variances within classes occur. For this reason,
the training set size, data normalisation processes and outliers in the data might

affect system performance.

To understand the LDA classification: Given a random variable X that belongs to
one of C' classes, each with a class-specific probability density function f(z), a dis-
criminant rule aims to partition the data space into C' mutually exclusive regions
corresponding to the classes. With these regions, discriminant analysis performs
classification by assigning z to the class k if x lies in the region k. Assuming that X
follows a multivariate Gaussian distribution with mean vector (u) and covariance
matrix (X), the LDA criterion can be derived as Eq.(3.8) while 7 represents the
class prior probabilities. Based on the Bayesian rule, we assign the data z to class
k if it has the maximum posterior probability among all C' classes for ¢ = 1,...,

C.
i (r) = log (fi (x)) + log (m;) (3.8)

In our studies, the LDA is used for biometric verification purposes with fiducial
features to see the effects of different genuine/imposter rates on the wearable and

medical ECG recorders.
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3.3.5 Support Vector Machines (SVM)

SVM algorithm can be implemented as either a parametric or non-parametric
model, contingent upon the kernel function employed. It transfers the classification

problem to an optimization problem to reduce computational costs [217].

SVM can be explained with three main elements: support vectors, hyperplanes
and margins. A hyperplane is a decision plane used to divide classes. The closest
training data points to the hyperplane are called support vectors. A margin is
calculated from the perpendicular distance between support vectors. In an ideal
classification scenario, the margin would be large. An example of an SVM imple-

mentation is shown in Fig. 3.8.
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FIGURE 3.8: An example SVM implementation

In Fig. 3.8, H represents an optimal hyperplane or classification line. When the
Class A side is assumed as a positive (+1) class, the Class B side will be a negative
(-1) class. In that case, H; and H, support vectors and H can be represented as

Eq.(3.9), Eq.(3.10) and Eq.(3.11), respectively.

Hy : {z|(w+x)b=+1} (3.9)
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Hy : {z|(w+ 2)b= -1} (3.10)

H :{z|(w+x)b=0} (3.11)

In these equations, z represents the corresponding label of input data, w is the

normal vector of the hyperplane while b is a constant value [214].

The SVM classifier is a useful option for high dimensional data with a large amount
of features. Many kernel structures such as linear, non-linear and sigmoid can be
used within the SVM. However, finding optimal parameters might be problematic
because it is difficult to find a good kernel function that can map data into a
higher-dimensional space where it can be linearly separated. The choice of kernel
function can have a significant impact on the performance of SVMs. In addition,
computational costs might be high with non-linear kernel structures in the training.
It is generally useful for small datasets because of the non-scalable nature of the

SVM.

Over-fitting is a common problem in ML algorithms. In SVMs, over-fitting can
occur when the model is too complex or when the size of the training data is too
small. Over-fitting occurs when the model is trained on a small amount of data
and it becomes too specific to that data. To eliminate the over-fitting, adding

structural constraints on the discriminant surface can be added.

3.3.6 Decision Tree (DT)

DTs are also a non-parametric model. The depth of the tree (the number of
branches and nodes) is a hyper-parameter of this classifier. It learns all probabil-
ities and conditions by dividing the given feature vector into parts [218]. This is
usually a grouping of samples with the same label. Learning starts at the root of
the tree, continues through the branches, and the classification is contained at a

leaf node. Each branch has its own threshold which is conjectured by the previous
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branch’s input features to divide groups. DTs are implemented as if statements
to make a decision. If an input value is larger than a threshold, it is attributed to

group A, if an input value is smaller than a threshold, it is attributed to group B.

Using DTs enables an understanding of the Boolean logic through the visual rep-
resentation of the trees, unlike a Neural Network. Furthermore, it is useful for
many data types such as continuous and discrete data. For this reason, it can
overcome missing value problems, unlike Naive Bayes. DTs are not sensitive to
correlated features (i.e. if inputs have two similar features, the algorithm will
select one of the features to split.) to reduce computational costs [219]. On the
other hand, DTs can be vulnerable to over-fitting, variations in the data and high
computational costs in training. DTs can overfit the training data and lose their
generalization capabilities. In this case, while the training data is well classified,
errors increase in the classification of test data. The over-fitting problem can be
solved by pre-pruning (i.e. reducing the number of nodes in DTs) and post-pruning

(i.e. removing nodes) processes.

3.3.7 Bagged Tree Ensemble (BT)

The bagging method which, was introduced by Leo Breiman [220], was used across
seven different datasets and it was observed that the rate of misclassification was
reduced with this method. Bagging is an ensemble learning technique that en-
hances the performance and robustness of machine learning models by utilising
multiple models instead of a single one. It operates by creating diverse samples of
data from the original training set by sampling with replacement. Then, it trains
a distinct model on each sample and aggregates their predictions by averaging
(for regression) or voting (for classification). Bagging can reduce the variance of
models susceptible to over-fitting, such as DTs, and improve their generalization

ability. The general implementation of BT is shown in Fig.3.9.

A single DT model can exhibit low bias and high variance issues, implying that

it can fit the training data very closely but fail to generalize to new data. This
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is because a single DT can grow very deep and complex, capturing the noise and
outliers in the data. Bagging can help to mitigate this issue by averaging the
predictions of multiple DTs that are trained on diverse samples of data, resulting
in a more stable and accurate model [221]. Reducing the variance can be helpful,
especially in high-dimensional datasets. However, if the number of iterations grows

in the classification processes, the computational costs will increase.

3.3.8 Neural Networks (INN)

Artificial Neural Networks or NN tries to copy the human brain (i.e. brain neurons)
within a computer environment. It contains an input layer, many hidden layers
and an output layer. Each layer has many artificial neurons which are connected
to other neurons. These connections have their own weights and threshold to

activate the neurons and data transfer.

In a NN, each neuron computes a weighted sum of its inputs and applies an acti-
vation function to produce an output. The weights are parameters that determine
how much each input contributes to the output, and the activation function in-

troduces non-linearity to the network. The weights are not fixed but are learned
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from the training data using an optimization algorithm such as gradient descent.
The optimization algorithm adjusts the weights based on the error between the
predicted output and the actual output, with the goal of minimizing the error.
The thresholds are also parameters that determine when a neuron is activated or
not, and they are also learned from the data. However, the thresholds are usually
represented as bias terms that are added to the weighted sum of inputs, rather

than subtracted from it.

NNs have the ability to learn and model complex relationships between inputs
and outputs. For data classification, some data sets might be linearly separable,
meaning that a straight line can divide the classes, but some might be nonlinearly
separable, meaning that a more complex boundary is needed. Neural networks
can handle both linear and nonlinear data sets by using adjustable weights and
activation functions that introduce non-linearity to the network. However, neural
networks are not the only models that can manage complex data. Other models,
such as the SVM or KNN; can also deal with nonlinear data sets by using different
kernels or distance metrics. However, we used the NN and SVM classifiers as

linear models in our studies.



Chapter 4

Phase 1: ECG Biometric
Verification Across Activities:

Direct Biometric Verification

As stated in Chapter 2, this study focuses on the comparison of multiple factors in
ECG biometrics using ML, and DL models. This chapter concerns the key issues
of ECG data that contain physical activities and emotional states for biometric
verification. The first issue addressed concerns the quantity of enrollment data.
This is addressed in subsection 4.1.1. The second issue to be explored concerns
comparing the biometric verification performances of fiducial features, time inter-
val features, Manhattan-based features and Euclidean-based features in terms of
EERs on medical and wearable devices and databases. This is addressed in sub-
section 4.1.2. A final experiment is Section 4.2 presents a comparative analysis of
the impact of various ECG representations on biometric systems, taking into ac-
count differing deep learning hyperparameters, enrollment durations, and devices.
These topics will be assessed by employing ML and DL models in Section 4.1 and

Section 4.2, respectively.

80
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4.1 Machine Learning Models

Across ML models, we have two different approaches. The first approach is to vary
enrollment time with common ECG features with a second approach creating new

features and assessing performances with different classifiers.

4.1.1 Enrollment time effects on biometric verification

In this section, E-HOL and WeSAD datasets are used to investigate the effects of

enrollment time and different classifiers on biometric verification.

Enrollment (i.e. training) sample sizes are generally proportional to verification
rates. A higher number of training samples per subject generally yields higher
verification rates. The objective of this study is to propose a robust verification
system with various training sample sizes (i.e. 5, 15, 25 and 50 genuine samples)
for medical and wearable-based ECG data. Previous studies have shown promis-
ing results. The diversity of data is crucial for the validity and wide applicability
of authentication systems. However, previous studies generally lack a realistic sce-
nario, and in most cases, a small number of subjects participated in the study,
resulting in over-fitting and unreliable data. The proposed method achieves con-
sistent verification results for both the medical and wearable ECG data, with few
training samples and a short enrollment time, which are essential factors for a

commercial biometric authentication system.

The proposed ML models used 10-second windows for each sample and multiple
features described in subsection 3.2.2.1 calculated from each sample. LDA, DT,
NB and KNN classifiers were utilised for binary classification in biometric verifica-
tion tasks. A random subject was selected as a genuine and imposter samples were
randomly selected from remaining subjects. 50, 150, 250 and 500 seconds (i.e. 5,
15, 25 and 50 genuine samples per subjects) from the sample chosen among each
genuine and imposter subjects were utilised during the training phase to construct

model. The genuine and imposter samples were selected randomly and in equal
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numbers. Thus, they could represent any possible activity or emotional state. To
increase the reliability of the system and to avoid issues such as over-fitting (this
may happen if the samples were derived from the same activity or emotional state)
or under-fitting (this could happen if the samples were obtained from different ac-
tivity or emotional states), at least 5 genuine samples (i.e. § genuine samples *
10-second windows = 50 seconds enrollment time) were chosen for the training
phase. Training imposter samples were randomly drawn from the subjects in the
dataset who were not enrolled. In addition, to increase the reliability of the model,
instead of testing only 1 genuine subject, different subjects were randomly selected
as a genuine (200 subjects for EHOL and 15 for WeSAD) and the mean EER was

calculated. The biometric verification time (i.e. testing phase) was equivalent to

the duration of a single sample window (i.e. 10 seconds).

The outcomes are presented as EER values for each enrollment set, model and
dataset. This study employed classifiers for binary classification. Specifically, the
genuine samples were assigned the class “I”7 and the imposter samples the class
“0”. The classifier performed separate classification for 200 subjects (for the E-
HOL dataset) and 15 subjects (for the WeSAD dataset). The mean EER values
are presented in Table 4.1 for the E-HOL dataset and Table 4.2 for the WeSAD
dataset using only fiducial and time interval features.

TABLE 4.1: The biometric verification results in terms of Equal Error Rates(%)
for the E-HOL dataset.

E-HOL Dataset

Enrollment Time (seconds)
50s 150s 250s 500s
KNN(k=3) | 39.32% | 38.69% | 37.80% | 32.01%
KNN(k=5) | 43.53% | 43.25% | 40.25% | 35.47%
KNN(k=7) | 44.85% | 44.72% | 42.59% | 37.34%
KNN(k=9) | 45.67% | 42.96% | 38.37% | 37.89%

Classifiers

LDA 37.33% | 25.65% | 19.22% | 15.94%
DT 27.91% | 16.64% | 10.99% 7.89%
NB 6.30% 4.17% 4.09% 3.64%

As shown in Table 4.1, the EER values decrease with increasing enrollment time.
The KNN classifier yielded the highest EER values, while the NB classifier was
the most effective. The EER values for all conditions increased with higher KNN
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k values. The KNN classifier requires a larger k£ value to achieve more accurate
decisions in noisy data. These results indicate that our signal filtering method was

effective as we obtained better results with a low &k value.

TABLE 4.2: The biometric verification results in terms of Equal Error Rates(%)
for the WeSAD dataset.

WeSAD Dataset

Enrollment Time (seconds)
50s 150s 250s 500s
KNN(k=3) | 45.98% | 37.63% | 35.04% | 31.94%
KNN(k=5) 46.7% 37.53% | 35.41% 32.63%
KNN(k=7) 48.79% | 38.55% | 38.02% 32.05%
KNN(k=9) 47.36% | 40.57% | 37.08% 35.62%

Classifiers

LDA 32.03% | 16.10% | 11.69% 9.97%
DT 31.88% 9.61% 8.37% 1.60%
NB 4.57% 3.67% 3.67% 3.02%

According to the results in Table 4.2, the EER distribution is similar to that in
Table 4.1, and the EER decreases with increasing enrollment time. A smaller &
value generally yielded lower EER results. The NB classifier outperformed the
others, while the DT classifier achieved the lowest EER value of 1.60% for the 500

seconds training condition.

The EER values for the WeSAD dataset are generally lower than those for the E-
HOL dataset. This can be attributed to the smaller number of subjects and shorter
recording time in the WeSAD dataset. Moreover, although a direct comparison is
not feasible, while physical activities are limited and different emotional states are
measured during ECG recording in the WeSAD dataset, neither emotional states
nor physical activities are limited in the E-HOL dataset. For this reason, the

changes in the E-HOL dataset were greater, which may have affected the results.

One possible explanation for the lower EERs of NB and DT over KNN in a bio-
metric verification task is that KNN suffers from the drawbacks of being sensitive
to noise and outliers in the data set, which can impair its predictive ability. In
contrast, NB and DT may exhibit more resilience to these challenges. Another
possible explanation is that the KNN belongs to the class of lazy learners, which

defer the learning process until new data is presented for prediction [222]. On the
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other hand, NB and DT are examples of eager learners, which construct a model
from the training data prior to prediction [223]. This can confer an advantage to

NB and DT in terms of speed and accuracy on large or complex data sets.

4.1.2 Feature effects on biometric verification

In this section, Vollmer and WeSAD datasets containing ECG data collected dur-
ing physical activities and different emotional states were used. Features based
on Manhattan distances and Euclidean distances were extracted from ECG data
consisting of 4 second time windows and their effects on biometric verification
with different classifiers were investigated. In Phase 1, overall biometric verifi-
cation performances were evaluated irrespective of the physical activities and/or
emotional states conducted. The outline of the biometric verification process is

shown in Fig.4.1.
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FIGURE 4.1: Biometric verification model is shown at the top and the classifi-
cation steps for biometric verification are shown below.

The data from each device underwent separate testing. Data were divided into
two subsets: training and testing. The training subset comprised the data of
12 out of 15 subjects from the WeSAD dataset and 10 out of 13 subjects from
Vollmer’s dataset. The testing subset consisted of the data of 3 unseen subjects

selected from either dataset. In each trial, the unseen subjects were varied and
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each subject appeared in the testing subset at least once (i.e. the subjects selected

for testing were altered sequentially, such as subjects 1-2-3, 4-5-6, and so on).

The number of genuine samples was determined by the number of samples per
person. Not all samples collected from the training subjects were utilised for
training purposes to reduce computational costs and training time. Similarly, not
all samples obtained from subjects assigned as unseen subjects were utilised for
testing. For example, to investigate the impact of the quantity of training and
testing samples on biometric verification, we used 70% of the subject samples for
training and used 30% of the samples of the unseen subject for testing. This
example defines M-30% for features based on Manhattan distance and E-30% for
features based on Euclidean distance. Imposter samples were randomly chosen
from the remaining unused samples. To compare results, both Manhattan and
Euclidean distance features also used 40% and 50% of the genuine sample size in
the testing set (i.e. M-40%, M-50%, E-40%, E-50%). The number of genuine and
imposter samples was equal for both training and testing data. The same ratio
of genuine samples for all datasets and devices was used to achieve comparable
results. The number of genuine samples per activity was approximately equal.
However, each dataset differed in the number of subjects, samples per device,
activities and data collection procedures. The number of each subject’s genuine

samples for training and testing is shown in Table 4.3.

TABLE 4.3: The number of genuine samples in testing and training per person.

Genuine Samples | RespiBAN | Faros | SomnoTouch | Nexus-10 | Hexoskin
Train 534 731 770 737 837
50%
Test 534 731 770 737 837
Train 641 878 924 876 1005
40%
Test 427 584 616 589 669
Train 748 1024 1078 1032 1172
30%
Test 320 438 462 442 502

The first step was to use the biometric verification method to evaluate the perfor-

mance of the new feature set. In this step, no activity classification system was
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involved. Therefore, genuine and imposter samples were randomly chosen accord-
ing to their ratios of 30%, 40% and 50%. Fig.4.2 and Fig.4.3 show the NB and
DT classifier performances for the RespiBan device from the WeSAD dataset and
the Faros, SomnoTouch, Nexus-10 and Hexoskin devices from the Vollmer dataset,

respectively.
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FIGURE 4.2: EERs(%) were shown according to the NB classifier with 50%,
40% and 30% genuine samples in test data. M is Manhattan distance-based
features and F is Euclidean distance-based features.

Fig.4.2 illustrates the results of Manhattan distance-based features with 30% of
samples from unseen participants in testing having the lowest EERs (i.e. M-30%).
The distribution of FAR and FRR with this testing set size is indicated. In M-30%
cases, the RespiBAN device has a FAR of 20.03% and FRR of 19.59%, the Faros
device has a FAR of 17.67% and FRR of 17.05%, the Somnotouch has a FAR of
20.87% and FRR of 19.21%, the Nexus has FAR of 18.53% and FRR of 18.71%,
and the Hexoskin device has FAR of 17.69% and FRR of 18.85%. The Euclidean
distance-based features show the same trends as the corresponding Manhattan
feature sets. As the training set sizes increase, EER decrease and the lowest EER

are obtained from E-30% cases.

According to results in Fig.4.3, from M-50% to M-30% and from E-50% to E-30%,
EERs decrease for all devices, as can be observed. A large number of testing

samples leads to higher EERs.
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FIGURE 4.3: EERs(%) were shown according to the DT classifier with 50%,
40% and 30% genuine samples in test data. M is Manhattan distance-based
features and E is Euclidean distance-based features.

A general trend observed in Fig.4.2 and Fig.4.3 is that the feature sets that em-
ployed Manhattan distances surpassed those that utilised Euclidean distances. The
NB classifier exhibited lower EERs in all instances, but the trends were consistent
for both NB and DT. The data derived from RespiBAN and SomnoTouch devices
yielded higher EERs. The Faros, Nexus-10 and Hexoskin data attained simi-
lar performances. Despite being a consumer-based device, the Hexoskin demon-
strated verification performances analogous to other medically-approved devices.
The lowest EERs for each testing size (i.e., 50%, 40%, and 30%) were obtained
from different devices. For instance, while the lowest EER of the M-40% case was
achieved from the Hexoskin device in Fig.4.3, the Nexus-10 device had better EERs
in 30% and 40% sizes than other devices. Furthermore, while the lowest EER of
the E-30% case was obtained from the Faros device in Fig.4.2, the Nexus-10 device
had lower EERs in E-50% and E-40%. This implies that device selection, feature

selection, and training/testing sizes affect biometric verification performance.



88

4.2 Deep Learning Models

As described in Section 4.1, a comprehensive analysis of various factors influ-
encing biometric verification performance in classical ML models was conducted.
Subsequent investigations were conducted to ascertain the impact of varying im-
age representations and enrollment times on DL models applied to medical and
wearable devices for biometric verification purposes. The image representations
generated for the DL model and the selected time intervals were described in Sec-
tion 3.2.3. In this section, we used ResNet50 and DenseNet201 CNN models on

the data from the Faros and Hexoskin devices from the Vollmer dataset.

In the context of DL, it is imperative to utilise both validation and testing sets
independently in order to mitigate over-fitting and accurately assess the model
[224]. The validation set serves to evaluate the model during training and facili-
tate hyperparameter tuning [225]. Conversely, the test set is employed to measure
the final performance of the model on previously unseen data and facilitate com-
parisons with alternative models. This partitioning enhances the model’s capacity
to generalize on unseen data [225]. Table 4.4 describes the number of images in
2, 4 and 10 seconds time windows utilised for training, validation and testing for

both CNN structures.

TABLE 4.4: The number of images in training, validation and testing sets

2 sec | 4 sec | 10 sec

f1
7 of Images | 001 | 9909 | 1342

in Training

# 2 tmages | oci | s | 330
in Validation

£
7 of Images | o0 | 408 | 182

in Testing

ResNet and DenseNet are both widely utilised DL architectures that exhibit com-
petitive performance. Nevertheless, both architectures possess inherent limita-
tions. In the case of ResNet, the shortcut connection among convolutional blocks

employed to stabilize training may also constrain its representational capacity.
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Conversely, DenseNet possesses a higher capacity due to its utilisation of multi-
layer feature concatenation. However, this dense concatenation introduces the
issue of increased GPU memory and training time requirements [226]. In scenar-
ios where computational resources are constrained, ResNet may be a more suitable

choice than DenseNet due to its reduced memory and training time demands.

In the process of training a CNN using MATLAB, two critical hyperparameters
that can influence both the training process and the ultimate performance of the

model are the mini-batch size and the initial learning rate [227].

The mini-batch size dictates the number of training samples utilised in each itera-
tion of the optimization algorithm. While a smaller batch size may converge more
rapidly than a larger batch size, a larger batch size may attain optimal minima
that are unattainable with a smaller batch size. Additionally, a smaller batch size
may have a substantial regularization effect due to its high variance, necessitating

a smaller learning rate to prevent overshooting the minima [228].

The initial learning rate determines the magnitude of the step taken by the op-
timization algorithm at each iteration. A larger learning rate may result in more
rapid convergence, but it may also cause the optimization algorithm to overshoot
the minima and fail to converge. Conversely, a smaller learning rate may result
in more stable convergence but may necessitate additional iterations to reach the

minima.

Considering the aforementioned effects and criticalities, we explored the optimal
hyperparameters manually. As a starting point, we used a set of default parameters
in MatLab and changed it according to our tasks using the ResNet50 model. For
instance, an initial rate of 0.01 and a mini-batch size of 128 were used for 3 trials
using Sc4, Melj and Sp4 cases which had the lowest EER results overall. However,
the classification accuracy rates for validation were insufficient. Then, we reduced
the mini-batch size to 64 for the same 3 image types. As the same in 128 mini-
batch size, when 64 mini-batch size was used for the same cases, the validation
accuracy rates and the validation loss outputs obtained for each epoch could not be

obtained. To increase the validation accuracy rates, we decreased initial learning
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rates to 0.0001 as the study [83] and a mini-batch size of 16. It has been found
that the execution time for training is longer when the parameters are used. After
these trials, the most suitable parameters were determined with the mini-batch
size set to 32, the maximum epochs of 4, the initial learning rate of 0.0003, and the
execution environment set to CPU. In all cases, training and validation accuracy
rates were higher than 90%. For this reason, the number of epochs has not been

increased to avoid over-fitting.

In the following subsections, ResNet50 and DenseNet201 CNN models created for

biometric verification and the results obtained will be explained.

4.2.1 ResNet50 CNN

CNN models are named according to the type of DL architecture and the number
of blocks within the structure. For example, when we say ResNet50, we mean
a ResNet CNN model with 50 residual layers. According to Lu et al. [229],
the accuracy rate increases as the number of layers increases, but the training
time also becomes longer because the depth of the model increases according to
the number of layers. The ResNeth0 CNN was used to reduce time spent on
training and biometric verification and to achieve a fast result without significantly

compromising performance.

The original ResNet architecture consists of 34 layers with shortcut connections
that skip some layers, transforming a regular network into a residual network. This
alleviates the vanishing gradient problem that occurs when the network becomes
deeper. The vanishing gradient problem arises during the training of an ANN
and CNN when each weight in the network receives an update proportional to the
partial derivative of the error function with respect to the current weight [230]. In
some instances, the gradient may become infinitely small, effectively precluding
any alteration in the weight’s value and potentially impeding further training of the
neural network [230]. Each convolutional layer has 3x3 filters. ResNet50, however,

adopts the bottleneck block structure, which reduces the number of parameters and
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matrix multiplications using 1x1 convolutions [231]. This structure also enables
faster training. It has three layers instead of two in each block. Although the
ResNet architecture addresses the vanishing gradient problem, it may incur more
computational costs due to the additional layers. Fig.4.4 illustrates the details
of the ResNet50 CNN model used for training and biometric verification. The
output size at each stage is indicated as “n x n” after each block. In addition,

each identity block is an example of the bottleneck block structure.

Stage 1 Slﬁg 2 Stage 3
1x1 conv, 64 “.‘. [1x1 conw, 128/ "-, [1x1 conv, 256/2 "-, Convolutiona
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224:224 7 conv 1M2x112 RELLI 56x56 33 conv, B4 x 3x3 conv, 256 | x
RGB —n-———» 303 e 11 conv, 256 1x1 conv, 1024 biock
Image - pool, 12

‘ Stage 4 St%g 5

1 conv, 51212] Ty, [Avg_Poo] v
3x3 conv, 512 i ¢
1x1 conv, 2048| ¢ v
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" Verification Oup2

FIGURE 4.4: Used ResNet50 model in biometric verification

The output of each stage is used as the input of the next stage. A Convolutional
block represented in Stages 1, 2, 3 and 4 have 3 convolutional layers. Every
convolutional layer is followed the Batch Normalization (BN) layer and the ReLu
layer. In addition, a parallel branch, which is represented by a dashed line in
Fig.4.4 has a convolutional layer and a BN layer. An Identitiy block shares the
same architecture as the convolutional block, except that the shortcut connection

(i.e. a parallel branch) does not contain any convolutional or BN layers.

In the training phase, we used the ResNetb50 architecture and trained it from
scratch. The data from 11 subjects out of 13 were randomly split into 80% training
set and 20% validation set (i.e. it is a fixed split, no cross validation), while
the data from the remaining 2 subjects were reserved for biometric verification
(i.e. unseen subjects). Unseen subject pairs were selected as P1-P2, P6-P7, P§-

P9 and P11-P12. In testing, genuine images from one unseen subject, alongside
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another imposter subject were used. Each selected image was used to create
the verification embedding. The genuine and imposter samples were balanced
and randomly selected. Due to the challenges associated with determining an
appropriate training and testing ratio, we have elected to utilise 1, 3 and 5 genuine

samples for each time window condition.

During the training phase, the data of 11 subjects were labelled as 11 different
classes, and biometric identification was performed in the training and validation
phases. During the training phase, each time-frequency representation was exam-
ined in different cases. For example, in the spectrogram case, only spectrogram
images were given to the model for training and the results were examined. For
the scalogram case, only scalogram images were fed to the CNN model, and for the

mel-spectrogram case, only Mel-spectrogram images were fed to the CNN model.

The system is retrained for each pair of subjects, as the samples from the remaining
11 subjects will vary for each pair of unseen subjects. For instance, where P1-P2 is
selected as the unseen subject pair, the other 11 subjects (from P3 to P13) are used
for training and validation. When it is necessary to select another set of unseen
subjects (e.g. P6-P7 subjects) after all required results have been obtained, the
model is trained with the remaining subjects (i.e. from P1 to P5 and from P8 to
P13). This ensures that the model fits new unseen subject pairs. The Flatten, FC1
(Fully Connected) and layer normalization layers are used to produce embeddings.
To enable the system to function as a classification problem during the training
phase, the FC2, Softmax and Output! (classification output) layers were added. In
this way, Output! gives us biometric identification results for 11 subjects (in terms
of percentage), while OQutput2 gives us embedding vectors required for biometric
verification. The parameters used for training and the number of training and

validation images used are described in Section 4.2.

FC layers constitute a fundamental component of CNNs [232]. The output gen-
erated by the convolutional layers represents high-level features inherent in the
data. Although this output could be flattened and directly connected to the out-

put layer, the incorporation of the FC layer generally provides an inexpensive
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method for learning non-linear combinations of these features. In essence, the
convolutional layers furnish a meaningful, low-dimensional, and relatively invari-
ant feature space, while the FC layer learns a function, which may be non-linear,
within this space. Layer normalization constitutes a technique employed in the
field of deep learning to standardize the inputs to a specific layer for each individ-
ual training sample. This process can enhance the stability of the neural network,
expedite the training process, and mitigate the occurrence of over-fitting [233].
In classification tasks, the Softmax layer is commonly employed as the terminal
layer of a CNN architecture. The Softmax function is applied to the output of the
preceding fully connected layer, yielding a probability distribution over the pre-
dicted output classes. The class with the highest probability is designated as the
predicted class, and the output of the Softmax layer represents the likelihood of a
given input belonging to a specific class [234]. These layers are incorporated into
the original ResNet architecture. This is due to the fact that the layers employed
to train the system, as well as the biometric verification task executed using the

trained system, yield disparate outputs with distinct FC layers.

Upon completion of the training process, a DAGNetwork (Directed Acyclic Graph
Network) is constructed. this is a neural network architecture utilised in DL
wherein the layers are structured as a directed acyclic graph. This configura-
tion facilitates the construction of more intricate architectures, wherein individual
layers may receive inputs from and transmit outputs to multiple layers. DAG-
Networks are versatile and can be employed in a diverse array of tasks, including
image classification, object detection, and semantic segmentation [235, 236]. This
DAGNetwork is subsequently saved and the final three layers are removed. As
depicted in Fig.4.4, the design enables output from the “Layer norm” layer. This
design is saved as a second DAGNetwork for testing. It is used for making predic-
tions on testing data via the “predict” toolbox in Matlab R2022a. In this manner,

our embedded model is successfully constructed.

The embedded model is subjected to a verification task wherein its performance
is evaluated on previously unseen subjects. Essentially, the CNN model is trained

to generate embeddings for each image. Then, a predetermined number of images
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(N= 1, 3 or 5) for each subject are selected for enrollment. The average of em-
beddings which were obtained from N images for an enrollment is considered the
template for the subject. This relationship can be mathematically represented as
depicted in Eq.(4.1). In this formula, (X;), represents iy, enrollment image of the
selected subject s. M symbolizes the created embedding model while T, is the
template for the selected subject [66].

N

T,= & S M((X),) (4.)

i=1

The number of N samples for templates is randomly selected from each person’s
embeddings. Subsequent to this procedure, imposter samples and genuine sam-
ples from both the same subject class and different classes within the testing set
are introduced to the model. The Euclidean distances between the verification
embeddings and the user templates are then computed. If the distance is below a
predetermined threshold, the verification response is deemed positive; otherwise,
it is negative. The threshold is determined by evaluating the FAR and FRR and

selecting the threshold that minimizes the combined error.

Mean EERs are shown for different numbers of genuine samples and different
image representations (i.e. scalogram, spectrogram, Mel-spectrogram) in Table
4.5. 8c2, Sc4 and Scl0 are scalogram images that were created from 2 seconds,
4 seconds and 10 seconds time windows. Sp2, Sp4, and Spl10 are spectrogram
images and Mel2, Melj, and Mell0 represent Mel-spectrogram images with the
same time windows. 1-S, 3-S5, and 5-S represent 1, 3 and 5 genuine samples used
in enrollment. This means that the enrollment time for time windows of 2 seconds
is 2 (in 1-S), 6 (in 3-S), and 10 (in 5-S) seconds respectively. Similarly, for time
windows of 4 seconds, the enrollment time is 4, 12, and 20 seconds respectively.
For time windows of 10 seconds, the enrollment time is 10, 30, and 50 seconds,

respectively.

A general trend was observed in which the EER decreased with an increase in the

number of genuine samples. Furthermore, the biometric verification performance
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TABLE 4.5: Mean EERs(%) are shown for different numbers of genuine samples
and three image representations. Sc2, Sc4 and Sc10: Scalograms. Sp2, Sp4 and
Sp10: Spectrograms. Mel2, Melj and Mel10: Mel-spectrograms in 2 seconds,

4 seconds and 10 seconds time windows.

genuine samples in enrollment.

1-5, 8-S, and 5-S: The number of

Devices Faros Hexoskin
# of Genuine
Image “~Samples 1-S 3-S 5-S 1-S 3-S 5-S
Types
Sc2 37.57% | 33.28% | 32.95% | 41.48% | 36.45% | 34.46%
Scd 15.93% | 13.42% | 11.15% | 34.01% | 12.19% | 11.21%
Scl0 22.39% | 19.78% | 18.96% | 22.53% | 20.47% | 19.09%
Sp2 38.09% | 38.53% | 37.35% | 39.11% | 33.28% | 34.64%
Sp4 34.97% | 30.64% | 28.62% | 35.97% | 30.64% | 28.62%
Sp10 27.06% | 26.83% | 26.96% | 24.39% | 20.95% | 21.23%
Mel2 38.71% | 37.68% | 38.67% | 38.34% | 39.22% | 39.48%
Mel4 39.64% | 37.99% | 37.75% | 35.50% | 34.27% | 35.68%
Mel10 32.83% | 32.69% | 30.08% | 28.10% | 28.79% | 27.55%

of the Faros medical device surpassed that of the Hexoskin consumer-based device.
Scalogram images generally yielded the lowest EERs, while Mel-spectrograms ob-
tained the highest EERs. An increase in the time window length (from 2 seconds to
10 seconds) for spectrogram and Mel-spectrogram images resulted in lower EERs,
whereas the minimum EERs for scalogram images were obtained with a 4 seconds
time window. It is expected that a longer enrollment time will give a lower error
rate, but the best results in the Sc/ case indicate that the extracted information
from the images and the number of images which was used in the training should
be balanced. Heartbeats are clearly visible in scalogram images (see Fig.3.6). Al-
though images consisting of 10 seconds time windows contain more heartbeats
than 4-second images, the total number of images obtained per subject is less (see
Table 4.4). Although this provides more detail in the image, it causes the model

to be trained with the fewer number of images.

4.2.2 DenseNet201 CNN

DenseNet is utilised to address the vanishing gradient problem, similar to ResNet.

In ResNet, certain layers may provide minimal or no information, whereas, in
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DenseNet, information is preserved through its structure. ResNet layers have
distinct weights and structures, whereas DenseNet contains cross-layer connections
and a feed-forward approach. This means that the results of each layer serve
as inputs for subsequent layers [237]. DenseNet integrates both preserved and
new information, enabling it to differentiate between the two. It boasts a higher
number of feature maps compared to other architectures. Furthermore, DenseNet

is effective in preventing over-fitting when working with small training sets.

Fig.4.5 illustrates the details of the DenseNet201 CNN model used for training and
biometric verification. The output size at each stage is indicated as “n x n” after
each block. In addition, certain structures have been abbreviated and represented
with coloured blocks. The light purple square blocks in Dense Blocks 1, 2, 3 and
4, shown in Fig.4.5, are repeated multiple times. For instance, the structure of
“Dense Block 17 is replicated six times. An “Output 1”7 shows the accuracy of
the training, while “Output 2”7 represents the result of the biometric verification

in terms of EERs.
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FIGURE 4.5: Used DenseNet201 model in biometric verification

The DenseNet201 architecture was trained to utilise data from 11 subjects analo-
gous to the ResNeth0 training model. The parameters used for training and the
number of training and validation images (80% training / 20% validation) used are
described in Section 4.2. As with the ResNet50 model, the trained model creates
the DAGNetwork. Using this DAGNetwork, the samples reserved for the test are
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embedded using the “predict” toolbox. Then, N number of samples are selected
from the created embeddings and a template is created by taking the average. This
process is explained in Eq.(4.1). Euclidean distances between these embeddings
and the templates are computed. Distances exceeding a predetermined threshold
indicated that the two samples originated from distinct subjects. Conversely, if
the calculated Euclidean distance fell below the threshold, it could be inferred that

the two samples belong to the same subjects.

Table 4.6 presents the mean EERs for varying numbers of genuine samples and
three distinct image representations. Sc2, Sc/, and Sc10 denote scalogram images
generated from time windows of 2, 4, and 10 seconds respectively. Sp2, Sp/4, and
Sp10 represent spectrogram images, while Mel2, Melj, and Mel10 correspond to
Mel-spectrogram images with equivalent time windows. The designations 1-5, 3-9,

and 5-S indicate the utilisation of 1, 3, and 5 genuine samples in enrollment.

TABLE 4.6: Mean EERs(%) are shown for different numbers of genuine samples

and three image representations. Sc2, Sc4 and Sc10: Scalograms. Sp2, Sp4 and

Sp10: Spectrograms. Mel2, Melj and Mel10: Mel-spectrograms in 2 seconds,

4 seconds and 10 seconds time windows. 1-5, 3-S5, and 5-S: The number of
genuine samples in enrollment.

Devices Faros Hexoskin
# of Genuine
Image ~Samples 1-S 3-S 5-S 1-S 3-S 5-S
Types
Sc2 36.55% | 33.58% | 34.20% | 35.78% | 31.12% | 30.79%
Scd 22.98% | 16.85% | 12.81% | 22.49% | 10.60% | 8.88%
Scl0 22.25% | 20.74% | 20.88% | 20.47% | 19.92% | 18.13%
Sp2 39.48% | 38.56% | 37.35% | 38.78% | 36.58% | 35.30%
Sp4 40.81% | 36.52% | 36.21% | 33.95% | 29.29% | 27.76%
Spl0 26.65% | 26.79% | 26.24% | 19.58% | 19.03% | 18.20%
Mel2 36.44% | 36.58% | 38.16% | 39.26% | 38.93% | 41.06%
Mel4 38.97% | 35.60% | 35.78% | 38.56% | 37.21% | 35.62%
Mel10 33.10% | 35.16% | 34.34% | 29.17% | 28.90% | 26.85%

Despite being a consumer-based device, the Hexoskin usually yields the lowest
EERs. In the Hexoskin device, scalogram images produced superior results in
shorter time windows (e.g. 2 seconds and 4 seconds) compared to other time-

frequency representations. Conversely, spectrogram images achieved lower EERs
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within a 10 seconds time window. Although Mel-spectrograms generally exhibited
the highest EERs, their performance was comparable to other representations
within a 2 seconds time window for both devices. As a general trend, a decrease
in EERs is observed when transitioning from 2 seconds to 10 seconds time windows.
However, an exception to this trend is noted in the case of scalogram images, which

yield the lowest EERs within a 4 seconds time window.

4.3 Discussion

During the first phase of our study, we examined ECG signals in biometric verifi-
cation systems. These signals were obtained from various devices and underwent
different data collection processes. Additionally, they encompassed a range of

emotional states and physical activities.

These studies investigated the comparison between medical and wearable devices
in real-life biometric verification scenarios, analysed the impact of various features
on biometric verification systems in ML, and evaluated the performance of DL
models (i.e. DenseNet201 and ResNet50 CNN architectures) applied to three
time-frequency representations. The general outcomes of the Phase 1 is shown in

Table 4.7.

TABLE 4.7: The general outcomes of the Phase 1

Studies Min - Max EERs (%)

E-HOL
(Section 4.1.1) 3.64% - 45.67%
WeSAD (10s)
(Section 4.1.1)
WeSAD (4s)
(Section 4.1.2)
Vollmer (ML)
(Section 4.1.2)

Vollmer (ResNet50)
(Section 4.2.1)
Vollmer (DenseNet201)

(Section 4.2.2)

1.60% - 48.79%

19.81% - 36.43%

17.36% - 33.51%

11.15% - 39.64%

8.88% - 41.06%
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In a real-life biometric verification scenario, the performance of different classi-
fiers was evaluated at varying enrollment times. Results indicate that the EER
decreases as enrollment time increases. Due to their high performance, the NB
(best EERs: 3.64% E-HOL and 3.02% WeSAD) and DT (best EERs: 7.89%
E-HOL and 1.60% WeSAD) classifiers were selected for use in subsequent studies.
The E-HOL dataset, which was prepared using a medical device and had a larger
sample size, longer total recording time, and more participants, yielded higher
EER results compared to the WeSAD dataset which utilised a wearable device. It
is hypothesized that unlabelled activities and varying emotional states may have
had an impact on ECG recordings in the E-HOL dataset. While the 15 features
used in this study were found to be distinctive for some classifiers, they exhibited
lower performance in classifiers such as KNN and LDA. This observation raises

the question of whether newly derived features may yield better performance.

The Manhattan and Euclidean distances are commonly employed methodologies
for quantifying the dissimilarity between two templates in the context of biometric
verification. However, their utilisation as features represents a novel approach.
The fundamental premise is that the positions, amplitudes, and temporal intervals
between the P, Q, R, S and T peaks provide sufficient information for biometric
verification and identification. Consequently, the inter-peak amplitude distances
may also serve as a distinguishing characteristic. In this study, the Vollmer dataset
was employed in lieu of the E-HOL dataset. The primary rationale for this selection
is the availability of labelled physical activities and the concurrent acquisition
of data from four distinct ECG recorders within the Vollmer dataset, thereby
facilitating inter-device comparisons. 4 seconds time windows were used instead
of 10 seconds time windows because research in the literature showed that lower-

sized time windows could also achieve higher results [178].

The sample size for both training and testing exceeds that of our studies described
in Sections 4.1.1 and 4.2, providing the opportunity for future studies to be struc-
tured in accordance with real-world scenarios. Nonetheless, the selection of these
rates was necessitated to ensure comparability with our studies conducted during

Phase 2 (Chapter 5) and Phase 3 (Chapter 6). It has been observed that the
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proposed features are more successful in physical activities than emotional states.
Furthermore, the proximity of the FAR and FRR ratios suggests that the system
does not exhibit imbalances such as excessive acceptance or rejection. In general,
the NB classifier exhibits lower EERs compared to the DT classifier. Despite its
status as a medically approved device, the SomnoTouch device yielded the highest
EER results for both classifiers. Conversely, the Faros device frequently produced
the lowest EER results. The Nexus-10 and Hexoskin devices demonstrated com-
parable EER results and were competitive with the Faros device. The findings of
this study are promising for wearable technology, as the T-shirt-based Hexoskin

device produced results similar to those of other medically-approved devices.

The minimum EER was achieved at the M-30% case. Specifically, at M-30%,
the Faros device yielded an EER of 17.36% utilising the NB classifier, while
the Nexus-10 device produced an EER of 24.87% utilising the DT classifier.
Features extracted utilising the Manhattan distance metric provided lower EERs
compared to those extracted utilising the Fuclidean distance metric. Nevertheless,
the minimum EERs for both feature extraction methods were achieved on the same
devices. Specifically, at E-30%, the Faros device produced an EER of 19.92%
utilising the NB classifier and the Nexus-10 device yielded an EER of 25.67%
utilising the DT classifier. It has been observed that physical activity data yields
better results than data reflecting emotional states. This outcome diverges from
the findings of studies conducted on the E-HOL and WeSAD datasets. However,
when considering the Vollmer and WeSAD datasets, which have a similar number

of subjects, it can be inferred that physical activities provide lower EER results.

In investigations involving short enrollment times and novel features, it has been
experimentally demonstrated that increased training time results in a decreased
EER. It has been observed that the 1D DL model generally outperforms classical
ML models in terms of performance at short enrollment times [1]. Comparisons
were made between CNN models utilising 2D time-frequency representations and
those with varying enrollment times. The primary rationale for reducing the num-
ber of samples in the creation of a template is to simulate a real-life biometric

verification scenario within the context of the study. The performance of the Faros
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and Hexoskin devices, which demonstrated superior performance in the classical
ML model, was compared. The inability to compare other devices is attributed to
the constraints imposed by the COVID-19 pandemic. Incorporating devices that
were not utilised in this study into future research presents an opportunity for a

more comprehensive examination of device performances.

The performance of DL models is influenced by a multitude of factors, including
the structure and distribution of the data, as well as the attributes extracted from
the learning structure. In the literature, there are studies in which the ResNet
model outperforms the DenseNet model [238], while in others, the opposite is true
[226]. In our results, the DenseNet201 structure gave lower EER results in 31
out of a total of 54 results, while the ResNetb0 model gave better results in the
remaining 23. In the analysis of scalogram and spectrogram images obtained from
the Faros device, as well as Mel-spectrogram images obtained from the Hexoskin
device, the ResNet50 model demonstrated generally better performance compared

to the DenseNet201 model.

It is anticipated that an increase in enrollment times would result in a reduction
of EERs. In fact, all cases, including the case of the longest enrollment time in
this study (i.e. 50 seconds enrollment time), are referred to as short enrollment
times in the literature [1]. The data corroborate the aforementioned hypothesis,
indicating a positive correlation between a decrease in enrollment time from 5-5
to 1-S and an increase in EERs. We achieved the best EER of 11.15% from the
Faros device in ResNet50 and 8.8% from the Hexoskin device from DenseNet201
CNN models. If we compare our results with the one-dimensional CNN structure
in studies [1, 66], it is seen that higher EERs are obtained. However, while 160
subjects were used as the CNN training set in that study, only 11 subjects were

used in our study, and this difference may be due to the training set.

The best results were achieved using a 10 seconds time window for the analysis
of spectrogram and Mel-spectrogram images, whereas a 4 seconds time window
yielded the best results for scalogram images. Scalogram images are the images

in which the heartbeats are most prominently displayed, therefore, in general, the
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best results can be expected to come from these data. However, as mentioned
earlier, the features extracted in DL can be quite different. Altering the time
window size can increase or decrease the number of heartbeats depicted in the
image. For instance, a 10 seconds time window encompasses more heartbeats and
consequently alters the information learned by the system. This is a critical factor
that directly impacts the system’s verification success. In addition, the Hexoskin
device generally gave lower EER results than the Faros device in the DenseNet201
model, while the Faros device gave lower EER results in the ResNet50 model than

the Hexoskin device.



Chapter 5

Phase 2: Activity Effects of ECG
Biometric Verification: Activity

Classification

This chapter explores the effects of new features on activity and emotional state
classifications in the classical ML model. Furthermore, the impact of three distinct
time-frequency representations of ECG signals is evaluated for activity classifica-
tion within the context of three DL models, each employing varying epoch sizes and
optimization algorithms. Extracted features and classifiers for ML are explained in
subsection 3.2.2.2 and subsection 3.3. Generated time-frequency representations

for DL are explained in detail in subsection 3.2.3.

The objective of this section is to investigate the influence of activities on the
EER outcomes obtained through the direct biometric verification model in Phase
1 (Chapter 4). To address this research question, the efficacy of the generated

features and images in activity classification was evaluated.

Section 5.1 explains activity classification utilising classical ML models, while Sec-

tion 5.2 clarifies upon the application of DL models for the same purpose.

103
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5.1 Machine Learning Models for Activity Clas-

sification

In an effort to enhance the performance of biometric models, Phase 2 was im-
plemented, in which activity classification was utilised prior to biometric verifica-
tion. During transitions between activities, the periodicity of ECG signals changes,
which can result in an increase in errors in biometric verification tasks. In Phase
2, samples undergo activity classification before being subjected to specifically

calibrated biometric verification stages in Phase 3.

The performance of the extracted features within ML models with the commonly
used 6 classifiers were assessed in the context of both physical activity classification
and emotional state classification. In addition, ECG data obtained from wearable
and medical devices were evaluated with different training and test rates. This

study shows the effect of training set ratios on classification.

5.1.1 Physical Activity Classification

This study introduces novel features and evaluates their efficacy in the context of
activity classification. To gain a comprehensive understanding of the performance
of these features across various training and testing sizes, multiple classifiers were
employed, Bagged Tree Ensemble (BT), Subspace KNN Ensemble (S-KNN), Neu-
ral Networks (NN), Decision Trees (DT), Support Vector Machines (SVM) and k-
Nearest Neighbours (KNN). Activity classification was conducted using 80%, 60%,
and 50% randomly selected training samples collected from Faros, SomnoTouch,
Nexus-10 and Hexoskin devices. The general methodology such as pre-processing,
extracted features and classifiers which are used in this experiment are explained
in Chapter 3. The outline of the activity and emotion status classification is shown

in Fig.5.1.

All 13 subjects in the Vollmer dataset were used in the activity classification task.

The number of samples per activity for each person in each training/testing sample
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FIGURE 5.1: The outline of the activity and emotion status classification

ratio is shown in Table 5.1. The rationale for presenting the number of test samples
associated with each activity per person is that, following activity classification,
these samples will proceed to the biometric verification stage in Phase 3 (Chapter
6) in accordance with the specified number of test samples. As mentioned in
Section 3.1.3, there are 4 physical activities in the Vollmer dataset: standing,
walking, uphill walking and resting. The total number of samples is different on
each device. For instance, the Faros device has 14781 (13 subjects x 1137 samples)

samples for each activity.

TABLE 5.1: Training and testing sample ratios used in activity classification.
The number of samples included in each activity is shown in the table per

person.
Device
Ratios ames Faros Somno- | Nexus Hexoskin
(%) | Sample Touch -10 *
Sets

80% Train 900 957 916 1041
° Test 237 240 230 261
Train 700 718 687 781
60% Test 437 479 459 521
Train 569 599 573 651
50% Test 568 598 573 651

The mean of the activity classification accuracy is shown in Table 5.2 for the
Vollmer dataset with resting, walking, standing and uphill walking activities. In
the Table 5.2, the best results are highlighted for both feature sets. The notation
Tr-80% denotes a training set comprising 80% of the samples, while Tr-60% and
Tr-50% represent training sets containing 60% and 50% of the samples, respec-

tively.
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TABLE 5.2: Mean activity classification accuracy rates of the Vollmer dataset
on different classifiers and feature sets. Tr-80% represents 80% training, Tr-60%
is 60% training and Tr-50% is 50% training samples.

Vollmer Dataset Manhattan Distance Features Euclidean Distance Features
Somno- Somno-
Device Names Faros Touch Nexus Hexoskin Faros Touch Nexus | Hexoskin

Tr-80% | 60.30% | 57.93% 53.80% 57.00% 58.00% 54.68% | 52.11% 56.70%
DT Tr-60% | 61.40% | 53.80% 52.20% 62.20% 60.10% 52.18% | 52.60% 58.70%
Tr-50% | 51.80% | 54.81% 53.00% 60.80% 60.61% 58.76% | 52.41% 58.60%
Tr-80% | 69.20% | 70.46% 60.40% 74.80% 69.20% 68.32% | 61.63% 76.02%
SVM Tr-60% | 66.20% | 70.01% 58.80% 74.50% 66.14% 68.10% | 59.74% 72.50%
Tr-50% | 65.50% | 66.83% 60.70% 74.50% 66.12% 66.93% | 59.43% 74.10%
Tr-80% | 66.00% | 70.46% 58.50% 74.40% 65.10% 70.00% | 61.18% 73.10%
KNN Tr-60% | 62.30% | 71.23% 59.40% 72.90% 63.10% 69.97% | 58.12% 72.80%
Tr-50% | 62.70% | 67.94% 56.30% 72.00% 62.30% 67.62% | 55.67% 71.30%
Tr-80% | 88.20% | 80.39% 84.90% 86.70% 86.20% 80.26% | 86.14% 85.70%
BT Tr-60% | 85.80% | 77.72% 81.90% 85.60% 89.10% 79.32% | 82.50% 84.50%
Tr-50% | 86.60% | 77.50% 80.80% 86.30% 87.30% 78.12% | 83.24% 84.40%
Tr-80% | 97.05% | 96.88% 97.94% | 96.94% 97.05% 96.56% | 96.96% | 96.26%

S-KNN | Tr-60% | 93.42% | 93.58% | 93.08% 94.77% | 93.19% 93.48% | 92.87% | 94.19%
Tr-50% | 91.77% | 91.64% | 91.41% 92.78% | 91.33% 91.35% | 90.79% | 92.35%
Tr-80% | 68.80% | 66.00% 58.20% 67.30% 66.70% 65.61% | 62.79% 67.20%
NN Tr-60% | 64.50% | 62.95% 57.30% 70.00% 66.10% 64.53% | 57.72% 69.80%
Tr-50% | 63.30% | 64.00% 57.20% 68.40% 63.67% 63.86% | 55.54% 67.90%

An observable trend is that classification rates generally decline as the proportion
of samples in the training set decreases from Tr-80% to Tr-50%. Comparable
results were obtained for both Manhattan and Euclidean feature sets. The S-KNN
ensemble classifier demonstrated superior activity classification accuracy relative
to the other classifiers. Consequently, samples classified by activity using S-KNN
were selected for biometric verification. For the best-performing S-KNN classifier,
Manhattan distance features appear to have a higher classification percentage than

Euclidean distance features.

Both Support Vector Machines (SVM) and KNN classifiers demonstrated particu-
larly successful results when applied to the Hexoskin device. In terms of accuracy
rate, the BT classifier ranks second. The most accurate results were achieved
through the use of ensemble methods: BT and S-KNN. Upon examination of the
performances of weak classifiers DT and KNN, it is evident that KNN outperforms
DT. Consequently, it is unsurprising that S-KNN yields better results than BT.
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Upon comparing the performance across devices, it was found that the Hexoskin
and Faros devices exhibited superior performance, while the Nexus device consis-
tently demonstrated the poorest performance across all classifiers. There may be
many reasons for this, some of these reasons being that the features being utilised
are inadequate for distinguishing the measured data from the Nexus device, weak
classifiers were insufficient to classify the features, or the signal resampled from
8000 Hz to 256 Hz by Vollmer et al. [239] may have lost its distinctive features.
The study [239] also indicated that Nexus device has a participant whose data is

unstable for their analysis.

In addition to examining device performance, the classification performance of
activities was also analysed by selecting the S-KNN classifier, which has the highest
classification rates. Table 5.3 shows the performances of each activity classification
from the best-performed S-KNN classifier. The best results of each device are
indicated in bold.

TABLE 5.3: The performances for each activity class from the best-performed
S-KNN classifier

Manhattan Distance Features Euclidean Distance Features
Device
Somno- Somno-
TGS Faros Nexus | Hexoskin Faros Nexus Hexoskin
L Touch Touch
Activities
Resting: 97.89% | 98.75% | 96.52% 99.62% | 98.31% | 99.17% | 98.70% 97.70%
% Walking: 97.47% | 93.33% 98.26% 93.87% 97.89% | 94.17% 96.52% 94.64%
gl; Standing: 97.47% | 97.92% | 99.13% 98.47% 96.63% | 96.25% 94.35% 95.40%
Uphill: 95.37% | 97.50% 97.82% 96.94% 95.36% | 96.67% 98.26% 97.32%
Resting: 94.97% | 94.78% | 93.90% 97.51% 95.42% | 98.12% | 94.34% 97.70%
% Walking: 92.68% | 89.77% 92.16% 89.64% 92.68% | 87.47% 93.03% 90.21%
@' Standing: 94.05% | 95.62% | 92.81% 93.28% 93.82% | 94.78% 91.50% 92.71%
Uphill: 91.99% | 94.16% 93.46% 98.66% 90.85% | 93.53% 92.59% 96.12%
Resting: 94.01% | 95.82% | 91.27% 96.93% | 95.60% | 95.32% | 92.67% 97.70%
=l
% ‘Walking: 92.25% | 85.62% 91.27% 86.33% 90.14% | 85.12% 88.31% 84.49%
;I Standing: 93.66% | 94.31% 90.05% 91.86% 92.61% | 94.98% 91.97% 91.86%
Uphill: 87.15% | 90.80% | 93.02% 96.01% 86.97% | 89.97% 90.23% 95.39%

According to the results obtained, the resting activity usually has the highest
classification accuracy. In addition, standing activity ranks second, while walking

and uphill walking activities generally have lower classification accuracy rates.
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5.1.2 Emotional Status Classification

This study presents novel features and assesses their effectiveness in the field of
emotion status classification. The same physical activity classification methods de-
scribed in the subsection 5.1.1, including the same classifiers and training/testing
ratios, were used to comprehensively evaluate the performance of these traits across
varying emotion statuses. Chapter 3 details the general methodology utilised in

this experiment, including pre-processing, feature extraction, and classifiers.

For the emotion status classification, all 15 subjects from the WeSAD dataset were
utilised. Table 5.4 displays the number of samples per activity for each individual,

according to each training/testing sample ratio.

TABLE 5.4: Training and testing sample ratios used in emotion status classifi-
cation. The number of samples included in each emotion is shown in the table

per person.
Device
R;};:)OS Samp11: M | RespiBAN
Sets
i ||
oo |

A mean of the activity classification accuracy is shown in Table 5.5 for the WeSAD
dataset with baseline, stress and amusement emotional status. Within the table,
optimal results for both feature sets are emphasized. The Tr-80% notation signifies
a training set consisting of 80% of the samples. Similarly, Tr-60% and Tr-50%

denote training sets comprising 60% and 50% of the samples, respectively.

A noticeable trend indicates that classification rates decrease as the proportion
of samples within the training set diminishes from Tr-80% to Tr-50%. Compa-
rable results were obtained for both Manhattan and Euclidean feature sets, akin
to physical activity classification outcomes. For example, with SVM, DT and

KNN classifiers, Euclidean distance features yielded higher accuracy rates than
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TABLE 5.5: Mean activity classification accuracy rates of the WeSAD dataset
on different classifiers and feature sets. Tr-80% represents 80% training, Tr-60%
is 60% training and Tr-50% is 50% training samples.

WeSAD | RespiBAN [ Manhattan | Euclidean
dataset device Features Features
Tr-80% 58.67% 58.98%
DT Tr-60% 57.64% 56.13%
Tr-50% 53.711% 55.39%
Tr-80% 65.86% 73.55%
SVM Tr-60% 63.00% 72.62%
Tr-50% 62.34% 65.41%
Tr-80% 62.74% 68.51%
KNN Tr-60% 60.36% 67.83%
Tr-50% 57.03% 66.79%
Tr-80% 92.61% 82.46%
BT Tr-60% 83.75% 81.92%
Tr-50% 78.78% 77.76%
Tr-80% 93.67% 90.35%
S-KNN Tr-60% 86.46% 85.78%
Tr-50% 82.10% 80.29%
Tr-80% 70.52% 71.90%
NN Tr-60% 68.56% 68.03%
Tr-50% 65.45% 64.68%

Manhattan distance features. The S-KNN ensemble classifier exhibited superior
accuracy in emotional status classification compared to other classifiers. As such,
samples classified by emotion using S-KNN were selected for biometric verifica-
tion, mirroring the methodology employed in physical activity classification. For
the top-performing S-KNN classifier, Manhattan distance features demonstrated

a higher classification percentage than Euclidean distance features.

Given that Vollmer and WeSAD datasets were collected under varying circum-
stances, direct comparisons between them are not feasible. Nonetheless, as a
general observation, despite the promising results achieved by NN, SVM, BT, and
S-KNN classifiers, emotion status classification outcomes were found to be inferior

to those of physical activity classification.

By analysing the performance of the S-KNN classifier, which exhibits the highest
mean performance, for each emotional state, it is possible to determine which
emotional states can be more accurately classified using the extracted features.

Table 5.6 presents the classification performance of each emotional state using the
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best-performing S-KNN classifier. The optimal results for each device are denoted

in bold.

TABLE 5.6:

The performances for each emotional status from the best-

performed S-KNN classifier

Features
Manhattan|Euclidean
Activities
z§ Baseline: 92.76% 88.23%
®© Stress: 93.67% 90.95%
5| Amusement: | 94.57% 91.86%
§ Baseline: 84.88% 84.67%
© Stress: 87.13% 84.88%
| Amusement: | 87.36% 87.79%
§ Baseline: 81.19% 79.10%
0 Stress: 82.10% 81.29%
| Amusement: | 83.00% 80.48%

According to the results obtained, the emotional state of amusement has the high-

est classification percentage in almost every case. However, while the feeling of

stress is in second place, the lowest percentage of classification belongs to the

baseline emotional status. While the exact reason for this is unclear, the classi-

fiers and feature sets used can affect classification performance. Additionally, the

ability to distinguish between more stress and amusement states than the baseline

emotional state suggests that the model used is better able to determine changes

in heartbeats. It was observed that the feature set utilising Manhattan distances

generally achieved higher results for each emotional state. Furthermore, it was

found that when more training samples were used, each emotional state exhibited

a higher classification percentage.

5.2 Deep Learning Models for Activity

Classification

DL models necessitate a larger quantity of training data in comparison to classical

ML models. Thus, the training/testing ratios were maintained constant to ensure
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an ample volume of training data. We conducted evaluations with varying time
window sizes, CNN architectures, and DL hyperparameters for physical activity
classification purposes. All data were separated as 72% training, 8% validation and
20% testing data randomly for all GoogleNet, ResNet50 and DenseNet201 CNNs.
The number of training, testing and validation images for activity classification is
shown in Table 5.7. To explain the number of images in the table, for example,
for images consisting of 2-second time windows (spectrogram, scalogram or mel-
spectrogram), 142 images were produced per activity for each person. According to
this case, each person has 568 images and 7384 images of 13 subjects were created.
Of the 7384 images, 5316 were used for training (~72%), 592 for validation (~8%)
and 1476 (~20%) for testing.

TABLE 5.7: The number of images in training, validation and testing sets for
activity classification.

2 sec | 4 sec | 10 sec

f1
7 of Images | oo 1 3184 | 1426
in Training

f1
# ofImages | o0 | 9o | 157
in Validation

f1
# of Images | ool gy | 306
in Testing

In this study, the training process was optimized by adjusting various parameters.
The initial learning rate, set at 0.0003, determined the initial step size towards
the negative gradient of the loss function. The mini-batch size, set at 32, speci-
fied the subset of the training set used in each iteration. These parameters have
not been changed to be compatible with Phase 1 and Phase 3. The maximum
number of epochs, assigned at either 10 or 20, determined the maximum number
of full passes of the training algorithm over the entire training set. Selecting an
appropriate number of epochs is crucial; too few can result in under-fitting while
too many can lead to over-fitting. Additionally, two optimizers, adam (Adaptive
Moment Estimation) and sgdm (Stochastic Gradient Descent with Momentum),

were compared. These optimizers serve to update the network’s weights during
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training to minimize the loss function, with the selection of optimizer having a

significant impact on model performance [240].

Sgdm is an advanced version of Stochastic Gradient Descent (SGD) which utilises
momentum to enhance the training process. Through the use of exponential mov-
ing averages of previous gradients, momentum supports the optimizer in navigating
local minima and saddle points [241]. Conversely, adam is an adaptive learning
rate optimizer that calculates individual learning rates for distinct parameters.
Adam offers an efficient and robust optimization method using two other popular
optimization algorithms (i.e. AdaGrad and RMSProp) [242]. The choice between
sgdm and adam depends on the particular problem and architecture being utilised.
While some studies have demonstrated that sgdm exhibits superior generalization

compared to adam, others have found that adam converges more rapidly [243].

The activity classification performance was evaluated using the wearable Hexoskin
device and the medical Faros device. Comparisons were made based on different
signal representations, time windows, optimizer types, the number of epochs and
three different CNN models. The proposed CNN models are explained in the

following subsections for activity classification tasks.

5.2.1 GoogleNet CNN

A GoogleNet, also known as Inception, comprises 9 inception layers and is com-
monly employed to preserve fine details within images. The architecture aims
to achieve high accuracy while minimizing computational costs compared to pre-
vious CNN models. The GoogleNet utilises filter sizes of 5x5, 3x3, and 1x1 to
partition images of varying resolutions, thereby capturing more information from
the image and addressing the issue of redundant information. Fig.5.2 illustrates

the fundamental structure of GoogleNet in activity classification.

In the 2022a version of MatLab, the GoogleNet architecture, which consists of 22
layers and has been pre-trained on the ImageNet dataset to classify 1000 classes,

is available to users. In the context of neural networks, layer freezing refers to
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FI1GURE 5.2: GoogleNet model in activity classification

the process of constraining specific layers’ weights to remain non-trainable while
permitting updates to other layers during training. This technique is commonly
employed in transfer learning scenarios, where pre-trained models are fine-tuned
for specific tasks by selectively freezing and unfreezing layers based on their rele-
vance to the new task [244]. Layer freezing were used to adjust pre-trained model
for our task. We freezed the layers of GoogleNet except the last three layers (final
layers). Then these final layers indicated in colour have been incorporated for the
purpose of 4 classes classification. The remaining layers are present in the original

GoogleNet architecture.

A dropout is a regularization technique employed to mitigate over-fitting in NN,
achieved by randomly omitting neurons during the training phase. Consequently,
the omitted neurons neither partake in the forward pass nor in backpropagation
[245]. Furthermore, due to the significant computational expenses involved, it was
necessary to include a dropout layer. Despite implementing a 60% dropout layer,
the training process still takes a considerable amount of time. An FC' layer was
adjusted to classify 4 activity classes. The Output layer indicates the activity clas-
sification of the evaluated time-frequency representation images. A mean accuracy
rate obtained from the GoogleNet CNN model for activity classification is shown

in Table 5.8. The highest accuracy rates for each device are denoted in bold.
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TABLE 5.8: GoogleNet CNN accuracy rates(%) in activity classification.

Faros Device Hexoskin Device
10 ADAM | 20 ADAM | 10 SGDM | 20 SGDM 10 ADAM 20 ADAM 10 SGDM | 20 SGDM
Sc2 61.80% 68.50% 63.08% 65.04% 59.01% 63.55% 58.74% 62.53%
Sc4 56.79% 69.57% 60.52% 70.81% 60.29% 61.88% 59.73% 56.79%
Sc10 41.41% 53.28% 52.27% 54.04% 49.50% 50.76% 46.21% 56.31%
Sp2 50.34% 53.93% 48.58% 51.90% 50.41% 50.75% 49.66% 48.85%
Sp4 50.34% 49.55% 50.57% 53.62% 53.17% 54.19% 52.49% 55.20%
Sp10 41.16% 49.24% 46.72% 42.68% 50.51% 53.54% 45.20% 40.91%
Mel2 25.00% 52.58% 46.95% 50.81% 25.00% 25.00% 37.20% 49.73%
Mel4 41.52% 50.23% 47.62% 44.57% 25.00% 25.00% 41.29% 46.15%
Mell0 33.59% 25.00% 44.70% 51.01% 25.00% 25.00% 33.33% 41.67%

It is generally observed that the results obtained are lower than the results obtained
from classical ML. In this regard, if we evaluate the possible reasons according
to the types of images, although the highest results are obtained in scalogram
images, the overall performance is low. The possible reason for this may be that
the ImageNet dataset containing natural image classification does not work well
in medical image tasks [246, 247]. For spectrogram and Mel-spectrogram images,
which have even lower performance, insufficient quantity data and non-informative

parts of images may be shown in addition to mismatch with the task.

Upon analysis of the results, it was observed that the Hexoskin device obtained
higher accuracy rates for spectrogram images in comparison to the Faros device.
Nonetheless, the Faros device demonstrated superior performance with respect to

scalogram and Mel-spectrogram images.

The rationale for not exceeding 20 epochs during training is that, despite the
considerable time investment, there is minimal improvement in training accuracy,
validation accuracy, and test results. In certain instances, even 10 epochs yielded
superior accuracy compared to 20 epochs. However, utilising 20 epochs yields

superior results compared to 10 epochs in general.

Experimental evidence suggests that both optimization algorithms exhibit com-
parable performance when applied to the GoogleNet CNN architecture. With the
Faros device, 10 epochs of sgdm typically yield superior accuracy rates compared

to 10 epochs of adam, whereas the inverse is true when utilising 20 epochs. In
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the case of the Hexoskin device, when employing spectrogram and scalogram im-
ages, 10 epochs of adam outperforms 10 epochs of sgdm. However, when using
Mel-spectrogram images, 10 epochs of sgdm achieves significantly higher results.
With 20 epochs, sgdm attains slightly higher results compared to adam. Notably,
in the case of Mel-spectrogram images, the adam optimizer exhibited markedly

low accuracy rates.

5.2.2 ResNets0 CNN

The original ResNet50 structure described in Section 4.2.1 was preserved until the
end of Stage 4 in the activity classification task. Rather than training the model
from scratch, a pre-existing model, pre-trained on the extensive ImageNet dataset,
was utilised (i.e. instead of creating a DAGNetwork ourselves, we adapted a
previously created DAGNetwork to our system). We applied layer freezing, similar
to the GoogleNet model, by freezing layers up to Stage 5. We then customised the
layers in the final stage to align with our specific classification task. This approach
was adopted due to the vast quantity of images contained within the ImageNet
dataset and the pre-trained ResNet50 model is already capable of classifying 1000
distinct categories. In Stage 5, the New F'C layer is restructured to adapt the pre-
trained ResNetb0 model, originally designed to classify 1000 categories, to classify
4 classes. Fig.5.3 illustrates the fundamental structure of ResNet50 in activity

classification.

The four activities that were classified included resting, walking, standing and
uphill walking on the treadmill. Subsequently, the mean accuracy rate for all
activities was computed based on the Qutput layer. A mean accuracy rate was
obtained from the ResNet50 CNN model for activity classification is shown in

Table 5.9. The maximum accuracy rates for each device are indicated in bold.

In DL studies, similar datasets are selected to ensure that the tasks match. For
example, for object classification, the model is trained with a dataset containing

many objects’ images such as ImageNet [248], while for activity classification, the
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TABLE 5.9: ResNet50 CNN accuracy rates (%) in activity classification.
Faros Device Hexoskin Device
10 ADAM | 20 ADAM | 10 SGDM | 20 SGDM 10 ADAM 20 ADAM 10 SGDM | 20 SGDM
Sc2 65.58% 67.28% 66.13% 65.31% 61.25% 64.91% 65.18% 61.31%
Sc4 68.55% 67.20% 61.20% 64.48% 62.56% 62.33% 64.03% 64.14%
Sc10 55.05% 44.70% 53.03% 51.26% 58.08% 56.31% 57.32% 60.35%
Sp2 55.01% 55.96% 52.29% 52.78% 51.42% 54.74% 50.07% 49.53%
Sp4 58.60% 61.43% 56.90% 57.47% 54.64% 51.58% 51.70% 52.83%
Sp10 48.49% 53.28% 49.75% 53.28% 46.97% 47.48% 49.24% 54.29%
Mel2 59.35% 57.59% 57.32% 58.33% 59.76% 58.13% 53.39% 53.05%
Mel4 56.90% 56.34% 60.52% 61.09% 57.35% 58.26% 50.68% 59.62%
Mell10 56.06% 45.96% 55.81% 59.60% 49.50% 47.73% 51.26% 50.00%

model should be trained with a dataset suitable for this purpose [247]. In cases
where the task and the dataset do not match, large datasets suitable for the desired
task are selected and the model is trained and then tested with the target dataset
[1, 249]. For instance, Bigake et al. [1] trained the 1-D DL model with E-HOL
dataset and tested with WeSAD dataset. In addition, Sarkar et al. [108] used 4
different datasets which consist of different emotional states in CNN model. They
trained the model with all datasets and they used 6 different types of transformed
signals to feed the model. However, this method was not preferred for our CNN
models due to the small number of datasets consisting only of ECG data and

physical activity. Although the results were not successful in general, it achieved
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more successful results than the GoogleNet model especially for mel-spectrogram
image cases. Results can be improved with different parameters and fine-tuning
techniques [250]. However, due to time constraints and the desire to maintain

consistency with Phases 1 and 3, alternative parameters were not chosen.

In broad terms, the Faros device demonstrated superior classification outcomes
compared to the Hexoskin device. It was observed that models with 20 epochs
and sgdm optimizers in 10 seconds time windows yielded more successful results
than those with 10 epochs and adam optimizers. With respect to the Faros device,
the adam optimizer typically obtains higher accuracy rates compared to the sgdm
optimizer, while the inverse is true for the Hexoskin device. Consequently, it
cannot be concluded that either the adam or sgdm optimizers possess a distinct

advantage over another based on these findings.

Although 20 epochs generally result in higher accuracy rates than 10 epochs,
using scalogram images with 10 adam produced significantly better accuracy rates,
especially when using the Faros device. Furthermore, the maximum accuracy
rate among all ResNet50 models is attributed to the 10 adam scenario, in which

scalogram images with a 4 second time window are employed.

5.2.3 DenseNet201 CNN

The original DenseNet201 structure described in Section 4.2.2 was preserved until
the end of Dense Block 4 in the activity classification task. Similar to GoogleNet
and ResNet50, the DAGNetwork, pre-trained with the ImageNet dataset, was mod-
ified to accommodate our specific 4-class classification study. In this technique, we
start by training a base network using the ImageNet database. Next, we transfer
the convolutional filter layers from this base network to the target network [250].
The remaining fully connected layer in the target network is started with random
initialization. Finally, we freeze the weights for all layers except the final fully
connected layer, which is the only layer that undergoes training. The newly estab-

lished fully connected layer (i.e. New FC') is configured and utilised with 4 classes
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to classify the activities of resting, walking, standing, and uphill walking. The
Output layer employed for classification purposes yields the accuracy rate of the
classification. Fig.5.4 shows the main structure of DenseNet201 in activity classifi-
cation. In the figure, the internal structure of the shortened coloured blocks is also
indicated. In addition, the dimensions of the output procured at the conclusion

of each block are denoted as “n x n”.
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FIGURE 5.4: DenseNet201 model in activity classification
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The mean execution time of training was greater than that of other ResNet50 and
GoogleNet models. One possible explanation for this phenomenon could be the
higher number of layers compared to other models. Additionally, as the training
set contains fewer images (i.e. from the 2 second time windows case to the 10

second time windows case), the training time also decreases proportionally.

A mean accuracy rate was obtained from the DenseNet201 CNN model for activity
classification is shown in Table 5.10. The highest accuracy rates are shown in bold

for each device.

Upon examination of the table, it is evident that the Faros device demonstrated
higher accuracy rates compared to the Hexoskin device in nearly all instances.
While this observation is consistent with the ResNet50 model, it diverges in the

case of the GoogleNet model.
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TABLE 5.10: DenseNet201 CNN accuracy rates (%) in activity classification.

Faros Device Hexoskin Device
10 ADAM | 20 ADAM | 10 SGDM | 20 SGDM 10 ADAM 20 ADAM 10 SGDM | 20 SGDM
Sc2 68.29% 69.85% 68.16% 65.31% 64.43% 64.23% 65.79% 65.11%
Sc4 65.16% 69.34% 65.84% 63.69% 65.05% 62.44% 65.16% 63.91%
Sc10 55.30% 50.25% 49.75% 54.29% 53.79% 59.34% 57.07% 58.84%
Sp2 56.57% 60.43% 52.98% 55.83% 54.07% 55.69% 51.36% 54.00%
Sp4 53.62% 57.47% 54.30% 54.64% 55.66% 54.64% 52.49% 53.51%
Sp10 47.73% 58.08% 51.52% 54.55% 47.73% 53.54% 49.24% 53.03%
Mel2 60.84% 59.15% 60.37% 62.13% 56.98% 56.44% 55.42% 56.64%
Mel4 63.01% 61.09% 58.60% 65.50% 54.07% 53.28% 57.69% 58.24%
Mell0 47.98% 50.76% 57.58% 58.33% 46.21% 43.94% 51.01% 55.30%

In the Faros device, the highest accuracy rates for scalogram and spectrogram
images were achieved using 20 adam, while 20 sgdm yielded the highest results for
Mel-spectrogram images. In the Hexoskin device, it cannot be definitively stated
that 20 epochs have better results compared to 10 epochs, or vice versa. Similarly,
the performances of the optimizers do not appear to be significantly better than one
another. The adam optimizer demonstrated superior performance on spectrogram
images, while the sgdm optimizer generally exhibited higher performance on Mel-

spectrogram and scalogram images for the Hexoskin device.

5.3 Discussion

In the second phase of our study, we conducted an analysis of ECG signals within
activity classification systems. These signals were derived from a variety of devices
and were subjected to distinct data collection methodologies in our ML studies
while being obtained through a uniform data collection process in our DL studies.
Furthermore, the signals represented a diverse range of emotional and physical

states.

Our investigations included a comparative analysis of medical and wearable de-
vices in activity classification tasks, an examination of the influence of various

newly created features and different training/testing sample sizes on ML systems.
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In addition, the studies included an evaluation of the performance of DL architec-
tures such as GoogleNet, DenseNet201, and ResNet50 CNNs applied to scalogram,
spectrogram, and Mel-spectrogram images. In fact, the purpose of the studies in
Phase 2 is to examine whether the performance of biometric verification studies
in Phase 1 can be improved by activity classification. In this respect, it is the first
study in the literature. The general outcomes of the Phase 2 is shown in Table

5.11.

TABLE 5.11: The general outcomes of activity/emotional states classification
in the Phase 2

Min - Max
Accuracy Rates (%)

51.80% - 97.94%

Studies

Vollmer (ML)
(Section 5.1.1)
WeSAD (4s)
(Section 5.1.2)
Vollmer GoogleNet
(Section 5.2.1)
Vollmer ResNet
(Section 5.2.2)
Vollmer DenseNet201
(Section 5.2.3)

53.71% - 93.67%

25.00% - 70.81%

44.70% - 68.55%

43.94% - 69.85%

Based on the ML model analysis, it appears that physical activities have a higher
accuracy rate than emotional states with all features used. Additionally, increasing
the number of training samples generally improved the accuracy percentage for

both datasets.

To better understand our findings in relation to other research, it’s important to
compare and contextualize them with similar studies. Several studies have been
conducted on activity recognition and classification, utilising both nonlinear fea-
tures [251] such as Wavelet Transform (WT) and linear features [252] such as
skewness, kurtosis, and mean of maxima and minima, applied to various datasets.
Additionally, several studies have compared deep fusion [107], CNN [108], con-
volutional-+transformer architectures [109], CNN+LSTM [110] and classical ML
classifiers [105, 106] for emotion classification using the WeSAD dataset. While

Studies [105, 251, 252], and [107] employed a combination of sensor data including
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EMG, accelerometer, and ECG, along with features such as mean, standard devia-
tion, peak detection, and HRV, our proposed Manhattan and Euclidean distance-
based features demonstrated superior activity classification rates. In study [108],
which gave slightly better results than our ML study (i.e. obtained 93.67% ac-
curacy rate), a 95% accuracy rate was achieved in emotional states classification.
Although the WeSAD dataset was used in this study, the CNN model was trained
with 4 different datasets.

According to the results obtained from the DL models, the accuracy rate was
highest for DenseNet201, followed by ResNet50 and GoogleNet. While 10 epochs
yielded satisfactory results, 20 epoch cases were generally more successful. The
sgdm optimizer produced higher results for the Hexoskin device, whereas the adam
optimizer achieved higher accuracy rates for the Faros device. In the DenseNet201
model, the highest accuracy rate was obtained from 2 seconds time windows,
followed by 4 seconds time windows and 10 seconds time windows. However, in
the ResNetb0 and GoogleNet models, the order was 4 seconds, 2 seconds and
10 seconds time windows. For all the CNN models used, the highest measured

accuracy rate was obtained from the Sc4 case in the Faros device.

The images of the scalogram, spectrogram, and Mel-spectrogram show the heart-
beat, which varies in quantities depending on the time window. For instance, in
the 2 seconds time window cases, there is an average of 2 heartbeats, while in the
10 seconds time window cases, there is an average of 10 heartbeats. The number of
images obtained also varies according to the size of the time windows, as illustrated
in Table 5.7. This shows us that more images are obtained in the 2 seconds case.
Therefore, 10 seconds time windowed images have fewer training images, although
they contain more heartbeat in each image. In the results, the lowest accuracy
rates were generally obtained from images with 10 seconds time window cases.
This shows that the number of images in the training set for activity classification
affects the system more than time windows. In addition, the high accuracy rates
of the 4 seconds time windows indicate that both the number of images used in
training and the presence of more heartbeat (i.e. more information) in the images

are important for the activity recognition model.
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Despite yielding lower results than our ML models utilising the same dataset,
our findings provide valuable insights into the comparative effectiveness of various
time-frequency representations, time windows, epoch numbers, optimizers, and
CNN models. Our study represents the first application of the Vollmer dataset
[3] to activity classification. Blasing et al. [239] previously employed this dataset
to accurately identify Q, R, and S peaks, reporting that the Faros device exhib-
ited the highest measurement accuracy. Although different datasets were used, it
was observed that we obtained lower accuracy rates when comparing CNN models
with the literature [108, 110, 253, 254]. However, although topics such as clas-
sifying arrhythmia using ECG data, classifying heart beats, classifying patients,
etc. are frequently found in the literature, classifying activity with only ECG sig-
nal is an uncommon issue. In addition, a lot of training data needs to be used
to train the CNN model. For this reason, efforts have been made to solve the
need for large amounts of training data by combining various datasets to train
the model [108], create an ensemble CNN model [253], or combine data obtained
from different sensors [108, 254]. Using only ECG and PPG data, Almanifi et al.
[253] trained Resnet50V2, MobileNetV2 and Xception CNN models, which were
previously trained using ImageNet, by transfer learning. They combined the infer-
ences obtained from each CNN model using the Concatenate layer and performed
ECG-based activity classification using a new FC layer. They called this method
as ensemble CNN model and they used it to improve classification accuracies ob-
tained by only ECG signals. When these methods were examined, it was observed
that both time and computational costs were high. In addition, since the use of
different methods would disrupt the consistency between phases (i.e. Phases 1 and

3), these methods were not used.

In this chapter, the performances of novel features on different devices, under
different training and test sample rate conditions, and different classifiers were
examined by activity classification. When discussing general inferences about this
chapter, it has been shown that, unlike conventional time-interval features, fea-

tures based only on the distance between the amplitudes of the peaks can also
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be used. In addition, considering the device performances, although medical de-
vices are thought to obtain more reliable signals than wearable devices for various
reasons (e.g. number of leads, location of the sensor, sensor type, etc.), it has
been observed that the Hexoskin device, which is in T-shirt form, achieved better
results than medical devices such as SomnoTouch and Nexus. When we consider
the DL models, although the Faros device, which is a medical device, achieves
better results than the Hexoskin device, the general classification results are not
as satisfactory as ML. Considering the performances of different classifiers, it has
been observed that more complex classifiers (such as ensemble models and SVM)
give better results than weak classifiers (such as DT and KNN) when the number
of features is not large. Considering the extent to which these results are affected
by sample size, a larger amount of training data yields a higher accuracy rate, as
is a general trend in classical ML models. In line with this, using a larger amount
of training images in DL models increased the accuracy rate. For instance, the
number of time-frequency images created from 2-second time windows is greater
than the images created from 10-second time windows, so in the 2-second case,

the models were trained with more images.



Chapter 6

Phase 3: Activity Effects of ECG
Biometrics: Verification Following

Activity Classification

In this Chapter, the questions of does activity or emotion classification prior to
biometric verification improve performance in medical and wearable ECG devices
and do different machine learning models and their parameters contribute to the
improvement of device performances are explored. The impact of various ML
models and their respective parameters on device performances were thoroughly
analysed with different aspects in Chapters 4 and 5. However, in Phase 3 (Chapter
6), we directly evaluated device performance through biometric verification for

each individual activity.

In Chapter 5, ECG data were categorised based on their corresponding activities
using both classical ML and DL models. Subsequently, the biometric verifica-
tion tasks for each class were conducted in Phase 3, and their performances were
evaluated. This allowed for a comparison between the performances of medically
approved ECG recorders and wearable ECG recorders. To determine the impact of

activity classification on device performance during verification tasks, classical ML
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models are examined in Section 6.1, while DL models are investigated in Section

6.2.

6.1 Machine Learning Models for Activity-aware

Biometric Verification

In this section, we evaluate the biometric verification performance of data classified
based on distinct physical activities and emotional states, utilising DT and NB
classifiers for each activity and dataset. To achieve this objective, the activity
classification framework depicted in Fig.5.1, as outlined in Chapter 5, has been
revised. The proposed activity-aware biometric verification model is illustrated in
Fig.6.1. N represents the number of activity classes in the figure. The rationale
for selecting NB and DT classifiers for biometric verification in Phase 3 studies is
to monitor the progression of the direct biometric verification studies described in

Phase 1.

Activity 1 —

h 4

BT S-KNN NN

L S

Pre-processing Feature Extraction Activity Classiﬂcation” » Aclivity 21—
) _

DT SVM KNN

Dataset

-
-

hJ

Activity N

1

—— Enrolled Person

Selected Template Generator

Decision Module
Actvitiy Data

— Imposter Person

Enroliment

Stored Templates
Database

FI1GURE 6.1: The proposed activity-aware biometric verification system.

The primary objective of the proposed system is to mitigate the effects of sig-

nal fluctuation that arise when transitioning between different activities. In the
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proposed model, samples are initially classified based on their activity and subse-
quently directed to tuned biometric verification tasks, irrespective of whether the
activity is correctly or incorrectly classified. While inaccurate activity classification
may impact biometric verification accuracy, utilising tuned biometric verification

modules according to activity may enhance overall system performance.

Removing incorrectly classified samples will not be a realistic verification scenario.
Therefore, samples that were incorrectly classified during the activity classification
task were evaluated in the biometric verification task using the new label assigned
by the classifier of the activity classification. For instance, a sample originally
labelled as ‘ Resting’ may be classified as ¢ Walking’” during the classification process.
This sample will then participate in Phase 3 biometric verification studies alongside

other samples in the ‘ Walking’ class.

It was observed that the various training/testing sample sizes (i.e. Tr-80%, Tr-60%
and Tr-50% cases) examined in activity classification yielded different accuracy
rates. For this reason, the number of misclassified samples and the total number of
samples passed to Phase 3 differ for each case. In this context, the number of total
samples examined in Phase 3 was similar to the number of test samples specified
in Table 5.1. For example, for the Faros device, 237 samples per activity from each
person in the Tr-80% case were classified according to their activity. That is, the
total number of data per activity used in Phase 3 is 237 samples for each person in
the Tr-80% case. To investigate the effects of this situation, biometric verification

tasks were examined separately for Tr-80%, Tr-60% and Tr-50% cases.

In subsection 6.1.1, we analyse ECG data collected during physical activities us-
ing Faros, Somnotouch, Nexus-10, and Hexoskin devices. In subsection 6.1.2, we
examine ECG data obtained with the RespiBAN device under varying emotional
states. During the analysis of these data, we employed features based on Manhat-
tan and Fuclidean distances, as described in previous sections, and compared the

performance of these features for each case.
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6.1.1 Physical Activity-aware Models

This section focuses on the Vollmer dataset mentioned in Chapter 3, which includes
recordings of ECGs from 4 devices. The performance of biometric verification for
each device, namely the Faros, SomnoTouch, Nexus and Hexoskin devices, is eval-

uated individually in subsections 6.1.1.1, 6.1.1.2, 6.1.1.3 and 6.1.1.4 respectively.

6.1.1.1 Faros Device

During the biometric verification task, we tested the Faros device, which has re-
ceived medical approval (i.e. having CE and FDA certificates) [163], using NB
and DT classifiers. Additionally, the Tr-80%, Tr-60% and Tr-50% values shown
in Table 6.1 are the ratios of the samples classified in the activity classification.
For the biometric verification phase, we selected data from three unseen subjects
similar to Phase 1. However, since the results of activity classification included
incorrectly classified samples, the samples for each activity class were different. As
explained in Section 6.1, samples misclassified during activity classification were
not removed from the model, but instead were examined in Phase 3 with the new
class label. For instance, if we examine the Tr-80% case of the Faros device seen in
Table 5.1, 237 samples were passed for each activity from Phase 2 to Phase 3 per
person. If we were to classify activities with 100% accuracy, there would be 237
samples belonging to each activity class in Phase 3, but our classification accuracy
rate is 97.05% (see Table 5.2 ). Therefore, the number of samples for each class is
different (the number of sample for this case: resting=241, walking=235, stand-
ing=242 and uphill walking=230) and this changes at each activity classification
phase. Thus, we couldn’t provide an exact number of samples for each class. Nev-
ertheless, we selected 50% of the samples as genuine samples during the testing
phase for the verification tasks so that the training/testing ratios could be equal,
even though the sample numbers weren’t equal. Table 6.1 shows the biometric
verification performances in terms of EERs for both Manhattan and Euclidean
distances-based features in each activity and classifier case. The best EER results

are indicated in bold.
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TABLE 6.1: Biometric verification performances of Faros device in terms of
EER. 50% of genuine samples were used in testing.

NB

Feature Names Manhattan | Euclidean | Manhattan | Euclidean
Tr-80% 13.37% 13.36% 6.93% 7.38%
Resting | Tr-60% 12.25% 12.98% 6.31% 6.75%
Tr-50% 11.59% 11.27% 6.59% 6.89%
2 Tr-80% 13.78% 13.75% 7.35% 7.53%
g Walking | Tr-60% 13.47% 13.64% 7.23% 7.67%
4 Tr-50% 12.72% 12.68% 6.63% 6.61%
_g Tr-80% |  13.36% 13.75% 7.83% 7.30%
£ | Standing | Tr-60% 13.31% 13.77% 7.35% 7.10%
< Tr-50% 12.31% 12.68% 6.47% 6.68%
i Tr-80% 13.43% 13.47% 7.69% 7.85%

Uphill
Walking Tr-60% | 11.99% 12.09% 6.84% 7.76%
Tr-50% 12.07% 13.89% 6.37% 7.51%

Based on the obtained results, it can be seen that NB outperforms DT with lower
EER values. In general, the best performances, as indicated by the lowest EERs,
were observed in the Tr-50% cases, while the highest EERs were observed in the
Tr-80% cases. The most favourable results were obtained from the NB classifier,
with an EER of 6.31%, and from the DT classifier, with an EER of 11.27%, in
the resting activity for both cases. In the context of interpreting results, it is
important to note that the terms Tr-80%, Tr-60%, and Tr-50% originated from
Phase 2. Only the test samples specified in Table 5.1 advanced to Phase 3. For
the Faros device, Phase 3 involved examining 237 samples in the Tr-80% case,
437 samples in the Tr-60% case, and 568 samples in the Tr-50% case per person
and activity. Stating that the randomly selected genuine and imposter samples
vary in each case and are chosen in equal numbers, it can be deduced that the
total number of samples per subject is higher in the Tr-50% case compared to the
Tr-80% case. Consequently, when 50% of these samples are utilised as genuine
samples during testing in the Tr-50% case, a longer enrollment time is obtained. In
this context, it was observed that a larger number of enrollment samples resulted

in lower overall EERs.

When we analyse the EERs of this device in terms of direct biometric verification
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tasks during Phase 1, we notice that the EER results are significantly lower in
Phase 3 for both the DT and NB classifiers. Even in the most favourable scenar-
ios of M-30% (i.e. 17.36% EER for NB, 25.16% EER for DT) and E-30% (i.e.
19.92% EER for NB, 27.93% EER for DT) in Phase 1, the EERs in Phase 3 are
lower than those of Phase 1. The probable reason for this is that both the train-
ing samples and the testing samples were randomly selected across activities in
Phase 1. The differences between the activities negatively affected the biometric
verification performance. It is observed that this device achieves the lowest EER

results when compared to other devices in Phase 3.

Upon individual examination of each activity, it was observed that the Euclidean
features exhibited lower EERs in the DT classifier for both resting and walking
activities. Conversely, the Manhattan features demonstrated lower EER values in
the NB classifier for these activities. However, an inverse trend was observed in the
standing activity. In the uphill walking activity, the Manhattan features yielded
lower EER values for both classifiers. While the most favourable results were
observed in the resting activity, the uphill walking activity also yielded highly suc-
cessful outcomes. It can be inferred that as the intensity of the exercise increased,
there may have been an increase in distortions in the obtained ECG signals. It
can be said that despite an increase in HR, there was also an increase in the

distinctiveness of features.

6.1.1.2 SomnoTouch Device

During the biometric verification task, the medical SomnoTouch device was tested
using NB and DT classifiers. The biometric verification processes were identical
to those of the Faros device, as described in subsection 6.1.1.1. Table 6.2 presents
the biometric verification performances in terms of EERs for both Manhattan and
Euclidean distance-based features across each activity and classifier case. The

most favourable EER results are indicated in bold.

In all cases, the NB classifier yielded lower EERs compared to the DT classifier.

Furthermore, upon examination of the best performances for each activity, it was
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TABLE 6.2: Biometric verification performances of SomnoTouch device in terms
of EER. 50% of genuine samples were used in testing.

DT NB

Feature Names Manhattan | Euclidean | Manhattan | Euclidean
Tr-80% 13.91% 13.89% 7.15% 7.09%
Resting | Tr-60% 13.71% 13.37% 7.04% 7.21%
Tr-50% | 12.17% 12.78% 6.67% 7.18%
2 Tr-80% 13.89% 13.57% 7.73% 7.74%
g Walking | Tr-60% 13.59% 12.95% 7.43% 7.17%
4 Tr-50% | 12.67% 12.67% 6.81% 6.73%
-‘E Tr-80% |  13.50% 14.09% 7.46% 7.92%
£ | Standing | Tr-60% 13.78% 13.54% 7.74% 7.42%
< Tr-50% 12.46% 12.86% 7.12% 7.85%
) Tr-80% 13.91% 14.24% 7.84% 8.09%

Uphill
Walking Tr-60% 12.67% 13.66% 7.47% 7.75%
Tr-50% | 12.15% 12.83% 7.31% 7.23%

observed that the lowest EERs were obtained in the Tr-50% case. As in Phase
1, more enrollment samples achieved lower EER results. The results obtained for
the DT classifier are almost half of those obtained in Phase 1 and for the NB
classifier are almost one-third of those in Phase 1. This shows the accuracy of the
proposed framework. In addition, when the performance of this device is examined

in general, it is observed that it is lower than the Faros device.

Upon examination of the best performances for each classifier, it was observed that
Manhattan features yielded superior results compared to Euclidean features in the
DT classifier. Conversely, in the NB classifier, Manhattan features demonstrated
successful outcomes in the resting and standing activities, while Euclidean features
were more successful in the walking and uphill walking activities. However, when
considered in a broader context, it was observed that Manhattan features generally
outperformed Euclidean features. The best performances are obtained from uphill
walking activity with an EER of 12.15% for the DT classifier, while from resting
activity with an EER of 6.67% for the NB classifier.
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6.1.1.3 Nexus-10 Device

The Nexus-10 device, which possesses both a medical CE certificate and an FDA
approval certificate [162], was utilised in biometric verification models employing
various classifiers, analogous to the Faros and SomnoTouch devices. All processes
and parameters utilised in biometric verification are identical to those employed
in the Faros and SomnoTouch devices. The EERs of biometric verification based
on Manhattan and Euclidean distance features are shown in Table 6.3 for different

activities and classifiers. The lowest EER values are highlighted in bold.

TABLE 6.3: Biometric verification performances of Nexus-10 device in terms of
EER. 50% of genuine samples were used in testing.

DT NB

Feature Names Manhattan | Euclidean | Manhattan | Euclidean
Tr-80% 13.79% 13.78% 6.82% 7.65%
Resting | Tr-60% 12.57% 13.72% 6.65% 7.76%
Tr-50% | 11.53% 12.76% 6.72% 7.30%
7 Tr-80% 13.76% 13.25% 7.41% 7.59%
g Walking | Tr-60% 13.64% 13.37% 6.91% 7.60%
Z Tr-50% | 12.50% 12.96% 6.74% 6.96%
%’ Tr-80% |  13.29% 13.47% 7.59% 7.53%
£ | Standing | Tr-60% 12.94% 13.83% 7.18% 7.59%
< Tr-50% | 12.34% 12.67% 6.36% 7.18%
) Tr-80% 13.62% 13.78% 7.57% 7.82%

Uphill
Walking Tr-60% 12.53% 13.89% 7.39% 7.92%
Tr-50% | 12.37% 13.47% 7.24% 7.30%

The NB classifier outperformed the DT classifier across different feature sets, in-
dicating its robustness and suitability for the task. The features derived from the
Manhattan distance consistently yielded lower EERs than those based on the Eu-
clidean distance, suggesting that the Manhattan distance-based features capture
more discriminative information for biometric verification. Moreover, the EERs
tended to decrease as the proportion of testing data was increased from Tr-80%
cases to Tr-50% cases, implying that the classifiers were able to generalize well

with more data. The best results were obtained with 11.53% EER from the DT
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classifier during resting activity, and 6.36% EER from the NB classifier during

standing activity.

If we look at the EER results in Phase 1, it is observed that it is much higher
than Phase 3. Furthermore, the Nexus-10 device, which yielded the second most
favourable results among all devices in Phase 1, maintained its position as the
second most successful device in Phase 3. The original sampling frequency of this
device is approximately 8000 Hz. As the sampling frequency increases, the noise in
the obtained signal may increase. Although the signal preprocessing and sampling
frequency is reduced, the distortions in the signal still may not be completely
eliminated. This may be one of the reasons why this device is not the most

successful device.

6.1.1.4 Hexoskin Device

The performance of Hexoskin, a wearable smart device [165], has been evaluated
through the utilisation of biometric verification models delineated in subsection
6.1.1.1, in order to compare with other devices. The biometric verification perfor-
mance of this device in terms of EER is shown in Table 6.4. In addition, the best

performances in the Table are indicated in bold for each activity.

Consistent with the previous three devices, the NB classifier gave the most favourable
results for this device. However, in contrast to other devices, the Tr-60% cases
achieved highly successful outcomes similar to those of Tr-50% cases. Within this
framework, the lowest EERs for each activity, particularly in the NB classifier,
were mainly derived from Tr-60% cases. Similar to other devices, features based

on Manhattan distances outperformed those based on Euclidean features.

Consistent with the Nexus-10, optimal performances were obtained from standing
and resting activities. Within this framework, the NB classifier yielded the lowest
EER of 6.31% for standing activity, while the DT classifier produced the lowest
EER of 12.66% for resting activity. The minimum EER value of 6.31% attained

from the Hexoskin device is the same as the minimum EER value derived from the
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TABLE 6.4: Biometric verification performances of Hexoskin device in terms of
EER. 50% of genuine samples were used in testing.

DT NB

Feature Names Manhattan | Euclidean | Manhattan | Euclidean
Tr-80% 13.63% 13.82% 7.09% 7.67%
Resting | Tr-60% 12.70% 13.95% 7.11% 7.53%
Tr-50% 12.66% 13.62% 6.63% 6.91%
% Tr-80% 13.99% 13.66% 7.57% 8.07%
£ | Walking | Tr-60% |  13.85% 13.64% 6.41% 7.98%
4 Tr-50% | 12.89% 13.07% 6.62% 7.64%
-‘E Tr-80% | 13.71% 14.02% 7.17% 7.78%
:.3 Standing | Tr-60% 13.83% 14.38% 6.31% 7.80%
< Tr-50% 12.82% 13.84% 6.46% 7.30%
. Tr-80% 13.79% 14.18% 7.44% 7.97%

Uphill
Walking Tr-60% 12.90% 14.06% 6.46% 7.91%
Tr-50% 13.01% 13.76% 6.58% 7.49%

Faros device and outperforms the minimum performance of both the SomnoTouch
and Nexus devices utilising the NB classifier. Conversely, the 12.66% EER value
derived from the Hexoskin device utilising the DT classifier exceeded the mini-
mum values of the other three devices employing the same classifier, indicating

insufficient performance.

The dissimilarity in the outcomes of the Hexoskin device relative to other devices
in certain instances may be attributable to potential corruption or variations in
the data collected from the wearable device, or due to the random selection of
imposter and genuine samples during the testing process of each case. When we
look at the performance of this device in Phase 1, the EER values vary between
26.04% and 18.27% in the NB classifier and between 31.67% and 25.42% in the
DT classifier. Although it was observed that the results decreased significantly for

both classifiers in Phase 3, the NB classifier showed much more successful results.
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6.1.2 Emotional Status-aware Models

The RespiBan device is a consumer-based wearable device. In addition to our
comparative studies between wearable and medical devices, it is crucial to exam-
ine the impact of various emotional states on biometric verification, in order to
clarify the applicability of our models to diverse datasets. Architecture (shown in
Fig.6.1), all models and parameters used in the emotional status-aware biometric
verification are the same as those applied in activity-aware models (i.e. Section

6.1.1) for the performance comparison.

Table 6.5 shows the biometric verification performances in terms of EERs for both
Manhattan and Euclidean distances-based features in each emotional status and

classifier case. The best EER results are indicated in bold.

TABLE 6.5: Biometric verification performances of RespiBAN device in terms
of EER. 50% of genuine samples were used in testing.

DT NB

Feature Names Manhattan | Euclidean | Manhattan | Euclidean
Tr-80% 15.08% 15.12% 8.32% 9.43%
Baseline Tr-60% 15.01% 15.05% 8.32% 9.44%
: Tr-50% | 14.88% 15.18% 8.48% 9.30%
2‘ Tr-80% 15.01% 15.43% 8.41% 9.40%
> Stress Tr-60% 15.06% 15.22% 8.33% 9.49%
> Tr-50% 15.20% 15.12% 8.34% 9.33%
5 Tr-80% | 15.03% 15.18% 8.42% 9.43%
Amusement | Tr-60% 14.99% 15.02% 8.33% 9.51%
Tr-50% 14.67% 15.04% 8.40% 9.35%

Based on the results, feature sets using Manhattan distances had the lowest EERs.
In addition, NB achieved better performances than the DT classifier in all cases. In
Phase 2 (i.e. Chapter 5) emotional status classifications, it was observed that the
accuracy of classification decreased as the training set size was reduced from 80%
to 50%. However, in the biometric verification model based on this classification,
the Tr-50% and Tr-60% cases typically yielded the lowest EER results (i.e. the
most successful results). This situation can be explained by the increased number

of samples utilised in biometric verification, as the total number of samples passing



135

from the activity classification stage to biometric verification increases. The use
of a larger quantity of samples in the biometric verification training process often

results in lower EER values.

Although the minimum EER value for the NB classifier is 8.32%, which was
achieved for the baseline emotional state, it was nearly equivalent to the mini-
mum EER values obtained for the stress and amusement cases using this clas-
sifier. However, the minimum EER value achieved using the DT classifier was
14.67%, obtained for the amusement emotional state. The optimal values for both

classifiers were achieved using features based on Manhattan distances.

Although this device obtained higher EER results in Phase 1 and lower activity
classification accuracy percentages in Phase 2 than the devices in the Vollmer
dataset, it proved that emotional status classification had an effect on biomet-
ric verification in Phase 3. The EER results in Phase 1 ranged from 30.67% to
19.81% for the NB classifier, and between 36.43% and 26.33% for the DT classi-
fier. In Phase 3, the EER results were observed as approximately 15% for DT and
approximately 9% for NB.

Considering the proposed framework, the optimum conditions for an emotional
status-aware biometric verification model are classifying the samples in the 7'r-
60% case using Manhattan distance features and the NB classifier. Although the
baseline emotional status achieved a worse classification rate than other emotional
states in Phase 2, EER performances under the optimum conditions specified in
Phase 3 were almost equal for all emotional statuses. This shows that the proposed

framework achieves more successful results for the baseline emotional status.

6.2 Deep Learning Models for Activity-aware

Biometric Verification

As a general framework, as in ML (i.e. Section 6.1), we aimed to first classify activ-

ities and then create biometric verification models for each activity in DL models.
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To employ the same approach, we classified activities using GoogleNet, ResNet50,
and DenseNet201 CNN structures and then create biometric verification models
for each activity using the same CNN structures. However, the accuracy rates
achieved in Phase 2 through ML were not replicated in DL models. There could
be several factors contributing to this, such as incompatibility with the desired
activity classification task with pre-trained CNN models for the classification of

objects and the images selected not being distinct enough for the activities.

Utilising biometric verification with the newly assigned class label, as we do in
ML, regardless of whether the samples are classified incorrectly or correctly, re-
sults in more errors and an unrealistic scenario in DL models. This is due to the
insufficient accuracy rates obtained from DL models in Phase 2 and the negative
impact of excessive errors in activity classes on our ability to analyse the influence
of each activity on biometric verification. Therefore, scalogram, spectrogram and
Mel-spectrogram images were manually divided into real activity classes and bio-
metric verification was made with the ResNet50 and DenseNet201 CNN models,
which provided the best results in Phase 2. In this way, it was assumed that a hy-
pothetical activity classification model with a 100% accuracy rate moves to Phase

3.

Since this study is a follow-up phase of Phase 1, all hyperparameters and proce-
dures were identical. To summarize these hyperparameters, 11 of 13 subjects are
reserved for training and 2 for testing. For both CNN structures, the mini-batch
size is set to 32, the maximum number of epochs is set to 4, the initial learning rate
is 0.0003, and the execution environment is set to CPU. During Phase 3, we chose
not to use pre-trained models because they didn’t yield satisfactory results for
our task. Instead, we continued with the ResNet50 and DenseNet201 models (see
Sections 4.2.1 and 4.2.2) that we had trained from scratch during Phase 1. Table
6.6 includes information on the number of images used for training, validation,

and testing in 2, 4, and 10 seconds time windows for both CNN structures.

This study is important to see if using activity classification can improve the

direct biometric verification model from Phase 1. Moreover, the study aims to
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TABLE 6.6: The number of images in training, validation and testing sets for
each activity

2 sec | 4 sec | 10 sec

f1
# of Images | o0 | 7us | 330
in Training

£
7 of Images | o0 | jor | gg
in Validation

£
7 of Images | o0 100 | 4
in Testing

investigate the impact of different activities on biometric verification. Therefore,
these studies focused on examining the performance of Faros and Hexoskin devices,

which demonstrated the best results during ML models.

In this section, we assess the biometric verification performance of data categorized
according to different physical activities. We utilise ResNet50 and DenseNet201
CNNs for each activity and each device. Subsection 6.2.1 details the experiments
conducted using the ResNetb0 CNN model, while Subsection 6.2.2 explains the

experiments conducted using the DenseNet201 CNN model.

6.2.1 ResNetb0 CNN

In line with Phase 1, the DL parameters defined in Section 6.2 were employed
during Phase 3. Furthermore, the ResNet50 model, as described in Fig.4.4, was
created for the purpose of direct biometric verification and it was utilised sepa-

rately for each activity.

Table 6.6 shows a decrease in the number of training images as the time win-
dow size increases. However, the number of heartbeats in the images increases
correspondingly. As the enrollment time increases, the number of images in the
training set of the DL model decreases, which affects the EERs. Whether these

are sufficient for biometric verification can be evaluated by examining the EERs.

Similar to Phase 1, we selected pairs P1-P2, P6-P7, P8-P9 and P11-P12 to be

tested individually as unseen subjects while the other 11 subjects were used for
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the system training. Once the training process is finished, the model that has
been trained (i.e. DAGNetwork) is saved. As illustrated in Fig.4.4, the final three
layers are removed to enable biometric verification. These particular layers were
designed for training purposes and are not intended for biometric verification. The
new model, which is created to be output from the normalisation layer, is saved
for testing as another DAGNetwork. Using the MatLab ” predict” toolbox, an em-
bedded model is created within this DA GNetwork. This embedded model is tested
by being given a verification task to evaluate its performance on unseen subjects.
It uses either 1, 3, or 5 (i.e. N numbers) images for each subject to create a user
template for enrollment. The template is generated by averaging the embeddings
obtained from N genuine samples of the same subject. The mathematical formula

of the template creation is expressed in Eq.(4.1).

To create templates, a random number of N samples is selected from each person’s
embeddings. Following this, the model is tested using both genuine and imposter
samples from the same and different subject classes. The verification response is
determined by calculating the Euclidean distances between the verification em-
beddings and user templates. A positive response is given if the distance is below

a set threshold, and a negative response is given if it is above the threshold.

6.2.1.1 Faros Device

The ResNet50 CNN model, whose hyperparameters, training and testing proce-
dures were explained in the previous sections, was applied to the ECG signals
obtained from the Faros device for biometric verification. Each activity was evalu-
ated separately with different enrollment times and several image types in activity-
aware biometric verification tasks. Mean EERs are shown for different enrollment
times and three image representations in Table 6.7. The best performances of each

activity and each image type are presented in bold.

The results can be examined separately for each time-frequency representation and
each activity. When analysing the effectiveness of time-frequency representations,

it was found that the scalogram had the lowest EER results (i.e. it achieved the
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TABLE 6.7: Biometric verification performances of Faros device in terms of
EER for each activity.

Activities Resting ‘Walking Standing Uphill Walking
# of Genuine
Image 1-S 3-S 5-S 1-S 3-S 5-S 1-S 3-S 5-S 1-S 3-S 5-S
Types
Sc2 19.12%  17.21% 20.00% | 28.97% | 28.38% | 28.38% | 28.38% | 21.76% | 22.50% | 23.38% | 30.59% | 30.59%
Sc4 6.99% 7.23% 6.25% | 5.88% | 4.17% | 4.17% | 7.60% | 5.88% 6.13% | 11.52% | 11.03% | 9.80%
Sc10 12.62%  10.45% 10.99% | 16.97% | 13.71% | 13.71% | 13.17% | 12.62% | 10.99% | 20.77% | 19.27% | 18.60%
Sp2 24.56%  23.53% 25.15% | 31.91% | 31.62% | 29.12% | 30.15% | 26.47% | 26.03% | 34.12% | 32.94% | 33.53%
Sp4 28.43%  28.92% 26.72% | 26.72% | 23.53% | 24.75% | 30.15% | 27.94% | 28.43% | 37.44% | 34.07% | 33.64%
Sp10 17.51%  16.97% | 16.43% | 19.14% | 12.62% | 10.45% | 15.34% | 14.80% | 14.80% | 25.67% | 22.60% | 22.60%
Mel2 28.53%  30.74% 29.26% | 36.03% | 37.21% | 37.06% | 32.35% | 33.38% | 34.41% | 35.15% | 35.88% | 36.91%
Mel4 27.70%  26.72% | 28.43% | 29.17% | 29.17% | 30.15% | 35.29% | 33.82% | 35.05% | 33.82% | 34.31% | 36.27%
Mel10 19.57%  18.48% | 18.48% | 21.27% | 16.85% | 15.84% | 23.91% | 23.37% | 23.91% | 32.07% | 29.35% | 29.35%

best performances), followed by the spectrogram in the second place, and the Mel-
spectrogram in last place. The optimal results for scalogram images are achieved
with 4 second time windows, followed by 10 second time windows, and then 2
second time windows. Furthermore, cases containing 3-S5 and 5-5 genuine samples
generally outperformed 1-S cases while containing similar EER results. Although
the lowest EERs are obtained from the walking activity, when we examine all cases
in general for scalogram and Mel-spectrogram images, the best performances can

be listed as resting, standing, walking and uphill walking, respectively.

The best results in spectrogram images are achieved using time windows of 10
seconds, followed by 2 seconds, and then 4 seconds. Additionally, cases with 5-5
genuine samples tend to have better EERs than those with 3-S5, while cases with
1-S samples generally have the highest EER results. The walking activity during
SPj and SP10 cases obtains the lowest EERs, but when looking at SP2 cases,
the top performances are seen in resting, standing, walking and uphill walking,

respectively.

The results indicate that the optimal performance of Mel-spectrogram images is
achieved through the utilisation of time windows with durations of 10 seconds, 4
seconds, and 2 seconds. Furthermore, it was observed that cases employing 3-5

and 5-S genuine samples usually had lower EERs than those utilising 7-S samples
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while having similar EER outcomes. Similar to scalogram images, in terms of

physical activity, the lowest EERs were achieved during walking.

During this study, the impact of short enrollment times was explored. While it
is commonly known that EER decreases with long enrollment times, it was found
that also with 3-S cases, successful results were achieved in this study. If we
compare the obtained results with the EERs in Phase 1, the mean EER of all
activities in Phase 3 is lower than in Phase 1. However, if analysed on an activity
basis, EERs for resting, walking and standing activities in all cases are lower than
Phase 1. Some cases with uphill walking activity achieved higher EER results from
Phase 1. The overall trend is that EER results for both phases 1 and 3 decrease

from 2 second cases to 10 seconds and from 1-5 cases to 5-S.

6.2.1.2 Hexoskin Device

The ECG signals obtained from the Hexoskin device were subjected to biometric
verification using the ResNetb0 CNN model, whose hyperparameters, training,
and testing procedures were thoroughly explained in sections 6.2 and 6.2.1. The
activity-aware biometric verification tasks were evaluated separately, considering
different enrollment times and various image types. Mean EERs are shown for
different numbers of genuine samples and three image representations in Table 6.8

for each activity case.

Upon examination of the results, it was determined that the effect of each time-
frequency representation and activity could be evaluated separately. In terms
of time-frequency representation effectiveness, the scalogram was found to have
achieved the most successful outcomes, as indicated by its lowest EER results.
As in the Faros device, the spectrogram images provide the second most accu-
rate results, while the Mel-spectrogram was found to have the least successful

performance.

While the most successful results were obtained in the 4 second time windows in

the scalogram images, there are 10 second time windows in the second place and
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TABLE 6.8: Biometric verification performances of Hexoskin device in terms of
EER for each activity.

Activities Resting ‘Walking Standing Uphill Walking
# of Genuine
Mg 1S | 3 5-8 1-S 3-8 5-8 1S | 38 5-8 1-S 3-S 5-S
Types
Sc2 25.44% | 21.56% | 21.98% | 26.08% | 26.55%  24.20% | 26.55% | 24.79% | 22.86% | 25.64% | 24.35% = 22.22%
Sc4 0.98% | 0.98% | 0.74% | 4.29% 4.04% 3.80% | 0.61% | 0.61% | 0.49% | 8.24% | 6.72% 7.43%
Sc10 15.83% | 13.12% | 12.03% | 16.38% | 9.86% 15.97% | 14.13% | 12.50% | 9.24% | 22.28% | 22.28%  18.34%
Sp2 30.82% | 26.90% | 26.47% | 33.51% | 31.35%  30.96% | 33.09% | 31.32% | 31.03% | 38.25% | 36.40%  35.76%
Sp4 25.74% | 23.53% | 21.57% | 17.40% | 16.42%  16.24% | 22.79% | 21.65% | 19.54% | 29.06% | 26.65%  25.61%
Sp10 12.62% | 10.99% | 8.82% | 16.43% | 12.62% 10.99% | 11.75% | 9.29% | 8.27% | 23.71% | 21.54% 19.99%
Mel2 38.28% | 36.47% | 35.44% | 37.65% | 36.62%  36.47% | 37.35% | 36.32% | 35.44% | 39.44% | 37.65%  37.80%
Mel4 31.35% | 31.63% | 31.37% | 30.92% | 31.67%  32.51% | 34.88% | 33.57% | 33.29% | 33.08% | 34.18%  34.81%
Mel10 25.54% | 23.91% | 23.12% | 23.71% | 21.47% 21.74% | 23.37% | 21.20% | 20.11% | 28.00% | 25.66%  25.72%

2 second time windows in the poorest performances This situation is different for
spectrogram and Mel-spectrogram images. The 10 second time windows for these
images yield the lowest EERs, followed by the 4 second time windows and then

the 2 second time windows cases.

For almost all cases, an increase in EERs is observed as the enrollment time is
shortened. The standing activity showed the lowest EERs across all time-frequency
representations. If we look at the performance of activities in general for all image
types, EERs increase in standing, resting, walking and uphill walking activities,
respectively (from the lowest to the highest one). The minimum EER was obtained
as 0.49% from the SC4 standing case. This value is the mean value of the selected
4 subject pairs (i.e. P1-P2, P6-P7, P8-P9 and P11-P12), but if they are examined
one by one, it is obtained as FP=1, TN=101, FN=0 and TP=102 for each subject
pair. In this way, FAR=0.49% and FRR=0% were calculated.

When we compare the results obtained from Phase 3 with the EERs from Phase
1, we can see that the EERs for all activities in Phase 3 are generally lower than
they were in Phase 1. The number of training and validation images in Phase
1 is higher than in Phase 3. Even in that case, the proposed framework shows
better performance than direct biometric verification. Although Hexoskin and

Faros devices achieved very close results in Phase 3, as in Phase 1 and Phase 2, it
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was observed that Faros device was slightly more successful in general performance

than Hexoskin device in ResNetb50 model.

6.2.2 DenseNet201 CNN

During Phase 3, the DL parameters outlined in Section 6.2 were implemented in
accordance with Phase 1. Additionally, a DenseNet201 model was developed, as
indicated in Fig.4.5, specifically for direct biometric verification. This model was

used separately for each activity.

The number of images specified in Table 6.6 was used for training, validation and
testing. The subject pairs specified in Phase 1 and subsection 6.2.1 were also used
for testing purposes as unseen subjects in the DenseNet201 model and the system
training utilised the other 11 subjects. The general biometric verification model in
Phase 3 using the DenseNet201 CNN structure is the same as stated in Subsection
4.2.2.

As in the ResNetb0 structure, Faros and Hexoskin devices were examined sepa-

rately in subsections 6.2.2.1 and 6.2.2.2, respectively in the DenseNet201 structure.

6.2.2.1 Faros Device

We utilised the DenseNet201 CNN model on the Faros device to assess the per-
formance of activity-based biometric verification. To evaluate each activity, we
used different enrollment times and various image types. Table 6.9 displays the
mean EERs for the different enrollment times and three image representations. In
the Table, the states of 1-5, 3-S, and 5-S indicate varying enrollment times. The
1-S case denotes the shortest enrollment time, while the 5-S case represents the

longest enrollment time used in this study.

In this model, the lowest EER results were obtained from the walking activity for

all image types, unlike other models. However, in general, it was observed that
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TABLE 6.9: Biometric verification performances of Faros device in terms of
EER for each activity.

Activities Resting ‘Walking Standing Uphill Walking
# of Genuine
limerge 1-S 3-8 5-8 1-S 3-8 5-S 1S | 38 5-S 1-S 3-8 5-S
Samples
Types
Sc2 20.44% | 19.26%  19.56% | 27.65% | 28.38% | 27.21% 21.18% | 23.53% | 23.53%  29.56%  31.91% | 30.44%
Sc4 8.21% 7.72% 6.74% 5.39% 515% | 4.29% 4.41% | 5.15% 4.66% 11.03%  12.50% | 10.78%
Sc10 11.96% | 10.33% 9.24% 17.39% | 14.67% | 13.59%  15.76% | 13.17% | 12.08%  18.06%  20.23% | 19.14%
Sp2 25.15% | 26.32%  24.41% | 33.97% | 35.15% | 32.50%  31.88% | 28.38% | 27.65%  36.03%  35.74% | 35.44%
Sp4 23.28% | 23.04%  25.49% | 23.28% | 26.23% | 25.74%  25.98% | 29.17% | 26.72%  35.42%  29.72% | 28.92%
Sp10 18.60% | 18.06% 16.43% | 19.69% | 12.08% | 10.45% 17.51% | 18.60% | 16.43% 25.12% 24.58% | 25.67%
Mel2 29.41% | 30.29%  30.00% | 36.18% | 36.40% | 37.35%  33.53% | 33.97% | 32.65%  34.56% = 35.44% | 35.44%
Mel4 31.62% | 31.62%  32.84% | 30.64% | 31.86% | 29.90%  35.05% | 35.54% | 35.76%  34.56%  35.05% | 35.54%
Mel10 20.11% | 18.48% 20.11% | 17.39% | 18.48% | 21.74% 24.46% | 22.28% | 21.74% 27.72% 30.98% | 29.35%

from the lowest mean EER of each image type to the highest, resting, walking,

standing and uphill walking activities were achieved, respectively.

As a common trend with other models, the most successful results were obtained
from scalogram, spectrogram and Mel-spectrogram images, respectively. However,
if we examine each time-frequency representation separately, it is observed that
the time windows show different trends than the other models. As an example, the
order of EER from lowest to highest in scalogram images is 4 seconds, 10 seconds,
and 2 seconds. However, in spectrogram images, it is 10 seconds, 4 seconds, and
2 seconds. Additionally, Mel-spectrogram images have an order of 10 seconds, 2
seconds, and 4 seconds. Therefore, in general, we can say that the longest enroll-
ment time usually achieves lower EER results. However, another factor affecting
the enrollment time is the number of genuine samples used. It is observed that
1-S and 5-5 cases are quite successful for all image types. As a general idea, using
more samples yields lower EER results. However, the sample used in the recording
is randomly selected and very successful results can be obtained in the 1-S case
since its discrimination might be higher among other images. These results are
important to see the effects of enrollment times and time windows on different

time-frequency representations and several activities.

After comparing the results, it can be concluded that the ResNet50 model is
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slightly more successful than the DenseNet201 model for the Faros device. Al-
though two different CNN models obtained the lowest EER results from walking
activity on the same device, they were successful at different time windows and

different genuine sample cases.

If we compare the Faros device with the DenseNet201 CNN results in Phase 1,
Phase 3 achieved lower EER results in all cases. While some results in the Phase
3 ResNetb0 model give higher EER results than Phase 1, the absence of this
situation in the DenseNet201 model indicates that the DenseNet201 structure is

better suited to this device.

6.2.2.2 Hexoskin Device

We conducted an assessment of activity-based biometric verification using the
Hexoskin device. Different genuine samples and three image types were used to
evaluate each activity. The mean EERs for different enrollment times and different
image representations are shown in Table 6.10. The Table includes the enrollment
times of 1-5, 3-S5, and 5-S. The lowest EERs for each activity and each image type

are indicated in bold.

TABLE 6.10: Biometric verification performances of Hexoskin device in terms
of EER for each activity.

Activities Resting ‘Walking Standing Uphill Walking
# of Genuine
llsvege 1-S 3-8 5-S 1S | 38 5-S 1S | 38 5-S 1-S 3-8 5-S
Samples
Types
Sc2 19.12% | 15.59%  15.59% | 27.65% | 25.59%  22.50% | 20.00% | 17.79% | 17.21% | 24.56% | 24.41%  22.79%
Sc4 1.96% | 2.94% 2.94% 3.19% | 2.21%  2.45% | 0.49% | 0.49% | 0.49% | 5.64% | 6.62% 6.86%
Sc10 13.06% | 11.41% 10.87% | 10.06% | 9.51% 8.42% 9.51% | 8.42% 6.79% | 19.57% | 17.93%  17.96%
Sp2 29.71% | 26.18%  25.74% | 28.09% | 28.09%  25.59% | 27.94% | 28.68% | 28.98% | 31.91% | 30.59%  31.18%
Sp4 22.79% | 22.79%  20.10% | 16.91% | 14.46% 14.71% | 20.34% | 20.10% | 18.63% | 27.66% | 28.74%  27.65%
Sp10 8.82% | 82T% 7.73% | 8.82% | 6.64% 6.10% | 7.73% | 7.19% | 5.56% | 21.86% | 20.23%  20.77%
Mel2 35.59% | 35.59%  35.91% | 35.88% | 35.74%  36.03% | 38.82% | 35.59% | 36.62% | 39.01% | 38.24%  38.97%
Mel4 32.11% | 30.64%  32.35% | 31.13% | 29.90%  30.15% | 36.61% | 35.88% | 33.18% | 38.24% | 36.98%  35.48%
Mell0 22.83% | 23.91% 22.83% | 20.83% | 20.92% 19.57% | 21.74% | 20.11% | 18.48% | 24.73% | 22.60% 20.99%
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After examining the Table, it appears that the results are consistent with other de-
vices and the Resnet50 model overall. For instance, scalogram images have proven
to be the most effective, followed by spectrogram images, and Mel-spectrogram
images have had the least success (i.e. highest EERs). Although Sc¢/ images have
achieved the lowest EER results, it has been noticed that the EERs tend to in-
crease as the time window size (in other words, from 10 seconds time windows to
2 seconds time windows) decreases in general structure. Moreover, the standing

activity yielded the lowest EER results across all time-frequency representations.

Upon analysis of the scalogram images, we see that contrary to the general trend,
the lowest EERs are obtained from the 4 seconds time windows, followed by the
10 seconds and 2 seconds time windows. In addition, if we look at the Sc/ case
with the best performances, it seems that contrary to the general trend, the best
results are obtained from the 1-S cases, which represent the shortest enrollment
time. It is followed by 3-S and 5-S, respectively. However, when looking at the
scalogram images in general, this situation differs from best to worst as 5-5, 3-S5
and 1-S, respectively. If we examine the lowest EERs by activity, resting and
standing activities show the best results for the lowest enrollment time, while for
longer enrollment times, this is standing, walking, resting, and uphill walking, from
best to worst. The best performance of 0.49% EER is the same for all enrollment
time cases. In addition, 0.49% FAR and 0% FRR were obtained in all cases.

When analysing spectrogram images, it has been noticed that longer enrollment
times lead to reduced EER outcomes. Moreover, when it comes to the overall
performance of activities, walking, standing, resting, and uphill walking are ranked
in descending order of success. When the Mel-spectrogram images are taken into
account, it was observed that 3-S cases also showed successful results like 5-5
cases. In addition, while it was observed that the lowest EERs for the Mel2 case
were obtained from resting activity, this situation was observed as walking, resting,

standing and uphill walking, respectively, from the lowest EER to the highest.

When comparing the Resnet50 and DenseNet201 models in terms of their results,

it is typically observed that the DenseNet201 model yields lower EER results across
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all cases for the Hexoskin device. From this observation, it can be concluded that

the DenseNet201 model is more effective when used the wearable device’s data.

If we compare the results obtained from the Hexoskin device and DenseNet201
CNN in Phase 1, we can see that Phase 3 has lower EER results in almost all
cases. In the case of uphill walking, the Sp10 case achieved higher EERs in Phase
3 than in Phase 1. However, if we look at the mean performances of all activities

in Phase 3, we can observe that Phase 3 outperformed Phase 1.

6.3 (General Inferences from Deep Learning Mod-

els

After examining ResNet50 and DenseNet201 CNN structures, which are known to
be highly effective DL models, we tested various parameters. Phase 3 consistently
achieved more successful results than Phase 1 in both cases. Table 6.11 displays the
mean EERs we acquired from the DL model during Phase 3. Comparing Phase 1
and Phase 3 is simpler when using the mean values of all activities. Additionally, it
enables us to easily interpret the improvement in the performance of both medical

and wearable devices.

In all instances, the mean EER values in Phase 3 are lower than those obtained
in Phase 1. The difference between Phase 3 and Phase 1 is most significant in
spectrogram and scalogram images when using minimum sample cases (which are
2 seconds time windows and 1-S genuine sample cases). However, the difference
decreases as the number of genuine samples or the time window size increases. This
indicates that the proposed biometric verification framework is suitable for real-
life applications, particularly for short enrollment times. However, when analysing
Mel-spectrogram images, it was found that the difference between Phase 3 and
Phase 1 EERs is highest when using 5-S genuine sample cases and 10 seconds
time windows. This is due to the fact that Mel-spectrogram images contain less

information compared to other image types. With an increase in time window
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TABLE 6.11: The mean EER performances of DL models in Phase 3

ResNet50 DenseNet201

Faros Hexoskin Faros Hexoskin

Image
1-S 3-S

ot
w2

1-S 3-S

o
w2

1-S 3-S

o
w2

1-S 3-S

o
n

types

Sc2 | 24.96% | 24.49% | 25.37% | 25.93% | 24.31% | 22.82% | 24.71% | 25.77% | 25.19% | 22.83% | 20.85% | 19.52%
Sc4 8.0% 7.08% | 6.59% | 3.53% | 3.09% | 3.12% | 7.26% | 7.63% | 6.62% | 2.82% | 3.07% | 3.19%

Sc10 | 15.88% | 14.01% | 13.57% | 17.16% | 14.44% | 13.90% | 15.79% | 14.60% | 13.51% | 13.05% | 11.82% | 11.01%

Sp2 | 30.19% | 28.64% | 28.46% | 33.92% | 31.49% | 31.01% | 31.76% | 31.40% | 30.0% | 29.41% | 28.39% | 27.87%
Sp4 | 30.69% | 28.62% | 28.39% | 23.75% | 22.06% | 20.74% | 26.99% | 27.04% | 26.72% | 21.93% | 21.52% | 20.27%

Sp10 | 19.42% | 16.75% | 16.07% | 16.13% | 13.61% | 12.02% | 20.23% | 18.33% | 17.25% | 11.81% | 10.58% | 10.04%

Mel2 | 33.02% | 34.30% | 34.41% | 38.18% | 36.77% | 36.29% | 33.42% | 34.03% | 33.86% | 37.33% | 36.29% | 36.88%
Meld | 31.50% | 31.01% | 32.48% | 32.56% | 32.76% | 33.0% | 32.97% | 33.52% | 33.51% | 34.52% | 33.35% | 32.79%

Mel10 | 24.21% | 22.01% | 21.90% | 25.16% | 23.06% | 22.67% | 22.42% | 22.56% | 23.24% | 22.53% | 21.89% | 20.47%

size, more information can be obtained from the image, resulting in better results

in Phase 3 during analysis.

6.4 Discussion

In Phase 3, the proposed activity-aware biometric verification framework is de-
scribed. To examine this framework, we utilised several ML and DL models on
different mobile devices and different datasets. This chapter shows that ECG sig-
nals classified according to physical activities or emotional states have low error

rates even at lower enrollment times when used for biometric verification.

When analysing ML, models, we assess the impact of generated Manhattan distance-
based and Euclidean distance-based features on biometric verification across four
distinct devices. We conduct this examination at varying rates of testing samples
that pass activity classification. For instance, during Phase 2, the samples were
divided into 80% for training and 20% for testing (i.e. 7r-80% case). In Phase
3, we used the portion that was tested in Phase 2. In other words, as explained

in Subsection 6.1.1.1, 237 samples were able to proceed to Phase 3 in the Tr-80%
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case, while 568 samples were able to proceed to Phase 3 in the Tr-50% case for
the Faros device. Among these conditions, it was observed that the Tr-50% cases
have a higher number of samples in Phase 3. The utilisation of more samples in
Phase 3 resulted in lower EER outcomes for both activity-aware and emotional
state-aware biometric verification. When examining the mean EER values of both
feature sets in Phase 3, in the activity-aware system, the Tr-50% case showed
0.61% more successful results in the NB classifier and 1.02% in the DT classifier
than the Tr-80% case. In addition, in the emotional states-aware system, the
Tr-50% case showed 0.04% more successful results in the NB classifier and 0.13%
in the DT classifier than the Tr-80% case. It is noteworthy that these findings
are significant for improving biometric verification accuracy because more samples

mean more enrollment times.

It is not possible to make a direct comparison since the two datasets were col-
lected under different conditions. However, it is generally observed that biometric
verification results are more successful in samples that contain physical activity
compared to those that contain emotional status. When examining the devices in
the Vollmer dataset that were collected under identical conditions, the Faros device
ranked as the most successful, followed by Nexus, SomnoTouch, and Hexoskin in
descending order of success. According to the results in Phase 3, the performance
of medically approved devices is better than that of the wearable device. However,
when we consider the device performances in Phase 1 and Phase 2, it is seen that

the Hexoskin device is as successful as the Faros device.

Examining the performances of physical activities and emotional states one by one
is important in terms of testing the applicability of the features and models used
in real life. The physical activity that resulted in the lowest EER was resting,
while amusement and baseline emotional states had similar EER results. Further-
more, while the utilised features have been observed effective in the emotion-aware
biometric verification model, there are noticeable similarities in the results when
analysing individual emotional states. This shows that physical activities cause
more changes in ECG signals and classifying physical activities contributes more

to biometric verification. In this study, activities involving less movement (i.e.
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resting and standing) were more successful in both Phase 2 and Phase 3 than ac-
tivities involving more movement (i.e. walking and uphill walking). Studies using
other ML models also support this observation [70, 92]. Although some of the
ML methods tested in the study [70] gave better results than our study in dif-
ferent body postures, they obtained worse results than our study in both activity

classification and biometric verification in the case involving exercise.

In ML models, the proposed framework in Phase 3 has improved the EERs in Phase
1. Upon analysing the overall performances, it appears that the EERs are higher
than those reported in some studies in the literature [61, 93, 99]. One possible
explanation for this could be the limited number of features that were utilised.
However, this study focused on only Manhattan and Euclidean distances-based
features to compare their performances. The significant difference between Phase
1 and Phase 3 EERs, and the very high classification accuracy rates in the activity
classification in Phase 2 show the success of the proposed framework and ML
models used. At the same time, exploring the effects of different classifiers using
the most known features on the E-HOL and WeSAD datasets in Phase 1 guided
the following phases to determine the correct classifiers and different enrollment

times effects.

The proposed framework was evaluated utilising DL, models, specifically ResNet50
and DenseNet201 CNNs. However, due to the COVID-19 pandemic, only the best
performing medically approved Faros device and the wearable Hexoskin device
were compared as in Phase 1. Despite using fewer training images in Phase 3

compared to Phase 1, there was a notable reduction in EER outcomes.

It has been observed that EERs generally decrease as the enrollment time used
in biometric verification increases. However, the best performances were obtained
from Scj cases. Our results demonstrate competitive outcomes in biometric veri-
fication in terms of EERs when compared to the results obtained from using the
Deep-ECG [154], CNN+LSTM [255] and ECGXtractor [11] CNN models. Labati
et al. [154] used 3 leads ECG data from E-HOL dataset to train the CNN model.
They used 300 seconds data per person to train the CNN model and achieved
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3.37% EER from lead X, 4.86% EER from lead Y and 4.15 % EER from lead
Z using 8 heartbeats for enrollment. Martin et al. [255] used different train-
ing,validation and enrollment time (from 15 seconds or 75 samples to 45 seconds
or 225 samples) cases to see the effects of them on their novel BioECG CNN model
and they achieved from 0% to 10.13% EERs for different cases. Melzi et al. [11]
created new ECGXtractor CNN model and they trained it with 12 leads ECG
data from In-house dataset. They achieved EERs across various datasets, with
values spanning from 0% to 7.97% using 3 single segments (i.e. 3 hearbeats) of
enrollment data. Although these studies give similar results to our study, when
their enrollment times are taken into consideration, it is determined that they use
more enrollment time than our study (we used from 2 to 50 seconds enrollment

time).

Obtaining low EERs even in short enrollment periods is vital for the real-life appli-
cability of the proposed model. For example, if the proposed model is considered
to be used on a smartwatch, the smartwatch can collect ECG data during the time
it is worn and categorize this data according to activities. If ECG signals classified
by activity are to be used for biometric verification (e.g. in the cases of waking
the device from the sleep state or getting permission to access private data etc.),
it is important to investigate short enrollment times so that this process can be

done quickly and with less error.

Similar to our studies, Nawawi et al. [100] used the quadratic-SVM classifier
that performs biometric verification separately for walking, standing and sitting
activities using the data obtained from the Hexoskin device. In the study [100], the
number of genuine and imposter samples was not specified, but it was stated that
80% of data for training and 20% of data for testing were used. The approximate
EER values calculated from the published FAR and FRR ratios are higher than
our study. Moreover, there is a significant difference between the FAR and FRR

ratios, resulting in a low level of reliability for the biometric system.

Byeon et al. [83] conducted a comparative analysis of various CNN architectures



151

and time-frequency representations for biometric identification. Their findings re-
vealed that the performance of the CNN models varied across different datasets.
For instance, in the PTB-ECG dataset, the ResNet101 model outperformed the
DenseNet201 model regarding test accuracy. However, the opposite was observed
in the other dataset. Furthermore, the effectiveness of the image representations
also varied across datasets. In the PTB-ECG dataset, the spectrogram was the
most successful, followed by the scalogram and Mel-spectrogram. In contrast, in
the other dataset, the scalogram was the most successful, followed by the spectro-
gram and Mel-spectrogram. Although the study [83] supports our study in these
points, it differs from our studies in that it does not include activities and does

not perform biometric verification.

While the medically approved Faros device gave better results in the ResNet50
model in general, the Hexoskin device was found to be more successful in the
DenseNet201 model. The activity-aware biometric verification study has proven
that it is a very reliable model for both wearable devices and medical devices, with

0.49% FAR, 0% FRR and 0.49% EER outcomes.

Although the best results of biometric verification tasks were achieved from DL
models, if we compare the performances of ML and DL models in this thesis,
scalogram images in Phase 1 and all time-frequency representations in Phase 3
(especially cases with 10-second windows) gave better results than the ML model
in some cases. When the enrollment time was increased in the DL model, the
obtained EER results were generally lower compared to the EER results in the
ML model. However, in Phase 2, ML outperformed DL for all cases. The main
reasons for this situation are the shorter enrollment times used in the DL model,
while the longer enrollment times in the ML model for the investigation of fea-
ture performances and while the DL model should be trained with a much larger

number of images, it should be trained with fewer images.



Chapter 7

Conclusion and Future Work

7.1 Summary

ECG signals have been frequently studied in health monitoring and authentication
applications as a biometric trait, as mentioned in Chapter 2. Although ECG
biometrics have been researched in different fields, it is still not as widely used
as fingerprint and face recognition. A few of the main reasons for this are that
ECG recorders/sensors are less common than fingerprints and the need for more
templates and data for the biometric verification system. ECG signals are affected
by factors such as emotional status, physical activities and health conditions. Even
if the general structure of the heartbeat does not change by these factors, the
duration of heartbeats and the amplitude values of Q, R and S peaks can change.
Each change affects the biometric verification model. To reduce these effects on
verification models, more templates are needed. More templates need more storage

area and are more time-consuming during verification.

In this study, the performances of mobile devices are compared with ML and
DL models in order to investigate the reasons mentioned, and a new framework
is presented. In our context, portable ECG recorders are described as mobile
devices. This study investigated the quality of the collected signal and device

by comparing the performance of different devices and concluded that wearable

152
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devices can perform as well as medical devices. It also investigated the effects
of emotional states and physical activities on biometric verification models by
classifying different activities/emotions, and it was concluded that both factors
increase the error rate of the model, and the new framework was introduced by
creating a reliable model using less amount of templates and data by using short

enrollment times for different models.

In the upcoming sections, we will mention our research questions and the responses
we have obtained through our studies. Additionally, we will consider areas that

require further investigation due to certain limitations.

7.2 Research Findings

In this study, experiments were conducted to understand and solve some of the

problems preventing the more widespread use of ECG biometrics on consumer-

based ECG recorders.

— What is the baseline equal error rate from various devices using

ECG?

To determine the baseline equal error rate of ECG signals from different devices,
we began our study by examining large datasets for real-life accuracy and diverse
device types. Data collection procedures were different as we used open-source
datasets. Since this situation creates different noises in ECG signals, different
methods have been applied in the signal pre-processing section. Although a uni-
form method could not be applied, this gave us the opportunity to research several
devices in different experimental environments. In addition, applying the same
model to different datasets and comparing the results increased the reliability of

the study.

According to the results obtained from our study explained in Section 4.1.1, the

effect of enrollment times on different classifiers was investigated. It concluded that
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NB and DT outperformed the other classifiers. Due to its larger amount of subject
and longer recording duration (i.e. 24 hours), the E-HOL dataset achieved higher
EER results compared to the WeSAD dataset. Even in this case, it achieved close
EERs on both the medical device and the wearable device we tested. This study
tested the applicability of the same biometric verification model and parameters
to both wearable and medical devices and showed that longer enrollment time

resulted in lower equal error rates.

As we examine other research that utilises the E-HOL dataset, it has been demon-
strated that the results vary depending on whether the samples tested in the bio-
metric verification model are selected from a long or short time period [154, 166].
In study [154], the EERs obtained using a single-channel ECG signal are similar
to our results in the case where they chose a short time period (300s). In the
case they chose a long time period (150min and 500min), they achieved higher
EERs than our results. In addition, the EERs (EER: 7.01%, 8.58% and 12.98%)
obtained in the study [256] conducted with samples of 140 participants selected
from the 300s period were higher than those obtained in the 50s enrollment time
case in our study. In our study, the baseline verification rates have ranged from
3.64% to 6.30% for the medical device, and between 3.02%-4.57% for the wearable

device.

In our study, where the new features explained in Section 4.1.2 were introduced,
the baseline verification performances of 5 devices were compared using NB and
DT classifiers. This study supported the previous study in terms of an increase in
the number of enrollment samples resulting in a reduction in the baseline of the
EERs. In addition, as a general trend, features containing Manhattan distances
were more successful than those containing FEuclidean distances in all cases. In
the obtained results, the Faros device demonstrated a notable average EER of
21.72% in all cases among medical devices. Similarly, the Hexoskin device achieved
an average EER of 22.08% among wearable devices. In addition, the fact that
the dataset containing physical activity obtained more successful results than the

dataset containing various emotional states formed the basis for our DL studies.
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If we compare the WeSAD dataset, which is common to both studies in Sections
4.1.1 and 4.1.2, for two separate feature sets, higher EER results were obtained
for the feature sets in Section 4.1.2 than the features described in Section 4.1.1,
despite the increase in the enrollment time used. The reasons for this are that the
number of features decreased from 15 to 3 (3 for the Manhattan distance, 3 for
the Euclidean distance), the time windows decreased from 10 seconds to 4 seconds
and different filtering methods in pre-processing. This study showed that using
a shorter time window can also be useful in classical ML. In addition, we have
demonstrated that wearable devices that achieve very similar results in terms of
biometric verification performances can be used instead of medical ECG recording

devices that are impractical to use in real life.

Considering the DL model, it shows the same trends as the other two studies
in terms of increasing enrollment time and decreasing EER results. In terms of
the best performances, the investigation utilising DL models yielded higher EERs
compared to the study in 4.1.1, yet lower than the study in 4.1.2. However, the DL
model was tested at enrollment times shorter than 50 seconds, which the ML model
cannot achieve. In addition, it is not possible to make a direct comparison between
the results of the E-HOL and WeSAD datasets collected under different conditions
and the Vollmer dataset. Therefore, if we compare the ML and DL models using
the same Vollmer dataset, it is seen that using the DL model improves the results.
Although the DL model needed more training data for learning and creating its
features, it was also able to achieve low EER results for much shorter enrollment
times than ML. Thus, it is a more suitable candidate for a real-life biometric

verification scenario.

— Can we accurately detect physical activity or emotional status from

ECG waveforms?

As seen in the literature, many methods have been used for activity classification.
However, we have addressed this question differently in ML and DL models. Our

approach in ML was to compare the performance of the features we produced
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on different classifiers and several devices. Moreover, since our study allowed the
comparison of different devices and datasets using the same evaluation method,
it was an approach that contributed a solution one of the open challenges in the
literature [257]. According to the results obtained, classifiers such as KNN and
DT, known as lazy/weak learners, achieved an accuracy rate of approximately
65% in physical activities and 60% in emotional states, while ensemble classifiers
achieved an average of 95% in physical activities and 85% in emotional states.
In light of our proposed features achieving high accuracy rates, we affirmatively

addressed our research question.

Our study analysed the produced features among themselves in terms of classifi-
cation performance and found that those based on the Manhattan distance were
more successful than those based on the Euclidean distance. Additionally, we ob-
served that activities with more body movements had a lower accuracy rate due
to signal deterioration. When it comes to emotional states, we found that stress
and amusement are easier to classify than the neutral/baseline state. Based on
these results, it can be concluded that emotional states in which the heart rhythm
changes but the obtained signal quality does not change can be better classified
than the baseline emotional state. If we examine the overall accuracy rates, we
observe that the dataset containing physical activities is classified better than
the dataset containing emotional states. Possible reasons for this situation are
that the physiological responses of physical activities are predictable (e.g. exercise
causes increased heart rate, which can be detected in ECG patterns), consistent
(activities often involve repetitive movements, e.g. pedaling, walking) and can be
measured objectively more easily. Considering emotional states, unlike physical
activities, emotions lack specific ECG patterns. Emotional states exhibit con-
siderable variability across individuals and are subject to contextual, personality,
and cultural influences. In addition, emotions consist of complex neural and auto-
nomic responses. ECG signals may exhibit non-linear features related to emotional

changes, making classification challenging [251].

When we examined the issue in the context of the DL model, to build a reliable

model with high accuracy rates, we compared several DL parameters. The general
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trend is more samples and more epochs achieved higher classification results. No
significant difference was observed between the performances of optimisers, but
the Adam optimiser showed slightly better results. The results of the DL model
reached a maximum classification accuracy of 70%. This rate is below the classifi-
cation rate achieved in ML. This observation suggests that improving the transfer
learning technique within the deep learning model requires adjusting parameters

or training the CNN model with task-specific data.

— Do physical activity or emotional status classification prior to bio-
metric verification improve performance in medical and wearable

ECG devices?

This question involves investigating an open challenge that also affects the exten-
sive use of ECG biometrics in real life. ECG is a signal that becomes unstable
in the long term, depending on emotional status and physical activities [257]. A
reliable biometric verification framework is proposed in which we can use the same
evaluation method for different types of devices and is not affected by the stability

of the signal.

When we evaluated the results in Phase 1 and Phase 3 together, we noticed that
the proposed biometric verification framework achieved significant performance
improvements on all types of mobile devices. One of the primary reasons for this
is that during Phase 1, the genuine and imposter samples were chosen randomly,
while in Phase 3, each sample was selected based on its specific activity or emo-
tional state. As a result, EERs are higher during Phase 1 because samples can
be selected randomly from different physical activities or emotional states. For
example, while the samples selected to create the template were selected from the
resting activity, the samples selected for testing may have been selected from the
running activity. This may have caused the template and test data to match each

other with more errors.

Upon analysing the emotional status case, it was noted that the Phase 3 results,

which involved the use of the DT classifier, were around half of the EERs obtained
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in Phase 1. When analysing the situation using the NB classifier, the results of
Phase 3 are approximately one-third of the results obtained in Phase 1. Upon
analysing the physical activity case, the same pattern was observed in the case
that included physical activity classification prior to biometric verification. It is
known that NB performs better than DT in high-dimensional data. However,
even with fewer samples in Phase 3, DT still performed worse than NB. This
indicated that the utilised features were more distinguishable when employing the

NB classifier.

Biometric verification results were analysed for each device separately and their
performances were compared in Chapters 4 and 6. Considering the overall mean
results of the devices, classifiers showed more successful results in activities in-
volving less body movement in Phase 3, while they achieved higher EER results
in activities involving more body movement for the activity-aware system. In ad-
dition, in the emotional status-aware system, EER results were obtained lower in
the baseline status than in stress and amusement. The situation is due to cer-
tain activities being easier to classify in Phase 2, such as resting and standing,

compared to activities like walking and uphill walking.

Although the training data size decreased considerably in the Phase 3 DL model,
obtaining successful results in low enrollment times in spectrogram and scalogram
images shows the positive contribution of the presented framework to performance.
With the advancements in technology, it is now possible to classify continuous ac-
tivity from ECG recordings. This is especially useful for frequently used devices
like smartwatches. Moreover, we proved that classified data can be used for bio-

metric verification purposes, making it a valuable tool for various applications.

— Do different machine learning models and their parameters con-

tribute to the improvement of device performances?

This research question covers all experimental chapters and the parameters were
compared in detail across all sections. When examined from a biometric verifica-

tion perspective, the following performance improvements were observed.
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a. As the enrollment time used increased, more successful results were obtained

because the system allowed it to learn more about the data.

b. As the number of subjects increases, performances tend to decrease in Phase
1. Although there is a performance decrease, the results obtained from a

large dataset such as the E-HOL dataset are at an acceptable level.

c. Selecting training and testing data from the same or similar physical activi-
ties/emotional states increases performance (i.e. Phase 3 has better results

than Phase 1).
d. Wearable devices can achieve as adequate performance as medical devices.

e. Scalogram images gave the most successful results because they are more

compatible with real-life signals than the spectrogram [207].

f. Various CNN models yield varying outcomes based on the device type. For
instance, in our case, ResNetbH0 achieved lower EERs on medical devices,

whereas DenseNet201 obtained less EERs on wearable devices.

g. Although ML gives successful results, DL is a more usable model in real-life

applications because it can be used in much shorter enrollment times.

When examined from the perspective of activity classification, linear and non-
linear classifiers were tested. Non-linear classifiers and ensemble classifiers (con-
sisting of many non-linear classifiers) have achieved more successful results than
linear classifiers. The reason is that as the number of classes increases, linear
classifiers have more difficulty in finding a hyperplane separating the classes. Al-
though the use of more training data facilitated the more accurate classification
of activity and emotional status during this stage, it resulted in diminished device

performance in Phase 3 due to the increased demand for data.

In addition to examining the performances of each device, the optimum parame-
ters were also examined for each activity and emotional status. In the proposed
framework, the Manhattan feature set and the NB classifier are selected as opti-

mum parameters for each activity and emotional status. In addition, since it was
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observed that activities that involved less movement and neutral mood improved
more in Phase 3, standing, resting activities and baseline emotional status were

the most suitable characteristics for our proposed framework.

Since the number of training data was insufficient, a high classification accuracy
could not be achieved in the DL model and much more time was required during
the training period. For this reason, it has been concluded that ML models are

more useful in activity classification for mobile applications.

7.3 Future Work

This study conducted extensive research on ECG biometrics across various mobile
devices. The study addressed the research questions but also highlighted areas
for further evaluation that could not be addressed due to constraints (see Section

1.4).

Due to the lack of ECG datasets containing physical activity or emotional states
and the difficulty in collecting ECG data from different devices simultaneously, the
proposed framework can continue to be examined extensively with other datasets.
Examining the framework across a variety of devices and a wider range of activities
or emotional states is essential for performance evaluation and advancement of

wearable technology.

It is known that DL algorithms require more data, time and computation during
the training process compared to traditional ML. The time-consuming training
process is still a challenge for 2D DL algorithms. In this study, although many ML
models and parameters have been examined and a biometric verification framework
has been created according to these parameters, it is not possible to examine all
parameters and all conditions. Therefore, other DL models can be compared

within the framework presented.
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7.4 Final Considerations

To conclude, we investigated ECG biometric verification models in this thesis and

achieved multiple goals. The main notable contributions are listed below:

e In the academic literature, two novel features have been introduced, derived
from the Manhattan and Euclidean distances of the ), R, and S peaks. The
performance of these features in biometric verification models and the clas-

sification of activity and emotional status has been extensively investigated.

e A novel activity-aware ECG biometric verification framework for mobile de-
vices was introduced considering different activities, emotional status, and

short enrollment times.

e By evaluating many types of devices under the same conditions, machine
learning parameters were investigated in depth and the effects of these pa-

rameters on learning were observed.

The actual meaning of this study is to show that ECG biometrics can be widely
used with wearable technology. In order to develop and improve wearable technol-
ogy and device authentication security, an activity-aware system has been created
and biometric verification errors that may arise from daily activities have been

tried to be minimized in this study.
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