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Abstract

Ransomware is a pernicious contemporary cyber threat for organisations, with ransomware operators
intentionally leveraging a range of harms against their victims in order to solicit increasingly significant
ransom payments. This article advances current research by engaging in a topical analysis into the
depth and breadth of harms experienced by victim organisations and their members of staff. We
therefore enhance the understanding of the negative experiences from ransomware attacks,
particularly looking beyond the financial impact which dominates current narratives. Having
conducted an interview or workshop with 83 professionals including ransomware victims, incident
responders, ransom negotiators, law enforcement and government, we identify a wide array of severe
harms. For organisations, the risk of business interruption and/or data exposure presents potentially
highly impactful financial and reputational harm(s). The victim organisation’s staff can also experience
a range of under-reported harms, which include physiological and physical harms that may be acute.
We also identify factors that can either alleviate or aggravate the experiencing of harms at
organisational and employee level; including ransomware preparedness, leadership culture and crisis
communication. Given the scale and scope of the identified harms, the paper provides significant new
empirical evidence to emphasise ransomware’s positioning as a whole-of-organisation crisis
phenomenon, as opposed to an ‘IT problem’. We argue that the wider discourse surrounding
ransomware harms and impacts should be reflective of the nature of the real-term experience(s) of
victims. This, in turn, could help guide efforts to alleviate ransomware harms, through improved
organisational ransomware preparedness and tailored post-ransomware mitigation.

Keywords: cyber security, ransomware, harms, victim experience, malware, human aspects,
psychological harm, financial harm, cyberpsychology, cybercrime.



Introduction

Ransomware has come to be regarded as a particularly insidious form of malicious cyber activity.
Contemporary ransomware intentionally seeks to leverage two critically impactful risks organisations
fear; sustained business interruption and targeted or mass data leakage [1]. Although ransomware’s
impacts are global, the challenge is particularly endemic for organisations in the most-targeted states,
with the USA, the UK and Canada comprising the top-three targeted jurisdictions [2]. With many
ransomware operators situated in nation-states with whom Western relations are relatively poor —
notably the Russian Federation — ransomware merges professionalised cybercrime with intractable
geopolitics [3]. It is in this context that the UK government recently categorised ransomware as the
“most significant cyber threat facing the UK” in the revised National Cyber Security Strategy [4].

Concerningly, ransomware has impacted critical national infrastructure providers in the UK, including
NHS Trusts [5], Hackney and Redcar Councils [6, 7] and Staffordshire Water [8]. In the USA, a 2021
ransomware attack against Colonial Pipeline impacted the supply of petroleum products [9]. A 2022
ransomware attack in Costa Rica had protracted impacts for wide-ranging government services,
including the halting of imports and exports due to system unavailability [10]. In this light, ransomware
is demonstrably, not a hypothetical risk; nor is it an ‘IT problem’. Ransomware is both an acute risk for
contemporary organisations and additionally represents a national and/or societal security threat.

While the significance of ransomware attacks is generally acknowledged, their exact effects and the
scale and harms (e.g., negative physical, economic, and societal impacts) at an organisational and
individual level vary. Without a better understanding of the harms created by ransomware,
researchers, policymakers and practitioners risk misunderstanding the impact ransomware has on
society and its citizens. Designing effective responses to the challenges presented by ransomware —
particularly around the underreporting of ransomware and victims’ willingness to pay ransoms —
requires insight into the impact ransomware has on organisations, their employees, and their wider
third parties, including their business partners and clients, and the wider society.

We aim to address this gap in knowledge by conducting research into the harms caused by
ransomware attacks, the experiences of victims who have been affected, and key factors influencing
those experiences. Our study is scoped to the direct victims of ransomware attacks, specifically the
directly-targeted organisations and their employees. We define ‘victim experience’ as the impressions
that a ransomware victim notices or feels during and after an incident. Ultimately, our work seeks to
answer the question: What harms do victims of ransomware experience and what factors alleviate or
aggravate those harms? We approach this research question through an exploratory research
approach. Harms and the experiencing of harm(s) are both objective and subjective; throughout our
research, interviewees have been empowered to define and convey their own experiences. Focusing
in the objective need to fill the research gap in understanding the ‘lived’ impacts of ransomware, we
analyse these vernacular expressions of the ransomware victim experience.

This article provides evidence-based insights into a victim’s experience of ransomware harms at a
critical conjuncture of the evolution of the threat, amidst a period of acute policymaking and
organisational interest [11, 12]. Identifying the breadth and depth of ransomware harms against
organisations and their employees — and factors that can alleviate or exacerbate these harms — can
assist in the ongoing practitioner and research endeavour to improve resiliency against ransomware.
Furthermore, given that organisations may resort to paying a demanded or negotiated ransomware
payment reluctantly and in-extremis, identifying ways in which harms can be alleviated may offer
insights into steps that an organisation can take before and during an incident that would reduce their
propensity to pay. At a policy level, this research befits a government’s approach to cyber security,
wherein prevention is supplemented by ‘resiliency’ [13, 14]; in essence, the ability to ‘bounce back’ in



the aftermath of an incident. In the absence of a ‘silver bullet’ solution for the ransomware scourge
[15], incremental measures to alleviate ransomware harms can be part of a broader package of
solutions to improve organisational resiliency and reduce the success-rate of the business model(s) of
ransomware operators.

Drawing on a large qualitative data corpus comprising 83 unique interview and workshop participants
predominantly based in the UK (with a small number also based in Western Europe, the USA and
internationally), we identify a range of pertinent findings at a critical conjuncture in the marked
growth of ransomware as an organisational and societal issue. This article finds that ransomware is an
acute business risk for contemporary organisations, particularly given its capacity to cause sustained
business interruption within a relatively short space of time. A core underpinning narrative that
victims — and those who support victims — identified was that a ransomware incident is not an ‘IT
problem’, but is instead a whole-of-organisation crisis.

Aligning with existing reporting [16], organisational harms were most-prominently categorizable as
either ‘financial’ or ‘reputational’ harms. However, the study also identified a range of potentially
significant harms that may be suffered by IT and non-IT staff an organisation suffering a ransomware
breach. Whilst some of these harms may correlate with the harms experienced by the organisation,
there are also divergences. Of particular note was the presence of potentially severe physiological and
psychological harm that may arise from the fallout and handling of the incident. These harms are
significant for the employees at victim organisations, but are often under-reported in wider
ransomware-impact discourse. Importantly, our research also identifies a range of factors that can
serve to either alleviate or exacerbate the breadth and depth of harms. Factors over which the victim
organisation is likely to have a degree of control include preparedness, leadership culture, and crisis
communication. Through a heightened understanding of the breadth and depth of harms at
organisational and staff level — as well as factors that influence these harms — organisations may be
better-placed to effectively manage a ransomware incident.

The ensuing article is structured in five sections. Firstly, we summarise existing literature to
understand the experiences of victims of ransomware attacks, including a reflection on the methods
through which such insights have been gathered. Secondly, the article outlines the qualitative
methodological approach underpinning our research. The results of the interviews and workshops are
presented next, which establishes the basis for the following section: a discussion of the core themes
arising from the presented data. Lastly, a conclusion summarises the main contributions of the
research, and outlines scope for further work.

Literature review

The financial cost of ransomware attacks

In order to assess the scale and scope of ransomware harms, it is necessary to map them through
research. Aggregated quantitative data has indicated marked growth in the scale and scope of
ransomware [17, 18]. There has been growth in the cadence of attacks, the breadth of ransomware
strains, and the value of demanded/negotiated ransoms [19]. It has been reported that in 2020, there
were 304 million ransomware attacks globally [20]. The UK’s Information Commissioner’s Office (ICO)
has published data highlighting a doubling of reported ransomware attacks from 2020 to 2021 [21]. A
Sophos [22] report drawing on survey data from organisations in 31 different nation-states indicated
that the average ransom paid by mid-sized organisations was $812,360 and that the average cost of



repair, business interruption, lost opportunity, and ransom (if paid) was $1.4 million®. The 2023 Sophos
report [23] identified that the average ransom payment had increased to over $1.5 million and that
recovery costs had increased to $1.85 million2. The 2024 DSIT Cyber Breaches Survey also provides
insights into the financial impact of ransomware — and other cyber breach — events. The Survey
involved randomised surveys of 2,000 businesses, 1,004 charities and 430 education institutions, in
addition to 44 in-depth qualitative interviews [68]. These impacts included: additional staff time to
handle a breach; costs of new measures to prevent future incidents; loss of productivity; loss of
intellectual property; and cost of equipment replacement. This reflects not only the lost opportunity
and remediation cost(s) of the initial breach itself, but also the material feed-forward costs of future
breach prevention.

Such overt and costly downtime is likely to have direct and downstream impacts. These impacts would,
feasibly, be experienced by the impacted organisation, their staff, their business partners, their clients
and potentially wider third parties. However, whilst monetary cost is an objective way to estimate the
degree of harm experienced by organisations and individuals, there are protracted and significant
challenges in assessing the bona fide financial cost of ransomware, as highlighted in a CISA review [24].
Additionally, a focus on financial costs may be blinkered, as this could overlook non-financial harms,
such as the psychological impacts that victims may experience during and after a ransomware incident.
Given the prominence of ransomware impacts, existing research has sought to provide insights
through victim interviews/surveys, expert interviews/surveys, case studies and broad surveys.

The harms experienced after ransomware attacks: Existing approaches

Interviews with victims provide an opportunity for researchers to gain a significantly greater depth of
knowledge of the ransomware ‘victim experience’ than may otherwise be gleaned through a simple
survey or publicly-accessible news reports. One example of such research is that produced by Connolly
et al. [25], in which the authors conducted semi-structured interviews with IT and security managers
from ten organisations based either in the UK or USA that had been victim to ransomware attacks.
These interviews sought to form an understanding of the severity and characteristics of the respective
attacks. The interview responses were then juxtaposed with case studies drawing on a broader set of
ransomware attacks to understand the role that an organisation’s characteristics may play in the
outcomes of a ransomware attack. Connolly et al.’s study [25] identified that whilst organisation size
had little impact on the severity of a given ransomware incident (including recovery time), the
organisation’s sector did; accordingly, private organisations were more severely affected than public
sector organisations. The authors suggested that this was — potentially — due to the nature of public
sector organisations as ‘sole suppliers’ that are ‘publicly funded’. In essence, the sole-provider nature
of these organisations meant that they were not subject to the loss of trade or clients that private
sector organisations are more likely to be subjected to. Of note, however, with respect to Connolly et
al.’s study [25] is the relative absence of consideration of the broader impacts of loss of essential
services to the public.

Another relevant study is that produced by the UK’s Department for Digital, Culture, Media and Sport
(DCMS) [26], in which researchers conducted interviews with ten victim organisations (two employees
per organisation) to create case studies. These organisations ranged in terms of size and sector. The

1 Respondents to the 2022 Sophos report were from: Australia, Belgium, Brazil, Canada, Chile, Colombia, Czech
Republic, France, Germany, Hungary, India, Israel, Italy, Japan, Malaysia, Mexico, Netherlands, Nigeria,
Philippines, Poland, Saudi Arabia, Singapore, South Africa, Spain, Sweden, Switzerland, Turkey, UAE, UK and
the USA.

2 Respondents to the 2023 Sophos report were from: Australia, Austria, Brazil, France, Germany, India, Italy,
Japan, Singapore, South Africa, Spain, Switzerland, UK and USA.



report drew upon the interview data to build case studies of each organisation’s cyber-breach
experience, with interviews substantively informing: the organisations’ background, their
cybersecurity levels pre-breach, their response to the breach, and the impacts that the breach had on
the organisation. The DCMS study identified significant distinctions in the victim experience, which
differed on the basis of organisation size, attack scale, IT usage, and security response. A separate
DCMS-supported study argued for a toolkit for assessing the cost(s) of ransomware attacks against
organisations; noting that in some cases, re-assessment of the cost of a given incident markedly
increased [27]. For instance, in one example, after using the toolkit, an IT director at a large
organisation raised their estimated costs of a ransomware incident that they had suffered from
£200,000 to £300,000 [27].

Whilst the above studies draw on a range of victim organisations to build a corpus of data highlighting
areas of similarity and divergence between differing cases, other studies have instead focused on a
singular incident. For instance, a research study by Zhang-Kennedy et al. [28] focused on a specific
ransomware attack against a large US university in 2016. Instead of focusing on the victim experience
from the standpoint of managers and IT professionals, the authors examined the experience of
students, faculty and staff, drawing on a survey of 150 participants and interviews with a further 30
of those affected by the attack. Additionally, the research investigated the victim experience of
individuals and their perspective of the incident, including their emotional reactions. Participants were
also asked about their security practices before and after the incident. The authors supplemented the
surveys with interviews, allowing for a more in-depth exploration of the impacts and emotions that
individuals experienced. One finding was that there was a perceptible negative impact on the victims’
emotional states, including elevated frustration, anger and concern; feelings that were exacerbated
by the perceived lack of communication from the university during the incident. Negative emotional
impacts were exhibited by victims who did not themselves experience data loss [28].

Other studies focusing on singular ransomware incidents include investigations of ransomware attacks
against healthcare organisations in Ireland and the USA, respectively [29, 30]. In both of these studies,
the authors engaged with impacted staff rather than specifically IT professionals; i.e., interviewees
included trainee doctors, surgeons and other clinicians. Whilst the study did not identify disruption to
clinical outcomes, interviewees nonetheless highlighted how the incidents affected their duties. Zhao
et al. [30] also asked participants about the emotional toll that they had experienced. A particular
finding was that colleagues involved in trauma patient care experienced increased levels of stress as
a result of the loss of critical systems during the ransomware attack. Collectively, these research
studies focusing on interviewing stakeholders involved in singular ransomware incidents highlight a
core utility of in-depth interviews; the victims are able to convey their experiences in a full-form and
nuanced way. This, in turn, enables the researcher to gain a fuller understanding of the depth and
breadth of ransomware harms. However, at the same time, as the researchers acknowledge [30], the
focus on a singular incident is a limitation. We propose that there are significant benefits to be gained
from engaging with stakeholders across multiple ransomware incidents. This would increase the depth
and breadth of the subsequent results. It would also enable a space for a within-study comparison of
the ‘victim experience’ across differing ransomware incidents.

Whilst contemporary ransomware activity is often attributed to increasingly professionalised
targeting of organisations and/or access brokering [31], comparatively automated ransomware
against micro-Small-to-Medium-sized Enterprises (SMEs) and individuals continues [32]. Some
research has been conducted with respect to attacked home-users; for instance, Simiou et al.’s [33]
survey of 1,180 US residents and Ortloff et al.’s [34] survey of 963 German residents. Respondents
were asked to self-report whether they had been a victim of a ransomware incident. Drawing on the
descriptions of the purported incidents, the authors filtered the responses and conservatively
estimated that 6% (US) and 8.3% (German) of respondents were victims of ransomware [33, 34].



Another study, authored by Button et al. [35], drew on interviews with 38 home users and 14
employees from UK SMEs who were victims of computer misuse crimes (seven of which were
ransomware victims). The study did not draw a distinction between the home and SME victims. Button
et al. [35] examined the interview corpus to identify the victim experience of the individuals,
pinpointing a range of harms, including damage to physical property, psychological and emotional
impact and financial loss.

Broad surveys can be used to gain insight into ransomware victim experiences [36, 37, 38, 39]. For
instance, researchers can use surveys — which include non-victim participants — to gauge general
perspectives about ransomware risks and impacts. Haner et al. [40] surveyed 1,013 US residents to
gauge their feelings about a range of ransomware scenarios. Separately, a study by Mujaye [37]
surveyed 27 IT professionals from a range of nation-states (including the USA, Netherlands and South
Africa), asking respondents about whether a ransom payment should be paid by a given organisation.
The study identified that only 4% of participants advocated ransom payment, with 48% being
equivocal [37]. Whilst these studies examined hypothetical scenarios, this broad survey approach has
also been applied to ransomware case studies. For instance, research by Shandler and Gomez [41]
surveyed 707 residents of North Rhine-Westphalia a week after a ransomware attack against
Disseldorf University Hospital. Participants were asked about their confidence in the German
government’s management of cyber security and the emotions that they experienced after the attack.
Shandler and Gomez [41] suggested that ransomware attacks had the potential to undermine social
cohesion, with the residents reporting a decrease in their trust in the government following the
hospital incident.

Understandably, the recruitment of ransomware victim interviewees can be challenging. Nonetheless,
one approach that existing studies have taken to mitigate interviewee-recruitment challenges is to
draw on reports and publicly-available data relating to ransomware events in order to infer findings
about the victim experience. These studies typically focus on a single ransomware incident. For
instance, Caroscio et al. [42] focus on two Babuk attacks perpetrated against the Washington DC
Metropolitan Police Department and an aerospace contractor, respectively. The authors outline the
timelines and modalities of the attacks and subsequently conduct a high-level analysis of the impacts.
Separately, Jarjoui et al. [43] focus on a ransomware attack against an Australian alcoholic beverage
manufacturer. In a similar fashion to Caroscio et al. [42], the authors present a timeline of the attack,
before discussing the operational and economic impacts [43]. A recent study by Pattnaik et al. [44]
drew on public sourcing of eight ransomware cases from 2017 to 2021 to model a range of financial
and non-financial harms, identifying prominent social and human harms present across differing
victim-sectors. Such studies offer valuable insight into victims’ experiences of ransomware harms by
drawing on secondary data. The capacity to develop comparison studies [44] is also insightful for
identifying areas of divergence and convergence between ransomware harms and the victim
experience. However, there are potential limitations to the nuance and detail that can be gleaned
from secondary data such as news reporting and public reports.

Understanding the ransomware harms and the victim experience: research
gaps

The above exploration of the state-of-the-art in the victim experience of ransomware harms and
ransomware incident management suggests pressing research gaps. Given the challenges of accessing
ransomware victim participants, there is a need for further research drawing on multiple participants.
Furthermore, limited pools of interviewees and incidents reduce the scope for researchers to make
assessments of the timeline of experienced ransomware harms; particularly mid or long-term harms.
There is also a tendency to analyse the victim experience of ransomware from either an organisational



or an individual basis; whereas pertinent findings may be found in the synergy and contention
between the two. Finally, whilst — commendably — there is existing research that considers the non-
financial harms of ransomware, such as its psychological effects on direct or indirect parties, further
research is warranted in this area, particularly drawing on interviewees who experienced attacks that
occurred across 2020, 2021 and 2022, given the recent escalation in the reported financial harms [22,
23].

Importantly, a stronger empirical understanding of the financial and non-financial harms that victims
experience during and after a ransomware event can: (i) better inform organisations about the
possible impacts that they and their staff may experience; (ii) assist them in preparing mitigation
strategies to alleviate impacts; and (iii) better inform wider society about the overall impact(s) that
ransomware causes against victims. In essence, the ongoing effort to improve our understanding of
ransomware harms is an important and necessary step to increase empathy, increase resiliency, and
inform policymaking decisions that may have an influence on ransomware victims.

These aforementioned research gaps compose the area where our research sits. As highlighted in the
study-rationale included in the introductory section of this paper, we approach this research in an
exploratory manner. This approach empowers ransomware victims — and those who work alongside
substantial numbers of ransomware victims — to express ransomware harms and the ransomware
victim experience in their own words. Importantly, this research contributes to gaps in the field of
literature in a number of ways. Firstly, we have held long-form interviews with a comparatively large
number of ransomware victims and the ransomware support ecosystem. Secondly, the ransomware
victims represent diverse sectors, intra-organisational roles and organisational size. Thirdly, given the
dynamic nature of the ransomware threat, our data corpus captures the victim experience in the midst
of a distinct evolution in ransomware groups’ tactics. Chiefly, this is the growing prominence of data
exfiltration as a form of extortion leverage. These three points also consequently highlight primary
areas of novelty.

We draw on our data corpus to develop an analysis of the scope and scale of ransomware harms. To
synthesise findings, we also include two comprehensive tables that capture all of the harms that were
identified by interviewees and workshop participants. The first table focuses on ‘organisational’-level
harms, and the second table focuses on harms-to-staff within those organisations (including both IT
and non-IT staff). We stress that these harm tables are a ‘snapshot’ of harms that ransomware victims
may experience. Ransomware experiences can vary markedly, depending on internal and external
contexts. Our tables — and analysis — is not comprehensive. However, our exploratory research
approach has enabled us to draw an analysis that develops a significant depth and breadth of
understanding of the ransomware victim experience. This builds upon the existing research
highlighted in this section, and contributes to the filling of pertinent gaps in collective understanding;
including across academia, policymaking and other stakeholder contexts.

Research methodology

In order to answer our research question “what harms do victims of ransomware experience and what
factors alleviate or aggravate those harms”, we created a research process consisting of three stages
and touchpoints with participants: semi-structured interviews, book-ended with two workshops. In
total, 83 participants were involved throughout the three stages of the research. The inclusion criteria
for participants at every stage of the research were as follows:
9 Individuals representing organisations based (in whole or substantial part) within the UK that
had been subject to a ransomware attack and that could speak to either: the impact of the
attack on the organisation and/or the direct effort to resolve the impact of the attack.



9 Individuals with significant professional experience of supporting organisations based (in
whole or substantial part) within the UK that had suffered ransomware attacks, for example,
through providing: Insurance, Incident response, Legal services, Police/emergency response
services, or National/international level policy-making and governmental oversight.

Workshops were performed at the start and end of the interview period as a means to frame, validate
and further explore topics. These were collaborative events, designed to use the participants’
expertise to bolster, at the start, the set of interview questions; the workshop at the end provided an
opportunity to interrogate the analysis performed on the interview data to that point. The choice to
use workshops in addition to interviews was made as a means of increasing the rigour of interview
guestion setting and the conclusions made from data analysis. In coordinating a group of experts with
different experiences of the issues posed by ransomware in organisational settings, the workshops
allowed for debate and discussion to hone the knowledge and understanding of the subject, based on
recent professional experience. The use of a combination of individual data collection and wider
expert workshops is in keeping with similar previous research such as Mott et al [1] and Parkin et al.
[73]. Below we present further detail on each of the three stages.

Following the receipt of ethical approval from our institution’s internal/ethics review board, the first
workshop was scheduled. To expand upon the methodology’s introduction above, the premise of the
initial workshop, which was held in November 2022 over Zoom, was to explore the types of harms
that the participants had collectively witnessed when supporting victims of ransomware attacks — this
was done as a basis upon which to frame the interview questions. The use of the workshop allowed
for group discussion and resulted in the refining of ideas over the period of the session, which may
not have occurred as organically in one-to-one discussions. For a breakdown of the first workshop’s
participants and their professional background, see Table 1. It should be noted that four participants
from this workshop were subsequently interviewed in stage two.

Table 1: Workshop 1’s Participants

Number of
Type of Organisation Participants
Cyber security [CS] 1
Digital Forensics and Incident 10

Response (DFIR) [DFIR]

Government [GOV] 1
Cyber insurance [Cl] 3
Law enforcement [LE] 5
Law firm [LF] 3
Ransomware recovery [RR] 3
Total 26

The second stage, semi-structured interviews, was performed between November 2022 and March
2023. In total, there were 42 interviewees; these were sourced initially from the network of the
authors and, subsequently, through snowball selection. Interviewees were loosely considered to be



one of three types: representatives of directly attacked victim organisations?, from organisations that
directly support victims during the ransomware process (including law enforcement), and individuals
from the government (including policymakers) who focus on ransomware. For a full breakdown of

participants by type, see Table 2.

Table 2: Interview Participants (non-victims and victims)

Type of organisation

Number of
participants

Crisis communications [CC]
Cyber insurance [Cl]

DFIR [DFIR]

Government [GOV]

Law enforcement [LE]

Law firm [LF]

Ransomware recovery [RR]

w W PO W

Total (non-victims)

Type of organisation

24

Number of
participants

Education [ED-VIC]
Engineering [ENG-VIC]
Financial Services [FS-VIC]
Foreign Government [FGOV-
VIC]

Government [GOV-VIC]
Healthcare [HC-VIC]

Local government [LG-VIC]
Manufacturer [M-VIC]
Professional Services [PS-VIC]
Technology [T-VIC]

4

Total (victims)

A semi-structured interview process was necessary to ensure the flexibility required to focus upon
those issues that were the most important to each participant. Not all questions were asked in all
instances. Although the questions were slightly different depending upon the context upon which the
participants were being interviewed, for victims in particular, it was considered vital by the
interviewing team to enable the discussion to flow in ways that could explore the most important
aspects of their experiences. As mentioned above, the questions asked around harms were informed
by the findings of the first workshop. For the full list of questions, see Appendix A.

3 That is to say, participants in this group were employees at organisations that had directly been targeted with
ransomware, and not further down the supply chain.
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Representatives from organisations that had suffered a ransomware attack were prompted to give
details about their organisation, and then details about their experience of the ransomware attack, as
they experienced it. As these individuals did not all work within IT, some could not speak in as much
detail about the technical implications, but rather were well placed to discuss the operational and
wider impacts upon their organisation and its employees (and any other organisations or individuals).
Participants were then asked details about the timeline of the harms they recognised their
organisation — and those within, and related to, the organisation — suffered as a result of the
ransomware attack, and what harms they were. We then probed whether there were harms that they
recognised had occurred but were overlooked, whether within the organisation or more generally.
Our line of questioning also considered whether there had been any attempts to measure, quantify
or otherwise document the impact of the attack on the organisation. If so, participants were asked if
they could share the outcomes, and if not, what measures they would consider valuable to use when
quantifying the impact.

After this set of questions, representatives from victim organisations were asked about their
experience with third parties: who proved to be supportive, and why, and who was not? Were there
any aspects of third-party involvement (or lack of involvement) that turned out to be especially
beneficial or damaging? What reporting did the organisation perform, and was that process — where
reporting was undertaken — easy or difficult? What improvements to the process would they suggest?
Would they expect more support from any parties? And what would they have done differently?

Other participants, including third-party support services, law enforcement and government/policy
makers had a different version of the questions asked to representatives from victim organisations.
In particular, third parties and law enforcement were asked to give answers speaking to their overall
experience of assisting victims of ransomware, in line with the topics listed above.

The third stage in the research process was a second workshop. This workshop asked participants to
reflect upon the harms and mitigating factors that had been brought up in the interview process and
consider whether any further aspects should be refined or explored more, through other interviews
(following a similar methodological approach to Hadan et al. [46] and Mott et al. [1]). The workshop
had 21 participants, of which two had also been interviewed — for a breakdown of workshop
participants, see Table 3. We held the session over Zoom in March 2023, and following a presentation
of the findings to date, participants were split into two breakout rooms for further discussion, for a
period of 50 minutes. The outcomes of the workshop showed broad alignment with the harms and
factors elicited in the interviews.

Table 3: Workshop 2’s Participants

Number of

Type of Organisation Participants
Academia [AC] 2
DFIR [DFIR] 10
Government [GOV] 4
Cyber insurance [Cl] 2
Law firm [LF]

Ransomware recovery [RR] 1
Total 21

11



Both workshop sessions (including Zoom chat logs) and all interviews were audio recorded and
transcribed, with all identifying features of the participants removed. Following this, they were
coded by two of this paper’s authors using NVivo 12. The transcriptions were subjected to thematic
analysis [45] by these researchers to draw out themes. Following this extremely widely applied
analytical method, as refined by Braun and Clarke since 2006, we agreed that the text would be
approached in the following ways:

9 Analysis would be undertaken deductively, with coding being framed in part by the questions
being asked, and the need to focus on non-financial and organisational harms especially, given
the prevalence of these harms in previous research.

9 Analysis would be latent, not semantic, in nature: although experts in the field would have a
precise grasp of terminology and a more detached emotional experience, it was considered
likely that victim participants in particular may be unable to explicitly verbalise either technical
aspects of recovery or, more generally, struggle to discuss difficult and stressful situations. In
this case, the implicit understanding of the participants was deemed to be invaluable,
particularly given the absence of such voices from the existing literature.

 Analysis would be constructionist in approach: the sensitivity required to understand and
report upon the victim experience would necessarily require using the participant’s
perception of the situation as the reality of the situation. This was considered especially
important given previous literature focused less on the human aspects of the impact of
ransomware (as discussed in the literature review), giving the potential for
underrepresentation of the physical and emotional toll of such events.

The initial code book was created deductively by one researcher based upon the structure of the
interview questions. Both researchers then coded three transcripts using this code book to understand
if the codes created were sufficient. After our further consideration, one more code was added; the
completed code book can be found in Appendix B. Although Braun and Clarke’s approach does not
call for the comparison of researchers’ codes for similarity, it was considered by the research team
that some additional rigour would be provided by doing so. The two researchers worked
independently, coming together at the end to compare the differences within their coding. Cohen’s
kappa was calculated to evidence inter-rater reliability: the score was 0.81, which evidences almost
perfect agreement [47].

In the next section, participants will be referred to in the following way: interview participants will be
referred to by a shortened version of the category labels seen in Tables 1, 2 and 3 (e.g., Cyber
Insurance is shortened to Cl, so the second interviewed Cyber Insurance professional is labelled Cl2.
Victim interviewees have had “-VIC” added for clarity in the attribution of comments in the results
section). This will be appended with a number based upon the order in which the participants were
interviewed. Workshop participants will be treated in the same way, with a W attached to the start of
the shortened category label (e.g., W-CI2). Given the sensitivity of the topic being covered, victim
participants may be referred to with a high level of anonymity in the results section that follows, in
particular, avoiding giving details of the sector the organisation is in. This is to ensure that participants
are not inadvertently de-anonymised by details of the circumstances of the attack suffered.

Results
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This section presents findings regarding the harms that victims of ransomware attacks experience and
the factors that alleviate or aggravate those harms. In sum, the interviews and workshops highlighted
important areas of convergence and divergence between the experiencing of harms between victim
organisations and the employed staff. Accordingly, we draw on excerpts from the qualitative data
corpus to present experienced harms that interviewees and workshop participants highlighted as
being prescient. The first section considers prescient organisational-level harms, and the second
section considers prescient employee-level harms. At the end of each section — organisation and
employee, respectively — we also include a table that lists all the harms that were discovered across
the interview and workshop data corpus. Lastly, this section draws on the data gathered to present
the range of factors that were identified as either potentially aggravating or alleviating the victim
experience. We first focus on three of the most salient factors, namely, (ransomware) crisis
preparedness, leadership culture, and communication (both internal and external). This is followed by
a table that lists all the aggravation/alleviation factors found across the interview and workshop data.

The harms experienced by the directly targeted organisation

Ransomware is recognised as a severe disruptor

A primary finding from our research was the agreement by participants that ransomware could cause
significant harm for organisations: not only can it immobilise organisations, but its continuing
evolution means that attacks are swifter and perhaps more effective now compared to the past. The
ability to disrupt an organisation’s ability to function was discussed by some victims as being swift to
arise and potentially fatal to the organisation. One victim at a legal firm described it as “[an
organisation’s] number one risk, having gone through that experience ... it has to be the number one
threat because it’s the only thing that can close you down immediately ... | think it’s that fundamental
and existential” (PS1-VIC). A participant with experience of an attack against a critical national
infrastructure (CNI) organisation at the heart of a small country noted that the incident “totally
paralysed the country” (FGOV1-VIC) causing severe disruptions to governmental organisations at
national, regional and local levels.

Those interviewed that worked in supporting the victim’s recovery discussed how the relative speed
of attacks has increased over time: “we have older incidents where you have the killchain happening
over eight days. Now it’s like over hours” (ClI3). This sometimes leads to a level of violent refocus for
organisations: “I think you struggle to find something that is so immediate and has such a cataclysmic
effect on a company’s ability to trade than ransomware ... it happens literally overnight. And
everything you relied on yesterday is suddenly no longer relevant and you can’t see beyond the next
couple of weeks” (LF4).

In terms of the harms upon the direct organisation, these can broadly be categorised into two blocks:
financial and reputational. The financial harms include loss of income due to business interruption
(LF4), the cost of remediation (ED1-VIC) — for instance, new systems, staff overtime, third-party
incident response services and legal support — and possible future lost income due to foregone future
clients and contracts (M1-VIC). Reputational harm could be manifested in the form of lost-trust
between the victim organisation and their clients, supply chain, business partners and own workforce
(M1-VIC). In this lens, reputational harm appears somewhat linked to financial harms; i.e., a damaged
reputation (or fear of a potential reputational damage) is harmful because it can lead to, or exacerbate,
prospective financial loss. Nonetheless, the interview data did highlight a debate as to whether
financial or reputational impacts are more harmful than the other, with some arguing that financial
impacts were more harmful (T2-VIC) and vice versa (CI3). Importantly, this was typically caveated by
context-dependency (DFIR7).
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In principle, one may argue that harms to the directly targeted organisation could be quantifiable.
Whilst some of the harms noted later in the paper — such as psychological stress experienced by staff
—may be more subjective, harm-to-organisation could be narratable as overt business costs. However,
measuring the severity of harm in overt units can be challenging. Time-to-recover is one way of
measuring harm to an organisation. Interviewees highlighted that following a disruptive ransomware
incident, an organisation might typically experience an initial crisis phase lasting days or weeks (T3-
VIC), and that it could typically take several months for an organisation to return to ‘normal’
operations (CI1).

The financial cost would be another measurement. One way in which organisations could provide a
ballpark figure of overall cost is through the value of their insurance claim (CI1); assuming that they
have cyber insurance and choose to make a claim. However, whilst this provides an indication of the
insurable losses, it may not necessarily be a true reflection of the actual loss. Organisations typically
would make an overall assessment of the cost and either disseminate this externally or internally
(GOV2-VIC). Where such an assessment was disseminated solely and confidentially with senior
management, interviewees were understandably unable to share the figure(s) with the interviewing
team. More broadly, interviewees noted that it was difficult for organisations to identify a categorical
figure of the cost of a ransomware incident when conducting a post-event report (FS1-VIC; PS1-VIC).
This challenge was exacerbated by other fiscally disruptive events, such as the SARS-CoV-2 pandemic
(FS1-VIC).

Harms experienced depend on context

Although the disruption of ransomware was widely recognised by participants, there was sometimes
a surprising lack of agreement on how severe the risk was relative to other potential organisational
disruptors. This was noted, in particular, in organisations with significant other regulatory burdens,
where other existential threats were more clearly defined, as they relate to the organisation’s
requirement to keep people safe. One interviewee, who had dealt with a significant health and safety
incident prior to the ransomware attack, rated the ransomware as less severe (PS2-VIC). A victim from
the education sector reflected that “ultimately, a pupil isn’t going to die as a result of a ransomware
attack, and therefore it is a lower level of risk, [although] it might disrupt their education” (ED4-VIC).

This divergence of concern about risks also spread into views as to whether data exfiltration or data
encryption was worse for an organisation. Whilst one interviewee noted that “/ think people are
probably more scared of the data breaches ... because that is something that they can’t control ... that
is more of a major concern” (LE2), others argued that encryption remained the most harmful, likening
its capacity for business interruption to a “cardiac arrest” (LF3). One ransom negotiator highlighted
that in cases where encryption was a serious issue for the victim organisation, about 70% of such
victims would opt to pay a ransom (DFIR6). Comparatively, in instances where only the data
exfiltration was a serious issue for the victim organisation, about 30% of such victims would elect to
pay a ransom (DFIR6). This roughly aligns with those interviewed victims who would openly discuss
paying a ransom: of three in total, one reported paying due to the sensitivity of the exfiltrated data
(PS4-VIC), with two paying because it presented the most efficient solution to decrypt affected
systems (ED1-VIC; T3-VIC).

Interviewees cited a range of reasons why organisations suffer differently from similar attacks:
encryption was significantly more harmful where there could be little tolerance to business
interruption, with possible loss of business or the breaking down of supply chains as a result: “when
we look at the sort of the supply chain risks, it's amazing where the problems exist no matter how
much planning you do...” (DFIR2). Exfiltration of particularly sensitive data, however, could result in
different harms: costly litigation, a prolonged loss of trust (LF4), or in certain cases, actively putting
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individuals in danger where the organisation has safeguarding obligations (DFIR7). In such cases, often
it could be only “small parts” (DFIR4) of a much larger exfiltrated data set that cause significant
concern. Therefore, the problem arises that it is simply not clear what data the actor has access to,
and trying to find out that information is extremely hard, even with the insight gained during
negotiation. One education sector interviewee explained that:

[the ransomware actors] started to talk about pupil information. And that’s the thing that we really would
worry about, because it’s all sorts of safeguarding stuff, medical stuff, but in the end, they didn’t have that.
So we called their bluff ... when they started their dark-web page, they had salaries of staff, and that was
bad ... but they didn’t have pupil information to put up. (ED2-VIC)

The lack of certainty around the data that has been exfiltrated also makes it harder to assess which
data subjects to notify, and how to narrate the seriousness of the breach with individuals impacted,
regulators and the press (W-DFIR1). Additionally, in order to maintain pressure on victims,
ransomware actors have been known to lie about exfiltrating data (FS1-VIC); there is also the ongoing
concern that exfiltrated data could (re)surface several years after the initial breach, creating questions
around liability (DFIR7), particularly if those whose data was lost can evidence harm (W-LF1).

Thus far in the paper, we have presented select organisational-level harms that interviewees and
workshop participants narrated as being particularly prescient. Table 4 presents the full set of
organisational-level harms that we discovered through our research as linked to the ransomware
attack. While we have sought to be comprehensive, other harms may exist that were not mentioned
by participants, and not all harms may be present in all cases — there may also be contextual and
organisational variables at play. We posit that this table will be useful in informing researchers,
policymakers and industry stakeholders about the breadth of harms that can emerge as a result of
ransomware incidents. This may also support the ongoing refinement of cyber harm taxonomies [48].
For the purpose of clarity, we have categorised harms as either physical, economic, reputational, or
social/societal. This list does not assign any greater/lesser significance to particular harms, and as such,
we document harms in alphabetical order.

As noted at the beginning of the Results section, the data gathered highlighted areas of convergence
and divergence between the experiencing of harms of an organisation vis-a-vis the staff at the
organisation. The next subsection, therefore, outlines a range of harms experienced by employees,
including both financial and non-financial. One early relevant observation is that employee efforts to
alleviate harms to the organisation can, in some circumstances, lead to employee harm.

Table 4: Harms to organisations identified in interviews and workshops

Harm type Harm experienced by the organisation

Physical CCTV, fire and/or estate control systems unusable

Data exfiltrated

Data files damaged temporarily or permanently

Decryption keys may not work or may partially work
Disruption to online presence

IT infrastructure damaged temporarily or permanently

IT infrastructure maliciously used as cryptocurrency miners
IT infrastructure switched offline

Organisation cannot continue operating and/or goes bankrupt
Potential contestation between recovery and forensic efforts
Ransomware may be followed by opportunistic DDoS attacks
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Ransomware may be used to cover up another illicit activity
Verbal and written hostility/anger from clients
Verbal and written hostility/anger from staff

Economic

Cost of covering sick leave for impacted employees

Cost of credit monitoring services for persons impacted

Cost of electricity consumption for attacker’s cryptocurrency mining
Cost of incident response services

Cost of IT training

Cost of legal services

Cost of litigation

Cost of lost productivity

Cost of mitigation of attack

Cost of new replacement IT systems

Cost of new services (e.g., threat monitoring and cloud services)
Cost of new software

Cost of public relations services

Cost of ransomware negotiators

Cost of replacing staff who leave the organisation

Cost of triggering contract penalties due to business interruption
Costs from anticipated or unanticipated gaps in insurance coverage
Depletion of financial reserves

Drawing on credit lenders and/or liquidity teams

Fees to access cryptocurrency

Increased cost of cyber insurance premium

Interruption to payroll operations

Jeopardization of a pending acquisition

Jeopardization of a pending merger

Loss of data can make taxation paperwork challenging

Loss of future sales and contract renewals

Loss of income due to business interruption

Opportunity cost of exertion and diversion of resources

Ransom payment

Regulatory fines

Psychological

N/A — organisation is an inanimate entity; psychological harms covered in staff
harms

Reputational

Attackers use victim IT systems to fraudulently contact clients
Clients have less trust in victim organisation

Industry peers have less trust in victim organisation

Loss of trust within organisation

Negative exposure in industry publications

Negative exposure in media or social networks
Organisation’s exposure on data leak sites

Organisations in the supply chain have less trust in the victim organisation
Reduced net promotion score

Regulatory censure

Requirement to flag the incident in future audits

Social / Societal

Degradation of workplace culture

Exposure of illegal data handling

Exposure of malpractice

Jeopardization of safeguarding obligations or responsibilities
Supporting crime in the event of ransom payment
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The harms experienced by staff within the organisation

From an analysis of participants’ responses, a range of significant financial and, in particular, non-
financial harms are experienced by staff working organisations suffering a ransomware incident. As
may be expected, there was a range of immediate, and often severe harms associated with being IT
staff or those staff directly responsible for dealing with the immediate remediation effort; however,
non-IT staff also reported suffering h