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Abstract

The advent of Online Social Networks (OSNs) has started a new era of communica-

tion and information dissemination, fundamentally altering the way individuals and

organisations interact in the digital age. OSNs such as Twitter, Facebook, LinkedIn

and YouTube allow billions of people across the globe to create online communities

based on similar interests. With almost everyone and everything being touched by

cyber space in recent times, and despite the advancement in technology and cyber

security, malicious attacks are still targeting individuals, organisations and systems

on a large scale and utilising new channels like social media platforms. Cyber secu-

rity is a field dedicated to safeguarding computer systems, networks, and data from

theft, damage, or unauthorised access. Within the complex interconnected nature

of OSN users, a distinct category of accounts has gained particular attention and

significance: cyber security accounts. These accounts encompass a wide spectrum

of groups, such as activists, hacktivists, cyber criminals and cyber security experts.

Cyber security experts include researchers, practitioners, innovators, vendors,

etc. While previous studies have explored various types of cyber security related

accounts and their communities on OSNs, the activities of cyber security experts

have not been sufficiently investigated. This thesis addresses this research gap by

designing, developing and testing tools to support studying cyber security experts on

OSNs, with a particular focus on cyber security researchers. The tools developed and

tested include 1) a general cyber security taxonomy, 2) multiple Machine Learning

(ML) classifiers, and 3) some generalisable methods for collecting and analysing data

from OSNs. Therefore, the thesis encompasses three main studies as follows.

First, the thesis introduces a novel human-machine teaming-based process for

building taxonomies. Many previous studies relied solely on manual efforts, leading

to limitations in covering diverse topics and rapidly evolving concepts. The proposed

process was applied to the cyber security domain as an example, which allowed

human experts to collaborate with automated Natural Language Processing (NLP)

and Information Retrieval (IR) tools to co-develop a general cyber security taxonomy
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from relevant textual sources with reasonable human effort.

Second, the thesis presents the design and development of several ML classifiers

to detect the needed Twitter accounts. They include a baseline classifier for detect-

ing cyber security related accounts in general, and four sub-classifiers for detecting

other related sub-groups of accounts (individuals, hackers, academia and research).

The classifiers were trained and tested using a systematic approach involving the

cyber security taxonomy built earlier, real-time tweet sampling, and crowdsourcing

for dataset labelling. By considering a richer set of features than previous studies,

the classifiers achieved promising performance, with the Random Forest model out-

performing others, with the F1-score reaching 93% for the baseline classifier and

83-91% for the sub-classifiers. Feature reduction analysis demonstrated that a sub-

set of just six features maintained the same performance levels, providing efficient

and effective classifiers for detecting cyber security accounts on Twitter.

Third, in the last part, the cyber security researchers were analysed as an example

of a sub-group of cyber security experts. As a case study of a research community,

the presence of the UK’s Academic Centres of Excellence in Cyber Security Re-

search (ACEs-CSR) on Twitter was analysed. Several machine learning classifiers

were utilised to identify cyber security and research related accounts, and a social

graph was constructed using the friends and followers of the ACE-CSR accounts.

Then, a comprehensive analysis was carried out, including community detection,

social structural analysis, influence analysis, topic modelling, and sentiment analy-

sis, revealing interesting insights about the research community around ACEs-CSR,

such as their sub-communities, top influencers, the influence distribution, the topics

being discussed by cyber security researchers, and last but not least the sentiment

towards the ACE-CSR programme and accounts. Twitter was used as an example

in this thesis, but all the presented methodologies can be applied to other OSNs.
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Chapter 1

Introduction

“A goal without a plan is just a wish.”

- Antoine de Saint-Exupéry

1.1 Motivation

During the first decade of this century, online social networks (OSNs)

like Facebook and Twitter have witnessed remarkable expansion in user

registrations and social engagement (Bilge et al., 2009). These plat-

forms enable individuals to share a wide array of information, encompassing news,

photos, videos, emotions, personal details, and even research endeavours (Adewole

et al., 2016). These platforms have seamlessly integrated into our daily routines,

becoming pervasive in modern society and fundamentally shaping how people con-

nect, share, and consume information. Some industry experts argue that you are

not part of cyber space if you are not using Facebook, YouTube or Second Life, as

everything nowadays is about social media (Kaplan and Haenlein, 2010).

Numerous studies have highlighted that a significant portion of people’s time is

spent on various online platforms like Facebook, MySpace, Twitter, YouTube, and

other blogosphere (Hajeer et al., 2013). Thanks to the fast increase in mobile inter-

net access, individuals can now engage with OSNs anytime and anywhere. These
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platforms have given rise to an extensive body of User Generated Content (UGC),

which has evolved into a significant form of electronic word of mouth in today’s

digital landscape (Mao, Zhou, and Xiong, 2020) and information sharing across

the globe. This evolving landscape highlights how online social media applications

have transcended their initial roles and are now instrumental in shaping modern

interactions and information dissemination strategies.

These networks not only connect people on a massive scale but also play a pivotal

role in the formation of communities centred around specific topics or interests. The

prevalence of OSNs has given rise to diverse online communities, enabling individu-

als to engage with like-minded peers, stay informed, and participate in discussions

aligned with their interests and professional pursuits. In essence, social networks

are composed of various connections, such as friendships and other acquaintances

among individuals. It is a common observation that these networks display a com-

munity structure characterised by groups of vertices with dense internal connections

and sparser connections between these groups (Girvan and Newman, 2002).

The proliferation of online platforms, facilitating the gathering and dissemination

of information, has brought about a concurrent increase in cyber crimes targeting not

only individuals but entire communities. Consequently, researchers and practition-

ers have embarked on a quest to comprehend this virtual landscape and the methods

through which socially and digitally connected individuals can be exploited (Carley,

2020). This ongoing exploration has given rise to a novel scientific and engineer-

ing field known as “social cyber security”, as described by Carley in their study.

This term is commonly accepted as the “socio-technical aspects of cyber security”

based on the Socio-Technical Systems (STS) theory, which revolves around an ap-

proach aimed at optimising the coordination and harmony between the social and

technical aspects of a system, all while taking into account the system’s external

environment (Beekun, 1989). STS theory emphasises the interplay between social

and technical elements in any system, including the cyber security domain, since

cyber security is not solely a technical concern but also a social one.
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Social cyber security differs significantly from traditional cyber security, which

primarily concerns the security of machines, computers, and databases against po-

tential compromises. In contrast, social cyber security places its focus on the human

element, exploring how individuals can be compromised, influenced, or relegated to

the unimportant in the digital realm (Carley, 2020). While cyber security experts are

typically well-versed in technology, computer science, and engineering, social cyber

security experts require expertise in fields such as social communication, statistics,

Social Network Analysis (SNA), community building, and Machine Learning (ML).

OSNs are no longer exclusively utilised by individuals; instead, they have increas-

ingly attracted the attention of various organised collectives, including legitimate

enterprises. When it comes to cyber security accounts on OSNs, we can distinguish

two main categories: the adversaries or nefarious accounts and the cyber security

expert accounts. For the first category, notably, groups such as activists, hacktivists,

and cyber criminals have recognised the potential of these platforms as effective com-

munication tools for disseminating their ideologies and messages (Nouh and Nurse,

2015). For the second category, within these networks a myriad of accounts and pro-

files are dedicated to cyber security, ranging from individual cyber security experts

and research organisations to governmental and commercial entities. These accounts

often engage in discussions related to different topics in cyber security such as emerg-

ing threats, cyber attacks, data breaches, best practices, research findings, privacy

laws, and policy matters. Thus, OSNs have become pivotal arenas for discourse,

collaboration, dissemination of knowledge and, more importantly, for fighting and

mitigating the harm caused by nefarious activities of hackers and different cyber

criminal groups (Adewole et al., 2016; Ferrara et al., 2016).

It is crucial to identify the accounts used by cyber criminals or hackers and

understand these accounts and their activities. First, they pose significant threats

to individual users, who can become victims of fraud, identity theft, or any other

form of cyber crime. Second, they can disrupt the normal functioning of OSNs and

degrade user trust in these platforms. Lastly, through their influence on public opin-
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ion, these accounts can have broader societal impacts, including the manipulation

of political processes and the spread of harmful ideologies (Bradshaw and Howard,

2019). Studying the communities formed by these accounts can provide insights into

their strategies, behaviours, and targets, which can be used to develop more effec-

tive defence mechanisms. This is an active area of research, with various methods

being proposed, including network analysis, machine learning, and user behaviour

analysis (Jones, Nurse, and Li, 2022; Aslan, Li, et al., 2020; Jones, Nurse, and Li,

2020; Tavabi et al., 2019; Kigerl, 2018).

On the other hand, cyber security experts encompass a diverse group of individu-

als, including researchers, practitioners, innovators, vendors, and more. While prior

research has delved into different categories of cyber security related accounts and

their respective communities on OSNs, there remains a gap in our understanding

of the activities and interactions of cyber security experts. Studying the activities

and communities of experts on social media can provide valuable insights into their

communities, activities, communication patterns, discussions, influence, etc.

The motivation behind the research presented in this thesis stems from the need

to design a practical approach and develop and test the needed tools and methods

that allow studying cyber security expert accounts and communities on OSNs. Thus,

the following pieces of research were presented in the course of this thesis.

First, the thesis introduces a novel human-machine teaming-based process for

building taxonomies that further contributes to the advancement of knowledge or-

ganisation and systematisation in the dynamic and interdisciplinary field of cyber

security. Using this methodology, a general cyber security taxonomy was built,

which helped capture and organise the knowledge in the cyber security domain.

Second, the thesis presents an enhanced methodology for detecting cyber se-

curity related accounts and other sub-groups (individuals, hackers, academia and

research) on OSNs. Designing and building reliable ML classifiers was necessary to

automatically identify any required group of cyber security related accounts that we

intend to study. It is important to note that the classes and concepts of the created
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taxonomy were used as additional features to improve the developed classifiers.

Third, using the tools mentioned above and other techniques, we studied the

cyber security experts on OSNs, focusing on a specific sub-type of experts, which

was the cyber security research accounts. As a case study, we analysed the presence

of the UK’s Academic Centres of Excellence in Cyber Security Research (ACEs-

CSR) (NCSC, 2019) on Twitter. See Section 6.2.2 for more about ACEs-CSR.

Overall, the research conducted throughout this thesis offers a comprehensive

analysis of cyber security experts on OSNs, focusing on cyber security researchers

with potential implications for Cyber Threat Intelligence (CTI), research collabora-

tion, and cyber security awareness activities.

1.2 Research Aims

Studying cyber security experts’ activities, communities and discussions on OSNs is

quite important for many reasons, we will mention a few below.

• Understanding Threat Landscape: By analysing the activities of cyber secu-

rity experts, researchers and practitioners can gain insights into emerging threats,

attack patterns, and vulnerabilities. This understanding is essential for devising

effective defence strategies and enhancing overall cyber security posture.

• Identifying Trends and Patterns: Studying the behaviours and interactions

of cyber security experts allows for the identification of trends and patterns within

the cyber security community. This knowledge can inform decision-making pro-

cesses, policy development, and resource allocation in combating cyber threats.

• Enhancing Collaboration: By finding online communities of cyber security

experts, it becomes possible to identify potential collaborators, thought leaders,

and influencers within the field. This facilitates knowledge sharing, collaboration

on research projects, and the dissemination of best practices and lessons learned.
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• Monitoring and Early Warning: Monitoring the activities and discussions of

cyber security experts on OSNs can serve as an early warning system for emerg-

ing threats and attacks. Timely identification of such threats enables proactive

measures to be taken to mitigate risks and protect against potential cyber attacks.

• Informing Policy and Regulation: Insights gathered from studying cyber

security experts’ activities and discussions can inform the development of policies,

regulations, and guidelines related to cyber security. This includes areas such

as data protection, incident response, threat intelligence sharing, and ethical

considerations in cyber security research and practice.

The thesis aims to set a practical approach and develop the needed tools and

methods that facilitate studying cyber security experts’ activities and communities

on OSNs, which is vital for staying abreast of evolving cyber threats, fostering

collaboration and knowledge sharing, and informing decision-making processes in

the field of cyber security. It is worth mentioning that this thesis does not set any

hypotheses to prove or disprove about the cyber security experts, their behaviours

or their communities. The thesis can be considered an exploratory study to identify

cyber security experts on OSNs, analyse their communities, and learn insights about

their discussions and behaviours.

1.3 Research Questions

We broke the main research aim into sub-research problems; each was addressed in

a dedicated chapter. Thus, we set our high-level research questions as follows.

• RQ1: How to build a general cyber security taxonomy using a data-driven ap-

proach?

• RQ2: How to develop reliable machine learning classifiers to identify cyber se-

curity related accounts on OSNs and other related sub-groups?
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Figure 1.1: Thesis Research Question Relations

• RQ3: How to detect and study cyber security expert communities on OSNs?

RQ3 corresponds to the main research aim of this thesis. However, RQ3 requires

some tools and methods to enable the automatic detection of cyber security related
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accounts and other sub-groups on OSNs. Thus, we had to finish RQ1 and RQ2

before RQ3. Also, RQ2 requires the completion of RQ1. See Figure 1.1 for a

visual representation of the thesis research questions, their outputs and how they

are connected to each other to achieve the research aim. To address RQ1, a data-

driven human-machine teaming approach for constructing taxonomies is introduced,

while for RQ2, an enhanced methodology is presented to build reliable supervised

machine learning classifiers to detect such accounts and other related sub-groups.

1.4 Contributions

This thesis makes several major contributions in response to the research questions,

which are listed below.

• A data-driven human-machine teaming approach for constructing taxonomies was

introduced. A general cyber security taxonomy was built using diverse textual

sources as an example and direct application of this approach.

• A methodology based on machine learning classifiers to improve the automatic

detection of cyber security related accounts was designed and implemented.

– Three other ML classifiers were created to capture different types of cyber

security accounts (individuals, hackers, and academia).

– The labelled dataset used for training and testing the ML classifiers was built

using a crowdsourcing method leveraging the expertise of cyber security experts

and knowledgeable participants in the field.

– The features were analysed based on their importance to the classification

process. This resulted in identifying a smaller set of features that achieved the

same performance, suggesting lightweight classifier versions can be built.

– The ML classifiers for detecting cyber security accounts and other sub-groups

were tested in a real-world setting, showing that they maintain good perfor-

mance when they are used on a new dataset.
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– An additional ML classifier was developed to detect cyber security research ac-

counts in order to capture the required group of accounts that were considered

for the analysis of the ACEs-CSR network on Twitter.

• A practical methodology to study cyber security expert communities was intro-

duced, taking the cyber security research accounts as an example of an expert

group. Thus, as a case study, the ACEs-CSR network on Twitter was analysed us-

ing a wide range of tools and methods, revealing interesting insights and proving

the practicality of conducting such studies on cyber security expert communities.

1.5 Thesis Structure

To address the research questions, the rest of the thesis is organised as follows.

Chapter 2 covers the background, which presents some selected topics cov-

ering the following areas: i) Online Social Networks (OSNs), ii) Social Network

Analysis (SNA) and network centrality, iii) Taxonomies (classification, structure,

components, development process,..etc), iv) Natural Language Processing (NLP),

including text metrics and Topic Modelling (TM) and v) Machine Learning, pre-

senting the basics of supervised ML and focusing on the models that were used in

this thesis. The background topics cover the required basic knowledge that read-

ers of this thesis should know before going through the presented work. However,

experts in the aforementioned topics can skip most of this chapter.

Chapter 3 presents the related work, which includes selected studies about: 1)

cyber security taxonomies and ontologies, 2) automatic classification of accounts on

OSNs in general and cyber security related classification tasks in particular, and 3)

studying cyber security accounts’ behaviours and communities on OSNs.

Chapter 4 addresses the first research question RQ1 by introducing a human-

machine teaming-based process for constructing taxonomies. The presented process

is data-driven, where human experts can utilise automated NLP and IR tools to

develop taxonomies from relevant textual documents. The process can be generalised
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to support non-textual documents and to build complex ontologies as well. The

cyber security domain serves as an illustrative example, showcasing the effectiveness

of the proposed taxonomy-building process in creating a general and data-driven

cyber security taxonomy with moderate human involvement and reasonable time.

Chapter 5 answers RQ2, presenting our efforts in developing ML classifiers to

identify cyber security related accounts on Twitter. We created a baseline classifier

to detect cyber security accounts and three sub-classifiers for specific sub-groups

of cyber security accounts (individuals, hackers, and academia). To train and test

the classifiers, we employed a systematic approach that involved constructing a la-

belled dataset with multiple tags for each account, using a cyber security taxonomy,

real-time tweet sampling, and crowdsourcing. A richer set of features was utilised

compared to previous studies. Among the evaluated ML models, the Random Forest

model performed the best, achieving 93% for F1-score for the baseline classifier and

88-91% for the three sub-classifiers. Additionally, we investigated feature reduction

and found that using only six features maintains comparable performance.

Chapter 6 addresses RQ3 and bridges the gap in the literature about studying

cyber security expert communities on OSNs. The chapter presents an analysis of the

UK’s ACEs-CSR presence on Twitter, where ML classifiers were employed to iden-

tify cyber security and research related accounts. Starting from the 19 ACE-CSR

seed accounts, a network graph of 1,817 research-related accounts was constructed.

The study used social structural analysis, influence analysis, topic modelling, and

sentiment analysis, revealing insights like sub-community detection, key discussion

topics, and positive sentiment towards ACE-CSR. The results demonstrated the

value of automated analysis of cyber security expert networks on OSNs.

Chapter 7 provides a comprehensive conclusion to this thesis, summarising the

key findings and contributions made in the preceding chapters. We discuss the

implications of the presented work and how the research questions were addressed.

Furthermore, we highlight the limitations and challenges encountered throughout

the thesis research and provide insights into several areas for future investigation.
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Chapter 2

Background

“Live as if you were to die tomorrow. Learn as

if you were to live forever.”
- Mahatma Gandhi

2.1 Online Social Networks (OSNs)

2.1.1 What are networks?

Networks provide a way of thinking about examining social systems

by directing our focus towards understanding the connections between

the entities within the system (referred to as actors or nodes). These

nodes possess unique attributes, which can include categorical traits (e.g. work,

gender, or marital status) or continuous characteristics (e.g. age, salary, or height).

Additionally, the links or ties between nodes also possess distinct characteristics.

For instance, the relationship between Bill (male, 47 years old) and Jane (female,

43 years old) can be characterised by various aspects, such as marital status, living

together, business partnership, shared friendships, and numerous other relational

features referred to as ties. These relational attributes can take on various forms,

including continuous or ordinal values, such as the duration of their acquaintance

or the frequency of disagreements (Borgatti, Everett, and Johnson, 2018).
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2.1.2 Definition

A social network can be defined as a social structure comprising nodes that represent

individuals or organisations. These nodes are interconnected by various attributes,

including but not limited to friendships, shared values, common visions, ideas, busi-

ness affiliations, and shared interests (Bilge et al., 2009). This intricate web of

connections forms the foundation of social networks, allowing for the exchange of

information, ideas, and interactions among their members. OSN is a case of a gen-

eral social network which in turn consists of nodes and edges (the connections). The

nodes can be Facebook accounts, Twitter users, Email Accounts or mobile numbers,

while for the edges, they can be friendships (Facebook), following (Twitter), emails,

messages, mobile calls or SMS.

Social Network Site (SNS), as defined by Boyd and Ellison, is a web-based plat-

form that offers individuals the capacity to A) set up a profile (public/semi-public)

within the system, B) create a list of fellow users with whom they have a connec-

tion, and C) view and navigate through their connections alongside those curated by

other users within the same system. Notably, the characteristics and designations

of these connections might exhibit variability from one site to another (Boyd and

Ellison, 2007). SNS such as Facebook, MySpace, Twitter and Bebo experienced a

surge in user numbers in the mid-2000s. These platforms gained substantial media

attention due to their massive expansion, large user base (particularly among the

younger demographic), and other issues like the posting of inappropriate content by

minors. Also, the potential for SNSs to be exploited in identity fraud (Thelwall,

2009) attracted media attention.

As SNSs continue to spread and develop, the task of precisely defining what char-

acterises an SNS has become increasingly difficult. Some of the attributes that once

set them apart have lost their prominence, while other features have been imitated

by different types of social media. Platforms that centre on media-sharing, gam-

ing, and location-based media, for example, all motivate users to list their contacts

and “Friends” rendering this feature an inadequate criterion for distinguishing SNSs
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from other genres of online platforms. Furthermore, other characteristics, such as

the media streams on Facebook (i.e., “News Feed”), have emerged as more central

aspects of the SNS user experience. Adding to this complexity, open Application

Programming Interfaces (APIs) and other platform technologies have enabled nu-

merous third-party websites to build upon SNSs or integrate the social connections

of popular SNSs into various tools and platforms (Ellison and Boyd, 2013).

2.1.3 Six Degrees Concept

In 1909, Guglielmo Marconi, the Italian inventor of radio communication, envisioned

that technological advancements would ultimately enable contact with any human

on the planet through approximately 5.83 connections, although he was referring to

a network of radio stations for global communication rather than social connections.

This early idea hints at the concept of a closely connected world (Bradley, 2008).

In 1929, the concept of “Six Degrees of Separation” (see Figure 2.1) was proposed

by the Hungarian writer Frigyes Karinthy in his story “Chains”, where he suggested

that any two individuals could be connected through a chain of no more than five

intermediaries (Karinthy, 1929). However, the formal proposition and development

of the theory were attributed to the American sociologist Stanley Milgram, who con-

ducted a series of experiments known as the “Small World Experiment” in 1967 (Ma,

2015). He aimed to assess Americans’ connectivity and explore the presence of a sep-

aration factor. In these experiments, Milgram asked participants to send a package

to a selected target person – located in another part of the United States – by pass-

ing the message through a chain of acquaintances (Milgram, 1967). In this study, he

introduced the now-famous concept of “Six Degrees of Separation”, suggesting that

when considering the interpersonal relationships of individuals, social distances be-

tween people are remarkably short despite the vastness of the world (Ma, 2015), and

it appears that in a network like the World Wide Web, there are several large hubs

(individuals or websites) that possess an extensive number of connections, and serve

as critical points on which the connectivity of countless websites and individuals
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Figure 2.1: Six Degrees of Separation (Ma, 2015)

depends (Bradley, 2008).

In 1994, during an interview with the American actor Kevin Bacon, he said that

he “had worked with everybody in Hollywood or someone who has worked with

them” (Hedden, 2019). This comment inspired three students at Albright College,

Craig Fass, Brian Turtle, and Mike Ginelli, to create a parlour game called “Six

Degrees of Kevin Bacon” (Fowler, 2019). This game focused on connecting any actor

to Kevin Bacon within six or fewer steps based on their movie roles. Figure 2.2 shows

the concept of such a game, and it is available on this website (Reynolds, 1999).

In 2001, three decades after Milgram’s experiment, Duncan Watts and two other

researchers re-created a similar experiment by conducting a global online social-

search experiment project to prove Six Degrees of Separation and address some

limitations found in Milgram’s work. More than 60,000 email users registered online

to participate in the experiment. The participants were asked to reach one of the 18
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Figure 2.2: Six Degrees of Kevin Bacon (Reynolds, 1999)

target persons located in 13 countries. They were instructed to relay a message to

their assigned target by passing it to a social acquaintance they deemed “closer” to

the target than themselves. Finally, a total of 384 emails arrived at the destinations

through a chain of five to seven people (Dodds, Muhamad, and Duncan J. Watts,

2003). The study revealed that effective social search primarily occurs through

intermediate to weak strength connections. Surprisingly, it does not require highly

connected individuals (“hubs”) to succeed. Intriguingly, in contrast to unsuccessful

social searches, successful ones notably lean towards professional relationships as a

key factor in reaching their targets (Dodds, Muhamad, and Duncan J. Watts, 2003).

2.1.4 Genesis & Growth

Andrew Weinreich, often referred to as “the father of social networking” (Warner,

2014; Hines, 2022), was inspired by the vision of Guglielmo Marconi regarding con-

necting people through a small number of links. In line with this vision, he founded

SixDegrees in 1997, which was the first OSN (Bedell, 1998). This marked the

beginning of a transformative era in digital interaction.

Over the following years, various social networking platforms, including but not
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Table 2.1: Market appearance timeline of some selected OSNs from 1997 to 2020

Year

AsianAvenue Bolt 1997 CaringBridge SixDegree

Care2 Fotki 1998 Open Diary Xanga

AsianAve Advogato BlackPlanet 1999 Cyworld LiveJournal

DeviantArt Faceparty Habbo 2000 LunarStorm MiGente Trombi

CozyCot Cyworld Jappy 2001 Kwick Partyflock Ryze

Fotolog Friendster Last.FM 2002 Reunion Skyblog StayFriends

Couchsurfing Hi5 LinkedIn Multiply MySpace Netlog

Nexopia Tribe.net WAYN
2003

Xing Zorpia

aSmallWorld Catster Dodgeball Dogster Facebook Flickr

Hyves Mixi Orkut
2004

Piczo Tagged

Bebo Buzznet Lokalisten MocoSpace myYearbook Ning

Reddit Renren Xiaonei
2005

Yahoo!360 YouTube

CafeMom Jaiku MyChurch Odnoklassniki Tencent QQ Tuenti

Twitter Vkontakte Wer kennt wen
2006

Windows Live Spaces

Bahu Flixster Fuelmyblog 2007 Platinnetz Ravelry Tumblr

Academia.edu MeinVZ 2008 ResearchGate

DailyBooth Foursquare Sina Weibo 2009 Skoob WhatsApp

Audimated Folkdirect Friendica 2010 Instagram Jiepang Quora

Google+ Pinterest Snapchat 2011 WeChat Wellwer

Cucumbertown Sgrouples Spot.IM 2012 Stage 32 Vine

Smartican Spring.me 2013 Telegram

Ello 2014 Poolwo

Blab Discord 2015 Periscope

TikTok 2017

Clubhouse 2020

limited to Facebook, Twitter, and LinkedIn, have risen in prominence, serving as

vital channels for individuals to connect and engage with one another (Heidemann,

Klier, and Probst, 2012). In Table 2.1, we listed a timeline of the market appearance

of some selected OSNs from the year 1997 to 2020 (Heidemann, Klier, and Probst,

2012; Adewole et al., 2016; Hines, 2022). We can notice that during the years from

2003 to 2006, a lot of OSNs appeared (Boyd and Ellison, 2007), and several ones

were quite successful until this day, e.g. LinkedIn (2003), MySpace (2003), Facebook
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(2004), Flickr (2004), Reddit (2005), YouTube (2005), and Twitter (2006).

OSNs have evolved into crucial platforms facilitating global communication be-

tween people (Adewole et al., 2016). The widespread adoption of social media is

evident in the remarkable user growth. As of 2021, nearly half of the world’s pop-

ulation uses social media, reflecting an increase of over a billion users within the

preceding five years (Kemp, 2021). A recent report by We Are Social Inc high-

lights the continued surge in OSN users, with “active users” reaching 4.76 billion in

January 2023 (We Are Social Inc., 2023), compared to 4.20 billion in 2021 (Kemp,

2021). This exponential expansion underscores the profound influence of OSNs on

contemporary society.

2.1.5 Online Communities

As early as 400 BC, Aristotle described man as a Zoon Politikon, a being with

an inherent need to seek community and form communities (Martins, 2019). The

social networks that Milgram experimented on illuminated that the world is highly

clustered, where many of our friends are also friends of each other (Duncan J Watts,

2004). Particularly within the realm of social sciences, the widespread inclination

to participate in a community has been a thoroughly examined phenomenon for an

extended period (Bagozzi and Dholakia, 2006).

Through the use of platforms such as Twitter, Facebook, LinkedIn, Instagram,

and more, billions of individuals are creating online communities and establishing

connections with one another (Thakur, Hayajneh, and Tseng, 2019). OSNs facilitate

the creation of these online communities comprising individuals who share similar

interests, engage in common activities, have comparable backgrounds, or maintain

friendships. The majority of OSNs nowadays operate on web platforms, enabling

users to create profiles by uploading various content types such as text, images, and

videos. Moreover, these networks provide diverse means for users to interact with

one another (Schneider et al., 2009). Therefore, there are also content communities

whose primary purpose is to facilitate the exchange of media content among users.
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These communities cover various types of media, such as text (e.g., BookCrossing),

images (e.g., Flickr), videos (e.g., YouTube), and PowerPoint presentations (e.g.,

SlideShare) (Kaplan and Haenlein, 2010).

The emergence of SNSs represents a transformation in the structure of online

communities. While websites centred around communities of shared interests con-

tinue to thrive, SNSs are predominantly organised around individuals rather than

topics. In the early days of public online communities like Usenet and public discus-

sion forums, the organisation was topic-based, often following hierarchical structures.

On the contrary, SNSs adopted a personal (i.e., “ego-centric”) network structure,

where the individual serves as the focal point of their own online community (Boyd

and Ellison, 2007).

Online communities represent a virtual organisational structure where knowledge

collaboration can take place on an extensive scale and across a wide range of subjects,

often in novel ways not previously envisioned. One notable aspect is the potential

for collaboration among individuals who may be strangers to each other, possess

diverse interests, and engage in knowledge sharing without direct communication.

2.1.6 Twitter, a major research platform

Twitter ranks as the third most widely used OSN, following Facebook and Insta-

gram (Antonakaki, Fragopoulou, and Ioannidis, 2021). In contrast to other OSNs,

Twitter boasts a straightforward data model and accessible data retrieval API (Ap-

plication Programming Interface). It has solidified its position as a significant re-

search platform, serving as the focal point of study in over ten thousand research pa-

pers within the past decade (Antonakaki, Fragopoulou, and Ioannidis, 2021). These

studies encompass but are not limited to, the dynamics of information propagation

and its credibility, the exploration of user mobility patterns within the platform, the

identification of surges in collective attention towards specific topics or events, and

the comprehensive analysis of prevailing trends in public sentiment. Researchers

across various disciplines have recognised the immense potential of Twitter data as
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a valuable resource for probing these aspects of online communication and societal

interaction (González-Bailón et al., 2014). In contrast to user-declared networks

like Facebook, Twitter is uniquely focused on the dissemination of information.

Twitter users can subscribe to broadcasts from others, making it possible to recon-

struct the network of “who listens to whom” by crawling the corresponding “follower

graph” (Bakshy et al., 2011).

Twitter integrates features from both SNSs and blogs, incorporating unique char-

acteristics. Similar to SNSs, profiles are interconnected through a defined network

structure (Boyd, Golder, and Lotan, 2010). However, these connections are directed

rather than undirected; users can choose to link to (i.e., “follow”) others and view

their tweets without the obligation for the other user to reciprocate the connection,

which is unlike Facebook, where connections are mutual and require confirmation

from both parties (Kwak et al., 2010). Nonetheless, the growing interest among

researchers in Twitter can be attributed to the platform’s relatively straightforward

data accessibility. In contrast to other prominent SNSs such as Facebook, Twitter

is inherently public, and its messages can be readily downloaded on a large scale

through its API (González-Bailón et al., 2014).

2.2 Social Network Analysis (SNA)

2.2.1 Definition

SNA is an approach for analysing social structures using methods and techniques

based on Graph Theory and network measures (Groshek, Mees, and Eschmann,

2020; Tsvetovat and Kouznetsov, 2011). SNA can be characterised as an ap-

proach that displays four properties: structural intuition, systematic relational data,

graphic imagery, and mathematical and computational models (Freeman, 2004).

SNA is not a formal theory within sociology; rather, it is a methodology used to

explore and examine “social structures” using concepts and metrics from the graph

theory (Wellman and Berkowitz, 1988; Otte and Rousseau, 2002).
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SNA focuses on understanding relationships and interactions between individ-

uals or entities in a network, whether it is in a social, organisational, or online

context (Wasserman and Faust, 1994). SNA is a greatly adaptable strategy that

has come before Twitter and Facebook for at least three decades. In SNA, the em-

phasis is placed on the connections between nodes (individuals or entities) rather

than solely on the attributes of the nodes themselves (Basu, 2014). This approach

enables researchers to uncover patterns, information flow, and dynamics within net-

works. SNA employs various measures, metrics, and visualisation techniques to

quantify and visualise relationships, helping researchers gain insights into the struc-

ture, functioning, and influence within networks (Wasserman and Faust, 1994).

While SNA itself is not a formal theory, it is a valuable strategy that can be ap-

plied across various disciplines, including sociology, anthropology, psychology, busi-

ness, and even computer science. It provides a lens through which researchers can

study the complex interplay of connections and relationships that shape social sys-

tems. Researchers, advertisers and political activists see enormous social networks as

a representation of interactions that can be used to analyse the propagation of ideas,

thoughts, social bond dynamics and viral marketing among individuals (Huberman,

Romero, and Wu, 2008).

In a few words, SNA can be considered as a study of relationships between in-

dividuals using the graph theory (Tsvetovat and Kouznetsov, 2011). Unlike other

analytical methods where the focus is on individual behaviour, SNA looks at the

interaction between those individuals, which is an important attribute of SNA. The

analysis on the network level -instead of the node level- gives researchers the op-

portunity to study how networks’ structures affect the way individuals, groups,

organisations, and systems work and interact inside such networks. It characterises

networks in terms of nodes and edges. Depending on the application, the nodes can

be individual actors, OSN accounts, etc, while the edges (links) can be relationships

or interactions that connect these nodes together.
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2.2.2 Power and Influence

Influence – as defined by Oxford dictionary1 – “is the capacity to have an effect

on the character, development, or behaviour of someone or something, or the effect

itself”. When you influence someone, that means to affect or change how someone

(or something) develops, behaves, or thinks according to Cambridge University2.

Maxwell says “Leadership is influence, nothing less, nothing more, nothing else.”

(Maxwell, 2019). All sociologists would concur that power is a key property of social

structures. There is much less agreement about its definition, description and how

we can analyse its causes and outcomes (Hanneman and Riddle, 2005).

As for SNA, power and influence can be measured by studying the social struc-

tures, which means they depend on the structure’s shape. There are different kinds of

social networks, and accordingly, there are variations in the concept and how power

is computed (Pinheiro, 2011). The different structures we see in social networks rely

basically on the underlying connections between nodes. Thus, the measure of power

is strongly correlated to the relationships between nodes within the social network.

A particular member (node) of the social network (structure) has power exclusively

as a result of its connections inside the network (Pinheiro, 2011).

2.2.3 General SNA Metrics

2.2.3.1 Graph Density

Graph density refers to the extent to which a graph’s edges (connections) are realised

from all possible edges that could exist in a complete graph of the same number

of nodes. In simple terms, it measures how interconnected the nodes of a graph

are (West, 2001).

Mathematically, the density D of graph G can be calculated using Formula (2.1).

D(G) = 2E

V (V − 1) (2.1)

1https://en.oxforddictionaries.com/definition/influence
2https://dictionary.cambridge.org/dictionary/english/influence
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where E is the number of edges and V is number of nodes. The value of graph

density ranges from 0 (corresponds to no edges) to 1 (when all possible edges are

present). Obviously, a higher density indicates a more interconnected graph.

2.2.3.2 Graph Diameter

The graph diameter is a measure used in graph theory to quantify the longest dis-

tance between any two nodes (vertices) within a graph. In the context of a network,

it represents the greatest number of edges that must be traversed to connect any

pair of nodes. In other words, it is the longest path one would need to take to move

from one node to another while covering the fewest number of edges (Wasserman

and Faust, 1994).

For example, in a social network, the graph diameter might represent the max-

imum number of friendships or connections one would need to traverse to reach

any two people in the network. It provides insights into the overall efficiency of

communication, information flow, or influence propagation across the network.

2.2.3.3 Average Path Length

The average path length is a key metric in network analysis, particularly within

graph theory. It refers to the average number of steps or edges it takes to travel

between any two nodes in a network, considering all possible pairs of nodes. In

simpler terms, it measures the average distance between nodes in terms of the min-

imum number of edges that need to be traversed to connect them. To calculate

the average path length, we need to find the shortest path between every possible

pair of nodes in the network, sum up the lengths of these paths, and then divide

by the total number of pairs. This metric is valuable for understanding the overall

efficiency of information or influence transfer within a network (Newman, 2018).

A smaller average path length implies that the network is more connected and

efficient in terms of information flow. Nodes are generally closer to each other,
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making it easier to transmit information or influence. In contrast, a larger average

path length indicates that the network might be less efficient in terms of direct

connections between nodes. The average path length complements the concept of

graph diameter. While graph diameter gives the longest “shortest path” in the

network, the average path length provides an overall picture of the average distance

between nodes. Both metrics help in assessing the network’s structure, efficiency,

and potential for information propagation (Newman, 2018).

2.2.4 Network Centrality

The basic idea behind the centrality is to find the most “important” or the “central”

node (individual) in a given network. Centrality is vital since it reflects who has the

critical position in the network. Central positions usually correspond with opinion

leadership or celebrities, which are related to adoption behaviours.

There are several types of centrality. Each centrality is calculated differently

and reflects a certain role of importance. We will discuss the most-used ones in the

literature: Degree, Closeness, Betweenness, Eigenvector and PageRank.

2.2.4.1 Degree Centrality

Degree centrality (CD) is the degree of a node in a graph, which means the count

of links that node has (Tsvetovat and Kouznetsov, 2011). In the OSN context

and taking Facebook as an example, the CD reflects the number of friends, but

for Twitter, it is a little bit different. The “Friendship” relation on Facebook is a

symmetric connection, while on Twitter, we have the “Following” relation, which is

a one-way arrow from “Follower” and thus, we need to consider the direction of the

connection, i.e., dealing with directed graphs and thus we can distinguish between:

• In-Degree Centrality (CID): which corresponds to the in-degree a node has in

a directed graph. This is the number of people who follow you on Twitter.

• Out-Degree Centrality (COD): which corresponds to the out-degree a node has
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in a directed graph. This is the number of people you follow on Twitter.

If G = (V, E) is a graph, and A = (aij) is its adjacency matrix, and degG(v)

is the degree of node v in G then the degree centrality is given in Formula (2.2),

according to (Newman, 2008).

CD(v) = degG(v) =
n∑

i=1
(aiv) (2.2)

where n is the total number of nodes. The centrality scores can be normalised

by dividing them by n − 1.

In-degree and out-degree centralities can be calculated using Formula (2.3) and

Formula (2.4), (Kiss, Scholz, and Bichler, 2006).

CID(v) = deg−
G(v) =

n∑
i=1

(aiv) (2.3)

COD(v) = deg+
G(v) =

n∑
i=1

(avi) (2.4)

2.2.4.2 Closeness Centrality

Closeness centrality CC highlights the distance of a node to all other ones in a graph

by calculating the path from each node to all others (Hanneman and Riddle, 2005).

CC measures the mean geodesic from a node to others in the graph, and it increases

when these distances decrease.

If G = (V, E) is a graph, and dG(v, t) is the length of a geodesic path from v

to t, meaning the count of ties along that path. The sum of all paths from v to all

other nodes is called “Farness”, and it is not a centrality, but it reflects how far a

node is from all others in the network, and thus the CC can be given as an inverse

of “Farness” in Formula (2.5), (Sabidussi, 1966).

CC(v) = 1∑n
t̸=v(dG(v, t)) (2.5)
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2.2.4.3 Betweenness Centrality

Introduced in 1977 by (Freeman, 1977), Betweenness centrality CB is a network

centrality measure that quantifies the significance of a node in facilitating connec-

tions between other nodes within the network. It calculates the extent to which a

node falls on paths between other nodes in the graph. (Freeman, 1978) presented it

as a measure for evaluating the control of an individual over the information flow

between others in a graph.

If G = (V, E) is a graph, σst is the count of the shortest paths from s to t, and

σst(v) is the count of these paths which contains v, thus the CB will be given in

Formula (2.6), according to (Freeman, 1978).

CB(v) =
∑

s ̸=v ̸=t∈V

σst(v)
σst

(2.6)

2.2.4.4 Eigenvector Centrality

While CD simply counts the edges a node has, Eigenvector centrality CE acknowl-

edges that not all these edges are the same (Newman, 2008). The eigenvector ap-

proach is an effort to locate the most central individuals (i.e. those nodes with the

smallest farness from other ones) regarding the “global” network’s structure and to

focus less on the “local” patterns (Hanneman and Riddle, 2005). A node which has a

high score of CE is connected to many nodes which are themselves well-connected. A

variant of CE called “PageRank” was used by “Google” to rank webpages (Newman,

2008).

If G = (V, E) is a graph, and A = (aij) is its adjacency matrix, then the eigen-

vector centrality is given in Formula (2.7), according to (Newman, 2008).

CE(i) = xi = 1
λ

n∑
j=1

aijxj (2.7)

where λ is a constant. Writing the centralities’ vector as x = (x1, x2, ...), then

Equation (2.7) can be rewritten in a matrix form to be Equation (2.8), according
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to (Newman, 2008), so X is an eigenvector of A with λ as eigenvalue.

λX = A · X (2.8)

2.2.4.5 PageRank Centrality

PageRank centrality (PR) is the algorithm that is used by the Google search engine

to rank webpages. PR considers the count and quality of incoming links to a page

to estimate how important the webpage is. In other words, the rank of a page is

given by the rank of those pages that have links to it. Then, their ranks can be

given by the ranks of pages with links to them, and so on. Therefore, the PR of a

page is always calculated recursively by the ranks of other pages. For that reason,

PR is a variant of eigenvector centrality (Brin and Page, 1998).

PR can be applied to any graph as long as it is directed. If G = (V, E) is a graph,

then PR centrality for node v is given in Formula (2.9), (Brin and Page, 1998).

CP R(i) = xi = (1 − d) + d
∑

j∈M(i)

xj

L(j) (2.9)

where d is a damping factor, M(i) is a set which contains all the nodes that have

a connection to i, and L(j) is the count of connections that j has.

2.2.4.6 Centrality Measures Comparison

To compare the different centrality measures presented earlier, the network in Fig-

ure 2.3 was used to calculate the centrality scores of all nodes using the NodeXL

plugin for MS-EXCEL (Smith et al., 2010). The results are shown in Table 2.2.

For degree CD, nodes B, D, F , and G are the strongest because each one

of them has the highest score of CD and that is simply because they have more

connections than other nodes, while nodes A and H hold the lowest value because

each one of them has only one connection. The noticeable drawback of CD is that

only the direct links are considered, unlike other centralities.
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Figure 2.3: Network example to calculate centrality scores

Table 2.2: Comparison of centrality measures

Centrality A B C D E F G H I J

Degree 1 3 2 3 2 3 3 1 2 2

Rank (D) 9 1 5 1 5 1 1 9 5 5

Closeness 0.029 0.038 0.037 0.048 0.053 0.053 0.043 0.032 0.034 0.04

Rank (C) 10 6 7 3 1 1 4 9 8 5

Betweenness 0 8 0 18 20 21 11 0 1 3

Rank (B) 8 5 8 3 2 1 4 8 7 6

Eigenvector 0.057 0.138 0.121 0.155 0.114 0.121 0.098 0.04 0.074 0.081

Rank (E) 9 2 3 1 5 3 6 10 8 7

PageRank 0.532 1.349 0.898 1.29 0.884 1.301 1.369 0.538 0.926 0.912

Rank (PR) 10 2 7 4 8 3 1 9 5 6

For closeness CC , nodes E and F are the strongest because each one of them

has the highest score since they are positioned in the middle, which makes them

closer to all other nodes. A has the lowest score because it is far from all other

nodes. The CC relies only on the location of a node inside the network.

For betweenness CB, node F has the highest score because it is positioned in

the middle of the network, which makes it a member of all the shortest paths that

connect any two nodes. Nodes A, C, and H are the worst ones in terms of CB

because none of them is a member of any shortest paths that connect any other pair
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of nodes. CB depends on how well situated the node is between other ones.

For eigenvector CE, node D is the best for two reasons: 1) it has the highest

score of CD and 2) it is connected to another strong node, B. Node H has the lowest

score because it has only one connection with G, which is also a weak node.

2.2.4.7 Which centrality measures to use?

The measurement of a person’s centrality, power, prestige, or influence within a

network can take various forms, and the choice of the most suitable measure often

hinges on the specific context and objectives of the analysis. Different network

centrality measures offer unique insights and interpretations, making their selection

dependent on the particular application (Bloch, Jackson, and Tebaldi, 2023).

Here are some common use cases for the centrality we presented earlier. Degree

centrality is often applied in social networks to find the most popular individuals,

while closeness centrality is suitable for analysing information diffusion. Betweenness

centrality is useful for studying the flow of information or influence. Eigenvector

centrality is useful for identifying nodes with indirect influence, as it extends the

degree centrality concept by considering not only a node’s immediate connections

but also the influence of their connections, and this influence cascades through the

entire network. Finally, PageRank centrality can also be used to find influential

nodes. It is similar to Eigenvector centrality but in a directed graph and it considers

the weights of connections as well (Disney, 2020).

The choice of which centrality measure to use should be aligned with the research

question and the specific characteristics of the network subject to analysis. A combi-

nation of centrality measures can also provide a more comprehensive understanding

of network structure and dynamics.
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2.3 Taxonomies

2.3.1 Definition and Use

The term “taxonomy” originates from the fusion of two Greek roots, “taxis”, de-

noting arrangement or order, and “nomia”, signifying distribution or method. This

etymology encapsulates the essence of taxonomy as a systematic approach to organ-

ising and categorising information or entities within various disciplines. According

to the Cambridge dictionary, a taxonomy is “a system for naming and organiz-

ing things, especially plants and animals, into groups that share similar qualities”3.

The glossary of the National Institute of Standards and Technology (NIST) defined

taxonomy as a “scheme of classification”4.

Taxonomies succinctly encapsulate knowledge about a specific domain, fostering

a common understanding among peers. Researchers utilise taxonomies to com-

municate information about a particular field of knowledge or to aid in automation

tasks. Practitioners employ them to facilitate communication beyond organisational

boundaries (Unterkalmsteiner and Adbeen, 2023).

2.3.2 The importance of Classification

The inherent tendency to classify, known as the taxonomic impulse, plays a pivotal

role in how humans perceive and comprehend the world around them. This innate

inclination towards classification extends across diverse realms of human activity,

serving as a foundational element in our cognitive processes. Taxonomies, in essence,

act as cognitive lenses through which we organise, interpret, and communicate our

experiences and observations of the world (Lambe, 2014). They provide structure

and coherence to our understanding, allowing us to navigate the complexities of

our environment and articulate our insights effectively. Classification “is almost the

methodological equivalent of electricity, we use it every day, yet often consider it to

3https://dictionary.cambridge.org/dictionary/english/taxonomy
4https://csrc.nist.gov/glossary/term/taxonomy
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be rather mysterious” (Bailey, 1994).

Simply, classification is ordering entities into classes based on their similarity.

Knowledge classification has significantly facilitated the advancement of various

knowledge domains, primarily through four key mechanisms (Usman et al., 2017).

1) Classification of the elements within a knowledge domain establishes a shared vo-

cabulary (unified terminology), thereby facilitating the exchange and dissemination

of knowledge among researchers and practitioners. 2) Classification aids in eluci-

dating the interconnections among the elements within a knowledge domain, which

enhances the comprehension of the subject matter. 3) By systematically organising

information, classification methodologies can highlight areas within a knowledge do-

main that are underdeveloped or lacking in research. 4) Classification contributes

to informed decision-making processes by providing structured insights into the re-

lationships and attributes of the elements within a knowledge domain. In essence,

classification serves as a valuable tool for researchers and practitioners alike, facil-

itating the generalisation, communication, and practical application of knowledge

gathered from a given field.

2.3.3 Structure

Lambe described various representations of taxonomies such as lists, trees, hier-

archies, poly-hierarchies, matrices, facets and system maps (Lambe, 2014), while

Kwasnik outlined four primary methods for structuring a classification scheme: hi-

erarchy, tree, paradigm, and faceted analysis (Kwasnik, 1999).

1. Hierarchy: This approach results in taxonomies with a single overarching class

that encompasses all subordinate classes in a hierarchical relationship, charac-

terised by inheritance, i.e., “is-a” relationship (Kwasnik, 1999). See Figure 2.4

for an example of a hierarchical taxonomy for vehicles.

2. Tree: While similar to the hierarchical structure, tree-based taxonomies do not

have inheritance relationships among classes. Instead, typical relationships in-
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Figure 2.4: Hierarchical Taxonomy, example (Laubheimer, 2022)

clude “part-whole”, “cause-effect” and “process-product” (Kwasnik, 1999).

3. Paradigm: This method creates taxonomies with bidirectional hierarchical rela-

tionships between classes. Each class is defined by a combination of two attributes

at a time (Kwasnik, 1999).

4. Faceted Analysis This approach classifies subjects from multiple perspectives

or facets (Laubheimer, 2022). Each facet represents an independent viewpoint

with its own set of classes, allowing for flexible and adaptive taxonomies that

can evolve over time (Prieto-Dı́az, 1991; Kwasnik, 1999). See Figure 2.5 for an

example of a faceted taxonomy for vehicles.

A hierarchical taxonomy of vehicle types (Figure 2.4) uses a single organising

principle, such as categorising vehicles as shared, personal, or cargo. In contrast, a
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Figure 2.5: Faceted Taxonomy, example (Laubheimer, 2022)

faceted taxonomy (Figure 2.5) employs a distinct small hierarchy for each facet or

attribute, enabling detailed combinations of characteristics.

2.3.4 Terminology

While there are various ways to structure a taxonomy, the most common method -

and the one we are interested in for our research - is a hierarchy. Figure 2.6 depicts

a hierarchical structure using a tree diagram. A tree consists of nodes connected by

edges, where the edges represent the parent-child relationships within the hierarchy.

We can distinguish three types of nodes in a tree.

1. Root node: This is the single root node from which all other nodes descend.

2. Intermediate nodes: Positioned between the root node and the leaf nodes, these

nodes are referred to as categories in the context of taxonomy constructs.

3. Leaf nodes: These are nodes without any children, referred to as characteristics

in the context of taxonomy constructs.

Each node, except the root node, has exactly one parent. Additionally, each node

has a depth, defined as the number of edges from the node to the tree’s root node.

Thus, the root node has a depth of 0.

32



2.3. Taxonomies

Figure 2.6: Taxonomy components, example (Unterkalmsteiner and Adbeen, 2023)

2.3.5 Components

Taxonomy components are fundamental elements that structure the classification

systems used in various fields. These components ensure that taxonomies effectively

capture and communicate knowledge about a specific domain. Here are the primary

components of taxonomies.

• Dimensions refer to the broadest categories or aspects of the domain that the

taxonomy aims to organise. They represent different perspectives or angles from

which the domain can be understood. For example, in cyber security, dimensions

could include threat types, attack vectors, and defence mechanisms.

• Categories are more specific groupings within each dimension. They represent

distinct classes or clusters of entities that share common characteristics. Cate-

gories help break down dimensions into manageable and meaningful parts.

• Characteristics are the specific attributes or properties used to define and dif-

ferentiate the entities within each category. They provide the criteria for inclusion

in a particular category and help in distinguishing one category from another.

33



Chapter 2. Background

• Relationships describe how different categories or entities are connected or re-

lated to one another within the taxonomy. They can include hierarchical rela-

tionships (e.g., parent-child), associative relationships (e.g., linked entities), and

other forms of connections.

• Levels of Abstraction. Taxonomies often include multiple levels of abstraction,

ranging from broad generalisations to specific details. These levels help users

navigate the taxonomy and find the appropriate level of detail for their needs.

• The scope and boundaries define the limits of what the taxonomy covers. They

clarify what is included and excluded from the taxonomy, ensuring it remains

focused and relevant.

These components collectively form the backbone of a well-structured taxonomy,

enabling it to serve as a powerful tool for organising and communicating knowledge

across various domains.

2.3.6 Development Process

When developing taxonomies, it is important to recognise that there is not a single,

universally correct taxonomy for any domain. Instead, some taxonomies may be

more fitting or informative in specific contexts. As explained by (Nai Fovino et al.,

2019), the traditional process of creating a taxonomy involves several well-defined

steps as follows (See Figure 2.7).

1. Define Subject Scope: Identify the purpose and scope of the taxonomy.

2. Identify Sources: Select widely recognised sources, including standards, activ-

ities from international working groups, and scientific literature.

3. Collect Terms and Concepts: Analyse sources to extract relevant concepts,

sub-domains, and terminology.

4. Group Similar Concepts Together: Cluster related concepts.
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5. Add Term Relationships and Details: Identify commonalities and simplify

the taxonomy structure. Create a glossary using definitions from international

standards or scientific references where available.

Figure 2.7: Taxonomy Building Traditional Approach (Nai Fovino et al., 2019)

2.4 Machine Learning (ML)

2.4.1 Definition

The task of identifying patterns in data is fundamental and has a rich and successful

history. In the 16th century, the comprehensive astronomical observations of Tycho

Brahe paved the way for Johannes Kepler to derive the empirical laws governing
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planetary motion. This, in turn, served as a critical foundation for the advancement

of classical mechanics (Bishop, 2006). The science of “learning” is undeniably pivotal

in various fields, including statistics, data mining, and Artificial Intelligence (AI). It

represents a multifaceted domain that often intersects with various other disciplines,

including engineering and beyond (Trevor, Robert, and Jerome, 2009).

ML is a prominent branch of AI with the primary objective of leveraging data to

enhance performance across a range of tasks, including prediction (Mitchell, 1997).

ML provides a set of powerful tools to address challenges that traditional statistical

methods may struggle with (T. Jiang, Gradus, and Rosellini, 2020). The type of

challenges solved by ML surpasses the capabilities of fixed programs created and

designed by humans (Mohri, Rostamizadeh, and Talwalkar, 2018). It has become a

vital field as it enables computers to learn and adapt without being explicitly pro-

grammed for every specific task. This capability has opened up many applications

across various domains, from healthcare and finance to NLP and image recognition.

ML is a computational approach that utilises past information, termed “experi-

ence” to enhance performance and achieve precise predictions. It involves developing

efficient and accurate prediction algorithms (Mohri, Rostamizadeh, and Talwalkar,

2018). Like other computer science domains, evaluating these algorithms includes

assessing their time and space complexity. However, in ML, we introduce the con-

cept of sample complexity to determine the sample size necessary for the algorithm

to grasp a set of concepts. Given that the algorithm’s success hinges on the utilised

data, ML is intrinsically linked with data analysis and statistics. In a broader sense,

learning techniques are data-driven methods that integrate fundamental computer

science principles with insights from statistics, probability, and optimisation (Mohri,

Rostamizadeh, and Talwalkar, 2018).

2.4.2 Learning Types

ML algorithms can be divided into categories: supervised learning, unsupervised

learning and reinforcement learning, as depicted in Figure 2.8. The main tasks
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Figure 2.8: Machine Learning Types (CogNub, 2018)

under each category and some common applications were also mentioned.

Supervised Learning (SL) (or supervised machine learning) involves training

a model on labelled data to make predictions or decisions based on input variables.

In this approach, a dataset is provided to the model, consisting of input features

(also known as independent variables) and corresponding output labels (also known

as dependent variables). The goal in SL is to train the model to learn the underlying

patterns and relationships in the data, allowing it to generalise and make accurate

predictions on new unseen data (James et al., 2023). It is often used for tasks like

classification and regression.

Unsupervised Learning presents a different scenario compared to SL, where

the focus shifts from predicting a response variable to uncovering patterns, struc-

tures, or relationships within a dataset where there are no associated response labels,

i.e., unlabelled dataset (James et al., 2023). Common applications include clustering

and dimensionality reduction.

37



Chapter 2. Background

Reinforcement Learning involves the process of learning how to effectively

associate situations with actions to optimise a numerical reward signal. The learner

is not provided explicit instructions on which actions to take but must ascertain

which actions result in the highest rewards through experimentation. In complex

scenarios, actions can influence not only immediate rewards but also subsequent sit-

uations and, consequently, all future rewards. These defining aspects, trial-and-error

exploration and delayed-reward impact, are fundamental in distinguishing reinforce-

ment learning as a paradigm (Sutton and Barto, 2018). It is often used in areas like

robotics and gaming.

The research conducted in this thesis primarily involves SL, as discussed in Chap-

ters 5 and 6. Consequently, the upcoming sections will focus only on the principles,

techniques, and models relevant to classification tasks from SL.

2.4.3 Statistical Inference & Machine Learning

Figure 2.9: Statistical inference types and their relations (V. N. Vapnik, 1999)

In statistics, we can distinguish three types of inference as follows: A) Induc-

tion inference, which involves deriving a function or a model from given data. B)

Deduction inference, on the other hand, involves deriving specific values or con-

clusions from a given function or model. C) Transduction inference which is a
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more specialised form of inference that involves deriving the values of an unknown

function for specific points of interest using the given data. It combines aspects of

both induction and deduction (V. N. Vapnik, 1999). These inference types and the

relationships between them are depicted in Figure 2.9.

The aforementioned types of statistical inference capture different phases of the

ML process: induction involves the learning phase when models generalise from

data, where deduction occurs after learning when models are applied to new data,

and transduction is related to cases where predictions are made for specific exam-

ples (Brownlee, 2019).

2.4.4 Supervised Learning Overview

Figure 2.10: The supervised machine learning process (Grieve, 2020)

The classical approach often suggests a two-step process for deriving values for

points of interest: first, use induction to learn a general function from data, and then

use deduction to apply the learned function to specific cases, rather than getting the

values in one step (V. N. Vapnik, 1999). This approach is common in many ML
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workflows, where models are trained on historical data and then used for real-world

predictions (Mohri, Rostamizadeh, and Talwalkar, 2018).

The process of SL, as depicted in Figure 2.10, commences with the induction

phase by creating a labelled dataset through the annotation of the training dataset,

a task typically performed by a human supervisor. These labels correspond to the

desired output classes. Subsequently, an ML algorithm is chosen and trained using

the labelled training dataset. Throughout this training phase, the model acquires the

ability to map input feature values to their corresponding output values or classes.

Upon the completion of training and the generation of the model, the deduction

phase is initiated. In this phase, the model is applied to predict outcomes using new

and previously unseen data sources.

These primary steps constitute the core of the SL process, which is used to build

predictive models for various applications, from image recognition to fraud detection

and beyond. However, each primary step includes further sub-steps, which will be

described in detail in Chapter 5.

2.4.5 Classification vs Regression

In ML, variables can be classified into two main types: quantitative and qualitative

(which is also known as categorical). Quantitative variables are those that are ex-

pressed in numerical values. They encompass attributes such as age, height, income,

the value of a house, or the price of a stock. In contrast, qualitative variables assume

values from a set of distinct classes or categories, denoted as K. Examples of qual-

itative variables include marital status (married or not), the brand of a purchased

product (brand A, B, or C), a person’s default status on a debt (yes or no), or a med-

ical diagnosis (like Acute Myelogenous Leukemia, Acute Lymphoblastic Leukemia,

or No Leukemia). Problems involving quantitative responses are typically referred

to as “regression” problems, while those dealing with qualitative responses are often

termed “classification” problems (James et al., 2023).

Figure 2.11 shows two example models for classification and regression problems.
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Figure 2.11: SL, Classification & Regression (Krzyk, 2018)

We can notice in the classification case that the output variable has discrete values

(Healthy, Disease), whereas in the regression case, the output variable has infinite

values (number of years) (Krzyk, 2018).

2.4.6 Supervised Learning Algorithms

SL field encompasses a range of algorithms that are employed for classification tasks.

Classification involves assigning input data points to predefined categories or classes.

Below are some of the algorithms used for classification tasks presented in this thesis.

2.4.6.1 Logistic Regression (LR)

Despite the naming, Logistic Regression (LR) is primarily a classification model

rather than a regression one. It serves as a straightforward and highly efficient solu-

tion for binary and linear classification tasks. This model, known for its simplicity

and effectiveness, excels when dealing with linearly separable classes. LR is widely

adopted in industrial applications, where it has proven to be a valuable algorithm

for classification. Furthermore, the LR model (such as Adaline and perception) is a
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statistical approach primarily designed for binary classification, with the capability

to extend its utility to multi-class classification scenarios (Subasi, 2020). Figure 2.12

shows an example of a logistic regression classifier where only one independent vari-

able was considered.

Figure 2.12: SL, Logistic Regression classifier (Kanade, 2022)

The primary idea behind LR is to model the probability that a given input be-

longs to a particular class. It accomplishes this by using a sigmoid function, also

known as an S-shaped curve, to transform predictions into probabilities by convert-

ing real-valued inputs into a bounded range spanning from 0 to 1 (Kanade, 2022).

When the sigmoid function produces an estimated probability greater than a pre-

defined threshold, the model assigns the instance to a particular class. Conversely,

if the estimated probability falls below the threshold, the model predicts that the

instance belongs to the other class. During the training process, LR optimises its

sigmoid function using techniques such as maximum likelihood estimation. Once

trained, the model can be used to predict the probability of a data point belonging

to a particular class (Kanade, 2022).
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2.4.6.2 Support Vector Machines (SVM)

Support Vector Machine (SVM) stands as an effective ML approach, originating

from the foundations of statistical learning theory, as introduced by Vapnik in

1995 (Cortes and V. Vapnik, 1995). The fundamental principle behind SVM is

to find an optimal hyperplane that maximises the margin of separation between

distinct classes within a dataset. In binary classification, this hyperplane aims to

create a clear boundary between two classes by maximising the distance between

the nearest data points from each class to the hyperplane (Cortes and V. Vapnik,

1995). These nearest data points, known as support vectors, significantly influence

the determination of the hyperplane.

Figure 2.13: SL, Support Vector Machine classifier (Saini, 2023)

Mathematically, SVM seeks to solve an optimisation problem that involves find-

ing the weight vector and bias term for the hyperplane. The objective is to maximise

the margin while minimising the classification error. This process can be linear or

nonlinear, depending on the choice of the kernel function used in the SVM (Bishop,

2006). Common kernel functions include linear, polynomial, Radial Basis Func-
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tion (RBF), and sigmoid. SVM models work exceptionally well in high-dimensional

spaces, making them suitable for a wide range of applications, including text clas-

sification, image recognition, and bioinformatics. One of the strengths of SVMs is

their ability to handle non-linear data by using a mathematical technique called the

kernel trick. This allows SVMs to implicitly map data into a higher-dimensional

space, where a linear hyperplane can separate non-linearly separable classes.

2.4.6.3 Decision Trees (DTs)

Decision Tree (DT) provides a structured tree-like representation of decision rules.

DTs recursively split the data into subsets based on the most informative features,

leading to a hierarchical decision-making process. DTs are interpretable, and their

ensembles (e.g., Random Forests) often yield robust performance. Figure 2.14 shows

an example of a DT model used for the classification of heart attack risk.

Figure 2.14: SL, Decision Tree, an example (Navlani, 2023)

Using its recursive structure, the decision tree articulates a sequential classifi-

cation procedure. In this process, a case, characterised by a set of attributes, is
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allocated to one of several distinct classes. Each terminal node (i.e., leaf) within the

tree corresponds to a specific class, while an internal node signifies a test involving

one or more attributes. For each potential result of this test, there is a subsidiary

decision tree (Quinlan, 1987). To classify a given case, the process initiates at the

tree’s root. If the starting point is a leaf, the case is ascribed to the designated class.

Conversely, if it is an evaluative test, the case’s outcome is determined, and the pro-

cedure proceeds with the appropriate subsidiary tree aligned with that outcome.

2.4.6.4 Random Forest (RF)

Random Forest (RF) is an “ensemble learning” method that combines multiple DTs

to improve classification accuracy and reduce overfitting. It introduces randomness

both in data sampling and feature selection (Breiman, 2001). Since 1998, there has

been a notable surge of interest in employing ensemble methods to enhance classifiers

learning. These approaches typically involve taking a fundamental “base” learning

algorithm and iteratively applying it to re-weighted versions of the initial training

dataset, which yields an array of hypotheses that are subsequently amalgamated

into a final aggregate classifier through a weighted linear voting mechanism (Grove

and Schuurmans, 1998). The enthusiasm around ensemble methods stems from their

ability to substantially improve predictive performance by leveraging the collective

wisdom of multiple hypotheses generated during this iterative learning process.

As explained by Breiman, in the RF algorithm, a multitude of DTs is generated

during the training phase (Breiman, 2001). These trees are constructed using sub-

sets of the training data, chosen randomly with replacement. Additionally, when

constructing each tree, a random subset of features is considered for splitting at

each node. This feature selection approach introduces diversity among the trees,

mitigating the risk of overfitting the model to the training data. During the predic-

tion phase, each tree in the RF provides a class prediction (in classification tasks)

or a numerical prediction (in regression tasks). The final prediction is determined

through a voting mechanism for classification (where the class with the most votes
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Figure 2.15: SL, Random Forest (Sharma, 2023)

is selected) or an averaging process for regression (taking the mean of the predic-

tions) (Breiman, 2001). An example of how RF works is shown in Figure 2.15.

2.4.6.5 Gradient Boosting

Gradient Boosting is an ensemble ML technique for building predictive models,

particularly for classification and regression problems. It belongs to the family

of boosting algorithms, which combine the predictions of multiple “weak learners”

(usually DTs) to create a stronger and more accurate model (Friedman, 2001).

The key idea behind Gradient Boosting is to sequentially train weak learners

with a focus on the mistakes made by previous learners. Each new learner is trained

to correct the errors of the combined ensemble up to that point. Gradient Boosting

has several variants and implementations, including Gradient Boosting Machines

(GBM), XGBoost (Extreme Gradient Boosting), LightGBM and CatBoost.
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2.4.7 Classifiers Performance Evaluation

In ML, classifier performance evaluation is of paramount importance due to several

critical reasons. It facilitates the selection of the most suitable classifier among a

set of candidate models. Also, it provides a quantitative measure of how well a

classifier is performing, which is crucial to assessing the quality and reliability of

the model’s predictions. Performance evaluation aids in tuning hyper-parameters to

optimise a model’s performance. It allows researchers and practitioners to fine-tune

their models for better results.

ML models often underpin critical decision-making processes, such as medical

diagnoses or financial risk assessments. Evaluating classifier performance ensures

that these decisions are based on accurate and trustworthy information. Classifier

performance evaluation is a fundamental aspect of ML. It ensures that models are

not only accurate but also reliable, interpretable, and suited to their intended appli-

cations. Performance metrics provide valuable insights into a model’s strengths and

weaknesses, guiding further development and optimisation efforts. This practice is

supported by a rich body of literature in the ML field (Japkowicz and Shah, 2011).

2.4.7.1 Confusion Matrix

The confusion matrix is an essential tool in the evaluation of ML models, particularly

for classification tasks. It provides a structured and detailed summary of a model’s

performance by breaking down its predictions into different categories and comparing

them to the actual ground truth (labels). This matrix is especially relevant in binary

classification problems, but it can also be extended to multi-class problems. The

confusion matrix is typically presented in a tabular format as depicted in Table 2.3.

According to (Sokolova and Lapalme, 2009), classification correctness can be

assessed by calculating the following four components, which collectively form a

confusion matrix that corresponds to binary classification scenarios.

• True Positives (TP): These are cases where the model correctly predicted the

positive class, aligning with the actual positive instances. For example, this could
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be when the model correctly identifies patients with a disease.

• True Negatives (TN): These are cases where the model acorrectly predicted

the negative class, matching the actual negative instances. For example, when

the model accurately identifies individuals without a disease.

• False Positives (FP): These are cases where the model incorrectly predicted

the positive class when the actual class is negative. They are also known as Type

I errors. An example is when a spam email is incorrectly classified as legitimate.

• False Negatives (FN): These arise when the model incorrectly predicts the

negative class when the actual class is positive. They are also known as Type II

errors. For instance, the model fails to detect a disease when it is present.

Table 2.3: ML Binary Classification, Confusion Matrix

Actual Class

Positive (P) Negative (N)

False Positive (FP)
Positive True Positive (TP)

(Type 1 Error)

False Negative (FN)

Predicted

Class
Negative

(Type 2 Error)
True Negative (TN)

Certainly, the primary objective of a predictive model is to maximise the True

predictions (TP and TN) and minimise the False ones (FP and FN), which signify

accurate and correct predictions.

2.4.7.2 Performance Metrics

The performance of a classification model can be assessed using various metrics

derived from the confusion matrix. Throughout the research conducted in this
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thesis, the following performance measures were used to evaluate the developed

classifiers (Sokolova and Lapalme, 2009):

Accuracy (ACC): measures the overall correctness of predictions and is defined

by Formula (2.10).

ACC = TP + TN

TP + TN + FP + FN
(2.10)

Precision (PREC or P): quantifies the accuracy of positive predictions and is

defined by Formula (2.11).

P = TP

TP + FP
(2.11)

Recall (REC or R) or Sensitivity: assesses the model’s ability to identify all

positive instances correctly and is defined by Formula (2.12).

R = TP

TP + FN
(2.12)

F-score (F ): is the harmonic mean of precision and recall, providing a balanced

measure. F-score was first introduced by Chinchor in 1992 for evaluation tasks

in the field of information extraction technology (Chinchor, 1992) and is given by

Formula (2.13).

F = (β2 + 1) × P × R
(β2 × P) + R (2.13)

where β determines the weighting of precision (P) and recall (R) in the F-score.

When β = 1, it is the standard F1-score, which balances precision and recall equally.

Thus, F1-score can be simply given by Formula (2.14).

F1 = 2 × P × R
P + R (2.14)

Since Precision and Recall consider only parts of the confusion matrix, they are

considered local performance metrics while accuracy and F-score are global ones as

they consider all the components of the confusion matrix.
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Accuracy is a commonly used evaluation metric as it is simple and intuitive but

may not be the best choice for imbalanced datasets or when false positives and false

negatives have different impacts (i.e., cost). Conversely, the F-score becomes partic-

ularly valuable in scenarios where A) the costs of false positives and false negatives

are not the same, as seen in medical applications like mammogram evaluations for

tumour detection, and B) there is a class imbalance, such as when only a small

percentage of apples on trees are unripe (e.g., 10%). In such cases, a classifier will

automatically categorise unripe fruit as ripe, resulting in a high accuracy rate (90%)

but rendering the classifier unsuitable for practical use (Wood, 2019).

2.5 Natural Language Processing (NLP)

This section aims to provide background information on key concepts related to

NLP and text analysis, which are relevant to the research presented in this the-

sis. The following sections include explanations of basic concepts such as n-gram,

text metrics like TF-IDF, and Topic Modelling. These concepts play a crucial role

in understanding and analysing textual data sources and resemble a fundamental

component of many NLP and text mining tasks.

2.5.1 n-gram

n-grams are a fundamental concept in NLP and computational linguistics. They

are used to analyse and model the relationships between words or characters in a

given text or corpus and are widely used in NLP research and applications. n-grams

are particularly useful for tasks like language modelling, text analysis, Information

Retrieval (IR), Machine Learning (ML) and various NLP applications. Language

models like N-gram models and Markov models utilise n-gram to predict the proba-

bility of the next word in a sequence. An n-gram is a sequence of n adjacent words,

and here are some examples.

• Unigram (1-gram) is an individual word or character in the text. Unigrams
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represent the simplest form of n-grams and are useful for basic frequency anal-

ysis. For instance, consider the text: “cyber security attack”; the unigrams are:

“cyber”, “security”, and “attack”.

• Bigram (2-gram) consists of two consecutive words or characters. Bigrams pro-

vide information about word co-occurrences and can be used for language mod-

elling. For the text above, the bigrams are: “cyber security” and “security attack”.

• Trigram (3-gram) is a sequence of three consecutive words or characters. Tri-

grams offer more context and information than bigrams and are often used in

language modelling tasks. For the same example, there is only one 3-gram: “cy-

ber security attack”.

2.5.2 Text Metrics

This section presents a list of textual metrics that have been utilised throughout this

thesis. These metrics have been employed for a range of purposes, demonstrating

their versatility and significance in our study. Firstly, these metrics have played a

crucial role in ranking text tokens, enabling us to identify and prioritise the most rel-

evant and informative terms for taxonomy construction. As discussed in Chapter 4,

the process of constructing taxonomies heavily relies on the accurate identification

of key terms, and these textual metrics have been quite useful in this regard.

Furthermore, the text metrics presented in the following sections have been in-

strumental in our text classification tasks, particularly during the feature selection

stage of the created ML classifiers, as explored in Chapters 5 and 6. By incorpo-

rating these textual metrics into our feature selection stage, we have been able to

extract and utilise the most discriminative and representative features, enhancing

the effectiveness and accuracy of these classifiers.
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2.5.2.1 Term Frequency (TF)

Term Frequency (TF) is a simple measurement of how a term (word) appears within

a given text document. TF focuses on the local representation of a term within a

specific document, giving weight to the frequency of occurrence. It is a document-

specific metric that indicates how often a term appears in relation to the total

number of terms in that document. TF can be useful for identifying the most

frequent words within a document, but it does not provide information about the

relative importance of a term across a collection of documents.

It is common practice to normalise term frequency to account for the potential

bias introduced by varying document lengths. This is done by dividing the frequency

of a term by the total number of terms in the document. Doing so mitigates the

impact of document length on term importance. This normalisation ensures that

the term frequency reflects the relative importance of a term within a document,

regardless of its length. TF(t, d) is the normalised frequency for the term t in a

given document d and can be calculated using Formula (2.15).

TF(t, d) = count(t, d)∑
w∈d count(w, d) (2.15)

2.5.2.2 Document Frequency (DF)

Document Frequency (DF) refers to the number of documents – in a corpus (i.e.,

a set of documents) – that contain a specific term. It is a measure used in IR and

text mining to assess the significance or relevance of a term within a collection of

documents. DF of a term indicates how widely it appears across a given corpus and

can be used to determine the term’s rarity or commonality. A high DF suggests

that a term is present in many documents and may be less informative or discrimi-

nating, while a low DF indicates that a term is relatively rare and potentially more

distinctive.
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DF for a term t in a set of documents D can be defined by Formula (2.16).

DF(t, D) = Nt

N
(2.16)

where Nt is the number of documents that term t appeared at least once, and N

is the total number of documents.

2.5.2.3 Inverse Document Frequency (IDF)

Inverse Document Frequency (IDF) measures the global significance of a term in

a corpus. It takes into account the distribution of the term across all documents

in the collection. IDF assigns higher weights to terms that are less frequent in the

entire corpus but occur in specific documents, which helps identify terms that are

discriminative or unique to specific documents, making these terms more valuable

for distinguishing between different documents.

IDF measures whether a term is common or rare in a set of documents D (i.e.,

a text corpus) (Nettleton, 2014). For term t, IDFt is given by Formula (2.17).

IDF(t, D) = log( N

1 + Nt

) (2.17)

where N is the total number of documents, and Nt is the number of documents

that cover the term t.

2.5.2.4 Term Frequency - Inverse Document Frequency (TF-IDF)

TF-IDF serves as a critical metric utilised in IR and ML domains. Its core purpose

lies in assessing the importance of textual elements, such as words, phrases, or

lemmas, within an individual document relative to a larger document collection,

often referred to as a corpus (Simha, 2021).

TF and IDF are fundamental measures in text analysis, particularly in IR con-

texts. TF measures the frequency of a term within a document, while IDF gauges

the significance of a term across a collection of documents. The TF-IDF score com-

bines a term’s local relevance within a document (TF) with its global importance
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across the entire corpus (IDF) by multiplying these values for each term in a doc-

ument (Stecanella, 2019). This composite measure identifies terms that are both

frequently occurring within a document and relatively rare in the entire collection.

Furthermore, TF-IDF finds practical application in tasks like keyword extraction

as TF-IDF scores can be employed as features for ML classifiers (Lippmann et al.,

2017; Aslan, Sağlam, and Li, 2018). It is defined with respect to a set of “documents”

or text corpora. For a given term t and a specific “document” d, TF-IDF(t, d)

represents the product of the term frequency TF(t, d) for that term t in document

d and the inverse document frequency IDF within the considered set of documents.

To compute the TF-IDF matrix for a term t across a set of documents D, the same

relationship is applied to the TF matrix, which contains term frequencies for term t

in each document d from the set of documents D (Stecanella, 2019). This calculation

is illustrated by Formula (2.18).

TF-IDFD(t, d) = TFD(t, d) × IDF(t, D) (2.18)

2.5.2.5 Weirdness Score

Weirdness score, in the context of text classification, refers to a measure used to

assess and quantify the level of abnormality or distinctiveness exhibited by a given

text or document when compared to a reference corpus. In work done by (Ahmad

et al., 2000), they argued that the distribution of items (i.e., terms) would differ

between a special corpus s and a general one g. Thus, they introduced the weirdness

score, which is defined by Formula (2.19).

Weirdness(w) = TF(w, s)
TF(w, g) (2.19)

where TF(w, D) is the normalised frequency of word w in a given domain (i.e.,

a “class” of documents) D and can be calculated using Formula (2.20).

TF(w, D) = count(w, D)∑
wi∈D count(wi, D) (2.20)
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which is the division of the number of times word w appeared in domain D by

the total number of words wi in that domain. In this case, D can be either s or g.

2.5.2.6 Prototypical Words

The concept of prototypical words has been widely studied and applied in various

research domains, including NLP, ML, and text mining. For instance, in text clas-

sification tasks, prototypical words are used as informative features to distinguish

between different classes or categories. They are often identified through techniques

such as feature selection, where the words with the highest discriminative power are

selected based on their frequency, mutual information, or other statistical measures.

The selection of prototypical keywords is beneficial for classification tasks as they

capture the characteristic lexical expressions commonly associated with users in a

particular class. Pasca and Durme used a probabilistic model in their study (Pasca

and Durme, 2007) to extract the prototypical words automatically, which was also

adopted by others (Pennacchiotti and Popescu, 2011b; Aslan, Sağlam, and Li, 2018).

Suppose we have n classes, and Si are the seed users belonging to class ci. Each

word w will be assigned a proto score for each class using Formula (2.21).

proto(w, ci) = |w, Si|∑n
j=1 |w, Sj|

(2.21)

where |w, Si| is the total number the word w was issued across all users Si in

class ci. The denominator cannot be zero for a given word if it was found at least

once in any account’s timeline. To get a higher value for the proto score of a word,

it should appear only in one domain, not more, see Formula (2.21). The user u score

for a particular prototypical word wp can be given using Formula (2.22).

f proto wp(u) = |u, wp|∑
wϵWu

|u, w|
(2.22)

where |u, wp| is the frequency of wp in the user u timeline, and Wu is the set of

all words found in that timeline.
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2.5.3 Text Readability Scores

2.5.3.1 Lexical Diversity (LD)

Lexical Diversity (LD), often referred to as lexical richness, is a measure used to

assess the variety of unique words in a text or a corpus. It indicates how many

distinct words are used relative to the total number of words. A higher LD suggests

a broader and richer vocabulary, while a lower LD indicates repetitive language

usage. LD is a valuable metric in various fields, including linguistics, literature

analysis, and text mining (Malvern et al., 2004).

LD can be calculated in different ways, but one common measure is called the

“type-token ratio” (TTR), which assesses the proportion of unique words (i.e., types)

to the total number of words (i.e., tokens) in a given text or dataset. TTR is given

by Formula (2.23).

TTR = number of word types
number of word tokens (2.23)

2.5.3.2 SMOG Grading

The SMOG grading stands for Simple Measure of Gobbledygook, which is a read-

ability score designed to estimate the number of years of education a person needs to

be able to understand a piece of text (McLaughlin, 1969). For example, an SMOG

score of 10 would indicate that the text is readable by an average 10th grader.

The formula counts the number of polysyllabic words (i.e., words with three or

more syllables) in a sample of text and is given by Formula (2.24).

SMOG = 3.1291 + 1.0430 ×

√√√√(Polysyllabic word count × 30
Sentence count

)
(2.24)

2.5.3.3 Flesch–Kincaid Grade Level (F-K)

The Flesch-Kincaid (F-K) readability formula, also known as the Flesch-Kincaid

Grade Level Formula, is a readability test designed to measure the readability of
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English text. It is based on the idea that simpler text is easier to understand. The

formula calculates a grade level equivalent to the US education system, indicating

what level of education is required to understand a given piece of text (Kincaid

et al., 1975). F-K is given by Formula (2.25).

F-K = 0.39
(

words
sentences

)
+ 11.8

(
syllables

words

)
− 15.59 (2.25)

where: “words” is the number of words in the text, “sentences” is the number of

sentences in the text, and “syllables” is the number of syllables in the text.

The output of this formula is a number, typically between 0 and 100. The

resulting number is then mapped to a U.S. grade level, such as “grade 8” or “grade

12” indicating the minimum education level a person should have to understand

the text easily. This formula is widely used in education, publishing, and content

creation to assess the complexity and readability of texts. The lower the grade level,

the more accessible the text is to a general audience.

2.5.4 Topic Modelling

Topic modelling is quite useful for doing a quantitative analysis of textual sources.

We used Latent Dirichlet Allocation (LDA) algorithm (Blei, Ng, and Jordan, 2003)

in our topical analysis, one of the most widely used topic modelling algorithms in

the literature (Aslan, Li, et al., 2020; N. Pattnaik, Li, and Nurse, 2023). LDA is an

unsupervised method for clustering N documents into k categories (i.e. topics). The

interesting thing about LDA is that assigning a document to a topic is probabilistic,

where each document is assigned to each topic with a probability, and the sum of

all these probabilities is 1.0 per document (Kigerl, 2018).

LDA works in iterations to do two estimations: the distribution of words (i.e.,

tokens) into topics and the distribution of topics over documents (Blei, 2012). Thus,

it requires two essential parameters to work, which are k, the number of topics, and

r, the maximum number of iterations.
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Chapter 3

Related Work

“If I have seen further, it is by standing on the

shoulders of giants.”
- Isaac Newton

3.1 Cyber Security Taxonomies and Ontologies

3.1.1 Automatic Taxonomy and Ontology Building

Automatic and semi-automatic processing of information for building

taxonomies and ontologies has been an active topic in different research

fields. For instance, one popular technique, Formal Conceptual Anal-

ysis (FCA) (Priss, 2006), has been widely used to automatically construct a formal

ontology from a given set of objects and their properties (Cimiano, Hotho, and

Staab, 2004). NLP and ML techniques have also been widely used to automate

taxonomy and ontology building, especially based on natural language texts (H.

Yang and Callan, 2009). Such techniques are less used in building cyber security

taxonomies and ontologies, as reviewed in the next two sections.
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3.1.2 Selected Taxonomies in Cyber Security

Critical Infrastructure (CI) protection is one of the cyber security sub-domains where

researchers have proposed frameworks for building taxonomies. Luiijf and Nieuwen-

huijs proposed a generic threat taxonomy for CI that is made up of 325 nodes (Luiijf

and Nieuwenhuijs, 2008). They built an extensible taxonomy to support adding more

elements to their taxonomy as they did not develop their taxonomy from scratch but

relied on existing threat databases instead. Also, Y. Jiang et al. proposed a domain-

specific language for security in CI (Y. Jiang et al., 2018), where they created a

simple taxonomy for CI and cyber components.

Some studies focused on building taxonomies for cyber-physical threats and at-

tacks. Heartfield et al. built a taxonomy for the cyber security threats that affect

smart homes (Heartfield et al., 2018). In their taxonomy, they considered the impact

on both the system and users. On the other hand, Loukas et al. worked on vehicle

security attacks, and they created a taxonomy for the characteristics of Intrusion

Detection Systems (IDS) for different types of vehicles (Loukas et al., 2019). Sed-

jelmaci and Senouci also worked on taxonomy for vehicles but aerial ones in their

study (Sedjelmaci and Senouci, 2018), where they examined the current detection

schemes for aerial vehicle security and then classified them into a small taxonomy.

In a bid to analyse the propagation of large-scale cyber attacks, researchers have

formulated several taxonomies. These taxonomies are intentionally developed to en-

hance comprehension and facilitate comparisons of such attacks, ultimately aiding

in their prevention (Mohsen et al., 2022). Radmand et al. focused on creating a

taxonomy for the cyber security attacks on wireless sensor networks. They stud-

ied many possible attacks on such networks. Their final taxonomy was limited to

classes about attack categories (Internal or External) and whether they are Active

or Passive (Radmand et al., 2010).

To assist in identifying and defending against cyber attacks, Simmons et al.

proposed a cyber attack taxonomy named AVOIDIT. They employ five primary

classifiers to categorise the characteristics of an attack: Attack Vector, Attack Tar-
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get, Operational Impact, Informational Impact, and Defense. They claimed that

classification by Defense is particularly valuable as it offers network administrators

guidance on how to mitigate or rectify an attack by offering crucial attack informa-

tion (Simmons et al., 2009). AVOIDIT is presented in a tree structure to carefully

categorise common vulnerabilities employed in launching cyber attacks.

Syafrizal, Selamat, and Zakaria introduced AVOIDITALS cyber attack tax-

onomy, which was derived from both the AVOIDIT (Simmons et al., 2009) and

Treadstone71 (Treadstone71, 2014) taxonomies. Their taxonomy encompasses 8 do-

mains, 105 sub-domains, 142 sub-sub-domains, and 90 additional sub-sub-domains.

This comprehensive taxonomy serves as a valuable tool for administrators, aiding

in identifying cyber attack patterns that frequently occur on digital infrastructure.

Furthermore, it offers the best prevention method to minimise the impact of such

attacks (Syafrizal, Selamat, and Zakaria, 2021). They followed a 4-phase method-

ology: firstly, identifying existing cyber attack taxonomies; secondly, determining

domains and subdomains related to cyber attacks; thirdly, classifying them; and

finally, constructing the enhanced cyber attack taxonomy.

Mohsen et al. expanded the AVOIDIT taxonomy by introducing additional ele-

ments related to defence strategies, scale, and more. They conducted a comparative

analysis between their newly proposed taxonomy and established state-of-the-art

taxonomies. Furthermore, they analysed 174 significant cyber security attacks us-

ing their taxonomy. In addition, they introduced a web-based tool they developed,

enabling researchers to explore existing cyber attack datasets and contribute new

ones (Mohsen et al., 2022).

We cannot talk about cyber attacks without mentioning cyber harms. Agrafiotis

et al. identified various types of harm and created a taxonomy of cyber harms

encountered by organisations. Their taxonomy comprises five broad themes of harm:

physical or digital, economic, psychological, reputational, and social/societal harm.

For each of these themes, they presented several cyber harms that can result from

cyber attacks (Agrafiotis et al., 2018). They analysed real-world case studies to offer
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initial insights into the interconnections among these various harm types and the

potential propagation of cyber harm in general. This supports their argument for

the necessity of analytical tools to address organisational cyber harm based on a

taxonomy such as the one they developed.

CTI is a sub-domain in which many ontologies have been developed to facili-

tate information sharing among different organisations and computer systems. Such

ontologies are mostly represented as a common data format such as IODEF (Inci-

dent Object Description and Exchange Format) (Danyliw, 2016), STIX (Structured

Threat Information eXpression) (Open, 2019) and OpenIOC (Open Indicators Of

Compromise) (Gibb, 2013). Burger et al. created a taxonomy model to analyse and

classify existing threat-sharing technologies using a neutral framework, to identify

their limitations, and to explain their differences (Burger et al., 2014). On the other

hand, Mavroeidis and Bromander surveyed existing CTI taxonomies and ontologies

at the time they did their study (Mavroeidis and Bromander, 2017) and concluded

that none of them is readily available to be used within CTI due to lack of ex-

pressiveness. They also suggested some actions in order to address this problem.

Elnagdy, Qiu, and Gai built a knowledge structure (i.e., a mini taxonomy) of cyber

insurance for practitioners in this specific industry (Elnagdy, Qiu, and Gai, 2016).

One of the most comprehensive taxonomies in the cyber security domain was

proposed by Canbek, Sagiroglu, and Baykal in their study (Canbek, Sagiroglu, and

Baykal, 2016), where they focused on the mobile security domain and built a large

taxonomy covering different concepts. Supporting their taxonomy with two sub-

taxonomies for mobile malware and mobile malware analysis, they proposed an

overall hierarchy with over 1,300 nodes.

While it is challenging to quantify cyber security strength, Bhol, Mohanty, and

P. K. Pattnaik argue that one can assess security efforts by employing cyber security

metrics. These quantifiable measures are valuable for monitoring the progress of a

specific process and evaluating its effectiveness. In their study (Bhol, Mohanty, and

P. K. Pattnaik, 2021), they presented a taxonomy of cyber security metrics which
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categorises cyber security into five primary domains: Vulnerabilities, Protection

Mechanisms, Threats, Users, and Situational Encounters. Each of these metrics

is further subdivided. Additionally, their taxonomy provides tools under a Multi-

Criteria Decision-Making approach for assessing the strength of cyber security.

Another interesting study is the development of a comprehensive taxonomy for

cyber security known as the European Cyber Security Taxonomy. This taxonomy

aims to standardise cyber security terminologies and definitions, thereby facilitating

the categorisation of cyber security competencies (Nai Fovino et al., 2019). The

development methodology consists of several steps: 1) defining the scope of the

selected subject, 2) identifying and selecting data sources, 3) collecting terms and

concepts, (4) clustering concepts, and 5) reconciling the content and structure of

the taxonomy. The authors considered several existing clustering approaches in the

cyber security domain, and also international standards and reference documents

related to cyber security. This meticulous process yielded a taxonomy comprising

three dimensions, 18 categories, and 188 characteristics.

3.1.3 Selected Ontologies in Cyber Security

Quite a number of studies about building or using ontologies for the cyber security

domain exist in the literature. However, most of them were created for a particular

application (such as detecting vulnerabilities) and ignored several vital concepts in

cyber security. Here, we review some typical work on this topic.

Elahi, Yu, and Zannone proposed a design for an ontology about the security

concepts related to vulnerabilities in software. Their main goal was to integrate

the captured knowledge into the security system requirements. Although their work

was centred on vulnerabilities and software requirements, their modelling inspired

us about taxonomy building (Elahi, Yu, and Zannone, 2009).

Razzaq et al. proposed a method based on semantic web techniques to detect

attacks on web applications by analysing users’ requests as such requests cover rich

attack information. Then, they created ontology models for attacks and communi-
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cation protocols (Razzaq et al., 2014).

Wang and Guo proposed an ontology for vulnerabilities and populated it us-

ing the description of some common vulnerabilities taken from the NVD (National

Vulnerability Database) (Wang and Guo, 2009). Although their ontology modelled

several entities related to vulnerabilities, they did not use it for exploring or finding

new vulnerabilities.

Zamfira and Ciocarlie proposed a method for creating an ontology that can be

used for detecting cyber security attacks. The ontology they built focuses on cy-

ber operations and conceptualises different data needed in the processes. They also

tested the use of the ontology with a prototype web firewall and showed that their on-

tology did help. They worked on implementing a cyber-defence using the techniques

of the Semantic Web and tried to make their proposed ontology a comprehensive

model in the context of cyber defence (Zamfira and Ciocarlie, 2018).

Maybe the most similar study to the work reported in Chapter 4 is (Costa et al.,

2016), in which Costa et al. set an ontology for modelling insider threat attacks.

The most interesting part – for this study – is their semi-automated approach to

developing their ontology. They collected sources related to insider threat cases and

used NLP tools to parse the extracted text sentences automatically. Then, they used

human analysts to determine the meaning of each sentence for building the ontology.

Their work was only on cyber indicators related to insider threats, which differs from

our work on taxonomy building - presented in Chapter 4 - on several aspects: (1)

Their output is an ontology while ours is a taxonomy. (2) Our focus is the cyber

security domain as a whole, not just insider threats. (3) We use NLP and n-gram

ranking, and the human expert is only involved in the taxonomy creation stage. Yet

another related work is (Georgescu and Smeureanu, 2017), where Georgescu and

Smeureanu set a theoretical framework for enhancing the cyber security field using

ontology and other semantic web techniques. Their focus was on identifying black

hat hackers by analysing the internet communication channels they usually use.

The explored studies about taxonomies and ontologies were focused on a sub-
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field of cyber security or for a specific purpose rather than a general taxonomy.

Also, the vast majority of these studies lack the utilisation of automatic text pro-

cessing tools such as NLP and IR, and as a result, their taxonomies/ontologies were

manually built. Moreover, these studies rely solely on expert knowledge to create

their taxonomies/ontologies, unlike our data-driven human-machine teaming based

process that we used to create a general cyber security taxonomy, see Chapter 4.

3.2 Detecting Cyber Security Related Accounts

For social media analytics research, there is a general need to automatically de-

tect a certain community or type of account on a specific OSN platform. Classi-

fying users on OSNs has been conducted through a variety of methods (Pennac-

chiotti and Popescu, 2011a). Some people worked on detecting the political ori-

entation (Colleoni, Rozza, and Arvidsson, 2014) or party affiliation (Pennacchiotti

and Popescu, 2011b) from the posts made by users on social media, while others re-

searched detecting gender, age (Peersman, Daelemans, and Van Vaerenbergh, 2011),

personality (Liu et al., 2016), income (Preoţiuc-Pietro et al., 2015), and many other

attributes related to social media users.

There has been a range of related work on the automatic classification of OSN

accounts for cyber security purposes. For instance, since spammer accounts are

used by cyber criminals and hackers to perform a wide range of attacks, many of

the studies conducted in this field have been around spam/spammer detection (Ben-

evenuto et al., 2010; Krithiga and Ilavarasan, 2019). Similarly, due to the role of

social bots and fake accounts in spreading misinformation/disinformation on OSNs,

the detection of such accounts has become a hot topic in recent years (Abulaish and

Fazil, 2020; Cao et al., 2012).

Monitoring activities of cyber security related accounts on OSN can provide inter-

esting insights about about cyber criminals and cyber security professionals. There

has been however relatively little work on automatic detection of those accounts.
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Lee et al. developed a social media threat intelligence system called Sec-Buzzer,

which includes a semi-automated component for adding new cyber security experts

on OSNs by combining a number of mechanisms: mentions of active known ac-

counts, a “topic relevance” score defined by the number of relevant cyber security

topics, and manual confirmation by the Sec-Buzzer manager (Lee et al., 2017). The

first fully automated classifier of this kind we are aware of is (Aslan, Sağlam, and

Li, 2018), in which Aslan, Sağlam, and Li identified multiple candidate feature sets

and tested several ML models to develop a classifier for detecting cyber security

related accounts. Their best-performing model was Random Forest, which achieved

accuracy above %97 using different feature sets. The dataset they used is relatively

small (424 accounts) and was constructed in an ad hoc manner (e.g., cyber security

related accounts were selected from an ad hoc public list, and all account labels were

assigned by a single cyber security expert).

Yet another interesting work is (Jones, Nurse, and Li, 2020), where Jones, Nurse,

and Li developed a classifier for detecting Twitter accounts affiliated with the well-

known hacktivist group “Anonymous” to reconstruct a network of such accounts

for studying their activities over time. Their best classifier was based on the Ran-

dom Forest model and achieved an F1-score of 94%. Their classifier relies on ad

hoc features manually identified for Anonymous accounts and the used dataset was

collected based on a small number of (five) seed accounts, so it cannot be directly

generalised to other types of cyber security related OSN accounts.

The aforementioned studies point to a clear research gap in using ML classifiers

for detecting cyber security accounts on OSNs, especially those for detecting dif-

ferent sub-communities such as individual experts, hacking communities, and cyber

security academia. In addition, there is a lack of public datasets for supporting the

development and bench-marking of such classifiers. The datasets of (Aslan, Sağlam,

and Li, 2018; Jones, Nurse, and Li, 2020) were neither publicly available to other

researchers nor systematic enough, so they cannot be easily generalised. We aim to

fill these gaps, including more systematically constructed datasets.
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3.3 Studying Cyber Security Communities

With the enormous content created by OSN users daily, researchers have access to

a massive and wide range of individuals (Andreotta et al., 2019). Different types

of users can be found on OSNs, such as individuals, businesses, organisations and

communities, hacktivists, and cyber criminals (Nouh and Nurse, 2015). To the

best of our knowledge, there has been no previous work on studying cyber security

researchers using a data-driven approach based on OSN data.

A lot of work has been done on studying cyber criminal groups on OSNs. For

example, Aslan, Li, et al. studied a list of 100 defacer accounts by analysing their

activities, social structure, clusters, and public discussions on Twitter (Aslan, Li,

et al., 2020). While Kigerl studied the comments of 30,469 users from three carding

forums in his study (Kigerl, 2018) by applying a clustering technique based on topic

modelling. In another study about cyber criminals, Tavabi et al. built and analysed

a large corpus of messages across 80 deep and dark web forums to identify the

discussion topics and to examine their patterns (Tavabi et al., 2019).

Moreover, several other researchers studied activist and hacktivist groups on

OSNs. For instance, Jones, Nurse, and Li analysed the presence of the Anony-

mous group on Twitter (Jones, Nurse, and Li, 2020). They built an ML classifier

and identified over 20k accounts from the Anonymous group. Then, the key players

were identified using SNA and centrality measures. By applying topic modelling, the

main topics were found and used to study similarities between the key accounts. An-

other interesting work was done by Nouh and Nurse, where they studied a Facebook

Activist group of 274 users with 670 posts. They created several graphs represent-

ing the users’ friendships and interactions through the replies on the collected posts.

Using SNA and different centrality measures, they analysed these graphs and identi-

fied the influential users. Also, sub-communities were discovered and studied. Then,

they used sentiment analysis to study how user sentiment affected the group and

investigated trust relations using link analysis techniques (Nouh and Nurse, 2015).

A few studies related to analysing non-expert users on OSNs were found. For
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example, N. Pattnaik, Li, and Nurse conducted a large-scale analysis using cyber se-

curity and privacy discussions of non-experts on Twitter. The researchers developed

two ML classifiers, one for detecting non-expert users and the other for detect-

ing tweets related to cyber security and privacy. They used topic modelling to find

the top topics discussed by non-experts. Using sentiment analysis, they discovered a

general negative sentiment from non-experts about such topics (N. Pattnaik, Li, and

Nurse, 2023). Another interesting study was conducted by Saura, Palacios-Marqués,

and Ribeiro-Soriano, where they studied cyber security related issues discussed by

home users on Twitter using a large dataset of 938k tweets. They used sentiment

analysis, topic modelling, and mutual information to find these issues and study

their effects on user privacy (Saura, Palacios-Marqués, and Ribeiro-Soriano, 2021).

The work of Zeng et al. is quite interesting and related to our community analysis

of cyber security experts on OSNs (presented in Chapter 6), where they introduced

a cyber security community detection framework designed for OSNs. They created a

machine learning classifier to detect security related accounts on Twitter with good

performance, reaching 95% for accuracy. Their classifier was used to identify the

security related accounts in the ego networks of selected seed accounts. Then, they

built the social graphs of security related accounts in each ego network. A pruning

strategy was adopted to eliminate weak connections between accounts based on edge

features. After that, they applied an unsupervised overlapping community detection

model to uncover potential communities (Zeng et al., 2023).

The literature encompasses various studies examining different types of cyber

security groups and their communities on OSNs, ranging from cyber criminals and

hacktivists to activists, non-experts, and general cyber security accounts. However,

to the best of our knowledge, the specific realm of online communities comprising

cyber security experts remains relatively unexplored. Studying the activities and

communities of these experts on social media holds the potential to yield valuable

insights into their community dynamics, communication patterns, discussions, influ-

ence, and more. This research gap serves as the focal point addressed in Chapter 6.
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Chapter 4

Building General Cyber Security

Taxonomy

“We are drowning in information and starving

for knowledge.”
- Rutherford D. Roger

4.1 Introduction

Taxonomies and ontologies are handy tools in many application domains,

such as knowledge systematisation and automatic reasoning. In the cy-

ber security field, many researchers have proposed such taxonomies and

ontologies, most of which were built based on manual work. Some researchers pro-

posed the use of computing tools to automate the building process, but mainly on

very narrow sub-areas of cyber security. Thus, there is a lack of “general” cyber

security taxonomies and ontologies, possibly due to the difficulties of manually cu-

rating keywords and concepts for such a diverse, interdisciplinary and dynamically

evolving field.

This chapter presents a new human-machine teaming-based process to build

taxonomies, which allows human experts to work with automated NLP and IR tools
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to co-develop a taxonomy from a set of relevant textual documents. The proposed

process could be generalised to support non-textual documents and to build (more

complicated) ontologies as well. Using the cyber security domain as an example, we

demonstrate how the proposed taxonomy-building process has allowed us to build

a “general” cyber security taxonomy covering a wide range of data-driven keywords

(topics) with a reasonable amount of human effort.

4.1.1 Cyber Security Taxonomy

Taxonomies and ontologies are both useful knowledge representation tools for sys-

tematically and structurally conceptualising human knowledge about objects (or

things) and concepts in many domains, especially in sciences, engineering, business

and education (June, 2010). The two words “taxonomy” and “ontology” have very

similar meanings, but the latter has a more theoretical flavour and requires typically

more advanced components such as relations between concepts, therefore allowing

formal reasoning about the meanings of sentences (New Idea Engineering Inc., 2018).

The field of cyber security encompasses various disciplines and undergoes con-

stant evolution. It is not surprising that many researchers and practitioners have at-

tempted to build and use taxonomies and ontologies to better organise the knowledge

from different sub-areas of the broad subject. See Section 3.1 for a brief overview

of some related work on cyber security taxonomies and ontologies. Although there

has been a lot of work on taxonomy and ontology building, there is a general lack

of more automated processes for building taxonomies and ontologies. In addition,

more general taxonomies and ontologies covering the whole subject are rare, possi-

bly due to the more demanding human effort required, the complexity of putting

everything together and the constant effort to keep such taxonomies and ontologies

up to date.
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4.1.2 The Necessity of a “General” Taxonomy

First of all, by “general” we do not mean full or extensive, but we mean a taxon-

omy that is not specialised or exclusive to a sub-domain, topic, or area in the cyber

security domain like the taxonomy examples that were mentioned in the literature

review, see Section 3.1.2. Specialised cyber security taxonomies offer precision, rel-

evance, depth, customisation, and interoperability, Also, they provide a tailored

framework for specific domains or areas, enabling focused research, analysis, and

decision-making, while fostering collaboration and information exchange within tar-

geted communities.

The decision to build a “general” cyber security taxonomy was motivated by

several considerations. Firstly, the cyber security landscape is vast and constantly

evolving, encompassing a wide range of threats, vulnerabilities, and actors. A gen-

eral taxonomy provides a broad framework that can accommodate the diverse na-

ture of cyber security phenomena, including, for example, Network Security, Ap-

plication Security, Cloud Security, Data Security, Identity and Access Management

(IAM), Socio-technical Security, Security Operations (SecOps), Incident Response

and Forensics, Ethical Hacking, Security Compliance and Governance, and many

other emerging sub-domains.

Second, we plan to create a taxonomy that covers cyber security as a topic,

so it can be used in the next steps of our research, in the intended ML classifiers

(Chapter 5) and the cyber security expert communities analysis (Chapter 6). As

highlighted in the literature review, previous studies have explored various types

of cyber security groups on OSNs, including cyber criminals, hacktivists, activists,

and non-experts. However, there remained a significant gap in understanding the

online communities of cyber security experts specifically. By opting for a general cy-

ber security taxonomy, we aimed to address this research gap comprehensively and

provide insights into the activities and interactions of cyber security experts across

the different sub-domains and areas within the cyber security domain. Moreover,

cyber security experts represent a diverse group encompassing researchers, practi-
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tioners, innovators, vendors, and more. Focusing on a specific sub-domain or area

within the cyber security domain would have limited the scope of our analysis and

potentially overlooked important insights from other areas. Studying the broader

landscape of cyber security experts’ activities, discussions and communities allowed

us to capture a more holistic view of this domain, including emerging threats, best

practices, collaboration opportunities and much more.

Additionally, a general cyber security taxonomy serves as a foundational frame-

work that can be adapted and extended to suit specific use cases and domains.

While it may not cover every niche area in detail, it provides a common language

and structure for organising cyber security concepts and knowledge. Furthermore,

the choice to build a general cyber security taxonomy does not preclude the devel-

opment of more specialised taxonomies or ontologies for specific areas or groups.

Instead, it provides a starting point from which more targeted taxonomies can be

derived. By establishing a general framework first, we lay the groundwork for future

research and development efforts in cyber security taxonomy construction.

In terms of specific use cases and limitations, it is essential to acknowledge that a

general cyber security taxonomy may not be exhaustive or fully applicable to every

context. However, its utility lies in its flexibility and maintainability, as well as

its potential to facilitate knowledge sharing and collaboration across diverse cyber

security communities.

4.2 Methodology

In this chapter, we propose to apply the new concept of human-machine team-

ing (UK Ministry of Defence, 2018) for taxonomy-building in order to reduce the

human effort involved in the building process and to make it easier to create tax-

onomies and maintain then them. The proposed process includes three stages: A)

the data collection phase for preparing a large set of textual documents of interest

and also documents in other areas, B) the text analysis phase for processing the
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textual documents to produce a list of relevant terms (keywords); C) the taxonomy-

building phase for creating and refining the taxonomy based on a defined structure

and assignment of all terms from Stage B to the structure. Stage A involves a man-

ual selection of textual documents done by the human analyst and the automatic

processing of collected data to form a properly formatted dataset ready for the next

stage. Stage B is heavily automated using NLP and IR tools, but the human an-

alyst controls the final selection of terms. Stage C is mostly done manually based

on the human analyst’s expert knowledge but can be facilitated by an automated

tool for visualising the taxonomy. Taking cyber security as an example domain, we

demonstrated how the proposed process has been used to build a general cyber se-

curity taxonomy with a reasonable amount of human effort and a large set of textual

documents processed by automated NLP and IR tools.

While our methodology indeed leverages computational tools and automated

techniques, it is important to underscore the integral role of human expertise and

input throughout the taxonomy-building process. Firstly, human involvement is

paramount in defining the initial scope and objectives of the taxonomy construc-

tion, including defining the key concepts, top classes, sub-domains, and categories

within the cyber security domain. Additionally, human experts play a crucial role

in curating and validating the data sources used for the corpora creation, ensuring

their relevance and comprehensiveness.

Furthermore, human judgment is indispensable in refining and validating the

results obtained through automated processes across the different stages. This in-

cludes reviewing and interpreting the output at each step, identifying any discrepan-

cies or inaccuracies, and iteratively refining the taxonomy based on expert insights

and domain knowledge. In essence, while our approach incorporates machine-driven

techniques to expedite certain aspects of the taxonomy-building process, it is fun-

damentally guided and enriched by human expertise, intuition, and oversight. The

synergy between human and machine capabilities fosters a collaborative and iter-

ative approach that harnesses the strengths of both to achieve better results and
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reduce the time and effort needed by the human expert to ensure better, representa-

tive and robust taxonomy development in the complex and rapidly evolving domain

of cyber security.

Stage C: Taxonomy BuildingStage A: Data Collection

Text Processing Terms Selection

Stage B: Text Analysis

Metrics Calculation
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Figure 4.1: Human-machine teaming-based methodology for taxonomy-building

The high-level overview of our proposed taxonomy-building process is illustrated

in Figure 4.1. The process starts with selecting the needed textual sources. This is

mostly done by humans, but their job is limited to the identification and collection

of documents so that it can be done more easily. After that, the text analysis phase

is executed to produce a list of relevant terms (mostly automated). Finally, the

process ends with a relatively light human-driven process of building the taxonomy.

The three steps of the process are outlined in the following sections.

4.2.1 Stage A: Data Collection

The main goal of this stage is to prepare a properly formatted set of textual docu-

ments for analysis in Stage B. Different textual datasets are needed here so that the

built taxonomy can cover more useful terms that can help separate the domain of

interest (e.g., cyber security) from other domains. This stage requires human effort

to identify relevant documents from different domains and to aggregate all selected

documents together, using automated tools, into a format ready for Stage B.
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4.2.2 Stage B: Text Analysis

The purpose of this stage is to produce a number of relevant terms to be assigned

later to a taxonomy structure defined in Stage C. Stage B consists of three major

steps. The first one is about processing the prepared corpora to extract the n-grams.

The second step is calculating some useful metrics, including TF, IDF, TF-IDF and

DF scores, which will be explained later in the next sections using cyber security as

an example domain. The last step is about selecting relevant terms from all n-grams

based on the calculated metrics, which include three sub-steps: initial filtering, n-

gram refinement, and final term selection based on TF-IDF ranking. Stage B is

largely automated using NLP and IR tools. However, the last step needs to involve

the human analyst to empirically determine some parameters and exclude irrelevant

terms based on the analyst’s domain knowledge.

4.2.3 Stage C: taxonomy-building

In this stage, we build the taxonomy from the relevant term list produced earlier

in Stage B. Stage C consists of the following steps. In the first step, the initial

structure of the taxonomy is defined, especially the top-level and the second-level

classes1 and other components that are known before inspecting all the relevant

terms. The definition of the initial structure can be done by the human analyst

based on their domain knowledge, independently of the relevant terms, but can be

informed by what key concepts can be used to cover all those terms. The second step

is assigning the relevant terms produced in Stage B to the taxonomy structure. In

the final step, the whole taxonomy is refined based on any issues identified from the

term assignment step, including necessary adjustments of the basic structure due

to re-assignments of some terms. This stage is mostly done by the human analyst,

although some software tools could be developed to facilitate the term assignment.

For example, an automated recommendation system can be used to suggest where

1Taxonomy classes/subclasses, also called domains/sub-domains.
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a term should be mapped. Also, creating a visualisation of the taxonomy would aid

the human analyst during terms assignment and taxonomy refinement steps.

The whole process can be repeated in full, or partially, to keep the created tax-

onomy up to date. For example, after the taxonomy is created, the text processing

step in Stage B can be run again to produce more candidate n-grams to enrich the

taxonomy. Moreover, some new documents can be added and processed to update

the taxonomy to reflect changes from relevant topics. Only new terms or outdated

terms need processing for such updates of the taxonomy, so its maintenance can be

relatively light.

As a whole, the process combines the work of humans and machines well to

co-create the taxonomy. A vital feature of the process is that the human analyst

does not need to arbitrarily define a list of keywords, which is often the hardest,

the most time-consuming, error-prone and “random” part of any taxonomy-building

process. Instead, the analyst can work with a list of automatically produced terms.

Such a human-machine teaming process not only helps reduce human effort but also

increases the accuracy of the built taxonomy.

Note that the proposed methodology can be used for any domain or purpose,

not just the cyber security domain. This is because the approach is data-driven,

i.e., the candidate terms are automatically harvested from a given dataset. Domain

knowledge experts are still needed to select relevant documents and process the au-

tomatically produced candidate terms, but the most time-consuming and arbitrary

part of the work – defining what terms to use – is largely automated. Therefore,

by using a different dataset containing documents from a different domain, one can

build a taxonomy for that domain.

In the following three sections, we will use cyber security as an illustrative exam-

ple domain to showcase the application of the suggested process to create a general

cyber security taxonomy. Each section will delve into a specific stage of the process,

providing a focused examination of its implementation and outcomes.
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4.3 Data Collection

For building the cyber security taxonomy, we collected five datasets (corpora) of

textual documents. The first dataset consists of cyber security related sources, while

the others cover documents from four selected non-cyber security domains. The

reason for collecting non-cyber security documents is to eliminate common terms

across all domains and, therefore, not indicative of the cyber security domain. This

will be accomplished mainly by evaluating the TF-IDF (explained in Section 2.5.2.4)

scores of n-grams, to identify good candidate terms for the cyber security domain.

We tried to ensure a good degree of distinctiveness between the text corpora

across different domains. Firstly, during the data collection phase, careful attention

was paid to creating each corpus from sources specifically relevant to their respective

domains. For instance, the News corpus was sourced from reputable news outlets

covering a broad range of topics, excluding those primarily focused on cyber secu-

rity. Similarly, texts for the English Literature corpus were selected from literary

works, letters, linguistics, novels, ..etc which are unrelated to cyber security top-

ics. The Law corpus contained government articles and debates from the Canadian

parliament. Also, the topics covered in the Science corpus are far from any cyber

security concepts. Furthermore, to mitigate the risk of inadvertent inclusion of cy-

ber security related content in non-relevant corpora, careful screening and filtering

processes were applied. This involved manual review and validation of the collected

texts to ensure that they predominantly pertained to the designated domain and

were free from cyber security references.

While the possibility of minor overlap or contamination between corpora cannot

be entirely ruled out, the research endeavoured to minimise such occurrences. How-

ever, ensuring a complete separation is not necessary as we have some tolerance in

the later stages of the taxonomy-building process. See Section 4.4.3.1 for more de-

tails about how we achieved this using the IDF measure during the Initial Filtering

step, where we allowed a candidate n-gram to appear in at most two corpora.
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4.3.1 Building Cyber Security Dataset

Since our main objective is to build a general taxonomy for cyber security, we needed

first to create a representative corpus for cyber security using human-written textual

documents. For this purpose, different sources were collected to cover more diverse

n-grams that are commonly used by different cyber security related people such

as professionals, academics and hackers. The created textual corpus consisted of

documents selected from the following four representative types of data sources.

1. Professional reports related cyber security and issued by well-known organi-

sations such as ENISA (European Network and Information Security Agency)2

and UK’s NCSC (National Cyber Security Centre)3. These reports correspond

to cyber security professionals associated mostly with government and industry.

2. Academic papers written by cyber security researchers. Some papers in this

category were collected by searching Google Scholar using broad keywords e.g.,

“cyber security” and “information security”. Other papers were cyber security pa-

pers already known to us. These papers correspond to people related to academia.

3. OSN data, which was a collection of Twitter timelines of cyber security re-

lated Twitter accounts detected by a trained machine learning classifier reported

in (Aslan, Sağlam, and Li, 2018). Each account’s timeline was a text file that

resulted from merging all the tweets that were retrieved for this Twitter account.

The maximum number of tweets that could be collected per account was 3,250,

as this was a limitation set by the Twitter API.

4. Underground forum posts that contained discussions took place in under-

ground forums used by hackers and cyber criminals. For this data source, we

used data from the Cybercrime Centre at the University of Cambridge (Pastrana

et al., 2018). This data source was used to gain insights into the terms that are

usually used among hackers and cyber criminals.
2https://www.enisa.europa.eu/
3https://www.ncsc.gov.uk/
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The number of documents and their formats that were used in the cyber security

corpus are listed in Table 4.1, including the numbers of tokens and word counts.

Table 4.1: Data sources statistics in the cyber security corpus

Data Source Format Documents Tokens Words

Professional reports PDF 117 1,850,804 736,280

Academic papers PDF 385 5,465,389 2,001,726

OSN data TXT 219 10,635,807 3,532,320

Underground forums HTML 69 10,554,781 3,448,526

4.3.2 Building Non-Cyber Security Corpora

For non-cyber security documents, we used four corpora corresponding to the fol-

lowing domains: News, Law, General Science and English Literature. Each corpus

is big enough to be considered representative of its domain. See Table 4.2 for statis-

tics about these textual corpora, from which we can see the different corpora have

2-10m words and their sizes are comparably rich.

Table 4.2: Statistics of all five corpora used

Corpus Documents Tokens Words

Cyber Security 790 28,506,781 9,718,852

English Literature 3,321 24,581,859 7,544,295

Law 635 19,474,191 6,422,816

News 4,561 8,536,780 3,346,196

Science 5,149 5,553,724 2,282,068
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4.3.3 Text Extraction

The processing pipeline started with reading the sources, after which the texts were

extracted. For each file type, we used a different file parser. For example, the

webpages parser removes all HTML tags (i.e., characters between < and >) and

extracts the remaining text. Moreover, the parser of PDF files removes the meta-

data fields and URLs. Then, it extracts the plain text. For the Twitter timeline of

an account, the parser converted it into one text file by concatenating only the plain

text of the tweets and removing all other data fields.

4.4 Text Analysis

As previously mentioned, the text analysis stage comprises three primary steps:

Text Processing, n-grams Metrics Calculation, and Term Selection. Each of these

steps consists of several tasks, which are outlined in detail below. These tasks

collectively contribute to the comprehensive analysis of textual data by processing

and transforming the text, calculating relevant metrics, and selecting informative

terms for subsequent analysis.

4.4.1 Text Processing

In this step, and before applying the NLP tools, several pre-processing steps were

applied to reduce the number of tokens for the later steps. We removed URLs,

emails, independent numeric strings and punctuation symbols. Other strings related

to Twitter data, such as retweet indicator “RT”, @usernames and hashtag symbol

“#” were also removed.

4.4.1.1 Natural Language Processing

An NLP tool takes the raw text as input and returns the annotated text as out-

put. We used several annotators from the Stanford CoreNLP (Manning et al., 2014)

library (Stanford NLP Group, 2019) to first tokenise the text, split tokens into
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sentences, assign part of speech (POS) tags to each token and then to apply lemma-

tisation for each token to obtain the original root without any suffixes or prefixes.

After that, we removed the stop words and applied several rules to eliminate words

that were less useful for our purpose, e.g., words that were too short, too long or

non-English.

4.4.1.2 n-grams Extraction

Following the NLP processing, we extracted n-grams with n ranging from 1 to

5. Initially, only unigrams and bigrams were considered. However, since we were

interested in building a general taxonomy of the cyber security domain, we had to

ensure that our methodology covers as many relevant concepts as possible. Also,

we noticed that for this domain, many valid terms are long n-grams (e.g., “Access

Control Policy”, “Cyber Threat Information Sharing”, “National Cyber Security

Awareness Month”). Thus, trigrams, fourgrams and fivegrams were considered as

well. This reflects how the proposed process can easily adapt to refine the taxonomy.

Table 4.3: Statistics of extracted n-grams for each corpus

Corpus 1-grams 2-grams 3-grams 4-grams 5-grams Total

Cyber Security 260,737 978,997 547,868 250,389 150,080 2,188,071

English Literature 280,380 1,119,025 470,754 143,686 46,662 2,060,507

Law 60,477 414,052 208,730 61,662 16,371 761,292

News 121,513 511,277 226,911 75,255 24,871 959,827

Science 95,618 350,101 180,699 56,999 16,950 700,367

Statistics about all the corpora are presented in Table 4.3, which shows the

number of n-grams of each size (1 to 5) for each corpus. The table clearly shows

that longer terms are used more often in the cyber security domain than in others.
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4.4.2 N-grams Metrics Calculation

At the end of the last step, we ended up with over 6.7 million n-grams, including 2.2

million from the cyber security corpus, which were too many to work with during the

manual assessment in Stage C of the taxonomy-building process. Thus, we needed

to filter them down to a more manageable size. To this end, we calculated a number

of metrics for each n-gram, which are then used to filter and select a smaller number

of n-grams as valid terms.

4.4.2.1 Term Frequency (TF)

Term Frequency is a simple measurement of how a term or word appears within a

given document. The term frequency for word w in document d is TFw,d, which is

defined as the count of w in d.

4.4.2.2 Inverse Document Frequency (IDF)

According to TF, all terms are treated equally in terms of importance. However,

some terms are useless and not informative despite the high TF score they can have

e.g., “the”, “of”, “is”, “that”, ..etc. Thus, we must consider how rare a term can

be across several documents. For this purpose, we used the IDF measure, which

was explained in Section 2.5.2.3, and it is calculated using Formula (2.17). In our

case, the total number of “documents” N used in the IDF formula is 5 as we have

5 corpora in total.

4.4.2.3 Term Frequency-Inverse Document Frequency (TF-IDF)

We used the TF-IDF scores to rank all the n-grams. The ranked list was used in

the next step to filter and select the top n-grams with higher TF-IDF values as

candidates for building the taxonomy. We explained the TF-IDF in Section 2.5.2.4,

and it was given in Formula (2.18), which is the product of TF by IDF.
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4.4.2.4 Document Frequency (DF)

Some terms are assigned a relatively high TF-IDF value, although they appear

in a very small number of documents (i.e., sources) in the cyber security corpus.

Those highly document-specific terms are more likely unrelated to the cyber security

domain; otherwise, they should have been more widely used. To exclude such terms,

we also calculated each n-gram’s DF, which is the number of documents in the corpus

of interest (e.g., cyber security) this n-gram appears at least once.

DF was explained in Section 2.5.2.2, and defined by Formula (2.16). It is im-

portant to mention that DF was considered within each corpus only. Thus, the

“documents” in this context means the textual sources that formed a corpus, while

for IDF, the documents are the corpora (i.e., each corpus is a document).

4.4.3 Terms Selection

We aimed to streamline the selection process by focusing on a condensed set of

the most significant and representative n-grams within the cyber security domain.

This approach aimed to minimise the manual effort required during the taxonomy-

building stage where assigning terms and refining taxonomy require a lot of manual

work. Thus, we implemented a series of filtering and refinement procedures to

achieve this objective, as outlined in the subsequent sections.

4.4.3.1 Initial Filtering

Two filtering procedures were applied in this step to reduce the number of candidate

n-grams. First, we utilised the text corpora created earlier to select the n-grams that

are more unique to the cyber security domain using the IDF score, where we only

select the n-grams that appeared either in the cyber security corpus alone or in two

corpora and one of them is the cyber security corpus. Since we have five domains,

that means we have five possible values for the IDF score, ranging from 0 to 0.7

where the lowest value (0) corresponds to an n-gram that appeared in all corpora
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and hence it is very common and less unique or related to any particular domain,

e.g., “time”, “data”, “security”, “network”, “computer”, ..etc. On the other hand,

the maximum is 0.7, which corresponds to an n-gram that appeared only in one

domain, e.g. “malware”, “cybersecurity”, “inforsec”, “zero-day”, ..etc. IDF score of

0.4 corresponds to n-grams that appear in no more than two corpora. By considering

these n-grams as well, we ensured that n-grams such as “blog”, “phishing”, “bitcoin”,

“antivirus”, ..etc were not excluded because they appear in at most one corpus beside

the cyber security corpus.

Second, the IDF condition alone is not enough as we still have to deal with a

large number of n-gram. Also, we are interested in the n-grams that are not just

related to the cyber security domain but at the same time popular in this domain.

Thus, we added a second condition utilising the Document Frequency (DF) measure,

where we select the n-grams that appeared at least in five documents (i.e., sources).

Table 4.4: Statistics of the initial filtering step

IDF All Domains Cyber Security Domain

Score Domains Ngrams Ngrams Ngrams (DF >= 5)

0 5 101,095 20,219 14,855

0.1 4 145,580 34,139 12,429

0.22 3 229,710 56,440 10,003

0.4 2 565,754 159,073 15,428

0.7 1 5,627,925 1,918,200 47,094

Consequently, the initial filtering will select candidate n-grams that satisfy the

following two conditions:

1. IDFw > log(5/2) = 0.4, i.e. the n-gram should appear in no more than two

corpora; otherwise, it is not unique enough for the cyber security domain.

2. DFw ≥ 5, i.e. the n-gram should appear in at least 5 cyber security documents.
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Table 4.4 shows the n-gram statistics for these filtering steps. As a result of the

initial filtering, we reduced the n-grams to around 62k ones.

4.4.3.2 Automatic Refinement of n-grams

The automatic n-gram refinement step is necessary to help reduce irrelevant terms

automatically without the need for a human expert. It can be applied to all the

extracted n-grams without any additional effort, unlike any manual refinements. We

applied three automatic sub-processes, as illustrated below. It is worth mentioning

that this refinement step can actually appear anywhere after extracting the n-gram.

A) Remove Spam n-grams

This was needed because part of the used cyber security corpus contained under-

ground forum posts, which had a lot of spam texts, links, advertisements for selling

different products (especially medicines and drugs), and other less useful texts. To

eliminate those “spam” n-grams, We followed a simple approach that proved very

effective: we identified the most used names of products that usually appear after

the word “buy” and created a blacklist for those names. Then we eliminated any n-

gram containing at least one word from the blacklist. This removed more than 95%

of those terms. We did not need an extensive advertisement terms removal mech-

anism as the remaining 5% had lower TF-IDF values anyway and did not appear

among the top extracted n-grams.

B) Remove n-grams covered by other longer n-grams

To eliminate redundant n-grams that are completely covered by other ones, we ap-

plied what we named as n-gram “coverage rules”. By “covered”, we mean that an

n-gram t of size S is a sub “word sequence” of another n-gram t′ of size S ′ > S, and

the former appears only as part of the latter. For example, if a unigram “formalis-

ing” appears only when “formalising security”, then the latter is the concept that

should be captured. See Table 4.5 for some examples. Since we extracted n-grams

from sizes one to five, we considered four different types of coverage rules as follows:

1) a unigram covered by a bigram, 2) a bigram covered by a trigram, 3) a trigram
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covered by a four-gram, and 4) a four-gram covered by a five-gram.

When applied correctly, coverage rules can help reduce the number of n-gram

candidates for future processing. However, in some cases, an n-gram completely

covered by another one may not be redundant as it can bear a broader semantic

meaning than the latter, e.g., in a corpus “cyber” may accidentally appear only with

‘cyber security”, but “cyber” clearly should be kept as a standalone n-gram since it

has a richer semantic meaning. To this end, the coverage rules should not be used

alone, but its results can always be manually checked to avoid mistakes, i.e., “good”

n-grams got wrongly eliminated.

Table 4.5: Examples of n-grams eliminated by the coverage rules

Case 1-gram 2-gram 3-gram 4-gram 5-gram

2-gram covered by a 3-gram default windows

3-gram covered by a 4-gram default windows kernel

4-gram covered by a 5-gram default windows kernel debugging

Accepted 5-gram default windows kernel debugging setting

C) Remove n-grams with low TF/DF scores

For each n-gram size (1 to 5), we set an empirically determined threshold for TF

and a size-specific threshold for DF to eliminate further some n-grams that do not

appear frequently enough.

4.4.3.3 Manual Refinement of n-grams

After the automatic refinement step, we sorted all remaining n-grams by their TF-

IDF scores. Then we selected the top 1,000 unigrams, the top 1,500 bigrams, the top

1,000 trigrams, the top 500 fourgrams and the top 500 fivegrams, which formed a

set of 4k n-grams as candidate terms for further processing. These candidate terms

were then examined manually to remove irrelevant terms, correct wrongly extracted

terms, and merge terms that represent the same thing.
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4.4.3.4 Final Terms Selection

Following the manual refinement step, we got a list of around 2k terms, which we

used in the taxonomy-building stage. The final terms in the list were informative

and related to the cyber security domain.

4.5 Taxonomy Building

This is the third stage of the proposed taxonomy-building process, where the tax-

onomy is created and refined. The stage consists of the following steps.

4.5.1 Defining Taxonomy Structure

We needed to define an initial basic – not necessarily comprehensive – structure

for the cyber security taxonomy with a sufficient level of detail to facilitate the

term assignment in the next step. To this end, we studied existing cyber security

taxonomies to get some insights into how we could design the initial structure of

our taxonomy. Although the terms used in the taxonomy were selected following

a data-driven process, we had to define at least the top-level classes manually and

sometimes subclasses at a lower level to set the basic structure. The initial structure

is not supposed to be fixed and will be further adjusted during the term assignment

step, which may suggest a better way to refine the classes and subclasses.

Upon manually checking the final selected terms and the existing taxonomies

and ontologies in the literature, we created 9 top-level classes, each one representing

an important aspect of the cyber security domain. Then, we added another special

top-level class called “Sub-domain” which corresponds to any sub-domain in the

cyber security domain. Thus, we started building the taxonomy from top to bottom

using 10 top-level classes which will be described below. It is worth mentioning

that the number of the top-level classes is not fixed and it may vary from one

taxonomy to another and based on the human expert who is building the taxonomy.

Figure 4.2 represents a visualisation of the high-level structure of the initial cyber
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security taxonomy, showing the main classes and subclasses created before the term

allocation phase. Class node colours were used for illustration purposes only.

4.5.1.1 Class: “Individual”

Human users are the main actors in the cyber security domain. Therefore, a more

detailed view should be provided about the different roles that cyber security related

people can have. Some of the subclasses under this class are: “End User”, “Expert”,

“Academic”, “Hacker”, “Cybercriminal”, “Activist” and “Journalist”.

4.5.1.2 Class: “Party”

This is a main class added to represent different types of human gatherings and

organisations that play a role in the cyber security domain. Some of the subclasses

are: “Research Centre”, “Educational Institute”, “Government”, “Critical Infras-

tructure”, “NGO”, “Business”, and “Group”. The “Business” subclass has more

subclasses about different types of business entities and the “Group” subclass was

added to represent groups of people or organisations.

4.5.1.3 Class: “Event”

This is a main class covering all the activities and events that take place in the

cyber security domain. An event can be attended by an “Individual” or any of

its subclasses. Some of the subclasses under “Event” are: “Conference”, “Expo”,

“Workshop”, “Awareness Event” and “Training Event”.

4.5.1.4 Class: “Vulnerability”

This main class covers vulnerabilities that can be exploited by attackers (ISO, 2018).

Three subclasses were created under this class: “Dataset”, which refers to existing

vulnerabilities databases such as CVE (Common Vulnerabilities and Exposures)4

4https://cve.mitre.org/
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and CWE (Common Weakness Enumeration)5; “Software”, which covers different

categories of software vulnerabilities, e.g., “OS (Operating System)”, “Application”

or “Web Server”, and “Hardware”, which covers hardware-related vulnerabilities.

4.5.1.5 Class: “Threat”

This main class is about “potential causes of an unwanted incident, which may

result in harm to a system or organisation” (ISO, 2018). According to the nature

of a “Threat”, these subclasses were created: “Criminal”, “Technical”, “Business”,

“Legal”, and “Other”.

4.5.1.6 Class: “Attack”

This main class is about “attempts to destroy, expose, alter, disable, steal or gain

unauthorised access to or make unauthorised use of an asset” (ISO, 2018). This

main class covers a wide range of cyber security attacks mapped to the following

subclasses: “Physical Attack”, “Software Attack”, “Network Attack”, “Social Engi-

neering”, “Data Breach”, and “Unauthorised Access”.

4.5.1.7 Class: “Technical”

This is a main class that covers technical concepts such as “Cryptography”, “Proto-

col” and “Standard”. Under “Cryptography” there are “Encryption” and “Hashing”

subclasses. “Encryption” contains well-known encryption algorithms (e.g., “DES”,

“AES”, “Diffie-Hellman” and “RSA”). The same applies to “Hashing”, with several

subclasses added beneath it to represent hashing algorithms (e.g., “BSD”, “MD5”,

“SHA-1”, “SHA-256”) and related concepts such as “salting” and “rainbow table”.

5https://cwe.mitre.org/

89

https://cwe.mitre.org/


Chapter 4. Building General Cyber Security Taxonomy

Individual

Party

Attack

Vulnerability

Event

Control

Summit

Conference

Workshop

Cyber Security

Academic

Hacker

Expert

Journalist

Black-Hat

White-Hat

Gray-Hat

Professor

Researcher

Student

Consultant

Trainer

Engineer

Awareness Event

Educational Institute

Research Center

Government

Enterprise
NGO

Group

Activist

Cybercriminal
Training Event

End User

Critical Infrastructure

Business

IT Company

Cyber Security 
Company

Physical 
Attack

Software Attack

Network Attack

Social Engineering

APT

Virus

Malware

Ransomware

Worm

Trojan

Spyware

Rootkit

Exploit

Brute-force

Website Attack

Web Application Attack SQL Injection

Phishing

Spear Phishing

Man in the middle
DOS

DNS

DDOS

Manipulation

Poisoning

Spoofing

Botnet

Command & Control

Remote Access Tool

Remote Command Execution

Threat

Sub-domain

Dataset

Firewall

Access Control

Authentication

Authorization

Usage Control

Standard

Policy

Access Control Polic

Data Sharing Agreement 

Code Integrity Policy

Computer Security Policy

Content Security Policy

Cyber Insurance Policy

Cyber Security Policy

Data Handle PolicyData

Data Protection Policy

Data Retention Policy

Device Guard Policy

Vulnerability Disclosure Policy

Usage Control Policy

Access Control 

Regulation

Detection

Intrusion Detection System

Anti-virus

Anti-malware

Sandbox

Criminal

Technical

Legal

Business

Other

CWE

CVE

Software

OS

Application

Web Server

HashingAlgorithm

BSD

CRC-32

MD5

SHA-1

SHA-256

Salting

Rainbow Table

Encryption

Asymmetric

Symmetric

Key

AES

Blowfish

Diffie-Hellman

DES

Triple DES

Public Key

Private Key

RSA

Protocol

Standard

STIX

TAXII

IODEF

HTTPS

SFTPSSL

SSH

Technical

Cloud Security

Mobile Security

IoT Security

Automotive Security Smart Grid 
Security

Trust

Cyber Insurance

Cyber Threat 
Intelligence

Expo

Forum

Symposium

Port Scanning

Data Breach
Unauthorized 

Privilege Escalation

Unauthorized 
Access

Cryptography

Hadrware

Risk
Score

Type

Operation
Application

Insider

Internet

Privacy

Technical

Third-party

Assessment
Aggregation

Identification

Management

Mitigation

Modeling

Information Security 
Management

Figure 4.2: A visualisation of the initial cyber security taxonomy structure
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4.5.1.8 Class: “Control”

Security “Control” is a main class that refers to any measure or actions that can

be taken to reduce risk. Control mechanisms contain processes, policies, devices,

practices, and other actions that can alter risk (ISO, 2018). Some of the “Control”

subclasses are: “Firewall”, “Access Control”, “Standard”, “Policy”, “Regulation”,

“Training”, “Detection”, and “Sandbox”. The “Policy” subclass contains more than

15 subclasses representing different kinds of policies such as data protection policies,

access control policies and other general policies.

4.5.1.9 Class: “Risk”

This is a main class that covers concepts related to cyber risks. We defined a sub-

class named “Type” to reflect the nature of a risk, e.g. “Application”, “Insider”,

“Internet”, “IoT”, “Privacy”, “Technical”, “Third-party”. Usually, a risk has a nu-

meric value to quantify it. Thus, we added a subclass named “Score”. Additionally,

we added the “Operation” subclass to cover all the common operations that are usu-

ally associated with cyber risks, e.g., “Aggregation”, “Assessment”, “Identification”,

“Management”, “Mitigation” and “Modeling”.

4.5.1.10 Class: “Sub-domain”

This main class covers cyber security topics that can each have its sub-taxonomy,

such as “Cloud Security”, “Mobile Security”, “IoT Security”, “Automotive Secu-

rity”, “Smart Grid Security”, “Information Security Management”, “Trust”, “Cyber

Insurance” and “Cyber Threat Intelligence”.

4.5.2 Assigning Terms to Taxonomy Structure

Each term produced in the text analysis stage was examined manually to assign it

to the right class (or subclass). In some cases, a new subclass was added to ac-

commodate a term, which means refining the taxonomy structure (to be explained
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in the next subsection). During this step, any different spellings or synonyms for

the same term should be considered and grouped together. Each term has a list of

n-grams that represent different spellings that a term may have. For example, the

term “cyber security” has a list of the following words with the same meaning: “cy-

ber security”, “cybersecurity”, “cyber-security”. Another example is the “zero-day”

attack, where the following words have the same meaning:“zero day”, “zeroday”,

“zero-day”, “0day”, and “zer0day”. Also, throughout this step, we distinguish a

class (or subclass) from its members. For example, if “Ransomware” is used as a

class, then ransomware attacks such as “WannaCry”, “NotPetya”, “Bad Rabbit”

and “Locky” should be made members of that class.

Figure 4.3: Assigning terms to taxonomy classes

Saving the list of the different n-grams each term can possibly have is an im-

portant addition and a key feature for any taxonomy built using our data-driven

human-machine teaming approach for several reasons. First, the experts need to

check the n-grams behind each term while assigning terms to classes. This is im-

portant and only the human expert can do it, not the machine. The human expert
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needs also to revisit the n-grams list to decide if the term should be moved to

another class or be merged with another term. Second, the human expert might

modify or extend the n-gram list if a different keyword for an existing term in the

taxonomy is later found. Third, the researchers and potential users of the taxonomy

will benefit from knowing the other different keywords that a term or concept can

have, especially in a diverse and fast-evolving domain list cyber security. Fourth,

supporting a multi-lingual taxonomy structure can be simply achieved by having

multiple n-gram lists beneath each term, each for a language. Finally, and most

importantly, the taxonomy terms and their n-gram lists will be used in the ML

classifiers in Chapter 5 and the analytical study in Chapter 6.

To streamline the process of creating the taxonomy and minimise human er-

ror, we developed a user-friendly application, see Figure 4.3. This application was

designed to assist human experts in assigning terms efficiently to the appropriate

categories within the taxonomy. By utilising this application, we aimed to save time

for the experts and ensure accuracy in the term assignment process.

4.5.3 Taxonomy Refinement

While assigning terms to their potential classes (and subclasses), changes to the

taxonomy’s basic structure may be necessary. A class may need renaming or mov-

ing from one place to another to improve the semantic hierarchy of the proposed

taxonomy. In addition, merging two or more classes or splitting a class could also

happen. Such changes are normally done in an embedded manner as part of the

terms assignment step, so these two steps often work in parallel. The refinement

process can also be applied to the terms themselves because mapping terms to the

taxonomy structure can change how the human analyst understands and organises

them. For instance, some terms may be discarded, and some new terms can be

added to classes with fewer children.

After following all the steps, we managed to build a general cyber security tax-

onomy. Since the cyber security taxonomy is based on a selected set of textual
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documents, it is actually not “complete” and more like a baseline subset of what

a “full” taxonomy can be. For instance, the automatically produced terms contain

the names of some well-known cyber security experts, but many others were not

included. Similarly, the names of some cyber security attacks and data breaches

were captured, but many were not. Therefore, the built taxonomy should be further

refined by using more textual documents, other existing taxonomies, and manually

added classes and terms based on the domain knowledge of a human expert. The

evolution of the cyber security domain also requires the taxonomy to be dynamically

updated by re-running the proposed process with new textual documents regularly.

To some extent, the built (incomplete) taxonomy can be considered a good guide-

line to allow the human analyst to find ways to enrich the taxonomy further, e.g.,

after seeing a small number of terms for a specific concept (e.g., encryption al-

gorithm, cyber security company, and cyber security expert, to name a few), the

human analyst can systematically look for more relevant terms and consider how to

refine the taxonomy’s structure and content.

4.6 Taxonomy Visualisation

4.6.1 Initial Taxonomy Structure Visualisation

An overview of the high-level structure of the initial cyber security taxonomy is

shown in Figure 4.2. The diagram contains over 170 objects showing the main

classes and subclasses of the taxonomy before going through the terms assignment

step. The high-level structure was repeatedly refined while terms were allocated.

This visualisation provides a simple way to understand the hierarchy of the proposed

taxonomy quickly.

The root node of the taxonomy is the “Cyber Security”, which acts as the foun-

dation for all the primary classes at the top level. These main classes are distinguish-

able by their larger node size and the bold styling of their internal text. Each main

class is interconnected with its respective subclasses, forming a hierarchical struc-
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ture. The subclasses themselves may branch out into further subclasses, creating a

layered hierarchy within the taxonomy.

To enhance readability and facilitate ease of navigation and comprehension, each

main branch, extending from a top-level class to its individual branches, was assigned

a distinct colour. This colour-coded system aids in quickly identifying and locating

all associated classes and subclasses within the taxonomy.

4.6.2 Final Taxonomy Structure Visualisation

While engaged in the process of term assignment and refining the taxonomy struc-

ture, we recognised the need for an interactive real-time visualisation tool to facilitate

the actions performed by human experts. To this end, we developed a comprehensive

visualisation interface that dynamically represents the evolving taxonomy.

Figure 4.4: Visualisation interface: different visualisation methods and features
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Five distinct visualisation methods were employed, each offering a unique per-

spective of the taxonomy: Flat Tree (Figure 4.5), Sun Burst (Figure 4.6), Space

Tree (Figure 4.7), Radial Graph (Figure 4.8), and Hyper Tree (Figure 4.9). These

methods afford users the ability to swiftly comprehend both the local and overarch-

ing structure of the taxonomy. For an enhanced viewing experience, we recommend

exploring the interactive visualisations on the taxonomy webpage, see Appendix A.

Figure 4.5: Visualisation [Flat Tree], showing the “Vulnerability” branch
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Figure 4.6: Visualisation [Sun Burst], showing the “Security Control” branch

97

https://cyber.kent.ac.uk/research/cyber_taxonomy/app/taxonomy/visualization?t=sun_burst&st=true


Chapter 4. Building General Cyber Security Taxonomy

Figure 4.7: Visualisation [Space Tree], showing the “Hacking” branch
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Figure 4.8: Visualisation [Radial Graph]
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Figure 4.9: Visualisation [Hyper Tree], showing the “Attack” branch

4.7 Potential Applications

The created general cyber security taxonomy has various notable applications where

it can be utilised. First of all, the taxonomy can be used to capture cyber security

related discussions on OSNs. This can be achieved by analysing OSN feeds like

tweets to determine if those tweets are related to the cyber security domain and then
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identify the topics and concepts that are discussed. This also can help in building

monitoring applications for OSNs with security purposes e.g., monitoring the spread

of new malware on the internet and its impact on people and organisations. Of

course, a more advanced version of such a monitoring system can be built using

topic modelling.

Using the cyber security taxonomy, we can analyse Twitter account timelines to

determine if these accounts are related to the cyber security domain. Also, we can

determine which cyber security related concepts they are interested in. Such analysis

can help understand human behaviour on OSNs for security purposes, e.g., cyber

security awareness campaigns. Moreover, the taxonomy can be used to select a set of

keywords as features for a machine learning classifier to automatically classify cyber

security related people into different classes, which can provide helpful information

about cyber security activities, such as impeding or fresh attacks and first responses.

The taxonomy can further be used to analyse cyber security related textual

sources in a semantic way, leading to better systematic analysis for such sources.

One interesting application would be connecting such semantic analysis with eye-

tracking data to understand how human users understand cyber security related

documents such as privacy policies and security warnings. Also, the taxonomy can

be used for cyber threat intelligence, where it can be employed to classify and analyse

cyber threats, providing a structured framework for organising and understanding

different types of threats. Last but not least, during incident response activities, the

taxonomy can assist in categorising and prioritising incidents based on their nature

and severity, enabling more efficient and targeted response efforts.

4.8 Taxonomy Validation

In taxonomies, the entities that can potentially be evaluated include (i) the process

of developing the taxonomy, (ii) the outcome products of this process, which are

the taxonomy itself and any other artefacts like user documentation, and (iii) the
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resources required to create or utilise the taxonomy (Unterkalmsteiner and Adbeen,

2023). While there exist several guidelines and studies for developing taxonomies,

there is a lack of actionable criteria to compare taxonomies. Also, we found that

there is less agreement in the literature on the quality attributes that make a taxon-

omy “good” or effective (Usman et al., 2017; Szopinski, Schoormann, and Kundisch,

2020; Unterkalmsteiner and Adbeen, 2023). For example, (Ralph, 2019) created

methodological guidelines for process theories and taxonomies in the Software En-

gineering field. He considered good taxonomies according to three characteristics:

1) the class structure allows for the differentiation between instances, (2) relevant

properties of an instance can be deduced from its class membership, and (3) the

taxonomy serves the purpose for which it was built.

Szopinski, Schoormann, and Kundisch reviewed 54 publications focused on de-

veloping and evaluating taxonomies within information systems research. Through

this review, they identified 43 distinct quality attributes for taxonomies, such as

Usefulness, Comprehensiveness, Conciseness, Explanatory, Extensibility, Robust-

ness, and Applicability (Szopinski, Schoormann, and Kundisch, 2020). Also, Usman

et al. conducted a review of 270 studies within the field of software engineering,

focusing on the development and proposal of taxonomies. They found that 66%

of the taxonomies underwent validation through methods such as illustration, case

study, experiment, expert opinion, or survey (Usman et al., 2017). The aim of

this validation was to showcase utility, which aligns with the quality attributes of

Usefulness and Applicability identified by (Szopinski, Schoormann, and Kundisch,

2020). Some of the quality attributes used by (Usman et al., 2017) are Applicability,

Comprehensiveness, Reliability, Usefulness, Orthogonality (Mutual exclusiveness),

Conciseness, Robustness, and Extensibility.

Validating the output taxonomy, which was the direct application of the pre-

sented methodology in this chapter, is not a straightforward task. Thus, we decided

to compare it with another “diverse” or general taxonomy in the cyber security

domain as we could not arrange an external review by independent researchers or
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industry professionals. For this comparison, we chose the European Cybersecurity

Taxonomy (Nai Fovino et al., 2019) which seemed to be the best match since it aims

at aligning definitions and terminologies to support the classification of cyber secu-

rity competencies. As for the quality attributes used in the comparison, we decided

to choose the most commonly used attributes for evaluating taxonomies found in the

literature and the ones that were considered objectives and “internal” as reported

in (Unterkalmsteiner and Adbeen, 2023). Unterkalmsteiner and Adbeen consider

internal attributes the ones that can be measured solely by examining the product

itself, whereas external attributes can only be observed in relation to the product’s

behaviour within a specific environment.

Based on the aforementioned studies, we chose the following quality attributes:

Comprehensiveness, Robustness, Conciseness, Extensibility, Explanatory, and Mu-

tual exclusiveness. The detailed comparison between our taxonomy and the tax-

onomy built by (Nai Fovino et al., 2019)6 was already done and reported by (Un-

terkalmsteiner and Adbeen, 2023). However, we provided more details as there were

missing data in their comparison.

• Comprehensiveness: Our taxonomy was built for a purpose which is to classify cy-

ber security related discussions in OSNs. We set a new methodology focusing on

further automation by boosting the human-machine teaming. Three researchers

worked on it with two from the same university with a cyber security background

and the third one from a different university with a software engineering back-

ground. As for (Nai Fovino et al., 2019), the authors established also use cases for

their taxonomy, which is classifying cyber security competencies of organisations

within the EU. Their team involved seven researchers from different universities in

the EU. However, both taxonomies had no involvement of industry professionals.

• Robustness: To report robustness, we used the measurement proposed by (Un-

terkalmsteiner and Adbeen, 2023). Our taxonomy scored 0.57 compared to only

6Downloaded from (European Commission, Joint Research Centre (JRC), 2021)
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0.31 for (Nai Fovino et al., 2019) taxonomy. This is due to the relatively large

number of categories (425) and characteristics (1529) created in our taxonomy

compared to 18 categories and 188 characteristics in (Nai Fovino et al., 2019).

• Conciseness: As explained by (Nickerson, Varshney, and Muntermann, 2013), ro-

bustness and conciseness can both be measured by the dimensions, categories and

characteristics of a taxonomy. However, conciseness decreases when robustness

increases. We used the conciseness measure proposed by (Prat, Comyn-Wattiau,

and Akoka, 2015), where our taxonomy scored 0.14 while the other taxonomy,

i.e. (Nai Fovino et al., 2019), scored 0.19. We acknowledge that a higher number

of categories and characteristics depends on the goal or intended use case(s), and

is not necessarily always good. Nickerson, Varshney, and Muntermann suggested

that an extensive classification scheme, with numerous dimensions and charac-

teristics, has the potential to overwhelm the cognitive capacity of the researcher,

thereby making it challenging to comprehend and apply effectively.

• Extensibility: (Nai Fovino et al., 2019) did not explain how to change their taxon-

omy. For our taxonomy, the proposed methodology which is characterised by two

important features, the human-machine teaming and the data-driven, supports

changing taxonomy at any time. This was explained in Section 4.5.3.

• Explanatory: The taxonomy created by (Nai Fovino et al., 2019) contained de-

scription for their dimensions and categories. For our taxonomy, we added de-

scriptions only for the main (top-level) categories, as we had 425 categories in

total. We plan to add descriptions for all categories in future releases.

• Mutual exclusiveness: This was considered from the beginning in the design of our

taxonomy. However, we did not enforce it to give the flexibility to the researchers

and practitioners to classify an entity under more than one category. This was

needed clearly for the “Individual” main category as the same person may fit into

two categories. We are planning to further restructure the taxonomy to eliminate
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such cases. As for the taxonomy created by (Nai Fovino et al., 2019), no data

was found regarding mutual exclusiveness.

As a conclusion for the comparison, if we are interested in Robustness, Extensi-

bility and Mutual exclusiveness attributes, then our taxonomy excels and should be

the one to use, while if Conciseness is more important, then the taxonomy created

by (Nai Fovino et al., 2019) is better.

Although the suggested methodology presented in this chapter aids human ex-

perts and reduces the effort needed, the taxonomy structure itself and how extracted

terms are assigned to taxonomy classes is a subjective task determined by the expert

executing the task. In other words, two experts with the same set of input textual

sources and extracted terms can produce utterly different output taxonomies. After

all, a taxonomy is a representation of knowledge in a given domain as seen by domain

experts. At the same time, we acknowledge the need for an external review of our

taxonomy, especially from industry professionals, as the feedback from such reviews

can potentially lead to a huge improvement which can increase the reliability and

applicability of this taxonomy.

Finally, while there may be valid criticisms of building a “general” cyber security

taxonomy, we believe it is a valuable tool for organising and understanding the com-

plex landscape of cyber security threats and activities. Its broad applicability and

flexibility make it a useful resource for researchers, practitioners, and policymakers

in the cyber security field.

4.9 Conclusion

In this chapter, we presented a human-machine teaming-based process to build

taxonomies, starting from a given set of textual documents, followed by mostly

automated processing done by NLP and IR tools, which produce a list of relevant

terms to be assigned to a defined taxonomy structure. The key feature of the

proposed process is the higher level of automation, which helps reduce human effort
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and make the selection of relevant terms more data-driven (less subjective). The

process also allows any built taxonomy to be maintained more easily. An example

is given to show how a general taxonomy was constructed using this process for the

cyber security domain. The example taxonomy was built with a reasonable amount

of human effort and a large number of candidate terms automatically collected from

multiple data sources, which can be extremely time-consuming and more error-prone

if done solely by humans.
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Chapter 5

Automatic Detection of Cyber

Security Accounts on OSNs

“The ability to perceive or think differently is

more important than the knowledge gained.”
- David Bohm

Many cyber security experts, organisations and cyber criminals are

all active users of OSNs. Given their diverse presence, the ability to

detect cyber security related accounts on OSNs and monitor their

activities holds significant value for various purposes. One key application is in the

domain of cyber threat intelligence, where by identifying and tracking cyber security

related accounts on OSNs, valuable insights can be gained into potential threats,

emerging trends, and malicious activities. This information can contribute to the

development of proactive measures to detect and prevent cyber attacks and mitigate

online harm to OSNs.

Furthermore, monitoring the activities of cyber security related accounts on

OSNs enables the evaluation of the effectiveness of cyber security awareness activi-

ties conducted on social media platforms. By analysing the engagement, reach, and

impact of such accounts, organisations and researchers can assess the efficacy of their

awareness campaigns, identify areas for improvement, and tailor their strategies to
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disseminate cyber security information to a wider audience effectively. Overall, the

detection and monitoring of cyber security related accounts on OSNs offer significant

benefits in terms of enhancing cyber threat intelligence, safeguarding against cyber

attacks, mitigating online harms, and evaluating the effectiveness of cyber security

awareness initiatives.

In this chapter, we report our work on developing a number of machine learning

based classifiers for detecting cyber security related accounts on Twitter, including

a baseline classifier for detecting cyber security related accounts in general, and

three sub-classifiers for detecting three subsets of cyber security related accounts,

individuals, hackers, and academia, respectively. To train and test the classifiers,

we followed a more systemic approach (based on a cyber security taxonomy, real-

time sampling of tweets, and crowdsourcing) to construct a labelled dataset of cyber

security related accounts with multiple tags assigned to each account. We considered

a richer set of features for each classifier than those used in past studies. Among the

five ML models tested, the Random Forest model achieved the best performance,

93% for the baseline classifier, and 88-91% for the other three sub-classifiers. We also

studied feature reduction of the baseline classifier and showed that we can already

achieve the same performance using just six features.

5.1 Introduction

The rise in the development of internet-based technologies creates new vulnerabilities

every day. Hackers are always up to date with these technologies and consistently

exploit their vulnerabilities to use them either for their benefit (black-hat hackers)

or to patch the security holes (white-hat hackers). Other types of hackers, which

are hacktivists, on the other hand, hack for a cause. In any case, the severity and

impact of these types of attacks are experiencing a rapid escalation. Consequently,

cyber security experts are persistently engaged in proactive measures to prevent such

attacks and effectively mitigate the resulting damage. They are constantly work-
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ing towards implementing robust security measures, developing advanced defence

mechanisms, and staying updated with emerging cyber threats.

OSNs have become part of everyday life for many people. As internet experts,

both cyber security experts and cyber criminals are among the active users of OSNs.

Cyber security professionals use OSNs for different purposes, such as knowledge

exchange, cyber security awareness, and offering help to people and organisations

on cyber security matters. On the other hand, cyber criminals often utilise OSNs

to reach out to victims, boast about their past and new “achievements”, and even

talk about their future attack plans.

The activities of cyber security professionals and criminals have been found to

be a good source of information for many purposes, such as cyber threat intelligence

and understanding behaviours of cyber criminals and related groups (Lippmann

et al., 2017; Jones, Nurse, and Li, 2020; Aslan, Li, et al., 2020). Furthermore,

studying cyber security “related” accounts on OSNs is vital to understanding the

different networks of those accounts, e.g. hackers, experts..etc. Thus, finding –

and continuously monitoring – cyber security related accounts on OSNs requires

automatic detection of such accounts.

Furthermore, it would be advantageous to determine whether a cyber security

account belongs to an individual or a group/organisation. This distinction would

enable a more advanced analysis of these accounts, such as studying the person-

ality traits of individuals, which is only applicable and valuable in the case of an

individual account rather than a group account managed by multiple individuals.

Additionally, a crucial and significant next step would involve detecting whether an

account exhibits characteristics of a hacker or belongs to the academic sector. For in-

stance, being able to predict whether an account demonstrates hacker-like behaviour

could potentially provide insights into the malicious activities associated with that

account. Similarly, predicting whether an account belongs to academia, industry,

or any other domain can be correlated with their behaviour and the content they

create or share.
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There has been some recent research about the use of machine learning to detect

whether a Twitter account is cyber security related or not (Aslan, Sağlam, and Li,

2018) or to detect if an account belongs to a specific hacktivist group, e.g., Anony-

mous (Jones, Nurse, and Li, 2020). However, such studies are still limited in their

generalisability and validation of performance. In addition, there is a lack of more

general-purpose sub-classifiers that can classify different sub-groups of cyber secu-

rity related accounts, e.g., cyber security individuals (vs. groups and organisations),

hackers in general (both people and groups), researchers and research organisations,

etc. Developing sub-classifiers enhances the precision of monitoring different sub-

groups, allowing for more targeted observation and behavioural analysis.

5.2 Methodology

The study presented in this chapter addresses various challenges associated with clas-

sifying cyber security related accounts on Twitter, where it is based on a three-staged

methodology: a more systematic data collection process, crowdsourcing-based la-

belling experiment, and the development of machine learning based classifiers. Fol-

lowing similar work of other researchers, especially (Aslan, Sağlam, and Li, 2018), we

designed a general methodology for detecting a specific type of accounts on Twitter

based on textual data, which can be easily applied to any other OSNs.

The methodology consists of three main stages, as illustrated in Figure 5.1. The

first stage, Stage A, is Data Collection, where raw (i.e., unlabelled) data about a

reasonable number of accounts is collected from the target OSN platform. Moving

to the second stage, Stage B, where the focus is on Dataset Construction. Here,

we employ a crowdsourcing-based approach to enlist the expertise of cyber security

experts in assigning ground truth labels to the OSN accounts selected during Stage

A. This crowdsourcing process ensures reliable and accurate labelling, providing a

solid foundation for the next stage.

The third stage, Stage C, centres around Building Classifiers utilising the labelled
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Stage C: Building ClassifiersStage A: Data Collection Stage B: Dataset Construction
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Figure 5.1: Proposed methodology for detecting cyber security accounts

dataset from Stage B. We followed the standard steps for developing supervised

machine learning classifiers: feature extraction, training and testing of classifiers,

performance evaluation, and finally, feature importance analysis to reduce the di-

mensionality of the features used. After feature extraction, two additional steps are

incorporated: creating sub-databases for multiple classifiers and preparing various

candidate feature sets to identify the optimal ones for each classifier.

By following this methodology, we aim to effectively detect the targeted account

type(s) by utilising the expertise of cyber security professionals and leveraging ML

techniques. The process ensures robust classification and facilitates the application

on other OSNs. Throughout this chapter, we focused on Twitter as an example

OSN platform because we observed more active cyber security related accounts on

this platform. The raw data – collected in this case – includes user profile data and

timeline (both are user-generated textual data). The following sections will give

details of the three stages, respectively.

5.3 Data Collection

In this section, we comprehensively describe the data collection process undertaken

to acquire the necessary data for our research. Additionally, we outline the method

that was employed to do the tweet sampling and then select the candidate accounts

that were used in the labelling experiment and the subsequent steps.
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5.3.1 Harvesting Tweets

Researchers have used various methods to collect data from Twitter. Some studies

manually identified a seed set of Twitter accounts related to their research focus,

e.g., (Jones, Nurse, and Li, 2020), while others utilised public lists created by Twitter

users with relevance to the target area of interest, e.g., (Aslan, Sağlam, and Li, 2018).

In the work of (Pennacchiotti and Popescu, 2011b), they constructed a dataset by

leveraging public Twitter directories such as Twellow and WeFollow, which provided

access to well-labelled Twitter accounts. Researchers need to consider the pros and

cons of each data collection method and select the approach that aligns with their

research objectives and ensures the inclusion of diverse and representative data. By

employing a comprehensive and thoughtful data collection strategy, researchers can

enhance the validity and reliability of their studies conducted on Twitter.

Many studies in the literature have utilised the Twitter Search API1 to search for

tweets and users based on a curated list of relevant keywords, e.g., (Preoţiuc-Pietro

et al., 2015). While such an approach offers convenience, it may also introduce

potential limitation(s). The reliance on keyword-based searching can lead to the

inclusion of less representative samples, which can impact the overall generalisability

of the research findings. Considering the limitations of the Twitter Search API, we

decided to use the Twitter Sampling API to collect a set of tweets that include

cyber security related discussions, from which we can further identify cyber security

related Twitter accounts.

Table 5.1: Statistics of Tweets Sampling step

Step Count Step Count

All tweets 477,863,647 Unique tweets 1,140,228

Filtered tweets 1,146,588 Retweets tweets 602,126

Duplicates tweets 6360 Original tweets 538,102

1https://developer.twitter.com/en/docs/twitter-api/v1/tweets/search/overview
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We created a data harvesting tool that connects to the Twitter Sampling API

endpoint and consumes tweets. According to Twitter2, the Sampling API returns a

random sample, percentage ∼ 1%, of all the public tweets on Twitter in real-time.

We collected 478 million tweets over 16 months from January 2019 to April 2020,

see Table 5.1 for data collection statistics.

5.3.2 Sampling Cyber Security Related Tweets

This step aims to select a subset of tweets from the harvested data collection in the

previous step. Those tweets should be cyber security related tweets and thus more

likely to be tweeted – or retweeted – by cyber security experts or at least cyber

security related users. To achieve this, we must filter the tweets using a list of cyber

security related terms (i.e. n-grams).

The required list was extracted from the general cyber security taxonomy we

built in Chapter 5 and reported in (Mahaini, Li, and Belen-Sağlam, 2019). The

taxonomy contains over 1,900 terms with their different wordings, e.g., (“Cyber

Security”,“Cybersecurity”) and (“0day”,“zero day”). Thus, we compiled a list of

2,236 n-grams in total. Subsequently, we employed this list to search through our

collection of tweets, specifically targeting the presence of these n-grams. As a result,

we obtained search result statistics for each n-gram search. Then, we manually

reviewed each n-gram aided by these search statistics, which enabled us to reduce

the list of n-grams to just 795 by excluding n-grams that are duplicates, loosely

cyber security related, implicit by other n-grams or have poor search results, see

Table 5.2 for statistics about the selected n-grams. The final reduced list is quite

important not just for this step but also will be used later in the features extraction

step, see Section 5.5.

Using the final n-gram list, we applied a filtering procedure to the initial tweet

data collection. The filtering aimed to narrow down the dataset to include only

tweets that contained at least one cyber security n-gram. As a result of this filtering

2https://developer.twitter.com/en/docs/twitter-api/tweets/volume-streams
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Table 5.2: Statistics of the n-grams list review process

Status Reason Count

Excluded Low Results Tweets 824

Excluded n-gram is implicit by another n-gram 290

Excluded Duplicates n-grams 170

Excluded Loosely Cyber Security Related n-grams 101

Excluded Manually Eliminated n-grams 47

Excluded Outliers 9

Accepted 795

process, the total number of tweets was significantly reduced to 1.1 million, which

accounted for approximately 0.23% of the whole data collection.

Subsequently, we focused on extracting original tweets that were not retweets,

as our main interest was analysing the content generated directly by the Twitter

accounts themselves. To achieve this, we removed retweets from the dataset, which

constituted 53% of the remaining tweets. Consequently, we retained only the origi-

nal tweets, amounting to 47% of the filtered dataset. After completing these filtering

steps, our dataset consisted of 538,102 tweets, which accounted for approximately

0.11% of the entire initial collection of harvested tweets. Further details and statis-

tics regarding the tweet sampling process can be found in Table 5.1.

5.3.3 Selecting Candidate Accounts

We aimed to generate a good-sized labelled dataset to serve as a reliable ground

truth for developing the required classifiers. This dataset would not only facilitate

the construction of accurate classifiers but also provide valuable insights into the

characteristics that define a Twitter account as cyber security related, as perceived

by the participants in our labelling experiment (refer to Section 5.4.3). By leveraging

the labelled dataset, we aimed to enhance our understanding of the key attributes
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that contribute to the classification of a Twitter account as cyber security related.

This dataset would serve as a valuable resource for training and evaluating our

classifiers, allowing us to understand the nuances and characteristics associated with

cyber security related accounts on Twitter.

We identified the accounts that posted the “original” tweets from the Tweets

Sampling step, resulting in 57,018 unique accounts. After removing the suspended

and deleted accounts (which were 9%), we ended up with 51,868 accounts from which

to select a subset. Since the selected accounts would be manually labelled by cyber

security experts and due to difficulties in the recruitment process, we set our target

to obtain a labelled dataset between 1,300 to 1,400 accounts that were more likely

to be labelled as cyber security related accounts in the labelling experiment. That

means we needed to select 2.5% out of 51,868 Twitter accounts. Therefore, we set a

criterion to filter the accounts first and then select the needed number of accounts.

To achieve this, we introduced two simple measures to each Twitter account:

• TiD (the number of Tweets in the Data collection, i.e., the original tweets).

• KiD (the number of Keywords in the Description field of the Twitter account).

The keywords list that was used here is the same one we used previously in the

Tweets Sampling, refer to Section 5.3.2. Then, we set two criteria as follows:

A) Twitter accounts that had at least two tweets in the original tweets data col-

lection (i.e., TiD ≥ 2), which means they had mentioned at least one cyber

security keyword in their captured tweets.

B) Twitter accounts that had at least one cyber security keyword (i.e., KiD ≥ 1)

mentioned in their profile description.

To determine the best criterion to use, we formed three test groups, each con-

sisting of 100 accounts. The first group represents only criteria A alone, while the

second one represents criteria B, and the last one, C, represents the intersection

between A and B criteria. Each group was then manually labelled by checking
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Figure 5.2: Accounts Selection Verification - Results

whether each Twitter account was cyber security related. The results of the three

groups were 44, 87, and 89, respectively as shown in Figure 5.2. That means out

of the three groups, Group C yielded the highest number of cyber security related

accounts. Based on these results, we confirmed that a selection criterion based on

the intersection of A and B criteria together would be better than A or B alone.

After that, the 51,868 accounts were filtered and randomly selected 1,300 accounts

to be used for the crowdsourcing labelling experiment.

The criteria employed served as a means to filter through the accounts, with

criterion A identifying users who exhibited slightly higher levels of tweeting activity

compared to others, while criterion B flagged those who included cyber security

keywords in their account descriptions. The combined application of both criteria

proved to be a more effective filtration method than selecting accounts randomly,

thereby ensuring the relevance and validity of the subsequent labelling experiment.
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5.4 Dataset Construction

In this stage of our methodology, we conducted a crowdsourcing-based labelling

experiment, which involved recruiting a group of cyber security experts as human

labellers. The primary objective of this experiment was two-fold:

1) Construction of a labelled dataset:

The participating cyber security experts were tasked with labelling a dataset of

Twitter accounts, specifically focusing on identifying the cyber security related ac-

counts. Additionally, they were asked to assign other relevant tags, such as Indi-

vidual, Hacker, Academia, etc, to provide further context and categorisation for the

accounts. This process resulted in the creation of a labelled dataset, which served

as the ground truth for training and evaluating the ML classifiers.

2) Gathering insights through a questionnaire:

Alongside the labelling tasks, the participating experts were presented with a short

questionnaire which was split into three parts. The first and second parts are shown

to the participant before the labelling tasks, while the third appears afterwards. The

questionnaire structure was as follows (see Appendix B for the actual questions):

Part 1, Basic Demographics: This part contains five questions about the

participants’ demographics: gender, age bracket, employment status, and education.

Also, we added a question about their experience in the cyber security domain.

Part 2, Cyber Security Experts on OSNs: This part of the questionnaire

aimed to gather valuable information regarding the experts’ perspectives on the def-

inition of “cyber security expert” and their observations of the behaviour exhibited

by cyber security related Twitter accounts. The responses collected through this

part of the questionnaire provided useful insights and guidance for defining better

features that could enhance the performance of the intended ML classifiers.

Part 3, Labelling Process Feedback: The purpose of this part was to collect

feedback about the labelling process and to validate the findings from the second

part of the questionnaire, as the participant fills the second part before labelling the

Twitter accounts and fills the third part afterwards.
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By leveraging the knowledge and expertise of cyber security experts, the crowd-

sourcing based labelling experiment facilitated the creation of the needed labelled

dataset(s) to train the ML classifiers that we wanted to build. Moreover, the ques-

tionnaire responses, especially the free-text answers, added a qualitative dimension

to the process, enabling the incorporation of expert insights into the feature engi-

neering process for the subsequent development of the intended classifiers.

5.4.1 Crowdsourcing Labelling

5.4.1.1 Crowdsourcing Labelling Application Implementation

We thoroughly explored existing crowdsourcing tools in our quest for an efficient

and user-friendly labelling experience for the potential participants. However, none

of the available tools or platforms fully met our specific requirements. We sought

a solution that would allow for dynamic task allocation and monitoring while con-

sidering potential challenges, such as Twitter accounts being deleted or suspended

before they could be labelled. Additionally, we aimed to provide participants with a

labelling interface that was easy to navigate and offer on-screen controls to expedite

the labelling process.

Given these unique requirements and the need to customise labelling controls

to align with our specific objectives, utilising an existing crowdsourcing platform

proved pointless. Therefore, we decided to develop a custom web-based Crowd-

sourcing Labelling Application (CLA) that would cater specifically to our needs.

This approach allowed us to design a labelling interface that prioritised efficiency,

ease of use, and flexibility. By building a tailored solution, we ensured that the la-

belling experience was optimised for our specific research goals and accommodated

any potential obstacles that could arise during the labelling process.

The application was designed in collaboration with local cyber security experts

and potential participants, taking into consideration their feedback and expertise.

Additionally, we conducted extensive discussion groups involving over 20 local cyber

security academics to gather valuable insights and ensure the system’s effectiveness.
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Figure 5.3: Labelling Interface, Tasks List (left) & Information Sheet (centre)

To maintain the accuracy and quality of the labelling results, we implemented a
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majority voting mechanism. Each account in the dataset was assigned to three

different participants, and a consensus was reached through majority voting. This

approach ensured that the labels assigned to the accounts were robust and reliable.

5.4.1.2 Crowdsourcing Labelling Application Overview

The system interface is divided into four main sections for an efficient and user-

friendly labelling experience:

I) Top section: This section provides buttons that give participants access to the

participant information sheet (PIS) and a tutorial page. The PIS provides partici-

pants with detailed information about the study, including its purpose, procedures,

and any potential risks or benefits. The tutorial page serves as a guide to help

participants navigate through the labelling process efficiently and effortlessly.

II) Left section: In this section, participants can view a list of all the accounts

assigned to them for labelling. Initially, all the tasks are marked in orange. As

participants complete the labelling for an account, its colour changes from orange

to green. This list provides an overview of the progress, indicating the number of

both finished and unfinished tasks. Participants can click on any task to revisit it

and make any necessary edits to the labels or answers if they want to.

III) Centre section: This section displays the details of the Twitter profile for

the current labelling task, including the account’s timeline. Participants also have

the option to use Google Search for more information about their current Twitter

account. See Figure 5.3 for a screenshot of this section and the left section.

IV) Right section: The participant will utilise this section to label the current

selected Twitter account. The interface provides the necessary controls and op-

tions for assigning the relevant labels and answering any associated questions. A

screenshot of this section can be found below, see Figure 5.4.

The division of the system interface into these four parts aims to streamline the

labelling process, providing participants with clear and organised access to labelling

tasks and account information.
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Figure 5.4: Crowdsourcing Labelling Application, Labelling Sheet

5.4.2 Research Ethics and GDPR

As the labelling experiment involved recruiting participants and collecting some per-

sonal data (PI), the experiment had to go through a detailed review process by the

Research Ethics Advisory Group (REAG) at the University of Kent. This is nec-

essary to ensure that all research upholds integrity and is conducted according to

the appropriate ethical, legal, and professional frameworks, obligations, and stan-

dards. This includes being compliant with the General Data Protection Regulation

(GDPR), providing the essential GDPR rights to participants, explaining the pur-

pose of the experiment and what data will be collected, and ensuring confidentiality.
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5.4.3 Participant Recruitment

As we aimed to label 1,300 accounts, and since we adopted a majority voting sys-

tem with three votes per account, we required a total of 3,900 labelling tasks to

be completed. To accomplish this, we sought to recruit approximately 100 partic-

ipants. Given the nature of the labelling task, which demanded considerable time

and good cyber security knowledge, we decided to introduce a £15 Amazon UK

voucher as compensation for their valuable contribution. The participants should

have cyber security experience to qualify for the experiment. This experience could

be either theoretical or practical, making individuals such as cyber security students,

researchers, educators, consultants, and other types of experts eligible to participate.

We employed various strategies to reach out to potential participants for our

experiment. We sent emails about the experiment to several cyber security profes-

sional networks, such as SPRITE+3, as well as to the mailing lists of some cyber

security conferences’ like FOSAD4. Additionally, we reached out to cyber security

research groups and centres in the UK and extended invitations to professionals

working in the industry or non-governmental organisations (NGOs). We manually

verified each candidate before recruiting them as participants in the experiment to

eliminate the risk of having unqualified individuals labelling part of the dataset

and to ensure accuracy and quality. Due to the COVID-19 pandemic, the recruit-

ment process took some time, and the experiment itself ran for approximately three

months. Despite the challenges, we managed to recruit a total of 100 participants,

but 90 of them finished the whole experiment and completed all the labelling tasks

assigned to them.

The participants had diverse demographics and professional backgrounds related

to cyber security. The demographics included gender, age, employment status,

and level of education. The gender distribution among the participants varied, as

females were 26% compared to 74% for males, see Figure 5.5b. Also, the age range

3https://spritehub.org
4https://sites.google.com/uniurb.it/fosad
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Figure 5.5: Labelling Experiment - Participant Demographics

of the participants was likely to vary, covering a wide range of age groups, see

Figure 5.5a. Regarding employment status, the participants included students, self-

employed and employed individuals, see Figure 5.5d. The level of education varied as

well, including individuals with undergraduate degrees, postgraduate degrees, and

higher academic qualifications in cyber security or related fields, see Figure 5.5c.
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Answer Count
I research cyber security 65
I study or have a degree in cyber security 51
I teach cyber security 33
I have hands-on skills that relate to cyber security 29
I work in the cyber security industry 16
I work on cyber security for the government or a not-for-profit organisation 7
I am not a professional, but interested in the latest updates about cyber security 4

Figure 5.6: Labelling Experiment - Participants Cyber Security Experience

Furthermore, the participants had varying levels of experience in cyber security, see

Figure 5.6, which encompassed both theoretical knowledge and practical expertise,

which was valuable to ensure the quality and accuracy of the labelling process.

5.4.4 Labelled Dataset

Due to the challenges faced in recruiting the desired 100 participants for the exper-

iment, some borderline cases emerged during the majority voting process. These

cases involved accounts with just two votes, where one participant labelled it “Re-

lated” while another labelled it “Non-Related”. Similarly, there were instances where

three different votes were received for the same account due to the three available

options on the labelling interface (“Related”, “Not Related” and “Not Sure”).

To address these borderline cases, we had to review them and make additional

votes. After this additional review step, we were able to apply majority voting

to all the accounts in the labelled dataset. As a result, a total of 987 accounts

were identified as cyber security related, while 231 accounts were classified as non-

related. To balance the final dataset, 756 additional non-related accounts were

randomly selected from the accounts dataset after undergoing manual inspection,

see Section 5.3.3. These accounts were added to the dataset, resulting in a balanced

dataset with 1,974 samples evenly distributed between the cyber security related

and non-related classes, with 987 samples in each class.
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5.5 Feature Extraction

Since we wanted to build several classifiers, we identified a rich set of (63 types

of) features grouped into five larger groups, namely, Profile (P), Behavioural (B),

Content Statistics (C), Linguistic (L), and Keyword-based (K) features. Each fea-

ture type within these groups measures a specific aspect of the Twitter account and

contributes to the overall feature set used for training and testing the ML models.

For a detailed list and description of the specific features within each group, please

refer to Table 5.3. Most of the feature types are simple (i.e., contain just one single

feature), while others include a group of features sharing a particular attribute. We

explain the features of each group in the following sections.

5.5.1 Profile Features (P)

These features are extracted from the profile fields of each Twitter account and

divided into four categories as follows.

First, the Screen name category contains features corresponding and calculated

from the Twitter username (screen name) field. The features include the length of

the screen name and the number of different types of characters present in the screen

name (e.g., Alphabetic, Lowercase, Uppercase, Numerical, and Special).

Second, the Description category contains features derived from the account’s

description field. These features include the length of the description, the number of

different types of characters in the description (similar to the screen name category),

and the number of control characters, i.e. Non-Printing Character (NPC), found in

the description. The presence of NPCs in the description can be an indication, as we

observed, that the account may be associated with hacker activities. Additionally,

the number of words in the description and the occurrence of cyber security keywords

in the description (i.e., KiD) were also calculated as features.

Third, the Network category contains the number of friends (i.e. following),

followers and the ratio between them. Fourth, the Miscellaneous (Misc) category
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Table 5.3: List of all extracted features and their main groups

Profile Features (P) Behavioural Features (B)

Screen

Name

F01 Length (screen name)

Tweets

Statistics

F26 Count (Tweets)

F02 Count (Alphabetic chars) F27 Count (Original tweets)

F03 Count (Lowercase chars) F28 Count (Retweets)

F04 Count (Uppercase chars) F29 Count (Replies)

F05 Count (Numerical chars) F30 Count (Tweets with mentions)

F06 Count (Special chars) F31 Ratio (Original tweets to all)

Description

F07 Length (Description) F32 Ratio (Retweets to all)

F08 Count (Alphabetic chars) F33 Average (Number of mentions)

F09 Count (Lowercase chars) F34 Average (Number of hashtags)

F10 Count (Uppercase chars) F35 Average (Number of URLs)

F11 Count (Numerical chars)

Network

F36 Count (Tweets received likes)

F12 Count (Special chars) F37 Count (Tweets were retweeted)

F13 Count (Control chars) F38 Count (Mentioned users)

F14 Count (Words) F39 Count (Replied-to users)

F15 Count (Keywords) F40 Count (Likes given)

Network

F16 Count (Friends) F41 Count (Likes received)

F17 Count (Followers) F42 Count (Retweets received)

F18 Ratio (Followers/Friends)

Activity

F43 Average (Daily Tweets)

Misc

F19 Profile Image used? F44 Average (Weekly Tweets)

F20 Profile Theme used? F45 Average (Monthly Tweets)

F21 Location provided? F46 Average (time between tweets)

F22 Count (Lists) F47 STD (time between tweets)

F23 Account protected?

F24 URL provided?

F25 Account Age

Content Features (C) Linguistic Features (L)

Cyber

Security

Keywords

Statistics

F48 Count (Keywords) LIWC F57 Measures (Li, i ∈ [1, 93])

F49 Count (Keywords) [no retweets]

F50 Count (Unique Keywords) Keyword-based Features (K)

F51 Count (Unique Keywords) [no retweets]

Keywords

Frequencies

F58 Weirdness Score

F52 Count (Tweets with keywords) F59 Prototypical Words

F53 Ratio (Tweets with keywords) F60 TF-IDF Score

Readability

& Diversity

F54 Flesch-Kincaid Score F61 Document Frequency (DF)

F55 SMOG Index F62 Hybrid Metric DF-IDF

F56 Lexical Diversity F63 Hybrid Metric DF-TFIDF

encompasses additional features related to other profile fields that do not fit into the

previously defined categories, such as the use of profile image, profile theme, URL
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field, and location. Also, these features contain the number of user’s created lists,

account age (i.e., the number of years since the account was first created), and a

feature to indicate if the account is protected.

5.5.2 Behavioural Features (B)

These features cover three aspects: statistics about the account’s tweets, the in-

teraction between Twitter accounts, and the account’s general activity patterns

on Twitter. We divided these features into three categories: Tweets Statistics,

Network, and Activity. Each category covers a different aspect of the account’s

behaviour and interaction with other accounts. The Tweets Statistics category

contains measures about the user’s tweets such as the number of tweets, original

tweets (i.e. non-retweets), retweets, replies and tweets with mentions. Also, average

and ratio measures were calculated for tweets with mentions, hashtags or URLs.

The purpose of the Network features in this group is to represent the interaction

between accounts on Twitter in a few simple measures. For example, an account can

post a tweet, retweet a tweet, like a tweet, comment on a tweet, reply to another

account, or mention another account in a tweet or comment. Each of these actions

can be seen as an interaction between two Twitter accounts. Finally, the Activity

category presents some measures to reflect how much a user is active on Twitter in

terms of tweeting and retweeting tweets.

5.5.3 Content Statistics Features (C)

These features were extracted from the timeline’s content. For each Twitter account,

we retrieved up to 3,250 tweets from its timeline as permitted by Twitter API at

the time we carried out our study. The Content features contain two categories.

First, Keywords Statistics, which corresponds to measures calculated about the

cyber security keywords found in the account’s timeline. The used keyword list was

obtained from the general cyber security taxonomy built earlier in Chapter 3. We

distinguished between the keywords found only in the original tweets and those in
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the whole timeline (original tweets and retweets). Also, we calculated the number

of unique cyber security keywords that were used in tweets and retweets. Sec-

ond, Readability and Diversity metrics, which include SMOG score (see Sec-

tion 2.5.3.2), Flesch-Kincaid reading grade level (see Section 2.5.3.3), and Lexical

Diversity, which has been employed in previous studies for spam detection (Aswani,

Kar, and Vigneswara Ilavarasan, 2018), see Section 2.5.3.1 for more details.

5.5.4 Linguistic Features (L)

For the linguistic features, we used LIWC (Linguistic Inquiry and Word Count) fea-

tures (Tausczik and Pennebaker, 2010), which are widely recognised and extensively

employed features for text analysis, with applications spanning various research do-

mains. LIWC measures have been successfully utilised to analyse posts from under-

ground forums and hacking websites, as demonstrated by (McAlaney et al., 2020).

We leveraged the power of LIWC (2015 Edition v16) to conduct an in-depth analysis

of the accounts’ timelines to capture and quantify diverse linguistic characteristics

exhibited within each timeline. LIWC offers a rich set of predefined categories and

linguistic dimensions with 93 features that facilitate the systematic analysis of tex-

tual content. Examples of LIWC categories include positive and negative emotions,

cognitive processes, social words, and various linguistic styles.

5.5.5 Keyword-based Features (K)

The keyword-based feature group comprises several sub-groups, each consisting of

features defined by a specific keyword and its corresponding metric calculated from

the account’s timeline. Certain metrics require text corpora reflecting the domain

of interest. To address this, we created two text corpora using the labelled dataset.

The first corpus was generated by combining the Twitter timelines of cyber security

related accounts, while the second corpus was formed by applying the same process

to non-cyber security related accounts. To ensure consistency in the analysis, we

performed pre-processing steps on each timeline, removing stop words, URLs, email
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addresses, punctuation marks, screen names, and other Twitter-related symbols such

as “RT”, “#”, and “@”. Then, we extracted unigrams and bigrams along with their

frequencies from the pre-processed text on a per-timeline and per-corpus basis.

Next, we calculated the keyword metrics and scores as detailed below and used

each of them to rank all candidate keywords, from which we selected the top k from

each domain to form a list of k × 2 keywords per each metric. Any frequencies used

in such metrics were normalised per timeline to allow comparison across accounts.

We chose k = 100 as a reasonable number of top-ranked keywords, considering a

number of factors, such as the size of our dataset, the number of features from other

groups, and the need to reduce the total number of features for our classifiers.

5.5.5.1 Weirdness Score

Weirdness score, explained in Section 2.5.2.5, was used for keywords-based features.

One important thing to highlight is that Weirdness score method assumes there are

two corpora, a special one s and a general one g, which is in our case the textual

corpus corresponding to the timelines of the cyber security related accounts, and

the other corpus corresponding to the timelines of the non cyber security accounts.

5.5.5.2 Prototypical Words

Prototypical words, explained in Section 2.5.2.6, refer to those words that are con-

sidered typical or representative examples of a category or concept. These words

are often used as reference points when people think about or discuss a specific

category. In our work, it is worth mentioning that before calculating the proto

scores, the words with a frequency below six or less than three characters long were

eliminated, and we selected the top k words from each class.

5.5.5.3 Term Frequency–Inverse Document Frequency (TF-IDF)

TF-IDF, explained in Section 2.5.2.4, is commonly used in IR and text classification

tasks. We used the TF-IDF metric to extract informative keywords to use their TF
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scores as features for the ML classifiers. TF-IDF was defined using Formula (2.18),

which is the product of the term frequency (TF), see Formula (2.15), by the inverse

document frequency (IDF), given in Formula (2.17). However, for our classification

tasks, the number of “documents” (i.e. corpora) is two as we have two classes.

5.5.5.4 User Count (UC)

Some keywords selected by TF-IDF or Prototypical metrics got a relatively high

score, although they appeared only in about 25% of all user timelines (i.e., doc-

uments5) in both corpora. Thus, a supplementary metric was introduced, the

user count (UC) score of a keyword, which is the number of users (i.e., docu-

ments/timelines) in the domain corpus that this keyword appeared in at least

once (Y. Yang and Pedersen, 1997). The UC for a word is given by Formula (5.1).

UC(w, d) = U(w, d)
U(d) (5.1)

where U(w, d) is the number of users from the domain d (i.e., class) that cover

word w, and U(d) is the total number of users in d.

For this metric, we noticed that only unigrams were found in the top k terms

we selected from each domain, as it is impossible for a bigram to have a higher

frequency than any of its two unigrams. Also, it is worthwhile to mention that

when we selected the top 100 words from each domain, there were 34 overlapping

keywords. Thus, we chose k = 121 so we could get 200 unique keywords at the end.

5.5.5.5 Hybrid Metric UC-IDF

To expand the feature set, we introduced two hybrid metrics. The first one was the

product of UC and IDF, given in Formula (5.2).

UC-IDF(w, d) = UC(w, d) × IDF(w) (5.2)

5In TF-IDF, a “Document” means the class’s corpus, while here it means the Twitter account’s

timeline. All timelines in a given class form its corpus.
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Table 5.4: Top unigrams by each keyword metric from the cyber security corpus

Weirdness Prototypical TFIDF UC UC-IDF UC-TFIDF

threatpost frama frama security xxe frama

securityaffair layer7datasolutions layer7datasolutions time imperva layer7datasolutions

eprint cyberhoot cyberhoot help smbghost cyberhoot

trustyourinbox cyware cyware data coinhive cyware

vulnerabilitymanagement readcybernews readcybernews day raas readcybernews

secaas mikejulietbravo mikejulietbravo check qnap mikejulietbravo

drericcole opendir opendir attack databreaches opendir

avira castlekeep castlekeep start endpointsecurity cybersecuritynew

securityawareness cybersecuritynew cybersecuritynew free cybersecuritynew castlekeep

shibboleth avatier avatier create sqlmap avatier

wss pentestmag pentestmag team phishy pentestmag

emailsecurity laukaya laukaya learn lfi laukaya

technews rmail rmail user cyberhygiene rmail

webroot araldi araldi change email-based araldi

bleepingcomputer redspam redspam people goznym redspam

cwpodcast k12cybersecure k12cybersecure read casb k12cybersecure

wwhackinfest equologix equologix system threatdetection consentua

threatmodeler consentua consentua support vpns equologix

as46606 pentestblog pentestblog network agenttesla pentestblog

cyberslide ptblog ptblog service sigred ptblog

cryptojacking modex modex share shlayer modex

bwapp cybersurkshaabhiyan cybersurkshaabhiyan online trendmicro cybersurkshaabhiyan

internetsecurity securityintelligence securityintelligence report strandhogg securityintelligence

crede nulljob nulljob update trojanize nulljob

keywords attacksolution attacksolution access womenincybersecurity attacksolution

cybercriminals chimenetworking chimenetworking secure vulnhub chimenetworking

threatintelligence onlinedanger onlinedanger company cybergang onlinedanger

cybersecuritytrain datesecurity datesecurity cybersecurity prolock datesecurity

securityweek inspiredbmedia inspiredbmedia tool blackenergy inspiredbmedia

hxxp mikeechols mikeechols protect crackmapexec mikeechols

grouppolicy cyberlawconf cyberlawconf post covid-19-themed cyberlawconf

centaurus securitymadesimple securitymadesimple week rsa2019 securitymadesimple

itsecurity netspi netspi email onelogin netspi

proba amag amag issue sqlinjection security

gartneriam giiwebint giiwebint include ourmine amag

ransomwareprotection employmentlawnew employmentlawnew video nerc time

giacomo imperva imperva news cyberdefence help

franking attackdefense attackdefense account zscaler imperva

egregor extremehacking extremehacking code webdav data

zimperium hardwear hardwear business internet-facing day

bugbountytip attacksolutions attacksolutions talk network-based check

anti-phishing netsparker netsparker app redirector attack

intezer hackerscharity hackerscharity cyber neutrino start
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where UC(w, d) is the User Count score for the word w in the domain d, and

IDF(w) is the Inverse Document Frequency of the word w across both domains.

UC-IDF aims to capture both the local importance of a term within a class corpus

and its global significance across the class corpora.

5.5.5.6 Hybrid Metric UC-TFIDF

The second hybrid metric was the lambda of UC and TF-IDF, shown in For-

mula (5.3).

UC-TFIDF(w, d) = ((1 − α) × TFIDFd(w)) + α × UC(w, d) (5.3)

where α is a constant between zero and one (0 < α < 1). Setting α = 0 means

that we ignore the UC part, while setting (α = 1) will ignore the TF-IDF part. In

our experiments, we found that 0.2 is the best value of α.

The results and performance of the used keywords metrics can be found in Sec-

tion 5.7. To see the differences between these metrics in terms of the selected

keywords, we listed the top unigrams produced by applying each keyword metric

(as a ranking method) in Table 5.4. It is worth mentioning that we considered both

unigrams and bigrams for the keyword features.

5.6 Classification Tasks & ML Models

Using the labelled datasets, we developed multiple ML classifiers during this study.

The first classifier, named the Baseline classifier (Task 1), was created using the

entire labelled dataset. Additionally, three sub-classifiers (Tasks 2,3,4) were created,

each focusing on a specific subset extracted from the labelled dataset based on the

additional assigned tags obtained from the labelling experiment.

Throughout the practical experiments, we employed the labelled datasets to

train and evaluate various ML models across the four classification tasks. The
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objective was to determine the optimal model and feature set combination. We

selected popular and widely used models for similar classification tasks, including

Decision Trees (DTs), Random Forests (RF) with 100 estimators/trees, Support

Vector Machine (SVM), and Logistic Regression (LR). For SVM, we explored two

kernel functions: the Radial Basis Function (RBF) kernel and the Linear kernel.

These kernels provide different approaches for separating and classifying data points.

The RBF kernel is known for its ability to handle non-linear relationships between

features, while the Linear kernel assumes a linear decision boundary. For more

details about these ML models, refer to Section 2.4.6.

5.6.1 Detecting Cyber Security Related Accounts

This is the first classification task that corresponds to the baseline classifier. This

classifier was designed to determine whether a Twitter account is related to cyber

security or not. It aims to establish a foundation for the following three classifi-

cation tasks (2, 3, 4). By utilising the predefined feature sets and ML algorithms,

the baseline classifier aims to accurately classify Twitter accounts based on their

relevance to the cyber security domain.

5.6.2 Detecting Cyber Security Individual Accounts

This classification task aims to detect the cyber security accounts belonging to in-

dividuals and those representing non-individuals such as groups, companies, NGOs,

etc. This classifier should be used after the baseline classifier. Thus, all the accounts

in the Individual sub-dataset must be cyber security related accounts. In the dataset,

we have 542 samples labelled as Individual accounts and 448 as non-individual ones.

5.6.3 Detecting Hacker Related Accounts

We wanted to create a classifier that can detect if a Twitter account is affiliated

with a hacker (whether an individual or a group) or acting like a hacker. The
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labelling experiment interface has several tags corresponding to the different types

of hackers, e.g., white-hat, grey-hat, and black-hat hackers. Also, there is a general

tag “Hacker” to make it easier for participants when they are unsure about the

hacker type. We got 166 accounts labelled as Hackers, and we added randomly,

yet manually checked, another 166 general cyber security accounts from the main

dataset to make the Hacker sub-dataset balanced.

5.6.4 Detecting Cyber Security Academia Related Accounts

The classifier aims to identify whether a cyber security related account belongs

to someone (or a group) in academia, such as students, lecturers, or researchers.

We used specific tags in the labelling experiment, including “Student”, “Lecturer”,

“Researcher”, and a general tag “Academia”. We obtained 129 accounts labelled as

Academia accounts. In order to create a balanced dataset, we randomly selected an

additional 129 general cyber security related accounts from the main dataset.

5.7 Experimental Results

We used Scikit-Learn (Pedregosa et al., 2011), a widely adopted machine learning

library written in Python6, for our experiments. To ensure robust evaluation, we

employed 5-fold stratified cross-validation for training and testing the ML models we

used. The results were reported using four performance metrics: Accuracy, F1-score,

Precision and Recall. These metrics provide insights into the classifiers’ overall effec-

tiveness, their ability to correctly classify instances, and their balance between true

positives and false positives, see Section 2.4.7.2 for more on performance metrics.

The experimental results for all the classifiers are reported in Table 5.5. Each

row in the table corresponds to a specific feature set for a particular classifier.

The #F column indicates the total number of features in each feature set, while

the #S column represents the number of samples used for training and testing the

6https://scikit-learn.org/
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classifier. The keyword-based feature sets are denoted with a prefix K in their names,

highlighting their specific nature. We only showed the best-performing sub-groups

of keyword-based features for some classifiers to save space.

It is important to note that in some cases, the number of samples may be smaller

than the total dataset size of 1,974. This is because not all samples possess the

required features for a specific feature set. This applies to both the baseline classifier

(Task 1) and the subsequent sub-classifiers (Tasks 2-4). Overall, these performance

metrics and experimental results allowed us to assess the effectiveness of the different

feature sets and classifiers in accurately detecting and classifying cyber security

related accounts on Twitter and the other related sub-groups.

5.7.1 Classifier Results

5.7.1.1 Baseline Classifier

For the baseline classifier, we used different feature sets based on the feature groups

we described in Section 5.5. We experimented with many feature sets resulting from

either one feature group or a mixture of two or more feature groups. We wanted to

observe the impact of selecting different groups of feature sets on the results.

The best performance achieved reported by F1-score using the Behavioural fea-

tures is 77%, while the figure is 86% for Profile features and 88% for Linguistic

features. For the Content Statistics features, the best performance achieved is 93%,

which is surprisingly good considering it is a small feature group with just nine fea-

tures. As for the keyword-based features, we noticed that the prototypical keywords

method was not quite good, with a score of 68% using the SVM (RBF kernel) model

and the same for the TF-IDF method using the same model. The weirdness scored

82% by F1-score using Random Forest, and then the UC-IDF score method scored

85% using also Random Forest. The best performance was achieved using the UC

feature set with 93%, followed by the UC-TFIDF feature set with 90%. When all

keyword-based features are added together, i.e. (K ALL), the performance is also

93%, which is likely due to the UC feature set existence.
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Table 5.5: Overall experimental results for the four classifiers

Decision Tree Random Forest Logistic Regression SVM (Linear) SVM (RBF)
Feature set #F #S

Acc F1 Prc Rec Acc F1 Prc Rec Acc F1 Prc Rec Acc F1 Prc Rec Acc F1 Prc Rec

P 25 1974 0.78 0.78 0.79 0.77 0.85 0.86 0.81 0.91 0.82 0.82 0.82 0.82 0.84 0.84 0.82 0.87 0.84 0.84 0.83 0.86

B 22 1974 0.71 0.71 0.71 0.70 0.77 0.77 0.75 0.79 0.74 0.73 0.76 0.70 0.74 0.73 0.76 0.71 0.74 0.74 0.74 0.74

C 9 1882 0.89 0.89 0.90 0.89 0.92 0.93 0.90 0.95 0.92 0.92 0.94 0.90 0.92 0.92 0.92 0.93 0.92 0.93 0.91 0.95

PBC 56 1974 0.88 0.88 0.88 0.88 0.92 0.92 0.90 0.95 0.91 0.90 0.92 0.89 0.91 0.91 0.91 0.91 0.91 0.91 0.91 0.90

L 93 1882 0.80 0.81 0.80 0.82 0.87 0.88 0.87 0.88 0.85 0.86 0.85 0.88 0.87 0.88 0.86 0.90 0.87 0.88 0.86 0.90

PBCL 149 1974 0.88 0.88 0.88 0.87 0.91 0.92 0.89 0.94 0.91 0.91 0.92 0.90 0.91 0.91 0.91 0.91 0.91 0.91 0.91 0.91

K WEIRD 200 1885 0.81 0.79 0.90 0.70 0.83 0.82 0.91 0.74 0.52 0.68 0.52 1.00 0.51 0.68 0.51 1.00 0.57 0.70 0.55 0.97

K PROTO 200 1885 0.68 0.55 1.00 0.38 0.68 0.56 1.00 0.39 0.51 0.68 0.51 1.00 0.51 0.68 0.51 1.00 0.51 0.68 0.51 1.00

K TFIDF 200 1885 0.66 0.51 1.00 0.34 0.66 0.51 1.00 0.35 0.51 0.68 0.51 1.00 0.51 0.68 0.51 1.00 0.52 0.68 0.52 1.00

K UC 199 1885 0.87 0.87 0.88 0.87 0.93 0.93 0.91 0.96 0.88 0.88 0.90 0.87 0.62 0.73 0.58 1.00 0.91 0.91 0.90 0.93

K UC-IDF 200 1885 0.85 0.83 1.00 0.71 0.87 0.85 1.00 0.74 0.51 0.68 0.51 1.00 0.51 0.68 0.51 1.00 0.79 0.74 0.98 0.60

K UC-TFIDF 196 1885 0.87 0.87 0.87 0.87 0.90 0.90 0.89 0.92 0.76 0.81 0.68 0.99 0.51 0.68 0.51 1.00 0.89 0.89 0.90 0.88

K ALL 903 1885 0.87 0.87 0.88 0.86 0.92 0.93 0.91 0.95 0.88 0.88 0.90 0.87 0.63 0.73 0.58 1.00 0.90 0.90 0.90 0.91

B
as

el
in

e

PBCLK ALL 1052 1885 0.88 0.89 0.89 0.88 0.93 0.93 0.90 0.97 0.91 0.92 0.91 0.92 0.92 0.92 0.91 0.93 0.91 0.92 0.91 0.93

P 25 957 0.65 0.67 0.68 0.67 0.76 0.78 0.78 0.79 0.76 0.79 0.77 0.81 0.77 0.79 0.78 0.80 0.75 0.77 0.77 0.78

B 22 957 0.76 0.78 0.78 0.78 0.82 0.83 0.85 0.81 0.80 0.81 0.82 0.81 0.80 0.81 0.83 0.78 0.81 0.81 0.86 0.78

C 9 937 0.70 0.73 0.72 0.74 0.78 0.79 0.81 0.77 0.79 0.81 0.78 0.84 0.79 0.81 0.79 0.83 0.80 0.82 0.82 0.81

PBC 56 957 0.77 0.79 0.78 0.80 0.85 0.85 0.89 0.82 0.85 0.87 0.86 0.87 0.85 0.86 0.87 0.86 0.85 0.86 0.88 0.84

L 93 937 0.83 0.84 0.84 0.84 0.88 0.89 0.92 0.86 0.86 0.86 0.92 0.82 0.85 0.85 0.91 0.81 0.85 0.85 0.93 0.78

PBCL 149 957 0.82 0.84 0.83 0.84 0.89 0.90 0.92 0.87 0.89 0.89 0.91 0.88 0.89 0.89 0.91 0.88 0.87 0.88 0.92 0.84

K UC 129 939 0.74 0.76 0.75 0.77 0.82 0.83 0.88 0.78 0.54 0.70 0.54 0.98 0.54 0.70 0.54 1.00 0.80 0.81 0.85 0.77

K UC-IDF 200 939 0.80 0.77 1.00 0.63 0.84 0.83 1.00 0.71 0.54 0.70 0.54 1.00 0.54 0.70 0.54 1.00 0.63 0.74 0.60 0.99

In
di

vi
du

al

K UC-TFIDF 152 939 0.71 0.73 0.72 0.74 0.81 0.82 0.86 0.79 0.54 0.70 0.54 0.98 0.54 0.70 0.54 1.00 0.81 0.82 0.84 0.79

P 25 317 0.53 0.53 0.55 0.53 0.62 0.62 0.62 0.63 0.68 0.68 0.69 0.68 0.67 0.66 0.68 0.65 0.66 0.66 0.67 0.65

B 22 317 0.53 0.54 0.53 0.57 0.60 0.61 0.60 0.62 0.64 0.67 0.62 0.72 0.62 0.66 0.60 0.73 0.62 0.65 0.61 0.71

C 9 313 0.54 0.54 0.54 0.55 0.55 0.54 0.55 0.54 0.65 0.67 0.63 0.72 0.61 0.67 0.58 0.79 0.64 0.67 0.62 0.72

PBC 56 317 0.56 0.59 0.56 0.63 0.61 0.63 0.61 0.65 0.66 0.66 0.65 0.67 0.66 0.67 0.66 0.68 0.66 0.68 0.65 0.71

L 93 313 0.61 0.60 0.61 0.59 0.68 0.68 0.68 0.69 0.66 0.66 0.66 0.66 0.65 0.66 0.64 0.68 0.67 0.66 0.69 0.65

PBCL 149 317 0.57 0.57 0.58 0.57 0.69 0.69 0.69 0.69 0.69 0.69 0.69 0.70 0.69 0.69 0.68 0.70 0.65 0.64 0.65 0.64

H
ac

ke
r

K UC-IDF 200 314 0.80 0.81 0.82 0.86 0.88 0.88 0.89 0.89 0.50 0.00 0.00 0.00 0.50 0.00 0.00 0.00 0.56 0.23 0.89 0.14

P 25 249 0.50 0.46 0.50 0.43 0.48 0.44 0.47 0.42 0.44 0.40 0.44 0.37 0.44 0.38 0.43 0.37 0.43 0.33 0.42 0.32

B 22 249 0.59 0.60 0.59 0.64 0.63 0.64 0.62 0.67 0.60 0.60 0.61 0.60 0.64 0.65 0.64 0.68 0.63 0.64 0.63 0.65

C 9 243 0.58 0.57 0.57 0.58 0.60 0.60 0.60 0.61 0.65 0.66 0.62 0.70 0.64 0.68 0.60 0.77 0.66 0.66 0.65 0.68

PBC 56 249 0.57 0.57 0.56 0.59 0.64 0.65 0.63 0.68 0.63 0.63 0.64 0.63 0.61 0.62 0.61 0.63 0.62 0.62 0.62 0.62

L 93 243 0.56 0.52 0.55 0.50 0.67 0.66 0.66 0.67 0.63 0.62 0.62 0.62 0.66 0.66 0.64 0.70 0.65 0.66 0.63 0.69

PBCL 149 249 0.61 0.63 0.61 0.64 0.63 0.64 0.63 0.66 0.63 0.62 0.63 0.62 0.64 0.64 0.64 0.64 0.65 0.64 0.65 0.64

A
ca

de
m

ia

K UC-IDF 200 245 0.79 0.83 0.71 1.00 0.89 0.91 0.83 1.00 0.51 0.00 0.00 0.00 0.51 0.00 0.00 0.00 0.58 0.51 0.73 0.63

For the mixed feature sets, we tried several combinations of all feature groups,

e.g. the PBC feature set represents P, B, and C groups combined, and PBCLK ALL

means all features. As for the results, we got 92% for both PBC and PBCL. The

results showed that such combined feature sets generally performed well, with an

F1-score between 92-93%. However, knowing that C features alone can already

achieve an F1-score of 93%, we consider such combined feature sets unnecessary.
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Moreover, we created a combined feature set “K ALL” that contains all keywords

across all text metrics. The combined list contained only 903 keywords, not the ex-

pected 1200, due to the overlap between keyword lists. As reported in Table 5.5, the

RF model scored 93% for K ALL, which is the same result as the K UC. Compar-

ing the features count for K UC and K ALL, which were 199 and 903 respectively,

suggests that adding more features does not always mean better results.

In terms of the five ML models, looking at the general patterns shown in Ta-

ble 5.5, we can see that the Random Forest model is the only model achieving the

best performance across all feature sets. The other four models also achieved good

performance for many feature sets but did not perform very well for some other fea-

ture sets. As an overall conclusion, we recommend using the Random Forest model

and the Content Statistics features for the baseline classifier.

5.7.1.2 Individual Sub-Classifier

For the “Individual” sub-classifier, we examined several feature sets as presented

in Table 5.5. Among all feature groups, the Linguistic features (L) performed the

best with an F1-score of 89%. The best performance, however, was achieved by a

combined feature set PBCL, with an F1-score of 90%. The best-performing model

is Random Forest across all feature sets.

5.7.1.3 Hacker Sub-Classifier

For the “Hacker” sub-classifier, we found that non-keyword feature sets did not

perform well, with the highest F1-score being just 69% for the PBCL feature set.

Whereas for the keyword-based features, we found features based on the UC-IDF

metric gave a much better F1-score of 88% using the Random Forest model, which

was the best-performing model. The Decision Tree model came second, scoring 81%

for the F1-score. Note that we only put the results of one keyword feature set which

is UC-IDF to save space in Table 5.5.

Looking at the Logistic Regression and SVM (Linear kernel) model columns
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from the results in Table 5.5, we can see that the F1-score is 0 for the UC-IDF

feature set used in the Hacker and Academia classification tasks. Upon investigating

the confusion matrix in each iteration of the cross-validation training process, we

noticed that both the true positives (TPs) and the false positives (FPs) were 0.

Consequently, precision, recall and F1-scores are all 0 as well. This means the

classifier predicted all the samples as negative cases.

5.7.1.4 Academia Sub-Classifier

In the case of the “Academia” sub-classifier, we experimented with all the created

feature sets, and the results were presented in Table 5.5. Among the feature sets

evaluated, the keyword-based features calculated using the UC-IDF metric exhibited

the highest performance, achieving an F1-score of 91%. This performance is compa-

rable to the “Hacker” sub-classifier. Like the previous sub-classifiers, the Random

Forest model consistently outperformed other models across all feature sets, demon-

strating its effectiveness in classifying cyber security academia related accounts.

5.7.2 Features Importance

We aimed to identify the most influential features in the classification tasks to opti-

mise the classifiers by focusing on a smaller set of key features while maintaining or

improving performance. This approach allows for better interpretation and under-

standing of the results obtained from various feature sets in each classification task.

Additionally, reducing the number of features can lead to significant time savings in

feature calculation, as well as shorter training and testing times.

The feature importance in this study was determined using the χ2 feature selec-

tion method, which is a statistical measure commonly used for feature selection in

text classification tasks (Y. Yang and Pedersen, 1997). By applying this method, we

could rank the features based on their relevance and contribution to the classifica-

tion task. We conducted feature analysis for two specific cases: the PBCLK feature

set for the Baseline classifier and the L feature set for the Individual sub-classifier.
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These cases were selected to gain insights into the importance and contribution of

specific features in their respective classification tasks. However, further analyses

and experiments can be conducted to explore the feature importance in other fea-

ture sets and classification tasks, allowing for a comprehensive understanding of the

key features driving the classification performance.

5.7.2.1 Baseline Classifier with PBCLK Feature Set

In the PBCLK feature set, the top 20 ranked features were identified, and their

rankings are illustrated in Figure 5.7. Notably, the first four features were derived

from the Content Statistics features, which are based on aggregated statistics of

cyber security related keywords. This finding is in line with expectations, as cyber

security related keywords are crucial in distinguishing relevant accounts.

Rank Freature Freature
01 F53 L12
02 F50 L47
03 F51 L23
04 F52 L17
05 F15 L04
06 L40 L63
07 F08 L62
08 L77 L44
09 L62 L45
10 F09 L80
11 L12 L24
12 L53 L20
13 L39 L40
14 L23 L10
15 F35 L21
16 L52 L41
17 L35 L03
18 F42 L09
19 L04 L77
20 L15 L13

41.25
38.19

Baseline (PBCLK) Individual (L)

62.23
60.24
58.22
57.76
54.00
53.28

7.37
7.29
7.12

13.12
12.44
11.96

Importance (𝜒2)
312.75
218.40
182.72
157.80
114.53
66.16 19.25

14.31
13.99

22.16

36.61
Importance (𝜒2)

32.24
28.13
23.11

46.35
46.29
44.96
41.64

51.25
47.29 11.26

10.15
10.02
7.46

11.88
11.55

Figure 5.7: The top 20 features of two classifiers, ranked by χ2 significance values

For instance, F53 ranked first, which is the ratio of tweets containing cyber
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security related keywords to all tweets in an account timeline. Similarly, F50, ranked

second, captures the count of unique cyber security related keywords found in an

account’s timeline. Another notable feature, F15, ranked fifth, indicates the number

of cyber security related keywords found in the profile description field.

5.7.2.2 Individual Classifier with L Feature Set

The feature importance analysis was also conducted for the L feature set used in

the “Individual” sub-classifier. Figure 5.7 displays the top 20 features ranked by

the χ2 statistic. Feature Li means the ith feature in the F57 feature group (i.e.,

LIWC features). Interestingly, the highest-ranked feature was L12, corresponding

to the “i” variable from the LIWC tool. This feature captures the frequency of

words associated with the first person singular pronoun, such as “I”, “me”, “my”

and “mine”. The prominence of this feature suggests that the usage of these personal

pronouns may be a good indicator of Individual accounts. Notably, utilising its built-

in impurity-based feature selection algorithm, the Random Forest model consistently

selected this feature as the most important when training and testing the L feature

set for the “Individual” classification task.

5.7.3 Features Reduction

While the baseline classifier demonstrated optimal performance with the C feature

set which contains only nine features, this is not the case for other sub-classifiers.

The varying feature importance as discussed in the previous section motivated us to

explore the possibility of reducing the number of features for all classifiers to create

lightweight versions of the classifiers without compromising their performance.

By reducing the number of features, several benefits can be achieved. Firstly,

computational resources can be conserved as the training and testing time for the

classifiers would be reduced. This is particularly valuable when dealing with large

datasets or when deploying the classifiers in real-time applications where efficiency

is crucial. Secondly, a smaller feature set can enhance the interpretability of the
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classifiers. With fewer features, it would become easier to understand the underlying

factors that contribute to the classification decisions. This can aid in identifying

meaningful patterns and insights from the classifier predictions.

0.85

0.86

0.87

0.88

0.89

0.90

0.91

0.92

0.93

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51

Accuracy F1

Figure 5.8: Feature reduction analysis for the baseline classifier

Using the χ2 feature selection algorithm again, we tried to identify the smallest

feature set from the most complete feature set PBCLK for the baseline classifier. We

selected the top m features with the highest χ2 scores based on the feature impor-

tance scores, then trained the Random Forest classifier again to see its performance.

We evaluated how accuracy and F1 changed by adding one feature each time (until

the top 51 features), and the results were reported in Figure 5.8.

The model achieved an impressive F1-score of 93% with just six features, surpass-

ing the previous best-performing feature set C by three features. Interestingly, after
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including the top six features, the classifier’s performance reaches a saturation point,

suggesting that additional features do not contribute to its effectiveness. Reducing

the features to only six important ones, the efficiency of the baseline classifier greatly

improved without compromising its performance. This approach of identifying the

minimum important features can also be applied to the other classifiers.

5.7.4 Comparison to Past Studies in the Literature

5.7.4.1 Past Study 1

The work reported in (Aslan, Sağlam, and Li, 2018) was the most relevant study in

the literature for our baseline classifier. Aslan, Sağlam, and Li achieved an impressive

F1-score of over 97% using the RF model with various feature sets. However, it is

important to note that the performance difference between their work and ours is

likely attributed to the differences in the datasets used. Their dataset was smaller

and potentially biased due to a more ad hoc construction approach.

To further investigate the difference in performance, we contacted the authors

and obtained their dataset. We conducted a comparison between our baseline clas-

sifier and their classifier on both their dataset and ours. Surprisingly, our baseline

classifier outperformed their classifier across the board. During our analysis, we

identified some inaccuracies in their reported results, particularly concerning the

behavioural features, which led to lower performance figures for their classifiers. We

reported our findings to the authors and together confirmed the discrepancies in their

results. Our performance comparison with Aslan, Sağlam, and Li’s work was based

on their corrected performance figures, ensuring a fair and accurate assessment.

Besides the better performance of our baseline classifier, our work exceeds (Aslan,

Sağlam, and Li, 2018) with several advancements and improvements as follows.

1). First, we have expanded upon their classifier by developing three additional

sub-classifiers, thereby providing a more comprehensive analysis of the cyber security

accounts. This allows for a finer-grained classification and a deeper understanding

of the different categories of users in the cyber security domain.
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2). Our dataset is significantly larger, approximately 4.5 times the size of their

dataset. This increased dataset size enhances our data’s representativeness and im-

proves our findings’ generalisability. We employed a systematic approach to collect

the data, ensuring a diverse and extensive coverage of cyber security accounts.

3). An important distinction lies in the labelling process. While Aslan, Sağlam,

and Li relied on a single expert to label their dataset, we used a crowdsourcing-

based approach, leveraging the expertise of multiple cyber security professionals.

This multi-expert labelling process helps mitigate potential biases and provides a

more robust and reliable dataset annotation.

4). Finally, our work achieved a higher level of granularity in feature selection

and analysis. We conducted a thorough investigation of different feature sets and

performed a feature importance analysis to identify the most relevant features for

each classifier. This enables us to create more efficient and lightweight classifiers

without sacrificing performance.

In summary, our work surpasses (Aslan, Sağlam, and Li, 2018) in terms of dataset

size, representativeness, labelling process, and the development of multiple sub-

classifiers. These advancements contribute to a more comprehensive understanding

of cyber security accounts and improve the overall efficiency of our classifiers.

5.7.4.2 Past Study 2

In (Jones, Nurse, and Li, 2020), the authors focused on developing a machine

learning classifier specifically tailored to detect Twitter accounts affiliated with

the Anonymous group. Their research achieved notable results, with their best-

performing model, Random Forest, achieving an F1-score of 94%. It is important to

note that their classifier is designed for a specific target group, namely the Anony-

mous group, which may have unique characteristics and behaviour.

In comparison, our Hacker classifier is much more general, not a particular group

of hackers. As a result, our classifier’s performance (88% F1-score) may appear lower

when directly compared to their classifier. However, it is essential to consider the
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difference in scope and target detection. Furthermore, Jones, Nurse, and Li’s work

relies on ad hoc features specifically designed for identifying Anonymous-affiliated

accounts. These features may not be directly transferable to detecting general hack-

ers or hacking groups. In contrast, our approach utilises a more comprehensive set

of features that can capture a broader range of hackers and hacking groups, making

it more applicable to a wider range of scenarios.

Overall, while Jones, Nurse, and Li achieved impressive results in detecting

Anonymous-affiliated accounts, our focus on general hacker detection and the use of

more comprehensive features make our work more suitable for identifying a broader

spectrum of hacker accounts on Twitter.

5.7.5 Crowdsourcing Effects on Overall Results

Crowdsourcing offers numerous benefits, including scalability, cost-effectiveness, and

access to diverse perspectives. However, the choice of crowdsourcing and the self-

selection of crowdsources can have a significant impact on the overall results of a

study, particularly in terms of data quality, reliability, and representativeness. By

implementing rigorous validation recruitment and addressing potential biases, we

were able to secure and ensure the credibility and robustness of our crowdsourcing

labelling experiment and its findings.

Crowdsourcing usually relies on the contributions of individuals from diverse

backgrounds and expertise levels. The self-selection of crowdsources means that

participants choose to engage in the task voluntarily, potentially leading to varia-

tions in the quality and accuracy of their contributions. However, for our labelling

experiment, we targeted individuals with cyber security experience or knowledge

and we manually verified the candidate participants before recruiting them. Thus,

the overall data quality was not compromised.

Also, individual crowd contributors may possess different biases, preferences,

or interpretations of the task at hand. For this point, we utilised majority voting

which helped to mitigate the impact of individual biases by focusing on the most
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common response or consensus among participants. By weighing the opinions of

multiple contributors equally, majority voting minimises the influence of outlier

responses or subjective biases, leading to more robust and reliable results. As for

representativeness, the participants in the labelling experiment exhibited diverse

demographics and professional backgrounds associated with cyber security. These

demographics encompass various factors such as gender, age, employment status,

and educational attainment.

5.8 Conclusion

This chapter encompasses our work addressing various challenges associated with

classifying cyber security related accounts on Twitter. Our approach relied on a

three-staged methodology, which involves a more systematic data collection pro-

cess, a crowdsourcing-based labelling experiment, and the development of machine

learning based classifiers. We created a dataset of labelled Twitter accounts with

multiple tags, not just binary labels like in past studies, e.g., (Aslan, Sağlam, and

Li, 2018; Jones, Nurse, and Li, 2020). The dataset was specifically designed to de-

velop four ML classifiers capable of detecting cyber security related accounts and

other sub-groups within these accounts (Individuals, Hackers, and Academia). To

ensure the dataset’s accuracy and representativeness, we employed a cyber security

taxonomy and conducted a crowdsourcing-based labelling experiment.

The general cyber security taxonomy, created in Chapter 4, played an important

role in developing the ML classifiers. The terms of the taxonomy were utilised as

features during the construction of the classifiers. By incorporating the taxonomy

into the feature sets, the classifiers could leverage the structured and organised

nature of the taxonomy’s knowledge to improve their accuracy and effectiveness

in identifying cyber security related accounts. The use of the taxonomy in the

feature sets ensured that the classifiers had a solid foundation of knowledge and

context related to cyber security. This enabled them to learn and generalise patterns
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effectively, resulting in robust and reliable classification performance.

Moreover, a richer set of features was identified for developing such classifiers

than those used in similar previous studies. Thus, we created and experimented with

63 types of features divided into five larger groups, resulting in over 1,200 features.

We trained and tested the four classifiers using the labelled dataset. Our results

revealed that the Random Forest model consistently outperformed all other models

across the four classifiers, yielding F1-scores ranging from 88% to 93%. Furthermore,

we investigated the significance of different features and discovered that a minimal

number of features (e.g., only six for the baseline classifier) were sufficient to create

a lightweight classifier with the same optimal performance.

To share our work and enable other researchers to benefit from our findings, we

created a dedicated webpage7 that provides detailed information about this study.

The webpage serves as a platform for sharing our methodology, results, and insights.

We understand the importance of reproducibility and collaboration in research. We

are pleased to offer the anonymised feature sets and the source code of our classifiers

to other researchers by contacting us. This allows for easy comparison, validation,

and potential re-use of our work. By sharing these resources, we aim to contribute

to the advancement of the field and encourage further exploration and improvement.

Finally, the three-staged methodology we developed in this chapter is highly

versatile and can be adapted to other communities on OSNs. Researchers in different

domains can utilise our approach to create bench-marking datasets and classifiers

tailored to their specific communities or topics of interest.

7https://cyber.kent.ac.uk/research/cyber_Twitter_classifiers/
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Chapter 6

Studying Cyber Security

Communities on OSNs

“Somewhere, something incredible is waiting to

be known.”
— Carl Sagan

Many studies in the literature have studied different types of cyber

security related users and communities on OSNs, such as activists,

hacktivists, hackers, cyber criminals. A few studies also covered

non-expert users who discussed cyber security related topics. However, to the best of

our knowledge, none has studied the activities of cyber security researchers on OSNs.

This chapter fills this gap using a data-driven approach to analyse the presence of

cyber security experts on OSNs, focusing on cyber security researchers. As a case

study for our analysis, we chose the UK’s Academic Centres of Excellence in Cyber

Security Research (ACEs-CSR) on Twitter. The presented analysis in this chapter

utilised the tools we developed in Chapters 4 and 5. Thus, we used the general cyber

security taxonomy and the ML classifiers along with other tools and techniques such

as social network analysis, topic modelling, and sentiment analysis in this study.

Firstly, ML classifiers were used to identify the cyber security and research ac-

counts. Then, starting from 19 seed accounts of the ACEs-CSR, a social graph
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of 1,817 research related accounts, that were followers or friends of at least one

ACE-CSR, was constructed. We conducted a comprehensive analysis of the data we

collected: a social structural analysis of the social graph; a topic modelling analy-

sis to identify the main topics discussed publicly by researchers in the ACEs-CSR

network, an influence analysis to find the top influential actors and to study the

influence distribution, and finally a sentiment analysis of how researchers perceived

the ACE-CSR programme and accounts.

This study revealed several findings: 1) social structural analysis and community

detection algorithms are useful in detecting sub-communities of researchers, which

helps understand how they are formed and what they represent; 2) topic modelling

can identify topics discussed by cyber security researchers (e.g., cyber security inci-

dents, vulnerabilities, threats, privacy, data protection laws, cryptography, research,

education, cyber conflict, and politics); and 3) influence analysis led to identifying

the top influential nodes including ACE-CSR and non-ACE-CSR nodes; 4) influence

distribution analysis showed that the ACEs-CSR network is a scale-free network, and

finally 5) sentiment analysis showed a generally positive sentiment about the ACE-

CSR programme and ACEs-CSR. This chapter shows the feasibility and usefulness

of large-scale automated analyses of cyber security researchers on Twitter.

6.1 Introduction

OSNs are increasingly recognised as a significant source of information influencing

the adoption of opinions, thoughts, products and services. OSNs have become an

integral part of modern society, providing a platform for individuals and commu-

nities to interact, share information, and create content (Boyd and Ellison, 2007).

With the popularity of OSNs among people, identifying and finding users who form

different online communities has become an interesting research topic for many as

studying such communities can reveal useful insights about their memberships, peo-

ple’s opinions, intentions and motivations of online users’ activities. Such needs
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have led to a wide range of SNA applications for different purposes, such as max-

imising the diffusing of new ideas or technologies, improving recommendations, and

increasing the accuracy of expert finding tasks (Moscato and Sperl̀ı, 2021).

The cyber security domain is becoming increasingly complex with the vast ad-

vancements in technology, computing equipment and IT infrastructure. With that,

a wide range of people is involved, whether they are professionals, researchers, cy-

ber criminals, journalists, activists, government agents, etc. Those humans can be

part of a group or community in a bigger network. The application of SNA is also

frequently used to study cyber security related users on OSNs, e.g., cyber crimi-

nals (Aslan, Li, et al., 2020; Tavabi et al., 2019; Kigerl, 2018), hacktivists (Jones,

Nurse, and Li, 2022; Jones, Nurse, and Li, 2020), activists (Nouh and Nurse, 2015),

and non-experts (N. Pattnaik, Li, and Nurse, 2023; Saura, Palacios-Marqués, and

Ribeiro-Soriano, 2021). However, no past studies have investigated cyber security

researchers on OSNs using a computational data-driven approach, even though many

cyber security researchers and organisations are active on OSNs, and their activities

can potentially have a significant influence on other users, e.g., how non-experts

learn about cyber security.

Our study addresses this research gap, by studying cyber security research re-

lated users and their activities on OSNs, which could allow us to learn more about

them from several aspects, such as their memberships and social structures, their

connections with other users, characteristics of their members, topics they often dis-

cuss, and their perception and opinions on different cyber security related matters.

A better understanding of those aspects could help us better understand how they

play a role in the wider online cyber security community.
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6.2 Cyber Security Communities

6.2.1 Analysing Cyber Security Communities

Studying cyber security communities can reveal a lot of information about their

members, and more insights can be learned about the studied community’s moti-

vations, opinions, and intentions. For example, studying hacker groups can reveal

the motivation behind a recent attack, and we might be able to predict their future

cyber attacks earlier, which allows us to take the necessary measures. Furthermore,

we can also analyse cyber security expert networks or research groups to extract

and learn more about the latest trending topics and insights from those people.

For this study, we utilised what we have done in the previous chapters to study

cyber security communities. We found a lot of work in the literature about studying

hacker groups and cyber criminals communities, but to the best of our knowledge,

none has studied cyber security research communities. These communities contain

cyber security researchers who are professionals in the cyber security domain, and

studying their communities is essential for understanding the complete picture of

the interconnected cyber security communities on OSNs.

6.2.2 Case Study: ACEs-CSR Network on Twitter

As a case study, we chose to analyse the research network around the 19 Aca-

demic Centres of Excellence in Cyber Security Research (ACEs-CSR) on Twitter.

ACEs-CSR are UK universities jointly recognised by NCSC (part of GCHQ) and

the Engineering and Physical Sciences Research Council (EPSRC, part of UKRI

– UK Research and Innovation) (NCSC, 2019). The recognition followed an as-

sessment process where these universities had met high standards. This includes

several aspects such as the number of academic cyber security staff, the commit-

ment from the university leadership towards cyber security research, a publishing

record with high impact on cyber security research, and sustained funding from

different sources (NCSC, 2019). These universities are a good representative sub-
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set of cyber security researchers in the UK, allowing us to test how computational

data-driven analysis can be done and to have a view of the important part of the

UK cyber security research community on Twitter. See Table 6.1 for a list of all the

universities that are currently recognised as ACEs-CSR.

Table 6.1: The 19 UK universities recognised as ACEs-CSR

University/ACE-CSR Representing research unit(s)

Queen’s University Belfast Centre for Secure Information Technologies (CSIT)

University of Birmingham Centre for Cyber Security and Privacy

University of Cambridge Security Group

Cardiff University Centre for Cyber Security Research (CCSR)

De Montfort University Cyber Technology Institute

University of Edinburgh Cyber Security, Privacy and Trust Institute

University of Kent Institute of Cyber Security for Society (iCSS)

King’s College London King’s Cybersecurity Centre

Lancaster University Security Lancaster

University College London UCL Information Security Research Group (UCL ISec)

Newcastle University Centre for Cyber Security and Resilience

University of Oxford Cyber Security Oxford

University of Southampton Cyber Security Research Group

University of Surrey Surrey Centre for Cyber Security (SCCS)

Royal Holloway, University of London
Information Security Group

Institute for Cyber Security Innovation

Northumbria University
Northumbria Cyber Security Research Group (NCSRG)

Cybernetwork Systems and Security (CyberNets)

University of Bristol

Bristol Cyber Security Group

Cryptography Research group

Trustworthy Systems Laboratory

Imperial College London

Centre for Cryptocurrency Research and Engineering (IC3RE)

Centre for Engineering Secure Software Systems

Institute for Security Science and Technology (ISST)

University of Warwick
WMG Cyber Security Centre

Data Science, Systems and Security (DSSS)

ACEs-CSR was a consequence of the 2011-2016 National Cyber Security Strat-
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egy of the UK and then continued in the 2016-2021 Strategy, and a new round of

recognition is ongoing based on the new National Cyber Strategy 2022.

6.3 Research Questions

We found a gap in the literature about studying cyber security experts on OSNs.

Thus, we wanted to explore this area, focusing on the UK ACEs-CSR network on

Twitter as a case study. The main research objective is to study the cyber security

researchers in the ACEs-CSR network and to see what insights can be obtained from

their social structure and sub-communities on Twitter. Also, using quantitative

methods such as topic modelling and sentiment analysis, we intend to analyse the

topics they discussed. Thus, our research questions (RQs) for this chapter are:

• RQ3.1: How to identify cyber security research accounts on Twitter?

• RQ3.2: What is the social structure of a typical cyber security research commu-

nity on Twitter, such as the one formed by ACEs-CSR and their followers?

• RQ3.3: How is the influence distributed in the ACEs-CSR social graph and who

are the top influential actors?

• RQ3.4: What topics do cyber security research accounts in the ACEs-CSR net-

work discuss online on Twitter?

• RQ3.5: What is the general sentiment of cyber security research accounts to-

wards the ACE-CSR program and accounts on Twitter?

6.4 Methodology

RQs 3.1-3.3 are interconnected, with RQ3.1 serving as the foundation for address-

ing the subsequent research questions. To tackle RQ3.1, our approach involved the

use of ML classifiers. The development and evaluation of these classifiers required
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us to collect Twitter data starting from a number of seed accounts corresponding to

the ACEs-CSR (detailed in Section 6.5).

We employed a two-fold approach to address RQ3.1. First, we utilised the

ML classifiers built in Chapter 5, which were specifically designed to detect cyber

security related accounts and individual accounts. By applying these established

classifiers to our dataset, we aimed to evaluate their effectiveness in identifying

such OSN users. Second, we developed a new classifier tailored specifically to detect

cyber security research related accounts on Twitter. This involved creating a custom

classifier using ML techniques and leveraging a set of relevant features. The features

were carefully selected and extracted to capture the distinctive characteristics and

content patterns exhibited by cyber security research accounts.

Moving on to RQ3.2, our focus shifted towards constructing a social graph us-

ing the connections between the friends and followers of the cyber security research

related accounts connected with the ACEs-CSR. This social graph served as a fun-

damental framework for analysing the network’s social structure. Employing com-

munity detection algorithms, we identified and examined different sub-communities

within the graph. This analysis provided insights into the distinct groupings and

relationships within the cyber security research community. It is important to note

that RQ3.2 heavily relies on the data collected and classified in RQ3.1, as the

social graph construction is dependent on the connections between the identified

cyber security research related accounts. By studying the social structure and sub-

communities, we gained a deeper understanding of the interconnections and group

dynamics within the ACEs-CSR network.

For RQ3.3, we were interested in studying the influence within the constructed

social graph that represents the ACEs-CSR network for multiple objectives. First,

identify the top influencers in the network to gain insights into their impact on

the cyber security research community on Twitter. Second, investigate whether

influence in the network was evenly distributed among cyber security research related

accounts or concentrated within a small subset of accounts. To achieve this, we used
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the network centrality measures as a proxy to quantify influence, then we used the

centrality scores to rank the graph nodes and study the centrality distribution.

RQ3.4 focused on conducting topic modelling analysis to gain insights into the

main topics discussed within the ACEs-CSR network on Twitter. This analysis was

carried out using the Latent Dirichlet Allocation (LDA) algorithm, which enabled

the identification and exploration of key themes and subject matters present in the

timelines of cyber security research related accounts in this network.

Finally, for RQ3.5, our attention turned to sentiment analysis. This analysis

aimed to assess the sentiment expressed in tweets that mentioned any ACE-CSR

account or discussed the ACE-CSR program. Through sentiment analysis, we quan-

tified the overall sentiment scores within the previously identified sub-communities

from RQ3.2. This allowed us to gauge the general sentiment towards the ACE-CSR

programme and the accounts associated with it. By applying topic modelling and

sentiment analysis, we gained a more comprehensive understanding of the content

and sentiment within the ACEs-CSR network. These analyses provided valuable

insights into the prevalent topics of discussion and the sentiment expressed towards

the ACE-CSR program among different sub-communities.

6.5 Data Collection

To study the stated RQs, we needed to select the right seed accounts and then crawl

their friends and followers to get the needed accounts and connections between them

to construct the social graph of the cyber security research related accounts in the

ACEs-CSR Twitter network. The data collection for this study was carried out in

June 2022. The detailed collected data are described in the following sections.

6.5.1 Seed Accounts

We created a list of 19 Twitter accounts, each corresponding to an ACE-CSR. First,

we looked at each ACE-CSR’s website and manually searched into Twitter to confirm
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their official Twitter account. In some cases, when no official account was identified,

we chose the ACE-CSR lead’s account as the seed account of the corresponding

ACE-CSR. However, there was a single case when we found neither an ACE-CSR’s

official account nor its lead’s account. For this very case, we chose the account of the

most well-known cyber security researcher in that ACE-CSR. For simplicity, from

now on, we will use the term the representative ACE-CSR Twitter account to refer

to the Twitter account we selected for that ACE-CSR.

Since our RQs are unrelated to the individuals themselves but rather to the

ACEs-CSR network as a whole, the dataset was anonymised to eliminate the risk

of re-identification of individual researchers. To this end, this chapter does not

mention any personal information related to any account, and our results do not

refer to specific individuals or ACEs-CSR. Moreover, we used the name pattern

“ACE-CSR-i” as a display name for all the ACEs-CSR accounts in any visualisation

and results presented in this chapter, where i is a random number from 1 to 19, while

for other accounts (i.e., non-ACE-CSR accounts), we used this name pattern “user-

j”, where j is a random number from 1 to the maximum number of nodes. These

measures preserve individual researchers’ privacy and avoid comparing individuals

or ACEs-CSR against each other. Note that such a treatment does not affect the

reproducibility of the work presented in this chapter.

6.5.2 Friends and Followers of the Seed Accounts

To construct the social graph of the ACEs-CSR, we started from the seed accounts,

which we considered the first level (Lv1). Then, we fetched their friends and followers

using the Twitter API, which was then denoted as level 2 (Lv2). Then, we did the

same for the accounts in Lv2, which led to nodes at level 3 (Lv3). After that, we

used Lv1, Lv2, and their connections. The retrieval of Lv3, which contained almost

16 million nodes, was necessary to capture all the connections between Lv2 accounts.

Finally, we got 42,028 accounts in total (19 in Lv1 and 42,009 in Lv2).

To ensure manageable and feasible processing of the social graph, we set a thresh-
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Table 6.2: Statistics of accounts and levels in the initial ACE-CSR network

Level Accounts Connections Description

Lv1 19 52,042 Seed set, ACE-CSR Accounts

Lv2 42,009 63,004,417 Friends & Followers of Lv1

Lv3 15,904,166 Friends & Followers of Lv2

old for the number of followers and friends to retrieve for each account in levels 2

and 3. This decision was made due to the fact that some accounts have an excep-

tionally large number of followers or friends, which would result in a massive graph

that could be challenging to analyse. The threshold was set to 5k accounts for both

cases friends and followers. This means we only fetched the first 5k accounts of

friends/followers, determined by the Twitter API. The statistics of levels and their

member accounts are reported in Table 6.2.

6.5.3 Account Timelines

As several ML classifiers were used in this study to filter the Twitter accounts, we

needed to extract and calculate many features from the timelines of those accounts.

Thus, we used the Twitter API to obtain these timelines (up to 3,250 tweets per

account, adhering to the limitations imposed by the API).

6.6 Machine Learning Classifiers

As per the case study set earlier in this chapter, studying the social graph and

the communities of the ACEs-CSR network on Twitter, it was essential to identify

accounts that were relevant to both cyber security and research. This necessitated

the use of two ML classifiers specifically tailored for this purpose. The first one was

the baseline classifier which we built earlier, and the second one was the research

related classifier which we built later in this chapter. Furthermore, we required a
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classifier capable of distinguishing between individual accounts and non-individual

accounts, encompassing various entities such as groups, organisations, governments,

NGOs, and news channels. Therefore, a third classifier was incorporated into our

study to address this aspect. By employing these three classifiers, we were able to

gain insights into the composition and characteristics of the ACEs-CSR network.

6.6.1 Cyber Security Related and Individual Classifiers

Regarding the cyber security related and individual classifiers, we used two classifiers

developed in our work described in Chapter 5. Before using these two classifiers,

we re-trained and re-evaluated their performances. We extracted the required fea-

tures for our data collection as described in Section 5.5. Then, the selected trained

classifiers were used to predict the class of each account in the data collection (i.e.,

42k accounts) according to each classification task. The prediction statistics are

listed in Table 6.4. The Individual classifier was applied following the Cyber Secu-

rity Baseline classifier to detect cyber security related individuals. Also, we applied

the Individual classifier after the Research classifier, described in Section 6.6.2, to

determine whether a research related account is for an individual (e.g., researcher).

6.6.1.1 Previous Classifiers Evaluation

Before re-using the classifiers (created in Chapter 5), we had to do a validation for

them by measuring their performance in a real-life case with data that is completely

different from the one these classifiers were trained with originally. Thus, we used

the data we collected for our case study (i.e. the 42k Twitter accounts) for the

validation procedure. By applying the classifiers to this new dataset, we aimed to

assess their performance and determine their effectiveness in a different context.

6.6.1.2 Feature Extraction

We re-trained the classifiers to ensure the results were still the same and to test

some additional ML models to see if we could get better results using other models.
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First, we used the same labelled datasets we created in Section 5.4. Then, in the

feature extraction phase, we followed the same steps in Section 5.5. We selected the

best-performing feature sets for each classification task according to the previous

results reported in Section 5.7. Thus, for the Baseline and Individual classifiers, we

chose the following feature sets: C, L, PBC, and PBCL, while for the Academia and

Hacker tasks, we chose two keyword-based feature sets: UC-IDF and UC-TFIDF.

6.6.1.3 Machine Learning Models

We re-trained the classifiers using the same original models, Decision Tree (DT),

Random Forest (RF), Logistic Regression (LR), SVM with linear kernel (SVM-L)

and with RBF kernel (SVM-R). To see if we could get better results, we added two

more models: Extra Trees (ET) and eXtreme Gradient Boosting (XGBoost).

6.6.1.4 Experimental Results

The training process was also done using the Scikit-Learn library with 5-fold strat-

ified cross-validation. The training results are reported in Table 6.3. The results

were the same for the first five models. As for the ET model, we noticed a similarity

in performance across all the used feature sets compared to the RF model. This was

expected as they are quite similar methods. In some cases, the ET model performed

slightly better than the RF. The XGBoost model performed well for the Baseline

classification task with the C, PBC and PBCL feature sets where the F1-score was

91%, similar to the RF and ET models. However, XGBoost was slightly ahead of

all the other models (in terms of F1-score) for L, PBC and PBCL feature sets.

Looking at the LR and SVM-L model columns of the results, we notice that the

F1-score is 0 for the feature sets used in the Hacker and Academia classifiers. Upon

investigating the confusion matrix in each iteration of the cross-validation training

process, we noticed that both TPs and FPs were 0. Consequently, precision, recall

and F1-score are all 0, which means all samples were predicted as negative cases.

To summarise the results, we noticed that Random Forest and Extra Tree models
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Table 6.3: Overall experimental results for the four old classifiers

DT RF ET LR XGBoost SVM-L SVM-R
Feature set #F #S

F1 Prc Rec F1 Prc Rec F1 Prc Rec F1 Prc Rec F1 Prc Rec F1 Prc Rec F1 Prc Rec

C 9 1882 0.88 0.90 0.89 0.91 0.90 0.95 0.91 0.90 0.95 0.91 0.93 0.90 0.91 0.89 0.94 0.91 0.92 0.92 0.92 0.91 0.95

L 93 1882 0.81 0.81 0.82 0.88 0.89 0.89 0.88 0.87 0.90 0.86 0.86 0.88 0.89 0.89 0.90 0.88 0.87 0.90 0.88 0.87 0.90

PBC 56 1974 0.88 0.89 0.89 0.91 0.90 0.95 0.91 0.90 0.94 0.90 0.91 0.89 0.91 0.90 0.94 0.90 0.91 0.91 0.90 0.91 0.91

B
as

el
in

e

PBCL 149 1974 0.88 0.88 0.89 0.91 0.90 0.95 0.91 0.91 0.94 0.90 0.91 0.91 0.91 0.90 0.94 0.91 0.91 0.92 0.90 0.91 0.91

C 9 937 0.72 0.73 0.72 0.79 0.80 0.78 0.79 0.81 0.78 0.81 0.78 0.84 0.78 0.80 0.76 0.81 0.79 0.83 0.82 0.83 0.80

L 93 937 0.84 0.83 0.85 0.88 0.92 0.85 0.86 0.90 0.82 0.86 0.91 0.82 0.89 0.90 0.89 0.85 0.92 0.79 0.85 0.93 0.78

PBC 56 957 0.81 0.79 0.83 0.86 0.90 0.83 0.85 0.89 0.82 0.87 0.87 0.88 0.87 0.89 0.86 0.87 0.88 0.87 0.86 0.88 0.84

In
di

vi
du

al

PBCL 149 957 0.84 0.84 0.84 0.89 0.91 0.87 0.88 0.93 0.84 0.89 0.90 0.88 0.91 0.92 0.90 0.89 0.91 0.87 0.87 0.91 0.83

K UC-IDF 200 314 0.78 0.74 0.90 0.88 0.85 0.94 0.89 0.86 0.94 0.00 0.00 0.00 0.79 1.00 0.66 0.00 0.00 0.00 0.24 0.93 0.14

H
ac

ke
r

K UC-TFIDF 200 314 0.74 1.00 0.59 0.82 1.00 0.70 0.85 1.00 0.75 0.00 0.00 0.00 0.75 1.00 0.60 0.00 0.00 0.00 0.66 0.50 0.94

K UC-IDF 200 245 0.81 0.68 1.00 0.90 0.82 1.00 0.92 0.85 1.00 0.00 0.00 0.00 0.82 0.69 1.00 0.00 0.00 0.00 0.43 0.71 0.58

A
ca

d.

K UC-TFIDF 200 245 0.68 0.72 0.83 0.76 0.75 0.88 0.77 0.75 0.88 0.00 0.00 0.00 0.60 0.76 0.70 0.00 0.00 0.00 0.28 0.31 0.37

performed well across all the classification tasks. As for the feature sets, we found

that for the Baseline and Individual classification tasks, the PBCL feature set seemed

to be a good and stable choice, while for the Academia and Hacker classifications,

the UC-IDF keyword-based feature set was still the best option for these classifiers.

6.6.1.5 Predicting Classes

6.6.1.5.1 Best Classifier

Before using the trained classifiers, we must first select the best-performing classi-

fiers, which means choosing the combination of best-performing models and feature

sets according to the results in Table 6.3. Consequently, for the Baseline and Indi-

vidual classification tasks, we selected the trained classifiers that were built using

the PBCL feature set and the Random Forest model, while for the Academia and

Hacker classification tasks, we used the trained classifiers that were built using the

UC-IDF keyword-based feature set and the Extra Tree model.

6.6.1.5.2 Prediction Results

Next, we extracted the required feature sets for the data collection as described in

Section 5.5. After that, the selected trained classifiers were used to predict the class

of each Twitter account in the data collection according to each classification task.
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Each classifier predicted whether an account was a positive or negative case. The

prediction statistics are listed in Table 6.4.

Table 6.4: The prediction results for the four old classifiers

Task Features Model #(Samples) Prediction Samples Positive Negative

Baseline PBCL RF 42,028 42,028 9,377 32,651

Individual PBCL RF 42,028 9,377 4,795 4,582

Academia K:UC-IDF ET 42,028 9,018 4,990 4,028

Hacker K:UC-IDF ET 42,028 9,018 7,409 1,609

It is worth mentioning that for the Individual, Academia and Hacker classifiers,

we applied them in a cascaded way to the positive cases predicted by the Baseline

classifier. In other words, if a Twitter account was predicted as a positive case

using the Baseline classifier, then we have to pass it to the other sub-classifiers to

predict the output class in each classification task. Thus, the number of samples

used for prediction in each sub-classifier equals the number of positive cases minus

the number of accounts that do not have the required features, e.g., if the used

feature set is keyword-based and a Twitter account has no public tweets, then this

account will not be in the prediction samples. That is why the number of samples in

the feature extraction phase for the Academia and Hacker classifiers dropped from

42,028 to 33,790, as 8,238 accounts have either protected or empty timelines.

When combining or cascading different classifiers, the error will propagate from

the former classifier to the later one, meaning the former classifier would be consid-

ered biased to any later classifier. To avoid that, we should not use the predicted

positives, but instead, we should use the true positives if we have the whole dataset

labelled, which was not feasible in our case. Thus, we acknowledge this limitation

and know that among the predicted negatives from the former classifier, there will

be false negatives, which should have been passed to the later classifier.
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6.6.1.6 Manual Evaluation

To know whether the prediction results were good or not and to evaluate the per-

formance of the trained classifiers on the prediction dataset, we had to manually

verify the predictions by selecting a subset of accounts for each classification task

and manually labelling them. Then, we compared the actual vs predicted labels

to calculate the True Positive (TP), True Negative (TN), False Positive (FP), and

False Negative (FN), which all together form the confusion matrix. Next, we cal-

culated Accuracy, F1, Precision, and Recall scores. The manual verification results

are reported in Table 6.5, where each row is for a classification task. The number

of samples manually verified in each task is indicated in the #S column.

Table 6.5: Manual validation results for the classifier predictions

Task #S TP TN FP FN Acc F1 Prec Rec

Baseline 1,154 900 63 87 104 0.83 0.90 0.91 0.90

Individual 1,003 535 281 37 150 0.81 0.85 0.94 0.78

Academia 172 25 35 110 4 0.34 0.30 0.19 0.86

Hacker 172 13 52 103 3 0.38 0.20 0.11 0.81

For the Baseline classifier evaluation, we randomly selected 1,154 samples. The

F1-score was 90%, which means a 2% drop in performance compared to the F1-score

from the original training/testing results, reported in Chapter 5. For the Individual

classifier, we selected 1,003 samples, and the F1-score was 85%, representing a 5%

drop in performance. However, considering the significant difference in size between

the original training dataset and our prediction dataset (2k vs. 42k accounts) and the

relatively small performance drop, we can confidently assert that both the Baseline

and Individual classifiers are good enough for our case study.

On the other hand, for the Academia and the Hacker classification tasks, the

F1-score dropped significantly from 91% to 30% for the Academia classifier and

from 88% to 20% for the Hacker classifier. We think there are several reasons for
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this drop in performance. First, the original datasets used for training the classi-

fiers were small; where for the Academia dataset, we had 250 samples, and for the

Hacker dataset, we had around 320 samples, see Sections 5.6.4 and 5.6.3. The small

datasets limited the generalisability of these two classifiers. Second, the Academia

classification task was neither straightforward nor clearly defined compared to the

classification tasks in the case of the Baseline and the Individual classifiers.

6.6.2 Research Related Classifier

The focus of the case study centres on exploring the cyber security research network

within ACEs-CSR. Cyber security researchers constitute a subset of accounts within

the broader category of cyber security related accounts. Consequently, the existing

Baseline classifier and other sub-classifiers are not enough to capture this distinct

group. To address this gap, it was imperative to develop a dedicated and well-

defined classifier tailored specifically to identify Twitter accounts associated with

research activities in the field of cyber security.

For the Research classifier, we considered a data sample as a “positive” case if it is

involved with any research work or activity related to research. This is judged based

on the account’s description and timeline. This makes any cyber security researcher

a positive case, even if they do not work in academia or are not associated with any

research organisation. This is the significant difference between the “Research” and

“Academia” classifiers. We also noticed that the labelling process by human experts

for the former classifier compared to the latter one was more straightforward as its

definition is more precise and less confusing.

6.6.2.1 Feature Extraction

In addition to the features extracted for the Baseline and Individual classifiers, we

incorporated a distinct set of features tailored specifically for the Research classifier,

denoted as the Research (R) group. These features were meticulously selected

to encapsulate the distinctive attributes and content trends exhibited by accounts
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associated with cyber security research, thus enhancing the classifier’s ability to

identify them with precision. The following section elaborates on the new features.

6.6.2.1.1 Connections with Seeds

This is a metric of two values. The first one is the number of seed accounts that

follow the account, whereas the second one is the number of seed accounts that this

account follows (i.e. following). The number of connections a Twitter account has

with the seed accounts might indicate how close/related this account is to what

these accounts represent.

6.6.2.1.2 Verified

This metric is a binary value corresponding to the Verified profile attribute in the

Twitter account, which is indicated with the blue check mark.

6.6.2.1.3 Researcher Keywords

We compiled two lists of keywords that can be used in the Twitter Name or Descrip-

tion fields and may refer to an account that is related to research. The keywords list

for the Name field contains 13 entries while the one for the Description contains 27

entries, making a total of 40 keywords, listed in Table 6.6. The metric representing

these features contains 40 binary values. Each one is either “0”, which means the

corresponding keyword does not exist or “1”, which means this keyword was found.

6.6.2.1.4 Website Category

This metric is derived from the “Website” field of the Twitter account’s profile.

Sometimes a link for a page can tell a lot about the Twitter account owner, as many

people use this field to share a personal or professional website. The latter can be,

for example, their LinkedIn page or the website of the organisation they work for.

We processed the URL found in this field, identified the host of each URL,

and then used some regular expressions with manually created lists of hosts, main

domains, and top-level domains to assign the parsed URL to a category from below.

163



Chapter 6. Studying Cyber Security Communities on OSNs

Table 6.6: The Researcher Keywords in the Twitter Name & Description fields

Name field

Academic Research

Faculty Researcher

PhD Scientist

PROF University

Professor Doctoral

RA Postdoc

Reader

Description field

Academic PGR RA Researching

Doctor of Science PHD Reader Scientist

EngD PHD Candidate Research University

Faculty PHD Researcher Research Assistant Doctoral

Lecturer PHD Student Research Associate Postdoc

MPHIL PROF Research Fellow Postdoctoral

MRES Professor Researcher

• “Research” category represents a website more likely related to research, such

as a university or a research institute. Some entries used in this category’s domain

list are “.edu”, “.ac.”, “.academy”, “orcid.org”, and “scholar.google%”. We noticed

that in some countries, universities do not have a unified domain. Thus, we used

also a list of university hosts (Hipo, 2022) to capture as many cases as possible.

• “Mixed”: here, the website is not specifically related to research, but it might

be. Some examples of the hosts and domains in this category are “linkedin”,

“medium”, “github”, “.info”, “.net” and “.com”.

• “Other”: any other websites that are less likely related to research and do not

fall under the previous two categories.

The number and names of the above categories can be adjusted according to the

studied use case and the required classification question.

6.6.2.2 Training Dataset

We needed a dataset to train the Research related classifier before using it for

prediction. Thus, we created a training dataset from the primary data collection

described in Section 6.5 as follows. After using the Baseline classifier to predict the

labels of the 42k accounts, we kept only the accounts that were predicted as cyber
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security related accounts, i.e. we selected the “predicted” positive cases. Then, we

randomly selected around 1,200 samples to label them manually.

The selection and labelling processes were made in iterations until we got enough

labelled samples. In each iteration, we randomly selected 100 accounts and manually

labelled them. In the final iterations, we had to alter the selection step by adding

some simple criteria to increase the likelihood of getting positive cases. Otherwise,

we would have spent significantly longer time on labelling without guarantee of

finding enough positive samples. This was necessary to create a balanced training

dataset. At the end of the labelling process, the positive and negative labelled

samples were 500 and 700, respectively. We chose around 500 samples from each

class to get a balanced dataset of 1k data samples.

6.6.2.3 Machine Learning Models

We followed a similar approach for this classification task where we trained and

tested various ML models, as in Sections 5.7 and 6.6.1.3. We utilised the same

seven ML models, including Extra Trees and XGBoost to ensure consistency in our

classifier development process. These models were employed to assess the perfor-

mance of the classifiers and determine their effectiveness in this new context.

6.6.2.4 Experimental Results

Using the same Python library Scikit-Learn we used before and the aforementioned

models, we experimented with the following feature sets: R, P, PR, B, BR, C, CR,

PBC, PBCR, PBCL, and PBCLR. We tried different feature sets to compare their

performance scores and report which ones were the best for this new classifier. All

the chosen models were trained and tested with 5-fold stratified cross-validation as

we did for the other classifiers. The same performance metrics were used as well to

report the results and make comparisons. The experimental results for the Research

classifier are listed in Table 6.7. The numbers of samples and features were added to

the table as well. A colour scale from red to green was used for the F1 and Precision
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metrics to make visual comparison and selection easier.

6.6.2.4.1 F1-Score

Judging by the F1-score, the highest score was 83% which was achieved several times

using different combinations of feature sets and ML models. As for the feature sets,

the best performance was achieved using the following ones: R, BR, CR, PBCR,

and PBCLR. We can notice that the R feature set was part of all the combined

feature sets that achieved the highest F1-score, which means R features are quite

related to the classification question of the Research classifier. The opposite can be

said for the feature sets that do not have the R group, and as a result, they were

not considered for the prediction phase of the Research classifier.

Regarding the seven ML models used, the best performance was achieved using

the SVM-R and ET models. We can also notice that the RF model performed well,

achieving 81% for the F1-score. The DT model came last in terms of performance.

Table 6.7: Experimental results of the Research classifier

DT RF ET LR XGBoost SVM-L SVM-RFeature

set
#F #S

F1 Pre Rec F1 Pre Rec F1 Pre Rec F1 Pre Rec F1 Pre Rec F1 Pre Rec F1 Pre Rec

R 32 1003 0.78 0.94 0.67 0.81 0.94 0.72 0.81 0.94 0.71 0.82 0.97 0.72 0.81 0.94 0.72 0.82 0.97 0.72 0.83 0.96 0.73

P 25 1003 0.55 0.55 0.55 0.63 0.61 0.65 0.62 0.61 0.64 0.61 0.61 0.62 0.62 0.60 0.64 0.61 0.61 0.61 0.59 0.57 0.61

PR 57 1003 0.76 0.77 0.76 0.81 0.89 0.74 0.82 0.92 0.74 0.82 0.96 0.71 0.78 0.82 0.74 0.82 0.97 0.71 0.82 0.97 0.71

B 22 1003 0.60 0.61 0.59 0.69 0.69 0.68 0.69 0.68 0.69 0.67 0.62 0.72 0.66 0.66 0.66 0.69 0.62 0.79 0.69 0.63 0.75

BR 54 1003 0.76 0.78 0.75 0.78 0.80 0.77 0.82 0.89 0.77 0.82 0.97 0.72 0.79 0.81 0.76 0.82 0.97 0.71 0.83 0.96 0.73

C 9 975 0.60 0.59 0.61 0.64 0.64 0.65 0.62 0.60 0.63 0.64 0.59 0.71 0.62 0.61 0.63 0.67 0.58 0.79 0.67 0.60 0.76

CR 41 975 0.75 0.76 0.74 0.79 0.88 0.72 0.81 0.91 0.73 0.82 0.96 0.71 0.76 0.80 0.72 0.82 0.97 0.71 0.83 0.96 0.73

PBC 56 1003 0.62 0.62 0.63 0.68 0.69 0.67 0.67 0.68 0.67 0.68 0.65 0.71 0.68 0.68 0.68 0.67 0.65 0.71 0.66 0.66 0.66

PBCR 88 1003 0.74 0.76 0.74 0.79 0.80 0.79 0.83 0.90 0.77 0.82 0.95 0.73 0.79 0.82 0.78 0.82 0.97 0.71 0.82 0.97 0.71

PBCL 149 1003 0.63 0.62 0.64 0.70 0.71 0.70 0.70 0.70 0.71 0.70 0.68 0.74 0.71 0.71 0.71 0.70 0.67 0.74 0.69 0.66 0.73

PBCLR 181 1003 0.74 0.76 0.73 0.77 0.79 0.76 0.83 0.88 0.79 0.82 0.94 0.73 0.81 0.82 0.79 0.82 0.97 0.71 0.81 0.97 0.70

6.6.2.4.2 Precision

Although we wanted to select the best classifier based on the F1-score, we had to

consider the Precision as well since it corresponds to the accuracy of the positive

class (i.e., the research related account). By choosing Precision over Recall, we de-

cided to prioritise false positives (FPs) over false negatives (FNs) since our OSN
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analysis required working with positive samples and inspecting their profiles, time-

lines and connections. Moreover, since we were studying the communities resulting

from positive samples, we needed the predicted positive samples to be more accurate

and the FPs to be as minimal as possible.

Looking again at the experimental results of the Research classifier in Table 6.7,

and judging by Precision, the highest score was 97% and achieved 11 times using

six feature sets and three models. For the feature sets, the best-performing ones has

the R features. The best-performing models were SVM-R, SVM-L, and LR.

6.6.2.5 Predicting Classes

6.6.2.5.1 Best Classifier

After training and testing the Research classifier using the labelled dataset, we

needed to predict the classes of all the accounts in the data collection. Thus, we had

to select the best-performing classifier based on the experimental results in Table 6.7

by considering both the F1-score and Precision metrics.

We noticed that the SVM-R was the best model, where F1-score reached 83%,

and Precision score was 96% for the following three feature sets: R, BR and CR.

There were other cases that are worth considering where Precision was 97%, and

the highest F1-score was 82%. However, for the prediction of the research related

accounts in our data collection, we selected the best classifier based on first F1-score

and then Precision. Consequently, we selected the trained Research classifier built

using the R feature set and the SVM-R model (F1-score = 83%, Precision = 96%).

6.6.2.5.2 Prediction Results

Since the Research classifier is also a cascaded classifier following the Baseline clas-

sifier, we only considered the positive samples (9,377) predicted by the Baseline

classifier as the input for this classifier. This was necessary as the Twitter accounts

that we wanted to capture were the cyber security related accounts that are also

Research related ones.
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Table 6.8: The prediction results using the Research classifier

Task Features Model #(Samples) Prediction Samples Positive Negative

Baseline PBCL RF 42,028 42,028 9,377 32,651

Research R SVM-R 42,028 9,377 1,684 7,693

To achieve this, we took the positive samples from the Baseline classifier (9,377

samples) and extracted the required feature set (R) as described in Section 6.6.2.1.

Then, the selected trained classifier, SVM-R, was used to predict the class of each

account in the prediction samples. The prediction statistics are shown in Table 6.8.

We got 1,684 positive cases and 7,693 negative cases. After that, we carried out

some manual verification for the prediction results by inspecting the Twitter account

profiles and timelines. Thus, some FNs were captured, and the final number of the

cyber security related and research related accounts was 1,817.

6.7 Social Network Analysis

In this section, we explored the social structure of the ACEs-CSR research network

on Twitter. To do this, we constructed a social graph representing the connections

between accounts in this network. We then applied graph-based analysis techniques

to identify and analyse the communities within the social graph. By examining the

connections and relationships among the graph nodes, we gained insights into the

social structure and community organisation of this network.

6.7.1 Social Graph Construction

The construction of the social graph for the ACEs-CSR network involved a system-

atic two-step process. Firstly, we focused on identifying the nodes within the graph,

and secondly, we established the connecting edges between them. Node identifica-

tion relied on the utilisation of the ML classifiers explained earlier in this chapter
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(see Section 6.6). These classifiers were instrumental in pinpointing Twitter accounts

that were relevant to both cyber security and research. Turning to the edges, all the

connections detailed in Section 6.5.2 were subjected to a filtering process, in which

only connections with both ends in the selected nodes were retained to represent

the the follower/friend connections between the selected nodes.

Table 6.9: The different graphs within the ACEs-CSR Twitter network

Nodes Edges Graph

19 87 ACE-CSR seed accounts graph (Lv1 ⇀↽ Lv1)

42,028 3,301,730 ACE-CSR graph ({Lv1,Lv2} ⇀↽ {Lv1,Lv2})

9,377 1,144,800 ACE-CSR cyber security graph

1,817 64,826 ACE-CSR cyber security research graph

Within the ACEs-CSR network, several distinct graphs can be distinguished,

as exemplified in Table 6.9. First, the simplest graph which represents solely the

seed accounts (Lv1), encompassing 19 nodes and 87 edges. The second graph is

the comprehensive ACEs-CSR social graph, incorporating nodes from both Lv1 and

Lv2, along with their connecting edges, totalling 42,028 nodes and 3.3m edges. The

subsequent two graphs were derived using the developed ML classifiers. For the

third graph, we applied the Baseline classifier to filter the full ACEs-CSR social

graph, identifying nodes (i.e., accounts) related to cyber security and preserving

their connecting edges. This yielded a graph with 9,377 nodes and 1,1m edges.

Lastly, the fourth graph, which is the primary focus of this study. By using the

Research-related classifier to identify nodes within the cyber security research field,

a new graph resulted, which contains 1,817 nodes and 64,826 edges, representing

the ACEs-CSR cyber security research network. For simplicity, we will refer to the

ACEs-CSR cyber security research graph as the ACE-CSR graph.
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6.7.2 Graph Visualisations

The constructed ACE-CSR OSN graph was visualised using Gephi (Bastian, Hey-

mann, and Jacomy, 2009). In Figure 6.1, we can see a random view of the ACE-CSR

graph, and it can be noticed that the graph is large. The node sizes are scaled us-

ing their in-degree centrality. We can clearly notice a few ACE-CSR nodes that

are bigger than the rest of the ACE-CSR nodes. Using the predicted labels from

the Individual classifier in Section 6.6.1, the node shape can be either a triangle

(individual account) or a circle (non-individual account).

To have a better and simpler overview of how the ACEs-CSR nodes are connected

to the other nodes in the graph, we created another visualisation of the graph where

only two colours were used for the graph nodes, one for ACEs-CSR nodes and the

other colour for the remaining nodes. Then, we used Force Atlas 2 (Jacomy et al.,

2014) layout1 on Gephi software, see Figure 6.2.

6.7.3 Network Statistics

Social Network Analysis techniques were employed to analyse the ACE-CSR network

of friends and followers. In Table 6.10, we present several basic network statistics

that provide insights into the structure and characteristics of the ACEs-CSR social

graph. These statistics offer a quantitative overview of the network, allowing us to

understand its size, density, and connectivity patterns.

Graph Density: The graph density measures the proportion of existing con-

nections to the total possible connections. For more details, refer to Section 2.2.3.1.

The graph density for the ACEs-CSR graph is calculated to be 0.020, indicating a

relatively sparse network. This is expected as the researcher’s graph is quite small

compared to the original graph before applying the ML classifiers.

Network Diameter: The network diameter measures the longest shortest path

between any two nodes in the graph. For more details, refer to Section 2.2.3.2.
1Layout custom settings: Behavior Alternatives (Dissuade Hubs, LinLog mode, Prevent Overlap),

Tuning (Scaling: 2.0, Stronger Gravity, Gravity: 1.0)
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Figure 6.1: The Constructed Graph of ACEs-CSR Network (Random View)

The network diameter for the ACEs-CSR graph is 7, suggesting that information or

influence can spread relatively efficiently within the network.

Average Path Length: The average path length signifies the mean count of

edges connecting any two nodes within the graph. Refer to Section 2.2.3.3 for more

details. Notably, in the ACEs-CSR graph, the computed average path length is

2.727. This implies that, on average, nodes are connected by less than 3 edges,

reflecting swift information dissemination across the network.

171



Chapter 6. Studying Cyber Security Communities on OSNs

Figure 6.2: The Constructed Graph of ACEs-CSR Network (Focused View)

The average degree, a measure of the average number of connections per node,

is 35.677, suggesting a relatively high level of connectivity in this network. Finally,

the average clustering coefficient, which measures the degree to which nodes tend

to cluster together, is 0.214, indicating the presence of clustering or community

structures in the network. These metrics provide valuable insights into the network’s

structure, connectivity, and clustering patterns, shedding light on the dynamics and

interactions within the ACEs-CSR research community on Twitter.
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Table 6.10: Network Statistics of the ACE-CSR directed graph

Attribute Value

Number of Nodes 1,817

Number of Edges 64,826

Graph Density 0.254

Network Diameter 7

Attribute Value

Average Degree Centrality 35.677

Average Path length 2.727

Average Clustering Coefficient 0.214

Weakly Connected Components 1

Strongly Connected Components 186

6.7.4 Community Detection & Analysis

Identifying the communities within the ACE-CSR network on Twitter is crucial for

several reasons. Firstly, it provides a deeper understanding of the network’s struc-

ture, revealing how cyber security experts interact and form clusters based on shared

interests, affiliations, or geographical locations. By studying these communities, we

can uncover patterns of collaboration, information exchange, and influence dynam-

ics, which can inform strategies for fostering collaboration and knowledge sharing

within the cyber security domain.

Studying these communities allows us to identify key individuals or groups that

play central roles within the network. These central nodes may act as hubs for in-

formation dissemination, opinion leadership, or resource mobilisation, making them

influential actors within the cyber security community. Understanding the position

and influence of these nodes can help identify potential collaboration opportunities,

leverage expertise, and amplify the impact of cyber security initiatives.

The message from studying the communities within the ACEs-CSR network on

Twitter is that cyber security is a highly interconnected and collaborative field, with

diverse communities of experts contributing to its advancement. By analysing these

communities, we can gain valuable insights into the structure, dynamics, and poten-

tial influence of the cyber security landscape, enabling more effective collaboration,

knowledge sharing, and strategic decision-making within the field.
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In the subsequent sections, we outline our investigation into the communities

within the ACEs-CSR social graph on Twitter. Initially, we introduce established

and dependable algorithms for community detection. Subsequently, we detail our

selection process for the appropriate algorithm and parameter configuration tailored

to our study. Following this, we present the identified communities and discuss

notable insights and findings obtained from our analysis. Furthermore, we delve

into additional analyses of the detected communities, focusing on individual ratios

and geographical distribution.

6.7.4.1 Community Detection Algorithms

The identification of communities holds significant value within the realms of sociol-

ogy, biology, and computer science, where systems are frequently depicted as graphs.

This challenge remains highly complex and has not been fully resolved, despite sub-

stantial endeavours from a broad, interdisciplinary community of researchers who

have been dedicated to it in recent years (Fortunato, 2010). With the advance

of OSNs’ size and complexity, identifying and finding users who form communities

within an extensive network became a challenge, which in turn, enables a wide range

of SNA applications, such as maximising the diffusing of new ideas or technologies,

improving recommendations suggestion and increasing the accuracy of expert find-

ing tasks (Moscato and Sperl̀ı, 2021).

To study the big ACEs-CSR graph, we had to break it down into sub-graphs,

where each graph represents a community (i.e., cluster) or a group of Twitter ac-

counts that have something in common. A community in a network is defined

by (Newman and Girvan, 2004) as a subset of nodes that are densely connected with

each other but at the same time have a few connections to other network nodes.

Since the graph nodes have no ground truth labels of any characteristic, using su-

pervised classifiers to group or cluster these nodes was impossible. This is normal

in such cases as we do not know the number of communities and whether they are

roughly equal in size when we want to break a network into communities (Newman
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and Girvan, 2004). As a result, we used unsupervised clustering techniques to divide

the graph nodes into clusters (i.e., communities).

We tested several community detection algorithms that are widely adopted in

the literature. First, we tried DBSCAN (Schubert et al., 2017), but it did not work

with our dataset as the clustering results were not as good as the other methods.

Then, we tried the Girvan-Newman algorithm (Girvan and Newman, 2002). Despite

the long processing time, the results were also not good as sometimes it clustered all

nodes in one cluster. After that, we examined modularity optimisation based algo-

rithms as modularity is a well-known method for community detection (Newman and

Girvan, 2004). We started to get good results using the Louvain algorithm (Blon-

del et al., 2008). However, due to some limitations in this algorithm (e.g., yielding

arbitrarily poorly connected communities), we used the Leiden algorithm (Traag,

Waltman, and van Eck, 2019) instead. These two algorithms use a resolution pa-

rameter (Lambiotte, Delvenne, and Barahona, 2014), which controls the size of the

detected communities (Newman, 2016).

6.7.4.2 Community Detection in ACEs-CSR graph

Figure 6.3 shows the results of applying the Leiden algorithm on the ACEs-CSR

graph with the resolution set to 1. The modularity was 0.406, and four communities

were discovered in total. The statistics about these communities are listed in Ta-

ble 6.12. The node size and label size are proportionate with the in-degree centrality

score of the node. To emphasise the clusters, we used four colours, each dedicated

to a cluster. Also, we placed the nodes that belong to the same cluster next to each

other using the Circle Pack (Bostock, 2022) layout2 in Gephi software.

Increasing the resolution parameter γ in the Leiden algorithm results in more

communities while reducing it does the opposite (Traag, Waltman, and van Eck,

2019). To illustrate this, we presented six instances of applying the Leiden algorithm

in Figure 6.4, using the following γ values: 0.5, 1, 1.5, 2, 2.5 and 3. The node size and

2Layout custom settings: Hierarchy was set to Cluster (Attribute).
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Figure 6.3: The communities within the ACEs-CSR social graph (γ = 1)

the label are proportionate with its in-degree centrality score. Also, we grouped the

nodes that belong to the same cluster together using the Circle Pack (Bostock, 2022)

layout with the “hierarchy” set to the “cluster” attribute in Gephi. To emphasise

the size and members of the clusters, we used a distinctive colour for each cluster’s

nodes when γ was 1. Then, we preserved these colours in the next applications of the

Leiden algorithm to understand how these communities merge when the modularity
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(a) γ = 0.5, M = 0.566, C = 2 (b) γ = 1, M = 0.406, C = 4

(c) γ = 1.5, M = 0.305, C = 9 (d) γ = 2, M = 0.244, C = 18

(e) γ = 2.5, M = 0.206, C = 28 (f) γ = 3.0, M = 0.175, C = 40

Figure 6.4: Six different visualisations of the ACEs-CSR network with different

clustering parameters (C: the number of communities, M : modularity)
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increases (i.e. case γ was 0.5), and how they split and create new sub-communities

when the modularity decreases due to the increase in resolution.

For example, consider the two instances of applying the Leiden algorithm; the

first one is resolution equals 1.0, represented in Figure 6.4b, and the second one is

resolution equals 1.5, see Figure 6.4c. By comparing the two figures, we noticed

that the four communities were split into sub-communities and small mixed sub-

communities were formed as well. Thus when the resolution changed from 1.0 to

1.5, the number of communities increased from 4 to 9. On the other hand, we

decreased the resolution from 1 to 0.5, three of the four communities were merged

together to form one bigger community, and a few nodes were moved from these

communities to the fourth original community.

Selecting the right resolution depends on how many communities we want to

work with. Analysing hundreds of communities manually would be impossible, and

analysing two or three communities would be less indicative. Thus, to select the

appropriate resolution and the number of communities for our use case study, we

experimentally tested how the modularity and number of discovered communities

change with the γ, see the reported results in Table 6.11. We started with a reso-

lution equal to 0.1 and increased it with a step of 0.1 until we reached 2, where we

increased the step value. As expected, the number of communities increased with

the resolution increase, but the modularity decreased.

As for the analysis of the detected communities, we could not list all the trials we

had with each reasonable candidate resolution and its corresponding communities.

Instead, we listed below a few examples of the insights we learned about the ACEs-

CSR network and the sub-communities we discovered, see Figure 6.4.

A) Initially, we expected each ACE-CSR account to have a strong community

around its node in the graph, but this was not the case for a few of them unless

the modularity was significantly reduced. However, that would not reflect a strong

and densely connected community. One of the explanations for this is that some

ACE-CSR seed accounts are not well connected to other cyber security researchers.
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Table 6.11: Resolution, Modularity and Communities using Leiden Algorithm

γ Modularity Communities

0.1 0.900 1

0.2 0.800 1

0.3 0.700 1

0.4 0.621 2

0.5 0.566 2

0.6 0.529 3

0.7 0.495 3

0.8 0.462 3

0.9 0.429 4

1.0 0.406 4

1.1 0.381 5

1.2 0.358 6

1.3 0.341 7

1.4 0.321 9

1.5 0.305 9

1.6 0.292 11

γ Modularity Communities

1.7 0.279 14

1.8 0.266 14

1.9 0.253 15

2.0 0.244 18

2.5 0.206 28

3.0 0.175 40

3.5 0.152 46

4.0 0.131 64

5.0 0.101 100

6.0 0.080 130

7.0 0.066 169

8.0 0.056 215

9.0 0.047 244

10.0 0.040 282

15.0 0.018 437

20.0 0.005 559

B) We noticed that some ACE-CSR nodes always appear in the same cluster re-

gardless of the chosen granularity level (controlled by γ parameter). After manually

inspecting several cases, one explanation for this might be that these ACEs-CSR

are geographically close. We also had some personal observations about this, where

we noticed that researchers across these ACEs-CSR have worked together. In two

particular cases, some researchers moved from one ACE-CSR to another.

C) Using different values for the resolution parameter and checking the resulted

communities each time, we observed some clusters that do not have any ACE-CSR

nodes (see Figure 6.4c). We inspected these communities and checked their member

Twitter profiles. We noticed they are also densely connected and represent a mix of
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national, European, and international research institutions.

To maintain simplicity, and consistency, and to enhance explainability, our anal-

ysis will primarily focus on the communities identified using γ = 1. This resolution

corresponds to a specific level of granularity in the community detection process. By

focusing on the resolution being set to 1.0, we can effectively examine and analyse

the main communities within the ACE-CSR network. Figure 6.3 provides a visual

representation of these communities, allowing for a clearer understanding of their

structure and composition. The properties of the corresponding four communities

discovered in this case can be found in Table 6.12.

Table 6.12: Statistics of discovered communities (γ = 1)

Community Colour Members Size Individuals Non-individuals

C1 Purple 595 32.75% 72.61% 27.39%

C2 Green 465 25.59% 79.14% 20.86%

C3 Orange 382 21.02% 51.83% 48.17%

C4 Blue 375 20.64% 70.13% 29.87%

6.7.4.3 Clusters Analysis – Individual Members

Knowing the percentage of individuals in the ACEs-CSR network is interesting as it

gives insights into how many cyber security individual researchers these ACE-CSR

accounts attracted on Twitter and how many non-individuals e.g., research centres,

universities, and companies are connected to these ACEs-CSR. The “Individual”

attribute was obtained using the Individual classifier (see Section 6.6.1). The per-

centages of individual and non-individual accounts in the graph were 69.40%, and

30.60%, respectively. Using the four communities in Figure 6.3 as an example, we

calculated the individual/non-individual percentages of each community and showed

the results in Table 6.12. Notably, the individual percentage reached 79.14% for

Community C2, which is higher than the other communities. Upon inspecting C2,
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we found that individuals in this community are often well-known researchers and

figures in the cyber security research domain.

6.7.4.4 Clusters Analysis – Location

Analysing communities based on geographical location can provide valuable insights

into the distribution, composition, and interactions of cyber security experts across

different regions, cities, countries and even continents. This is quite important for

several reasons, such as identifying regional expertise, understanding global collabo-

ration, assessing regional vulnerabilities and threats, supporting policy and decision-

making, and finally promoting diversity and inclusivity.

Geographical analysis allows us to identify clusters of experts in specific locations.

This can help in understanding regional expertise, specialisation, and research focus

areas within the cyber security domain. By examining the connections between ex-

perts from different regions, we can gain insights into global collaboration patterns.

Understanding how experts from different parts of the world interact and collabo-

rate can inform strategies for fostering international cooperation in cyber security

research and practice.

Cyber security threats and vulnerabilities may vary based on geographical loca-

tion due to factors such as regulatory frameworks, technological infrastructure, and

geopolitical tensions. Analysing communities based on location can help identify

regional cyber security challenges and inform targeted mitigation strategies. Fur-

thermore, such analysis can provide policymakers and decision-makers with valuable

information for shaping policies, allocating resources, and developing strategies to

address cyber security challenges at regional and global levels.

The account’s “Location” field is optional on the Twitter user profile, so not

all account holders provide such information. We calculated some statistics about

the Location field in our data collection; see Table 6.13. The percentage of the

accounts with the information provided in the whole data collection was 61.41%,

while it was 77.55% for the ACEs-CSR research network. This higher percentage
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indicates that cyber security research related accounts had a tendency to use this

field more often compared to other users. We analysed the ACE-CSR communities

based on their members’ declared locations, hoping to gain more insights into how

these communities were formed in the first place or what they represent.

Table 6.13: Twitter location field statistics in the studied datasets

Dataset Total Missing Location Provided Location

Data Collection 42,030 16,220 (38.59%) 25,810 (61.41%)

Research Graph 1,817 408 (22.45%) 1,409 (77.55%)

6.7.4.4.1 Location Information Extraction

The “location” field is a free-formatted text where users can write anything they

like. We observed names of places (e.g., towns, cities, countries, or even non-existing

places), names of affiliations, GPS coordinates, postcodes, country codes (alphabetic

such as “GB” and numeric such as “+44”), and Unicode symbols of national flags.

Considering the different ways to indicate location information, we had to use a set

of methods to extract such information.

For some “location” fields representing the location information as GPS coordi-

nates, country codes and national flag symbols, we could extract such information

using bespoke Python scripts. For other “location” fields that could not be pro-

cessed using the previous method, we pre-processed them by removing any email

address(es), URL(s), Twitter handle(s), special ASCII character(s), IP address(es)3

and isolated number(s), and then fed them to the Location Tagger Python li-

brary (Soni, 2022) to extract possible location information. Location Tagger is a

process of tagging place names and filtering them out from the entities found using

the Named Entity Recognition (NER) technique from text mining. The extracted

3IP addresses can sometimes carry location-related information. We considered such information

less reliable and too complicated to process, so we decided to exclude it.
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location information was automatically checked against cities’ names downloaded

from the GeoNames website (GeoNames, 2022) to resolve the ambiguity that is usu-

ally raised when detecting location from free-formatted texts. Finally, in about 10%

of “location” fields, the above-automated methods could not produce any location

information, so we had to inspect them to recover such information manually.

It is worth mentioning that some accounts declared several locations, e.g. “Lon-

don, Paris”, which we solved by choosing the first mentioned location. Also, while

working with the location records, we had to deal with the ambiguity of a place name

that can be resolved to several places, e.g. “Canterbury” is a UK city and a suburb

in Australia. When we were resolving these cases, we prioritised the locations inside

the UK, relying on the cities’ names list.

6.7.4.4.2 Location Statistics & Insights

Based on all the extracted location information of all accounts in each cluster, we

calculated several geographical statistics about the nodes in the ACE-CSR net-

work. Table 6.14 shows continent-specific statistics of the four communities shown

in Figure 6.3. For comparison between communities, we visually represented the

geographical statistics of these communities in Figure 6.5. We split Europe into two

sub-groups, the UK, and Europe without the UK, to know which communities were

more national (UK) or international (non-UK) from the perspective of ACEs-CSR.

Table 6.14: ACE-CSR community members distribution per continent

Community UK Europe-UK N. America S. America Asia Africa Australia Unknown

C1 95 53 132 9 55 16 13 222

C2 80 133 82 8 19 3 7 133

C3 241 21 11 0 6 1 10 92

C4 120 68 41 2 16 5 13 110

The location-based analysis revealed several interesting insights about the com-

munities discovered in the ACEs-CSR network as follows.
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A) First, for the four communities in Figure 6.3, Community C3 seems a more

UK-centric one, while the remaining three communities exhibit a high level of in-

ternational representation. Communities C1 and C2 are dominated by non-UK ac-

counts, where most accounts were from North America for C1 and from the non-UK

part of Europe for C2.

Figure 6.5: Location distribution per continent for ACE-CSR communities

B) Interestingly, a closer examination of all communities reveals a disparity in the

representation of different geographic regions. Specifically, there is a notable under-

representation of accounts from Africa, Australia, and South America, suggesting a

bias towards connections with Europe, North America, and Asia.

C) Furthermore, among the communities, Community C1 stands out as the

most internationally diverse cluster, with almost an equal number of accounts from

Europe (excluding the UK) and Asia. The percentage of Asian accounts in C1 is

substantially higher than the other three communities, indicating it may be the one

representing the UK-Asia links.

D) Finally, when considering the ratio of UK accounts to non-UK accounts,

Community C4 emerges as a more balanced cluster, with a roughly equal proportion

of national and international accounts.

184



6.7. Social Network Analysis

6.7.5 Influence Analysis

To investigate the influence within the ACEs-CSR research network, we employed

SNA techniques, as described in Section 2.2. SNA allows us to study the rela-

tionships and interactions between cyber security research-related accounts in the

network. As a proxy for quantifying influence, we utilised network centrality mea-

sures (explained in Section 2.2.4). Various centrality measures were applied in this

analysis to capture different aspects of influence within the network.

The examination of influence in the ACEs-CSR research network was driven by

several objectives. Firstly, our interest was in identifying the top influencers in this

network. Discovering key influencers could provide insights into their contributions

and impact on the cyber security research community on Twitter. Moreover, we

sought to analyse the influence of the selected seed accounts (i.e., the ACE-CSR

accounts) in the overall network, evaluating their roles in shaping discussions and

interactions within the cyber security research community around them. Secondly,

we aimed to explore the distribution of influence within the network, investigating

whether it is evenly distributed among cyber security research-related accounts or

if a small percentage of accounts holds a disproportionately high level of influence.

This analysis provides a deeper understanding of the network’s topology and the

roles different nodes play within it.

6.7.5.1 Identifying Top Influential Nodes

As each centrality assesses the network position of a node differently (see Sec-

tion 2.2.4), we used several centrality metrics to determine the influential nodes

(users) according to each method. We used the following metrics: degree central-

ity (and we distinguished between the in-degree and out-degree scores), closeness

centrality, betweenness centrality, eigenvector centrality, and PageRank centrality.

We calculated the centrality scores for each node in the graph using the NetworkX

Python library (Hagberg, Schult, and Swart, 2008). All the scores were normalised,

and nodes were sorted according to their scores. The top 40 nodes according to each
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used centrality method were listed in Table 6.15.

Each centrality measures the node’s importance within the network from a dis-

tinct perspective. Looking at Table 6.15, we can notice that for most of the cen-

tralities we used, the top nodes were mixed between ACE-CSR accounts and other

accounts. For example, for the Betweenness centrality, the first node was user-241,

which is a non-ACE-CSR account, while For the Eigenvector centrality, the first and

second nodes were user-439 and user-426, which are also non-ACE-CSR accounts.

We analysed the scores of each centrality below, along with their implications and

top influential nodes.

Degree Centrality indicates how many connections a node has. Nodes with

high degree centrality scores act like hubs in the network, connecting to numerous

other nodes. For instance, ACE-CSR-10, user-241 and user-439 have high degrees,

suggesting that they are well-connected and can directly reach many other nodes.

In-degree Centrality focuses on incoming connections only. ACE-CSR-10,

user-439 and user-426 have the highest in-degree centrality, which means that they

are receiving interactions and attention from a significant number of other nodes.

This could indicate their prominent positions in the network.

Out-degree Centrality looks at outgoing connections only. ACE-CSR-5, user-

241 and user-1372 have the highest out-degree centrality, implying that they are

actively reaching out to other nodes or sharing content.

Closeness Centrality emphasises how quickly a node can reach other nodes.

ACE-CSR-10, user-439 and user-426 have the shortest average path lengths to oth-

ers, meaning that they are the most connected and can spread information more

efficiently through the network.

Betweenness Centrality identifies nodes that act as bridges between different

parts of the network. The following nodes: user-241, ACE-CSR-10 and ACE-CSR-5

have the highest betweenness centrality, suggesting that they play a crucial role in

maintaining connections between various groups of nodes. These nodes are essential

for the overall network to be cohesive.
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Table 6.15: Top 40 nodes ranked by different centrality measures

Rank Degree In-Degree Out-Degree Closeness Betweenness Eigenvector PageRank

01 ACE-CSR-10 ACE-CSR-10 ACE-CSR-5 ACE-CSR-10 user-241 user-439 ACE-CSR-10

02 user-241 user-439 user-241 user-439 ACE-CSR-10 user-426 user-439

03 user-439 user-426 user-1372 user-426 ACE-CSR-5 ACE-CSR-10 user-426

04 ACE-CSR-5 user-1546 user-1046 user-1117 user-219 user-1117 user-1286

05 user-252 user-1286 user-252 user-1546 ACE-CSR-3 user-266 user-1546

06 user-1117 user-733 user-905 user-1254 user-697 user-1286 user-376

07 user-426 user-1117 user-1250 user-342 user-252 user-342 user-733

08 user-697 user-1001 user-1328 user-1707 user-905 user-699 user-266

09 user-219 user-1543 user-253 user-241 user-1117 user-1254 user-1310

10 user-1372 user-266 user-1298 user-1286 ACE-CSR-7 user-252 user-1117

11 user-1546 ACE-CSR-15 user-13 user-517 user-1372 user-992 user-465

12 user-905 user-699 user-219 ACE-CSR-7 user-1254 user-465 user-1001

13 user-1254 user-465 user-596 user-905 user-812 user-331 user-377

14 user-342 user-697 user-1331 user-733 user-1046 user-517 user-1657

15 user-1046 user-376 user-697 user-697 user-1544 user-241 user-342

16 user-1328 user-241 ACE-CSR-3 user-1304 user-342 user-1611 user-699

17 user-331 user-1262 user-1117 user-1457 user-1310 user-733 user-1543

18 user-1008 user-252 user-342 user-1543 user-1328 ACE-CSR-15 user-252

19 user-266 user-1254 user-1601 user-928 ACE-CSR-16 user-1304 user-625

20 user-13 user-331 user-1254 user-376 user-4 user-905 user-992

21 user-733 user-219 user-730 ACE-CSR-16 user-1008 user-1008 ACE-CSR-15

22 user-1286 user-1707 user-1008 user-1001 user-897 user-697 user-1585

23 user-1298 user-992 user-776 user-728 user-13 user-1585 ACE-CSR-7

24 user-253 user-342 user-331 ACE-CSR-2 user-1298 user-344 user-1707

25 ACE-CSR-3 ACE-CSR-7 user-239 user-266 user-1538 user-1352 user-1611

26 ACE-CSR-7 user-1611 user-174 ACE-CSR-15 user-1331 user-1487 user-1487

27 user-1250 user-1304 user-1335 user-992 user-253 user-1707 user-219

28 ACE-CSR-15 user-1008 user-949 user-405 user-730 ACE-CSR-7 user-517

29 user-699 user-517 user-29 user-219 user-174 user-1690 user-697

30 user-1304 user-416 user-471 user-1611 user-331 user-13 user-339

31 user-992 user-377 user-1488 user-817 ACE-CSR-17 user-1484 user-344

32 user-730 user-1657 user-1684 user-419 user-817 user-376 user-331

33 user-1544 user-1053 user-594 user-1262 user-989 user-1655 user-623

34 user-1331 user-339 user-630 user-699 user-266 user-728 user-175

35 ACE-CSR-16 user-817 user-1622 user-1310 user-1355 user-1457 user-905

36 user-1543 user-1310 user-168 user-1657 user-263 user-1742 user-1262

37 user-1611 user-1457 user-1717 user-1484 user-405 user-405 user-1254

38 user-1262 user-175 user-233 user-465 user-1089 user-1328 user-157

39 user-1001 user-1544 user-1077 user-1772 user-48 user-820 user-241

40 user-465 user-263 user-404 user-344 user-426 user-350 user-1008
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Eigenvector Centrality considers not only a node’s direct connections but

also the connections of its neighbours. The following nodes: user-439, user-426, and

ACE-CSR-10 have the highest eigenvector centrality because they are connected to

other well-connected nodes. In essence, nodes with a higher eigenvector centrality

are more connected to other important nodes.

PageRank Centrality is similar to eigenvector centrality, which evaluates a

node’s connections, particularly those from highly ranked nodes. ACE-CSR-10,

user-439 and user-426 have the highest PageRank centrality, implying that they

receive the most attention from nodes that are themselves influential.

This analysis reveals that distinct nodes wield influence through diverse metrics,

underscoring the network’s complexity and the different roles nodes play. For in-

stance, nodes like ACE-CSR-10 and user-241 are not only well-connected but also

serve as bridges, indicating their pivotal role in information flow. Similarly, ACE-

CSR-5 stands out not only for its high degree and out-degree centrality but also for

its quick information dissemination potential due to its closeness centrality score.

Interestingly, despite the focus on analysing the ACE-CSR network on Twitter

and the selection of their accounts as seeds for constructing the social graph, the

dominance of ACEs-CSR accounts in terms of influence and centrality was not uni-

versally evident. Examination of the top 15 nodes across all centrality measures

revealed a maximum of three ACE-CSR accounts in the list, with the remaining

nodes being non-ACE-CSR accounts, which means that non-ACE-CSR nodes were

central and influential in this researchers’ network.

In conclusion, each centrality provides a unique lens through which we can view

the network’s structure and influence dynamics, and the results suggest that certain

nodes, particularly a small number of ACE-CSR accounts and a specific non-ACE-

CSR account (e.g., user-241), hold the most significant influence in various ways.
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6.7.5.2 Examining Influence Distribution

Having computed centrality scores using diverse measures and pinpointed the most

influential nodes, we aimed to explore how influence is dispersed within the ACEs-

CSR network. Our objective was to examine whether influence is uniformly dis-

tributed across the network or if a particular set of accounts, particularly those

focused on cyber security research, dominate with the highest centrality scores and

emerge as the top influencers. This investigation into influence distribution was

driven by the need to uncover the underlying dynamics of the network.

Understanding the distribution of influence is crucial for characterising the net-

work’s structure. For instance, scale-free networks typically exhibit a small number

of highly influential nodes, indicating a hierarchical structure where a few nodes hold

significant sway over the network. Conversely, a random network tends to have a

more uniform distribution of influential nodes, suggesting a decentralised structure

where influence is more evenly spread.

To this end, we harnessed the insights gained from our centrality analysis and

sought to visualise the patterns within the network. By doing so, we aimed to

determine if the ACEs-CSR network aligns more closely with a scale-free model,

characterised by a few dominant nodes, or with a random network, characterised by

equal distribution of influence.

Using the eigenvector centrality score, we trimmed the ACEs-CSR graph, show-

ing only the top 5% nodes. The resulting graph is depicted in Figure 6.6. Nodes

were grouped together based on their original clusters. The node label’s colour was

also assigned the same cluster’s colour. The node size was scaled corresponding to

its in-degree centrality score. A colour scale was used for node colours to reflect the

eigenvector score (the darker the colour, the higher the score is). Node’s shape can

be a triangle or circle corresponding to the Individual attribute.

To visually assess the distribution of influence, we created a separate chart be-

tween accounts (i.e., nodes) and the scores for each centrality method: degree cen-

trality (Figure 6.7), in-degree centrality (Figure 6.8), out-degree centrality (Fig-
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Figure 6.6: Top 5% nodes of the ACEs-CSR graph using eigenvector centrality

ure 6.9), betweenness centrality (Figure 6.10), eigenvector centrality (Figure 6.11),

and PageRank centrality (Figure 6.12). We wanted to investigate whether each

centrality distribution within the ACEs-CSR network follows a particular pattern.

Our analysis revealed that each centrality distribution exhibits characteristics of

a long-tailed distribution, a hallmark feature of “scale-free” networks (Barabási and

Albert, 1999). Several key observations emerge from these distributions as follows.

Connectivity: Within the ACEs-CSR network, a small subset of nodes exhibit
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remarkably high centrality scores (i.e., “highly connected nodes”) and are often

referred to as “hubs”, while the majority of nodes in the network possess relatively

low centrality scores (i.e., low connectivity nodes), indicating only a few connections

compared to the hubs. In scale-free networks, hubs serve as bridges between different

sections of the network, facilitating efficient information dissemination. Thus, these

hubs play a pivotal role in network connectivity.

Real-world relevance: Many real-world networks, such as social networks, the

World Wide Web, and citation networks, manifest this type of centrality distribu-

tion (Barabási and Albert, 1999). For instance, in social networks, a few individuals

(e.g., celebrities or influencers) may have an exceptionally high number of connec-

tions, while the majority of users maintain relatively few connections.

Resilience and vulnerability: Scale-free networks, typified by a long-tailed

degree centrality distribution, exhibit resilience to random node failures but vulner-

ability to targeted attacks on hubs (Albert, Jeong, and Barabási, 2000). Removing

a hub can significantly disrupt network functionality due to its high connectivity.
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Figure 6.7: The degree centrality scores distribution, ACEs-CSR Network

Figure 6.8: The in-degree centrality scores distribution, ACEs-CSR Network

192



6.7. Social Network Analysis

Figure 6.9: The out-degree centrality scores distribution, ACEs-CSR Network

Figure 6.10: The betweenness centrality scores distribution, ACEs-CSR Network
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Figure 6.11: The eigenvector centrality scores distribution, ACEs-CSR Network

Figure 6.12: The PageRank centrality scores distribution, ACEs-CSR Network
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6.8 Topic Modelling Analysis

Identifying and analysing the topics discussed by cyber security researchers on OSNs

can reveal a lot of information such as their current focus and the trending technical

and research subjects. A lot can be learned about cyber attacks and threats through

the discussions of experts. Usually, researchers examine OSNs and forums of hackers

and cyber criminals to learn more about their recent or previous nefarious activities.

However, the technical details and how to prevent future attacks can be better found

in the networks of cyber security experts.

Moreover, to learn more about a recent data breach, a new privacy law, or an

industrial technology breakthrough in any of the cyber security sub-domains, you

can start by analysing the discussions of experts and researchers, which are related

to these topics. Also, insights from topic modelling analysis can inform decision-

making processes within the cyber security research community, such as prioritising

research areas, identifying knowledge gaps, or shaping research agendas.

RQ3.4 was explored through topical analysis, employing Topic Modelling Anal-

ysis to automatically identify the topics frequently discussed by cyber security and

research-related accounts within the ACEs-CSR network on Twitter. Subsequent

sections detail the timeline preparation process, the application of the LDA algo-

rithm with appropriate parameters, and the presentation of extracted topics along

with insights.

6.8.1 Documents Preparation

We used the LDA algorithm for our topic modelling analysis, refer to Section 2.5.4 for

more details on LDA. We used the Scikit-Learn implementation for LDA (Sklearn LDA,

2022) to process the documents in our dataset and estimate the main topics. In our

case, the documents were the Twitter timelines of the cyber security and research

related accounts in the dataset, which were 1,817 accounts, but because some ac-

counts’ timelines were private and thus not publicly accessible, the actual number
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of the timelines was 1,771. The document corresponding to each account was cre-

ated by consolidating all the timeline’s tweets into one text document. Then, the

timelines went through a preprocessing phase, which included the following steps.

• Initial preprocessing was done by removing the Twitter handlers, URLs (including

shortened links), email addresses and “RT” (retweet indicator).

• The text was then tokenised using the Gensim library (Řeh̊uřek, 2022b).

• The tokens were further cleaned by removing punctuation, isolated numbers and

short tokens (i.e., two characters or less).

• After that, stopwords were removed using a compiled list of NLTK stopwords,

Gensim stopwords, and some manually added stopwords which contained some

terms used on OSNs and are useless for topic modelling e.g., “yay”, “wow”, “oh’,

“lol”, etc.

• Lemmatisation was then applied using the TextBlob library (Loria, 2022).

6.8.2 Applying LDA Algorithm

After the pre-processing, the tokens were passed to the LDA algorithm. In order to

obtain good results in terms of the estimated main topics by the LDA algorithm,

we needed to find the optimum values for the LDA parameters, i.e. k, the number

of topics, and r, the maximum number of iterations (see Section 2.5.4 for more

details). Therefore, we tried to find the optimum values for these parameters auto-

matically by training the LDA model for a series of values for each parameter. In

each training cycle, we used the coherence model for topic models from the Gensim

Python library (Řeh̊uřek, 2022a) to calculate the UCI coherence score of the created

topics (Röder, Both, and Hinneburg, 2015) in the trained LDA model. Ultimately,

we chose the best value of each parameter that corresponds to the highest coherence

score across all training cycles.
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Figure 6.13: Visualisation of the estimated topics by the LDA algorithm

For k, the tested values were from 2 to 20 with a step size of 1 for each training

cycle. The potential best values were 5 and 12. For r, the values were from 20 to 300

with a step size of 20. The potential best values were 200 and 220. While several past

studies in the literature utilised coherence measures in similar experiments to find

the best values for k (N. Pattnaik, Li, and Nurse, 2023; Jones, Nurse, and Li, 2020),

several other studies agreed that a manual inspection approach for the estimated

topics in each cycle is better for finding the best values of these parameters (Kigerl,

2018; Aslan, Li, et al., 2020), which was confirmed in our case as well.

Thus, we further inspected the topics generated in each training cycle aided by

the topics visualisation generated by pyLDAvis Python library (Sievert and Shirley,

2014). The visualisation of pyLDAvis was quite beneficial for the topic interpretation

as it provides a global view of the generated topics with the ability to focus on

a certain topic at a time and see its top keywords. The most important aspect

of pyLDAvis was the inter-topic distance map via multidimensional scaling, which

shows topics overlapping. We found that the minimum overlapping between topics
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Figure 6.14: Size comparison of the estimated topics by the LDA algorithm

is better for topic interpretation. Considering the coherence model experiment, the

manual inspection, and the visualisation-aid analysis, we chose k = 10 and r = 200.

6.8.3 Extracted Topics

The results in Figure 6.13 show the topics that were discussed by the cyber security

research accounts in the ACEs-CSR network. In order to interpret the obtained

topics, we had to label them manually by checking the top keywords in each one.

Table 6.16 shows the labelled topics and the top 20 keywords in each one. Using the

inter-topic distance map shown in Figure 6.13, we can notice that the correlation

between topics is minimal. However, the main overlapping was caused mainly by

topic T4, which is a generally mixed topic and non-related to cyber security domain.

This kind of topic is expected to be found in similar textual sources like tweets.

The topic size comparison was presented in Figure 6.14. Apart from topic T4,

all the other topics are relatively similar in size, ranging from 6.4% to 10.6% with

an average of 8.4%. We can spot several topical themes by looking at the generated

topics: research, privacy, education, technical, and politics. Ignoring T4, the top dis-

cussed topic was T5 (“Cyber Security for Students”, 10.6%), followed by T6 (“Data
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Table 6.16: LDA topics with top 20 keywords, ranked in descending order by size

ID Topic Name Size (%) Top Keywords

T4 General Terms 24.2 like, people, think, time, good, work, know, need, look, year,

thing, day, great, want, way, thanks, come, love, right, try

T5 Cyber Security for

Students

10.6 student, today, great, day, new, cyber, work, look, event, re-

search, talk, join, team, uk, year, week, help, open, come, uni-

versity

T6 Data Protection Laws 10 data, privacy, law, new, right, digital, eu, ai, internet, tech,

work, protection, facebook, online, gdpr, public, surveillance,

uk, need, report

T10 Vulnerabilities & Threats 8.9 new, security, malware, attack, tool, vulnerability, release, ex-

ploit, code, hack, blog, use, android, linux, update, file, bug,

analysis, cve, learn

T1 Cyber Security Incidents 8.7 security, cybersecurity, cyber, infosec, attack, data, hack, ran-

somware, new, malware, hacker, threat, breach, late, target,

news, cloud, report, risk, user

T2 Security Research &

Education

8.4 research, new, work, security, social, read, join, look, digital,

data, online, study, report, project, researcher, science, policy,

paper, great, article

T7 Cyber Conflict & Politics 8.4 cyber, state, russia, new, russian, china, war, ukraine, gov-

ernment, attack, world, country, intelligence, military, report,

trump, india, force, election, today

T3 Cryptography & Privacy

Research

7.9 paper, security, work, research, new, privacy, talk, crypto, open,

program, phd, bitcoin, student, computer, blockchain, present,

attack, conference, year, post

T8 Cyber Security Events 6.6 cybersecurity, security, cyber, join, learn, new, register, ic, to-

day, check, day, event, talk, team, course, help, conference, look,

secure, great

T9 ICT Industry 6.4 ai, iot, technology, data, learn, new, business, tech, future,

digital, market, innovation, report, industry, world, read, join,

cloud, service, company

Protection Laws”, 10%), T10 (“Cyber Security Vulnerabilities & Threats”, 8.9%),

T1 (“Cyber Security Incidents”, 8.7%), and T2 (“Security Research & Education”,

8.4%). Interestingly, politics-related and cyber conflict discussions in T7 also had

a good share with 8.4%. Upon checking some tweets, we noticed sub-topics that

many researchers discussed within politics, e.g., the Russia-Ukraine cyber conflict

and the Trump elections. Finally, by checking the document-topic matrix, we found

that the top two main topics across all documents are T5 and T3.
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Overall, the topic modelling analysis revealed a diverse spectrum of discus-

sions within this community, highlighting both conventional cyber security topics

and emerging trends. These findings go beyond surface-level observations, offering

deeper insights into the evolving discourse and interdisciplinary connections, such as

with politics or industry, that shape discussions on cyber security issues. Addition-

ally, the quantitative assessment of topic sizes and their order provides a nuanced

view of the relative importance of different themes within the community over time.

6.9 Sentiment Analysis

For RQ3.4, sentiment analysis was utilised to know how the cyber security research

community perceive the ACE-CSR programme and accounts on Twitter. The ACE-

CSR programme started almost a decade ago, and such an analysis can provide

useful insights about what to do in the future with the ACE-CSR programme.

6.9.1 Dataset Creation

We created a dataset of tweets by filtering the timelines of the 42,028 accounts

in the dataset (i.e., Lv1 and Lv2 in the ACEs-CSR network), searching for tweets

related to the ACE-CSR program or any of the ACEs-CSR using a set of selected

keywords. Moreover, we added tweets that mentioned any of the 19 seed accounts we

used during the data collection, as such mentions were considered direct or indirect

interactions with an ACE-CSR. Finally, we excluded tweets created by the seed

accounts as these accounts might be biased when they talk about the ACE-CSR

program or themselves. In the end, a total of 21,374 tweets were obtained for the

sentiment analysis. The tweets were pre-processed by removing Twitter handlers,

URLs, email addresses, and the beginning word “RT” (for retweets).
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6.9.2 Sentiment Analysis Algorithms

We examined the two most popular methods for sentiment analysis. The first one is

the sentiment analyser in TextBlob (Loria, 2022), a popular Python library for text

processing and NLP tasks standing on the giant shoulders of NLTK (NLTK Toolkit,

2023), which is a leading Python platform for working with human languages.

TextBlob relies on a lexicon-based sentiment analyser with predefined rules to cal-

culate a “polarity” score between -1 and 1. This score tells whether a text can be

considered positive, neutral, or negative. The second method is VADER (Valence

Aware Dictionary and sEntiment Reasoner), a lexicon-based sentiment analyser with

a simple rule-based model for general sentiment analysis (Hutto and Gilbert, 2014).

The VADER sentiment analyser returns four scores for each piece of input text:

“neg”, “neu”, “pos”, and “compound”. Each score corresponds to a sentiment type

except the last, which is a normalised combined value of the first three scores. We

used the VADER implementation in the NLTK library (NLTK Python, 2022).

Table 6.17: Examples of tweets wrongly classified by TextBlob sentiment analyser

Tweet TextBlob Vader

Our Academic Centre of Excellence in Cyber Security Research becomes

active this week.

Negative Positive

Congratulations to @UniKent @KingsCollegeLon and @cardiffuni who

join @UniofOxford and 13 other UK universities as Academic Centres

of Excellence in Cyber Security Research, announced recently by the Na-

tional Cyber Security Centre @NCSC and @EPSRC.

Negative Positive

Academic Centre of Excellence in Cyber Security Research Open Day

@ucl: @uclisec hosting an open day at the ACE center November 15th

#infosec #CyberSecurity.

Negative Positive

We first applied the TextBlob, and upon checking the results, we noticed a lot of

tweets in the dataset where TextBlob failed to classify them correctly and assigned

the wrong sentiment types to them. Thus, we tried the Vader sentiment analyser

and examined the same cases, and indeed Vader classified them correctly. For com-
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parison, we listed in Table 6.17 a few examples of tweets that TextBlob wrongly

classified. The results of the Vader sentiment analyser were improved significantly.

After applying both sentiment analysers to our data and manually inspecting the

results, we concluded that VADER was a better method.

6.9.3 Sentiment Analysis Results

The results of the VADER sentiment analyser were depicted in Figure 6.15. 65.8% of

all tweets were classified as positive, 25.09% as neutral, and only 9.11% as negative.

These results showed that the cyber security research community perceived the

ACE-CSR program and accounts on Twitter largely positively.

Positive [65.8%]

Neutral [25.09%]

Negative [9.11%]

Figure 6.15: Sentiment Analysis, Statistics on Tweets Related to ACEs-CSR

Following the community analysis presented in Section 6.7.4, we wanted to know

whether the sentiment analysis results would vary from one community to another,

and between cyber security research related accounts and others in the ACEs-CSR

network. Thus, we divided the tweets we selected into sub-datasets, each correspond-

ing to an intended sub-group of accounts. Then, we analysed each sub-dataset using

the VADER sentiment analyser. The results are listed in Table 6.18.
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Table 6.18: Sentiment Analysis, Statistics on Tweets Related to ACEs-CSR

Accounts Tweets Positive Neutral Negative

Main Group Sub-group Count (%) Count (%) Count (%)

Research related C1 608 406 66.78 134 22.04 68 11.18

Research related C2 1,613 988 61.25 459 28.46 166 10.29

Research related C3 4,485 2,888 64.39 1,205 26.87 392 8.74

Research related C4 753 476 63.21 188 24.97 89 11.82

Non Research related 13,915 9,306 66.88 3,377 24.27 1,232 8.85

All accounts 21,374 14,064 65.8 5,363 25.09 1,947 9.11

The sentiment analysis results of each sub-group are largely aligned with the main

results for all. However, a few observations were noted, e.g., the percentage of the

positive sentiment in Community C2 (the more “European” community) dropped

to 61.25% while the negative percentage increased to 10.29%. On the other hand,

the more UK-centric community C3 saw the lowest negative sentiment percentage

(8.74%) across the four communities, while the positive sentiment percentage was

64.39%. Comparing the sentiment results of Communities C2 and C3, one may

wonder if the accounts’ characteristics such as location can affect the results. One

explanation for this observation is that UK-based accounts may be more interested

in the ACE-CSR program than European-based accounts outside of the UK.

6.10 Conclusion

This chapter reported our study on the presence of cyber security experts on OSNs,

focusing on the cyber security research accounts and taking the UK’s ACEs-CSR

network on Twitter as a case study. In our analysis, we utilised the taxonomy

created in Chapter 4 and the ML classifiers developed in Chapter 5 along with a

new classifier developed in this chapter and other tools and techniques such as social

structural analysis, influence analysis, topic modelling, and sentiment analysis.
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The baseline and individual classifiers, developed in Chapter 5, were employed

after re-validating their performance, and a third classifier was developed specifically

to identify cyber security research accounts within the ACEs-CSR network. The

results revealed the effectiveness of the reused classifiers, achieving 90% for F1-score

using the RF model. Additionally, the Research classifier showcased its suitability in

capturing the desired accounts of the case study, achieving an F1-score of 83% using

the SVM-R model. The identified accounts, as cyber security related and research

related, were used to construct the ACEs-CSR social graph on Twitter.

Then, we conducted a social structure analysis of the ACEs-CSR research net-

work, influence analysis, topic modelling analysis, and sentiment analysis. The

social structure analysis revealed some useful insights about the network’s struc-

ture and sub-communities, e.g., a location-based analysis led to the discovery of a

four-community structure: International, European, UK-centric, and balanced.

The conducted influence analysis within the ACEs-CSR network aimed to iden-

tify the nodes wielding the most substantial influence. The results illuminated an

intriguing mix of influential nodes, comprising both the originally designated seed

accounts and additional accounts within the network. Moreover, the examination

of centrality distribution revealed interesting patterns reminiscent of a long-tailed

distribution. This characteristic is highly significant, aligning with a key trait fre-

quently observed in scale-free networks, implying a structure where a few nodes

possess significantly higher centrality than others.

Topic modelling analysis revealed a wide range of topics which the research

community of the ACEs-CSR network discussed on Twitter, e.g., cyber security in-

cidents, system vulnerabilities, cyber threats, industry, data protection laws, and

even politics and cyber conflicts. The sentiment analysis results showed that the

accounts in the ACEs-CSR network talked about the ACE-CSR program and the

ACEs-CSR mostly positively. Overall, our study has demonstrated the feasibil-

ity and usefulness of a largely automated data-driven approach for studying cyber

security experts on OSNs and analysing their communities.
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Chapter 7

Conclusion & Future Work

“The most important thing is to never stop

questioning.”
- Albert Einstein

7.1 Conclusion

In this thesis, we presented the findings of our comprehensive approach to

investigate cyber security experts’ presence on OSNs, with a specific focus

on cyber security research networks. As a case study, the UK ACEs-CSR

network on Twitter was analysed. The main aim of this thesis was to design, develop

and test the required tools to enable and support studying cyber security experts

on OSNs. The thesis reported the work carried out to develop and test the required

tools and methods to conduct the suggested analysis of cyber security experts.

We started developing the needed tools in Chapter 4 by creating a general cyber

security taxonomy following a human-machine teaming based process, starting from

a given set of textual sources and using mostly automated processing done by NLP

and IR tools. The key features of the proposed taxonomy-building process are i) the

ability to reduce human efforts needed due to the higher level of automation and ii)

making the selection of the taxonomy concepts less subjective as it is data-driven

and relies on the input sources.
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Moving to Chapter 5, a new methodology was introduced to improve the au-

tomatic detection of cyber security related accounts and other sub-groups using

supervised machine learning. The three-staged methodology consists of A) more

systematic data-collection, B) crowdsourcing labelling experiment and C) the devel-

opment of ML classifiers. The general cyber security taxonomy, created in Chap-

ter 4, was crucial during the development of the ML classifiers in this chapter, as

the terms within the taxonomy were used as features for the classifiers. The pri-

mary dataset was labelled using a crowdsourcing technique. A rich set of features

was extracted and used to train the ML classifiers, experimenting with 63 feature

sets and more than 1200 features. RF was the best model, achieving an F1-score

ranging from 88% to 93%. Moreover, feature importance analysis was performed,

discovering a minimal set of features enough to create a lightweight classifier with

the same performance.

Ending with Chapter 6, where we utilised the tools and methods from Chap-

ters 4 and 5 along with other techniques to analyse the case study of ACEs-CSR

network on Twitter. Using 19 seed accounts representing the ACE-CSR accounts

on Twitter, we extracted their network of friends and followers. Then, we employed

the baseline and individual ML classifiers developed in Chapter 5 and developed

a third classifier specifically designed to identify cyber security research accounts

within the ACE-CSR network. The classifiers’ results revealed the effectiveness of

the reused classifiers, scoring 90% for F1-score using the RF model. The Research

classifier also showcased its suitability in capturing the desired accounts, achieving

an F1-score of 83% using the SVM-R model. The 1817 identified cyber security

research accounts were used to construct the social graph corresponding to the re-

search network of ACEs-CSR. Social structure analysis revealed valuable insights

regarding the network’s structure and the underlying sub-communities. By con-

ducting a location-based analysis of community members, we identified four distinct

types of communities within the ACE-CSR network: International, EU, UK, and

a balanced mix cluster. Furthermore, the influence analysis was essential to iden-
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tify the top influential nodes, which were a mix of ACE-CSR and non-ACR-CSR

accounts. Centrality distribution showed an interesting characteristic of a scale-free

network. Moreover, our topical analysis unveiled a diverse range of subjects dis-

cussed by cyber security researchers, including incidents, vulnerabilities, threats,

industry trends, data protection laws, and even politics and cyber conflicts. Finally,

to gain a deeper understanding of the sentiment within the ACEs-CSR network,

we performed sentiment analysis on the communications taking place. The results

demonstrated that accounts within the ACE-CSR network expressed positive sen-

timents towards the ACE-CSR program, indicating a favourable perception of the

initiative. Furthermore, the analysis revealed that the overall communication be-

tween ACE-CSR and its network members was predominantly positive.

In summary, our study highlights the significant value of employing a data-

driven approach alongside quantitative methods for analysing cyber security expert

networks on OSNs, especially the research networks on Twitter. The findings pro-

vide meaningful insights into the composition, influence, discussions, and sentiment

within the ACEs-CSR network, ultimately contributing to a more comprehensive

understanding of cyber security experts’ interaction and behaviour on OSNs.

7.2 Revisiting Research Questions

The human-machine teaming-based methodology for creating taxonomies and the

created general cyber security taxonomy in Chapter 4 answered the first research

question RQ1 of this thesis. The enhanced methodology for automatic detection of

cyber security related accounts, the labelling experiment, and the obtained results in

Chapter 5 adequately answered RQ2. Finally, the utilisation of the tools developed

in both Chapters 4 and 5, and the extensive analysis of the online communities of

cyber security experts on OSNs using the presented case study addressed RQ3 and

the other sub-research questions set at the beginning of Chapter 6. Thus, the thesis

addressed all the research questions and achieved its research aims.
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7.3 Summary of Contributions

7.3.1 Data-Driven Human-Machine Teaming Approach for

Constructing Taxonomies

We introduced a human-machine teaming approach for constructing taxonomies

based on mixed textual documents. Our process involves a combination of manual

and automated steps, utilising NLP and IR tools. By automating certain aspects,

our approach was able to reduce human effort and introduced more data-driven

decision-making, minimising subjectivity in the selection of the relevant terms.

Moreover, this process facilitates easier maintenance of the constructed taxonomies.

7.3.2 Built General Cyber Security Taxonomy

To illustrate the effectiveness of our taxonomy-building approach, we provided an ex-

ample of constructing a general taxonomy specifically tailored for the cyber security

domain. This application of our approach demonstrates how the process efficiently

combines human efforts with the automated collection of a large number of candi-

date terms from multiple data sources. This saves considerable time and mitigates

the potential for errors that may arise when relying solely on human involvement.

By employing the proposed process, taxonomies can be constructed and maintained

more efficiently, ultimately enhancing the overall taxonomy-building experience.

7.3.3 Improved Methodology for Automatic Detection Of

Cyber Security Related Accounts

In Chapter 5, we reported the improved methodology which we used to detect cyber

security related accounts and other related sub-groups (individual accounts, hacker-

related accounts, and accounts belonging to academia). Using a cyber security

taxonomy, a systematically labelled dataset, and a crowdsourcing-based labelling

experiment, a general three-staged methodology was proposed to ensure the dataset
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is more representative and accurate. We trained and tested the four classifiers with

five machine learning models using the labelled dataset and 63 different feature sets

across five larger groups (with a total number of over 1,000 features). Furthermore,

integrating the cyber security taxonomy into the feature sets of the machine learn-

ing classifiers contributed to the development of accurate and efficient automated

systems for identifying and categorising cyber security related accounts on OSNs.

Our results showed that the Random Forest model is the best machine learning

model for all four classifiers, with the best F1-score ranging from 88% to 93%. We

also investigated the importance of different features and found that only a very

small number of features (e.g., 6 for the baseline classifier) are already sufficient to

produce a lightweight classifier with the same best performance.

7.3.4 Additional Classifiers to Detect Different Types of Cy-

ber Security Accounts

In Chapter 5, we developed four classifiers, one for general accounts related to

cyber security, and three others for typical sub-groups: individuals, those related

to hacking, and those belonging to academia. The best machine learning model,

Random Forest, performed well for all classifiers: 93% for the baseline classifier and

88-91% for the three sub-classifiers. Furthermore, in Chapter 6, we developed a new

machine learning classifier to detect cyber security research related accounts with

good performance.

7.3.5 Tested the ML Classifiers in a Real-World Setting

In the context of our research in Chapter 6, we performed a detailed evaluation of

the machine learning classifiers that were developed in Chapter 5 and documented

in (Mahaini and Li, 2021). The objective was to assess their effectiveness in identify-

ing cyber security related accounts and sub-groups in a real-world setting. Through

the results of the verification procedure, we gained confidence in the classifiers’ per-
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formance. As a result, we asserted that both the Baseline and Individual classifiers

are sufficiently good and reliable for the ACEs-CSR analysis case study. This finding

underscores the utility and applicability of these classifiers in real-world scenarios

involving cyber security experts’ analysis.

7.3.6 ACEs-CSR Research Network Analysis

Drawing upon the constructed ACEs-CSR network, our research encompassed a

comprehensive analysis of various aspects of this network. This involved conducting

social structure analysis, influence analysis, topic modelling analyses, and sentiment

analyses to gain valuable insights. The social structure analysis shed light on the

network’s overall structure and revealed the existence of distinct sub-communities.

Notably, a location-based analysis unravelled a four-community structure consisting

of International, European, UK-centric, and balanced communities.

The influence analysis conducted within the network served the purpose of pin-

pointing the most influential nodes, revealing that these top influencers are a blend

of both the seed accounts and other accounts within the network. Furthermore,

the examination of centrality distribution unveiled patterns resembling a long-tailed

distribution, a crucial hallmark commonly associated with scale-free networks.

Moving on to the topic modelling analysis, a diverse range of topics emerged

from the discussions among cyber security researchers within the ACEs-CSR net-

work on Twitter. These topics encompassed critical areas such as cyber security

incidents, system vulnerabilities, cyber threats, industry-related matters, data pro-

tection laws, and even intersections with politics and cyber conflicts. Furthermore,

sentiment analysis provided valuable insights into the overall sentiment expressed

within the ACEs-CSR network. The results indicated that discussions surround-

ing the ACE-CSR programme and the ACEs-CSR were predominantly positive in

nature. This finding highlights the favourable reception and positive sentiments to-

wards this programme within the cyber security research community. This can help

the decision-makers at NCSC to plan the next steps for the ACE-CSR programme.
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7.3.7 Approach to Study Cyber Security Expert Networks

The presented study exemplifies the feasibility and usefulness of leveraging auto-

mated data-driven approaches to analyse and gain insights from cyber security ex-

pert networks on OSNs. By employing a combination of social structure analysis,

topic modelling, influence analysis, and sentiment analysis, we have successfully un-

covered valuable information about the network’s structure, discussed topics, top in-

fluential, influence distribution, and prevailing sentiments. Such an approach shows

great potential for researchers aiming to investigate further the dynamics of expert

communities in the field of cyber security on OSNs. The methodologies and practi-

cal part of the work presented in this thesis were applied to Twitter as an example,

but it can be applied to other OSNs that cyber security experts use.

7.4 Limitations & Future Work

Throughout this dissertation, we presented three main research questions, which

correspond to Chapters 4, 5 and 6 respectively, and each main research question

had its own related sub-research questions, challenges, solutions and limitations.

We solved and presented what we have done during our research journey, but we

highlighted the possible future work out of these identified limitations. The pro-

posed approach for studying the networks of cyber security experts on OSNs should

be expanded by further investigation. This section lists the potential research op-

portunities presented as future work for each of the main chapters.

7.4.1 Extend the Taxonomy-Building Approach

The work presented in Chapter 4 offers opportunities for various extensions. First,

the tree-based taxonomy is not enough to capture complicated concepts and their

relations. Also, the same issue is faced with taxonomies when a concept can fit into

two classes at the same time. This is a known limitation of taxonomies. Thus, ex-

tending the taxonomy to a more complicated cyber security ontology will be needed
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to support more advanced analysis, such as automatic reasoning based on input

data (e.g., when a particular cyber security event happens, what consequences it

will generate and what defences can be taken).

Second, we need to enhance the level of automation of the proposed process to

further reduce the required human effort. For instance, more advanced NLP and

IR tools can be used to reduce the number of irrelevant and wrongly extracted

terms, and an automated recommendation system can map relevant terms to the

defined taxonomy structure. It is also possible to automate the collection of input

textual documents at a larger scale. Moreover, the process of building taxonomies

can be significantly enhanced through the integration of AI and Large Language

Models (LLMs). AI technologies excel in automating data processing tasks and

efficiently handling large volumes of unstructured data to identify relevant terms

and relationships for taxonomy construction. LLMs, powered by advanced NLP

capabilities, play a pivotal role in understanding the context and semantics of terms.

They can suggest accurate categorisations and relationships between terms, thereby

enhancing the depth and accuracy of taxonomies.

Third, we want to consider using structural features to improve the n-grams

ranking and terms selection. We will investigate the use of words’ styles and positions

to set weights for the extracted n-grams. For example, an n-gram that appears in a

document title, abstract section, or section header should receive more importance

than other n-grams in other parts of the document. Also, a word highlighted by a

bold or italic style may be more important than other un-styled words.

Finally, with the aim of validating the generalisability and consistency of the

proposed taxonomy-building method, the process can be conducted by independent

experts and data sources, and then the results can be cross-validated and enhanced.

We can also compare the taxonomy built using the proposed method with others

built manually by experts without using a semi-automated approach. However, we

would like to point out that a real ground truth can hardly be established for quality

checking since the taxonomy is qualitative and subjective by nature.

212



7.4. Limitations & Future Work

7.4.2 Enhance the Automatic Detection of Cyber Security

Related Accounts and other Sub-groups

There are some limitations in the reported work in Chapter 5 that can be addressed

in future work. Using a list of cyber security related n-grams – derived from the cyber

security taxonomy in Chapter 4 – was necessary to filter the huge data collection

we harvested from Twitter. However, while being representative, this list is far

from complete, especially for such fast-evolving domains as cyber security, where

new concepts and terms keep appearing. We plan to help refine the cyber security

taxonomy to make it more dynamically updated and then use it to update the

developed classifiers.

The recruited participants in the labelling experiment were not as diverse as we

wished, considering different demographic factors such as gender, age, employment

status, and level of education, see Figure 5.5. For example, only about 25% of the

participants were females. We plan to conduct future experiments to recruit more

participants to enlarge our dataset with a more diverse participation pool. However,

it is pretty challenging to address this easily, as it is common to have an unbalanced

distribution for the participants across the mentioned demographics, especially when

the targeted people are from a specific domain.

Furthermore, the performance of the Research machine learning classifier used in

Chapter 6 was 83% for the F1-score. Although this is a good score, it is lower than

the scores achieved in other related work (Aslan, Sağlam, and Li, 2018), including

our previous results in Chapter 5, which were over 90%. However, this classification

task was more challenging due to its cascaded nature, involving the detection of

research accounts which is a subset within the broader realm of cyber security related

accounts. Enhancing the Research classifier can be accomplished by considering

additional features and employing a larger dataset, thereby enabling the use of

other hybrid machine learning models such as deep learning.

We also plan to improve the classifiers so they can stand the test of time. The

keyword-based features were extracted based on the content found in the Twitter
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accounts’ timelines that are in the training set, which means that the performance

of any classifier that uses keyword-based features could decrease over time as the

topics discussed by cyber security people change over time.

7.4.3 Further applications for the developed ML classifiers

As mentioned earlier in the introduction of Chapter 5.1, the developed classifiers

can be used to analyse cyber security related accounts on OSNs for many different

purposes. One example application for OSINT (open source intelligence) is to use the

Hacker sub-classifier to help identify more hacker-related accounts so we can study

more hacker-related phenomena beyond what has been reported (Jones, Nurse, and

Li, 2020; Aslan, Li, et al., 2020). A second example is to automatically detect and

monitor different types of cyber security related accounts to collect cyber threat

intelligence. A third example is using the developed machine learning classifiers to

study cyber security influencers on Twitter. Having multiple classifiers will allow

us to detect influencers and influencees belonging to different sub-communities of

the cyber security community, therefore allowing us to gain more insights about

how such influence is formed and spread across an OSN platform and members of

different (sub-)communities.

7.4.4 Open Opportunities for Studying Cyber Security Com-

munities on OSNs

The study presented in Chapter 6 can be expanded upon in various ways to address

the limitations we encountered and to develop and build on top of what we have

learned through the introduced methodology and the case study of the ACEs-CSR

network on Twitter. First and most importantly, study other types of cyber security

experts and their networks, such as cyber security practitioners, innovators, vendors,

end-users, etc. Second, it would be interesting to explore other networks of cyber

security researchers. While the presented case study focused on the ACEs-CSR on
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Twitter provided valuable insights, they may not be universally applicable to all

other cyber security researchers’ networks on Twitter or other OSNs.

Third, to gain a better understanding of cyber security research users on OSNs,

it is necessary to expand the dataset used for such studies. Thus, a larger dataset

is crucial for improved comprehension of this specific user group and their online

communities. Fourth, it is of paramount importance to explore other social networks

and websites such as LinkedIn and cyber security research groups on universities’

websites. The cyber security researchers are usually listed on those websites and

can be found on LinkedIn. By incorporating this additional data, we can further

investigate research groups and gain deeper insights. Fifth, leveraging external data

sources like Google Scholar can help us identify correlations between positive or

negative sentiment and significant events in a researcher’s career, such as publishing

a paper or journal, delivering a talk, participating in international conferences or

workshops, and more.

Finally, using an external data source focused on research and publications, we

may be able to confirm whether a researcher’s main topic aligns with their research

interests as indicated by their list of publications. Additionally, we wish to explore

whether researchers with specific research topics tend to connect with each other.

Lastly, although our research primarily focused on cyber security researchers, we

also intend to investigate research networks in other domains and draw comparisons

for a more comprehensive understanding.

7.4.5 Extend the Work to Other Languages

The work presented in this thesis has primarily focused on the English language.

The collected sources and extracted terms utilised in constructing the general cyber

security taxonomy were written in English. However, it is worth mentioning that

numerous cyber security accounts on OSNs use other languages. Consequently, to

effectively study and analyse these accounts and their activities conducted in differ-

ent languages, it becomes necessary to incorporate support for multiple languages
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across all the different aspects of the presented work.

The methodology for building the taxonomy, as presented in Chapter 4, can

be extended and generalised to encompass support for various languages. Thus,

researchers can adapt the machine learning classifiers to accommodate the unique

linguistic characteristics and nuances of different languages. This expansion would

enable a more comprehensive understanding of cyber security networks and activ-

ities taking place in languages beyond English. Incorporating multiple languages

in the classifiers will enhance the overall accuracy and applicability of the research,

providing a broader perspective on cyber security communities on OSNs.

Moving forward, future studies should incorporate multilingual capabilities in

analysing cyber security expert networks on social media. This would enable a

more inclusive study of these networks across different languages, providing deeper

insights into the global cyber security landscape and enhancing our understanding

of cyber security on OSNs.
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Appendix A

General Cyber Security Taxonomy

Webpage

A dedicated webpage for the general cyber security taxonomy was created under

the University of Kent domain, where we actively maintain the taxonomy, ensuring

its accessibility and usability. Additionally, we offer both machine-readable files and

interactive visualisations for the most stable iteration of the taxonomy, enabling

users to readily download and utilise it. We attached the current version of the

cyber security taxonomy to the thesis document, see Table A.1 to save the attached

taxonomy files. However, for the latest version, please visit the taxonomy webpage1.

Figure A.1: Taxonomy Visualisation Webpage

1https://cyber.kent.ac.uk/research/cyber_taxonomy/
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Appendix A. General Cyber Security Taxonomy Webpage

We extend an open invitation to fellow cyber security researchers and experts

to collaborate in further advancing the taxonomy. Originally published in 2019, the

taxonomy continues to be utilised by individuals and organisations, and we continue

to receive valuable feedback and collaboration requests.

Table A.1: Cyber Security Taxonomy Files

Format Size Attached File

CSV 145 KB

SQL 307 KB

JSON 527 KB

XML 316 KB

XLSX 97 KB

218


		ID		Parent_ID		Name		Description		Type

		1				Cyber Security		Cyber Security		Class

		2		1		Event		Event		Class

		3		2		Awareness Event		Cyber Security Awareness Event		Class

		4		2		Conference		Cyber Security Conference		Class

		5		2		Forum		Forum		Class

		6		2		Summit		Summit		Class

		7		2		Symposium		Symposium		Class

		8		2		Expo		Expo		Class

		9		2		Training Event		Training Event		Class

		10		2		Workshop		Workshop		Class

		11		28		Individual		Individual		Class

		12		11		Expert		Expert		Class

		13		12		Consultant		Consultant		Class

		14		12		Trainer		Trainer		Class

		15		12		Engineer		Engineer		Class

		16		11		Academic		Academic		Class

		17		16		Professor		Professor		Class

		18		16		Researcher		Researcher		Class

		19		16		Student		Student		Class

		20		11		Cybercriminal		Cybercriminal		Class

		21		11		Hacker		Hacker		Class

		22		21		Black-Hat Hacker		Black-Hat Hacker		Class

		23		21		White-Hat Hacker		White-Hat Hacker		Class

		24		21		Gray-Hat Hacker		Gray-Hat Hacker		Class

		25		11		End User		End User		Class

		26		11		Journalist		Journalist		Class

		27		11		Activist		Activist		Class

		28		1		Party		Party (Individual, Group, Organization)		Class

		29		244		Governmental Body		Governmental Body		Class

		30		227		Critical Infrastructure		Critical Infrastructure		Class

		31		244		Research Organization		Research Organization		Class

		32		244		Educational Institute		Educational Institute		Class

		33		244		Business		Business		Class

		34		33		Enterprise		Enterprise		Class

		35		33		IT Company		IT Company		Class

		36		33		Cyber Security Company		Cyber Security Company		Class

		37		244		Not-for-profit Organization (NGO)		Not-for-profit Organization (NGO)		Class

		38		28		Group		Group		Class

		39		1		Cybersecurity Attack				Class

		40		39		Physical Attack		Physical		Class

		41		39		Software Attack		Software Attack		Class

		42		43		Computer Virus		Computer Virus		Class

		43		309		Malware Classification		Malware types and classification		Class

		44		43		Ransomware		Ransomware		Class

		45		43		Computer Worm		Computer Worm		Class

		46		43		Computer Trojan		Computer Trojan		Class

		47		43		Spyware		Spyware		Class

		48		43		Rootkit		Rootkit		Class

		49		54		Web-based Attack		Web-based Attack		Class

		50		238		SQL Injection		SQL Injection		Class

		51		49		Web Application Attack		Web Application Attack		Class

		52		41		Exploit		Exploit		Class

		53		41		Brute-force		Brute-force		Class

		54		39		Network Attack		Network Attack		Class

		55		54		APT		APT		Class

		56		54		Man in the middle		Man in the middle		Class

		57		54		DOS		A denial-of-service attack (DoS attack) is a cyber-attack in which the perpetrator seeks to make a machine or network resource unavailable to its intended users by temporarily or indefinitely disrupting services of a host connected to the Internet		Class

		58		57		DDOS		A distributed denial-of-service (DDoS) attack is a malicious attempt to disrupt normal traffic of a targeted server, service or network by overwhelming the target or its surrounding infrastructure with a flood of Internet traffic.		Class

		59		54		DNS-based attack		DNS-based network attacks		Class

		60		59		Poisoning		Poisoning		Class

		61		59		Spoofing		Spoofing		Class

		62		59		Manipulation		Manipulation		Class

		63		54		Botnet		A botnet is a number of Internet-connected devices, each of which is running one or more bots. Botnets can be used to perform distributed denial-of-service attack (DDoS attack), steal data, send spam, and allows the attacker to access the device and its connection.		Class

		64		54		Command & Control		Command & Control		Class

		66		64		Remote Command Execution		Remote Command Execution		Class

		67		54		Port Scanning		Port Scanning		Class

		68		39		Social Engineering		Social Engineering		Class

		69		68		Phishing		Phishing		Class

		70		69		Spear Phishing		Spear Phishing		Class

		72		39		Unauthorized Access		Unauthorized Access		Class

		73		39		Unauthorized Privilege Escalation		Unauthorized Privilege Escalation		Class

		74		1		Cybersecurity Vulnerability		In computer security, a vulnerability is a weakness which can be exploited by a threat actor, such as an attacker, to perform unauthorized actions within a computer system.		Class

		75		74		Vulnerability Database		Vulnerability Database/Dataset		Class

		76		75		CVE		Common Vulnerabilities and Exposures (CVE) is a dictionary-type list of standardized names for vulnerabilities and other information related to security exposures.		Class

		77		75		CWE		Common Weakness Enumeration (CWE) is a list of software weaknesses.		Class

		78		74		Vulnerability Classification		Vulnerability Classification and Types		Class

		79		78		OS		OS		Class

		80		78		Application Vulnerability		Application Vulnerability		Class

		81		326		Web Server		Web Server		Class

		82		338		Threat Classification		Threat		Class

		83		82		Criminal Threat		Criminal Threat		Class

		84		82		Technical Threat		Technical Threat		Class

		85		82		Business Threat		Business Threat		Class

		86		82		Legal Threat		Legal Threat		Class

		87		82		Other Threat		Other Threat		Class

		88		1		Security Control		Methods and solutions for providing security control		Class

		89		88		Firewall		Firewall		Class

		90		88		Access Control		Access Control		Class

		91		190		User Authentication		User Authentication		Class

		92		90		Authorization		Authorization		Class

		93		90		Usage Control		Usage Control		Class

		95		172		Policy		Policy		Class

		96		95		Data Policies		Data Policies		Class

		97		96		Data Handle Policy		Data Handle Policy		Class

		98		96		Data Protection Policy		Data Protection Policy		Class

		99		96		Data Retention Policy		Data Retention Policy		Class

		100		96		Data Sharing Agreement		Data Sharing Agreement		Class

		101		95		Access Control Policies		Access Control Policies		Class

		102		101		Access Control Policy		Access Control Policy		Class

		103		101		Usage Control Policy		Usage Control Policy		Class

		104		95		Code Integrity Policy		Code Integrity Policy		Class

		105		95		Computer Security Policy		Computer Security Policy		Class

		106		95		Content Security Policy		Content Security Policy		Class

		107		170		Cyber Insurance Policy		Cyber Insurance Policy		Class

		108		95		Cyber Security Policy		Cyber Security Policy		Class

		109		95		Device Guard Policy		Device Guard Policy		Class

		110		95		Vulnerability Disclosure Policy		Vulnerability Disclosure Policy		Class

		111		88		Regulations		Regulations		Class

		112		172		Training		Training		Class

		113		88		Detection		Detection		Class

		114		113		Intrusion Detection System		Intrusion Detection System		Class

		115		116		Anti-virus		Anti-virus		Class

		116		232		Anti-malware		Anti-malware		Class

		117		196		Sandboxing		Sandboxing		Class

		119		88		Cryptography		Cryptography		Class

		120		388		Encryption		Encryption		Class

		121		120		Symmetric		Symmetric		Class

		122		270		DES		The Data Encryption Standard is a symmetric-key algorithm for the encryption of digital data. 		Class

		123		270		Triple DES		Triple DES		Class

		124		270		AES		AES		Class

		125		270		Blowfish		Blowfish		Class

		126		120		Asymmetric		Asymmetric		Class

		127		126		Diffie-Hellman		Diffie-Hellman		Class

		128		126		RSA		RSA		Class

		129		388		Key		Key		Class

		130		308		Public Key		Public Key		Class

		131		308		Private Key		Private Key		Class

		132		119		Hashing		Hashing		Class

		133		132		Algorithm		Algorithm		Class

		134		133		BSD		BSD		Class

		135		133		CRC-32		CRC-32		Class

		136		133		MD5		MD5		Class

		137		133		SHA-1		SHA-1		Class

		138		133		SHA-256		SHA-256		Class

		139		132		Salted Hash		Salted Hash		Class

		140		132		Rainbow Table		Rainbow Table		Class

		141		88		Security Protocol		Security Protocol		Class

		142		141		HTTPS		HTTPS		Class

		143		141		SFTP		SFTP		Class

		144		141		SSL		SSL		Class

		145		141		SSH		SSH		Class

		146		171		Standard		Standard		Class

		147		146		STIX		STIX		Class

		148		146		TAXII		TAXII		Class

		149		146		IODEF		IODEF		Class

		150		1		Risk		Risk		Class

		151		150		Risk Type		Risk Type		Class

		152		151		Application Risk		Application Risk		Class

		153		151		Insider Risk		Insider Risk		Class

		154		151		Internet Risk		Internet Risk		Class

		155		151		IoT Risk		IoT Risk		Class

		156		151		Privacy Risk		Privacy Risk		Class

		157		151		Technical Risk		Technical Risk		Class

		158		151		Third-party Risk		Third-party Risk		Class

		159		150		Score		Score		Class

		160		150		Operation		Operation		Class

		161		160		Aggregation		Aggregation		Class

		162		160		Assessment		Assessment		Class

		163		160		Identification		Identification		Class

		164		160		Management		Management		Class

		165		160		Mitigation		Mitigation		Class

		166		160		Modeling		Modeling		Class

		167		1		Sub-domain		Sub-domain		Class

		168		167		Automotive Security		Automotive Security		Class

		169		167		Cloud Security		Cloud Security		Class

		170		172		Cyber Insurance		Cyber Insurance		Class

		171		338		Cyber Threat Intelligence		Cyber Threat Intelligence		Class

		172		88		Information Security Management (ISM)		Information Security Management		Class

		173		172		Standard		Standard		Class

		174		173		ISO 27000		ISO 27000		Class

		175		167		IoT Security		IoT Security		Class

		176		167		Mobile Security		Mobile Security		Class

		177		167		Smart Grid Security		Smart Grid Security		Class

		178		167		Trust		Trust		Class

		179		21		Hacktivist		Hacktivist		Class

		180		11		Threat Actor		a threat actor, also called a malicious actor, is an entity that is partially or wholly responsible for a security incident that impacts – or has the potential to impact – an organization's security		Class

		181		11		Attacker		An attacker is the individual or organisation performing these malicious activities.		Class

		182		7		USENIX Security Symposium		An academic conference (one of top 4)		Class

		183		218		Hardware Attacking Tool		Hardware tools used for conducting attacks		Class

		184		88		Protection/Prevention		Mechanism protecting cyber assets against attacks (excluding detection)		Class

		185		184		DRM		Digital Right Management		Class

		186		91		Knowledge-based Authentication		User authentication based on "What you know"		Class

		187		91		Possession-based Authentication		User authentication based on "What you have"		Class

		188		91		Inherence-based Authentication		User authentication based on "who you are"		Class

		189		188		Biometrics-based Authentication		The main type of inherence-based authentication		Class

		190		88		Authentication		Authentication of users, hardware and software and other entities within a cyber security ecosystem		Class

		191		190		Device Authentication		Authentication of hardware devices		Class

		192		190		Software Attestation		Remote attestation of software		Class

		193		186		Password		Password-based authentication and related concepts		Class

		194		90		Access Control Model		Different models of access control		Class

		195		194		Role-based Access Control (RBAC)		Role-based Access Control (RBAC)		Class

		196		194		Mandatory Access Control (MAC)		Mandatory Access Control (MAC)		Class

		197		194		Discretionary Access Control (DAC)		Discretionary Access Control (DAC)		Class

		198		194		Rule-based Access Control (RuBAC)		Rule-based Access Control (RuBAC)		Class

		199		194		Attribute-based Access Control (ABAC)		Attribute-based Access Control (ABAC)		Class

		200		39		Side-Channel Attack		In computer security, a side-channel attack is any attack based on information gained from the implementation of a computer system, rather than weaknesses in the implemented algorithm itself (e.g. cryptanalysis and software bugs).		Class

		201		200		Traffic analysis		Traffic analysis based side-channel attack		Class

		202		200		Timing-based attack		Timing-based attack		Class

		203		200		Power analysis		Power analysis based side-channel attack		Class

		204		200		TEMPEST		Electromagnetic emanations leakage based side-channel attack		Class

		205		204		Van Eck phreaking		https://en.wikipedia.org/wiki/Van_Eck_phreaking		Class

		206		200		Acoustic attack		Acoustic based side-channel attack		Class

		207		200		Optical attack		Side-channel attack basd on optical signal analysis		Class

		208		380		Document		Documents related to cyber security		Class

		209		208		Research Paper		Research Paper		Class

		210		208		Technical Report		Technical Report		Class

		211		208		Degree Thesis		Degree Thesis		Class

		212		208		Software Documentation		User manual, developer guide, etc.		Class

		213		208		Web Document		Websites, web pages, online videos, and any other online documents that are affiliated with an URL (excluding those belonging to other categories)		Class

		214		208		Book		Book		Class

		215		208		Standard		Standard		Class

		216		176		Mobile Malware		Malware on mobile devices		Class

		217		74		0-day Vulnerability		0-day Vulnerability		Class

		218		39		Attacking Tool		Tools used for conducting attacks		Class

		219		218		Software Attacking Tool		Software tools for conducting attacks		Class

		220		38		Group of People		Group of People		Class

		221		38		Group of Organizations		Group of Organizations		Class

		222		38		Group of People and Organizations		Group of People and Organizations (those with hybrid memberships)		Class

		223		220		Hacking Group		Normally group of people		Class

		224		223		Anonymous (hacking group)		The hacking group whose name is "Anonymous"		Class

		225		380		Asset		Things to be protected		Class

		226		225		Data		Data to be protected		Class

		227		225		System		Systems to be protected		Class

		228		225		People		People		Class

		229		226		Account		Electronic accounts as a special type of data protected		Class

		230		225		Money		Money to be protected (not necessarily as data, maybe in physical format as well)		Class

		231		114		Network-based IDS		Network-based IDS		Class

		232		114		Host-based IDS		Host-based IDS		Class

		233		114		Hybrid IDS		Hybrid (network- and host-based)		Class

		234		113		Vulnerability Scanner		Vulnerability scanner and detector		Class

		235		305		Privacy Enhancing Technology (PET)		Privacy Enhancing Technology (PET)		Class

		236		82		Insider Threat		Insider Threat		Class

		237		43		Malicious Adware		Malicious Adware		Class

		238		39		Database Attack		Attacks on databases		Class

		239		41		Reverse Engineering		Reverse Engineering		Class

		240		39		Incident		Attacking incidents (actual attacks as events)		Class

		241		167		Software Security		Software Security		Class

		242		167		Hardware Security		Hardware Security		Class

		243		167		Systems Security		Systems Security		Class

		244		28		Organization		Organization		Class

		245		43		Bootkit		Bootkit		Class

		246		167		Distributed Ledger		Distributed Ledger		Class

		247		246		Blockchain		Blockchain		Class

		248		246		Cryptocurrency		Cryptocurrency		Class

		249		248		Bitcoin		Bitcoin		Class

		250		247		Public Blockchain		Public Blockchain		Class

		251		247		Permissioned (Consortium) Blockchain		Permissioned (Consortium) Blockchain		Class

		252		247		Private Blockchain		Private Blockchain		Class

		253		250		Ethereum		Ethereum		Class

		254		246		Smart Contract		Smart Contract		Class

		255		82		Advanced Persistent Threat (APT)		Advanced Persistent Threat (APT)		Class

		256		183		Card Skimmer		Card Skimmer		Class

		257		39		General Term		General Term		Class

		258		88		Digital Forensics		Digital Forensics		Class

		259		258		Network Forensics		Network Forensics		Class

		260		258		Computer Forensics		Computer Forensics		Class

		261		258		Live Forensics		Live Forensics		Class

		262		258		Memory Forensics		Memory Forensics		Class

		263		258		Malware Forensics		Malware Forensics		Class

		264		258		Email Forensics		Email Forensics		Class

		265		258		Database Forensics		Database Forensics		Class

		266		258		Multimedia Forensics		Multimedia Forensics		Class

		267		172		Auditing		Auditing		Class

		268		11		Online ID		Online IDs including usernames on different online services such as OSNs		Class

		269		497		Full Disk Encryption		Full Disk Encryption		Class

		270		121		Block Cipher		Block Cipher		Class

		271		121		Stream Cipher		Stream Cipher		Class

		272		271		RC4		RC4		Class

		273		271		ChaCha		ChaCha		Class

		274		271		Salsa20		Salsa20		Class

		275		111		Data Protection Law		Data Protection Law		Class

		276		111		Cyber Crime Law		Cyber Crime Law		Class

		277		275		EU GDPR		The General Data Protection Regulation 2016/679 is a regulation in EU law on data protection and privacy in the European Union and the European Economic Area.		Class

		278		275		UK DPA 2018		UK DPA (Data Protection Act) 2018		Class

		279		276		UK Computer Misuse Act 1990		UK Computer Misuse Act 1990		Class

		280		167		Usable Security		Usable Security		Class

		281		178		Centralized Trust		Centralized Trust		Class

		282		178		Distributed Trust		Distributed Trust		Class

		283		178		Trust Computing		Trust Computing		Class

		284		283		Trusted Platform Module (TPM)		Trusted Platform Module (TPM)		Class

		285		283		Trusted Execution Environment (TEE)		Trusted Execution Environment (TEE)		Class

		286		285		TrustZone		TrustZone		Class

		287		291		Defense		Cyber Security Defense		Class

		288		287		Center		Cyber Security Defense Center		Class

		289		1		Nefarious Activity		Any activity that is nefarious or can cause hard/damage		Class

		290		289		Cybercrime		Cybercrime		Class

		291		1		Warfare		Cyberware		Class

		293		291		Espionage		Cyber Espionage		Class

		294		171		CTI Sharing		CTI Sharing		Class

		295		1		Privacy		Privacy		Class

		296		325		Method		Privacy Preserving Method		Class

		297		295		Preserving		Privacy Preserving		Class

		298		297		Data		Data		Class

		299		298		Operation		Operation		Class

		300		299		Analysis		Analysis		Class

		303		299		Mining		Mining		Class

		304		299		Publishing		Publishing		Class

		305		295		Enhancing		Privacy Enhancing		Class

		307		129		Generation		Key Generation		Class

		308		129		Key Pair		Key Pair		Class

		309		41		Malware		Malware		Class

		310		309		Malware Analysis		Malware analysis is the study or process of determining the functionality, origin and potential impact of a given malware sample such as a virus, worm, trojan horse, rootkit, or backdoor.		Class

		312		43		Keylogger		A keystroke logger, or keylogger, records every keystroke entry made on a computer, often without the permission or knowledge of the user		Class

		313		309		Malware Security		Malware Security		Class

		314		309		Malware Binary		Malware Binary		Class

		315		313		Protection		Protection		Class

		317		184		ASLR		Address Space Layout Randomization		Class

		318		12		Professional		Professional		Class

		319		41		Buffer Overflow		Buffer Overflow		Class

		320		113		Bug Bounty		Bug Bounty		Class

		321		322		Vulnerability Disclosure		Vulnerability disclosure is the practice of reporting security flaws in computer software or hardware.		Class

		322		74		Vulnerability Operation		Vulnerability Operations		Class

		323		322		Vulnerability Assessment		Vulnerability Assessment		Class

		324		323		CVSS		The Common Vulnerability Scoring System (CVSS) is a free and open industry standard for assessing the severity of computer system security vulnerabilities.		Class

		325		297		De-identification		De-identification is the process used to prevent someone's personal identity from being revealed.		Class

		326		78		Web Vulnerability		Web Vulnerability		Class

		327		78		RCE Vulnerability		Remote code execution is the ability an attacker has to access someone else's computing device and make changes, no matter where the device is geographically located.		Class

		328		79		Privilege Escalation Vulnerability		Privilege escalation is the act of exploiting a bug, design flaw or configuration oversight in an operating system or software application to gain elevated access to resources.		Class

		329		78		Injection Vulnerability		Injection attacks refer to a broad class of attack vectors. In an injection attack, an attacker supplies untrusted input to a program. This input gets processed by an interpreter as part of a command.		Class

		330		210		Threat Report		Threat Report		Class

		331		176		Phone Hacking		Phone Hacking		Class

		332		320		Bug Bounty Program		Bug Bounty Program		Class

		333		332		iOS Bug Bounty		iOS Bug Bounty		Class

		335		171		CTI Platform		CTI Platform		Class

		336		380		Bookmark		Web-pages, Bloggers, Social Media, ...		Class

		337		336		Blog		Cyber Security related blog.		Class

		338		1		Cybersecurity Threat				Class

		339		338		Operation		Operation		Class

		340		339		Modeling		Modeling		Class

		341		113		Monitoring Tool		Monitoring Tool		Class

		342		240		Response		Response		Class

		343		342		Team		Team		Class

		344		343		CERT		Computer Emergency Readiness Team		Class

		345		130		PKI		PKI		Class

		346		240		Operation		Operation		Class

		347		346		Incident Reporting		Incident Reporting		Class

		348		347		Incident Data		Incident Data		Class

		349		289		Hacking		Hacking Activities		Class

		350		2		Hackers Event		Hackers Event		Class

		351		21		By Nationality		By Nationality		Class

		352		21		By Target		By Target		Class

		353		372		Qualification (Industry)		Qualification (Industry)		Class

		356		6		Security Analyst Summit		Security Analyst Summit		Class

		357		4		Enigma Conference		Enigma Conference		Class

		358		4		Hack In The Box Security Conference		https://conference.hitb.org/		Class

		359		4		Security BSides		Security BSides		Class

		360		172		General Terms		General Terms		Class

		361		360		Business Continuity		Business Continuity		Class

		362		70		Email Account Compromise (EAC)		Email Account Compromise (EAC)		Class

		363		362		Business Email Compromise (BEC)		BEC is the impersonation of executives or business contacts to obtain the transfer of funds or sensitive information		Class

		364		88		Systems and Tools		Systems and Tools		Class

		365		364		Testing		Testing		Class

		366		349		Hacktivism		Hacktivism		Class

		367		349		Hacking Tool		Hacking Tool		Class

		368		350		DefCamp		DefCamp is the most important annual conference on Hacking & Information Security in Central Eastern Europe		Class

		369		353		Certified Ethical Hacker (CEH)		Certified Ethical Hacker (CEH)		Class

		370		4		CanSecWest		CanSecWest, the world's most advanced conference focusing on applied digital security, is about bringing the industry luminaries together in a relaxed environment which promotes collaboration and social networking.		Class

		371		78		Code Execution Vulnerability		Code Execution Vulnerability		Class

		372		380		Accreditation		Education and Qualification		Class

		373		2		Challenge		Cybersecurity Challenge		Class

		374		373		CTF		Capture The Flag		Class

		375		132		Hash		Hash		Class

		376		230		Payment Card		Payment Card		Class

		377		376		The Payment Card Industry Data Security Standard		The Payment Card Industry Data Security Standard		Class

		378		289		Payment Card Fraud		Payment Card Fraud		Class

		379		336		News		News		Class

		380		1		General		General		Class

		381		380		Fundamental Concepts		The CIA Triad		Class

		382		381		Confidentiality		Confidentiality		Class

		383		381		Integrity		Integrity		Class

		384		381		Availability		Availability		Class

		385		336		Misc		Misc		Class

		386		7		Real World Crypto Symposium		Real World Crypto Symposium		Class

		387		372		Education (Academic)		Education (Academic)		Class

		388		119		Crypto System		A cryptosystem is a suite of cryptographic algorithms needed to implement a particular security service, most commonly for achieving confidentiality. Typically, a cryptosystem consists of three algorithms: one for key generation, one for encryption, and one for decryption		Class

		389		388		Decryption		Decryption is generally the reverse process of encryption. It is the process of decoding the data which has been encrypted into a secret format. An authorized user can only decrypt data because decryption requires a secret key or password.		Class

		390		44		Ransomware Variant		Ransomware Variants		Class

		391		390		Bad Rabbit		Bad Rabbit		Class

		392		390		Cerber		Cerber		Class

		393		390		Locky		Locky		Class

		394		390		Petya		Petya		Class

		395		390		Wannacry		Wannacry		Class

		396		390		CryptoWall		CryptoWall		Class

		397		390		CryptoLocker		CryptoLocker		Class

		398		54		Replay Attack		A replay attack (also known as playback attack) is a form of network attack in which a valid data transmission is maliciously or fraudulently repeated or delayed.		Class

		399		4		RSA Conference		RSA Conference		Class

		400		550		Direct Memory Access (DMA)		A DMA attack is a type of side channel attack in computer security, in which an attacker can penetrate a computer or other device, by exploiting the presence of high-speed expansion ports that permit direct memory access (DMA).		Class

		401		223		APT1		APT1		Class

		403		398		KRACK		KRACK (Key Re-installation Attack) is a severe replay attack (a type of exploitable flaw) on the Wi-Fi Protected Access protocol that secures Wi-Fi connections.		Class

		404		130		Public Key Infrastructure (PKI)		A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create, manage, distribute, use, store and revoke digital certificates and manage public-key encryption.		Class

		405		119		Digital Signature		Digital signature is a cryptographic value that is calculated from the data and a secret key known only by the signer.		Class

		406		7		The Network and Distributed System Security Symposium (NDSS)		NDSS fosters information exchange among researchers and practitioners of network and distributed system security		Class

		407		4		REcon		REcon is a computer security conference with a focus on reverse engineering and advanced exploitation techniques.		Class

		408		364		Security Privileges Control		Security Privileges Control		Class

		409		78		Security Bug		Security Bug		Class

		410		413		Linux Kernel Bug		Linux Kernel Bug		Class

		412		409		OS Bug		OS Bug		Class

		413		412		Kernel Bug		Kernel Bug		Class

		414		412		Privilege Escalation Bug		Privilege Escalation Bug		Class

		415		413		Windows Kernel Bug		Windows Kernel Bug		Class

		416		412		Memory Bug		Memory Bug		Class

		417		4		Annual Computer Security Applications Conference		ACSAC		Class

		419		4		National Computer Security Conference		National Computer Security Conference		Class

		420		4		Virus Bulletin International Conference		VB2019		Class

		421		7		IEEE Computer Security Foundations Symposium		CSF		Class

		422		208		White Paper		White Paper		Class

		423		172		Framework		Framework		Class

		424		364		Patch		Patch		Class

		425		167		Physical Security		Physical Security		Class

		427		4		O’Reilly Security Conference		O’Reilly Security Conference		Class

		428		167		Network Security		Network Security		Class

		429		167		Cybersecurity Industry		Cybersecurity Industry		Class

		430		525		Secure Network		Secure Network		Class

		431		119		Certificate		Certificate		Class

		432		7		Systems Security Symposium		Systems Security Symposium		Class

		433		372		Awards		Awards		Class

		434		210		Security Bulletin		Security Bulletin		Class

		436		36		cisco talos		cisco talos		Class

		438		218		Crack Tool		Crack Tool		Class

		439		78		Cross Site		Cross Site		Class

		441		235		Anonymization		Anonymization		Class

		442		347		Data Breach Report		Data Breach Report		Class

		443		4		cycon		The annual International Conference on Cyber Conflict		Class

		444		295		Data Privacy		Data Privacy		Class

		445		454		Data Leakage		Data Leakage		Class

		447		454		Data Breach		Data Breach		Class

		448		235		Differential Privacy		Differential Privacy		Class

		449		364		Web Technique		Web Technique		Class

		450		449		Human Test		Human Test		Class

		451		325		k-anonymity		k-anonymity		Class

		452		453		Anonymous Browsing		Anonymous Browsing		Class

		453		305		Online Privacy Protection		Online Privacy Protection		Class

		454		455		Publicly Exposed Data		Publicly Exposed Data		Class

		455		240		Data Incident		Data Incident		Class

		456		455		Data Theft		Data Theft		Class

		457		456		Data Exfiltration		Data Exfiltration		Class

		458		184		Data Loss Prevention		Data Loss Prevention		Class

		459		297		Multi-party Computation (MPC)		MPC is a sub-field of cryptography with the goal of creating methods for parties to jointly compute a function over their inputs while keeping those inputs private		Class

		460		289		Dark Web		Dark Web		Class

		461		460		Dark Web Market		Dark Web Market		Class

		462		289		Malicious		Malicious		Class

		463		462		Malicious File		Malicious File		Class

		464		463		Malicious Document		Malicious Document		Class

		465		462		Malicious Software		Malicious Software		Class

		466		462		Malicious Actor		Malicious Actor		Class

		467		462		Malicious URL		Malicious URL		Class

		468		364		Operating System Level		Operating System Level		Class

		469		468		Secure Boot		Secure Boot		Class

		470		380		Secure		Secure		Class

		471		4		DEF CON		DEF CON is one of the world's largest and most notable hacker conventions, held annually in Las Vegas, Nevada		Class

		472		80		Type Confusion Vulnerability		Type Confusion Vulnerability		Class

		474		244		Agency		Agency		Class

		475		43		By Operating System		By Operating System		Class

		476		349		Web Hacking		Web Hacking		Class

		477		476		Social Media Hacking		Social Media Hacking		Class

		478		6		DFIR Summit		SANS Digital Forensics & Incident Response (DFIR) Summit		Class

		479		46		Banking Trojan		Banking Trojan		Class

		480		90		Standard		Access Control Standard		Class

		481		468		Windows		Windows		Class

		482		43		Espionage		Espionage		Class

		483		309		Malware Propagation		Malware Propagation		Class

		484		483		Malvertising		Malicious Advertising		Class

		485		43		Polymorphic Malware		Polymorphic malware is a type of malware that constantly changes its identifiable features in order to evade detection		Class

		486		462		Malicious Cyber Activity		Malicious Cyber Activity		Class

		487		114		Anomaly Detection		Anomaly Detection		Class

		488		288		National Cyber Security Centre		National Cyber Security Centre		Class

		489		146		Cyber Observable eXpression (CybOX)		Cyber Observable eXpression (CybOX)		Class

		490		380		Cyber Operation		Cyber Operation		Class

		491		291		Government Strategy/Framework		Government Strategy/Framework		Class

		492		442		Verizon DBIR		The Verizon Data Breach Investigations Report (DBIR) is an annual publication that provides analysis of information security incidents, with a specific focus on data breaches.		Class

		493		21		Lauri Love		Lauri Love		Class

		494		2		Campaign		Campaign		Class

		495		297		Homomorphic Encryption		Homomorphic encryption is a form of encryption that allows computation on ciphertexts, generating an encrypted result which, when decrypted, matches the result of the operations as if they had been performed on the plaintext. Homomorphic encryption can be used for privacy-preserving outsourced storage and computation.		Class

		496		120		Disk Encryption		Disk encryption is a technology which protects information by converting it into unreadable code that cannot be deciphered easily by unauthorized people. Disk encryption uses disk encryption software or hardware to encrypt every bit of data that goes on a disk or disk volume.		Class

		497		496		Disk Encryption Software		Disk Encryption Software		Class

		498		120		Encryption Backdoor		An encryption backdoor is a deliberate weakness in encryption intended to let governments have easy access to encrypted data		Class

		499		291		Cyber Security Culture		Cyber Security Culture		Class

		500		289		Piracy		Piracy		Class

		501		449		Secure Communication		Secure Communication		Class

		502		501		Anonymous Communication		Anonymous Communication		Class

		503		502		Tor (anonymity network)		Tor is free and open-source software for enabling anonymous communication.		Class

		504		190		Multi-Factor Authentication		Multi-Factor Authentication		Class

		505		504		Two-Factor Authentication		Two-Factor Authentication		Class

		506		501		VPN		Virtual Private Network (VPN)		Class

		507		178		Operation		Operation		Class

		508		507		Trust Management		Trust Management		Class

		509		479		Zeus		Zeus		Class

		510		509		Gameover Zeus		Gameover Zeus		Class

		511		119		cryptanalysis		cryptanalysis		Class

		512		120		encryption scheme		encryption scheme		Class

		513		41		drive-by download attack		drive-by download attack		Class

		514		51		Injection		Injection		Class

		515		111		Digital Rights		Digital Rights		Class

		516		519		Penetration Testing Tools		Penetration Testing Tools		Class

		517		480		LDAP		Lightweight Directory Access Protocol		Class

		518		219		SQL Injection Tool		SQL Injection Tool		Class

		519		365		Penetration Test		A penetration test, colloquially known as a pen test, pentest or ethical hacking, is an authorized simulated cyberattack on a computer system, performed to evaluate the security of the system.		Class

		520		39		Negative Effects		Negative Effects Of A Cyber Breach/Attack		Class

		521		378		Magnetic Stripe Reader		Magnetic Stripe Reader		Class

		522		319		Heap Buffer Overflow		a buffer overflow, or buffer overrun, is an anomaly where a program, while writing data to a buffer, overruns the buffer's boundary and overwrites adjacent memory locations.		Class

		523		289		Spamming		Spamming		Class

		524		239		Reverse Engineering Tool		Reverse Engineering Tools		Class

		525		364		Network Tool		Network Tool (Securing & Monitoring)		Class

		526		525		Network Monitoring		Network Monitoring		Class

		527		3		Red Team		A red team is an independent group that challenges an organization to improve its effectiveness by assuming an adversarial role or point of view.		Class

		528		223		Hacking Team		Hacking Team		Class

		529		525		Remote Access Tool (RAT)		Remote Access Tool (RAT)		Class

		530		113		Project		Project		Class

		531		530		Project Zero		Google Project Zero		Class

		532		37		WikiLeaks		WikiLeaks		Class

		533		141		WiFi		WiFi		Class

		534		409		Flaw		Flaw		Class

		535		88		Anti-Fraud		Anti-Fraud		Class

		536		365		Testing Programs		Testing Programs		Class

		537		536		Fuzzing		Fuzzing		Class

		538		75		GHDB		Google Hacking Database (GHDB)		Class

		539		78		Authentication Vulnerability		Authentication Vulnerability		Class

		540		156		Surveillance		Surveillance		Class

		541		336		Hacking		Hacking		Class

		542		336		Online Tools		Online Tools		Class

		543		530		Metasploit Project		The Metasploit Project is a computer security project that provides information about security vulnerabilities and aids in penetration testing and IDS signature development. It is owned by Boston, Massachusetts-based security company Rapid7.		Class

		544		120		Email Encryption		Email Encryption		Class

		545		46		Remote Access Trojan (RAT)		Remote Access Trojan (RAT)		Class

		547		225		Software		OS, Program, Application, Service,...		Class

		548		547		OS		OS		Class

		549		364		Security-Focused Operating System		Security-Focused Operating System		Class

		550		200		Memory Attack		Memory Attack		Class

		551		550		In-Memory Key Recovery		The recovery method uses a linear scan of memory to generate trial keys from all possible memory positions to decrypt the container.		Class

		552		524		Disassembler		A disassembler is a computer program that translates machine language into assembly language—the inverse operation to that of an assembler. A disassembler differs from a decompiler, which targets a high-level language rather than an assembly language.		Class

		553		550		Memory Corruption		Memory corruption occurs in a computer program when the contents of a memory location are modified due to programmatic behavior that exceeds the intention of the original programmer or program/language constructs; this is termed violating memory safety.		Class

		554		219		PowerShell		PowerShell is a task-based command-line shell and scripting language built on .NET.		Class

		555		480		XACML		eXtensible Access Control Markup Language		Class

		556		444		Attributes Categorization		The specifics of the disclosure risks from which a dataset is to be protected can be specified by categorizing the attributes of the input dataset into different types		Class

		557		556		Sensitive Attribute		Sensitive attributes encode properties with which individuals are not willing to be linked with. As such, they might be of interest to an attacker and, if disclosed, could cause harm to data subjects. They will be kept unmodified but may be subject to further constraints, such as t-closeness or l-diversity. Typical examples are diagnoses.		Class

		558		556		Quasi-Identifying Attribute		Quasi-identifying attributes can in combination be used for re-identification attacks. They will be transformed. Typical examples are gender, date of birth and ZIP codes.		Class

		559		560		Packet Capture		Packet capture is a computer networking term for intercepting a data packet that is crossing or moving over a specific computer network.		Class

		560		526		Packet Analyzer		Packet Analyzer		Class

		561		556		Identifying Attribute		Identifying attributes are associated with a high risk of re-identification. They will be removed from the dataset. Typical examples are names or Social Security Numbers.		Class

		562		556		Insensitive Attribute		Insensitive attributes are not associated with privacy risks. They will be kept unmodified.		Class

		563		364		SCADA		Supervisory Control and Data Acquisition		Class

		564		223		APT28		Fancy Bear (also known as APT28 (by Mandiant), Pawn Storm, Sofacy Group (by Kaspersky), Sednit, Tsar Team (by FireEye) and STRONTIUM (by Microsoft)		Class

		565		223		The Shadow Brokers		The Shadow Brokers is a hacker group who first appeared in the summer of 2016. They published several leaks containing hacking tools from the National Security Agency, including several zero-day exploits.		Class

		566		530		ZDI		Zero Day Initiative		Class

		567		364		Online Tool		Online Tool		Class

		568		79		Kernel Exploitation		Kernel Exploitation		Class

		569		79		Memory Vulnerability		Memory Vulnerability		Class

		570		569		Use-After-Free Vulnerability		Referencing memory after it has been freed can cause a program to crash, use unexpected values, or execute code.		Class

		571		567		Shodan		Shodan is a search engine that lets the user find specific types of computers (webcams, routers, servers, etc.) connected to the internet using a variety of filters.		Class

		572		364		Secure Code		Secure Code		Class

		573		141		IPSec		The IP security (IPSec) is an Internet Engineering Task Force (IETF) standard suite of protocols between 2 communication points across the IP network that provide data authentication, integrity, and confidentiality. It also defines the encrypted, decrypted and authenticated packets.		Class

		574		480		SAML		Security Assertion Markup Language		Class

		575		447		Data Breach Cases		Data Breach Cases		Class

		576		226		Personal Data		Personal data is any information that relates to an identified or identifiable living individual. Different pieces of information, which collected together can lead to the identification of a particular person, also constitute personal data		Class

		577		275		Privacy Shield		The EU-U.S. and Swiss-U.S. Privacy Shield Frameworks were designed by the U.S. Department of Commerce and the European Commission and Swiss Administration to provide companies on both sides of the Atlantic with a mechanism to comply with data protection requirements when transferring personal data from the European Union and Switzerland to the United States in support of transatlantic commerce.		Class

		578		275		Safe Harbor		The International Safe Harbor Privacy Principles or Safe Harbour Privacy Principles were principles developed between 1998 and 2000 in order to prevent private organizations within the European Union or United States which store customer data from accidentally disclosing or losing personal information.		Class

		579		275		CISPA		Cyber Intelligence Sharing and Protection Act		Class

		580		275		FISMA		The Federal Information Security Management Act of 2002 is a United States federal law enacted in 2002 as Title III of the E-Government Act of 2002.		Class

		581		275		Net Neutrality Rule		In the United States, net neutrality, the principle that Internet service providers (ISPs) treat all data on the Internet the same, and not discriminate, has been an issue of contention between network users and access providers since the 1990s.		Class

		2060575		217		0-day exploit		0-day exploit		Keyword

		2065599		217		0day		0day		Keyword

		2065739		217		0day exploit		0day exploit		Keyword

		2067544		268		0x6d6172696f		Relevant Twitter account (already deactivated): https://twitter.com/kkotowicz/status/998129570355339264		Keyword

		2067856		268		0xabad1dea		Twitter account: https://twitter.com/0xabad1dea		Keyword

		2067941		268		0xamit		Hacker's Twitter account: https://twitter.com/0xAmit		Keyword

		2068029		268		0xcharlie		https://twitter.com/0xcharlie		Keyword

		2068175		268		0xdade		Hacker's Twitter account: https://twitter.com/0xdade		Keyword

		2068212		268		0xdeadbabe		A VM santity check code: https://en.wikipedia.org/wiki/Hexspeak		Keyword

		2068577		268		0xmchow		Hacker's Twitter account: https://twitter.com/0xmchow		Keyword

		2071454		182		11th usenix security symposium		11th usenix security symposium		Keyword

		2072448		182		13th usenix security symposium		13th usenix security symposium		Keyword

		2073400		182		15th usenix security symposium		15th usenix security symposium		Keyword

		2075727		268		1o57		Hacker's Twitter account: https://twitter.com/1o57		Keyword

		2080781		505		2fa		2 factors authencation?		Keyword

		2081954		183		2xcrm41		Magnetic Stripe Credit Card Reader sub model name		Keyword

		2083406		4		33c3		Chaos Communication Congress: https://en.wikipedia.org/wiki/Chaos_Communication_Congress		Keyword

		2086763		4		44con		Cyber security event: https://44con.com/		Keyword

		2098242		21		aaron swartz		Hacktivist: https://en.wikipedia.org/wiki/Aaron_Swartz		Keyword

		2104743		90		access control decision		access control decision		Keyword

		2104806		194		access control list		access control list		Keyword

		2104836		90		access control mechanism		access control mechanism		Keyword

		2104940		90		access control scheme		access control scheme		Keyword

		2104957		90		access control system		access control system		Keyword

		2105424		90		access management		access management		Keyword

		2105847		90		access request		access request		Keyword

		2106139		90		access token		access token		Keyword

		2106310		90		access-control		access-control		Keyword

		2107502		520		account compromise		account compromise		Keyword

		2107815		39		account hack		account hack		Keyword

		2114978		171		actionable threat intelligence		actionable threat intelligence		Keyword

		2115170		185		activation code		Security control (DRM)		Keyword

		2120270		234		acunetix web vulnerability scanner		acunetix web vulnerability scanner		Keyword

		2128008		195		admin account		A way to have access control		Keyword

		2128237		193		admin password		admin password		Keyword

		2128322		195		admin rights		admin rights		Keyword

		2132359		124		advanced encryption standard		advanced encryption standard		Keyword

		2132648		141		advanced message queuing protocol		advanced message queuing protocol		Keyword

		2132924		255		advanced persistent threat		advanced persistent threat		Keyword

		2133275		180		advanced threat actor		Theat actor behind APT		Keyword

		2133304		184		advanced threat protection		A common commercial word used for security tools (against APT etc.)		Keyword

		2133311		330		advanced threat report		A common commercial word used for reports about APTs etc.		Keyword

		2145296		184		air-gapped		Should be changed to air-gapping		Keyword

		2147231		36		akamai		Cloud security provider: https://en.wikipedia.org/wiki/Akamai_Technologies		Keyword

		2171466		78		ancient font driver code		ancient font driver code		Keyword

		2172616		216		android banking malware		android banking malware		Keyword

		2172630		216		android banking trojan		android banking trojan		Keyword

		2173053		331		android hacking		android hacking		Keyword

		2173260		176		android malware analysis		android malware analysis		Keyword

		2173295		176		android malware detection		android malware detection		Keyword

		2173719		216		android ransomware		android ransomware		Keyword

		2173775		176		android rat		Android RAT		Keyword

		2173881		176		android security		android security		Keyword

		2174150		216		android trojan		android trojan		Keyword

		2175091		219		angler exploit kit		angler exploit kit		Keyword

		2177466		4		annual computer security application conference		annual computer security application conference		Keyword

		2177692		4		annual international cryptology conference		annual international cryptology conference		Keyword

		2178061		36		anomali		Cyber security company: https://www.anomali.com/		Keyword

		2178234		487		anomaly detection approach		anomaly detection approach		Keyword

		2178254		487		anomaly detection method		anomaly detection method		Keyword

		2178276		487		anomaly detection system		anomaly detection system		Keyword

		2178655		223		anonghost		Hacker group: https://www.adl.org/resources/profiles/anonghost-team		Keyword

		2178925		224		anons		A short name of Anonymous Group		Keyword

		2179269		441		anonymization algorithm		Privacy protection measure		Keyword

		2179450		441		anonymization technique		anonymization technique		Keyword

		2179709		441		anonymized data		anonymized data		Keyword

		2179804		441		anonymizing		Better use "anonymization"		Keyword

		2180684		452		anonymous email		anonymous email		Keyword

		2180698		452		anonymous email address		anonymous email address		Keyword

		2181222		39		anonymous hack		Hacker group: https://en.wikipedia.org/wiki/Anonymous_(group)		Keyword

		2181435		21		anonymous hacker jeremy hammond		person name		Keyword

		2182528		452		anonymous proxy		anonymous proxy		Keyword

		2185388		115		anti virus		anti virus		Keyword

		2185971		43		anti-debugging		anti-debugging		Keyword

		2187534		43		anti-vm		anti-vm		Keyword

		2188294		240		antisec		antisec		Keyword

		2188525		115		antivirus		antivirus		Keyword

		2188860		115		antivirus program		antivirus program		Keyword

		2188913		115		antivirus software		program		Keyword

		2190017		81		apache strut flaw		apache strut flaw		Keyword

		2190049		81		apache strut vulnerability		apache strut vulnerability		Keyword

		2193053		349		app hacking		app hacking		Keyword

		2193485		176		app security		app security		Keyword

		2196787		41		application attack		application attack		Keyword

		2197190		89		application firewall		application firewall		Keyword

		2197814		241		application security		application security		Keyword

		2197898		241		application security test		application security test		Keyword

		2198223		89		application whitelisting		application whitelisting		Keyword

		2202139		4		appsec		Application security		Keyword

		2202911		180		apt actor		apt actor		Keyword

		2202962		39		apt attack		apt attack		Keyword

		2203428		43		apt malware		apt malware		Keyword

		2205239		41		arbitrary code execution		arbitrary code execution		Keyword

		2207027		36		ardamax		Keylogger: https://www.ardamax.com/		Keyword

		2213824		240		ashley madison hack		Security incident		Keyword

		2215397		27		assange		Julian Assange, Wikileaks		Keyword

		2222300		43		atm malware		atm malware		Keyword

		2222345		186		atm pin		atm pin		Keyword

		2222391		256		atm skimmer		atm skimmer		Keyword

		2222393		256		atm skimmer diebold		atm skimmer diebold		Keyword

		2222394		256		atm skimmer diebold opteva		atm skimmer diebold opteva		Keyword

		2222398		256		atm skimmer ncr		atm skimmer ncr		Keyword

		2222409		256		atm skimmer wincor		atm skimmer wincor		Keyword

		2222410		256		atm skimmer wincor nixdorf		atm skimmer wincor nixdorf		Keyword

		2224630		257		attack graph		attack graph		Keyword

		2224670		257		attack graph generation		attack graph generation		Keyword

		2225513		257		attack model		attack model		Keyword

		2225757		257		attack path		attack path		Keyword

		2225769		257		attack pattern		attack pattern		Keyword

		2226228		257		attack scenario		attack scenario		Keyword

		2226585		257		attack surface		attack surface		Keyword

		2226967		257		attack tree		attack tree		Keyword

		2227112		257		attack vector		attack vector		Keyword

		2228322		223		attackers		attackers		Keyword

		2232180		267		audit log		audit log		Keyword

		2237179		74		authentication bypass vulnerability		authentication bypass vulnerability		Keyword

		2237229		91		authentication credentials		authentication credentials		Keyword

		2237465		141		authentication protocol		authentication protocol		Keyword

		2240689		310		automate dynamic malware analysis		automate dynamic malware analysis		Keyword

		2241511		310		automated malware analysis		automated malware analysis		Keyword

		2241721		178		automated trust negotiation		automated trust negotiation		Keyword

		2243954		243		autorun		General term, but connection with malwsare is strong enough to be relevant.		Keyword

		2244604		36		avast		Avast antivirus		Keyword

		2246058		36		avira		Avira antivirus		Keyword

		2253816		257		backdoors		backdoors		Keyword

		2254018		257		background knowledge attack		background knowledge attack		Keyword

		2256495		255		badbios		APT: https://en.wikipedia.org/wiki/BadBIOS		Keyword

		2257156		391		badrabbit		Bad Rabbit: https://en.wikipedia.org/wiki/Ransomware#Bad_Rabbit		Keyword

		2262019		43		banking malware		banking malware		Keyword

		2263919		26		barrett brown		https://en.wikipedia.org/wiki/Barrett_Brown		Keyword

		2280747		4		bhasia		Black Hat Asia (note that this can have other meanings)		Keyword

		2280925		4		bheu		Security event: https://twitter.com/hashtag/BHEU?src=hash&lang=en-gb		Keyword

		2281164		4		bhusa		Blackhat US		Keyword

		2289256		36		bitdefender		Cyber security company: https://en.wikipedia.org/wiki/Bitdefender		Keyword

		2289428		269		bitlocker		bitlocker		Keyword

		2291261		213		black hat arsenal		Name of a team: Black Hat Arsenal team		Keyword

		2291323		4		black hat europe		A conference		Keyword

		2291472		4		black hat usa		black hat usa		Keyword

		2292432		43		blackenergy		Malware: https://en.wikipedia.org/wiki/BlackEnergy		Keyword

		2292540		36		blackhat		blackhat		Keyword

		2293037		4		blackhat usa		blackhat usa		Keyword

		2293238		4		blackhatusa		blackhatusa		Keyword

		2293292		184		blackhole		Security mechanism: https://en.wikipedia.org/wiki/Black_hole_(networking)		Keyword

		2293308		219		blackhole exploit kit		blackhole exploit kit		Keyword

		2295678		50		blind sql injection		blind sql injection		Keyword

		2299839		11		bluehat		https://en.wikipedia.org/wiki/BlueHat		Keyword

		2303678		18		boneh		Cyber security researcher Dan Boneh: https://crypto.stanford.edu/~dabo/		Keyword

		2308535		184		botnet takedown		botnet takedown		Keyword

		2314437		111		breach notification		breach notification		Keyword

		2314448		111		breach notification law		breach notification law		Keyword

		2314464		111		breach notification requirement		breach notification requirement		Keyword

		2314616		442		breach report		breach report		Keyword

		2314649		342		breach response		breach response		Keyword

		2314666		342		breach response plan		breach response plan		Keyword

		2317046		26		brian krebs		person		Keyword

		2323110		167		browser security		browser security		Keyword

		2323536		318		bruce schneier		Person, A figure in cyber security		Keyword

		2323589		9		brucon		Security event: https://www.brucon.org/		Keyword

		2324074		53		brute force attack		brute force attack		Keyword

		2324202		53		brute-force attack		brute-force attack		Keyword

		2324291		53		bruteforce		Brute-force attack		Keyword

		2324927		359		bsideslv		https://www.bsideslv.org/		Keyword

		2325175		359		bsidessf		https://bsidessf.org/		Keyword

		2325595		248		btc-e		https://en.wikipedia.org/wiki/BTC-e		Keyword

		2326864		268		buffaloseller888		Cyber criminal email account		Keyword

		2326940		319		buffer overflow attack		buffer overflow attack		Keyword

		2327005		319		buffer overflow vulnerability		buffer overflow vulnerability		Keyword

		2327248		320		bug bounty hunter		bug bounty hunter		Keyword

		2327290		320		bug bounty program		General term, but connections with security is strong enough.		Keyword

		2327601		320		bug hunter		General term, connections with security is strong enough.		Keyword

		2327614		320		bug hunting		bug hunting		Keyword

		2327987		320		bugbounty		General term, but connections with security is strong enough.		Keyword

		2332604		365		burp suite		Security software: https://en.wikipedia.org/wiki/Burp_Suite		Keyword

		2332625		365		burp suite pro		Cyber security tool: https://portswigger.net/burp		Keyword

		2333500		361		business continuity management		Part of ISM		Keyword

		2333502		361		business continuity plan		Part of ISM		Keyword

		2333691		363		business email compromise campaign		business email compromise campaign		Keyword

		2369159		184		bypass application whitelisting		bypass application whitelisting		Keyword

		2370042		81		bypass vulnerability		bypass vulnerability		Keyword

		2386060		75		capec		https://capec.mitre.org/		Keyword

		2387493		450		captcha		captcha		Keyword

		2388535		168		car hacking		car hacking		Keyword

		2389088		255		carbanak		APT: https://en.wikipedia.org/wiki/Carbanak		Keyword

		2389152		46		carberp		Malware: https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/carberp		Keyword

		2389434		378		card breach		card breach		Keyword

		2390203		378		carder007		Cyber criminal website - https://carder007.org/		Keyword

		2390336		378		carding		Crime: https://en.wikipedia.org/wiki/Carding_(fraud)		Keyword

		2398056		364		ccleaner		security tool: https://en.wikipedia.org/wiki/Ccleaner		Keyword

		2398178		248		ccn		Cryptocurrency news portal: https://www.ccn.com/		Keyword

		2398398		376		ccv		Card Code Verification		Keyword

		2400881		35		cellebrite		Cellebrite Mobile Synchronization is an Israeli company that manufactures data extraction, transfer and analysis devices for cellular phones and mobile devices. The company is a subsidiary of Japan's Sun Corporation.		Keyword

		2404984		392		cerber ransomware		cerber ransomware		Keyword

		2406000		431		certificate authority		certificate authority		Keyword

		2406212		431		certificate revocation list		certificate revocation list		Keyword

		2406264		431		certificate transparency		certificate transparency		Keyword

		2406619		369		certified ethical hacker		CEH		Keyword

		2407284		276		cfaa		Computer Fraud and Abuse Act		Keyword

		2408052		257		chain attack		chain attack		Keyword

		2411608		223		chaos computer club		The Chaos Computer Club is Europe's largest association of hackers with 7700 registered members.		Keyword

		2414762		18		chaum		person		Keyword

		2423239		27		chelsea manning		A person loosely related to cyber security: https://en.wikipedia.org/wiki/Chelsea_Manning		Keyword

		2424867		12		chief privacy officer		chief privacy officer		Keyword

		2424941		12		chief security officer		chief security officer		Keyword

		2427682		401		chinese apt		chinese apt		Keyword

		2429245		230		chip pos ingenico		PoS product		Keyword

		2433029		12		chuvakin		Cyber security expert: https://en.wikipedia.org/wiki/Anton_Chuvakin		Keyword

		2433562		367		cia hacking tool		cia hacking tool		Keyword

		2437360		120		ciphertext		ciphertext		Keyword

		2438594		287		cis critical security controls		The CIS Critical Security Controls are a recommended set of actions for cyber defense that provide specific and actionable ways to stop today's most pervasive and dangerous attacks.		Keyword

		2438623		12		cisa		Certified Information Systems Auditor		Keyword

		2438708		436		cisco asa		Cisco ASA. (Cisco Adaptive Security Appliance) A family of network security devices from Cisco that provide firewall, intrusion prevention (IPS) and virtual private network (VPN) capabilities.		Keyword

		2439479		12		ciso		A chief information security officer (CISO) is the senior-level executive within an organization responsible for establishing and maintaining the enterprise vision, strategy, and program to ensure information assets and technologies are adequately protected.		Keyword

		2439744		579		cispa		Cyber Intelligence Sharing and Protection Act: https://en.wikipedia.org/wiki/Cyber_Intelligence_Sharing_and_Protection_Act		Keyword

		2439847		12		cissp		Certified Information Systems Security Professional: https://www.isc2.org/Certifications/CISSP		Keyword

		2440423		31		citizen lab		Security related body: https://en.wikipedia.org/wiki/Citizen_Lab		Keyword

		2447044		120		cleartext		In cryptography, plaintext usually means unencrypted information pending input into cryptographic algorithms, usually encryption algorithms. Cleartext usually refers to data that is transmitted or stored unencrypted.		Keyword

		2452902		169		cloud access security broker		https://en.wikipedia.org/wiki/Cloud_access_security_broker		Keyword

		2453542		169		cloud computing security		cloud computing security		Keyword

		2453565		10		cloud computing security workshop		cloud computing security workshop		Keyword

		2455153		37		cloud security alliance		NGO: https://en.wikipedia.org/wiki/Cloud_Security_Alliance		Keyword

		2456676		36		cloudflare		Cyber security company: https://en.wikipedia.org/wiki/Cloudflare		Keyword

		2460109		364		cobalt strike		Cyber security software: https://www.cobaltstrike.com/		Keyword

		2465304		371		code execution exploit		code execution exploit		Keyword

		2465309		371		code execution flaw		code execution flaw		Keyword

		2465336		371		code execution vuln		vulnerability?		Keyword

		2465591		329		code injection		code injection		Keyword

		2465615		329		code injection technique		code injection technique		Keyword

		2466230		405		code signing		code signing		Keyword

		2469425		114		collaborative intrusion detection		collaborative intrusion detection		Keyword

		2471047		171		collective intelligence framework		Common term used for intelligence collection		Keyword

		2475407		329		command injection		command injection		Keyword

		2475425		329		command injection vulnerability		command injection vulnerability		Keyword

		2478135		210		common attack pattern enumeration		common attack pattern enumeration		Keyword

		2479614		77		common weakness enumeration		common weakness enumeration		Keyword

		2480958		167		communications security		communications security		Keyword

		2482558		36		comodo		Security tool: https://en.wikipedia.org/wiki/Comodo_Internet_Security		Keyword

		2482603		115		comodo internet security		comodo internet security		Keyword

		2490633		130		composite degree residuosity class		composite degree residuosity class		Keyword

		2494564		343		computer emergency response team		computer emergency response team		Keyword

		2494992		287		computer network defense		computer network defense		Keyword

		2495121		409		computer program security flaw		computer program security flaw		Keyword

		2495379		364		computer security application		computer security application		Keyword

		2495381		417		computer security application conference		computer security application conference		Keyword

		2495401		4		computer security conference		Existing subclass		Keyword

		2495450		10		computer security foundations workshop		computer security foundations workshop		Keyword

		2495460		240		computer security incident		computer security incident		Keyword

		2495465		346		computer security incident handling		computer security incident handling		Keyword

		2495471		343		computer security incident response team		computer security incident response team		Keyword

		2495765		1		computer system security		computer system security		Keyword

		2501314		45		conficker		Malware: https://en.wikipedia.org/wiki/Conficker		Keyword

		2519427		481		control flow guard		control flow guard		Keyword

		2539004		200		covert channel		In computer security, a covert channel is a type of attack that creates a capability to transfer information objects between processes that are not supposed to be allowed to communicate by the computer security policy.		Keyword

		2546864		378		credit card breach		credit card breach		Keyword

		2546901		376		credit card cvv		Better change to "CVV"		Keyword

		2546905		376		credit card data		"Data" being vague		Keyword

		2546972		349		credit card hack		not a proper term		Keyword

		2546974		352		credit card hacker		credit card hacker		Keyword

		2547078		378		credit card skimmer		credit card skimmer		Keyword

		2547278		535		credit monitoring service		Related to anti-fraud		Keyword

		2548876		290		crimeware		crimeware		Keyword

		2550839		30		critical infrastructure cybersecurity		critical infrastructure cybersecurity		Keyword

		2550911		30		critical infrastructure protection		critical infrastructure protection		Keyword

		2550959		30		critical infrastructure sector		critical infrastructure sector		Keyword

		2550967		30		critical infrastructure security		critical infrastructure security		Keyword

		2551250		424		critical patch update		critical patch update		Keyword

		2551353		371		critical remote code execution		critical Remote Code Execution vulnerability		Keyword

		2551987		329		crlf		Attack: https://www.owasp.org/index.php/CRLF_Injection		Keyword

		2552632		439		cross site request forgery		cross site request forgery		Keyword

		2552636		439		cross site script		cross site script		Keyword

		2552637		439		cross site script attack		cross site script attack		Keyword

		2552651		81		cross site script vulnerability		cross site script vulnerability		Keyword

		2552656		439		cross site scripting		cross site scripting		Keyword

		2553289		439		cross-site request forgery		cross-site request forgery		Keyword

		2553298		439		cross-site scripting		cross-site scripting		Keyword

		2554088		36		crowdstrike		https://en.wikipedia.org/wiki/CrowdStrike		Keyword

		2555276		43		crypter		https://www.trendmicro.com/vinfo/us/security/definition/crypter		Keyword

		2555548		119		crypto backdoor		crypto backdoor		Keyword

		2556073		129		crypto key		crypto key		Keyword

		2556972		248		cryptocurrency miner		cryptocurrency miner		Keyword

		2557135		119		cryptographic algorithm		cryptographic algorithm		Keyword

		2557254		375		cryptographic hash		cryptographic hash		Keyword

		2557261		133		cryptographic hash function		cryptographic hash function		Keyword

		2557283		129		cryptographic key		cryptographic key		Keyword

		2557372		119		cryptographic protocol		cryptographic protocol		Keyword

		2557447		119		cryptographic technique		cryptographic technique		Keyword

		2557884		119		cryptology		cryptology		Keyword

		2557888		385		cryptology eprint archive		https://eprint.iacr.org/		Keyword

		2558658		343		csirt		Computer Security Incident Response Team		Keyword

		2559172		439		csrf		Cross-site request forgery		Keyword

		2559874		171		cti		Cyber threat intelligence (it can have many other meanings)		Keyword

		2561023		310		cuckoo sandbox		Cuckoo is a British sitcom that began airing on BBC Three on 25 September 2012		Keyword

		2562607		36		curity		Cyber security company: https://curity.io/		Keyword

		2571272		376		cvv		VV is an anti-fraud security feature to help verify that you are in possession of your credit card.		Keyword

		2571395		376		cvv2		Card Verification Value, CVV or CVV2, is an authentication system established by credit card companies to further efforts toward reducing fraud for internet transactions.		Keyword

		2571738		2		cyber activity		cyber activity		Keyword

		2571862		291		cyber arm race		cyber arm race		Keyword

		2571874		60		cyber army		cyber army		Keyword

		2572179		39		cyber attack target		cyber attack target		Keyword

		2572227		181		cyber attacker		cyber attacker		Keyword

		2572348		240		cyber breach		cyber breach		Keyword

		2572428		490		cyber capability		cyber capability		Keyword

		2572577		288		cyber command		cyber command		Keyword

		2572675		291		cyber conflict		cyber conflict		Keyword

		2572757		290		cyber crime		cyber crime		Keyword

		2572901		20		cyber criminal		cyber criminal		Keyword

		2573113		287		cyber defence		cyber defence		Keyword

		2573121		288		cyber defence centre		cyber defence centre		Keyword

		2573194		287		cyber defense		cyber defense		Keyword

		2573355		1		cyber domain		cyber domain		Keyword

		2573477		293		cyber espionage campaign		cyber espionage campaign		Keyword

		2573520		293		cyber espionage operation		cyber espionage operation		Keyword

		2573558		488		cyber essentials scheme		cyber essentials scheme		Keyword

		2573578		2		cyber event		cyber event		Keyword

		2573651		290		cyber extortion		cyber extortion		Keyword

		2574005		240		cyber incident		cyber incident		Keyword

		2574062		342		cyber incident response plan		cyber incident response plan		Keyword

		2574224		170		cyber insurance market		cyber insurance market		Keyword

		2574418		171		cyber intelligence		cyber intelligence		Keyword

		2574467		294		cyber intelligence share		Change to "cyber intelligence sharing"		Keyword

		2574592		257		cyber kill chain		cyber kill chain		Keyword

		2574627		111		cyber law		cyber law		Keyword

		2574673		170		cyber liability insurance		cyber liability insurance		Keyword

		2574994		257		cyber pearl harbor		cyber pearl harbor		Keyword

		2575045		95		cyber policy		cyber policy		Keyword

		2575255		287		cyber resilience		cyber resilience		Keyword

		2575316		150		cyber risk		cyber risk		Keyword

		2575327		162		cyber risk assessment		cyber risk assessment		Keyword

		2575385		170		cyber risk insurance		cyber risk insurance		Keyword

		2575404		164		cyber risk management		cyber risk management		Keyword

		2575595		37		cyber security alliance		cyber security alliance		Keyword

		2575656		447		cyber security breach		cyber security breach		Keyword

		2575691		288		cyber security center		cyber security center		Keyword

		2575696		288		cyber security centre		cyber security centre		Keyword

		2575716		373		cyber security challenge		cyber security challenge		Keyword

		2575806		226		cyber security data		cyber security data		Keyword

		2576208		172		cyber security practice		cyber security practice		Keyword

		2576225		364		cyber security program		cyber security program		Keyword

		2576333		364		cyber security solution		cyber security solution		Keyword

		2576354		146		cyber security standard		cyber security standard		Keyword

		2576455		9		cyber security training		cyber security training		Keyword

		2576467		172		cyber security unit		cyber security unit		Keyword

		2576550		3		cyber situational awareness		cyber situational awareness		Keyword

		2576601		1		cyber space		cyber space		Keyword

		2576911		180		cyber threat actor		cyber threat actor		Keyword

		2577006		82		cyber threat indicator		cyber threat indicator		Keyword

		2577103		82		cyber threat landscape		cyber threat landscape		Keyword

		2577222		82		cyber threats		cyber threats		Keyword

		2577321		291		cyber war		cyber war		Keyword

		2577360		291		cyber warfare		cyber warfare		Keyword

		2577415		11		cyber warrior		cyber warrior		Keyword

		2577442		291		cyber weapon		cyber weapon		Keyword

		2577659		290		cyber-crime		cyber-crime		Keyword

		2577783		293		cyber-espionage		cyber-espionage		Keyword

		2577910		170		cyber-insurance		cyber-insurance		Keyword

		2578020		170		cyber-insurer		cyber-insurer		Keyword

		2578248		150		cyber-risk		cyber-risk		Keyword

		2578567		82		cyber-threat		cyber-threat		Keyword

		2579523		39		cyberattacks		cyberattacks		Keyword

		2579598		291		cyberaware		cyberaware		Keyword

		2581602		293		cyberespionage		cyberespionage		Keyword

		2581996		170		cyberinsurance		cyberinsurance		Keyword

		2582554		1		cybersec		cybersec		Keyword

		2583025		1		cybersecurity		cybersecurity		Keyword

		2583166		3		cybersecurity awareness		cybersecurity awareness		Keyword

		2583187		3		cybersecurity awareness month		not a proper term		Keyword

		2583457		36		cybersecurity company		cybersecurity company		Keyword

		2584004		12		cybersecurity expert		cybersecurity expert		Keyword

		2584104		36		cybersecurity firm		cybersecurity firm		Keyword

		2584144		172		cybersecurity framework		cybersecurity framework		Keyword

		2584425		240		cybersecurity incident		cybersecurity incident		Keyword

		2584839		111		cybersecurity law		cybersecurity law		Keyword

		2585291		318		cybersecurity professional		cybersecurity professional		Keyword

		2585392		210		cybersecurity report		cybersecurity report		Keyword

		2585484		150		cybersecurity risk		cybersecurity risk		Keyword

		2585768		172		cybersecurity strategy		cybersecurity strategy		Keyword

		2585810		6		cybersecurity summit		cybersecurity summit		Keyword

		2585900		82		cybersecurity threat		cybersecurity threat		Keyword

		2586463		47		cyberspy		cyberspy		Keyword

		2586670		82		cyberthreat		cyberthreat		Keyword

		2586818		291		cyberwar		cyberwar		Keyword

		2587805		291		cyberwarfare		cyberwarfare		Keyword

		2588849		36		cylance		Cyber security company: https://en.wikipedia.org/wiki/Cylance		Keyword

		2593826		318		dan geer		person		Keyword

		2595995		379		dark read		darkreading.com		Keyword

		2596134		461		dark web drug market		dark web drug market		Keyword

		2596213		460		dark web site		dark web site		Keyword

		2596290		46		darkcomet		Malware: https://en.wikipedia.org/wiki/DarkComet		Keyword

		2596506		460		darknet		darknet		Keyword

		2596689		460		darkweb		darkweb		Keyword

		2596888		373		darpa cyber grand challenge		darpa cyber grand challenge		Keyword

		2598438		441		data anonymization		data anonymization		Keyword

		2598682		447		data breach cost		data breach cost		Keyword

		2598796		447		data breach investigations		data breach investigations		Keyword

		2598797		442		data breach investigations report		data breach investigations report		Keyword

		2598821		447		data breach lawsuit		data breach lawsuit		Keyword

		2598841		442		data breach notification		data breach notification		Keyword

		2598846		442		data breach notification law		data breach notification law		Keyword

		2598922		342		data breach response		data breach response		Keyword

		2599548		277		data controller		GDPR term		Keyword

		2599975		120		data encryption		data encryption		Keyword

		2600701		383		data integrity		data integrity		Keyword

		2601899		3		data privacy day		data privacy day		Keyword

		2601922		275		data privacy law		data privacy law		Keyword

		2602115		277		data protection authority		data protection authority		Keyword

		2602172		277		data protection directive		data protection directive		Keyword

		2602209		277		data protection impact assessment		data protection impact assessment		Keyword

		2602254		277		data protection legislation		data protection legislation		Keyword

		2602276		12		data protection officer		data protection officer		Keyword

		2602290		277		data protection principle		data protection principle		Keyword

		2602313		277		data protection regulation		data protection regulation		Keyword

		2602335		277		data protection requirement		data protection requirement		Keyword

		2602346		277		data protection rule		data protection rule		Keyword

		2602367		277		data protection supervisor		data protection supervisor		Keyword

		2603079		173		data security standard		data security standard		Keyword

		2603247		96		data share agreement		data share agreement		Keyword

		2603496		456		data steal		data steal		Keyword

		2605043		349		database hack		Not useful		Keyword

		2605915		428		datagram transport layer security		datagram transport layer security		Keyword

		2610162		442		dbir		Data Breach Investigations Report from Verizon: https://enterprise.verizon.com/en-gb/resources/reports/dbir/		Keyword

		2611463		58		ddos attack		ddos attack		Keyword

		2611623		58		ddos botnet		ddos botnet		Keyword

		2612231		441		de-anonymization		de-anonymization		Keyword

		2619378		129		decryption key		decryption key		Keyword

		2619456		389		decryption tool		decryption tool		Keyword

		2620381		560		deep packet inspection		deep packet inspection		Keyword

		2622220		471		defcon		DEF CON is one of the world's largest hacker conventions, held annually in Las Vegas, Nevada, with the first DEF CON taking place in June 1993.		Keyword

		2622258		471		defcon badge		defcon badge		Keyword

		2622403		374		defcon ctf		defcon ctf		Keyword

		2622932		471		defcon talk		defcon talk		Keyword

		2623201		471		defcon25		2017 DEFCON		Keyword

		2624593		364		defender exploit guard		defender exploit guard		Keyword

		2628567		224		dehart		https://en.wikipedia.org/wiki/Matt_DeHart		Keyword

		2638274		57		denial-of-service		denial-of-service		Keyword

		2638276		57		denial-of-service attack		denial-of-service attack		Keyword

		2642822		4		derbycon		https://www.derbycon.com/		Keyword

		2658205		425		device security		device security		Keyword

		2659424		258		dfir		Digital Forensics and Incident Response Distribution: https://en.wikipedia.org/wiki/SIFT_Workstation_-_Digital_Forensics_and_Incident_Response_Distribution		Keyword

		2659633		258		dfir infosec		dfir infosec		Keyword

		2660004		478		dfirsummit		SANS Digital Forensics & Incident Response (DFIR) Summit		Keyword

		2662538		53		dictionary attack		dictionary attack		Keyword

		2667099		515		digital geneva convention		digital geneva convention		Keyword

		2667522		515		digital rights management		digital rights management		Keyword

		2667570		167		digital security		digital security		Keyword

		2683977		231		distribute intrusion detection system		distribute intrusion detection system		Keyword

		2684433		406		distribute system security symposium		distribute system security symposium		Keyword

		2687319		329		dll injection		dll injection		Keyword

		2687820		20		dmitry		He may be seen as a cyber criminal (who often just use tools, not develop tools).		Keyword

		2688382		349		dnc hack		2016 Democratic National Committee email leak: https://en.wikipedia.org/wiki/2016_Democratic_National_Committee_email_leak		Keyword

		2693572		43		domain generation algorithm		https://en.wikipedia.org/wiki/Domain_generation_algorithm		Keyword

		2696955		57		dos attack		dos attack		Keyword

		2698395		46		doublepulsar		DoublePulsar is a backdoor implant tool developed by the U.S. National Security Agency's (NSA) Equation Group that was leaked by The Shadow Brokers in early 2017.		Keyword

		2703294		479		dridex		malware: https://en.wikipedia.org/wiki/Dridex		Keyword

		2705388		216		droidjack		droidjack		Keyword

		2712062		479		duqu		Malware: https://en.wikipedia.org/wiki/Duqu		Keyword

		2713451		18		dwork		Cyber security researcher Cynthia Dwork: https://en.wikipedia.org/wiki/Cynthia_Dwork		Keyword

		2714271		310		dynamic malware analysis		dynamic malware analysis		Keyword

		2714615		294		dynamic threat intelligence		dynamic threat intelligence		Keyword

		2715090		479		dyre		Malware: https://www.secureworks.com/research/dyre-banking-trojan		Keyword

		2720222		120		eax		https://en.wikipedia.org/wiki/EAX_mode		Keyword

		2726221		113		edr		Endpoint Detection and Response (it may mean other things)		Keyword

		2726988		26		edward snowden		Cyber security related person: https://en.wikipedia.org/wiki/Edward_Snowden		Keyword

		2734779		349		election hacking		election hacking		Keyword

		2738297		126		elliptic curve cryptography		elliptic curve cryptography		Keyword

		2740419		349		email interception hack		email interception hack		Keyword

		2742425		227		email security		email security		Keyword

		2746834		364		emet		Enhanced Mitigation Experience Toolkit: https://en.wikipedia.org/wiki/Enhanced_Mitigation_Experience_Toolkit		Keyword

		2753722		544		encrypted email		encrypted email		Keyword

		2753959		501		encrypted messaging app		encrypted messaging app		Keyword

		2755300		501		end-to-end encryption		end-to-end encryption		Keyword

		2756217		232		endpoint protection		endpoint protection		Keyword

		2756246		232		endpoint protection platforms		endpoint protection platforms		Keyword

		2756290		167		endpoint security		endpoint security		Keyword

		2761203		357		enigma2017		Security event: ENIGMA conference 2017		Keyword

		2761255		31		enisa		enisa		Keyword

		2761489		330		enisa threat landscape report		enisa threat landscape report		Keyword

		2764486		164		enterprise risk management		enterprise risk management		Keyword

		2764512		167		enterprise security		enterprise security		Keyword

		2770750		575		equifax data breach		equifax data breach		Keyword

		2775670		115		escan internet security suite		eScan Internet Security Suite: https://www.escanav.com/en/windows-antivirus/internet-security-suite.asp		Keyword

		2776307		36		eset		Cyber security company: https://en.wikipedia.org/wiki/ESET		Keyword

		2777395		293		espionage campaign		espionage campaign		Keyword

		2782138		46		eternalblue		https://en.wikipedia.org/wiki/EternalBlue		Keyword

		2782394		248		ethereum		ethereum		Keyword

		2782750		23		ethical hacker		ethical hacker		Keyword

		2783268		526		ettercap		Security tool: https://en.wikipedia.org/wiki/Ettercap_(software)		Keyword

		2783440		577		eu-us privacy shield		eu-us privacy shield		Keyword

		2783665		12		eugene kaspersky		person		Keyword

		2784012		4		eurocrypt		crypto conference		Keyword

		2786369		277		european data protection directive		european data protection directive		Keyword

		2786373		277		european data protection law		european data protection law		Keyword

		2786384		277		european data protection supervisor		european data protection supervisor		Keyword

		2786968		474		europol		Law enforcement agency		Keyword

		2787367		111		evade breach notification law		evade breach notification law		Keyword

		2787402		113		evade detection		evade detection		Keyword

		2788693		218		evasion technique		evasion technique		Keyword

		2807686		52		exploit dev		exploit dev		Keyword

		2808208		52		exploit kit		exploit kit		Keyword

		2808601		52		exploit mitigation		exploit mitigation		Keyword

		2808763		516		exploit pack		exploit pack		Keyword

		2809658		52		exploitability		exploitability		Keyword

		2810004		39		exploitation technique		exploitation technique		Keyword

		2810241		39		exploits		exploits		Keyword

		2812590		454		expose sensitive data		expose sensitive data		Keyword

		2819541		36		f-secure		Cyber security company: https://en.wikipedia.org/wiki/F-Secure		Keyword

		2819559		115		f-secure internet security		f-secure internet security		Keyword

		2823022		189		facial recognition		Biometrics		Keyword

		2827180		289		fake news		General term, but connections with security is strong enough.		Keyword

		2831222		564		fancy bear		Fancy Bear is a Russian cyber espionage group. Cybersecurity firm CrowdStrike has said with a medium level of confidence that it is associated with the Russian military intelligence agency GRU		Keyword

		2841746		90		federated identity management		federated identity management		Keyword

		2852553		81		file upload vulnerability		file upload vulnerability		Keyword

		2852935		43		fileless malware		fileless malware		Keyword

		2856108		85		financial cyber threat		financial cyber threat		Keyword

		2858157		90		fine-grained access control		fine-grained access control		Keyword

		2858445		47		finfisher		Spyware: https://en.wikipedia.org/wiki/FinFisher		Keyword

		2860311		36		fireeye		https://www.fireeye.com/		Keyword

		2860324		330		fireeye advanced threat report		https://www.fireeye.com/current-threats/annual-threat-report.html		Keyword

		2860411		335		fireeye dynamic threat intelligence		fireeye dynamic threat intelligence		Keyword

		2861494		89		firewall rule		firewall rule		Keyword

		2861611		89		firewalls		firewalls		Keyword

		2863657		580		fisma		Federal Information Security Management Act: https://en.wikipedia.org/wiki/Federal_Information_Security_Management_Act_of_2002		Keyword

		2866736		41		flash exploit		flash exploit		Keyword

		2867162		217		flash zero-day		flash zero-day		Keyword

		2869123		219		flip feng shui		Flip Feng Shui (FFS) is a new exploitation vector that allows an attacker virtual machine (VM) to flip a bit in a memory page of a victim VM that runs on the same host as the attacker VM. https://www.vusec.net/projects/flip-feng-shui/		Keyword

		2871460		201		flow analysis		General netwroking term, but connection with security is strong enough.		Keyword

		2887263		113		fraud detection		fraud detection		Keyword

		2891147		497		free open-source disk encryption software		free open-source disk encryption software		Keyword

		2892285		506		free vpn		Privacy related		Keyword

		2892651		494		freeanon		freeanon		Keyword

		2892734		494		freeanons		https://www.freeanons.org/		Keyword

		2892942		494		freebogatov		Campaign to free Dmitry Bogatov: https://twitter.com/hashtag/freebogatov?lang=en		Keyword

		2893614		494		freejeremy		https://freejeremy.net/		Keyword

		2893743		493		freelauri		Campaign for free Lauri Love: https://freelauri.com/		Keyword

		2894089		494		freemattdehart		https://twitter.com/freemattdehart?lang=en		Keyword

		2902650		378		fullz		https://www.investopedia.com/fullz-definition-4684000		Keyword

		2907710		371		fuzz arbitrary binary code		Better changed to "Fuzzing"		Keyword

		2907916		537		fuzzer		Class of security tools		Keyword

		2911214		510		gameover zeus botnet		gameover zeus botnet		Keyword

		2912962		4		gartnersec		Gartner Security & Risk Management Conference?		Keyword

		2915561		29		gchq		The Government Communications Headquarters is an intelligence and security organisation responsible for providing signals intelligence and information assurance to the government and armed forces of the United Kingdom.		Keyword

		2933126		330		global internet security threat report		global internet security threat report		Keyword

		2939561		69		google docs phish attack		google docs phish attack		Keyword

		2939572		69		google docs phishing scam		google docs phishing scam		Keyword

		2939594		538		google dork		The GHDB is an index of search queries (we call them dorks) used to find publicly available information, intended for pentesters and security researchers.		Keyword

		2940628		409		google project zero bug		google project zero bug		Keyword

		2944517		349		government hacking		government hacking		Keyword

		2945361		540		government surveillance		Privacy related		Keyword

		2953417		486		grizzly steppe report		GRIZZLY STEPPE - Russian Malicious Cyber Activity | CISA - US-Cert		Keyword

		2953720		18		grossklags		Cyber security researchers Jens Grossklags: http://www.cybertrust.in.tum.de/index.php?id=101		Keyword

		2956814		21		guccifer		Hacker: https://en.wikipedia.org/wiki/Guccifer		Keyword

		2959568		499		guy fawkes mask		Cyber security culture		Keyword

		2964442		528		hack team		hack team		Keyword

		2965018		541		hackaday		https://hackaday.com/		Keyword

		2966356		350		hacker conference		hacker conference		Keyword

		2966940		350		hacker forum		hacker forum		Keyword

		2967145		21		hacker hero john draper		https://en.wikipedia.org/wiki/John_Draper		Keyword

		2967537		21		hacker lauri love		https://en.wikipedia.org/wiki/Lauri_Love		Keyword

		2968672		350		hacker summer camp		hacker summer camp		Keyword

		2968718		349		hacker target		hacker target		Keyword

		2969936		349		hackerspace		https://en.wikipedia.org/wiki/Hackerspace		Keyword

		2970750		477		hacking facebook account		hacking facebook account		Keyword

		2970789		350		hacking forum		hacking forum		Keyword

		2972214		349		hacking service		hacking service		Keyword

		2972289		367		hacking software		hacking software		Keyword

		2972535		349		hacking technique		hacking technique		Keyword

		2972656		367		hacking tools		hacking tools		Keyword

		2972770		349		hacking tutorial		hacking tutorial		Keyword

		2972873		368		hacking village		Event: https://def.camp/hacking-village/		Keyword

		2973410		364		hackrf		https://greatscottgadgets.com/hackrf/		Keyword

		2973637		364		hacksys extreme vulnerable driver		hacksys extreme vulnerable driver		Keyword

		2975049		519		hak5		Pentesting device: https://shop.hak5.org/		Keyword

		2979598		461		hansa dark web market		Dark web market		Keyword

		2982685		349		hardware hacking		hardware hacking		Keyword

		2982939		40		hardware security		hardware security		Keyword

		2984678		133		hash algorithm		hash algorithm		Keyword

		2984828		133		hash function		hash function		Keyword

		2985029		375		hash table		hash table		Keyword

		2985068		375		hash value		hash value		Keyword

		2985136		364		hashcat		Security tool: https://en.wikipedia.org/wiki/Hashcat		Keyword

		2987277		518		havij		Havij SQL Injection tool		Keyword

		2987513		21		haxor		Alternrative spelling of hacker: https://en.wiktionary.org/wiki/haxor		Keyword

		2988106		36		hbgary		https://en.wikipedia.org/wiki/HBGary		Keyword

		2991657		522		heap overflow		heap overflow		Keyword

		2992452		409		heartbleed		https://en.wikipedia.org/wiki/Heartbleed		Keyword

		2996895		379		help net security		https://www.helpnetsecurity.com/		Keyword

		3000321		219		hex editor		General term, connections with security is strong enough.		Keyword

		3010478		358		hitb		Cyber security event: https://conference.hitb.org/		Keyword

		3010636		358		hitb2017ams		Hash tag for security event: https://twitter.com/hashtag/hitb2017ams?lang=en		Keyword

		3010776		4		hitbgsec		Security conference: https://gsec.hitb.org/		Keyword

		3015248		495		homomorphic encryption scheme		homomorphic encryption scheme		Keyword

		3015786		113		honeynet		honeynet		Keyword

		3015840		113		honeypot		honeypot		Keyword

		3020193		232		host-based intrusion detection system		host-based intrusion detection system		Keyword

		3021653		506		hotspot shield vpn		hotspot shield vpn		Keyword

		3025518		142		http public key pinning		https://en.wikipedia.org/wiki/HTTP_Public_Key_Pinning		Keyword

		3025660		167		http strict transport security		http strict transport security		Keyword

		3025859		34		huawei		ICT company with major presence on security solutions		Keyword

		3030901		184		hxxp		Security protocol: https://tools.ietf.org/id/draft-salgado-hxxp-01.xml		Keyword

		3037606		167		ics security		ics security		Keyword

		3037739		344		ics-cert		Industrial Control System CERT		Keyword

		3039279		552		ida pro		https://www.hex-rays.com/products/ida/		Keyword

		3039533		552		idapython		Python plugin for Interactive Disassembler: https://github.com/idapython/		Keyword

		3040372		277		identifiable natural person		GDPR: An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification ...		Keyword

		3042187		339		identify threat		not a proper term		Keyword

		3042806		90		identity management		identity management		Keyword

		3044128		36		idss		Integrated Defense & Security Solutions		Keyword

		3044625		10		ieee computer security foundations workshop		ieee computer security foundations workshop		Keyword

		3057363		176		imsi		International mobile subscriber identity, connection with security is strong enough		Keyword

		3057368		216		imsi catcher		https://en.wikipedia.org/wiki/IMSI-catcher		Keyword

		3057978		551		in-memory private rsa key recovery		in-memory private rsa key recovery		Keyword

		3059498		346		incident detection		incident detection		Keyword

		3059599		346		incident handling		incident handling		Keyword

		3059738		346		incident management		incident management		Keyword

		3059832		348		incident object description		incident object description		Keyword

		3059834		348		incident object description exchange format		incident object description exchange format		Keyword

		3059991		342		incident responder		incident responder		Keyword

		3059998		342		incident response		incident response		Keyword

		3060000		342		incident response activity		incident response activity		Keyword

		3060024		342		incident response capability		incident response capability		Keyword

		3060172		342		incident response plan		incident response plan		Keyword

		3060206		342		incident response process		incident response process		Keyword

		3060278		343		incident response team		incident response team		Keyword

		3075965		167		industrial control system security		industrial control system security		Keyword

		3078413		520		infected computer		infected computer		Keyword

		3078477		520		infected host		infected host		Keyword

		3078624		520		infected system		infected system		Keyword

		3078866		483		infection vector		https://en.wikipedia.org/wiki/Vector_(malware)		Keyword

		3081935		1		infosec		infosec		Keyword

		3082249		38		infosec community		infosec community		Keyword

		3082954		349		infosec hacking		infosec hacking		Keyword

		3083374		309		infosec malware		infosec malware		Keyword

		3083812		11		infosec people		infosec people		Keyword

		3083927		318		infosec pro		infosec pro		Keyword

		3083950		318		infosec professional		infosec professional		Keyword

		3084872		1		infosecurity		infosecurity		Keyword

		3085627		30		infrastructure protection		infrastructure protection		Keyword

		3085741		425		infrastructure security		infrastructure security		Keyword

		3089365		329		injection attack		Maybe too general?		Keyword

		3089489		514		injection flaw		injection flaw		Keyword

		3089650		514		injection technique		injection technique		Keyword

		3093157		54		insider attack		insider attack		Keyword

		3093424		82		insider threat		insider threat		Keyword

		3099391		78		integer overflow		integer overflow		Keyword

		3100697		80		intel amt vulnerability		intel amt vulnerability		Keyword

		3100772		469		intel boot guard		intel boot guard		Keyword

		3101505		88		intel software guard extension		intel software guard extension		Keyword

		3111646		474		internet crime complaint center		internet crime complaint center		Keyword

		3113210		82		internet security threat		internet security threat		Keyword

		3113212		330		internet security threat report		internet security threat report		Keyword

		3113385		35		internet storm center		Security body: https://en.wikipedia.org/wiki/Internet_Storm_Center		Keyword

		3113415		540		internet surveillance		internet surveillance		Keyword

		3117929		114		intrusion detection systems		intrusion detection systems		Keyword

		3117984		184		intrusion prevention		intrusion prevention		Keyword

		3117995		184		intrusion prevention system		intrusion prevention system		Keyword

		3122531		36		ioactive		Cyber security company: https://en.wikipedia.org/wiki/IOActive		Keyword

		3123688		176		ios security		ios security		Keyword

		3124027		63		iot botnet		iot botnet		Keyword

		3126042		331		iphone hack		iphone hack		Keyword

		3126211		333		iphone secure boot firmware component		Too specific		Keyword

		3127911		351		iranian hacker		iranian hacker		Keyword

		3130289		37		isac		Information Sharing and Analysis Centers / Information Sharing and Analysis Center		Keyword

		3130559		37		isc2		Cyber security organisation: (ISC)2		Keyword

		3138521		167		itsecurity		itsecurity		Keyword

		3141283		18		jajodia		Cyber security researcher Sushil Jajodia: https://csis.gmu.edu/jajodia/		Keyword

		3146178		21		jeremy hammond		Hacker: https://en.wikipedia.org/wiki/Jeremy_Hammond		Keyword

		3150146		12		john mcafee		john mcafee		Keyword

		3155897		26		julian assange		WikiLeaks: https://en.wikipedia.org/wiki/Julian_Assange		Keyword

		3158487		451		k-anonymity privacy protection		k-anonymity privacy protection		Keyword

		3158528		296		k-anonymization		k-anonymization		Keyword

		3159513		549		kali linux		kali linux		Keyword

		3161189		36		kaspersky		kaspersky		Keyword

		3161476		115		kaspersky internet security		kaspersky internet security		Keyword

		3161499		36		kaspersky lab		kaspersky lab		Keyword

		3161823		6		kaspersky security analyst summit		kaspersky security analyst summit		Keyword

		3164120		63		kelihos botnet		kelihos botnet		Keyword

		3164861		90		kerberos		User authentication protocol		Keyword

		3165480		553		kernel memory corruption		kernel memory corruption		Keyword

		3165488		113		kernel memory infoleak detector		kernel memory infoleak detector		Keyword

		3165616		413		kernel pool overflow		kernel pool overflow		Keyword

		3165642		328		kernel privilege escalation vulnerability		kernel privilege escalation vulnerability		Keyword

		3166275		21		kevin mitnick		kevin mitnick		Keyword

		3166762		129		key cryptography		key cryptography		Keyword

		3166880		307		key distribution		key distribution		Keyword

		3166959		129		key encryption		key encryption		Keyword

		3167136		307		key generation algorithm		key generation algorithm		Keyword

		3167387		312		key logger		key logger		Keyword

		3167578		129		key pair		key pair		Keyword

		3167766		403		key reinstallation attack		key reinstallation attack		Keyword

		3167959		129		key size		key size		Keyword

		3168649		307		keygen		keygen		Keyword

		3168901		312		keylogging		keylogging		Keyword

		3171379		171		kill chain		Not a proper term		Keyword

		3179147		403		krack attack		krack attack		Keyword

		3179872		479		kronos banking trojan		kronos banking trojan		Keyword

		3179936		18		kruegel		Cyber security researcher Christopher Kruegel: https://sites.cs.ucsb.edu/~chris/		Keyword

		3181453		296		l-diversity		l-diversity		Keyword

		3181513		223		l0pht		Hacker group: https://en.wikipedia.org/wiki/L0pht		Keyword

		3190781		90		lastpass		password manager		Keyword

		3225066		475		linux malware		linux malware		Keyword

		3231846		223		lizard squad		Lizard Squad was a black hat hacking group, mainly known for their claims of distributed denial-of-service attacks primarily to disrupt gaming-related services.		Keyword

		3235636		90		local privilege		Access control term		Keyword

		3235653		328		local privilege escalation vulnerability		local privilege escalation vulnerability		Keyword

		3235772		79		local root exploit		https://github.com/5H311-1NJ3C706/local-root-exploits		Keyword

		3238091		393		locky ransomware		https://en.wikipedia.org/wiki/Locky		Keyword

		3249202		516		low orbit ion cannon		Low Orbit Ion Cannon is an open-source network stress testing and denial-of-service attack application, written in C#. LOIC was initially developed by Praetox Technologies, but was later released into the public domain, and now is hosted on several open source platforms.		Keyword

		3252972		224		lulz		https://www.wired.com/2011/11/anonymous-101/		Keyword

		3253207		223		lulzsec		Hacker group: https://en.wikipedia.org/wiki/LulzSec		Keyword

		3256445		475		mac malware		mac malware		Keyword

		3260726		218		magnitude exploit kit		magnitude exploit kit		Keyword

		3267180		465		malicious android app		malicious android app		Keyword

		3267199		465		malicious app		malicious app		Keyword

		3267213		465		malicious application		malicious application		Keyword

		3267276		462		malicious behavior		malicious behavior		Keyword

		3267388		465		malicious code		malicious code		Keyword

		3267484		462		malicious content		malicious content		Keyword

		3267585		467		malicious domain		malicious domain		Keyword

		3267617		462		malicious email		malicious email		Keyword

		3267657		465		malicious executable		malicious executable		Keyword

		3267833		466		malicious insider		malicious insider		Keyword

		3267942		467		malicious link		malicious link		Keyword

		3268142		465		malicious payload		malicious payload		Keyword

		3268156		464		malicious pdf		malicious pdf		Keyword

		3268267		465		malicious program		malicious program		Keyword

		3268634		466		malicious user		malicious user		Keyword

		3268694		467		malicious website		malicious website		Keyword

		3268727		464		malicious word document		malicious word document		Keyword

		3269121		483		malspam		Malware spam: https://blog.malwarebytes.com/threats/malspam/		Keyword

		3269230		258		maltego		Digital forensics software: https://en.wikipedia.org/wiki/Maltego		Keyword

		3269376		484		malvertise		Better change to "malvertising": https://en.wikipedia.org/wiki/Malvertising		Keyword

		3269384		484		malvertise campaign		malvertise campaign		Keyword

		3269848		310		malware analysis system		malware analysis system		Keyword

		3269861		310		malware analysis tool		malware analysis tool		Keyword

		3269890		310		malware analyst		malware analyst		Keyword

		3270026		43		malware attack		malware attack		Keyword

		3270097		310		malware attribute enumeration		malware attribute enumeration		Keyword

		3270116		314		malware author		Not useful		Keyword

		3270241		310		malware behavior		malware behavior		Keyword

		3270430		313		malware campaign		malware campaign		Keyword

		3270971		315		malware detection		malware detection		Keyword

		3271002		315		malware detection method		malware detection method		Keyword

		3271023		315		malware detection system		malware detection system		Keyword

		3271544		43		malware family		malware family		Keyword

		3272139		313		malware infection		malware infection		Keyword

		3272987		315		malware protection		malware protection		Keyword

		3272995		315		malware protection engine		malware protection engine		Keyword

		3273256		314		malware sample		Not useful		Keyword

		3273724		313		malware target		malware target		Keyword

		3273926		313		malware threat		malware threat		Keyword

		3274117		43		malware variant		malware variant		Keyword

		3274287		314		malware writer		not a proper term		Keyword

		3274595		116		malwarebytes		Cyber security software: https://en.wikipedia.org/wiki/Malwarebytes_(software)		Keyword

		3274966		56		man-in-the-middle		man-in-the-middle		Keyword

		3274967		56		man-in-the-middle attack		man-in-the-middle attack		Keyword

		3275307		164		manage cyber risk		manage cyber risk		Keyword

		3276010		429		managed security service		managed security service		Keyword

		3278784		36		mandiant		Cyber security company: https://en.wikipedia.org/wiki/Mandiant		Keyword

		3282982		18		marcus hutchins		person		Keyword

		3286648		12		mary ann davidson		CSO at Oracle		Keyword

		3287872		540		mass surveillance		Loosely related especially on privacy		Keyword

		3289423		548		master boot record		master boot record		Keyword

		3289495		129		master decryption key		master decryption key		Keyword

		3289566		129		master key		master key		Keyword

		3297579		136		md5 hash		md5 hash		Keyword

		3307395		300		memory analysis		technique for security analysis		Keyword

		3307523		416		memory corruption bug		memory corruption bug		Keyword

		3307549		569		memory corruption vulnerability		memory corruption vulnerability		Keyword

		3307669		258		memory forensic		memory forensic		Keyword

		3311333		388		message authentication code		message authentication code		Keyword

		3314100		516		metasploit framework		metasploit framework		Keyword

		3314145		516		metasploit module		metasploit module		Keyword

		3314617		43		meterpreter		Security term: https://www.offensive-security.com/metasploit-unleashed/about-meterpreter/		Keyword

		3324340		434		microsoft security bulletin		microsoft security bulletin		Keyword

		3324358		115		microsoft security essentials		microsoft security essentials		Keyword

		3324368		210		microsoft security intelligence report		microsoft security intelligence report		Keyword

		3329106		494		millionmaskmarch		Cyber security related protest event: Million Mask March: https://en.wikipedia.org/wiki/Million_Mask_March		Keyword

		3329712		365		mimikatz		https://github.com/gentilkiwi/mimikatz		Keyword

		3331197		256		mini123		Magnetic Stripe Credit Card Reader sub model name		Keyword

		3334238		485		mirai		Malware: https://en.wikipedia.org/wiki/Mirai_(malware)		Keyword

		3335040		74		misconfiguration		General term, but can have security implications		Keyword

		3335709		335		misp		Project: https://www.misp-project.org/		Keyword

		3338554		56		mitm		Man-in-the-Middle		Keyword

		3338567		56		mitm attack		mitm attack		Keyword

		3338792		244		mitre corporation		mitre corporation		Keyword

		3340792		176		mobile app security		mobile app security		Keyword

		3341202		176		mobile device security		mobile device security		Keyword

		3341686		176		mobile phone hacking		mobile phone hacking		Keyword

		3341813		176		mobile pwn2own		mobile pwn2own		Keyword

		3342101		176		mobile threat		mobile threat		Keyword

		3342382		176		mobilesecurity		mobilesecurity		Keyword

		3350270		20		money mule		A money mule, sometimes called a "smurfer," is a person who transfers money acquired illegally (e.g., stolen) in person, through a courier service, or electronically, on behalf of others. Typically, the mule is paid for services with a small part of the money transferred.		Keyword

		3359718		499		mrrobot		Movie describing cyber security: https://en.wikipedia.org/wiki/Mr._Robot		Keyword

		3360350		424		ms17-010		Security patch: https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010		Keyword

		3361228		521		msr2000		Magnetic Stripe Credit Card Reader		Keyword

		3361229		521		msr206		Magnetic Stripe Reader		Keyword

		3361233		521		msr3000		Magnetic Stripe Credit Card Reader		Keyword

		3361234		521		msr400		Magnetic Stripe Credit Card Reader		Keyword

		3361235		521		msr500m		Magnetic Stripe Credit Card Reader		Keyword

		3361237		521		msr505		Magnetic Swipe Card Reader		Keyword

		3361333		429		mssp		managed security service provider		Keyword

		3365230		459		multiparty unconditionally secure protocol		multiparty unconditionally secure protocol		Keyword

		3366179		522		multiple heap buffer overflow		multiple heap buffer overflow		Keyword

		3377455		474		national crime agency		They have a cybercrime unit.		Keyword

		3377479		30		national critical infrastructure		national critical infrastructure		Keyword

		3377528		344		national cyber incident response plan		national cyber incident response plan		Keyword

		3377548		37		national cyber security alliance		national cyber security alliance		Keyword

		3377598		491		national cyber security strategy		national cyber security strategy		Keyword

		3377631		3		national cybersecurity awareness		national cybersecurity awareness		Keyword

		3377634		3		national cybersecurity awareness month		national cybersecurity awareness month		Keyword

		3377688		277		national data protection authority		national data protection authority		Keyword

		3378624		491		national security letter		national security letter		Keyword

		3378874		75		national vulnerability database		national vulnerability database		Keyword

		3379734		288		nato ccd coe		The NATO Cooperative Cyber Defence Centre of Excellence is a multinational and interdisciplinary hub of cyber defence expertise.		Keyword

		3379781		288		nato cooperative cyber defence centre		nato cooperative cyber defence centre		Keyword

		3382532		3		ncsam		National Cybersecurity Awareness Month: https://staysafeonline.org/ncsam/		Keyword

		3383887		63		necurs		Botnet: https://en.wikipedia.org/wiki/Necurs_botnet		Keyword

		3386905		234		nessus		Security software: https://en.wikipedia.org/wiki/Nessus_(software)		Keyword

		3387461		581		net neutrality rule		net neutrality rule		Keyword

		3387927		525		netcat		Network security and forensics tool: https://en.wikipedia.org/wiki/Netcat		Keyword

		3388413		36		netgear		Cyber security company: https://en.wikipedia.org/wiki/Netgear		Keyword

		3388956		36		netsec		netsec		Keyword

		3390638		90		network access control		network access control		Keyword

		3391829		428		network flow data		network flow data		Keyword

		3392211		231		network intrusion detection system		network intrusion detection system		Keyword

		3393116		428		network security analysis		network security analysis		Keyword

		3393234		428		network security monitoring		network security monitoring		Keyword

		3393776		428		network traffic analysis		network traffic analysis		Keyword

		3393806		428		network traffic data		network traffic data		Keyword

		3394177		231		network-based intrusion detection system		network-based intrusion detection system		Keyword

		3406314		491		nist cybersecurity framework		nist cybersecurity framework		Keyword

		3407784		526		nmap		https://nmap.org/		Keyword

		3410425		494		nolove4usgov		Compaign for freeing Lauri Love: https://twitter.com/hashtag/nolove4usgov?lang=en		Keyword

		3421427		394		notpetya		https://en.wikipedia.org/wiki/Petya_(malware)		Keyword

		3424546		349		nsa malware staging server		nsa malware staging server		Keyword

		3424927		156		nsa spy		nsa spy		Keyword

		3425005		540		nsa surveillance		nsa surveillance		Keyword

		3426751		39		nuclear exploit kit		nuclear exploit kit		Keyword

		3429125		75		nvd		National Vulnerability Database: https://nvd.nist.gov/		Keyword

		3430932		37		oasis cyber threat intelligence		oasis cyber threat intelligence		Keyword

		3431016		92		oauth		Security technology: https://en.wikipedia.org/wiki/OAuth		Keyword

		3432087		572		obfuscation technique		obfuscation technique		Keyword

		3438963		541		offensive community		Not useful		Keyword

		3443599		88		offsec		Offensive Security		Keyword

		3448213		524		ollydbg		Reverse engineering tool: https://en.wikipedia.org/wiki/OllyDbg		Keyword

		3451499		503		onion service		onion service		Keyword

		3461280		69		online dating scams		online dating scams		Keyword

		3464907		453		online safety		online safety		Keyword

		3469511		549		openbsd		OpenBSD is a free and open-source, security-focused, Unix-like operating system based on the Berkeley Software Distribution. Theo de Raadt created OpenBSD in 1995 by forking NetBSD. According to de Raadt, OpenBSD is a research operating system for developing security mitigations.		Keyword

		3469730		74		openflow		General networking term, but connection with security is strong enough.		Keyword

		3469871		423		openioc		Incident management: https://www.fireeye.com/blog/threat-research/2013/10/openioc-basics.html		Keyword

		3470335		145		openssh		openssh		Keyword

		3470388		141		openssl		openssl		Keyword

		3471172		506		openvpn		Cyber security software: https://en.wikipedia.org/wiki/OpenVPN		Keyword

		3473103		167		operational security		operational security		Keyword

		3474495		39		opisrael		Attack: https://en.wikipedia.org/wiki/OpIsrael		Keyword

		3479664		427		oreillysecurity		oreillysecurity		Keyword

		3485563		353		oscp		Offensive Security Certified Professional: https://en.wikipedia.org/wiki/Offensive_Security_Certified_Professional		Keyword

		3485761		171		osint		https://en.wikipedia.org/wiki/Open-source_intelligence		Keyword

		3497194		449		owasp		https://en.wikipedia.org/wiki/OWASP		Keyword

		3497451		449		owasp zed attack proxy		owasp zed attack proxy		Keyword

		3501392		54		packet loss		packet loss		Keyword

		3501572		430		packet trace anonymization		packet trace anonymization		Keyword

		3501778		4		pacsec		Cyber security event: https://pacsec.jp/		Keyword

		3504546		36		palo alto networks		palo alto networks		Keyword

		3504826		575		panama papers		The Panama Papers are 11.5 million leaked documents that detail financial and attorney–client information for more than 214,488 offshore entities		Keyword

		3516114		193		passphrase		passphrase		Keyword

		3516481		438		password crack		password crack		Keyword

		3516519		438		password crack tool		password crack tool		Keyword

		3516530		438		password cracker		password cracker		Keyword

		3516734		375		password hash		password hash		Keyword

		3516842		90		password management		password management		Keyword

		3516862		93		password manager		password manager		Keyword

		3517096		539		password recovery		password recovery		Keyword

		3517151		539		password reset		password reset		Keyword

		3517227		167		password security		password security		Keyword

		3517846		567		pastebin		General online service, but connection with security is strong enough: https://en.wikipedia.org/wiki/Pastebin		Keyword

		3518549		424		patch management		patch management		Keyword

		3524285		378		payment card breach		payment card breach		Keyword

		3524291		376		payment card data		payment card data		Keyword

		3525390		559		pcap		General term, but connections with security is strong enough.		Keyword

		3525663		377		pci dss		The Payment Card Industry Data Security Standard (PCI DSS) is an information security standard for organizations that handle branded credit cards from the major card schemes.		Keyword

		3528516		326		pegasus ios kernel vulnerability		pegasus ios kernel vulnerability		Keyword

		3528961		11		pen tester		pen tester		Keyword

		3528968		90		pen testing		pen testing		Keyword

		3529571		12		penetration tester		penetration tester		Keyword

		3529585		519		penetration testing		penetration testing		Keyword

		3530544		12		pentester		pentester		Keyword

		3530616		519		pentesting		pentesting		Keyword

		3537781		90		permissions		permissions		Keyword

		3540084		447		personal data breach		personal data breach		Keyword

		3540175		444		personal data protection		personal data protection		Keyword

		3543206		394		petya ransomware		https://en.wikipedia.org/wiki/Petya_(malware)		Keyword

		3543704		544		pgp key		pgp key		Keyword

		3543750		544		pgp public key		pgp public key		Keyword

		3543751		544		pgp public key block		pgp public key block		Keyword

		3546770		21		phineas fisher hack hacking team		Need to be simplified to the name of the hacker "Phineas Fisher".		Keyword

		3547123		69		phish site		phish site		Keyword

		3547306		69		phishing attack		phishing attack		Keyword

		3547480		494		phishing campaign		phishing campaign		Keyword

		3547655		69		phishing email		phishing email		Keyword

		3548023		69		phishing scam		phishing scam		Keyword

		3548193		69		phishing site		phishing site		Keyword

		3550918		541		phrack		Hacker magazine: https://en.wikipedia.org/wiki/Phrack		Keyword

		3555048		277		pii		personally identifiable information (it may have other meanings)		Keyword

		3556495		376		pin code		pin code		Keyword

		3557791		500		pirate bay		Piracy service: https://en.wikipedia.org/wiki/The_Pirate_Bay		Keyword

		3566808		78		poc exploit		poc exploit		Keyword

		3568700		60		poisoning attack		poisoning attack		Keyword

		3574914		31		ponemon		Cyber security organisation: https://www.ponemon.org/		Keyword

		3574919		31		ponemon institute		The Ponemon Institute is a private research organization that conducts independent research on privacy, data protection and information security policy.		Keyword

		3579834		519		port scan		Better change to "port scanning"		Keyword

		3580908		43		pos malware		pos malware		Keyword

		3584163		388		post-quantum		This is mostly about post-quantum crypto. Check duplication.		Keyword

		3588890		329		powershell code injection vulnerability		powershell code injection vulnerability		Keyword

		3589179		554		powershell script		This is general but may be argued based on strong connections with security.		Keyword

		3589363		554		powerview		Security tool: https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon		Keyword

		3590388		310		practical malware analysis		practical malware analysis		Keyword

		3604312		303		preserve data mining		preserve data mining		Keyword

		3615539		156		privacy breach		privacy breach		Keyword

		3615863		295		privacy constraint		privacy constraint		Keyword

		3616252		305		privacy enhancing technologies		privacy enhancing technologies		Keyword

		3616535		156		privacy impact		privacy impact		Keyword

		3616538		156		privacy impact assessment		privacy impact assessment		Keyword

		3616949		295		privacy model		privacy model		Keyword

		3617241		297		privacy preservation		privacy preservation		Keyword

		3617384		303		privacy preserving data mining		privacy preserving data mining		Keyword

		3617391		304		privacy preserving data publishing		privacy preserving data publishing		Keyword

		3617652		295		privacy requirement		privacy requirement		Keyword

		3617884		295		privacy setting		privacy setting		Keyword

		3617904		577		privacy shield		privacy shield		Keyword

		3618266		295		privacy-aware access control		privacy-aware access control		Keyword

		3618527		297		privacy-preserving		privacy-preserving		Keyword

		3618592		300		privacy-preserving data analysis		privacy-preserving data analysis		Keyword

		3618602		303		privacy-preserving data mining		privacy-preserving data mining		Keyword

		3618619		304		privacy-preserving data publishing		privacy-preserving data publishing		Keyword

		3620261		295		private proxy		General term, connections with security is strong enough.		Keyword

		3621146		414		privilege escalation exploit		privilege escalation exploit		Keyword

		3625492		364		process explorer		Security tool: https://en.wikipedia.org/wiki/Process_Explorer		Keyword

		3625666		329		process injection		process injection		Keyword

		3625669		329		process injection technique		process injection technique		Keyword

		3625941		277		process personal data		process personal data		Keyword

		3628537		343		product security incident response team		product security incident response team		Keyword

		3629747		23		professional hacker		professional hacker		Keyword

		3654037		529		psexec		PsExec is a light-weight telnet-replacement that lets you execute processes on other systems, complete with full interactivity for console		Keyword

		3656064		130		public key certificate		public key certificate		Keyword

		3656090		130		public key cryptography		public key cryptography		Keyword

		3656100		130		public key cryptosystem		public key cryptosystem		Keyword

		3656118		130		public key encryption		public key encryption		Keyword

		3656136		345		public key infrastructure certificate		public key infrastructure certificate		Keyword

		3656163		142		public key pinning		public key pinning		Keyword

		3665130		244		pwc		Company with strong cyber security presence: https://en.wikipedia.org/wiki/PricewaterhouseCoopers		Keyword

		3665381		370		pwn2own		https://en.wikipedia.org/wiki/Pwn2Own		Keyword

		3665713		433		pwnie		Pwnie Award: https://en.wikipedia.org/wiki/Pwnie_Awards		Keyword

		3671292		558		quasi-identifier		https://en.wikipedia.org/wiki/Quasi-identifier		Keyword

		3671429		549		qubes		Security focused OS: https://en.wikipedia.org/wiki/Qubes_OS		Keyword

		3671471		167		qubes security bulletin		qubes security bulletin		Keyword

		3673786		36		quick heal antivirus		quick heal antivirus		Keyword

		3676330		534		race condition		A race condition or race hazard is the behavior of an electronics, software, or other system where the system's substantive behavior is dependent on the sequence or timing of other uncontrollable events. It becomes a bug when one or more of the possible behaviors is undesirable.		Keyword

		3677110		524		radare2		Reverse engineering software: https://en.wikipedia.org/wiki/Radare2		Keyword

		3680169		45		ramnit		Malware: https://en.wikipedia.org/wiki/Ramnit		Keyword

		3683190		44		ransomware attack		ransomware attack		Keyword

		3683370		44		ransomware campaign		ransomware campaign		Keyword

		3683516		44		ransomware decryption tool		ransomware decryption tool		Keyword

		3684056		44		ransomware outbreak		ransomware outbreak		Keyword

		3684464		82		ransomware threat		ransomware threat		Keyword

		3685125		36		rapid7		Cyber security company: https://www.rapid7.com/		Keyword

		3689712		325		re-identification		re-identification		Keyword

		3696434		386		realworldcrypto		Real World Crypto Symposium: https://rwc.iacr.org/		Keyword

		3701186		4		recon		Cyber security conference: https://recon.cx/		Keyword

		3701383		407		reconmtl		REcon: Annual reverse engineering and security conference held in Montreal. ... Next Recon Montreal will be 19-21 of June 2020. ... Recon was the last conference on my infosec bucket list!		Keyword

		3705424		21		redhack		redhack		Keyword

		3705821		482		redoctober		Malware: https://en.wikipedia.org/wiki/Red_October_(malware)		Keyword

		3705974		527		redteam		redteam		Keyword

		3708388		329		reflect xss		reflected xss		Keyword

		3709667		367		regin		Regin is a sophisticated malware and hacking toolkit used by United States' National Security Agency (NSA) and its British counterpart, the Government ...		Keyword

		3709889		330		regional advanced threat report		regional advanced threat report		Keyword

		3719839		524		remnux		Reserve engineering tool REMnux: https://remnux.org/		Keyword

		3720050		54		remote attack		remote attack		Keyword

		3720174		371		remote code exec		remote code exec		Keyword

		3720183		371		remote code execution		remote code execution		Keyword

		3720199		371		remote code execution exploit		remote code execution exploit		Keyword

		3720202		371		remote code execution flaw		covered by remote code execution		Keyword

		3720218		371		remote code execution vuln		not a proper phrase		Keyword

		3720221		327		remote code execution vulnerability		remote code execution vulnerability		Keyword

		3720250		327		remote command execution vulnerability		remote command execution vulnerability		Keyword

		3720361		529		remote desktop		Should be made equal to "remote administration tool"		Keyword

		3720387		529		remote desktop protocol		remote desktop protocol		Keyword

		3720477		529		remote exploit		remote exploit		Keyword

		3720502		514		remote file inclusion		remote file inclusion		Keyword

		3720726		416		remote memory corruption		remote memory corruption		Keyword

		3720728		569		remote memory corruption vulnerability		remote memory corruption vulnerability		Keyword

		3720932		52		remote root exploit		remote root exploit		Keyword

		3720986		219		remote shell		Should be made equal to "remote administration tool"		Keyword

		3721442		534		remotely exploitable		remotely exploitable		Keyword

		3721449		534		remotely exploitable flaw		remotely exploitable flaw		Keyword

		3721463		472		remotely exploitable type confusion		remotely exploitable type confusion		Keyword

		3726037		442		report data breach		not a proper phrase		Keyword

		3730642		178		reputation system		General term, connections with security is strong enough.		Keyword

		3740384		321		responsible disclosure		responsible disclosure		Keyword

		3749400		239		reverse engineering malware		reverse engineering malware		Keyword

		3749701		41		reverse shell		Attacking mechanism: https://resources.infosecinstitute.com/icmp-reverse-shell/		Keyword

		3754310		218		rig exploit kit		rig exploit kit		Keyword

		3756997		160		risk assessment process		risk assessment process		Keyword

		3757782		164		risk management approach		risk management approach		Keyword

		3757828		164		risk management framework		risk management framework		Keyword

		3757890		160		risk management process		risk management process		Keyword

		3757932		164		risk management solution		risk management solution		Keyword

		3757938		164		risk management strategy		risk management strategy		Keyword

		3757974		150		risk manager		risk manager		Keyword

		3758078		165		risk mitigation		risk mitigation		Keyword

		3758105		165		risk mitigation strategy		risk mitigation strategy		Keyword

		3764036		195		role base access control		role base access control		Keyword

		3764316		195		role-based access control model		role-based access control model		Keyword

		3765486		90		root access		Access control term		Keyword

		3765619		79		root exploit		root exploit		Keyword

		3765779		195		root privilege		root privilege		Keyword

		3769562		414		rowhammer		Security issue: https://en.wikipedia.org/wiki/Row_hammer		Keyword

		3770563		128		rsa key		rsa key		Keyword

		3770864		399		rsac		RSA Conference		Keyword

		3771413		4		rsac2017		RAS Conference 2017		Keyword

		3777759		351		russian hackers		russian hackers		Keyword

		3782758		3		safer internet day		safer internet day		Keyword

		3785205		16		samarati		person		Keyword

		3788066		78		sandbox escape		Not a proper term		Keyword

		3788316		172		sandboxing		Security mechanism		Keyword

		3789282		36		sans institute		sans institute		Keyword

		3789294		341		sans internet storm center		https://isc.sans.edu/		Keyword

		3795310		20		scammer		scammer		Keyword

		3799058		12		schneier		Cyber security expert Bruce Schneier		Keyword

		3799791		3		school security awareness training		school security awareness training		Keyword

		3803635		223		script kiddie		Hacker: https://en.wikipedia.org/wiki/Script_kiddie		Keyword

		3808722		129		secret key		secret key		Keyword

		3809181		119		secret sharing		secret sharing		Keyword

		3810056		374		sectf		Event: https://www.social-engineer.org/sevillage-def-con/the-sectf/		Keyword

		3811252		501		secure communication channel		secure communication channel		Keyword

		3811315		459		secure computing		secure computing		Keyword

		3811716		176		secure enclave		secure enclave		Keyword

		3812264		470		secure messaging app		secure messaging app		Keyword

		3812341		459		secure multi-party computation		secure multi-party computation		Keyword

		3812375		459		secure multiparty computation		secure multiparty computation		Keyword

		3812680		470		secure protocol		secure protocol		Keyword

		3812932		144		secure socket layer		secure socket layer		Keyword

		3813527		336		securelist		Website: https://securelist.com/		Keyword

		3814376		380		security alert		security alert		Keyword

		3814470		380		security analysis		security analysis		Keyword

		3814513		12		security analyst		security analyst		Keyword

		3814534		380		security analytic		security analytic		Keyword

		3814675		364		security application		security application		Keyword

		3814735		380		security architecture		security architecture		Keyword

		3814810		480		security assertion markup language		security assertion markup language		Keyword

		3814903		39		security attack		security attack		Keyword

		3815009		380		security automation		security automation		Keyword

		3815049		3		security awareness campaign		security awareness campaign		Keyword

		3815094		3		security awareness month		security awareness month		Keyword

		3815137		3		security awareness program		security awareness program		Keyword

		3815179		3		security awareness training		security awareness training		Keyword

		3815387		337		security blog		security blog		Keyword

		3815395		433		security blogger award		European Security Blog Awards do exist.		Keyword

		3815650		332		security bug bounty program		security bug bounty program		Keyword

		3815816		380		security capability		security capability		Keyword

		3815890		288		security center		security center		Keyword

		3816349		28		security community		security community		Keyword

		3816660		141		security content automation protocol		security content automation protocol		Keyword

		3816775		88		security controls		security controls		Keyword

		3817483		1		security domain		security domain		Keyword

		3817732		15		security engineer		security engineer		Keyword

		3817751		380		security engineering		security engineering		Keyword

		3817858		380		security evaluation		security evaluation		Keyword

		3818427		424		security fix		security fix		Keyword

		3818443		534		security flaw		security flaw		Keyword

		3818501		38		security folk		security folk		Keyword

		3818559		423		security framework		security framework		Keyword

		3818645		380		security game		security game		Keyword

		3818672		380		security gap		security gap		Keyword

		3818805		380		security guide		security guide		Keyword

		3819239		346		security incident handling		security incident handling		Keyword

		3819259		346		security incident management		security incident management		Keyword

		3819303		343		security incident response team		security incident response team		Keyword

		3820144		380		security landscape		security landscape		Keyword

		3820210		12		security leader		security leader		Keyword

		3820556		172		security management system		security management system		Keyword

		3820705		380		security mechanism		security mechanism		Keyword

		3820768		380		security metric		security metric		Keyword

		3820878		172		security model		security model		Keyword

		3820960		380		security monitoring		security monitoring		Keyword

		3821407		490		security operation team		security operation team		Keyword

		3821421		288		security operations center		security operations center		Keyword

		3821550		10		security paradigms workshop		security paradigms workshop		Keyword

		3821551		380		security parameter		security parameter		Keyword

		3821578		424		security patch		security patch		Keyword

		3821799		380		security podcast		security podcast		Keyword

		3821961		380		security posture		security posture		Keyword

		3821987		172		security practice		security practice		Keyword

		3822005		12		security practitioner		security practitioner		Keyword

		3822030		380		security prediction		security prediction		Keyword

		3822184		318		security pro		security pro		Keyword

		3822244		172		security process		security process		Keyword

		3822443		380		security property		security property		Keyword

		3822486		184		security protection		security protection		Keyword

		3822762		210		security report		security report		Keyword

		3822875		18		security researcher		security researcher		Keyword

		3823061		342		security response		security response		Keyword

		3823112		160		security risk analysis		security risk analysis		Keyword

		3823161		160		security risk management		security risk management		Keyword

		3823342		380		security scanner		security scanner		Keyword

		3823507		429		security service provider		security service provider		Keyword

		3823537		380		security setting		security setting		Keyword

		3823595		380		security skill		too general		Keyword

		3823701		380		security solution		Not useful (too general)		Keyword

		3823837		173		security standard		security standard		Keyword

		3823872		36		security startup		not a proper term		Keyword

		3824021		380		security suite		security suite		Keyword

		3824031		6		security summit		security summit		Keyword

		3824099		7		security symposium		Too general to be useful		Keyword

		3824140		243		security systems		security systems		Keyword

		3824310		210		security technical report		security technical report		Keyword

		3824325		380		security technology		security technology		Keyword

		3824409		365		security testing		security testing		Keyword

		3824536		330		security threat report		security threat report		Keyword

		3824705		112		security training		security training		Keyword

		3824906		429		security vendor		security vendor		Keyword

		3825228		422		security white paper		security white paper		Keyword

		3836570		557		sensitive attribute disclosure		sensitive attribute disclosure		Keyword

		3836623		557		sensitive attribute value		sensitive attribute value		Keyword

		3837001		277		sensitive personal data		sensitive personal data		Keyword

		3837142		557		sensitive value		Maybe too general?		Keyword

		3841716		520		server crash		server crash		Keyword

		3842989		41		server-side template injection		server-side template injection		Keyword

		3847081		41		session hijacking		session hijacking		Keyword

		3847127		129		session key		session key		Keyword

		3850005		471		sevillage		Social Engineer Village: https://www.social-engineer.org/social-engineer-village/		Keyword

		3850953		378		sfo		Serious Fraud Office		Keyword

		3851395		137		sha-1 collision		sha-1 collision		Keyword

		3851513		137		sha1		sha1		Keyword

		3851697		141		sha256		sha256		Keyword

		3852087		565		shadowbroker		Hacker group: https://en.wikipedia.org/wiki/The_Shadow_Brokers		Keyword

		3852192		565		shadowbrokers		shadowbrokers		Keyword

		3852992		42		shamoon		Malware: https://en.wikipedia.org/wiki/Shamoon		Keyword

		3857544		219		shellcode		In hacking, a shellcode is a small piece of code used as the payload in the exploitation of a software vulnerability.		Keyword

		3857754		409		shellshock		Software bug: https://en.wikipedia.org/wiki/Shellshock_(software_bug)		Keyword

		3860131		4		shmoocon		https://en.wikipedia.org/wiki/ShmooCon		Keyword

		3865008		114		siem		Security information and event management		Keyword

		3866800		501		signal desktop		Fast, simple, secure. Privacy that fits in your pocket. https://github.com/signalapp/Signal-Desktop		Keyword

		3867888		129		signing key		signing key		Keyword

		3886372		247		smart contract		smart contract		Keyword

		3891076		219		sniffer		Security and attacking tool		Keyword

		3893604		68		social engineering attack		social engineering attack		Keyword

		3893735		68		social engineering technique		social engineering technique		Keyword

		3894318		167		social media security		social media security		Keyword

		3894372		540		social media surveillance		social media surveillance		Keyword

		3895435		20		socialengineer		socialengineer		Keyword

		3895762		68		socialengineering		socialengineering		Keyword

		3897220		141		socks5		General network protocol, with security enhancing features: https://en.wikipedia.org/wiki/SOCKS#SOCKS5		Keyword

		3897408		564		sofacy		Ahttps://en.wikipedia.org/wiki/Fancy_Bear		Keyword

		3898854		32		software engineering institute		Famous body at CMU covering security as well: https://www.sei.cmu.edu/		Keyword

		3899721		80		software security vulnerability		software security vulnerability		Keyword

		3900003		80		software vulnerability		software vulnerability		Keyword

		3904770		349		sony hack		Change to "Sony Pictures Hack" https://en.wikipedia.org/wiki/Sony_Pictures_hack		Keyword

		3905485		257		sophisticated cyber attack		sophisticated cyber attack		Keyword

		3905920		36		sophos		Cyber security company		Keyword

		3907673		445		source code leak		source code leak		Keyword

		3912022		523		spam campaign		spam campaign		Keyword

		3912308		523		spam email		spam email		Keyword

		3912419		430		spam filter		spam filter		Keyword

		3915040		70		spear phishing attack		spear phishing attack		Keyword

		3915065		70		spear phishing email		spear phishing email		Keyword

		3915098		70		spear-phishing		spear-phishing		Keyword

		3915242		70		spearphishing		spearphishing		Keyword

		3922221		61		spoof attack		spoof attack		Keyword

		3925311		367		spy tool		spy tool		Keyword

		3925406		46		spyeye		Malware: https://en.wikipedia.org/wiki/SpyEye		Keyword

		3925984		50		sql injection attack		sql injection attack		Keyword

		3926021		518		sql injection exploitation tool		sql injection exploitation tool		Keyword

		3926023		50		sql injection flaw		sql injection flaw		Keyword

		3926112		329		sql injection vulnerability		sql injection vulnerability		Keyword

		3926339		50		sqli		SQL Injection (SQLi) is one of the many web attack mechanisms used by hackers to steal data. It is perhaps one of the most common application layer attacks.		Keyword

		3926486		364		sqlmap		Security tool: https://en.wikipedia.org/wiki/Sqlmap		Keyword

		3928371		90		ssid		WiFi ID, more networking term, but connections with security is strong enough.		Keyword

		3928466		144		ssl certificate		ssl certificate		Keyword

		3929537		319		stack buffer overflow		stack buffer overflow		Keyword

		3930628		409		stagefright		Software bug: https://en.wikipedia.org/wiki/Stagefright_(bug)		Keyword

		3937945		365		static analysis		General term, but connections with security is strong enough		Keyword

		3938011		365		static analysis technique		static analysis technique		Keyword

		3938018		300		static analysis tool		static analysis tool		Keyword

		3938965		297		statistical disclosure control		Security / privacy protection mechanism		Keyword

		3939847		295		stay anonymous		stay anonymous		Keyword

		3940082		336		stay safe online		Security website: https://staysafeonline.org/		Keyword

		3941619		20		stealer		Although general term, connection with security is strong enough.		Keyword

		3944784		331		stingray		Stingray phone tracker: https://en.wikipedia.org/wiki/Stingray_phone_tracker		Keyword

		3946110		18		stolfo		Cyber security researcher Salvatore J. Stolfo: https://en.wikipedia.org/wiki/Salvatore_J._Stolfo		Keyword

		3955336		190		strong authentication		strong authentication		Keyword

		3957266		82		structured threat		structured threat		Keyword

		3960150		45		stuxnet		Stuxnet is a malicious computer worm, first uncovered in 2010, thought to have been in development since at least 2005. Stuxnet targets SCADA systems and is believed to be responsible for causing substantial damage to Iran's nuclear program.		Keyword

		3965830		408		sudo		Access control term		Keyword

		3973145		39		supply chain attack		supply chain attack		Keyword

		3973233		150		supply chain risk		supply chain risk		Keyword

		3973236		150		supply chain risk management		supply chain risk management		Keyword

		3975005		494		support jeremy hammond		Event/campaign		Keyword

		3985848		364		symantec		symantec		Keyword

		3986142		115		symantec endpoint protection		symantec endpoint protection		Keyword

		3986234		330		symantec internet security threat report		symantec internet security threat report		Keyword

		3987005		121		symmetric encryption		symmetric encryption		Keyword

		3987028		121		symmetric key		symmetric key		Keyword

		3987272		57		syn flood		A SYN flood is a form of denial-of-service attack in which an attacker sends a succession of SYN requests to a target's system in an attempt to consume enough server resources to make the system unresponsive to legitimate traffic.		Keyword

		3989090		223		syrian electronic army		Hacker group: https://en.wikipedia.org/wiki/Syrian_Electronic_Army		Keyword

		3989456		195		sysadmin		Access control term		Keyword

		3989733		481		sysmon		General security tool on Windows: https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon		Keyword

		3992390		432		system security symposium		system security symposium		Keyword

		3994130		296		t-closeness		Privacy metric		Keyword

		4013783		529		teamviewer		Remote access software (https://en.wikipedia.org/wiki/TeamViewer), connection with security is strong.		Keyword

		4015112		69		tech support scam		tech support scam		Keyword

		4027337		390		teslacrypt		Malware: https://en.wikipedia.org/wiki/TeslaCrypt		Keyword

		4029930		331		text message interception		text message interception		Keyword

		4029933		331		text message interception hack		text message interception hack		Keyword

		4034276		356		thesas2016		Kaspersky Security Analyst Summit 2016		Keyword

		4034356		356		thesas2017		Kaspersky Security Analyst Summit (SAS) 2017		Keyword

		4034462		356		thesas2018		Kaspersky Security Analyst Summit 2018		Keyword

		4037584		340		threat actor target		threat actor target		Keyword

		4037636		340		threat agent		threat agent		Keyword

		4037692		339		threat analysis		threat analysis		Keyword

		4037726		12		threat analyst		threat analyst		Keyword

		4038070		339		threat detection		threat detection		Keyword

		4038386		339		threat hunting		threat hunting		Keyword

		4038467		340		threat indicator		threat indicator		Keyword

		4038632		12		threat intelligence analyst		threat intelligence analyst		Keyword

		4038680		335		threat intelligence data		threat intelligence data		Keyword

		4038703		294		threat intelligence exchange		threat intelligence exchange		Keyword

		4038714		335		threat intelligence feed		threat intelligence feed		Keyword

		4038818		335		threat intelligence platform		threat intelligence platform		Keyword

		4038880		210		threat intelligence report		threat intelligence report		Keyword

		4038897		335		threat intelligence service		threat intelligence service		Keyword

		4038919		335		threat intelligence share platform		threat intelligence share platform		Keyword

		4038932		294		threat intelligence sharing		not a proper term		Keyword

		4039213		339		threat mitigation		threat mitigation		Keyword

		4039230		340		threat model		threat model		Keyword

		4039279		340		threat modeling		threat modeling		Keyword

		4039507		339		threat protection		threat protection		Keyword

		4040295		36		threatconnect		Cyber security company: https://en.wikipedia.org/wiki/ThreatConnect		Keyword

		4041048		171		threatintelligence		threatintelligence		Keyword

		4048619		202		timing attack		timing attack		Keyword

		4051718		298		tlp traffic light protocol		tlp traffic light protocol		Keyword

		4059572		364		tor browser		tor browser		Keyword

		4059588		364		tor browser bundle		tor browser bundle		Keyword

		4059769		503		tor exit node		tor exit node		Keyword

		4059845		503		tor hidden		tor hidden		Keyword

		4059848		503		tor hidden service		tor hidden service		Keyword

		4059944		430		tor network		tor network		Keyword

		4059954		452		tor node		tor node		Keyword

		4059962		452		tor node operator		tor node operator		Keyword

		4059988		503		tor onion service		tor onion service		Keyword

		4060029		503		tor project		https://www.torproject.org/		Keyword

		4060073		503		tor relay		tor relay		Keyword

		4060172		503		tor user		not a proper term		Keyword

		4067196		293		tradecraft		General term, but connection with security is strong enough: https://en.wikipedia.org/wiki/Tradecraft		Keyword

		4067509		90		traditional access control		traditional access control		Keyword

		4068887		100		traffic light protocol		traffic light protocol		Keyword

		4073879		428		transport layer security		transport layer security		Keyword

		4076561		36		trend micro		Cyber security company: https://en.wikipedia.org/wiki/Trend_Micro		Keyword

		4076625		115		trend micro internet security		trend micro internet security		Keyword

		4076845		36		trendmicro		trendmicro		Keyword

		4077059		373		trevorforget		WiFi hacking training: https://twitter.com/hashtag/trevorforget?lang=en		Keyword

		4078295		46		trickbot		Malware: https://blog.malwarebytes.com/detections/trojan-trickbot/		Keyword

		4078306		479		trickbot banking trojan		trickbot banking trojan		Keyword

		4080415		46		trojans		trojans		Keyword

		4082496		364		truecrypt		Security software: https://en.wikipedia.org/wiki/TrueCrypt		Keyword

		4085556		178		trust decision		trust decision		Keyword

		4085756		507		trust evaluation		trust evaluation		Keyword

		4086106		178		trust level		trust level		Keyword

		4086177		508		trust management framework		trust management framework		Keyword

		4086208		508		trust management system		trust management system		Keyword

		4086267		178		trust metric		trust metric		Keyword

		4086299		178		trust model		trust model		Keyword

		4086375		507		trust negotiation		trust negotiation		Keyword

		4086452		178		trust network		trust network		Keyword

		4086542		178		trust party		trust party		Keyword

		4087074		178		trust platform module		trust platform module		Keyword

		4087134		178		trust propagation		trust propagation		Keyword

		4087231		178		trust relation		trust relation		Keyword

		4087327		178		trust requirement		trust requirement		Keyword

		4088417		178		trustor		General term, but connections with security is strong enough		Keyword

		4092498		46		turla		Malware: https://en.wikipedia.org/wiki/Turla_(malware)		Keyword

		4096084		477		twitter account hack		twitter account hack		Keyword

		4098806		80		type confusion vulnerability		type confusion vulnerability		Keyword

		4101275		505		u2f		Universal 2nd Factor: https://en.wikipedia.org/wiki/Universal_2nd_Factor		Keyword

		4102960		93		uconabc usage control model		UCONABC usage control model: https://doi.org/10.1145/984334.984339		Keyword

		4103488		469		uefi secure boot		uefi secure boot		Keyword

		4108823		371		unauthenticated remote code execution		unauthenticated remote code execution		Keyword

		4108862		72		unauthorised access		unauthorised access		Keyword

		4111413		460		underground forum		underground forum		Keyword

		4111441		541		underground hacking forum		underground hacking forum		Keyword

		4111459		461		underground market		underground market		Keyword

		4120290		82		unknown threat		unknown threat		Keyword

		4122380		74		unpatched vulnerability		unpatched vulnerability		Keyword

		4125131		154		untraceable internet protocol		untraceable internet protocol		Keyword

		4129926		384		uptime		Loosely related to security especially resiliency		Keyword

		4131614		344		us-cert		United States Computer Emergency Readiness Team		Keyword

		4134699		194		usage control model		usage control model		Keyword

		4135478		183		usb rubber ducky		https://shop.hak5.org/products/usb-rubber-ducky-deluxe		Keyword

		4135561		400		usb type-c dma attack		A subset of DMA attack: https://en.wikipedia.org/wiki/DMA_attack		Keyword

		4135962		327		use-after-free remote code execution vulnerability		use-after-free remote code execution vulnerability		Keyword

		4136193		182		usenix association		usenix association		Keyword

		4136327		408		user account control		user account control		Keyword

		4136898		91		user credentials		user credentials		Keyword

		4137535		91		user identity		user identity		Keyword

		4138101		193		user password		user password		Keyword

		4138224		295		user privacy		user privacy		Keyword

		4138591		167		user security		user security		Keyword

		4142759		439		uxss		Common cross-site scripting (XSS) attacks target websites or web applications that are vulnerable to XSS, because of inadequate development of client-side or server-side code. ... UXSS preserves the basic XSS traits: exploit a vulnerability, execute malicious code, however there is a ..		Keyword

		4148921		532		vault7		WikiLeaks documents: https://en.wikipedia.org/wiki/Vault_7		Keyword

		4149505		535		vbv		Verified by Visa: https://www.visa.co.uk/pay-with-visa/featured-technologies/verified-by-visa.html		Keyword

		4153115		36		veracode		Cyber security company: https://en.wikipedia.org/wiki/Veracode		Keyword

		4165615		310		virtual machine introspection		virtual machine introspection		Keyword

		4165863		430		virtual private network		virtual private network		Keyword

		4166697		434		virus bulletin		virus bulletin		Keyword

		4166705		420		virus bulletin conference		virus bulletin conference		Keyword

		4167024		115		virus scan		virus scan		Keyword

		4167253		542		virustotal		https://en.wikipedia.org/wiki/VirusTotal		Keyword

		4171086		529		vnc		Virtual Network Computing: general software, but connections with security is strong enough.		Keyword

		4174409		471		voting machine hacking village		DEFCON session/event: https://twitter.com/votingvillagedc?lang=en		Keyword

		4175207		506		vpn server		vpn server		Keyword

		4175215		506		vpn service		Security mechnism		Keyword

		4176159		321		vuln disclosure		vuln disclosure		Keyword

		4176464		323		vulnerabilities equities process		vulnerabilities equities process		Keyword

		4176589		322		vulnerability analysis		vulnerability analysis		Keyword

		4176944		75		vulnerability database		vulnerability database		Keyword

		4177063		321		vulnerability discovery		vulnerability discovery		Keyword

		4177105		323		vulnerability equity process		vulnerability equity process		Keyword

		4177132		322		vulnerability exploit		vulnerability exploit		Keyword

		4177419		322		vulnerability management		vulnerability management		Keyword

		4177649		84		vulnerability report		vulnerability report		Keyword

		4178125		80		vulnerable code		vulnerable code		Keyword

		4178666		36		vupen		Cyber security company: https://en.wikipedia.org/wiki/Vupen		Keyword

		4179010		10		w00t		Known security workshop: https://www.usenix.org/conference/woot19		Keyword

		4181695		395		wanacry ransomware technical analysis		wanacry ransomware technical analysis		Keyword

		4181901		395		wannacry attack		wannacry attack		Keyword

		4182141		395		wannacry ransomware		https://en.wikipedia.org/wiki/WannaCry_ransomware_attack		Keyword

		4182144		395		wannacry ransomware attack		wannacry ransomware attack		Keyword

		4182174		395		wannacry ransomware decryption tool		wannacry ransomware decryption tool		Keyword

		4187262		39		watering hole attack		watering hole attack		Keyword

		4187963		395		wcry		WannaCry		Keyword

		4188427		539		weak password		weak password		Keyword

		4190267		89		web application firewall		web application firewall		Keyword

		4190279		352		web application hacker		web application hacker		Keyword

		4190336		167		web application security		web application security		Keyword

		4190398		81		web application vulnerability		web application vulnerability		Keyword

		4190436		49		web attack		web attack		Keyword

		4190670		39		web cache deception attack		web cache deception attack		Keyword

		4191614		167		web security		web security		Keyword

		4192360		234		web vulnerability scanner		web vulnerability scanner		Keyword

		4193263		327		webex remote code execution vulnerability		webex remote code execution vulnerability		Keyword

		4193755		36		webroot		https://www.webroot.com/		Keyword

		4194595		476		website hack		website hack		Keyword

		4199741		533		wep		Wired Equivalent Privacy: https://en.wikipedia.org/wiki/Wired_Equivalent_Privacy		Keyword

		4200644		409		western union bug		western union bug		Keyword

		4202807		23		white hat		white hat		Keyword

		4202816		23		white hat hacker		white hat hacker		Keyword

		4204072		89		whitelist		whitelist		Keyword

		4206203		70		widespread post-election spear phishing		widespread post-election spear phishing		Keyword

		4211788		115		windows defender		Security software: https://en.wikipedia.org/wiki/Windows_Defender		Keyword

		4211804		364		windows defender exploit guard		windows defender exploit guard		Keyword

		4212106		367		windows hacking tool		windows hacking tool		Keyword

		4212292		568		windows kernel exploitation		windows kernel exploitation		Keyword

		4212301		41		windows kernel font fuzzing		An attack		Keyword

		4212321		416		windows kernel memory disclosure bug		windows kernel memory disclosure bug		Keyword

		4212440		328		windows local privilege escalation		Too specific		Keyword

		4212489		475		windows malware		windows malware		Keyword

		4212954		167		windows security		windows security		Keyword

		4216076		560		wireshark		Security tool		Keyword

		4219593		182		woot		USENIX Workshop on Offensive Technologies		Keyword

		4219793		52		word document exploit kit		word document exploit kit		Keyword

		4224630		533		wpa2		WiFi encryption mode: https://en.wikipedia.org/wiki/Wi-Fi_Protected_Access		Keyword

		4232839		329		xss		Cross-site scripting (XSS) is a type of computer security vulnerability typically found in web applications. XSS enables attackers to inject client-side scripts into web pages viewed by other users. A cross-site scripting vulnerability may be used by attackers to bypass access controls such as the same-origin policy.		Keyword

		4232847		514		xss attack		xss attack		Keyword

		4232958		184		xss filter bypass		xss filter bypass		Keyword

		4233221		81		xss vulnerability		xss vulnerability		Keyword

		4233616		514		xxe		An XML External Entity (XXE) attack (sometimes called an XXE injection attack) is based on Server Side Request Forgery (SSRF).		Keyword

		4234144		348		yahoo breach		yahoo breach		Keyword

		4235095		300		yara rule		Malware analysis software: https://en.wikipedia.org/wiki/YARA		Keyword

		4238704		477		youtube hacking tricks		youtube hacking tricks		Keyword

		4240730		248		zcash		Cryptocurrency: https://en.wikipedia.org/wiki/Zcash		Keyword

		4241007		449		zed attack proxy		zed attack proxy		Keyword

		4241829		217		zero day vulnerability		zero day vulnerability		Keyword

		4242200		217		zero-day		zero-day		Keyword

		4242222		217		zero-day attack		zero-day attack		Keyword

		4242276		217		zero-day exploit		zero-day exploit		Keyword

		4242319		217		zero-day flaw		zero-day flaw		Keyword

		4242420		217		zero-day vulnerability		zero-day vulnerability		Keyword

		4242622		217		zeroday		zeroday		Keyword

		4242782		4		zeronights		Cyber security event: https://zeronights.org/		Keyword

		4243189		509		zeus banking trojan		zeus banking trojan		Keyword

		4243209		509		zeus botnet		zeus botnet		Keyword




-- Researchers: Mahaini, Mohamad Imad, Li, Shujun, Sağlam, Rahime Belen (2019) 

-- Title Building Taxonomies based on Human-Machine Teaming: Cyber Security as an Example.



-- Generated on 03/03/2020 by: Mohamad Imad Mahaini

CREATE TABLE `taxonomy_table` (

  `ID` int(11) NOT NULL DEFAULT '0',

  `Parent_ID` int(11) DEFAULT NULL,

  `Name` varchar(204) DEFAULT NULL,

  `Description` varchar(512) DEFAULT NULL,

  `Type` varchar(7) NOT NULL DEFAULT ''

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COLLATE=utf8mb4_0900_ai_ci;



INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (1,null,'Cyber Security','Cyber Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2,1,'Event','Event','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3,2,'Awareness Event','Cyber Security Awareness Event','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4,2,'Conference','Cyber Security Conference','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (5,2,'Forum','Forum','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (6,2,'Summit','Summit','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (7,2,'Symposium','Symposium','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (8,2,'Expo','Expo','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (9,2,'Training Event','Training Event','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (10,2,'Workshop','Workshop','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (11,28,'Individual','Individual','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (12,11,'Expert','Expert','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (13,12,'Consultant','Consultant','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (14,12,'Trainer','Trainer','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (15,12,'Engineer','Engineer','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (16,11,'Academic','Academic','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (17,16,'Professor','Professor','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (18,16,'Researcher','Researcher','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (19,16,'Student','Student','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (20,11,'Cybercriminal','Cybercriminal','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (21,11,'Hacker','Hacker','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (22,21,'Black-Hat Hacker','Black-Hat Hacker','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (23,21,'White-Hat Hacker','White-Hat Hacker','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (24,21,'Gray-Hat Hacker','Gray-Hat Hacker','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (25,11,'End User','End User','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (26,11,'Journalist','Journalist','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (27,11,'Activist','Activist','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (28,1,'Party','Party (Individual, Group, Organization)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (29,244,'Governmental Body','Governmental Body','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (30,227,'Critical Infrastructure','Critical Infrastructure','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (31,244,'Research Organization','Research Organization','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (32,244,'Educational Institute','Educational Institute','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (33,244,'Business','Business','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (34,33,'Enterprise','Enterprise','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (35,33,'IT Company','IT Company','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (36,33,'Cyber Security Company','Cyber Security Company','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (37,244,'Not-for-profit Organization (NGO)','Not-for-profit Organization (NGO)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (38,28,'Group','Group','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (39,1,'Cybersecurity Attack','','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (40,39,'Physical Attack','Physical','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (41,39,'Software Attack','Software Attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (42,43,'Computer Virus','Computer Virus','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (43,309,'Malware Classification','Malware types and classification','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (44,43,'Ransomware','Ransomware','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (45,43,'Computer Worm','Computer Worm','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (46,43,'Computer Trojan','Computer Trojan','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (47,43,'Spyware','Spyware','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (48,43,'Rootkit','Rootkit','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (49,54,'Web-based Attack','Web-based Attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (50,238,'SQL Injection','SQL Injection','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (51,49,'Web Application Attack','Web Application Attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (52,41,'Exploit','Exploit','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (53,41,'Brute-force','Brute-force','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (54,39,'Network Attack','Network Attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (55,54,'APT','APT','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (56,54,'Man in the middle','Man in the middle','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (57,54,'DOS','A denial-of-service attack (DoS attack) is a cyber-attack in which the perpetrator seeks to make a machine or network resource unavailable to its intended users by temporarily or indefinitely disrupting services of a host connected to the Internet','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (58,57,'DDOS','A distributed denial-of-service (DDoS) attack is a malicious attempt to disrupt normal traffic of a targeted server, service or network by overwhelming the target or its surrounding infrastructure with a flood of Internet traffic.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (59,54,'DNS-based attack','DNS-based network attacks','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (60,59,'Poisoning','Poisoning','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (61,59,'Spoofing','Spoofing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (62,59,'Manipulation','Manipulation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (63,54,'Botnet','A botnet is a number of Internet-connected devices, each of which is running one or more bots. Botnets can be used to perform distributed denial-of-service attack (DDoS attack), steal data, send spam, and allows the attacker to access the device and its connection.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (64,54,'Command & Control','Command & Control','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (66,64,'Remote Command Execution','Remote Command Execution','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (67,54,'Port Scanning','Port Scanning','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (68,39,'Social Engineering','Social Engineering','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (69,68,'Phishing','Phishing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (70,69,'Spear Phishing','Spear Phishing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (72,39,'Unauthorized Access','Unauthorized Access','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (73,39,'Unauthorized Privilege Escalation','Unauthorized Privilege Escalation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (74,1,'Cybersecurity Vulnerability','In computer security, a vulnerability is a weakness which can be exploited by a threat actor, such as an attacker, to perform unauthorized actions within a computer system.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (75,74,'Vulnerability Database','Vulnerability Database/Dataset','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (76,75,'CVE','Common Vulnerabilities and Exposures (CVE) is a dictionary-type list of standardized names for vulnerabilities and other information related to security exposures.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (77,75,'CWE','Common Weakness Enumeration (CWE) is a list of software weaknesses.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (78,74,'Vulnerability Classification','Vulnerability Classification and Types','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (79,78,'OS','OS','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (80,78,'Application Vulnerability','Application Vulnerability','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (81,326,'Web Server','Web Server','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (82,338,'Threat Classification','Threat','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (83,82,'Criminal Threat','Criminal Threat','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (84,82,'Technical Threat','Technical Threat','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (85,82,'Business Threat','Business Threat','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (86,82,'Legal Threat','Legal Threat','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (87,82,'Other Threat','Other Threat','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (88,1,'Security Control','Methods and solutions for providing security control','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (89,88,'Firewall','Firewall','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (90,88,'Access Control','Access Control','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (91,190,'User Authentication','User Authentication','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (92,90,'Authorization','Authorization','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (93,90,'Usage Control','Usage Control','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (95,172,'Policy','Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (96,95,'Data Policies','Data Policies','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (97,96,'Data Handle Policy','Data Handle Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (98,96,'Data Protection Policy','Data Protection Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (99,96,'Data Retention Policy','Data Retention Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (100,96,'Data Sharing Agreement','Data Sharing Agreement','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (101,95,'Access Control Policies','Access Control Policies','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (102,101,'Access Control Policy','Access Control Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (103,101,'Usage Control Policy','Usage Control Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (104,95,'Code Integrity Policy','Code Integrity Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (105,95,'Computer Security Policy','Computer Security Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (106,95,'Content Security Policy','Content Security Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (107,170,'Cyber Insurance Policy','Cyber Insurance Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (108,95,'Cyber Security Policy','Cyber Security Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (109,95,'Device Guard Policy','Device Guard Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (110,95,'Vulnerability Disclosure Policy','Vulnerability Disclosure Policy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (111,88,'Regulations','Regulations','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (112,172,'Training','Training','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (113,88,'Detection','Detection','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (114,113,'Intrusion Detection System','Intrusion Detection System','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (115,116,'Anti-virus','Anti-virus','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (116,232,'Anti-malware','Anti-malware','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (117,196,'Sandboxing','Sandboxing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (119,88,'Cryptography','Cryptography','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (120,388,'Encryption','Encryption','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (121,120,'Symmetric','Symmetric','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (122,270,'DES','The Data Encryption Standard is a symmetric-key algorithm for the encryption of digital data. ','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (123,270,'Triple DES','Triple DES','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (124,270,'AES','AES','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (125,270,'Blowfish','Blowfish','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (126,120,'Asymmetric','Asymmetric','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (127,126,'Diffie-Hellman','Diffie-Hellman','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (128,126,'RSA','RSA','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (129,388,'Key','Key','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (130,308,'Public Key','Public Key','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (131,308,'Private Key','Private Key','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (132,119,'Hashing','Hashing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (133,132,'Algorithm','Algorithm','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (134,133,'BSD','BSD','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (135,133,'CRC-32','CRC-32','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (136,133,'MD5','MD5','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (137,133,'SHA-1','SHA-1','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (138,133,'SHA-256','SHA-256','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (139,132,'Salted Hash','Salted Hash','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (140,132,'Rainbow Table','Rainbow Table','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (141,88,'Security Protocol','Security Protocol','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (142,141,'HTTPS','HTTPS','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (143,141,'SFTP','SFTP','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (144,141,'SSL','SSL','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (145,141,'SSH','SSH','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (146,171,'Standard','Standard','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (147,146,'STIX','STIX','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (148,146,'TAXII','TAXII','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (149,146,'IODEF','IODEF','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (150,1,'Risk','Risk','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (151,150,'Risk Type','Risk Type','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (152,151,'Application Risk','Application Risk','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (153,151,'Insider Risk','Insider Risk','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (154,151,'Internet Risk','Internet Risk','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (155,151,'IoT Risk','IoT Risk','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (156,151,'Privacy Risk','Privacy Risk','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (157,151,'Technical Risk','Technical Risk','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (158,151,'Third-party Risk','Third-party Risk','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (159,150,'Score','Score','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (160,150,'Operation','Operation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (161,160,'Aggregation','Aggregation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (162,160,'Assessment','Assessment','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (163,160,'Identification','Identification','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (164,160,'Management','Management','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (165,160,'Mitigation','Mitigation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (166,160,'Modeling','Modeling','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (167,1,'Sub-domain','Sub-domain','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (168,167,'Automotive Security','Automotive Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (169,167,'Cloud Security','Cloud Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (170,172,'Cyber Insurance','Cyber Insurance','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (171,338,'Cyber Threat Intelligence','Cyber Threat Intelligence','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (172,88,'Information Security Management (ISM)','Information Security Management','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (173,172,'Standard','Standard','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (174,173,'ISO 27000','ISO 27000','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (175,167,'IoT Security','IoT Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (176,167,'Mobile Security','Mobile Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (177,167,'Smart Grid Security','Smart Grid Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (178,167,'Trust','Trust','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (179,21,'Hacktivist','Hacktivist','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (180,11,'Threat Actor','a threat actor, also called a malicious actor, is an entity that is partially or wholly responsible for a security incident that impacts – or has the potential to impact – an organization''s security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (181,11,'Attacker','An attacker is the individual or organisation performing these malicious activities.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (182,7,'USENIX Security Symposium','An academic conference (one of top 4)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (183,218,'Hardware Attacking Tool','Hardware tools used for conducting attacks','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (184,88,'Protection/Prevention','Mechanism protecting cyber assets against attacks (excluding detection)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (185,184,'DRM','Digital Right Management','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (186,91,'Knowledge-based Authentication','User authentication based on "What you know"','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (187,91,'Possession-based Authentication','User authentication based on "What you have"','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (188,91,'Inherence-based Authentication','User authentication based on "who you are"','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (189,188,'Biometrics-based Authentication','The main type of inherence-based authentication','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (190,88,'Authentication','Authentication of users, hardware and software and other entities within a cyber security ecosystem','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (191,190,'Device Authentication','Authentication of hardware devices','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (192,190,'Software Attestation','Remote attestation of software','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (193,186,'Password','Password-based authentication and related concepts','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (194,90,'Access Control Model','Different models of access control','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (195,194,'Role-based Access Control (RBAC)','Role-based Access Control (RBAC)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (196,194,'Mandatory Access Control (MAC)','Mandatory Access Control (MAC)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (197,194,'Discretionary Access Control (DAC)','Discretionary Access Control (DAC)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (198,194,'Rule-based Access Control (RuBAC)','Rule-based Access Control (RuBAC)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (199,194,'Attribute-based Access Control (ABAC)','Attribute-based Access Control (ABAC)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (200,39,'Side-Channel Attack','In computer security, a side-channel attack is any attack based on information gained from the implementation of a computer system, rather than weaknesses in the implemented algorithm itself (e.g. cryptanalysis and software bugs).','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (201,200,'Traffic analysis','Traffic analysis based side-channel attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (202,200,'Timing-based attack','Timing-based attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (203,200,'Power analysis','Power analysis based side-channel attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (204,200,'TEMPEST','Electromagnetic emanations leakage based side-channel attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (205,204,'Van Eck phreaking','https://en.wikipedia.org/wiki/Van_Eck_phreaking','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (206,200,'Acoustic attack','Acoustic based side-channel attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (207,200,'Optical attack','Side-channel attack basd on optical signal analysis','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (208,380,'Document','Documents related to cyber security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (209,208,'Research Paper','Research Paper','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (210,208,'Technical Report','Technical Report','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (211,208,'Degree Thesis','Degree Thesis','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (212,208,'Software Documentation','User manual, developer guide, etc.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (213,208,'Web Document','Websites, web pages, online videos, and any other online documents that are affiliated with an URL (excluding those belonging to other categories)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (214,208,'Book','Book','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (215,208,'Standard','Standard','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (216,176,'Mobile Malware','Malware on mobile devices','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (217,74,'0-day Vulnerability','0-day Vulnerability','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (218,39,'Attacking Tool','Tools used for conducting attacks','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (219,218,'Software Attacking Tool','Software tools for conducting attacks','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (220,38,'Group of People','Group of People','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (221,38,'Group of Organizations','Group of Organizations','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (222,38,'Group of People and Organizations','Group of People and Organizations (those with hybrid memberships)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (223,220,'Hacking Group','Normally group of people','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (224,223,'Anonymous (hacking group)','The hacking group whose name is "Anonymous"','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (225,380,'Asset','Things to be protected','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (226,225,'Data','Data to be protected','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (227,225,'System','Systems to be protected','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (228,225,'People','People','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (229,226,'Account','Electronic accounts as a special type of data protected','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (230,225,'Money','Money to be protected (not necessarily as data, maybe in physical format as well)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (231,114,'Network-based IDS','Network-based IDS','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (232,114,'Host-based IDS','Host-based IDS','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (233,114,'Hybrid IDS','Hybrid (network- and host-based)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (234,113,'Vulnerability Scanner','Vulnerability scanner and detector','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (235,305,'Privacy Enhancing Technology (PET)','Privacy Enhancing Technology (PET)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (236,82,'Insider Threat','Insider Threat','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (237,43,'Malicious Adware','Malicious Adware','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (238,39,'Database Attack','Attacks on databases','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (239,41,'Reverse Engineering','Reverse Engineering','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (240,39,'Incident','Attacking incidents (actual attacks as events)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (241,167,'Software Security','Software Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (242,167,'Hardware Security','Hardware Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (243,167,'Systems Security','Systems Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (244,28,'Organization','Organization','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (245,43,'Bootkit','Bootkit','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (246,167,'Distributed Ledger','Distributed Ledger','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (247,246,'Blockchain','Blockchain','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (248,246,'Cryptocurrency','Cryptocurrency','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (249,248,'Bitcoin','Bitcoin','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (250,247,'Public Blockchain','Public Blockchain','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (251,247,'Permissioned (Consortium) Blockchain','Permissioned (Consortium) Blockchain','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (252,247,'Private Blockchain','Private Blockchain','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (253,250,'Ethereum','Ethereum','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (254,246,'Smart Contract','Smart Contract','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (255,82,'Advanced Persistent Threat (APT)','Advanced Persistent Threat (APT)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (256,183,'Card Skimmer','Card Skimmer','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (257,39,'General Term','General Term','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (258,88,'Digital Forensics','Digital Forensics','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (259,258,'Network Forensics','Network Forensics','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (260,258,'Computer Forensics','Computer Forensics','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (261,258,'Live Forensics','Live Forensics','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (262,258,'Memory Forensics','Memory Forensics','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (263,258,'Malware Forensics','Malware Forensics','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (264,258,'Email Forensics','Email Forensics','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (265,258,'Database Forensics','Database Forensics','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (266,258,'Multimedia Forensics','Multimedia Forensics','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (267,172,'Auditing','Auditing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (268,11,'Online ID','Online IDs including usernames on different online services such as OSNs','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (269,497,'Full Disk Encryption','Full Disk Encryption','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (270,121,'Block Cipher','Block Cipher','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (271,121,'Stream Cipher','Stream Cipher','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (272,271,'RC4','RC4','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (273,271,'ChaCha','ChaCha','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (274,271,'Salsa20','Salsa20','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (275,111,'Data Protection Law','Data Protection Law','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (276,111,'Cyber Crime Law','Cyber Crime Law','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (277,275,'EU GDPR','The General Data Protection Regulation 2016/679 is a regulation in EU law on data protection and privacy in the European Union and the European Economic Area.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (278,275,'UK DPA 2018','UK DPA (Data Protection Act) 2018','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (279,276,'UK Computer Misuse Act 1990','UK Computer Misuse Act 1990','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (280,167,'Usable Security','Usable Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (281,178,'Centralized Trust','Centralized Trust','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (282,178,'Distributed Trust','Distributed Trust','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (283,178,'Trust Computing','Trust Computing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (284,283,'Trusted Platform Module (TPM)','Trusted Platform Module (TPM)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (285,283,'Trusted Execution Environment (TEE)','Trusted Execution Environment (TEE)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (286,285,'TrustZone','TrustZone','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (287,291,'Defense','Cyber Security Defense','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (288,287,'Center','Cyber Security Defense Center','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (289,1,'Nefarious Activity','Any activity that is nefarious or can cause hard/damage','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (290,289,'Cybercrime','Cybercrime','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (291,1,'Warfare','Cyberware','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (293,291,'Espionage','Cyber Espionage','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (294,171,'CTI Sharing','CTI Sharing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (295,1,'Privacy','Privacy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (296,325,'Method','Privacy Preserving Method','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (297,295,'Preserving','Privacy Preserving','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (298,297,'Data','Data','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (299,298,'Operation','Operation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (300,299,'Analysis','Analysis','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (303,299,'Mining','Mining','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (304,299,'Publishing','Publishing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (305,295,'Enhancing','Privacy Enhancing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (307,129,'Generation','Key Generation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (308,129,'Key Pair','Key Pair','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (309,41,'Malware','Malware','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (310,309,'Malware Analysis','Malware analysis is the study or process of determining the functionality, origin and potential impact of a given malware sample such as a virus, worm, trojan horse, rootkit, or backdoor.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (312,43,'Keylogger','A keystroke logger, or keylogger, records every keystroke entry made on a computer, often without the permission or knowledge of the user','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (313,309,'Malware Security','Malware Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (314,309,'Malware Binary','Malware Binary','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (315,313,'Protection','Protection','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (317,184,'ASLR','Address Space Layout Randomization','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (318,12,'Professional','Professional','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (319,41,'Buffer Overflow','Buffer Overflow','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (320,113,'Bug Bounty','Bug Bounty','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (321,322,'Vulnerability Disclosure','Vulnerability disclosure is the practice of reporting security flaws in computer software or hardware.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (322,74,'Vulnerability Operation','Vulnerability Operations','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (323,322,'Vulnerability Assessment','Vulnerability Assessment','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (324,323,'CVSS','The Common Vulnerability Scoring System (CVSS) is a free and open industry standard for assessing the severity of computer system security vulnerabilities.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (325,297,'De-identification','De-identification is the process used to prevent someone''s personal identity from being revealed.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (326,78,'Web Vulnerability','Web Vulnerability','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (327,78,'RCE Vulnerability','Remote code execution is the ability an attacker has to access someone else''s computing device and make changes, no matter where the device is geographically located.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (328,79,'Privilege Escalation Vulnerability','Privilege escalation is the act of exploiting a bug, design flaw or configuration oversight in an operating system or software application to gain elevated access to resources.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (329,78,'Injection Vulnerability','Injection attacks refer to a broad class of attack vectors. In an injection attack, an attacker supplies untrusted input to a program. This input gets processed by an interpreter as part of a command.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (330,210,'Threat Report','Threat Report','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (331,176,'Phone Hacking','Phone Hacking','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (332,320,'Bug Bounty Program','Bug Bounty Program','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (333,332,'iOS Bug Bounty','iOS Bug Bounty','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (335,171,'CTI Platform','CTI Platform','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (336,380,'Bookmark','Web-pages, Bloggers, Social Media, ...','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (337,336,'Blog','Cyber Security related blog.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (338,1,'Cybersecurity Threat','','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (339,338,'Operation','Operation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (340,339,'Modeling','Modeling','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (341,113,'Monitoring Tool','Monitoring Tool','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (342,240,'Response','Response','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (343,342,'Team','Team','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (344,343,'CERT','Computer Emergency Readiness Team','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (345,130,'PKI','PKI','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (346,240,'Operation','Operation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (347,346,'Incident Reporting','Incident Reporting','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (348,347,'Incident Data','Incident Data','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (349,289,'Hacking','Hacking Activities','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (350,2,'Hackers Event','Hackers Event','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (351,21,'By Nationality','By Nationality','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (352,21,'By Target','By Target','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (353,372,'Qualification (Industry)','Qualification (Industry)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (356,6,'Security Analyst Summit','Security Analyst Summit','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (357,4,'Enigma Conference','Enigma Conference','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (358,4,'Hack In The Box Security Conference','https://conference.hitb.org/','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (359,4,'Security BSides','Security BSides','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (360,172,'General Terms','General Terms','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (361,360,'Business Continuity','Business Continuity','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (362,70,'Email Account Compromise (EAC)','Email Account Compromise (EAC)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (363,362,'Business Email Compromise (BEC)','BEC is the impersonation of executives or business contacts to obtain the transfer of funds or sensitive information','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (364,88,'Systems and Tools','Systems and Tools','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (365,364,'Testing','Testing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (366,349,'Hacktivism','Hacktivism','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (367,349,'Hacking Tool','Hacking Tool','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (368,350,'DefCamp','DefCamp is the most important annual conference on Hacking & Information Security in Central Eastern Europe','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (369,353,'Certified Ethical Hacker (CEH)','Certified Ethical Hacker (CEH)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (370,4,'CanSecWest','CanSecWest, the world''s most advanced conference focusing on applied digital security, is about bringing the industry luminaries together in a relaxed environment which promotes collaboration and social networking.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (371,78,'Code Execution Vulnerability','Code Execution Vulnerability','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (372,380,'Accreditation','Education and Qualification','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (373,2,'Challenge','Cybersecurity Challenge','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (374,373,'CTF','Capture The Flag','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (375,132,'Hash','Hash','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (376,230,'Payment Card','Payment Card','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (377,376,'The Payment Card Industry Data Security Standard','The Payment Card Industry Data Security Standard','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (378,289,'Payment Card Fraud','Payment Card Fraud','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (379,336,'News','News','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (380,1,'General','General','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (381,380,'Fundamental Concepts','The CIA Triad','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (382,381,'Confidentiality','Confidentiality','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (383,381,'Integrity','Integrity','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (384,381,'Availability','Availability','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (385,336,'Misc','Misc','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (386,7,'Real World Crypto Symposium','Real World Crypto Symposium','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (387,372,'Education (Academic)','Education (Academic)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (388,119,'Crypto System','A cryptosystem is a suite of cryptographic algorithms needed to implement a particular security service, most commonly for achieving confidentiality. Typically, a cryptosystem consists of three algorithms: one for key generation, one for encryption, and one for decryption','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (389,388,'Decryption','Decryption is generally the reverse process of encryption. It is the process of decoding the data which has been encrypted into a secret format. An authorized user can only decrypt data because decryption requires a secret key or password.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (390,44,'Ransomware Variant','Ransomware Variants','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (391,390,'Bad Rabbit','Bad Rabbit','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (392,390,'Cerber','Cerber','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (393,390,'Locky','Locky','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (394,390,'Petya','Petya','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (395,390,'Wannacry','Wannacry','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (396,390,'CryptoWall','CryptoWall','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (397,390,'CryptoLocker','CryptoLocker','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (398,54,'Replay Attack','A replay attack (also known as playback attack) is a form of network attack in which a valid data transmission is maliciously or fraudulently repeated or delayed.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (399,4,'RSA Conference','RSA Conference','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (400,550,'Direct Memory Access (DMA)','A DMA attack is a type of side channel attack in computer security, in which an attacker can penetrate a computer or other device, by exploiting the presence of high-speed expansion ports that permit direct memory access (DMA).','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (401,223,'APT1','APT1','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (403,398,'KRACK','KRACK (Key Re-installation Attack) is a severe replay attack (a type of exploitable flaw) on the Wi-Fi Protected Access protocol that secures Wi-Fi connections.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (404,130,'Public Key Infrastructure (PKI)','A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create, manage, distribute, use, store and revoke digital certificates and manage public-key encryption.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (405,119,'Digital Signature','Digital signature is a cryptographic value that is calculated from the data and a secret key known only by the signer.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (406,7,'The Network and Distributed System Security Symposium (NDSS)','NDSS fosters information exchange among researchers and practitioners of network and distributed system security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (407,4,'REcon','REcon is a computer security conference with a focus on reverse engineering and advanced exploitation techniques.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (408,364,'Security Privileges Control','Security Privileges Control','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (409,78,'Security Bug','Security Bug','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (410,413,'Linux Kernel Bug','Linux Kernel Bug','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (412,409,'OS Bug','OS Bug','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (413,412,'Kernel Bug','Kernel Bug','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (414,412,'Privilege Escalation Bug','Privilege Escalation Bug','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (415,413,'Windows Kernel Bug','Windows Kernel Bug','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (416,412,'Memory Bug','Memory Bug','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (417,4,'Annual Computer Security Applications Conference','ACSAC','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (419,4,'National Computer Security Conference','National Computer Security Conference','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (420,4,'Virus Bulletin International Conference','VB2019','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (421,7,'IEEE Computer Security Foundations Symposium','CSF','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (422,208,'White Paper','White Paper','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (423,172,'Framework','Framework','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (424,364,'Patch','Patch','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (425,167,'Physical Security','Physical Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (427,4,'O’Reilly Security Conference','O’Reilly Security Conference','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (428,167,'Network Security','Network Security','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (429,167,'Cybersecurity Industry','Cybersecurity Industry','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (430,525,'Secure Network','Secure Network','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (431,119,'Certificate','Certificate','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (432,7,'Systems Security Symposium','Systems Security Symposium','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (433,372,'Awards','Awards','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (434,210,'Security Bulletin','Security Bulletin','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (436,36,'cisco talos','cisco talos','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (438,218,'Crack Tool','Crack Tool','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (439,78,'Cross Site','Cross Site','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (441,235,'Anonymization','Anonymization','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (442,347,'Data Breach Report','Data Breach Report','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (443,4,'cycon','The annual International Conference on Cyber Conflict','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (444,295,'Data Privacy','Data Privacy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (445,454,'Data Leakage','Data Leakage','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (447,454,'Data Breach','Data Breach','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (448,235,'Differential Privacy','Differential Privacy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (449,364,'Web Technique','Web Technique','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (450,449,'Human Test','Human Test','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (451,325,'k-anonymity','k-anonymity','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (452,453,'Anonymous Browsing','Anonymous Browsing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (453,305,'Online Privacy Protection','Online Privacy Protection','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (454,455,'Publicly Exposed Data','Publicly Exposed Data','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (455,240,'Data Incident','Data Incident','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (456,455,'Data Theft','Data Theft','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (457,456,'Data Exfiltration','Data Exfiltration','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (458,184,'Data Loss Prevention','Data Loss Prevention','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (459,297,'Multi-party Computation (MPC)','MPC is a sub-field of cryptography with the goal of creating methods for parties to jointly compute a function over their inputs while keeping those inputs private','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (460,289,'Dark Web','Dark Web','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (461,460,'Dark Web Market','Dark Web Market','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (462,289,'Malicious','Malicious','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (463,462,'Malicious File','Malicious File','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (464,463,'Malicious Document','Malicious Document','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (465,462,'Malicious Software','Malicious Software','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (466,462,'Malicious Actor','Malicious Actor','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (467,462,'Malicious URL','Malicious URL','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (468,364,'Operating System Level','Operating System Level','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (469,468,'Secure Boot','Secure Boot','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (470,380,'Secure','Secure','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (471,4,'DEF CON','DEF CON is one of the world''s largest and most notable hacker conventions, held annually in Las Vegas, Nevada','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (472,80,'Type Confusion Vulnerability','Type Confusion Vulnerability','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (474,244,'Agency','Agency','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (475,43,'By Operating System','By Operating System','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (476,349,'Web Hacking','Web Hacking','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (477,476,'Social Media Hacking','Social Media Hacking','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (478,6,'DFIR Summit','SANS Digital Forensics & Incident Response (DFIR) Summit','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (479,46,'Banking Trojan','Banking Trojan','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (480,90,'Standard','Access Control Standard','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (481,468,'Windows','Windows','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (482,43,'Espionage','Espionage','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (483,309,'Malware Propagation','Malware Propagation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (484,483,'Malvertising','Malicious Advertising','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (485,43,'Polymorphic Malware','Polymorphic malware is a type of malware that constantly changes its identifiable features in order to evade detection','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (486,462,'Malicious Cyber Activity','Malicious Cyber Activity','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (487,114,'Anomaly Detection','Anomaly Detection','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (488,288,'National Cyber Security Centre','National Cyber Security Centre','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (489,146,'Cyber Observable eXpression (CybOX)','Cyber Observable eXpression (CybOX)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (490,380,'Cyber Operation','Cyber Operation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (491,291,'Government Strategy/Framework','Government Strategy/Framework','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (492,442,'Verizon DBIR','The Verizon Data Breach Investigations Report (DBIR) is an annual publication that provides analysis of information security incidents, with a specific focus on data breaches.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (493,21,'Lauri Love','Lauri Love','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (494,2,'Campaign','Campaign','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (495,297,'Homomorphic Encryption','Homomorphic encryption is a form of encryption that allows computation on ciphertexts, generating an encrypted result which, when decrypted, matches the result of the operations as if they had been performed on the plaintext. Homomorphic encryption can be used for privacy-preserving outsourced storage and computation.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (496,120,'Disk Encryption','Disk encryption is a technology which protects information by converting it into unreadable code that cannot be deciphered easily by unauthorized people. Disk encryption uses disk encryption software or hardware to encrypt every bit of data that goes on a disk or disk volume.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (497,496,'Disk Encryption Software','Disk Encryption Software','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (498,120,'Encryption Backdoor','An encryption backdoor is a deliberate weakness in encryption intended to let governments have easy access to encrypted data','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (499,291,'Cyber Security Culture','Cyber Security Culture','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (500,289,'Piracy','Piracy','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (501,449,'Secure Communication','Secure Communication','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (502,501,'Anonymous Communication','Anonymous Communication','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (503,502,'Tor (anonymity network)','Tor is free and open-source software for enabling anonymous communication.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (504,190,'Multi-Factor Authentication','Multi-Factor Authentication','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (505,504,'Two-Factor Authentication','Two-Factor Authentication','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (506,501,'VPN','Virtual Private Network (VPN)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (507,178,'Operation','Operation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (508,507,'Trust Management','Trust Management','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (509,479,'Zeus','Zeus','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (510,509,'Gameover Zeus','Gameover Zeus','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (511,119,'cryptanalysis','cryptanalysis','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (512,120,'encryption scheme','encryption scheme','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (513,41,'drive-by download attack','drive-by download attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (514,51,'Injection','Injection','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (515,111,'Digital Rights','Digital Rights','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (516,519,'Penetration Testing Tools','Penetration Testing Tools','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (517,480,'LDAP','Lightweight Directory Access Protocol','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (518,219,'SQL Injection Tool','SQL Injection Tool','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (519,365,'Penetration Test','A penetration test, colloquially known as a pen test, pentest or ethical hacking, is an authorized simulated cyberattack on a computer system, performed to evaluate the security of the system.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (520,39,'Negative Effects','Negative Effects Of A Cyber Breach/Attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (521,378,'Magnetic Stripe Reader','Magnetic Stripe Reader','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (522,319,'Heap Buffer Overflow','a buffer overflow, or buffer overrun, is an anomaly where a program, while writing data to a buffer, overruns the buffer''s boundary and overwrites adjacent memory locations.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (523,289,'Spamming','Spamming','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (524,239,'Reverse Engineering Tool','Reverse Engineering Tools','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (525,364,'Network Tool','Network Tool (Securing & Monitoring)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (526,525,'Network Monitoring','Network Monitoring','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (527,3,'Red Team','A red team is an independent group that challenges an organization to improve its effectiveness by assuming an adversarial role or point of view.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (528,223,'Hacking Team','Hacking Team','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (529,525,'Remote Access Tool (RAT)','Remote Access Tool (RAT)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (530,113,'Project','Project','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (531,530,'Project Zero','Google Project Zero','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (532,37,'WikiLeaks','WikiLeaks','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (533,141,'WiFi','WiFi','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (534,409,'Flaw','Flaw','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (535,88,'Anti-Fraud','Anti-Fraud','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (536,365,'Testing Programs','Testing Programs','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (537,536,'Fuzzing','Fuzzing','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (538,75,'GHDB','Google Hacking Database (GHDB)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (539,78,'Authentication Vulnerability','Authentication Vulnerability','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (540,156,'Surveillance','Surveillance','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (541,336,'Hacking','Hacking','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (542,336,'Online Tools','Online Tools','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (543,530,'Metasploit Project','The Metasploit Project is a computer security project that provides information about security vulnerabilities and aids in penetration testing and IDS signature development. It is owned by Boston, Massachusetts-based security company Rapid7.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (544,120,'Email Encryption','Email Encryption','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (545,46,'Remote Access Trojan (RAT)','Remote Access Trojan (RAT)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (547,225,'Software','OS, Program, Application, Service,...','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (548,547,'OS','OS','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (549,364,'Security-Focused Operating System','Security-Focused Operating System','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (550,200,'Memory Attack','Memory Attack','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (551,550,'In-Memory Key Recovery','The recovery method uses a linear scan of memory to generate trial keys from all possible memory positions to decrypt the container.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (552,524,'Disassembler','A disassembler is a computer program that translates machine language into assembly language—the inverse operation to that of an assembler. A disassembler differs from a decompiler, which targets a high-level language rather than an assembly language.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (553,550,'Memory Corruption','Memory corruption occurs in a computer program when the contents of a memory location are modified due to programmatic behavior that exceeds the intention of the original programmer or program/language constructs; this is termed violating memory safety.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (554,219,'PowerShell','PowerShell is a task-based command-line shell and scripting language built on .NET.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (555,480,'XACML','eXtensible Access Control Markup Language','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (556,444,'Attributes Categorization','The specifics of the disclosure risks from which a dataset is to be protected can be specified by categorizing the attributes of the input dataset into different types','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (557,556,'Sensitive Attribute','Sensitive attributes encode properties with which individuals are not willing to be linked with. As such, they might be of interest to an attacker and, if disclosed, could cause harm to data subjects. They will be kept unmodified but may be subject to further constraints, such as t-closeness or l-diversity. Typical examples are diagnoses.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (558,556,'Quasi-Identifying Attribute','Quasi-identifying attributes can in combination be used for re-identification attacks. They will be transformed. Typical examples are gender, date of birth and ZIP codes.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (559,560,'Packet Capture','Packet capture is a computer networking term for intercepting a data packet that is crossing or moving over a specific computer network.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (560,526,'Packet Analyzer','Packet Analyzer','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (561,556,'Identifying Attribute','Identifying attributes are associated with a high risk of re-identification. They will be removed from the dataset. Typical examples are names or Social Security Numbers.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (562,556,'Insensitive Attribute','Insensitive attributes are not associated with privacy risks. They will be kept unmodified.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (563,364,'SCADA','Supervisory Control and Data Acquisition','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (564,223,'APT28','Fancy Bear (also known as APT28 (by Mandiant), Pawn Storm, Sofacy Group (by Kaspersky), Sednit, Tsar Team (by FireEye) and STRONTIUM (by Microsoft)','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (565,223,'The Shadow Brokers','The Shadow Brokers is a hacker group who first appeared in the summer of 2016. They published several leaks containing hacking tools from the National Security Agency, including several zero-day exploits.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (566,530,'ZDI','Zero Day Initiative','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (567,364,'Online Tool','Online Tool','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (568,79,'Kernel Exploitation','Kernel Exploitation','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (569,79,'Memory Vulnerability','Memory Vulnerability','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (570,569,'Use-After-Free Vulnerability','Referencing memory after it has been freed can cause a program to crash, use unexpected values, or execute code.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (571,567,'Shodan','Shodan is a search engine that lets the user find specific types of computers (webcams, routers, servers, etc.) connected to the internet using a variety of filters.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (572,364,'Secure Code','Secure Code','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (573,141,'IPSec','The IP security (IPSec) is an Internet Engineering Task Force (IETF) standard suite of protocols between 2 communication points across the IP network that provide data authentication, integrity, and confidentiality. It also defines the encrypted, decrypted and authenticated packets.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (574,480,'SAML','Security Assertion Markup Language','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (575,447,'Data Breach Cases','Data Breach Cases','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (576,226,'Personal Data','Personal data is any information that relates to an identified or identifiable living individual. Different pieces of information, which collected together can lead to the identification of a particular person, also constitute personal data','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (577,275,'Privacy Shield','The EU-U.S. and Swiss-U.S. Privacy Shield Frameworks were designed by the U.S. Department of Commerce and the European Commission and Swiss Administration to provide companies on both sides of the Atlantic with a mechanism to comply with data protection requirements when transferring personal data from the European Union and Switzerland to the United States in support of transatlantic commerce.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (578,275,'Safe Harbor','The International Safe Harbor Privacy Principles or Safe Harbour Privacy Principles were principles developed between 1998 and 2000 in order to prevent private organizations within the European Union or United States which store customer data from accidentally disclosing or losing personal information.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (579,275,'CISPA','Cyber Intelligence Sharing and Protection Act','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (580,275,'FISMA','The Federal Information Security Management Act of 2002 is a United States federal law enacted in 2002 as Title III of the E-Government Act of 2002.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (581,275,'Net Neutrality Rule','In the United States, net neutrality, the principle that Internet service providers (ISPs) treat all data on the Internet the same, and not discriminate, has been an issue of contention between network users and access providers since the 1990s.','Class');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2060575,217,'0-day exploit','0-day exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2065599,217,'0day','0day','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2065739,217,'0day exploit','0day exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2067544,268,'0x6d6172696f','Relevant Twitter account (already deactivated): https://twitter.com/kkotowicz/status/998129570355339264','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2067856,268,'0xabad1dea','Twitter account: https://twitter.com/0xabad1dea','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2067941,268,'0xamit','Hacker''s Twitter account: https://twitter.com/0xAmit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2068029,268,'0xcharlie','https://twitter.com/0xcharlie','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2068175,268,'0xdade','Hacker''s Twitter account: https://twitter.com/0xdade','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2068212,268,'0xdeadbabe','A VM santity check code: https://en.wikipedia.org/wiki/Hexspeak','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2068577,268,'0xmchow','Hacker''s Twitter account: https://twitter.com/0xmchow','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2071454,182,'11th usenix security symposium','11th usenix security symposium','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2072448,182,'13th usenix security symposium','13th usenix security symposium','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2073400,182,'15th usenix security symposium','15th usenix security symposium','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2075727,268,'1o57','Hacker''s Twitter account: https://twitter.com/1o57','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2080781,505,'2fa','2 factors authencation?','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2081954,183,'2xcrm41','Magnetic Stripe Credit Card Reader sub model name','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2083406,4,'33c3','Chaos Communication Congress: https://en.wikipedia.org/wiki/Chaos_Communication_Congress','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2086763,4,'44con','Cyber security event: https://44con.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2098242,21,'aaron swartz','Hacktivist: https://en.wikipedia.org/wiki/Aaron_Swartz','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2104743,90,'access control decision','access control decision','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2104806,194,'access control list','access control list','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2104836,90,'access control mechanism','access control mechanism','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2104940,90,'access control scheme','access control scheme','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2104957,90,'access control system','access control system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2105424,90,'access management','access management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2105847,90,'access request','access request','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2106139,90,'access token','access token','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2106310,90,'access-control','access-control','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2107502,520,'account compromise','account compromise','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2107815,39,'account hack','account hack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2114978,171,'actionable threat intelligence','actionable threat intelligence','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2115170,185,'activation code','Security control (DRM)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2120270,234,'acunetix web vulnerability scanner','acunetix web vulnerability scanner','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2128008,195,'admin account','A way to have access control','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2128237,193,'admin password','admin password','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2128322,195,'admin rights','admin rights','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2132359,124,'advanced encryption standard','advanced encryption standard','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2132648,141,'advanced message queuing protocol','advanced message queuing protocol','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2132924,255,'advanced persistent threat','advanced persistent threat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2133275,180,'advanced threat actor','Theat actor behind APT','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2133304,184,'advanced threat protection','A common commercial word used for security tools (against APT etc.)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2133311,330,'advanced threat report','A common commercial word used for reports about APTs etc.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2145296,184,'air-gapped','Should be changed to air-gapping','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2147231,36,'akamai','Cloud security provider: https://en.wikipedia.org/wiki/Akamai_Technologies','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2171466,78,'ancient font driver code','ancient font driver code','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2172616,216,'android banking malware','android banking malware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2172630,216,'android banking trojan','android banking trojan','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2173053,331,'android hacking','android hacking','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2173260,176,'android malware analysis','android malware analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2173295,176,'android malware detection','android malware detection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2173719,216,'android ransomware','android ransomware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2173775,176,'android rat','Android RAT','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2173881,176,'android security','android security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2174150,216,'android trojan','android trojan','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2175091,219,'angler exploit kit','angler exploit kit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2177466,4,'annual computer security application conference','annual computer security application conference','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2177692,4,'annual international cryptology conference','annual international cryptology conference','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2178061,36,'anomali','Cyber security company: https://www.anomali.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2178234,487,'anomaly detection approach','anomaly detection approach','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2178254,487,'anomaly detection method','anomaly detection method','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2178276,487,'anomaly detection system','anomaly detection system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2178655,223,'anonghost','Hacker group: https://www.adl.org/resources/profiles/anonghost-team','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2178925,224,'anons','A short name of Anonymous Group','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2179269,441,'anonymization algorithm','Privacy protection measure','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2179450,441,'anonymization technique','anonymization technique','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2179709,441,'anonymized data','anonymized data','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2179804,441,'anonymizing','Better use "anonymization"','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2180684,452,'anonymous email','anonymous email','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2180698,452,'anonymous email address','anonymous email address','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2181222,39,'anonymous hack','Hacker group: https://en.wikipedia.org/wiki/Anonymous_(group)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2181435,21,'anonymous hacker jeremy hammond','person name','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2182528,452,'anonymous proxy','anonymous proxy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2185388,115,'anti virus','anti virus','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2185971,43,'anti-debugging','anti-debugging','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2187534,43,'anti-vm','anti-vm','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2188294,240,'antisec','antisec','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2188525,115,'antivirus','antivirus','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2188860,115,'antivirus program','antivirus program','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2188913,115,'antivirus software','program','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2190017,81,'apache strut flaw','apache strut flaw','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2190049,81,'apache strut vulnerability','apache strut vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2193053,349,'app hacking','app hacking','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2193485,176,'app security','app security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2196787,41,'application attack','application attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2197190,89,'application firewall','application firewall','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2197814,241,'application security','application security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2197898,241,'application security test','application security test','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2198223,89,'application whitelisting','application whitelisting','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2202139,4,'appsec','Application security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2202911,180,'apt actor','apt actor','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2202962,39,'apt attack','apt attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2203428,43,'apt malware','apt malware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2205239,41,'arbitrary code execution','arbitrary code execution','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2207027,36,'ardamax','Keylogger: https://www.ardamax.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2213824,240,'ashley madison hack','Security incident','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2215397,27,'assange','Julian Assange, Wikileaks','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2222300,43,'atm malware','atm malware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2222345,186,'atm pin','atm pin','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2222391,256,'atm skimmer','atm skimmer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2222393,256,'atm skimmer diebold','atm skimmer diebold','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2222394,256,'atm skimmer diebold opteva','atm skimmer diebold opteva','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2222398,256,'atm skimmer ncr','atm skimmer ncr','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2222409,256,'atm skimmer wincor','atm skimmer wincor','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2222410,256,'atm skimmer wincor nixdorf','atm skimmer wincor nixdorf','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2224630,257,'attack graph','attack graph','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2224670,257,'attack graph generation','attack graph generation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2225513,257,'attack model','attack model','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2225757,257,'attack path','attack path','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2225769,257,'attack pattern','attack pattern','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2226228,257,'attack scenario','attack scenario','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2226585,257,'attack surface','attack surface','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2226967,257,'attack tree','attack tree','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2227112,257,'attack vector','attack vector','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2228322,223,'attackers','attackers','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2232180,267,'audit log','audit log','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2237179,74,'authentication bypass vulnerability','authentication bypass vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2237229,91,'authentication credentials','authentication credentials','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2237465,141,'authentication protocol','authentication protocol','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2240689,310,'automate dynamic malware analysis','automate dynamic malware analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2241511,310,'automated malware analysis','automated malware analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2241721,178,'automated trust negotiation','automated trust negotiation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2243954,243,'autorun','General term, but connection with malwsare is strong enough to be relevant.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2244604,36,'avast','Avast antivirus','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2246058,36,'avira','Avira antivirus','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2253816,257,'backdoors','backdoors','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2254018,257,'background knowledge attack','background knowledge attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2256495,255,'badbios','APT: https://en.wikipedia.org/wiki/BadBIOS','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2257156,391,'badrabbit','Bad Rabbit: https://en.wikipedia.org/wiki/Ransomware#Bad_Rabbit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2262019,43,'banking malware','banking malware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2263919,26,'barrett brown','https://en.wikipedia.org/wiki/Barrett_Brown','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2280747,4,'bhasia','Black Hat Asia (note that this can have other meanings)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2280925,4,'bheu','Security event: https://twitter.com/hashtag/BHEU?src=hash&lang=en-gb','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2281164,4,'bhusa','Blackhat US','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2289256,36,'bitdefender','Cyber security company: https://en.wikipedia.org/wiki/Bitdefender','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2289428,269,'bitlocker','bitlocker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2291261,213,'black hat arsenal','Name of a team: Black Hat Arsenal team','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2291323,4,'black hat europe','A conference','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2291472,4,'black hat usa','black hat usa','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2292432,43,'blackenergy','Malware: https://en.wikipedia.org/wiki/BlackEnergy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2292540,36,'blackhat','blackhat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2293037,4,'blackhat usa','blackhat usa','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2293238,4,'blackhatusa','blackhatusa','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2293292,184,'blackhole','Security mechanism: https://en.wikipedia.org/wiki/Black_hole_(networking)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2293308,219,'blackhole exploit kit','blackhole exploit kit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2295678,50,'blind sql injection','blind sql injection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2299839,11,'bluehat','https://en.wikipedia.org/wiki/BlueHat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2303678,18,'boneh','Cyber security researcher Dan Boneh: https://crypto.stanford.edu/~dabo/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2308535,184,'botnet takedown','botnet takedown','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2314437,111,'breach notification','breach notification','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2314448,111,'breach notification law','breach notification law','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2314464,111,'breach notification requirement','breach notification requirement','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2314616,442,'breach report','breach report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2314649,342,'breach response','breach response','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2314666,342,'breach response plan','breach response plan','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2317046,26,'brian krebs','person','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2323110,167,'browser security','browser security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2323536,318,'bruce schneier','Person, A figure in cyber security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2323589,9,'brucon','Security event: https://www.brucon.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2324074,53,'brute force attack','brute force attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2324202,53,'brute-force attack','brute-force attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2324291,53,'bruteforce','Brute-force attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2324927,359,'bsideslv','https://www.bsideslv.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2325175,359,'bsidessf','https://bsidessf.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2325595,248,'btc-e','https://en.wikipedia.org/wiki/BTC-e','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2326864,268,'buffaloseller888','Cyber criminal email account','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2326940,319,'buffer overflow attack','buffer overflow attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2327005,319,'buffer overflow vulnerability','buffer overflow vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2327248,320,'bug bounty hunter','bug bounty hunter','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2327290,320,'bug bounty program','General term, but connections with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2327601,320,'bug hunter','General term, connections with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2327614,320,'bug hunting','bug hunting','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2327987,320,'bugbounty','General term, but connections with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2332604,365,'burp suite','Security software: https://en.wikipedia.org/wiki/Burp_Suite','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2332625,365,'burp suite pro','Cyber security tool: https://portswigger.net/burp','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2333500,361,'business continuity management','Part of ISM','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2333502,361,'business continuity plan','Part of ISM','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2333691,363,'business email compromise campaign','business email compromise campaign','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2369159,184,'bypass application whitelisting','bypass application whitelisting','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2370042,81,'bypass vulnerability','bypass vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2386060,75,'capec','https://capec.mitre.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2387493,450,'captcha','captcha','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2388535,168,'car hacking','car hacking','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2389088,255,'carbanak','APT: https://en.wikipedia.org/wiki/Carbanak','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2389152,46,'carberp','Malware: https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/carberp','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2389434,378,'card breach','card breach','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2390203,378,'carder007','Cyber criminal website - https://carder007.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2390336,378,'carding','Crime: https://en.wikipedia.org/wiki/Carding_(fraud)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2398056,364,'ccleaner','security tool: https://en.wikipedia.org/wiki/Ccleaner','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2398178,248,'ccn','Cryptocurrency news portal: https://www.ccn.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2398398,376,'ccv','Card Code Verification','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2400881,35,'cellebrite','Cellebrite Mobile Synchronization is an Israeli company that manufactures data extraction, transfer and analysis devices for cellular phones and mobile devices. The company is a subsidiary of Japan''s Sun Corporation.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2404984,392,'cerber ransomware','cerber ransomware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2406000,431,'certificate authority','certificate authority','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2406212,431,'certificate revocation list','certificate revocation list','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2406264,431,'certificate transparency','certificate transparency','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2406619,369,'certified ethical hacker','CEH','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2407284,276,'cfaa','Computer Fraud and Abuse Act','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2408052,257,'chain attack','chain attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2411608,223,'chaos computer club','The Chaos Computer Club is Europe''s largest association of hackers with 7700 registered members.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2414762,18,'chaum','person','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2423239,27,'chelsea manning','A person loosely related to cyber security: https://en.wikipedia.org/wiki/Chelsea_Manning','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2424867,12,'chief privacy officer','chief privacy officer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2424941,12,'chief security officer','chief security officer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2427682,401,'chinese apt','chinese apt','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2429245,230,'chip pos ingenico','PoS product','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2433029,12,'chuvakin','Cyber security expert: https://en.wikipedia.org/wiki/Anton_Chuvakin','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2433562,367,'cia hacking tool','cia hacking tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2437360,120,'ciphertext','ciphertext','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2438594,287,'cis critical security controls','The CIS Critical Security Controls are a recommended set of actions for cyber defense that provide specific and actionable ways to stop today''s most pervasive and dangerous attacks.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2438623,12,'cisa','Certified Information Systems Auditor','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2438708,436,'cisco asa','Cisco ASA. (Cisco Adaptive Security Appliance) A family of network security devices from Cisco that provide firewall, intrusion prevention (IPS) and virtual private network (VPN) capabilities.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2439479,12,'ciso','A chief information security officer (CISO) is the senior-level executive within an organization responsible for establishing and maintaining the enterprise vision, strategy, and program to ensure information assets and technologies are adequately protected.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2439744,579,'cispa','Cyber Intelligence Sharing and Protection Act: https://en.wikipedia.org/wiki/Cyber_Intelligence_Sharing_and_Protection_Act','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2439847,12,'cissp','Certified Information Systems Security Professional: https://www.isc2.org/Certifications/CISSP','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2440423,31,'citizen lab','Security related body: https://en.wikipedia.org/wiki/Citizen_Lab','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2447044,120,'cleartext','In cryptography, plaintext usually means unencrypted information pending input into cryptographic algorithms, usually encryption algorithms. Cleartext usually refers to data that is transmitted or stored unencrypted.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2452902,169,'cloud access security broker','https://en.wikipedia.org/wiki/Cloud_access_security_broker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2453542,169,'cloud computing security','cloud computing security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2453565,10,'cloud computing security workshop','cloud computing security workshop','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2455153,37,'cloud security alliance','NGO: https://en.wikipedia.org/wiki/Cloud_Security_Alliance','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2456676,36,'cloudflare','Cyber security company: https://en.wikipedia.org/wiki/Cloudflare','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2460109,364,'cobalt strike','Cyber security software: https://www.cobaltstrike.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2465304,371,'code execution exploit','code execution exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2465309,371,'code execution flaw','code execution flaw','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2465336,371,'code execution vuln','vulnerability?','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2465591,329,'code injection','code injection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2465615,329,'code injection technique','code injection technique','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2466230,405,'code signing','code signing','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2469425,114,'collaborative intrusion detection','collaborative intrusion detection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2471047,171,'collective intelligence framework','Common term used for intelligence collection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2475407,329,'command injection','command injection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2475425,329,'command injection vulnerability','command injection vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2478135,210,'common attack pattern enumeration','common attack pattern enumeration','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2479614,77,'common weakness enumeration','common weakness enumeration','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2480958,167,'communications security','communications security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2482558,36,'comodo','Security tool: https://en.wikipedia.org/wiki/Comodo_Internet_Security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2482603,115,'comodo internet security','comodo internet security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2490633,130,'composite degree residuosity class','composite degree residuosity class','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2494564,343,'computer emergency response team','computer emergency response team','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2494992,287,'computer network defense','computer network defense','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2495121,409,'computer program security flaw','computer program security flaw','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2495379,364,'computer security application','computer security application','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2495381,417,'computer security application conference','computer security application conference','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2495401,4,'computer security conference','Existing subclass','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2495450,10,'computer security foundations workshop','computer security foundations workshop','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2495460,240,'computer security incident','computer security incident','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2495465,346,'computer security incident handling','computer security incident handling','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2495471,343,'computer security incident response team','computer security incident response team','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2495765,1,'computer system security','computer system security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2501314,45,'conficker','Malware: https://en.wikipedia.org/wiki/Conficker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2519427,481,'control flow guard','control flow guard','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2539004,200,'covert channel','In computer security, a covert channel is a type of attack that creates a capability to transfer information objects between processes that are not supposed to be allowed to communicate by the computer security policy.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2546864,378,'credit card breach','credit card breach','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2546901,376,'credit card cvv','Better change to "CVV"','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2546905,376,'credit card data','"Data" being vague','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2546972,349,'credit card hack','not a proper term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2546974,352,'credit card hacker','credit card hacker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2547078,378,'credit card skimmer','credit card skimmer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2547278,535,'credit monitoring service','Related to anti-fraud','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2548876,290,'crimeware','crimeware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2550839,30,'critical infrastructure cybersecurity','critical infrastructure cybersecurity','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2550911,30,'critical infrastructure protection','critical infrastructure protection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2550959,30,'critical infrastructure sector','critical infrastructure sector','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2550967,30,'critical infrastructure security','critical infrastructure security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2551250,424,'critical patch update','critical patch update','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2551353,371,'critical remote code execution','critical Remote Code Execution vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2551987,329,'crlf','Attack: https://www.owasp.org/index.php/CRLF_Injection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2552632,439,'cross site request forgery','cross site request forgery','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2552636,439,'cross site script','cross site script','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2552637,439,'cross site script attack','cross site script attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2552651,81,'cross site script vulnerability','cross site script vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2552656,439,'cross site scripting','cross site scripting','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2553289,439,'cross-site request forgery','cross-site request forgery','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2553298,439,'cross-site scripting','cross-site scripting','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2554088,36,'crowdstrike','https://en.wikipedia.org/wiki/CrowdStrike','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2555276,43,'crypter','https://www.trendmicro.com/vinfo/us/security/definition/crypter','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2555548,119,'crypto backdoor','crypto backdoor','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2556073,129,'crypto key','crypto key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2556972,248,'cryptocurrency miner','cryptocurrency miner','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2557135,119,'cryptographic algorithm','cryptographic algorithm','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2557254,375,'cryptographic hash','cryptographic hash','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2557261,133,'cryptographic hash function','cryptographic hash function','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2557283,129,'cryptographic key','cryptographic key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2557372,119,'cryptographic protocol','cryptographic protocol','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2557447,119,'cryptographic technique','cryptographic technique','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2557884,119,'cryptology','cryptology','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2557888,385,'cryptology eprint archive','https://eprint.iacr.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2558658,343,'csirt','Computer Security Incident Response Team','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2559172,439,'csrf','Cross-site request forgery','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2559874,171,'cti','Cyber threat intelligence (it can have many other meanings)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2561023,310,'cuckoo sandbox','Cuckoo is a British sitcom that began airing on BBC Three on 25 September 2012','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2562607,36,'curity','Cyber security company: https://curity.io/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2571272,376,'cvv','VV is an anti-fraud security feature to help verify that you are in possession of your credit card.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2571395,376,'cvv2','Card Verification Value, CVV or CVV2, is an authentication system established by credit card companies to further efforts toward reducing fraud for internet transactions.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2571738,2,'cyber activity','cyber activity','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2571862,291,'cyber arm race','cyber arm race','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2571874,60,'cyber army','cyber army','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2572179,39,'cyber attack target','cyber attack target','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2572227,181,'cyber attacker','cyber attacker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2572348,240,'cyber breach','cyber breach','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2572428,490,'cyber capability','cyber capability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2572577,288,'cyber command','cyber command','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2572675,291,'cyber conflict','cyber conflict','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2572757,290,'cyber crime','cyber crime','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2572901,20,'cyber criminal','cyber criminal','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2573113,287,'cyber defence','cyber defence','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2573121,288,'cyber defence centre','cyber defence centre','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2573194,287,'cyber defense','cyber defense','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2573355,1,'cyber domain','cyber domain','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2573477,293,'cyber espionage campaign','cyber espionage campaign','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2573520,293,'cyber espionage operation','cyber espionage operation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2573558,488,'cyber essentials scheme','cyber essentials scheme','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2573578,2,'cyber event','cyber event','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2573651,290,'cyber extortion','cyber extortion','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2574005,240,'cyber incident','cyber incident','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2574062,342,'cyber incident response plan','cyber incident response plan','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2574224,170,'cyber insurance market','cyber insurance market','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2574418,171,'cyber intelligence','cyber intelligence','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2574467,294,'cyber intelligence share','Change to "cyber intelligence sharing"','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2574592,257,'cyber kill chain','cyber kill chain','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2574627,111,'cyber law','cyber law','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2574673,170,'cyber liability insurance','cyber liability insurance','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2574994,257,'cyber pearl harbor','cyber pearl harbor','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575045,95,'cyber policy','cyber policy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575255,287,'cyber resilience','cyber resilience','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575316,150,'cyber risk','cyber risk','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575327,162,'cyber risk assessment','cyber risk assessment','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575385,170,'cyber risk insurance','cyber risk insurance','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575404,164,'cyber risk management','cyber risk management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575595,37,'cyber security alliance','cyber security alliance','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575656,447,'cyber security breach','cyber security breach','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575691,288,'cyber security center','cyber security center','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575696,288,'cyber security centre','cyber security centre','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575716,373,'cyber security challenge','cyber security challenge','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2575806,226,'cyber security data','cyber security data','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2576208,172,'cyber security practice','cyber security practice','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2576225,364,'cyber security program','cyber security program','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2576333,364,'cyber security solution','cyber security solution','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2576354,146,'cyber security standard','cyber security standard','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2576455,9,'cyber security training','cyber security training','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2576467,172,'cyber security unit','cyber security unit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2576550,3,'cyber situational awareness','cyber situational awareness','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2576601,1,'cyber space','cyber space','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2576911,180,'cyber threat actor','cyber threat actor','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2577006,82,'cyber threat indicator','cyber threat indicator','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2577103,82,'cyber threat landscape','cyber threat landscape','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2577222,82,'cyber threats','cyber threats','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2577321,291,'cyber war','cyber war','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2577360,291,'cyber warfare','cyber warfare','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2577415,11,'cyber warrior','cyber warrior','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2577442,291,'cyber weapon','cyber weapon','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2577659,290,'cyber-crime','cyber-crime','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2577783,293,'cyber-espionage','cyber-espionage','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2577910,170,'cyber-insurance','cyber-insurance','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2578020,170,'cyber-insurer','cyber-insurer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2578248,150,'cyber-risk','cyber-risk','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2578567,82,'cyber-threat','cyber-threat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2579523,39,'cyberattacks','cyberattacks','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2579598,291,'cyberaware','cyberaware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2581602,293,'cyberespionage','cyberespionage','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2581996,170,'cyberinsurance','cyberinsurance','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2582554,1,'cybersec','cybersec','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2583025,1,'cybersecurity','cybersecurity','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2583166,3,'cybersecurity awareness','cybersecurity awareness','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2583187,3,'cybersecurity awareness month','not a proper term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2583457,36,'cybersecurity company','cybersecurity company','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2584004,12,'cybersecurity expert','cybersecurity expert','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2584104,36,'cybersecurity firm','cybersecurity firm','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2584144,172,'cybersecurity framework','cybersecurity framework','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2584425,240,'cybersecurity incident','cybersecurity incident','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2584839,111,'cybersecurity law','cybersecurity law','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2585291,318,'cybersecurity professional','cybersecurity professional','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2585392,210,'cybersecurity report','cybersecurity report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2585484,150,'cybersecurity risk','cybersecurity risk','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2585768,172,'cybersecurity strategy','cybersecurity strategy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2585810,6,'cybersecurity summit','cybersecurity summit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2585900,82,'cybersecurity threat','cybersecurity threat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2586463,47,'cyberspy','cyberspy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2586670,82,'cyberthreat','cyberthreat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2586818,291,'cyberwar','cyberwar','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2587805,291,'cyberwarfare','cyberwarfare','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2588849,36,'cylance','Cyber security company: https://en.wikipedia.org/wiki/Cylance','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2593826,318,'dan geer','person','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2595995,379,'dark read','darkreading.com','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2596134,461,'dark web drug market','dark web drug market','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2596213,460,'dark web site','dark web site','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2596290,46,'darkcomet','Malware: https://en.wikipedia.org/wiki/DarkComet','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2596506,460,'darknet','darknet','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2596689,460,'darkweb','darkweb','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2596888,373,'darpa cyber grand challenge','darpa cyber grand challenge','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2598438,441,'data anonymization','data anonymization','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2598682,447,'data breach cost','data breach cost','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2598796,447,'data breach investigations','data breach investigations','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2598797,442,'data breach investigations report','data breach investigations report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2598821,447,'data breach lawsuit','data breach lawsuit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2598841,442,'data breach notification','data breach notification','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2598846,442,'data breach notification law','data breach notification law','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2598922,342,'data breach response','data breach response','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2599548,277,'data controller','GDPR term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2599975,120,'data encryption','data encryption','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2600701,383,'data integrity','data integrity','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2601899,3,'data privacy day','data privacy day','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2601922,275,'data privacy law','data privacy law','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2602115,277,'data protection authority','data protection authority','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2602172,277,'data protection directive','data protection directive','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2602209,277,'data protection impact assessment','data protection impact assessment','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2602254,277,'data protection legislation','data protection legislation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2602276,12,'data protection officer','data protection officer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2602290,277,'data protection principle','data protection principle','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2602313,277,'data protection regulation','data protection regulation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2602335,277,'data protection requirement','data protection requirement','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2602346,277,'data protection rule','data protection rule','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2602367,277,'data protection supervisor','data protection supervisor','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2603079,173,'data security standard','data security standard','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2603247,96,'data share agreement','data share agreement','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2603496,456,'data steal','data steal','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2605043,349,'database hack','Not useful','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2605915,428,'datagram transport layer security','datagram transport layer security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2610162,442,'dbir','Data Breach Investigations Report from Verizon: https://enterprise.verizon.com/en-gb/resources/reports/dbir/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2611463,58,'ddos attack','ddos attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2611623,58,'ddos botnet','ddos botnet','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2612231,441,'de-anonymization','de-anonymization','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2619378,129,'decryption key','decryption key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2619456,389,'decryption tool','decryption tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2620381,560,'deep packet inspection','deep packet inspection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2622220,471,'defcon','DEF CON is one of the world''s largest hacker conventions, held annually in Las Vegas, Nevada, with the first DEF CON taking place in June 1993.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2622258,471,'defcon badge','defcon badge','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2622403,374,'defcon ctf','defcon ctf','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2622932,471,'defcon talk','defcon talk','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2623201,471,'defcon25','2017 DEFCON','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2624593,364,'defender exploit guard','defender exploit guard','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2628567,224,'dehart','https://en.wikipedia.org/wiki/Matt_DeHart','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2638274,57,'denial-of-service','denial-of-service','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2638276,57,'denial-of-service attack','denial-of-service attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2642822,4,'derbycon','https://www.derbycon.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2658205,425,'device security','device security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2659424,258,'dfir','Digital Forensics and Incident Response Distribution: https://en.wikipedia.org/wiki/SIFT_Workstation_-_Digital_Forensics_and_Incident_Response_Distribution','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2659633,258,'dfir infosec','dfir infosec','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2660004,478,'dfirsummit','SANS Digital Forensics & Incident Response (DFIR) Summit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2662538,53,'dictionary attack','dictionary attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2667099,515,'digital geneva convention','digital geneva convention','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2667522,515,'digital rights management','digital rights management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2667570,167,'digital security','digital security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2683977,231,'distribute intrusion detection system','distribute intrusion detection system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2684433,406,'distribute system security symposium','distribute system security symposium','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2687319,329,'dll injection','dll injection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2687820,20,'dmitry','He may be seen as a cyber criminal (who often just use tools, not develop tools).','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2688382,349,'dnc hack','2016 Democratic National Committee email leak: https://en.wikipedia.org/wiki/2016_Democratic_National_Committee_email_leak','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2693572,43,'domain generation algorithm','https://en.wikipedia.org/wiki/Domain_generation_algorithm','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2696955,57,'dos attack','dos attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2698395,46,'doublepulsar','DoublePulsar is a backdoor implant tool developed by the U.S. National Security Agency''s (NSA) Equation Group that was leaked by The Shadow Brokers in early 2017.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2703294,479,'dridex','malware: https://en.wikipedia.org/wiki/Dridex','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2705388,216,'droidjack','droidjack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2712062,479,'duqu','Malware: https://en.wikipedia.org/wiki/Duqu','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2713451,18,'dwork','Cyber security researcher Cynthia Dwork: https://en.wikipedia.org/wiki/Cynthia_Dwork','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2714271,310,'dynamic malware analysis','dynamic malware analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2714615,294,'dynamic threat intelligence','dynamic threat intelligence','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2715090,479,'dyre','Malware: https://www.secureworks.com/research/dyre-banking-trojan','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2720222,120,'eax','https://en.wikipedia.org/wiki/EAX_mode','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2726221,113,'edr','Endpoint Detection and Response (it may mean other things)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2726988,26,'edward snowden','Cyber security related person: https://en.wikipedia.org/wiki/Edward_Snowden','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2734779,349,'election hacking','election hacking','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2738297,126,'elliptic curve cryptography','elliptic curve cryptography','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2740419,349,'email interception hack','email interception hack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2742425,227,'email security','email security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2746834,364,'emet','Enhanced Mitigation Experience Toolkit: https://en.wikipedia.org/wiki/Enhanced_Mitigation_Experience_Toolkit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2753722,544,'encrypted email','encrypted email','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2753959,501,'encrypted messaging app','encrypted messaging app','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2755300,501,'end-to-end encryption','end-to-end encryption','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2756217,232,'endpoint protection','endpoint protection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2756246,232,'endpoint protection platforms','endpoint protection platforms','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2756290,167,'endpoint security','endpoint security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2761203,357,'enigma2017','Security event: ENIGMA conference 2017','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2761255,31,'enisa','enisa','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2761489,330,'enisa threat landscape report','enisa threat landscape report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2764486,164,'enterprise risk management','enterprise risk management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2764512,167,'enterprise security','enterprise security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2770750,575,'equifax data breach','equifax data breach','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2775670,115,'escan internet security suite','eScan Internet Security Suite: https://www.escanav.com/en/windows-antivirus/internet-security-suite.asp','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2776307,36,'eset','Cyber security company: https://en.wikipedia.org/wiki/ESET','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2777395,293,'espionage campaign','espionage campaign','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2782138,46,'eternalblue','https://en.wikipedia.org/wiki/EternalBlue','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2782394,248,'ethereum','ethereum','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2782750,23,'ethical hacker','ethical hacker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2783268,526,'ettercap','Security tool: https://en.wikipedia.org/wiki/Ettercap_(software)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2783440,577,'eu-us privacy shield','eu-us privacy shield','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2783665,12,'eugene kaspersky','person','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2784012,4,'eurocrypt','crypto conference','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2786369,277,'european data protection directive','european data protection directive','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2786373,277,'european data protection law','european data protection law','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2786384,277,'european data protection supervisor','european data protection supervisor','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2786968,474,'europol','Law enforcement agency','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2787367,111,'evade breach notification law','evade breach notification law','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2787402,113,'evade detection','evade detection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2788693,218,'evasion technique','evasion technique','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2807686,52,'exploit dev','exploit dev','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2808208,52,'exploit kit','exploit kit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2808601,52,'exploit mitigation','exploit mitigation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2808763,516,'exploit pack','exploit pack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2809658,52,'exploitability','exploitability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2810004,39,'exploitation technique','exploitation technique','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2810241,39,'exploits','exploits','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2812590,454,'expose sensitive data','expose sensitive data','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2819541,36,'f-secure','Cyber security company: https://en.wikipedia.org/wiki/F-Secure','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2819559,115,'f-secure internet security','f-secure internet security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2823022,189,'facial recognition','Biometrics','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2827180,289,'fake news','General term, but connections with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2831222,564,'fancy bear','Fancy Bear is a Russian cyber espionage group. Cybersecurity firm CrowdStrike has said with a medium level of confidence that it is associated with the Russian military intelligence agency GRU','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2841746,90,'federated identity management','federated identity management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2852553,81,'file upload vulnerability','file upload vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2852935,43,'fileless malware','fileless malware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2856108,85,'financial cyber threat','financial cyber threat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2858157,90,'fine-grained access control','fine-grained access control','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2858445,47,'finfisher','Spyware: https://en.wikipedia.org/wiki/FinFisher','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2860311,36,'fireeye','https://www.fireeye.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2860324,330,'fireeye advanced threat report','https://www.fireeye.com/current-threats/annual-threat-report.html','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2860411,335,'fireeye dynamic threat intelligence','fireeye dynamic threat intelligence','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2861494,89,'firewall rule','firewall rule','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2861611,89,'firewalls','firewalls','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2863657,580,'fisma','Federal Information Security Management Act: https://en.wikipedia.org/wiki/Federal_Information_Security_Management_Act_of_2002','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2866736,41,'flash exploit','flash exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2867162,217,'flash zero-day','flash zero-day','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2869123,219,'flip feng shui','Flip Feng Shui (FFS) is a new exploitation vector that allows an attacker virtual machine (VM) to flip a bit in a memory page of a victim VM that runs on the same host as the attacker VM. https://www.vusec.net/projects/flip-feng-shui/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2871460,201,'flow analysis','General netwroking term, but connection with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2887263,113,'fraud detection','fraud detection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2891147,497,'free open-source disk encryption software','free open-source disk encryption software','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2892285,506,'free vpn','Privacy related','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2892651,494,'freeanon','freeanon','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2892734,494,'freeanons','https://www.freeanons.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2892942,494,'freebogatov','Campaign to free Dmitry Bogatov: https://twitter.com/hashtag/freebogatov?lang=en','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2893614,494,'freejeremy','https://freejeremy.net/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2893743,493,'freelauri','Campaign for free Lauri Love: https://freelauri.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2894089,494,'freemattdehart','https://twitter.com/freemattdehart?lang=en','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2902650,378,'fullz','https://www.investopedia.com/fullz-definition-4684000','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2907710,371,'fuzz arbitrary binary code','Better changed to "Fuzzing"','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2907916,537,'fuzzer','Class of security tools','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2911214,510,'gameover zeus botnet','gameover zeus botnet','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2912962,4,'gartnersec','Gartner Security & Risk Management Conference?','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2915561,29,'gchq','The Government Communications Headquarters is an intelligence and security organisation responsible for providing signals intelligence and information assurance to the government and armed forces of the United Kingdom.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2933126,330,'global internet security threat report','global internet security threat report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2939561,69,'google docs phish attack','google docs phish attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2939572,69,'google docs phishing scam','google docs phishing scam','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2939594,538,'google dork','The GHDB is an index of search queries (we call them dorks) used to find publicly available information, intended for pentesters and security researchers.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2940628,409,'google project zero bug','google project zero bug','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2944517,349,'government hacking','government hacking','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2945361,540,'government surveillance','Privacy related','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2953417,486,'grizzly steppe report','GRIZZLY STEPPE - Russian Malicious Cyber Activity | CISA - US-Cert','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2953720,18,'grossklags','Cyber security researchers Jens Grossklags: http://www.cybertrust.in.tum.de/index.php?id=101','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2956814,21,'guccifer','Hacker: https://en.wikipedia.org/wiki/Guccifer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2959568,499,'guy fawkes mask','Cyber security culture','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2964442,528,'hack team','hack team','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2965018,541,'hackaday','https://hackaday.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2966356,350,'hacker conference','hacker conference','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2966940,350,'hacker forum','hacker forum','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2967145,21,'hacker hero john draper','https://en.wikipedia.org/wiki/John_Draper','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2967537,21,'hacker lauri love','https://en.wikipedia.org/wiki/Lauri_Love','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2968672,350,'hacker summer camp','hacker summer camp','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2968718,349,'hacker target','hacker target','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2969936,349,'hackerspace','https://en.wikipedia.org/wiki/Hackerspace','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2970750,477,'hacking facebook account','hacking facebook account','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2970789,350,'hacking forum','hacking forum','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2972214,349,'hacking service','hacking service','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2972289,367,'hacking software','hacking software','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2972535,349,'hacking technique','hacking technique','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2972656,367,'hacking tools','hacking tools','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2972770,349,'hacking tutorial','hacking tutorial','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2972873,368,'hacking village','Event: https://def.camp/hacking-village/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2973410,364,'hackrf','https://greatscottgadgets.com/hackrf/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2973637,364,'hacksys extreme vulnerable driver','hacksys extreme vulnerable driver','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2975049,519,'hak5','Pentesting device: https://shop.hak5.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2979598,461,'hansa dark web market','Dark web market','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2982685,349,'hardware hacking','hardware hacking','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2982939,40,'hardware security','hardware security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2984678,133,'hash algorithm','hash algorithm','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2984828,133,'hash function','hash function','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2985029,375,'hash table','hash table','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2985068,375,'hash value','hash value','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2985136,364,'hashcat','Security tool: https://en.wikipedia.org/wiki/Hashcat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2987277,518,'havij','Havij SQL Injection tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2987513,21,'haxor','Alternrative spelling of hacker: https://en.wiktionary.org/wiki/haxor','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2988106,36,'hbgary','https://en.wikipedia.org/wiki/HBGary','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2991657,522,'heap overflow','heap overflow','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2992452,409,'heartbleed','https://en.wikipedia.org/wiki/Heartbleed','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (2996895,379,'help net security','https://www.helpnetsecurity.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3000321,219,'hex editor','General term, connections with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3010478,358,'hitb','Cyber security event: https://conference.hitb.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3010636,358,'hitb2017ams','Hash tag for security event: https://twitter.com/hashtag/hitb2017ams?lang=en','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3010776,4,'hitbgsec','Security conference: https://gsec.hitb.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3015248,495,'homomorphic encryption scheme','homomorphic encryption scheme','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3015786,113,'honeynet','honeynet','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3015840,113,'honeypot','honeypot','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3020193,232,'host-based intrusion detection system','host-based intrusion detection system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3021653,506,'hotspot shield vpn','hotspot shield vpn','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3025518,142,'http public key pinning','https://en.wikipedia.org/wiki/HTTP_Public_Key_Pinning','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3025660,167,'http strict transport security','http strict transport security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3025859,34,'huawei','ICT company with major presence on security solutions','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3030901,184,'hxxp','Security protocol: https://tools.ietf.org/id/draft-salgado-hxxp-01.xml','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3037606,167,'ics security','ics security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3037739,344,'ics-cert','Industrial Control System CERT','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3039279,552,'ida pro','https://www.hex-rays.com/products/ida/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3039533,552,'idapython','Python plugin for Interactive Disassembler: https://github.com/idapython/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3040372,277,'identifiable natural person','GDPR: An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification ...','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3042187,339,'identify threat','not a proper term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3042806,90,'identity management','identity management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3044128,36,'idss','Integrated Defense & Security Solutions','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3044625,10,'ieee computer security foundations workshop','ieee computer security foundations workshop','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3057363,176,'imsi','International mobile subscriber identity, connection with security is strong enough','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3057368,216,'imsi catcher','https://en.wikipedia.org/wiki/IMSI-catcher','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3057978,551,'in-memory private rsa key recovery','in-memory private rsa key recovery','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3059498,346,'incident detection','incident detection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3059599,346,'incident handling','incident handling','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3059738,346,'incident management','incident management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3059832,348,'incident object description','incident object description','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3059834,348,'incident object description exchange format','incident object description exchange format','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3059991,342,'incident responder','incident responder','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3059998,342,'incident response','incident response','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3060000,342,'incident response activity','incident response activity','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3060024,342,'incident response capability','incident response capability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3060172,342,'incident response plan','incident response plan','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3060206,342,'incident response process','incident response process','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3060278,343,'incident response team','incident response team','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3075965,167,'industrial control system security','industrial control system security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3078413,520,'infected computer','infected computer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3078477,520,'infected host','infected host','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3078624,520,'infected system','infected system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3078866,483,'infection vector','https://en.wikipedia.org/wiki/Vector_(malware)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3081935,1,'infosec','infosec','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3082249,38,'infosec community','infosec community','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3082954,349,'infosec hacking','infosec hacking','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3083374,309,'infosec malware','infosec malware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3083812,11,'infosec people','infosec people','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3083927,318,'infosec pro','infosec pro','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3083950,318,'infosec professional','infosec professional','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3084872,1,'infosecurity','infosecurity','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3085627,30,'infrastructure protection','infrastructure protection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3085741,425,'infrastructure security','infrastructure security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3089365,329,'injection attack','Maybe too general?','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3089489,514,'injection flaw','injection flaw','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3089650,514,'injection technique','injection technique','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3093157,54,'insider attack','insider attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3093424,82,'insider threat','insider threat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3099391,78,'integer overflow','integer overflow','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3100697,80,'intel amt vulnerability','intel amt vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3100772,469,'intel boot guard','intel boot guard','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3101505,88,'intel software guard extension','intel software guard extension','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3111646,474,'internet crime complaint center','internet crime complaint center','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3113210,82,'internet security threat','internet security threat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3113212,330,'internet security threat report','internet security threat report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3113385,35,'internet storm center','Security body: https://en.wikipedia.org/wiki/Internet_Storm_Center','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3113415,540,'internet surveillance','internet surveillance','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3117929,114,'intrusion detection systems','intrusion detection systems','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3117984,184,'intrusion prevention','intrusion prevention','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3117995,184,'intrusion prevention system','intrusion prevention system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3122531,36,'ioactive','Cyber security company: https://en.wikipedia.org/wiki/IOActive','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3123688,176,'ios security','ios security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3124027,63,'iot botnet','iot botnet','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3126042,331,'iphone hack','iphone hack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3126211,333,'iphone secure boot firmware component','Too specific','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3127911,351,'iranian hacker','iranian hacker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3130289,37,'isac','Information Sharing and Analysis Centers / Information Sharing and Analysis Center','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3130559,37,'isc2','Cyber security organisation: (ISC)2','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3138521,167,'itsecurity','itsecurity','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3141283,18,'jajodia','Cyber security researcher Sushil Jajodia: https://csis.gmu.edu/jajodia/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3146178,21,'jeremy hammond','Hacker: https://en.wikipedia.org/wiki/Jeremy_Hammond','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3150146,12,'john mcafee','john mcafee','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3155897,26,'julian assange','WikiLeaks: https://en.wikipedia.org/wiki/Julian_Assange','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3158487,451,'k-anonymity privacy protection','k-anonymity privacy protection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3158528,296,'k-anonymization','k-anonymization','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3159513,549,'kali linux','kali linux','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3161189,36,'kaspersky','kaspersky','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3161476,115,'kaspersky internet security','kaspersky internet security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3161499,36,'kaspersky lab','kaspersky lab','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3161823,6,'kaspersky security analyst summit','kaspersky security analyst summit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3164120,63,'kelihos botnet','kelihos botnet','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3164861,90,'kerberos','User authentication protocol','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3165480,553,'kernel memory corruption','kernel memory corruption','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3165488,113,'kernel memory infoleak detector','kernel memory infoleak detector','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3165616,413,'kernel pool overflow','kernel pool overflow','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3165642,328,'kernel privilege escalation vulnerability','kernel privilege escalation vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3166275,21,'kevin mitnick','kevin mitnick','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3166762,129,'key cryptography','key cryptography','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3166880,307,'key distribution','key distribution','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3166959,129,'key encryption','key encryption','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3167136,307,'key generation algorithm','key generation algorithm','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3167387,312,'key logger','key logger','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3167578,129,'key pair','key pair','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3167766,403,'key reinstallation attack','key reinstallation attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3167959,129,'key size','key size','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3168649,307,'keygen','keygen','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3168901,312,'keylogging','keylogging','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3171379,171,'kill chain','Not a proper term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3179147,403,'krack attack','krack attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3179872,479,'kronos banking trojan','kronos banking trojan','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3179936,18,'kruegel','Cyber security researcher Christopher Kruegel: https://sites.cs.ucsb.edu/~chris/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3181453,296,'l-diversity','l-diversity','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3181513,223,'l0pht','Hacker group: https://en.wikipedia.org/wiki/L0pht','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3190781,90,'lastpass','password manager','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3225066,475,'linux malware','linux malware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3231846,223,'lizard squad','Lizard Squad was a black hat hacking group, mainly known for their claims of distributed denial-of-service attacks primarily to disrupt gaming-related services.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3235636,90,'local privilege','Access control term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3235653,328,'local privilege escalation vulnerability','local privilege escalation vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3235772,79,'local root exploit','https://github.com/5H311-1NJ3C706/local-root-exploits','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3238091,393,'locky ransomware','https://en.wikipedia.org/wiki/Locky','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3249202,516,'low orbit ion cannon','Low Orbit Ion Cannon is an open-source network stress testing and denial-of-service attack application, written in C#. LOIC was initially developed by Praetox Technologies, but was later released into the public domain, and now is hosted on several open source platforms.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3252972,224,'lulz','https://www.wired.com/2011/11/anonymous-101/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3253207,223,'lulzsec','Hacker group: https://en.wikipedia.org/wiki/LulzSec','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3256445,475,'mac malware','mac malware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3260726,218,'magnitude exploit kit','magnitude exploit kit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3267180,465,'malicious android app','malicious android app','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3267199,465,'malicious app','malicious app','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3267213,465,'malicious application','malicious application','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3267276,462,'malicious behavior','malicious behavior','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3267388,465,'malicious code','malicious code','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3267484,462,'malicious content','malicious content','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3267585,467,'malicious domain','malicious domain','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3267617,462,'malicious email','malicious email','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3267657,465,'malicious executable','malicious executable','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3267833,466,'malicious insider','malicious insider','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3267942,467,'malicious link','malicious link','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3268142,465,'malicious payload','malicious payload','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3268156,464,'malicious pdf','malicious pdf','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3268267,465,'malicious program','malicious program','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3268634,466,'malicious user','malicious user','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3268694,467,'malicious website','malicious website','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3268727,464,'malicious word document','malicious word document','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3269121,483,'malspam','Malware spam: https://blog.malwarebytes.com/threats/malspam/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3269230,258,'maltego','Digital forensics software: https://en.wikipedia.org/wiki/Maltego','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3269376,484,'malvertise','Better change to "malvertising": https://en.wikipedia.org/wiki/Malvertising','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3269384,484,'malvertise campaign','malvertise campaign','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3269848,310,'malware analysis system','malware analysis system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3269861,310,'malware analysis tool','malware analysis tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3269890,310,'malware analyst','malware analyst','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3270026,43,'malware attack','malware attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3270097,310,'malware attribute enumeration','malware attribute enumeration','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3270116,314,'malware author','Not useful','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3270241,310,'malware behavior','malware behavior','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3270430,313,'malware campaign','malware campaign','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3270971,315,'malware detection','malware detection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3271002,315,'malware detection method','malware detection method','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3271023,315,'malware detection system','malware detection system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3271544,43,'malware family','malware family','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3272139,313,'malware infection','malware infection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3272987,315,'malware protection','malware protection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3272995,315,'malware protection engine','malware protection engine','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3273256,314,'malware sample','Not useful','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3273724,313,'malware target','malware target','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3273926,313,'malware threat','malware threat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3274117,43,'malware variant','malware variant','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3274287,314,'malware writer','not a proper term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3274595,116,'malwarebytes','Cyber security software: https://en.wikipedia.org/wiki/Malwarebytes_(software)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3274966,56,'man-in-the-middle','man-in-the-middle','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3274967,56,'man-in-the-middle attack','man-in-the-middle attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3275307,164,'manage cyber risk','manage cyber risk','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3276010,429,'managed security service','managed security service','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3278784,36,'mandiant','Cyber security company: https://en.wikipedia.org/wiki/Mandiant','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3282982,18,'marcus hutchins','person','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3286648,12,'mary ann davidson','CSO at Oracle','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3287872,540,'mass surveillance','Loosely related especially on privacy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3289423,548,'master boot record','master boot record','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3289495,129,'master decryption key','master decryption key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3289566,129,'master key','master key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3297579,136,'md5 hash','md5 hash','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3307395,300,'memory analysis','technique for security analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3307523,416,'memory corruption bug','memory corruption bug','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3307549,569,'memory corruption vulnerability','memory corruption vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3307669,258,'memory forensic','memory forensic','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3311333,388,'message authentication code','message authentication code','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3314100,516,'metasploit framework','metasploit framework','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3314145,516,'metasploit module','metasploit module','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3314617,43,'meterpreter','Security term: https://www.offensive-security.com/metasploit-unleashed/about-meterpreter/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3324340,434,'microsoft security bulletin','microsoft security bulletin','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3324358,115,'microsoft security essentials','microsoft security essentials','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3324368,210,'microsoft security intelligence report','microsoft security intelligence report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3329106,494,'millionmaskmarch','Cyber security related protest event: Million Mask March: https://en.wikipedia.org/wiki/Million_Mask_March','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3329712,365,'mimikatz','https://github.com/gentilkiwi/mimikatz','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3331197,256,'mini123','Magnetic Stripe Credit Card Reader sub model name','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3334238,485,'mirai','Malware: https://en.wikipedia.org/wiki/Mirai_(malware)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3335040,74,'misconfiguration','General term, but can have security implications','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3335709,335,'misp','Project: https://www.misp-project.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3338554,56,'mitm','Man-in-the-Middle','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3338567,56,'mitm attack','mitm attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3338792,244,'mitre corporation','mitre corporation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3340792,176,'mobile app security','mobile app security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3341202,176,'mobile device security','mobile device security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3341686,176,'mobile phone hacking','mobile phone hacking','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3341813,176,'mobile pwn2own','mobile pwn2own','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3342101,176,'mobile threat','mobile threat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3342382,176,'mobilesecurity','mobilesecurity','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3350270,20,'money mule','A money mule, sometimes called a "smurfer," is a person who transfers money acquired illegally (e.g., stolen) in person, through a courier service, or electronically, on behalf of others. Typically, the mule is paid for services with a small part of the money transferred.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3359718,499,'mrrobot','Movie describing cyber security: https://en.wikipedia.org/wiki/Mr._Robot','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3360350,424,'ms17-010','Security patch: https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3361228,521,'msr2000','Magnetic Stripe Credit Card Reader','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3361229,521,'msr206','Magnetic Stripe Reader','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3361233,521,'msr3000','Magnetic Stripe Credit Card Reader','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3361234,521,'msr400','Magnetic Stripe Credit Card Reader','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3361235,521,'msr500m','Magnetic Stripe Credit Card Reader','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3361237,521,'msr505','Magnetic Swipe Card Reader','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3361333,429,'mssp','managed security service provider','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3365230,459,'multiparty unconditionally secure protocol','multiparty unconditionally secure protocol','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3366179,522,'multiple heap buffer overflow','multiple heap buffer overflow','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3377455,474,'national crime agency','They have a cybercrime unit.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3377479,30,'national critical infrastructure','national critical infrastructure','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3377528,344,'national cyber incident response plan','national cyber incident response plan','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3377548,37,'national cyber security alliance','national cyber security alliance','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3377598,491,'national cyber security strategy','national cyber security strategy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3377631,3,'national cybersecurity awareness','national cybersecurity awareness','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3377634,3,'national cybersecurity awareness month','national cybersecurity awareness month','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3377688,277,'national data protection authority','national data protection authority','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3378624,491,'national security letter','national security letter','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3378874,75,'national vulnerability database','national vulnerability database','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3379734,288,'nato ccd coe','The NATO Cooperative Cyber Defence Centre of Excellence is a multinational and interdisciplinary hub of cyber defence expertise.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3379781,288,'nato cooperative cyber defence centre','nato cooperative cyber defence centre','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3382532,3,'ncsam','National Cybersecurity Awareness Month: https://staysafeonline.org/ncsam/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3383887,63,'necurs','Botnet: https://en.wikipedia.org/wiki/Necurs_botnet','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3386905,234,'nessus','Security software: https://en.wikipedia.org/wiki/Nessus_(software)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3387461,581,'net neutrality rule','net neutrality rule','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3387927,525,'netcat','Network security and forensics tool: https://en.wikipedia.org/wiki/Netcat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3388413,36,'netgear','Cyber security company: https://en.wikipedia.org/wiki/Netgear','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3388956,36,'netsec','netsec','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3390638,90,'network access control','network access control','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3391829,428,'network flow data','network flow data','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3392211,231,'network intrusion detection system','network intrusion detection system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3393116,428,'network security analysis','network security analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3393234,428,'network security monitoring','network security monitoring','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3393776,428,'network traffic analysis','network traffic analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3393806,428,'network traffic data','network traffic data','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3394177,231,'network-based intrusion detection system','network-based intrusion detection system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3406314,491,'nist cybersecurity framework','nist cybersecurity framework','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3407784,526,'nmap','https://nmap.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3410425,494,'nolove4usgov','Compaign for freeing Lauri Love: https://twitter.com/hashtag/nolove4usgov?lang=en','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3421427,394,'notpetya','https://en.wikipedia.org/wiki/Petya_(malware)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3424546,349,'nsa malware staging server','nsa malware staging server','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3424927,156,'nsa spy','nsa spy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3425005,540,'nsa surveillance','nsa surveillance','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3426751,39,'nuclear exploit kit','nuclear exploit kit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3429125,75,'nvd','National Vulnerability Database: https://nvd.nist.gov/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3430932,37,'oasis cyber threat intelligence','oasis cyber threat intelligence','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3431016,92,'oauth','Security technology: https://en.wikipedia.org/wiki/OAuth','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3432087,572,'obfuscation technique','obfuscation technique','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3438963,541,'offensive community','Not useful','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3443599,88,'offsec','Offensive Security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3448213,524,'ollydbg','Reverse engineering tool: https://en.wikipedia.org/wiki/OllyDbg','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3451499,503,'onion service','onion service','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3461280,69,'online dating scams','online dating scams','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3464907,453,'online safety','online safety','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3469511,549,'openbsd','OpenBSD is a free and open-source, security-focused, Unix-like operating system based on the Berkeley Software Distribution. Theo de Raadt created OpenBSD in 1995 by forking NetBSD. According to de Raadt, OpenBSD is a research operating system for developing security mitigations.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3469730,74,'openflow','General networking term, but connection with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3469871,423,'openioc','Incident management: https://www.fireeye.com/blog/threat-research/2013/10/openioc-basics.html','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3470335,145,'openssh','openssh','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3470388,141,'openssl','openssl','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3471172,506,'openvpn','Cyber security software: https://en.wikipedia.org/wiki/OpenVPN','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3473103,167,'operational security','operational security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3474495,39,'opisrael','Attack: https://en.wikipedia.org/wiki/OpIsrael','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3479664,427,'oreillysecurity','oreillysecurity','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3485563,353,'oscp','Offensive Security Certified Professional: https://en.wikipedia.org/wiki/Offensive_Security_Certified_Professional','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3485761,171,'osint','https://en.wikipedia.org/wiki/Open-source_intelligence','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3497194,449,'owasp','https://en.wikipedia.org/wiki/OWASP','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3497451,449,'owasp zed attack proxy','owasp zed attack proxy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3501392,54,'packet loss','packet loss','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3501572,430,'packet trace anonymization','packet trace anonymization','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3501778,4,'pacsec','Cyber security event: https://pacsec.jp/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3504546,36,'palo alto networks','palo alto networks','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3504826,575,'panama papers','The Panama Papers are 11.5 million leaked documents that detail financial and attorney–client information for more than 214,488 offshore entities','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3516114,193,'passphrase','passphrase','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3516481,438,'password crack','password crack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3516519,438,'password crack tool','password crack tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3516530,438,'password cracker','password cracker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3516734,375,'password hash','password hash','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3516842,90,'password management','password management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3516862,93,'password manager','password manager','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3517096,539,'password recovery','password recovery','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3517151,539,'password reset','password reset','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3517227,167,'password security','password security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3517846,567,'pastebin','General online service, but connection with security is strong enough: https://en.wikipedia.org/wiki/Pastebin','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3518549,424,'patch management','patch management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3524285,378,'payment card breach','payment card breach','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3524291,376,'payment card data','payment card data','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3525390,559,'pcap','General term, but connections with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3525663,377,'pci dss','The Payment Card Industry Data Security Standard (PCI DSS) is an information security standard for organizations that handle branded credit cards from the major card schemes.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3528516,326,'pegasus ios kernel vulnerability','pegasus ios kernel vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3528961,11,'pen tester','pen tester','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3528968,90,'pen testing','pen testing','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3529571,12,'penetration tester','penetration tester','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3529585,519,'penetration testing','penetration testing','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3530544,12,'pentester','pentester','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3530616,519,'pentesting','pentesting','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3537781,90,'permissions','permissions','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3540084,447,'personal data breach','personal data breach','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3540175,444,'personal data protection','personal data protection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3543206,394,'petya ransomware','https://en.wikipedia.org/wiki/Petya_(malware)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3543704,544,'pgp key','pgp key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3543750,544,'pgp public key','pgp public key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3543751,544,'pgp public key block','pgp public key block','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3546770,21,'phineas fisher hack hacking team','Need to be simplified to the name of the hacker "Phineas Fisher".','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3547123,69,'phish site','phish site','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3547306,69,'phishing attack','phishing attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3547480,494,'phishing campaign','phishing campaign','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3547655,69,'phishing email','phishing email','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3548023,69,'phishing scam','phishing scam','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3548193,69,'phishing site','phishing site','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3550918,541,'phrack','Hacker magazine: https://en.wikipedia.org/wiki/Phrack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3555048,277,'pii','personally identifiable information (it may have other meanings)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3556495,376,'pin code','pin code','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3557791,500,'pirate bay','Piracy service: https://en.wikipedia.org/wiki/The_Pirate_Bay','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3566808,78,'poc exploit','poc exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3568700,60,'poisoning attack','poisoning attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3574914,31,'ponemon','Cyber security organisation: https://www.ponemon.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3574919,31,'ponemon institute','The Ponemon Institute is a private research organization that conducts independent research on privacy, data protection and information security policy.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3579834,519,'port scan','Better change to "port scanning"','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3580908,43,'pos malware','pos malware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3584163,388,'post-quantum','This is mostly about post-quantum crypto. Check duplication.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3588890,329,'powershell code injection vulnerability','powershell code injection vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3589179,554,'powershell script','This is general but may be argued based on strong connections with security.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3589363,554,'powerview','Security tool: https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3590388,310,'practical malware analysis','practical malware analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3604312,303,'preserve data mining','preserve data mining','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3615539,156,'privacy breach','privacy breach','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3615863,295,'privacy constraint','privacy constraint','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3616252,305,'privacy enhancing technologies','privacy enhancing technologies','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3616535,156,'privacy impact','privacy impact','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3616538,156,'privacy impact assessment','privacy impact assessment','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3616949,295,'privacy model','privacy model','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3617241,297,'privacy preservation','privacy preservation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3617384,303,'privacy preserving data mining','privacy preserving data mining','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3617391,304,'privacy preserving data publishing','privacy preserving data publishing','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3617652,295,'privacy requirement','privacy requirement','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3617884,295,'privacy setting','privacy setting','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3617904,577,'privacy shield','privacy shield','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3618266,295,'privacy-aware access control','privacy-aware access control','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3618527,297,'privacy-preserving','privacy-preserving','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3618592,300,'privacy-preserving data analysis','privacy-preserving data analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3618602,303,'privacy-preserving data mining','privacy-preserving data mining','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3618619,304,'privacy-preserving data publishing','privacy-preserving data publishing','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3620261,295,'private proxy','General term, connections with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3621146,414,'privilege escalation exploit','privilege escalation exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3625492,364,'process explorer','Security tool: https://en.wikipedia.org/wiki/Process_Explorer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3625666,329,'process injection','process injection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3625669,329,'process injection technique','process injection technique','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3625941,277,'process personal data','process personal data','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3628537,343,'product security incident response team','product security incident response team','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3629747,23,'professional hacker','professional hacker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3654037,529,'psexec','PsExec is a light-weight telnet-replacement that lets you execute processes on other systems, complete with full interactivity for console','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3656064,130,'public key certificate','public key certificate','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3656090,130,'public key cryptography','public key cryptography','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3656100,130,'public key cryptosystem','public key cryptosystem','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3656118,130,'public key encryption','public key encryption','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3656136,345,'public key infrastructure certificate','public key infrastructure certificate','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3656163,142,'public key pinning','public key pinning','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3665130,244,'pwc','Company with strong cyber security presence: https://en.wikipedia.org/wiki/PricewaterhouseCoopers','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3665381,370,'pwn2own','https://en.wikipedia.org/wiki/Pwn2Own','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3665713,433,'pwnie','Pwnie Award: https://en.wikipedia.org/wiki/Pwnie_Awards','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3671292,558,'quasi-identifier','https://en.wikipedia.org/wiki/Quasi-identifier','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3671429,549,'qubes','Security focused OS: https://en.wikipedia.org/wiki/Qubes_OS','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3671471,167,'qubes security bulletin','qubes security bulletin','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3673786,36,'quick heal antivirus','quick heal antivirus','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3676330,534,'race condition','A race condition or race hazard is the behavior of an electronics, software, or other system where the system''s substantive behavior is dependent on the sequence or timing of other uncontrollable events. It becomes a bug when one or more of the possible behaviors is undesirable.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3677110,524,'radare2','Reverse engineering software: https://en.wikipedia.org/wiki/Radare2','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3680169,45,'ramnit','Malware: https://en.wikipedia.org/wiki/Ramnit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3683190,44,'ransomware attack','ransomware attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3683370,44,'ransomware campaign','ransomware campaign','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3683516,44,'ransomware decryption tool','ransomware decryption tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3684056,44,'ransomware outbreak','ransomware outbreak','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3684464,82,'ransomware threat','ransomware threat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3685125,36,'rapid7','Cyber security company: https://www.rapid7.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3689712,325,'re-identification','re-identification','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3696434,386,'realworldcrypto','Real World Crypto Symposium: https://rwc.iacr.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3701186,4,'recon','Cyber security conference: https://recon.cx/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3701383,407,'reconmtl','REcon: Annual reverse engineering and security conference held in Montreal. ... Next Recon Montreal will be 19-21 of June 2020. ... Recon was the last conference on my infosec bucket list!','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3705424,21,'redhack','redhack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3705821,482,'redoctober','Malware: https://en.wikipedia.org/wiki/Red_October_(malware)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3705974,527,'redteam','redteam','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3708388,329,'reflect xss','reflected xss','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3709667,367,'regin','Regin is a sophisticated malware and hacking toolkit used by United States'' National Security Agency (NSA) and its British counterpart, the Government ...','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3709889,330,'regional advanced threat report','regional advanced threat report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3719839,524,'remnux','Reserve engineering tool REMnux: https://remnux.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720050,54,'remote attack','remote attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720174,371,'remote code exec','remote code exec','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720183,371,'remote code execution','remote code execution','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720199,371,'remote code execution exploit','remote code execution exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720202,371,'remote code execution flaw','covered by remote code execution','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720218,371,'remote code execution vuln','not a proper phrase','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720221,327,'remote code execution vulnerability','remote code execution vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720250,327,'remote command execution vulnerability','remote command execution vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720361,529,'remote desktop','Should be made equal to "remote administration tool"','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720387,529,'remote desktop protocol','remote desktop protocol','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720477,529,'remote exploit','remote exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720502,514,'remote file inclusion','remote file inclusion','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720726,416,'remote memory corruption','remote memory corruption','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720728,569,'remote memory corruption vulnerability','remote memory corruption vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720932,52,'remote root exploit','remote root exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3720986,219,'remote shell','Should be made equal to "remote administration tool"','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3721442,534,'remotely exploitable','remotely exploitable','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3721449,534,'remotely exploitable flaw','remotely exploitable flaw','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3721463,472,'remotely exploitable type confusion','remotely exploitable type confusion','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3726037,442,'report data breach','not a proper phrase','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3730642,178,'reputation system','General term, connections with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3740384,321,'responsible disclosure','responsible disclosure','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3749400,239,'reverse engineering malware','reverse engineering malware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3749701,41,'reverse shell','Attacking mechanism: https://resources.infosecinstitute.com/icmp-reverse-shell/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3754310,218,'rig exploit kit','rig exploit kit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3756997,160,'risk assessment process','risk assessment process','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3757782,164,'risk management approach','risk management approach','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3757828,164,'risk management framework','risk management framework','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3757890,160,'risk management process','risk management process','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3757932,164,'risk management solution','risk management solution','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3757938,164,'risk management strategy','risk management strategy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3757974,150,'risk manager','risk manager','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3758078,165,'risk mitigation','risk mitigation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3758105,165,'risk mitigation strategy','risk mitigation strategy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3764036,195,'role base access control','role base access control','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3764316,195,'role-based access control model','role-based access control model','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3765486,90,'root access','Access control term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3765619,79,'root exploit','root exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3765779,195,'root privilege','root privilege','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3769562,414,'rowhammer','Security issue: https://en.wikipedia.org/wiki/Row_hammer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3770563,128,'rsa key','rsa key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3770864,399,'rsac','RSA Conference','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3771413,4,'rsac2017','RAS Conference 2017','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3777759,351,'russian hackers','russian hackers','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3782758,3,'safer internet day','safer internet day','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3785205,16,'samarati','person','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3788066,78,'sandbox escape','Not a proper term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3788316,172,'sandboxing','Security mechanism','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3789282,36,'sans institute','sans institute','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3789294,341,'sans internet storm center','https://isc.sans.edu/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3795310,20,'scammer','scammer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3799058,12,'schneier','Cyber security expert Bruce Schneier','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3799791,3,'school security awareness training','school security awareness training','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3803635,223,'script kiddie','Hacker: https://en.wikipedia.org/wiki/Script_kiddie','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3808722,129,'secret key','secret key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3809181,119,'secret sharing','secret sharing','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3810056,374,'sectf','Event: https://www.social-engineer.org/sevillage-def-con/the-sectf/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3811252,501,'secure communication channel','secure communication channel','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3811315,459,'secure computing','secure computing','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3811716,176,'secure enclave','secure enclave','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3812264,470,'secure messaging app','secure messaging app','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3812341,459,'secure multi-party computation','secure multi-party computation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3812375,459,'secure multiparty computation','secure multiparty computation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3812680,470,'secure protocol','secure protocol','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3812932,144,'secure socket layer','secure socket layer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3813527,336,'securelist','Website: https://securelist.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3814376,380,'security alert','security alert','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3814470,380,'security analysis','security analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3814513,12,'security analyst','security analyst','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3814534,380,'security analytic','security analytic','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3814675,364,'security application','security application','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3814735,380,'security architecture','security architecture','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3814810,480,'security assertion markup language','security assertion markup language','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3814903,39,'security attack','security attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3815009,380,'security automation','security automation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3815049,3,'security awareness campaign','security awareness campaign','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3815094,3,'security awareness month','security awareness month','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3815137,3,'security awareness program','security awareness program','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3815179,3,'security awareness training','security awareness training','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3815387,337,'security blog','security blog','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3815395,433,'security blogger award','European Security Blog Awards do exist.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3815650,332,'security bug bounty program','security bug bounty program','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3815816,380,'security capability','security capability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3815890,288,'security center','security center','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3816349,28,'security community','security community','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3816660,141,'security content automation protocol','security content automation protocol','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3816775,88,'security controls','security controls','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3817483,1,'security domain','security domain','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3817732,15,'security engineer','security engineer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3817751,380,'security engineering','security engineering','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3817858,380,'security evaluation','security evaluation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3818427,424,'security fix','security fix','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3818443,534,'security flaw','security flaw','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3818501,38,'security folk','security folk','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3818559,423,'security framework','security framework','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3818645,380,'security game','security game','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3818672,380,'security gap','security gap','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3818805,380,'security guide','security guide','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3819239,346,'security incident handling','security incident handling','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3819259,346,'security incident management','security incident management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3819303,343,'security incident response team','security incident response team','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3820144,380,'security landscape','security landscape','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3820210,12,'security leader','security leader','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3820556,172,'security management system','security management system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3820705,380,'security mechanism','security mechanism','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3820768,380,'security metric','security metric','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3820878,172,'security model','security model','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3820960,380,'security monitoring','security monitoring','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3821407,490,'security operation team','security operation team','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3821421,288,'security operations center','security operations center','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3821550,10,'security paradigms workshop','security paradigms workshop','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3821551,380,'security parameter','security parameter','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3821578,424,'security patch','security patch','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3821799,380,'security podcast','security podcast','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3821961,380,'security posture','security posture','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3821987,172,'security practice','security practice','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3822005,12,'security practitioner','security practitioner','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3822030,380,'security prediction','security prediction','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3822184,318,'security pro','security pro','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3822244,172,'security process','security process','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3822443,380,'security property','security property','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3822486,184,'security protection','security protection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3822762,210,'security report','security report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3822875,18,'security researcher','security researcher','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3823061,342,'security response','security response','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3823112,160,'security risk analysis','security risk analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3823161,160,'security risk management','security risk management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3823342,380,'security scanner','security scanner','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3823507,429,'security service provider','security service provider','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3823537,380,'security setting','security setting','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3823595,380,'security skill','too general','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3823701,380,'security solution','Not useful (too general)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3823837,173,'security standard','security standard','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3823872,36,'security startup','not a proper term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3824021,380,'security suite','security suite','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3824031,6,'security summit','security summit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3824099,7,'security symposium','Too general to be useful','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3824140,243,'security systems','security systems','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3824310,210,'security technical report','security technical report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3824325,380,'security technology','security technology','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3824409,365,'security testing','security testing','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3824536,330,'security threat report','security threat report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3824705,112,'security training','security training','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3824906,429,'security vendor','security vendor','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3825228,422,'security white paper','security white paper','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3836570,557,'sensitive attribute disclosure','sensitive attribute disclosure','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3836623,557,'sensitive attribute value','sensitive attribute value','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3837001,277,'sensitive personal data','sensitive personal data','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3837142,557,'sensitive value','Maybe too general?','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3841716,520,'server crash','server crash','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3842989,41,'server-side template injection','server-side template injection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3847081,41,'session hijacking','session hijacking','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3847127,129,'session key','session key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3850005,471,'sevillage','Social Engineer Village: https://www.social-engineer.org/social-engineer-village/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3850953,378,'sfo','Serious Fraud Office','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3851395,137,'sha-1 collision','sha-1 collision','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3851513,137,'sha1','sha1','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3851697,141,'sha256','sha256','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3852087,565,'shadowbroker','Hacker group: https://en.wikipedia.org/wiki/The_Shadow_Brokers','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3852192,565,'shadowbrokers','shadowbrokers','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3852992,42,'shamoon','Malware: https://en.wikipedia.org/wiki/Shamoon','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3857544,219,'shellcode','In hacking, a shellcode is a small piece of code used as the payload in the exploitation of a software vulnerability.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3857754,409,'shellshock','Software bug: https://en.wikipedia.org/wiki/Shellshock_(software_bug)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3860131,4,'shmoocon','https://en.wikipedia.org/wiki/ShmooCon','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3865008,114,'siem','Security information and event management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3866800,501,'signal desktop','Fast, simple, secure. Privacy that fits in your pocket. https://github.com/signalapp/Signal-Desktop','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3867888,129,'signing key','signing key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3886372,247,'smart contract','smart contract','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3891076,219,'sniffer','Security and attacking tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3893604,68,'social engineering attack','social engineering attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3893735,68,'social engineering technique','social engineering technique','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3894318,167,'social media security','social media security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3894372,540,'social media surveillance','social media surveillance','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3895435,20,'socialengineer','socialengineer','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3895762,68,'socialengineering','socialengineering','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3897220,141,'socks5','General network protocol, with security enhancing features: https://en.wikipedia.org/wiki/SOCKS#SOCKS5','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3897408,564,'sofacy','Ahttps://en.wikipedia.org/wiki/Fancy_Bear','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3898854,32,'software engineering institute','Famous body at CMU covering security as well: https://www.sei.cmu.edu/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3899721,80,'software security vulnerability','software security vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3900003,80,'software vulnerability','software vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3904770,349,'sony hack','Change to "Sony Pictures Hack" https://en.wikipedia.org/wiki/Sony_Pictures_hack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3905485,257,'sophisticated cyber attack','sophisticated cyber attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3905920,36,'sophos','Cyber security company','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3907673,445,'source code leak','source code leak','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3912022,523,'spam campaign','spam campaign','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3912308,523,'spam email','spam email','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3912419,430,'spam filter','spam filter','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3915040,70,'spear phishing attack','spear phishing attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3915065,70,'spear phishing email','spear phishing email','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3915098,70,'spear-phishing','spear-phishing','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3915242,70,'spearphishing','spearphishing','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3922221,61,'spoof attack','spoof attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3925311,367,'spy tool','spy tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3925406,46,'spyeye','Malware: https://en.wikipedia.org/wiki/SpyEye','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3925984,50,'sql injection attack','sql injection attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3926021,518,'sql injection exploitation tool','sql injection exploitation tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3926023,50,'sql injection flaw','sql injection flaw','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3926112,329,'sql injection vulnerability','sql injection vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3926339,50,'sqli','SQL Injection (SQLi) is one of the many web attack mechanisms used by hackers to steal data. It is perhaps one of the most common application layer attacks.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3926486,364,'sqlmap','Security tool: https://en.wikipedia.org/wiki/Sqlmap','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3928371,90,'ssid','WiFi ID, more networking term, but connections with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3928466,144,'ssl certificate','ssl certificate','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3929537,319,'stack buffer overflow','stack buffer overflow','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3930628,409,'stagefright','Software bug: https://en.wikipedia.org/wiki/Stagefright_(bug)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3937945,365,'static analysis','General term, but connections with security is strong enough','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3938011,365,'static analysis technique','static analysis technique','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3938018,300,'static analysis tool','static analysis tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3938965,297,'statistical disclosure control','Security / privacy protection mechanism','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3939847,295,'stay anonymous','stay anonymous','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3940082,336,'stay safe online','Security website: https://staysafeonline.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3941619,20,'stealer','Although general term, connection with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3944784,331,'stingray','Stingray phone tracker: https://en.wikipedia.org/wiki/Stingray_phone_tracker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3946110,18,'stolfo','Cyber security researcher Salvatore J. Stolfo: https://en.wikipedia.org/wiki/Salvatore_J._Stolfo','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3955336,190,'strong authentication','strong authentication','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3957266,82,'structured threat','structured threat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3960150,45,'stuxnet','Stuxnet is a malicious computer worm, first uncovered in 2010, thought to have been in development since at least 2005. Stuxnet targets SCADA systems and is believed to be responsible for causing substantial damage to Iran''s nuclear program.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3965830,408,'sudo','Access control term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3973145,39,'supply chain attack','supply chain attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3973233,150,'supply chain risk','supply chain risk','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3973236,150,'supply chain risk management','supply chain risk management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3975005,494,'support jeremy hammond','Event/campaign','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3985848,364,'symantec','symantec','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3986142,115,'symantec endpoint protection','symantec endpoint protection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3986234,330,'symantec internet security threat report','symantec internet security threat report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3987005,121,'symmetric encryption','symmetric encryption','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3987028,121,'symmetric key','symmetric key','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3987272,57,'syn flood','A SYN flood is a form of denial-of-service attack in which an attacker sends a succession of SYN requests to a target''s system in an attempt to consume enough server resources to make the system unresponsive to legitimate traffic.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3989090,223,'syrian electronic army','Hacker group: https://en.wikipedia.org/wiki/Syrian_Electronic_Army','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3989456,195,'sysadmin','Access control term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3989733,481,'sysmon','General security tool on Windows: https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3992390,432,'system security symposium','system security symposium','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (3994130,296,'t-closeness','Privacy metric','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4013783,529,'teamviewer','Remote access software (https://en.wikipedia.org/wiki/TeamViewer), connection with security is strong.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4015112,69,'tech support scam','tech support scam','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4027337,390,'teslacrypt','Malware: https://en.wikipedia.org/wiki/TeslaCrypt','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4029930,331,'text message interception','text message interception','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4029933,331,'text message interception hack','text message interception hack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4034276,356,'thesas2016','Kaspersky Security Analyst Summit 2016','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4034356,356,'thesas2017','Kaspersky Security Analyst Summit (SAS) 2017','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4034462,356,'thesas2018','Kaspersky Security Analyst Summit 2018','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4037584,340,'threat actor target','threat actor target','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4037636,340,'threat agent','threat agent','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4037692,339,'threat analysis','threat analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4037726,12,'threat analyst','threat analyst','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038070,339,'threat detection','threat detection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038386,339,'threat hunting','threat hunting','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038467,340,'threat indicator','threat indicator','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038632,12,'threat intelligence analyst','threat intelligence analyst','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038680,335,'threat intelligence data','threat intelligence data','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038703,294,'threat intelligence exchange','threat intelligence exchange','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038714,335,'threat intelligence feed','threat intelligence feed','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038818,335,'threat intelligence platform','threat intelligence platform','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038880,210,'threat intelligence report','threat intelligence report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038897,335,'threat intelligence service','threat intelligence service','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038919,335,'threat intelligence share platform','threat intelligence share platform','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4038932,294,'threat intelligence sharing','not a proper term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4039213,339,'threat mitigation','threat mitigation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4039230,340,'threat model','threat model','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4039279,340,'threat modeling','threat modeling','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4039507,339,'threat protection','threat protection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4040295,36,'threatconnect','Cyber security company: https://en.wikipedia.org/wiki/ThreatConnect','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4041048,171,'threatintelligence','threatintelligence','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4048619,202,'timing attack','timing attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4051718,298,'tlp traffic light protocol','tlp traffic light protocol','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4059572,364,'tor browser','tor browser','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4059588,364,'tor browser bundle','tor browser bundle','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4059769,503,'tor exit node','tor exit node','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4059845,503,'tor hidden','tor hidden','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4059848,503,'tor hidden service','tor hidden service','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4059944,430,'tor network','tor network','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4059954,452,'tor node','tor node','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4059962,452,'tor node operator','tor node operator','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4059988,503,'tor onion service','tor onion service','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4060029,503,'tor project','https://www.torproject.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4060073,503,'tor relay','tor relay','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4060172,503,'tor user','not a proper term','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4067196,293,'tradecraft','General term, but connection with security is strong enough: https://en.wikipedia.org/wiki/Tradecraft','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4067509,90,'traditional access control','traditional access control','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4068887,100,'traffic light protocol','traffic light protocol','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4073879,428,'transport layer security','transport layer security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4076561,36,'trend micro','Cyber security company: https://en.wikipedia.org/wiki/Trend_Micro','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4076625,115,'trend micro internet security','trend micro internet security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4076845,36,'trendmicro','trendmicro','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4077059,373,'trevorforget','WiFi hacking training: https://twitter.com/hashtag/trevorforget?lang=en','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4078295,46,'trickbot','Malware: https://blog.malwarebytes.com/detections/trojan-trickbot/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4078306,479,'trickbot banking trojan','trickbot banking trojan','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4080415,46,'trojans','trojans','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4082496,364,'truecrypt','Security software: https://en.wikipedia.org/wiki/TrueCrypt','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4085556,178,'trust decision','trust decision','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4085756,507,'trust evaluation','trust evaluation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4086106,178,'trust level','trust level','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4086177,508,'trust management framework','trust management framework','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4086208,508,'trust management system','trust management system','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4086267,178,'trust metric','trust metric','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4086299,178,'trust model','trust model','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4086375,507,'trust negotiation','trust negotiation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4086452,178,'trust network','trust network','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4086542,178,'trust party','trust party','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4087074,178,'trust platform module','trust platform module','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4087134,178,'trust propagation','trust propagation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4087231,178,'trust relation','trust relation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4087327,178,'trust requirement','trust requirement','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4088417,178,'trustor','General term, but connections with security is strong enough','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4092498,46,'turla','Malware: https://en.wikipedia.org/wiki/Turla_(malware)','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4096084,477,'twitter account hack','twitter account hack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4098806,80,'type confusion vulnerability','type confusion vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4101275,505,'u2f','Universal 2nd Factor: https://en.wikipedia.org/wiki/Universal_2nd_Factor','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4102960,93,'uconabc usage control model','UCONABC usage control model: https://doi.org/10.1145/984334.984339','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4103488,469,'uefi secure boot','uefi secure boot','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4108823,371,'unauthenticated remote code execution','unauthenticated remote code execution','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4108862,72,'unauthorised access','unauthorised access','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4111413,460,'underground forum','underground forum','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4111441,541,'underground hacking forum','underground hacking forum','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4111459,461,'underground market','underground market','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4120290,82,'unknown threat','unknown threat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4122380,74,'unpatched vulnerability','unpatched vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4125131,154,'untraceable internet protocol','untraceable internet protocol','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4129926,384,'uptime','Loosely related to security especially resiliency','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4131614,344,'us-cert','United States Computer Emergency Readiness Team','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4134699,194,'usage control model','usage control model','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4135478,183,'usb rubber ducky','https://shop.hak5.org/products/usb-rubber-ducky-deluxe','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4135561,400,'usb type-c dma attack','A subset of DMA attack: https://en.wikipedia.org/wiki/DMA_attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4135962,327,'use-after-free remote code execution vulnerability','use-after-free remote code execution vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4136193,182,'usenix association','usenix association','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4136327,408,'user account control','user account control','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4136898,91,'user credentials','user credentials','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4137535,91,'user identity','user identity','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4138101,193,'user password','user password','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4138224,295,'user privacy','user privacy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4138591,167,'user security','user security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4142759,439,'uxss','Common cross-site scripting (XSS) attacks target websites or web applications that are vulnerable to XSS, because of inadequate development of client-side or server-side code. ... UXSS preserves the basic XSS traits: exploit a vulnerability, execute malicious code, however there is a ..','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4148921,532,'vault7','WikiLeaks documents: https://en.wikipedia.org/wiki/Vault_7','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4149505,535,'vbv','Verified by Visa: https://www.visa.co.uk/pay-with-visa/featured-technologies/verified-by-visa.html','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4153115,36,'veracode','Cyber security company: https://en.wikipedia.org/wiki/Veracode','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4165615,310,'virtual machine introspection','virtual machine introspection','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4165863,430,'virtual private network','virtual private network','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4166697,434,'virus bulletin','virus bulletin','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4166705,420,'virus bulletin conference','virus bulletin conference','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4167024,115,'virus scan','virus scan','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4167253,542,'virustotal','https://en.wikipedia.org/wiki/VirusTotal','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4171086,529,'vnc','Virtual Network Computing: general software, but connections with security is strong enough.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4174409,471,'voting machine hacking village','DEFCON session/event: https://twitter.com/votingvillagedc?lang=en','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4175207,506,'vpn server','vpn server','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4175215,506,'vpn service','Security mechnism','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4176159,321,'vuln disclosure','vuln disclosure','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4176464,323,'vulnerabilities equities process','vulnerabilities equities process','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4176589,322,'vulnerability analysis','vulnerability analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4176944,75,'vulnerability database','vulnerability database','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4177063,321,'vulnerability discovery','vulnerability discovery','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4177105,323,'vulnerability equity process','vulnerability equity process','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4177132,322,'vulnerability exploit','vulnerability exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4177419,322,'vulnerability management','vulnerability management','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4177649,84,'vulnerability report','vulnerability report','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4178125,80,'vulnerable code','vulnerable code','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4178666,36,'vupen','Cyber security company: https://en.wikipedia.org/wiki/Vupen','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4179010,10,'w00t','Known security workshop: https://www.usenix.org/conference/woot19','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4181695,395,'wanacry ransomware technical analysis','wanacry ransomware technical analysis','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4181901,395,'wannacry attack','wannacry attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4182141,395,'wannacry ransomware','https://en.wikipedia.org/wiki/WannaCry_ransomware_attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4182144,395,'wannacry ransomware attack','wannacry ransomware attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4182174,395,'wannacry ransomware decryption tool','wannacry ransomware decryption tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4187262,39,'watering hole attack','watering hole attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4187963,395,'wcry','WannaCry','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4188427,539,'weak password','weak password','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4190267,89,'web application firewall','web application firewall','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4190279,352,'web application hacker','web application hacker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4190336,167,'web application security','web application security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4190398,81,'web application vulnerability','web application vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4190436,49,'web attack','web attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4190670,39,'web cache deception attack','web cache deception attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4191614,167,'web security','web security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4192360,234,'web vulnerability scanner','web vulnerability scanner','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4193263,327,'webex remote code execution vulnerability','webex remote code execution vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4193755,36,'webroot','https://www.webroot.com/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4194595,476,'website hack','website hack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4199741,533,'wep','Wired Equivalent Privacy: https://en.wikipedia.org/wiki/Wired_Equivalent_Privacy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4200644,409,'western union bug','western union bug','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4202807,23,'white hat','white hat','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4202816,23,'white hat hacker','white hat hacker','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4204072,89,'whitelist','whitelist','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4206203,70,'widespread post-election spear phishing','widespread post-election spear phishing','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4211788,115,'windows defender','Security software: https://en.wikipedia.org/wiki/Windows_Defender','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4211804,364,'windows defender exploit guard','windows defender exploit guard','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4212106,367,'windows hacking tool','windows hacking tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4212292,568,'windows kernel exploitation','windows kernel exploitation','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4212301,41,'windows kernel font fuzzing','An attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4212321,416,'windows kernel memory disclosure bug','windows kernel memory disclosure bug','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4212440,328,'windows local privilege escalation','Too specific','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4212489,475,'windows malware','windows malware','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4212954,167,'windows security','windows security','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4216076,560,'wireshark','Security tool','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4219593,182,'woot','USENIX Workshop on Offensive Technologies','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4219793,52,'word document exploit kit','word document exploit kit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4224630,533,'wpa2','WiFi encryption mode: https://en.wikipedia.org/wiki/Wi-Fi_Protected_Access','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4232839,329,'xss','Cross-site scripting (XSS) is a type of computer security vulnerability typically found in web applications. XSS enables attackers to inject client-side scripts into web pages viewed by other users. A cross-site scripting vulnerability may be used by attackers to bypass access controls such as the same-origin policy.','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4232847,514,'xss attack','xss attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4232958,184,'xss filter bypass','xss filter bypass','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4233221,81,'xss vulnerability','xss vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4233616,514,'xxe','An XML External Entity (XXE) attack (sometimes called an XXE injection attack) is based on Server Side Request Forgery (SSRF).','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4234144,348,'yahoo breach','yahoo breach','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4235095,300,'yara rule','Malware analysis software: https://en.wikipedia.org/wiki/YARA','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4238704,477,'youtube hacking tricks','youtube hacking tricks','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4240730,248,'zcash','Cryptocurrency: https://en.wikipedia.org/wiki/Zcash','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4241007,449,'zed attack proxy','zed attack proxy','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4241829,217,'zero day vulnerability','zero day vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4242200,217,'zero-day','zero-day','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4242222,217,'zero-day attack','zero-day attack','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4242276,217,'zero-day exploit','zero-day exploit','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4242319,217,'zero-day flaw','zero-day flaw','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4242420,217,'zero-day vulnerability','zero-day vulnerability','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4242622,217,'zeroday','zeroday','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4242782,4,'zeronights','Cyber security event: https://zeronights.org/','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4243189,509,'zeus banking trojan','zeus banking trojan','Keyword');

INSERT INTO `taxonomy_table`(`ID`,`Parent_ID`,`Name`,`Description`,`Type`) VALUES (4243209,509,'zeus botnet','zeus botnet','Keyword');




{

  "id":1,

  "name":"Cyber Security",

  "children":[

    {

      "id":2,

      "name":"Event",

      "children":[

        {

          "id":3,

          "name":"Awareness Event",

          "children":[

            {

              "id":527,

              "name":"Red Team",

              "children":[

                {

                  "id":3705974,

                  "name":"redteam",

                  "data":{

                    "type":"Keyword",

                    "desc":"redteam"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"A red team is an independent group that challenges an organization to improve its effectiveness by assuming an adversarial role or point of view."

              }

            },

            {

              "id":2576550,

              "name":"cyber situational awareness",

              "data":{

                "type":"Keyword",

                "desc":"cyber situational awareness"

              }

            },

            {

              "id":2583166,

              "name":"cybersecurity awareness",

              "data":{

                "type":"Keyword",

                "desc":"cybersecurity awareness"

              }

            },

            {

              "id":2583187,

              "name":"cybersecurity awareness month",

              "data":{

                "type":"Keyword",

                "desc":"cybersecurity awareness month"

              }

            },

            {

              "id":2601899,

              "name":"data privacy day",

              "data":{

                "type":"Keyword",

                "desc":"data privacy day"

              }

            },

            {

              "id":3377631,

              "name":"national cybersecurity awareness",

              "data":{

                "type":"Keyword",

                "desc":"national cybersecurity awareness"

              }

            },

            {

              "id":3377634,

              "name":"national cybersecurity awareness month",

              "data":{

                "type":"Keyword",

                "desc":"national cybersecurity awareness month"

              }

            },

            {

              "id":3382532,

              "name":"ncsam",

              "data":{

                "type":"Keyword",

                "desc":"ncsam"

              }

            },

            {

              "id":3782758,

              "name":"safer internet day",

              "data":{

                "type":"Keyword",

                "desc":"safer internet day"

              }

            },

            {

              "id":3799791,

              "name":"school security awareness training",

              "data":{

                "type":"Keyword",

                "desc":"school security awareness training"

              }

            },

            {

              "id":3815049,

              "name":"security awareness campaign",

              "data":{

                "type":"Keyword",

                "desc":"security awareness campaign"

              }

            },

            {

              "id":3815094,

              "name":"security awareness month",

              "data":{

                "type":"Keyword",

                "desc":"security awareness month"

              }

            },

            {

              "id":3815137,

              "name":"security awareness program",

              "data":{

                "type":"Keyword",

                "desc":"security awareness program"

              }

            },

            {

              "id":3815179,

              "name":"security awareness training",

              "data":{

                "type":"Keyword",

                "desc":"security awareness training"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":16,

            "desc":"Cyber Security Awareness Event"

          }

        },

        {

          "id":4,

          "name":"Conference",

          "children":[

            {

              "id":357,

              "name":"Enigma Conference",

              "children":[

                {

                  "id":2761203,

                  "name":"enigma2017",

                  "data":{

                    "type":"Keyword",

                    "desc":"enigma2017"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Enigma Conference"

              }

            },

            {

              "id":358,

              "name":"Hack In The Box Security Conference",

              "children":[

                {

                  "id":3010478,

                  "name":"hitb",

                  "data":{

                    "type":"Keyword",

                    "desc":"hitb"

                  }

                },

                {

                  "id":3010636,

                  "name":"hitb2017ams",

                  "data":{

                    "type":"Keyword",

                    "desc":"hitb2017ams"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"https://conference.hitb.org/"

              }

            },

            {

              "id":359,

              "name":"Security BSides",

              "children":[

                {

                  "id":2324927,

                  "name":"bsideslv",

                  "data":{

                    "type":"Keyword",

                    "desc":"bsideslv"

                  }

                },

                {

                  "id":2325175,

                  "name":"bsidessf",

                  "data":{

                    "type":"Keyword",

                    "desc":"bsidessf"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Security BSides"

              }

            },

            {

              "id":370,

              "name":"CanSecWest",

              "children":[

                {

                  "id":3665381,

                  "name":"pwn2own",

                  "data":{

                    "type":"Keyword",

                    "desc":"pwn2own"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"CanSecWest, the world's most advanced conference focusing on applied digital security, is about bringing the industry luminaries together in a relaxed environment which promotes collaboration and social networking."

              }

            },

            {

              "id":399,

              "name":"RSA Conference",

              "children":[

                {

                  "id":3770864,

                  "name":"rsac",

                  "data":{

                    "type":"Keyword",

                    "desc":"rsac"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"RSA Conference"

              }

            },

            {

              "id":407,

              "name":"REcon",

              "children":[

                {

                  "id":3701383,

                  "name":"reconmtl",

                  "data":{

                    "type":"Keyword",

                    "desc":"reconmtl"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"REcon is a computer security conference with a focus on reverse engineering and advanced exploitation techniques."

              }

            },

            {

              "id":417,

              "name":"Annual Computer Security Applications Conference",

              "children":[

                {

                  "id":2495381,

                  "name":"computer security application conference",

                  "data":{

                    "type":"Keyword",

                    "desc":"computer security application conference"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"ACSAC"

              }

            },

            {

              "id":419,

              "name":"National Computer Security Conference",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"National Computer Security Conference"

              }

            },

            {

              "id":420,

              "name":"Virus Bulletin International Conference",

              "children":[

                {

                  "id":4166705,

                  "name":"virus bulletin conference",

                  "data":{

                    "type":"Keyword",

                    "desc":"virus bulletin conference"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"VB2019"

              }

            },

            {

              "id":427,

              "name":"O’Reilly Security Conference",

              "children":[

                {

                  "id":3479664,

                  "name":"oreillysecurity",

                  "data":{

                    "type":"Keyword",

                    "desc":"oreillysecurity"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"O’Reilly Security Conference"

              }

            },

            {

              "id":443,

              "name":"cycon",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"The annual International Conference on Cyber Conflict"

              }

            },

            {

              "id":471,

              "name":"DEF CON",

              "children":[

                {

                  "id":2622220,

                  "name":"defcon",

                  "data":{

                    "type":"Keyword",

                    "desc":"defcon"

                  }

                },

                {

                  "id":2622258,

                  "name":"defcon badge",

                  "data":{

                    "type":"Keyword",

                    "desc":"defcon badge"

                  }

                },

                {

                  "id":2622932,

                  "name":"defcon talk",

                  "data":{

                    "type":"Keyword",

                    "desc":"defcon talk"

                  }

                },

                {

                  "id":2623201,

                  "name":"defcon25",

                  "data":{

                    "type":"Keyword",

                    "desc":"defcon25"

                  }

                },

                {

                  "id":3850005,

                  "name":"sevillage",

                  "data":{

                    "type":"Keyword",

                    "desc":"sevillage"

                  }

                },

                {

                  "id":4174409,

                  "name":"voting machine hacking village",

                  "data":{

                    "type":"Keyword",

                    "desc":"voting machine hacking village"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":7,

                "desc":"DEF CON is one of the world's largest and most notable hacker conventions, held annually in Las Vegas, Nevada"

              }

            },

            {

              "id":2083406,

              "name":"33c3",

              "data":{

                "type":"Keyword",

                "desc":"33c3"

              }

            },

            {

              "id":2086763,

              "name":"44con",

              "data":{

                "type":"Keyword",

                "desc":"44con"

              }

            },

            {

              "id":2177466,

              "name":"annual computer security application conference",

              "data":{

                "type":"Keyword",

                "desc":"annual computer security application conference"

              }

            },

            {

              "id":2177692,

              "name":"annual international cryptology conference",

              "data":{

                "type":"Keyword",

                "desc":"annual international cryptology conference"

              }

            },

            {

              "id":2202139,

              "name":"appsec",

              "data":{

                "type":"Keyword",

                "desc":"appsec"

              }

            },

            {

              "id":2280747,

              "name":"bhasia",

              "data":{

                "type":"Keyword",

                "desc":"bhasia"

              }

            },

            {

              "id":2280925,

              "name":"bheu",

              "data":{

                "type":"Keyword",

                "desc":"bheu"

              }

            },

            {

              "id":2281164,

              "name":"bhusa",

              "data":{

                "type":"Keyword",

                "desc":"bhusa"

              }

            },

            {

              "id":2291323,

              "name":"black hat europe",

              "data":{

                "type":"Keyword",

                "desc":"black hat europe"

              }

            },

            {

              "id":2291472,

              "name":"black hat usa",

              "data":{

                "type":"Keyword",

                "desc":"black hat usa"

              }

            },

            {

              "id":2293037,

              "name":"blackhat usa",

              "data":{

                "type":"Keyword",

                "desc":"blackhat usa"

              }

            },

            {

              "id":2293238,

              "name":"blackhatusa",

              "data":{

                "type":"Keyword",

                "desc":"blackhatusa"

              }

            },

            {

              "id":2495401,

              "name":"computer security conference",

              "data":{

                "type":"Keyword",

                "desc":"computer security conference"

              }

            },

            {

              "id":2642822,

              "name":"derbycon",

              "data":{

                "type":"Keyword",

                "desc":"derbycon"

              }

            },

            {

              "id":2784012,

              "name":"eurocrypt",

              "data":{

                "type":"Keyword",

                "desc":"eurocrypt"

              }

            },

            {

              "id":2912962,

              "name":"gartnersec",

              "data":{

                "type":"Keyword",

                "desc":"gartnersec"

              }

            },

            {

              "id":3010776,

              "name":"hitbgsec",

              "data":{

                "type":"Keyword",

                "desc":"hitbgsec"

              }

            },

            {

              "id":3501778,

              "name":"pacsec",

              "data":{

                "type":"Keyword",

                "desc":"pacsec"

              }

            },

            {

              "id":3701186,

              "name":"recon",

              "data":{

                "type":"Keyword",

                "desc":"recon"

              }

            },

            {

              "id":3771413,

              "name":"rsac2017",

              "data":{

                "type":"Keyword",

                "desc":"rsac2017"

              }

            },

            {

              "id":3860131,

              "name":"shmoocon",

              "data":{

                "type":"Keyword",

                "desc":"shmoocon"

              }

            },

            {

              "id":4242782,

              "name":"zeronights",

              "data":{

                "type":"Keyword",

                "desc":"zeronights"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":52,

            "desc":"Cyber Security Conference"

          }

        },

        {

          "id":5,

          "name":"Forum",

          "children":[],

          "data":{

            "type":"Class",

            "size":1,

            "desc":"Forum"

          }

        },

        {

          "id":6,

          "name":"Summit",

          "children":[

            {

              "id":356,

              "name":"Security Analyst Summit",

              "children":[

                {

                  "id":4034276,

                  "name":"thesas2016",

                  "data":{

                    "type":"Keyword",

                    "desc":"thesas2016"

                  }

                },

                {

                  "id":4034356,

                  "name":"thesas2017",

                  "data":{

                    "type":"Keyword",

                    "desc":"thesas2017"

                  }

                },

                {

                  "id":4034462,

                  "name":"thesas2018",

                  "data":{

                    "type":"Keyword",

                    "desc":"thesas2018"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Security Analyst Summit"

              }

            },

            {

              "id":478,

              "name":"DFIR Summit",

              "children":[

                {

                  "id":2660004,

                  "name":"dfirsummit",

                  "data":{

                    "type":"Keyword",

                    "desc":"dfirsummit"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"SANS Digital Forensics & Incident Response (DFIR) Summit"

              }

            },

            {

              "id":2585810,

              "name":"cybersecurity summit",

              "data":{

                "type":"Keyword",

                "desc":"cybersecurity summit"

              }

            },

            {

              "id":3161823,

              "name":"kaspersky security analyst summit",

              "data":{

                "type":"Keyword",

                "desc":"kaspersky security analyst summit"

              }

            },

            {

              "id":3824031,

              "name":"security summit",

              "data":{

                "type":"Keyword",

                "desc":"security summit"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":10,

            "desc":"Summit"

          }

        },

        {

          "id":7,

          "name":"Symposium",

          "children":[

            {

              "id":182,

              "name":"USENIX Security Symposium",

              "children":[

                {

                  "id":2071454,

                  "name":"11th usenix security symposium",

                  "data":{

                    "type":"Keyword",

                    "desc":"11th usenix security symposium"

                  }

                },

                {

                  "id":2072448,

                  "name":"13th usenix security symposium",

                  "data":{

                    "type":"Keyword",

                    "desc":"13th usenix security symposium"

                  }

                },

                {

                  "id":2073400,

                  "name":"15th usenix security symposium",

                  "data":{

                    "type":"Keyword",

                    "desc":"15th usenix security symposium"

                  }

                },

                {

                  "id":4136193,

                  "name":"usenix association",

                  "data":{

                    "type":"Keyword",

                    "desc":"usenix association"

                  }

                },

                {

                  "id":4219593,

                  "name":"woot",

                  "data":{

                    "type":"Keyword",

                    "desc":"woot"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":6,

                "desc":"An academic conference (one of top 4)"

              }

            },

            {

              "id":386,

              "name":"Real World Crypto Symposium",

              "children":[

                {

                  "id":3696434,

                  "name":"realworldcrypto",

                  "data":{

                    "type":"Keyword",

                    "desc":"realworldcrypto"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Real World Crypto Symposium"

              }

            },

            {

              "id":406,

              "name":"The Network and Distributed System Security Symposium (NDSS)",

              "children":[

                {

                  "id":2684433,

                  "name":"distribute system security symposium",

                  "data":{

                    "type":"Keyword",

                    "desc":"distribute system security symposium"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"NDSS fosters information exchange among researchers and practitioners of network and distributed system security"

              }

            },

            {

              "id":421,

              "name":"IEEE Computer Security Foundations Symposium",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"CSF"

              }

            },

            {

              "id":432,

              "name":"Systems Security Symposium",

              "children":[

                {

                  "id":3992390,

                  "name":"system security symposium",

                  "data":{

                    "type":"Keyword",

                    "desc":"system security symposium"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Systems Security Symposium"

              }

            },

            {

              "id":3824099,

              "name":"security symposium",

              "data":{

                "type":"Keyword",

                "desc":"security symposium"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":15,

            "desc":"Symposium"

          }

        },

        {

          "id":8,

          "name":"Expo",

          "children":[],

          "data":{

            "type":"Class",

            "size":1,

            "desc":"Expo"

          }

        },

        {

          "id":9,

          "name":"Training Event",

          "children":[

            {

              "id":2323589,

              "name":"brucon",

              "data":{

                "type":"Keyword",

                "desc":"brucon"

              }

            },

            {

              "id":2576455,

              "name":"cyber security training",

              "data":{

                "type":"Keyword",

                "desc":"cyber security training"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":3,

            "desc":"Training Event"

          }

        },

        {

          "id":10,

          "name":"Workshop",

          "children":[

            {

              "id":2453565,

              "name":"cloud computing security workshop",

              "data":{

                "type":"Keyword",

                "desc":"cloud computing security workshop"

              }

            },

            {

              "id":2495450,

              "name":"computer security foundations workshop",

              "data":{

                "type":"Keyword",

                "desc":"computer security foundations workshop"

              }

            },

            {

              "id":3044625,

              "name":"ieee computer security foundations workshop",

              "data":{

                "type":"Keyword",

                "desc":"ieee computer security foundations workshop"

              }

            },

            {

              "id":3821550,

              "name":"security paradigms workshop",

              "data":{

                "type":"Keyword",

                "desc":"security paradigms workshop"

              }

            },

            {

              "id":4179010,

              "name":"w00t",

              "data":{

                "type":"Keyword",

                "desc":"w00t"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":6,

            "desc":"Workshop"

          }

        },

        {

          "id":350,

          "name":"Hackers Event",

          "children":[

            {

              "id":368,

              "name":"DefCamp",

              "children":[

                {

                  "id":2972873,

                  "name":"hacking village",

                  "data":{

                    "type":"Keyword",

                    "desc":"hacking village"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"DefCamp is the most important annual conference on Hacking & Information Security in Central Eastern Europe"

              }

            },

            {

              "id":2966356,

              "name":"hacker conference",

              "data":{

                "type":"Keyword",

                "desc":"hacker conference"

              }

            },

            {

              "id":2966940,

              "name":"hacker forum",

              "data":{

                "type":"Keyword",

                "desc":"hacker forum"

              }

            },

            {

              "id":2968672,

              "name":"hacker summer camp",

              "data":{

                "type":"Keyword",

                "desc":"hacker summer camp"

              }

            },

            {

              "id":2970789,

              "name":"hacking forum",

              "data":{

                "type":"Keyword",

                "desc":"hacking forum"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":7,

            "desc":"Hackers Event"

          }

        },

        {

          "id":373,

          "name":"Challenge",

          "children":[

            {

              "id":374,

              "name":"CTF",

              "children":[

                {

                  "id":2622403,

                  "name":"defcon ctf",

                  "data":{

                    "type":"Keyword",

                    "desc":"defcon ctf"

                  }

                },

                {

                  "id":3810056,

                  "name":"sectf",

                  "data":{

                    "type":"Keyword",

                    "desc":"sectf"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Capture The Flag"

              }

            },

            {

              "id":2575716,

              "name":"cyber security challenge",

              "data":{

                "type":"Keyword",

                "desc":"cyber security challenge"

              }

            },

            {

              "id":2596888,

              "name":"darpa cyber grand challenge",

              "data":{

                "type":"Keyword",

                "desc":"darpa cyber grand challenge"

              }

            },

            {

              "id":4077059,

              "name":"trevorforget",

              "data":{

                "type":"Keyword",

                "desc":"trevorforget"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":7,

            "desc":"Cybersecurity Challenge"

          }

        },

        {

          "id":494,

          "name":"Campaign",

          "children":[

            {

              "id":2892651,

              "name":"freeanon",

              "data":{

                "type":"Keyword",

                "desc":"freeanon"

              }

            },

            {

              "id":2892734,

              "name":"freeanons",

              "data":{

                "type":"Keyword",

                "desc":"freeanons"

              }

            },

            {

              "id":2892942,

              "name":"freebogatov",

              "data":{

                "type":"Keyword",

                "desc":"freebogatov"

              }

            },

            {

              "id":2893614,

              "name":"freejeremy",

              "data":{

                "type":"Keyword",

                "desc":"freejeremy"

              }

            },

            {

              "id":2894089,

              "name":"freemattdehart",

              "data":{

                "type":"Keyword",

                "desc":"freemattdehart"

              }

            },

            {

              "id":3329106,

              "name":"millionmaskmarch",

              "data":{

                "type":"Keyword",

                "desc":"millionmaskmarch"

              }

            },

            {

              "id":3410425,

              "name":"nolove4usgov",

              "data":{

                "type":"Keyword",

                "desc":"nolove4usgov"

              }

            },

            {

              "id":3547480,

              "name":"phishing campaign",

              "data":{

                "type":"Keyword",

                "desc":"phishing campaign"

              }

            },

            {

              "id":3975005,

              "name":"support jeremy hammond",

              "data":{

                "type":"Keyword",

                "desc":"support jeremy hammond"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":10,

            "desc":"Campaign"

          }

        },

        {

          "id":2571738,

          "name":"cyber activity",

          "data":{

            "type":"Keyword",

            "desc":"cyber activity"

          }

        },

        {

          "id":2573578,

          "name":"cyber event",

          "data":{

            "type":"Keyword",

            "desc":"cyber event"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":131,

        "desc":"Event"

      }

    },

    {

      "id":28,

      "name":"Party",

      "children":[

        {

          "id":11,

          "name":"Individual",

          "children":[

            {

              "id":12,

              "name":"Expert",

              "children":[

                {

                  "id":13,

                  "name":"Consultant",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Consultant"

                  }

                },

                {

                  "id":14,

                  "name":"Trainer",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Trainer"

                  }

                },

                {

                  "id":15,

                  "name":"Engineer",

                  "children":[

                    {

                      "id":3817732,

                      "name":"security engineer",

                      "data":{

                        "type":"Keyword",

                        "desc":"security engineer"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Engineer"

                  }

                },

                {

                  "id":318,

                  "name":"Professional",

                  "children":[

                    {

                      "id":2323536,

                      "name":"bruce schneier",

                      "data":{

                        "type":"Keyword",

                        "desc":"bruce schneier"

                      }

                    },

                    {

                      "id":2585291,

                      "name":"cybersecurity professional",

                      "data":{

                        "type":"Keyword",

                        "desc":"cybersecurity professional"

                      }

                    },

                    {

                      "id":2593826,

                      "name":"dan geer",

                      "data":{

                        "type":"Keyword",

                        "desc":"dan geer"

                      }

                    },

                    {

                      "id":3083927,

                      "name":"infosec pro",

                      "data":{

                        "type":"Keyword",

                        "desc":"infosec pro"

                      }

                    },

                    {

                      "id":3083950,

                      "name":"infosec professional",

                      "data":{

                        "type":"Keyword",

                        "desc":"infosec professional"

                      }

                    },

                    {

                      "id":3822184,

                      "name":"security pro",

                      "data":{

                        "type":"Keyword",

                        "desc":"security pro"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":7,

                    "desc":"Professional"

                  }

                },

                {

                  "id":2424867,

                  "name":"chief privacy officer",

                  "data":{

                    "type":"Keyword",

                    "desc":"chief privacy officer"

                  }

                },

                {

                  "id":2424941,

                  "name":"chief security officer",

                  "data":{

                    "type":"Keyword",

                    "desc":"chief security officer"

                  }

                },

                {

                  "id":2433029,

                  "name":"chuvakin",

                  "data":{

                    "type":"Keyword",

                    "desc":"chuvakin"

                  }

                },

                {

                  "id":2438623,

                  "name":"cisa",

                  "data":{

                    "type":"Keyword",

                    "desc":"cisa"

                  }

                },

                {

                  "id":2439479,

                  "name":"ciso",

                  "data":{

                    "type":"Keyword",

                    "desc":"ciso"

                  }

                },

                {

                  "id":2439847,

                  "name":"cissp",

                  "data":{

                    "type":"Keyword",

                    "desc":"cissp"

                  }

                },

                {

                  "id":2584004,

                  "name":"cybersecurity expert",

                  "data":{

                    "type":"Keyword",

                    "desc":"cybersecurity expert"

                  }

                },

                {

                  "id":2602276,

                  "name":"data protection officer",

                  "data":{

                    "type":"Keyword",

                    "desc":"data protection officer"

                  }

                },

                {

                  "id":2783665,

                  "name":"eugene kaspersky",

                  "data":{

                    "type":"Keyword",

                    "desc":"eugene kaspersky"

                  }

                },

                {

                  "id":3150146,

                  "name":"john mcafee",

                  "data":{

                    "type":"Keyword",

                    "desc":"john mcafee"

                  }

                },

                {

                  "id":3286648,

                  "name":"mary ann davidson",

                  "data":{

                    "type":"Keyword",

                    "desc":"mary ann davidson"

                  }

                },

                {

                  "id":3529571,

                  "name":"penetration tester",

                  "data":{

                    "type":"Keyword",

                    "desc":"penetration tester"

                  }

                },

                {

                  "id":3530544,

                  "name":"pentester",

                  "data":{

                    "type":"Keyword",

                    "desc":"pentester"

                  }

                },

                {

                  "id":3799058,

                  "name":"schneier",

                  "data":{

                    "type":"Keyword",

                    "desc":"schneier"

                  }

                },

                {

                  "id":3814513,

                  "name":"security analyst",

                  "data":{

                    "type":"Keyword",

                    "desc":"security analyst"

                  }

                },

                {

                  "id":3820210,

                  "name":"security leader",

                  "data":{

                    "type":"Keyword",

                    "desc":"security leader"

                  }

                },

                {

                  "id":3822005,

                  "name":"security practitioner",

                  "data":{

                    "type":"Keyword",

                    "desc":"security practitioner"

                  }

                },

                {

                  "id":4037726,

                  "name":"threat analyst",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat analyst"

                  }

                },

                {

                  "id":4038632,

                  "name":"threat intelligence analyst",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat intelligence analyst"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":31,

                "desc":"Expert"

              }

            },

            {

              "id":16,

              "name":"Academic",

              "children":[

                {

                  "id":17,

                  "name":"Professor",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Professor"

                  }

                },

                {

                  "id":18,

                  "name":"Researcher",

                  "children":[

                    {

                      "id":2303678,

                      "name":"boneh",

                      "data":{

                        "type":"Keyword",

                        "desc":"boneh"

                      }

                    },

                    {

                      "id":2414762,

                      "name":"chaum",

                      "data":{

                        "type":"Keyword",

                        "desc":"chaum"

                      }

                    },

                    {

                      "id":2713451,

                      "name":"dwork",

                      "data":{

                        "type":"Keyword",

                        "desc":"dwork"

                      }

                    },

                    {

                      "id":2953720,

                      "name":"grossklags",

                      "data":{

                        "type":"Keyword",

                        "desc":"grossklags"

                      }

                    },

                    {

                      "id":3141283,

                      "name":"jajodia",

                      "data":{

                        "type":"Keyword",

                        "desc":"jajodia"

                      }

                    },

                    {

                      "id":3179936,

                      "name":"kruegel",

                      "data":{

                        "type":"Keyword",

                        "desc":"kruegel"

                      }

                    },

                    {

                      "id":3282982,

                      "name":"marcus hutchins",

                      "data":{

                        "type":"Keyword",

                        "desc":"marcus hutchins"

                      }

                    },

                    {

                      "id":3822875,

                      "name":"security researcher",

                      "data":{

                        "type":"Keyword",

                        "desc":"security researcher"

                      }

                    },

                    {

                      "id":3946110,

                      "name":"stolfo",

                      "data":{

                        "type":"Keyword",

                        "desc":"stolfo"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":10,

                    "desc":"Researcher"

                  }

                },

                {

                  "id":19,

                  "name":"Student",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Student"

                  }

                },

                {

                  "id":3785205,

                  "name":"samarati",

                  "data":{

                    "type":"Keyword",

                    "desc":"samarati"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":14,

                "desc":"Academic"

              }

            },

            {

              "id":20,

              "name":"Cybercriminal",

              "children":[

                {

                  "id":2572901,

                  "name":"cyber criminal",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber criminal"

                  }

                },

                {

                  "id":2687820,

                  "name":"dmitry",

                  "data":{

                    "type":"Keyword",

                    "desc":"dmitry"

                  }

                },

                {

                  "id":3350270,

                  "name":"money mule",

                  "data":{

                    "type":"Keyword",

                    "desc":"money mule"

                  }

                },

                {

                  "id":3795310,

                  "name":"scammer",

                  "data":{

                    "type":"Keyword",

                    "desc":"scammer"

                  }

                },

                {

                  "id":3895435,

                  "name":"socialengineer",

                  "data":{

                    "type":"Keyword",

                    "desc":"socialengineer"

                  }

                },

                {

                  "id":3941619,

                  "name":"stealer",

                  "data":{

                    "type":"Keyword",

                    "desc":"stealer"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":7,

                "desc":"Cybercriminal"

              }

            },

            {

              "id":21,

              "name":"Hacker",

              "children":[

                {

                  "id":22,

                  "name":"Black-Hat Hacker",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Black-Hat Hacker"

                  }

                },

                {

                  "id":23,

                  "name":"White-Hat Hacker",

                  "children":[

                    {

                      "id":2782750,

                      "name":"ethical hacker",

                      "data":{

                        "type":"Keyword",

                        "desc":"ethical hacker"

                      }

                    },

                    {

                      "id":3629747,

                      "name":"professional hacker",

                      "data":{

                        "type":"Keyword",

                        "desc":"professional hacker"

                      }

                    },

                    {

                      "id":4202807,

                      "name":"white hat",

                      "data":{

                        "type":"Keyword",

                        "desc":"white hat"

                      }

                    },

                    {

                      "id":4202816,

                      "name":"white hat hacker",

                      "data":{

                        "type":"Keyword",

                        "desc":"white hat hacker"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":5,

                    "desc":"White-Hat Hacker"

                  }

                },

                {

                  "id":24,

                  "name":"Gray-Hat Hacker",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Gray-Hat Hacker"

                  }

                },

                {

                  "id":179,

                  "name":"Hacktivist",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Hacktivist"

                  }

                },

                {

                  "id":351,

                  "name":"By Nationality",

                  "children":[

                    {

                      "id":3127911,

                      "name":"iranian hacker",

                      "data":{

                        "type":"Keyword",

                        "desc":"iranian hacker"

                      }

                    },

                    {

                      "id":3777759,

                      "name":"russian hackers",

                      "data":{

                        "type":"Keyword",

                        "desc":"russian hackers"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"By Nationality"

                  }

                },

                {

                  "id":352,

                  "name":"By Target",

                  "children":[

                    {

                      "id":2546974,

                      "name":"credit card hacker",

                      "data":{

                        "type":"Keyword",

                        "desc":"credit card hacker"

                      }

                    },

                    {

                      "id":4190279,

                      "name":"web application hacker",

                      "data":{

                        "type":"Keyword",

                        "desc":"web application hacker"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"By Target"

                  }

                },

                {

                  "id":493,

                  "name":"Lauri Love",

                  "children":[

                    {

                      "id":2893743,

                      "name":"freelauri",

                      "data":{

                        "type":"Keyword",

                        "desc":"freelauri"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Lauri Love"

                  }

                },

                {

                  "id":2098242,

                  "name":"aaron swartz",

                  "data":{

                    "type":"Keyword",

                    "desc":"aaron swartz"

                  }

                },

                {

                  "id":2181435,

                  "name":"anonymous hacker jeremy hammond",

                  "data":{

                    "type":"Keyword",

                    "desc":"anonymous hacker jeremy hammond"

                  }

                },

                {

                  "id":2956814,

                  "name":"guccifer",

                  "data":{

                    "type":"Keyword",

                    "desc":"guccifer"

                  }

                },

                {

                  "id":2967145,

                  "name":"hacker hero john draper",

                  "data":{

                    "type":"Keyword",

                    "desc":"hacker hero john draper"

                  }

                },

                {

                  "id":2967537,

                  "name":"hacker lauri love",

                  "data":{

                    "type":"Keyword",

                    "desc":"hacker lauri love"

                  }

                },

                {

                  "id":2987513,

                  "name":"haxor",

                  "data":{

                    "type":"Keyword",

                    "desc":"haxor"

                  }

                },

                {

                  "id":3146178,

                  "name":"jeremy hammond",

                  "data":{

                    "type":"Keyword",

                    "desc":"jeremy hammond"

                  }

                },

                {

                  "id":3166275,

                  "name":"kevin mitnick",

                  "data":{

                    "type":"Keyword",

                    "desc":"kevin mitnick"

                  }

                },

                {

                  "id":3546770,

                  "name":"phineas fisher hack hacking team",

                  "data":{

                    "type":"Keyword",

                    "desc":"phineas fisher hack hacking team"

                  }

                },

                {

                  "id":3705424,

                  "name":"redhack",

                  "data":{

                    "type":"Keyword",

                    "desc":"redhack"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":27,

                "desc":"Hacker"

              }

            },

            {

              "id":25,

              "name":"End User",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"End User"

              }

            },

            {

              "id":26,

              "name":"Journalist",

              "children":[

                {

                  "id":2263919,

                  "name":"barrett brown",

                  "data":{

                    "type":"Keyword",

                    "desc":"barrett brown"

                  }

                },

                {

                  "id":2317046,

                  "name":"brian krebs",

                  "data":{

                    "type":"Keyword",

                    "desc":"brian krebs"

                  }

                },

                {

                  "id":2726988,

                  "name":"edward snowden",

                  "data":{

                    "type":"Keyword",

                    "desc":"edward snowden"

                  }

                },

                {

                  "id":3155897,

                  "name":"julian assange",

                  "data":{

                    "type":"Keyword",

                    "desc":"julian assange"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":5,

                "desc":"Journalist"

              }

            },

            {

              "id":27,

              "name":"Activist",

              "children":[

                {

                  "id":2215397,

                  "name":"assange",

                  "data":{

                    "type":"Keyword",

                    "desc":"assange"

                  }

                },

                {

                  "id":2423239,

                  "name":"chelsea manning",

                  "data":{

                    "type":"Keyword",

                    "desc":"chelsea manning"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Activist"

              }

            },

            {

              "id":180,

              "name":"Threat Actor",

              "children":[

                {

                  "id":2133275,

                  "name":"advanced threat actor",

                  "data":{

                    "type":"Keyword",

                    "desc":"advanced threat actor"

                  }

                },

                {

                  "id":2202911,

                  "name":"apt actor",

                  "data":{

                    "type":"Keyword",

                    "desc":"apt actor"

                  }

                },

                {

                  "id":2576911,

                  "name":"cyber threat actor",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber threat actor"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"a threat actor, also called a malicious actor, is an entity that is partially or wholly responsible for a security incident that impacts – or has the potential to impact – an organization's security"

              }

            },

            {

              "id":181,

              "name":"Attacker",

              "children":[

                {

                  "id":2572227,

                  "name":"cyber attacker",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber attacker"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"An attacker is the individual or organisation performing these malicious activities."

              }

            },

            {

              "id":268,

              "name":"Online ID",

              "children":[

                {

                  "id":2067544,

                  "name":"0x6d6172696f",

                  "data":{

                    "type":"Keyword",

                    "desc":"0x6d6172696f"

                  }

                },

                {

                  "id":2067856,

                  "name":"0xabad1dea",

                  "data":{

                    "type":"Keyword",

                    "desc":"0xabad1dea"

                  }

                },

                {

                  "id":2067941,

                  "name":"0xamit",

                  "data":{

                    "type":"Keyword",

                    "desc":"0xamit"

                  }

                },

                {

                  "id":2068029,

                  "name":"0xcharlie",

                  "data":{

                    "type":"Keyword",

                    "desc":"0xcharlie"

                  }

                },

                {

                  "id":2068175,

                  "name":"0xdade",

                  "data":{

                    "type":"Keyword",

                    "desc":"0xdade"

                  }

                },

                {

                  "id":2068212,

                  "name":"0xdeadbabe",

                  "data":{

                    "type":"Keyword",

                    "desc":"0xdeadbabe"

                  }

                },

                {

                  "id":2068577,

                  "name":"0xmchow",

                  "data":{

                    "type":"Keyword",

                    "desc":"0xmchow"

                  }

                },

                {

                  "id":2075727,

                  "name":"1o57",

                  "data":{

                    "type":"Keyword",

                    "desc":"1o57"

                  }

                },

                {

                  "id":2326864,

                  "name":"buffaloseller888",

                  "data":{

                    "type":"Keyword",

                    "desc":"buffaloseller888"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":10,

                "desc":"Online IDs including usernames on different online services such as OSNs"

              }

            },

            {

              "id":2299839,

              "name":"bluehat",

              "data":{

                "type":"Keyword",

                "desc":"bluehat"

              }

            },

            {

              "id":2577415,

              "name":"cyber warrior",

              "data":{

                "type":"Keyword",

                "desc":"cyber warrior"

              }

            },

            {

              "id":3083812,

              "name":"infosec people",

              "data":{

                "type":"Keyword",

                "desc":"infosec people"

              }

            },

            {

              "id":3528961,

              "name":"pen tester",

              "data":{

                "type":"Keyword",

                "desc":"pen tester"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":109,

            "desc":"Individual"

          }

        },

        {

          "id":38,

          "name":"Group",

          "children":[

            {

              "id":220,

              "name":"Group of People",

              "children":[

                {

                  "id":223,

                  "name":"Hacking Group",

                  "children":[

                    {

                      "id":224,

                      "name":"Anonymous (hacking group)",

                      "children":[

                        {

                          "id":2178925,

                          "name":"anons",

                          "data":{

                            "type":"Keyword",

                            "desc":"anons"

                          }

                        },

                        {

                          "id":2628567,

                          "name":"dehart",

                          "data":{

                            "type":"Keyword",

                            "desc":"dehart"

                          }

                        },

                        {

                          "id":3252972,

                          "name":"lulz",

                          "data":{

                            "type":"Keyword",

                            "desc":"lulz"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":4,

                        "desc":"The hacking group whose name is \"Anonymous\""

                      }

                    },

                    {

                      "id":401,

                      "name":"APT1",

                      "children":[

                        {

                          "id":2427682,

                          "name":"chinese apt",

                          "data":{

                            "type":"Keyword",

                            "desc":"chinese apt"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"APT1"

                      }

                    },

                    {

                      "id":528,

                      "name":"Hacking Team",

                      "children":[

                        {

                          "id":2964442,

                          "name":"hack team",

                          "data":{

                            "type":"Keyword",

                            "desc":"hack team"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"Hacking Team"

                      }

                    },

                    {

                      "id":564,

                      "name":"APT28",

                      "children":[

                        {

                          "id":2831222,

                          "name":"fancy bear",

                          "data":{

                            "type":"Keyword",

                            "desc":"fancy bear"

                          }

                        },

                        {

                          "id":3897408,

                          "name":"sofacy",

                          "data":{

                            "type":"Keyword",

                            "desc":"sofacy"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":3,

                        "desc":"Fancy Bear (also known as APT28 (by Mandiant), Pawn Storm, Sofacy Group (by Kaspersky), Sednit, Tsar Team (by FireEye) and STRONTIUM (by Microsoft)"

                      }

                    },

                    {

                      "id":565,

                      "name":"The Shadow Brokers",

                      "children":[

                        {

                          "id":3852087,

                          "name":"shadowbroker",

                          "data":{

                            "type":"Keyword",

                            "desc":"shadowbroker"

                          }

                        },

                        {

                          "id":3852192,

                          "name":"shadowbrokers",

                          "data":{

                            "type":"Keyword",

                            "desc":"shadowbrokers"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":3,

                        "desc":"The Shadow Brokers is a hacker group who first appeared in the summer of 2016. They published several leaks containing hacking tools from the National Security Agency, including several zero-day exploits."

                      }

                    },

                    {

                      "id":2178655,

                      "name":"anonghost",

                      "data":{

                        "type":"Keyword",

                        "desc":"anonghost"

                      }

                    },

                    {

                      "id":2228322,

                      "name":"attackers",

                      "data":{

                        "type":"Keyword",

                        "desc":"attackers"

                      }

                    },

                    {

                      "id":2411608,

                      "name":"chaos computer club",

                      "data":{

                        "type":"Keyword",

                        "desc":"chaos computer club"

                      }

                    },

                    {

                      "id":3181513,

                      "name":"l0pht",

                      "data":{

                        "type":"Keyword",

                        "desc":"l0pht"

                      }

                    },

                    {

                      "id":3231846,

                      "name":"lizard squad",

                      "data":{

                        "type":"Keyword",

                        "desc":"lizard squad"

                      }

                    },

                    {

                      "id":3253207,

                      "name":"lulzsec",

                      "data":{

                        "type":"Keyword",

                        "desc":"lulzsec"

                      }

                    },

                    {

                      "id":3803635,

                      "name":"script kiddie",

                      "data":{

                        "type":"Keyword",

                        "desc":"script kiddie"

                      }

                    },

                    {

                      "id":3989090,

                      "name":"syrian electronic army",

                      "data":{

                        "type":"Keyword",

                        "desc":"syrian electronic army"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":23,

                    "desc":"Normally group of people"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":24,

                "desc":"Group of People"

              }

            },

            {

              "id":221,

              "name":"Group of Organizations",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Group of Organizations"

              }

            },

            {

              "id":222,

              "name":"Group of People and Organizations",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Group of People and Organizations (those with hybrid memberships)"

              }

            },

            {

              "id":3082249,

              "name":"infosec community",

              "data":{

                "type":"Keyword",

                "desc":"infosec community"

              }

            },

            {

              "id":3818501,

              "name":"security folk",

              "data":{

                "type":"Keyword",

                "desc":"security folk"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":29,

            "desc":"Group"

          }

        },

        {

          "id":244,

          "name":"Organization",

          "children":[

            {

              "id":29,

              "name":"Governmental Body",

              "children":[

                {

                  "id":2915561,

                  "name":"gchq",

                  "data":{

                    "type":"Keyword",

                    "desc":"gchq"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Governmental Body"

              }

            },

            {

              "id":31,

              "name":"Research Organization",

              "children":[

                {

                  "id":2440423,

                  "name":"citizen lab",

                  "data":{

                    "type":"Keyword",

                    "desc":"citizen lab"

                  }

                },

                {

                  "id":2761255,

                  "name":"enisa",

                  "data":{

                    "type":"Keyword",

                    "desc":"enisa"

                  }

                },

                {

                  "id":3574914,

                  "name":"ponemon",

                  "data":{

                    "type":"Keyword",

                    "desc":"ponemon"

                  }

                },

                {

                  "id":3574919,

                  "name":"ponemon institute",

                  "data":{

                    "type":"Keyword",

                    "desc":"ponemon institute"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":5,

                "desc":"Research Organization"

              }

            },

            {

              "id":32,

              "name":"Educational Institute",

              "children":[

                {

                  "id":3898854,

                  "name":"software engineering institute",

                  "data":{

                    "type":"Keyword",

                    "desc":"software engineering institute"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Educational Institute"

              }

            },

            {

              "id":33,

              "name":"Business",

              "children":[

                {

                  "id":34,

                  "name":"Enterprise",

                  "children":[

                    {

                      "id":3025859,

                      "name":"huawei",

                      "data":{

                        "type":"Keyword",

                        "desc":"huawei"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Enterprise"

                  }

                },

                {

                  "id":35,

                  "name":"IT Company",

                  "children":[

                    {

                      "id":2400881,

                      "name":"cellebrite",

                      "data":{

                        "type":"Keyword",

                        "desc":"cellebrite"

                      }

                    },

                    {

                      "id":3113385,

                      "name":"internet storm center",

                      "data":{

                        "type":"Keyword",

                        "desc":"internet storm center"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"IT Company"

                  }

                },

                {

                  "id":36,

                  "name":"Cyber Security Company",

                  "children":[

                    {

                      "id":436,

                      "name":"cisco talos",

                      "children":[

                        {

                          "id":2438708,

                          "name":"cisco asa",

                          "data":{

                            "type":"Keyword",

                            "desc":"cisco asa"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"cisco talos"

                      }

                    },

                    {

                      "id":2147231,

                      "name":"akamai",

                      "data":{

                        "type":"Keyword",

                        "desc":"akamai"

                      }

                    },

                    {

                      "id":2178061,

                      "name":"anomali",

                      "data":{

                        "type":"Keyword",

                        "desc":"anomali"

                      }

                    },

                    {

                      "id":2207027,

                      "name":"ardamax",

                      "data":{

                        "type":"Keyword",

                        "desc":"ardamax"

                      }

                    },

                    {

                      "id":2244604,

                      "name":"avast",

                      "data":{

                        "type":"Keyword",

                        "desc":"avast"

                      }

                    },

                    {

                      "id":2246058,

                      "name":"avira",

                      "data":{

                        "type":"Keyword",

                        "desc":"avira"

                      }

                    },

                    {

                      "id":2289256,

                      "name":"bitdefender",

                      "data":{

                        "type":"Keyword",

                        "desc":"bitdefender"

                      }

                    },

                    {

                      "id":2292540,

                      "name":"blackhat",

                      "data":{

                        "type":"Keyword",

                        "desc":"blackhat"

                      }

                    },

                    {

                      "id":2456676,

                      "name":"cloudflare",

                      "data":{

                        "type":"Keyword",

                        "desc":"cloudflare"

                      }

                    },

                    {

                      "id":2482558,

                      "name":"comodo",

                      "data":{

                        "type":"Keyword",

                        "desc":"comodo"

                      }

                    },

                    {

                      "id":2554088,

                      "name":"crowdstrike",

                      "data":{

                        "type":"Keyword",

                        "desc":"crowdstrike"

                      }

                    },

                    {

                      "id":2562607,

                      "name":"curity",

                      "data":{

                        "type":"Keyword",

                        "desc":"curity"

                      }

                    },

                    {

                      "id":2583457,

                      "name":"cybersecurity company",

                      "data":{

                        "type":"Keyword",

                        "desc":"cybersecurity company"

                      }

                    },

                    {

                      "id":2584104,

                      "name":"cybersecurity firm",

                      "data":{

                        "type":"Keyword",

                        "desc":"cybersecurity firm"

                      }

                    },

                    {

                      "id":2588849,

                      "name":"cylance",

                      "data":{

                        "type":"Keyword",

                        "desc":"cylance"

                      }

                    },

                    {

                      "id":2776307,

                      "name":"eset",

                      "data":{

                        "type":"Keyword",

                        "desc":"eset"

                      }

                    },

                    {

                      "id":2819541,

                      "name":"f-secure",

                      "data":{

                        "type":"Keyword",

                        "desc":"f-secure"

                      }

                    },

                    {

                      "id":2860311,

                      "name":"fireeye",

                      "data":{

                        "type":"Keyword",

                        "desc":"fireeye"

                      }

                    },

                    {

                      "id":2988106,

                      "name":"hbgary",

                      "data":{

                        "type":"Keyword",

                        "desc":"hbgary"

                      }

                    },

                    {

                      "id":3044128,

                      "name":"idss",

                      "data":{

                        "type":"Keyword",

                        "desc":"idss"

                      }

                    },

                    {

                      "id":3122531,

                      "name":"ioactive",

                      "data":{

                        "type":"Keyword",

                        "desc":"ioactive"

                      }

                    },

                    {

                      "id":3161189,

                      "name":"kaspersky",

                      "data":{

                        "type":"Keyword",

                        "desc":"kaspersky"

                      }

                    },

                    {

                      "id":3161499,

                      "name":"kaspersky lab",

                      "data":{

                        "type":"Keyword",

                        "desc":"kaspersky lab"

                      }

                    },

                    {

                      "id":3278784,

                      "name":"mandiant",

                      "data":{

                        "type":"Keyword",

                        "desc":"mandiant"

                      }

                    },

                    {

                      "id":3388413,

                      "name":"netgear",

                      "data":{

                        "type":"Keyword",

                        "desc":"netgear"

                      }

                    },

                    {

                      "id":3388956,

                      "name":"netsec",

                      "data":{

                        "type":"Keyword",

                        "desc":"netsec"

                      }

                    },

                    {

                      "id":3504546,

                      "name":"palo alto networks",

                      "data":{

                        "type":"Keyword",

                        "desc":"palo alto networks"

                      }

                    },

                    {

                      "id":3673786,

                      "name":"quick heal antivirus",

                      "data":{

                        "type":"Keyword",

                        "desc":"quick heal antivirus"

                      }

                    },

                    {

                      "id":3685125,

                      "name":"rapid7",

                      "data":{

                        "type":"Keyword",

                        "desc":"rapid7"

                      }

                    },

                    {

                      "id":3789282,

                      "name":"sans institute",

                      "data":{

                        "type":"Keyword",

                        "desc":"sans institute"

                      }

                    },

                    {

                      "id":3823872,

                      "name":"security startup",

                      "data":{

                        "type":"Keyword",

                        "desc":"security startup"

                      }

                    },

                    {

                      "id":3905920,

                      "name":"sophos",

                      "data":{

                        "type":"Keyword",

                        "desc":"sophos"

                      }

                    },

                    {

                      "id":4040295,

                      "name":"threatconnect",

                      "data":{

                        "type":"Keyword",

                        "desc":"threatconnect"

                      }

                    },

                    {

                      "id":4076561,

                      "name":"trend micro",

                      "data":{

                        "type":"Keyword",

                        "desc":"trend micro"

                      }

                    },

                    {

                      "id":4076845,

                      "name":"trendmicro",

                      "data":{

                        "type":"Keyword",

                        "desc":"trendmicro"

                      }

                    },

                    {

                      "id":4153115,

                      "name":"veracode",

                      "data":{

                        "type":"Keyword",

                        "desc":"veracode"

                      }

                    },

                    {

                      "id":4178666,

                      "name":"vupen",

                      "data":{

                        "type":"Keyword",

                        "desc":"vupen"

                      }

                    },

                    {

                      "id":4193755,

                      "name":"webroot",

                      "data":{

                        "type":"Keyword",

                        "desc":"webroot"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":40,

                    "desc":"Cyber Security Company"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":46,

                "desc":"Business"

              }

            },

            {

              "id":37,

              "name":"Not-for-profit Organization (NGO)",

              "children":[

                {

                  "id":532,

                  "name":"WikiLeaks",

                  "children":[

                    {

                      "id":4148921,

                      "name":"vault7",

                      "data":{

                        "type":"Keyword",

                        "desc":"vault7"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"WikiLeaks"

                  }

                },

                {

                  "id":2455153,

                  "name":"cloud security alliance",

                  "data":{

                    "type":"Keyword",

                    "desc":"cloud security alliance"

                  }

                },

                {

                  "id":2575595,

                  "name":"cyber security alliance",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber security alliance"

                  }

                },

                {

                  "id":3130289,

                  "name":"isac",

                  "data":{

                    "type":"Keyword",

                    "desc":"isac"

                  }

                },

                {

                  "id":3130559,

                  "name":"isc2",

                  "data":{

                    "type":"Keyword",

                    "desc":"isc2"

                  }

                },

                {

                  "id":3377548,

                  "name":"national cyber security alliance",

                  "data":{

                    "type":"Keyword",

                    "desc":"national cyber security alliance"

                  }

                },

                {

                  "id":3430932,

                  "name":"oasis cyber threat intelligence",

                  "data":{

                    "type":"Keyword",

                    "desc":"oasis cyber threat intelligence"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":9,

                "desc":"Not-for-profit Organization (NGO)"

              }

            },

            {

              "id":474,

              "name":"Agency",

              "children":[

                {

                  "id":2786968,

                  "name":"europol",

                  "data":{

                    "type":"Keyword",

                    "desc":"europol"

                  }

                },

                {

                  "id":3111646,

                  "name":"internet crime complaint center",

                  "data":{

                    "type":"Keyword",

                    "desc":"internet crime complaint center"

                  }

                },

                {

                  "id":3377455,

                  "name":"national crime agency",

                  "data":{

                    "type":"Keyword",

                    "desc":"national crime agency"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Agency"

              }

            },

            {

              "id":3338792,

              "name":"mitre corporation",

              "data":{

                "type":"Keyword",

                "desc":"mitre corporation"

              }

            },

            {

              "id":3665130,

              "name":"pwc",

              "data":{

                "type":"Keyword",

                "desc":"pwc"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":71,

            "desc":"Organization"

          }

        },

        {

          "id":3816349,

          "name":"security community",

          "data":{

            "type":"Keyword",

            "desc":"security community"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":211,

        "desc":"Party (Individual, Group, Organization)"

      }

    },

    {

      "id":39,

      "name":"Cybersecurity Attack",

      "children":[

        {

          "id":40,

          "name":"Physical Attack",

          "children":[

            {

              "id":2982939,

              "name":"hardware security",

              "data":{

                "type":"Keyword",

                "desc":"hardware security"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":2,

            "desc":"Physical"

          }

        },

        {

          "id":41,

          "name":"Software Attack",

          "children":[

            {

              "id":52,

              "name":"Exploit",

              "children":[

                {

                  "id":2807686,

                  "name":"exploit dev",

                  "data":{

                    "type":"Keyword",

                    "desc":"exploit dev"

                  }

                },

                {

                  "id":2808208,

                  "name":"exploit kit",

                  "data":{

                    "type":"Keyword",

                    "desc":"exploit kit"

                  }

                },

                {

                  "id":2808601,

                  "name":"exploit mitigation",

                  "data":{

                    "type":"Keyword",

                    "desc":"exploit mitigation"

                  }

                },

                {

                  "id":2809658,

                  "name":"exploitability",

                  "data":{

                    "type":"Keyword",

                    "desc":"exploitability"

                  }

                },

                {

                  "id":3720932,

                  "name":"remote root exploit",

                  "data":{

                    "type":"Keyword",

                    "desc":"remote root exploit"

                  }

                },

                {

                  "id":4219793,

                  "name":"word document exploit kit",

                  "data":{

                    "type":"Keyword",

                    "desc":"word document exploit kit"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":7,

                "desc":"Exploit"

              }

            },

            {

              "id":53,

              "name":"Brute-force",

              "children":[

                {

                  "id":2324074,

                  "name":"brute force attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"brute force attack"

                  }

                },

                {

                  "id":2324202,

                  "name":"brute-force attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"brute-force attack"

                  }

                },

                {

                  "id":2324291,

                  "name":"bruteforce",

                  "data":{

                    "type":"Keyword",

                    "desc":"bruteforce"

                  }

                },

                {

                  "id":2662538,

                  "name":"dictionary attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"dictionary attack"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":5,

                "desc":"Brute-force"

              }

            },

            {

              "id":239,

              "name":"Reverse Engineering",

              "children":[

                {

                  "id":524,

                  "name":"Reverse Engineering Tool",

                  "children":[

                    {

                      "id":552,

                      "name":"Disassembler",

                      "children":[

                        {

                          "id":3039279,

                          "name":"ida pro",

                          "data":{

                            "type":"Keyword",

                            "desc":"ida pro"

                          }

                        },

                        {

                          "id":3039533,

                          "name":"idapython",

                          "data":{

                            "type":"Keyword",

                            "desc":"idapython"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":3,

                        "desc":"A disassembler is a computer program that translates machine language into assembly language—the inverse operation to that of an assembler. A disassembler differs from a decompiler, which targets a high-level language rather than an assembly language."

                      }

                    },

                    {

                      "id":3448213,

                      "name":"ollydbg",

                      "data":{

                        "type":"Keyword",

                        "desc":"ollydbg"

                      }

                    },

                    {

                      "id":3677110,

                      "name":"radare2",

                      "data":{

                        "type":"Keyword",

                        "desc":"radare2"

                      }

                    },

                    {

                      "id":3719839,

                      "name":"remnux",

                      "data":{

                        "type":"Keyword",

                        "desc":"remnux"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":7,

                    "desc":"Reverse Engineering Tools"

                  }

                },

                {

                  "id":3749400,

                  "name":"reverse engineering malware",

                  "data":{

                    "type":"Keyword",

                    "desc":"reverse engineering malware"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":9,

                "desc":"Reverse Engineering"

              }

            },

            {

              "id":309,

              "name":"Malware",

              "children":[

                {

                  "id":43,

                  "name":"Malware Classification",

                  "children":[

                    {

                      "id":42,

                      "name":"Computer Virus",

                      "children":[

                        {

                          "id":3852992,

                          "name":"shamoon",

                          "data":{

                            "type":"Keyword",

                            "desc":"shamoon"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"Computer Virus"

                      }

                    },

                    {

                      "id":44,

                      "name":"Ransomware",

                      "children":[

                        {

                          "id":390,

                          "name":"Ransomware Variant",

                          "children":[

                            {

                              "id":391,

                              "name":"Bad Rabbit",

                              "children":[

                                {

                                  "id":2257156,

                                  "name":"badrabbit",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"badrabbit"

                                  }

                                }

                              ],

                              "data":{

                                "type":"Class",

                                "size":2,

                                "desc":"Bad Rabbit"

                              }

                            },

                            {

                              "id":392,

                              "name":"Cerber",

                              "children":[

                                {

                                  "id":2404984,

                                  "name":"cerber ransomware",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"cerber ransomware"

                                  }

                                }

                              ],

                              "data":{

                                "type":"Class",

                                "size":2,

                                "desc":"Cerber"

                              }

                            },

                            {

                              "id":393,

                              "name":"Locky",

                              "children":[

                                {

                                  "id":3238091,

                                  "name":"locky ransomware",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"locky ransomware"

                                  }

                                }

                              ],

                              "data":{

                                "type":"Class",

                                "size":2,

                                "desc":"Locky"

                              }

                            },

                            {

                              "id":394,

                              "name":"Petya",

                              "children":[

                                {

                                  "id":3421427,

                                  "name":"notpetya",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"notpetya"

                                  }

                                },

                                {

                                  "id":3543206,

                                  "name":"petya ransomware",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"petya ransomware"

                                  }

                                }

                              ],

                              "data":{

                                "type":"Class",

                                "size":3,

                                "desc":"Petya"

                              }

                            },

                            {

                              "id":395,

                              "name":"Wannacry",

                              "children":[

                                {

                                  "id":4181695,

                                  "name":"wanacry ransomware technical analysis",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"wanacry ransomware technical analysis"

                                  }

                                },

                                {

                                  "id":4181901,

                                  "name":"wannacry attack",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"wannacry attack"

                                  }

                                },

                                {

                                  "id":4182141,

                                  "name":"wannacry ransomware",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"wannacry ransomware"

                                  }

                                },

                                {

                                  "id":4182144,

                                  "name":"wannacry ransomware attack",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"wannacry ransomware attack"

                                  }

                                },

                                {

                                  "id":4182174,

                                  "name":"wannacry ransomware decryption tool",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"wannacry ransomware decryption tool"

                                  }

                                },

                                {

                                  "id":4187963,

                                  "name":"wcry",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"wcry"

                                  }

                                }

                              ],

                              "data":{

                                "type":"Class",

                                "size":7,

                                "desc":"Wannacry"

                              }

                            },

                            {

                              "id":396,

                              "name":"CryptoWall",

                              "children":[],

                              "data":{

                                "type":"Class",

                                "size":1,

                                "desc":"CryptoWall"

                              }

                            },

                            {

                              "id":397,

                              "name":"CryptoLocker",

                              "children":[],

                              "data":{

                                "type":"Class",

                                "size":1,

                                "desc":"CryptoLocker"

                              }

                            },

                            {

                              "id":4027337,

                              "name":"teslacrypt",

                              "data":{

                                "type":"Keyword",

                                "desc":"teslacrypt"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":20,

                            "desc":"Ransomware Variants"

                          }

                        },

                        {

                          "id":3683190,

                          "name":"ransomware attack",

                          "data":{

                            "type":"Keyword",

                            "desc":"ransomware attack"

                          }

                        },

                        {

                          "id":3683370,

                          "name":"ransomware campaign",

                          "data":{

                            "type":"Keyword",

                            "desc":"ransomware campaign"

                          }

                        },

                        {

                          "id":3683516,

                          "name":"ransomware decryption tool",

                          "data":{

                            "type":"Keyword",

                            "desc":"ransomware decryption tool"

                          }

                        },

                        {

                          "id":3684056,

                          "name":"ransomware outbreak",

                          "data":{

                            "type":"Keyword",

                            "desc":"ransomware outbreak"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":25,

                        "desc":"Ransomware"

                      }

                    },

                    {

                      "id":45,

                      "name":"Computer Worm",

                      "children":[

                        {

                          "id":2501314,

                          "name":"conficker",

                          "data":{

                            "type":"Keyword",

                            "desc":"conficker"

                          }

                        },

                        {

                          "id":3680169,

                          "name":"ramnit",

                          "data":{

                            "type":"Keyword",

                            "desc":"ramnit"

                          }

                        },

                        {

                          "id":3960150,

                          "name":"stuxnet",

                          "data":{

                            "type":"Keyword",

                            "desc":"stuxnet"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":4,

                        "desc":"Computer Worm"

                      }

                    },

                    {

                      "id":46,

                      "name":"Computer Trojan",

                      "children":[

                        {

                          "id":479,

                          "name":"Banking Trojan",

                          "children":[

                            {

                              "id":509,

                              "name":"Zeus",

                              "children":[

                                {

                                  "id":510,

                                  "name":"Gameover Zeus",

                                  "children":[

                                    {

                                      "id":2911214,

                                      "name":"gameover zeus botnet",

                                      "data":{

                                        "type":"Keyword",

                                        "desc":"gameover zeus botnet"

                                      }

                                    }

                                  ],

                                  "data":{

                                    "type":"Class",

                                    "size":2,

                                    "desc":"Gameover Zeus"

                                  }

                                },

                                {

                                  "id":4243189,

                                  "name":"zeus banking trojan",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"zeus banking trojan"

                                  }

                                },

                                {

                                  "id":4243209,

                                  "name":"zeus botnet",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"zeus botnet"

                                  }

                                }

                              ],

                              "data":{

                                "type":"Class",

                                "size":5,

                                "desc":"Zeus"

                              }

                            },

                            {

                              "id":2703294,

                              "name":"dridex",

                              "data":{

                                "type":"Keyword",

                                "desc":"dridex"

                              }

                            },

                            {

                              "id":2712062,

                              "name":"duqu",

                              "data":{

                                "type":"Keyword",

                                "desc":"duqu"

                              }

                            },

                            {

                              "id":2715090,

                              "name":"dyre",

                              "data":{

                                "type":"Keyword",

                                "desc":"dyre"

                              }

                            },

                            {

                              "id":3179872,

                              "name":"kronos banking trojan",

                              "data":{

                                "type":"Keyword",

                                "desc":"kronos banking trojan"

                              }

                            },

                            {

                              "id":4078306,

                              "name":"trickbot banking trojan",

                              "data":{

                                "type":"Keyword",

                                "desc":"trickbot banking trojan"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":11,

                            "desc":"Banking Trojan"

                          }

                        },

                        {

                          "id":545,

                          "name":"Remote Access Trojan (RAT)",

                          "children":[],

                          "data":{

                            "type":"Class",

                            "size":1,

                            "desc":"Remote Access Trojan (RAT)"

                          }

                        },

                        {

                          "id":2389152,

                          "name":"carberp",

                          "data":{

                            "type":"Keyword",

                            "desc":"carberp"

                          }

                        },

                        {

                          "id":2596290,

                          "name":"darkcomet",

                          "data":{

                            "type":"Keyword",

                            "desc":"darkcomet"

                          }

                        },

                        {

                          "id":2698395,

                          "name":"doublepulsar",

                          "data":{

                            "type":"Keyword",

                            "desc":"doublepulsar"

                          }

                        },

                        {

                          "id":2782138,

                          "name":"eternalblue",

                          "data":{

                            "type":"Keyword",

                            "desc":"eternalblue"

                          }

                        },

                        {

                          "id":3925406,

                          "name":"spyeye",

                          "data":{

                            "type":"Keyword",

                            "desc":"spyeye"

                          }

                        },

                        {

                          "id":4078295,

                          "name":"trickbot",

                          "data":{

                            "type":"Keyword",

                            "desc":"trickbot"

                          }

                        },

                        {

                          "id":4080415,

                          "name":"trojans",

                          "data":{

                            "type":"Keyword",

                            "desc":"trojans"

                          }

                        },

                        {

                          "id":4092498,

                          "name":"turla",

                          "data":{

                            "type":"Keyword",

                            "desc":"turla"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":21,

                        "desc":"Computer Trojan"

                      }

                    },

                    {

                      "id":47,

                      "name":"Spyware",

                      "children":[

                        {

                          "id":2586463,

                          "name":"cyberspy",

                          "data":{

                            "type":"Keyword",

                            "desc":"cyberspy"

                          }

                        },

                        {

                          "id":2858445,

                          "name":"finfisher",

                          "data":{

                            "type":"Keyword",

                            "desc":"finfisher"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":3,

                        "desc":"Spyware"

                      }

                    },

                    {

                      "id":48,

                      "name":"Rootkit",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Rootkit"

                      }

                    },

                    {

                      "id":237,

                      "name":"Malicious Adware",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Malicious Adware"

                      }

                    },

                    {

                      "id":245,

                      "name":"Bootkit",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Bootkit"

                      }

                    },

                    {

                      "id":312,

                      "name":"Keylogger",

                      "children":[

                        {

                          "id":3167387,

                          "name":"key logger",

                          "data":{

                            "type":"Keyword",

                            "desc":"key logger"

                          }

                        },

                        {

                          "id":3168901,

                          "name":"keylogging",

                          "data":{

                            "type":"Keyword",

                            "desc":"keylogging"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":3,

                        "desc":"A keystroke logger, or keylogger, records every keystroke entry made on a computer, often without the permission or knowledge of the user"

                      }

                    },

                    {

                      "id":475,

                      "name":"By Operating System",

                      "children":[

                        {

                          "id":3225066,

                          "name":"linux malware",

                          "data":{

                            "type":"Keyword",

                            "desc":"linux malware"

                          }

                        },

                        {

                          "id":3256445,

                          "name":"mac malware",

                          "data":{

                            "type":"Keyword",

                            "desc":"mac malware"

                          }

                        },

                        {

                          "id":4212489,

                          "name":"windows malware",

                          "data":{

                            "type":"Keyword",

                            "desc":"windows malware"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":4,

                        "desc":"By Operating System"

                      }

                    },

                    {

                      "id":482,

                      "name":"Espionage",

                      "children":[

                        {

                          "id":3705821,

                          "name":"redoctober",

                          "data":{

                            "type":"Keyword",

                            "desc":"redoctober"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"Espionage"

                      }

                    },

                    {

                      "id":485,

                      "name":"Polymorphic Malware",

                      "children":[

                        {

                          "id":3334238,

                          "name":"mirai",

                          "data":{

                            "type":"Keyword",

                            "desc":"mirai"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"Polymorphic malware is a type of malware that constantly changes its identifiable features in order to evade detection"

                      }

                    },

                    {

                      "id":2185971,

                      "name":"anti-debugging",

                      "data":{

                        "type":"Keyword",

                        "desc":"anti-debugging"

                      }

                    },

                    {

                      "id":2187534,

                      "name":"anti-vm",

                      "data":{

                        "type":"Keyword",

                        "desc":"anti-vm"

                      }

                    },

                    {

                      "id":2203428,

                      "name":"apt malware",

                      "data":{

                        "type":"Keyword",

                        "desc":"apt malware"

                      }

                    },

                    {

                      "id":2222300,

                      "name":"atm malware",

                      "data":{

                        "type":"Keyword",

                        "desc":"atm malware"

                      }

                    },

                    {

                      "id":2262019,

                      "name":"banking malware",

                      "data":{

                        "type":"Keyword",

                        "desc":"banking malware"

                      }

                    },

                    {

                      "id":2292432,

                      "name":"blackenergy",

                      "data":{

                        "type":"Keyword",

                        "desc":"blackenergy"

                      }

                    },

                    {

                      "id":2555276,

                      "name":"crypter",

                      "data":{

                        "type":"Keyword",

                        "desc":"crypter"

                      }

                    },

                    {

                      "id":2693572,

                      "name":"domain generation algorithm",

                      "data":{

                        "type":"Keyword",

                        "desc":"domain generation algorithm"

                      }

                    },

                    {

                      "id":2852935,

                      "name":"fileless malware",

                      "data":{

                        "type":"Keyword",

                        "desc":"fileless malware"

                      }

                    },

                    {

                      "id":3270026,

                      "name":"malware attack",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware attack"

                      }

                    },

                    {

                      "id":3271544,

                      "name":"malware family",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware family"

                      }

                    },

                    {

                      "id":3274117,

                      "name":"malware variant",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware variant"

                      }

                    },

                    {

                      "id":3314617,

                      "name":"meterpreter",

                      "data":{

                        "type":"Keyword",

                        "desc":"meterpreter"

                      }

                    },

                    {

                      "id":3580908,

                      "name":"pos malware",

                      "data":{

                        "type":"Keyword",

                        "desc":"pos malware"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":84,

                    "desc":"Malware types and classification"

                  }

                },

                {

                  "id":310,

                  "name":"Malware Analysis",

                  "children":[

                    {

                      "id":2240689,

                      "name":"automate dynamic malware analysis",

                      "data":{

                        "type":"Keyword",

                        "desc":"automate dynamic malware analysis"

                      }

                    },

                    {

                      "id":2241511,

                      "name":"automated malware analysis",

                      "data":{

                        "type":"Keyword",

                        "desc":"automated malware analysis"

                      }

                    },

                    {

                      "id":2561023,

                      "name":"cuckoo sandbox",

                      "data":{

                        "type":"Keyword",

                        "desc":"cuckoo sandbox"

                      }

                    },

                    {

                      "id":2714271,

                      "name":"dynamic malware analysis",

                      "data":{

                        "type":"Keyword",

                        "desc":"dynamic malware analysis"

                      }

                    },

                    {

                      "id":3269848,

                      "name":"malware analysis system",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware analysis system"

                      }

                    },

                    {

                      "id":3269861,

                      "name":"malware analysis tool",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware analysis tool"

                      }

                    },

                    {

                      "id":3269890,

                      "name":"malware analyst",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware analyst"

                      }

                    },

                    {

                      "id":3270097,

                      "name":"malware attribute enumeration",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware attribute enumeration"

                      }

                    },

                    {

                      "id":3270241,

                      "name":"malware behavior",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware behavior"

                      }

                    },

                    {

                      "id":3590388,

                      "name":"practical malware analysis",

                      "data":{

                        "type":"Keyword",

                        "desc":"practical malware analysis"

                      }

                    },

                    {

                      "id":4165615,

                      "name":"virtual machine introspection",

                      "data":{

                        "type":"Keyword",

                        "desc":"virtual machine introspection"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":12,

                    "desc":"Malware analysis is the study or process of determining the functionality, origin and potential impact of a given malware sample such as a virus, worm, trojan horse, rootkit, or backdoor."

                  }

                },

                {

                  "id":313,

                  "name":"Malware Security",

                  "children":[

                    {

                      "id":315,

                      "name":"Protection",

                      "children":[

                        {

                          "id":3270971,

                          "name":"malware detection",

                          "data":{

                            "type":"Keyword",

                            "desc":"malware detection"

                          }

                        },

                        {

                          "id":3271002,

                          "name":"malware detection method",

                          "data":{

                            "type":"Keyword",

                            "desc":"malware detection method"

                          }

                        },

                        {

                          "id":3271023,

                          "name":"malware detection system",

                          "data":{

                            "type":"Keyword",

                            "desc":"malware detection system"

                          }

                        },

                        {

                          "id":3272987,

                          "name":"malware protection",

                          "data":{

                            "type":"Keyword",

                            "desc":"malware protection"

                          }

                        },

                        {

                          "id":3272995,

                          "name":"malware protection engine",

                          "data":{

                            "type":"Keyword",

                            "desc":"malware protection engine"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":6,

                        "desc":"Protection"

                      }

                    },

                    {

                      "id":3270430,

                      "name":"malware campaign",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware campaign"

                      }

                    },

                    {

                      "id":3272139,

                      "name":"malware infection",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware infection"

                      }

                    },

                    {

                      "id":3273724,

                      "name":"malware target",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware target"

                      }

                    },

                    {

                      "id":3273926,

                      "name":"malware threat",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware threat"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":11,

                    "desc":"Malware Security"

                  }

                },

                {

                  "id":314,

                  "name":"Malware Binary",

                  "children":[

                    {

                      "id":3270116,

                      "name":"malware author",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware author"

                      }

                    },

                    {

                      "id":3273256,

                      "name":"malware sample",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware sample"

                      }

                    },

                    {

                      "id":3274287,

                      "name":"malware writer",

                      "data":{

                        "type":"Keyword",

                        "desc":"malware writer"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":4,

                    "desc":"Malware Binary"

                  }

                },

                {

                  "id":483,

                  "name":"Malware Propagation",

                  "children":[

                    {

                      "id":484,

                      "name":"Malvertising",

                      "children":[

                        {

                          "id":3269376,

                          "name":"malvertise",

                          "data":{

                            "type":"Keyword",

                            "desc":"malvertise"

                          }

                        },

                        {

                          "id":3269384,

                          "name":"malvertise campaign",

                          "data":{

                            "type":"Keyword",

                            "desc":"malvertise campaign"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":3,

                        "desc":"Malicious Advertising"

                      }

                    },

                    {

                      "id":3078866,

                      "name":"infection vector",

                      "data":{

                        "type":"Keyword",

                        "desc":"infection vector"

                      }

                    },

                    {

                      "id":3269121,

                      "name":"malspam",

                      "data":{

                        "type":"Keyword",

                        "desc":"malspam"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":6,

                    "desc":"Malware Propagation"

                  }

                },

                {

                  "id":3083374,

                  "name":"infosec malware",

                  "data":{

                    "type":"Keyword",

                    "desc":"infosec malware"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":119,

                "desc":"Malware"

              }

            },

            {

              "id":319,

              "name":"Buffer Overflow",

              "children":[

                {

                  "id":522,

                  "name":"Heap Buffer Overflow",

                  "children":[

                    {

                      "id":2991657,

                      "name":"heap overflow",

                      "data":{

                        "type":"Keyword",

                        "desc":"heap overflow"

                      }

                    },

                    {

                      "id":3366179,

                      "name":"multiple heap buffer overflow",

                      "data":{

                        "type":"Keyword",

                        "desc":"multiple heap buffer overflow"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"a buffer overflow, or buffer overrun, is an anomaly where a program, while writing data to a buffer, overruns the buffer's boundary and overwrites adjacent memory locations."

                  }

                },

                {

                  "id":2326940,

                  "name":"buffer overflow attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"buffer overflow attack"

                  }

                },

                {

                  "id":2327005,

                  "name":"buffer overflow vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"buffer overflow vulnerability"

                  }

                },

                {

                  "id":3929537,

                  "name":"stack buffer overflow",

                  "data":{

                    "type":"Keyword",

                    "desc":"stack buffer overflow"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":7,

                "desc":"Buffer Overflow"

              }

            },

            {

              "id":513,

              "name":"drive-by download attack",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"drive-by download attack"

              }

            },

            {

              "id":2196787,

              "name":"application attack",

              "data":{

                "type":"Keyword",

                "desc":"application attack"

              }

            },

            {

              "id":2205239,

              "name":"arbitrary code execution",

              "data":{

                "type":"Keyword",

                "desc":"arbitrary code execution"

              }

            },

            {

              "id":2866736,

              "name":"flash exploit",

              "data":{

                "type":"Keyword",

                "desc":"flash exploit"

              }

            },

            {

              "id":3749701,

              "name":"reverse shell",

              "data":{

                "type":"Keyword",

                "desc":"reverse shell"

              }

            },

            {

              "id":3842989,

              "name":"server-side template injection",

              "data":{

                "type":"Keyword",

                "desc":"server-side template injection"

              }

            },

            {

              "id":3847081,

              "name":"session hijacking",

              "data":{

                "type":"Keyword",

                "desc":"session hijacking"

              }

            },

            {

              "id":4212301,

              "name":"windows kernel font fuzzing",

              "data":{

                "type":"Keyword",

                "desc":"windows kernel font fuzzing"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":156,

            "desc":"Software Attack"

          }

        },

        {

          "id":54,

          "name":"Network Attack",

          "children":[

            {

              "id":49,

              "name":"Web-based Attack",

              "children":[

                {

                  "id":51,

                  "name":"Web Application Attack",

                  "children":[

                    {

                      "id":514,

                      "name":"Injection",

                      "children":[

                        {

                          "id":3089489,

                          "name":"injection flaw",

                          "data":{

                            "type":"Keyword",

                            "desc":"injection flaw"

                          }

                        },

                        {

                          "id":3089650,

                          "name":"injection technique",

                          "data":{

                            "type":"Keyword",

                            "desc":"injection technique"

                          }

                        },

                        {

                          "id":3720502,

                          "name":"remote file inclusion",

                          "data":{

                            "type":"Keyword",

                            "desc":"remote file inclusion"

                          }

                        },

                        {

                          "id":4232847,

                          "name":"xss attack",

                          "data":{

                            "type":"Keyword",

                            "desc":"xss attack"

                          }

                        },

                        {

                          "id":4233616,

                          "name":"xxe",

                          "data":{

                            "type":"Keyword",

                            "desc":"xxe"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":6,

                        "desc":"Injection"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":7,

                    "desc":"Web Application Attack"

                  }

                },

                {

                  "id":4190436,

                  "name":"web attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"web attack"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":9,

                "desc":"Web-based Attack"

              }

            },

            {

              "id":55,

              "name":"APT",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"APT"

              }

            },

            {

              "id":56,

              "name":"Man in the middle",

              "children":[

                {

                  "id":3274966,

                  "name":"man-in-the-middle",

                  "data":{

                    "type":"Keyword",

                    "desc":"man-in-the-middle"

                  }

                },

                {

                  "id":3274967,

                  "name":"man-in-the-middle attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"man-in-the-middle attack"

                  }

                },

                {

                  "id":3338554,

                  "name":"mitm",

                  "data":{

                    "type":"Keyword",

                    "desc":"mitm"

                  }

                },

                {

                  "id":3338567,

                  "name":"mitm attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"mitm attack"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":5,

                "desc":"Man in the middle"

              }

            },

            {

              "id":57,

              "name":"DOS",

              "children":[

                {

                  "id":58,

                  "name":"DDOS",

                  "children":[

                    {

                      "id":2611463,

                      "name":"ddos attack",

                      "data":{

                        "type":"Keyword",

                        "desc":"ddos attack"

                      }

                    },

                    {

                      "id":2611623,

                      "name":"ddos botnet",

                      "data":{

                        "type":"Keyword",

                        "desc":"ddos botnet"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"A distributed denial-of-service (DDoS) attack is a malicious attempt to disrupt normal traffic of a targeted server, service or network by overwhelming the target or its surrounding infrastructure with a flood of Internet traffic."

                  }

                },

                {

                  "id":2638274,

                  "name":"denial-of-service",

                  "data":{

                    "type":"Keyword",

                    "desc":"denial-of-service"

                  }

                },

                {

                  "id":2638276,

                  "name":"denial-of-service attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"denial-of-service attack"

                  }

                },

                {

                  "id":2696955,

                  "name":"dos attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"dos attack"

                  }

                },

                {

                  "id":3987272,

                  "name":"syn flood",

                  "data":{

                    "type":"Keyword",

                    "desc":"syn flood"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":8,

                "desc":"A denial-of-service attack (DoS attack) is a cyber-attack in which the perpetrator seeks to make a machine or network resource unavailable to its intended users by temporarily or indefinitely disrupting services of a host connected to the Internet"

              }

            },

            {

              "id":59,

              "name":"DNS-based attack",

              "children":[

                {

                  "id":60,

                  "name":"Poisoning",

                  "children":[

                    {

                      "id":2571874,

                      "name":"cyber army",

                      "data":{

                        "type":"Keyword",

                        "desc":"cyber army"

                      }

                    },

                    {

                      "id":3568700,

                      "name":"poisoning attack",

                      "data":{

                        "type":"Keyword",

                        "desc":"poisoning attack"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"Poisoning"

                  }

                },

                {

                  "id":61,

                  "name":"Spoofing",

                  "children":[

                    {

                      "id":3922221,

                      "name":"spoof attack",

                      "data":{

                        "type":"Keyword",

                        "desc":"spoof attack"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Spoofing"

                  }

                },

                {

                  "id":62,

                  "name":"Manipulation",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Manipulation"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":7,

                "desc":"DNS-based network attacks"

              }

            },

            {

              "id":63,

              "name":"Botnet",

              "children":[

                {

                  "id":3124027,

                  "name":"iot botnet",

                  "data":{

                    "type":"Keyword",

                    "desc":"iot botnet"

                  }

                },

                {

                  "id":3164120,

                  "name":"kelihos botnet",

                  "data":{

                    "type":"Keyword",

                    "desc":"kelihos botnet"

                  }

                },

                {

                  "id":3383887,

                  "name":"necurs",

                  "data":{

                    "type":"Keyword",

                    "desc":"necurs"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"A botnet is a number of Internet-connected devices, each of which is running one or more bots. Botnets can be used to perform distributed denial-of-service attack (DDoS attack), steal data, send spam, and allows the attacker to access the device and its connection."

              }

            },

            {

              "id":64,

              "name":"Command & Control",

              "children":[

                {

                  "id":66,

                  "name":"Remote Command Execution",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Remote Command Execution"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Command & Control"

              }

            },

            {

              "id":67,

              "name":"Port Scanning",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Port Scanning"

              }

            },

            {

              "id":398,

              "name":"Replay Attack",

              "children":[

                {

                  "id":403,

                  "name":"KRACK",

                  "children":[

                    {

                      "id":3167766,

                      "name":"key reinstallation attack",

                      "data":{

                        "type":"Keyword",

                        "desc":"key reinstallation attack"

                      }

                    },

                    {

                      "id":3179147,

                      "name":"krack attack",

                      "data":{

                        "type":"Keyword",

                        "desc":"krack attack"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"KRACK (Key Re-installation Attack) is a severe replay attack (a type of exploitable flaw) on the Wi-Fi Protected Access protocol that secures Wi-Fi connections."

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"A replay attack (also known as playback attack) is a form of network attack in which a valid data transmission is maliciously or fraudulently repeated or delayed."

              }

            },

            {

              "id":3093157,

              "name":"insider attack",

              "data":{

                "type":"Keyword",

                "desc":"insider attack"

              }

            },

            {

              "id":3501392,

              "name":"packet loss",

              "data":{

                "type":"Keyword",

                "desc":"packet loss"

              }

            },

            {

              "id":3720050,

              "name":"remote attack",

              "data":{

                "type":"Keyword",

                "desc":"remote attack"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":45,

            "desc":"Network Attack"

          }

        },

        {

          "id":68,

          "name":"Social Engineering",

          "children":[

            {

              "id":69,

              "name":"Phishing",

              "children":[

                {

                  "id":70,

                  "name":"Spear Phishing",

                  "children":[

                    {

                      "id":362,

                      "name":"Email Account Compromise (EAC)",

                      "children":[

                        {

                          "id":363,

                          "name":"Business Email Compromise (BEC)",

                          "children":[

                            {

                              "id":2333691,

                              "name":"business email compromise campaign",

                              "data":{

                                "type":"Keyword",

                                "desc":"business email compromise campaign"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":2,

                            "desc":"BEC is the impersonation of executives or business contacts to obtain the transfer of funds or sensitive information"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":3,

                        "desc":"Email Account Compromise (EAC)"

                      }

                    },

                    {

                      "id":3915040,

                      "name":"spear phishing attack",

                      "data":{

                        "type":"Keyword",

                        "desc":"spear phishing attack"

                      }

                    },

                    {

                      "id":3915065,

                      "name":"spear phishing email",

                      "data":{

                        "type":"Keyword",

                        "desc":"spear phishing email"

                      }

                    },

                    {

                      "id":3915098,

                      "name":"spear-phishing",

                      "data":{

                        "type":"Keyword",

                        "desc":"spear-phishing"

                      }

                    },

                    {

                      "id":3915242,

                      "name":"spearphishing",

                      "data":{

                        "type":"Keyword",

                        "desc":"spearphishing"

                      }

                    },

                    {

                      "id":4206203,

                      "name":"widespread post-election spear phishing",

                      "data":{

                        "type":"Keyword",

                        "desc":"widespread post-election spear phishing"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":9,

                    "desc":"Spear Phishing"

                  }

                },

                {

                  "id":2939561,

                  "name":"google docs phish attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"google docs phish attack"

                  }

                },

                {

                  "id":2939572,

                  "name":"google docs phishing scam",

                  "data":{

                    "type":"Keyword",

                    "desc":"google docs phishing scam"

                  }

                },

                {

                  "id":3461280,

                  "name":"online dating scams",

                  "data":{

                    "type":"Keyword",

                    "desc":"online dating scams"

                  }

                },

                {

                  "id":3547123,

                  "name":"phish site",

                  "data":{

                    "type":"Keyword",

                    "desc":"phish site"

                  }

                },

                {

                  "id":3547306,

                  "name":"phishing attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"phishing attack"

                  }

                },

                {

                  "id":3547655,

                  "name":"phishing email",

                  "data":{

                    "type":"Keyword",

                    "desc":"phishing email"

                  }

                },

                {

                  "id":3548023,

                  "name":"phishing scam",

                  "data":{

                    "type":"Keyword",

                    "desc":"phishing scam"

                  }

                },

                {

                  "id":3548193,

                  "name":"phishing site",

                  "data":{

                    "type":"Keyword",

                    "desc":"phishing site"

                  }

                },

                {

                  "id":4015112,

                  "name":"tech support scam",

                  "data":{

                    "type":"Keyword",

                    "desc":"tech support scam"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":19,

                "desc":"Phishing"

              }

            },

            {

              "id":3893604,

              "name":"social engineering attack",

              "data":{

                "type":"Keyword",

                "desc":"social engineering attack"

              }

            },

            {

              "id":3893735,

              "name":"social engineering technique",

              "data":{

                "type":"Keyword",

                "desc":"social engineering technique"

              }

            },

            {

              "id":3895762,

              "name":"socialengineering",

              "data":{

                "type":"Keyword",

                "desc":"socialengineering"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":23,

            "desc":"Social Engineering"

          }

        },

        {

          "id":72,

          "name":"Unauthorized Access",

          "children":[

            {

              "id":4108862,

              "name":"unauthorised access",

              "data":{

                "type":"Keyword",

                "desc":"unauthorised access"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":2,

            "desc":"Unauthorized Access"

          }

        },

        {

          "id":73,

          "name":"Unauthorized Privilege Escalation",

          "children":[],

          "data":{

            "type":"Class",

            "size":1,

            "desc":"Unauthorized Privilege Escalation"

          }

        },

        {

          "id":200,

          "name":"Side-Channel Attack",

          "children":[

            {

              "id":201,

              "name":"Traffic analysis",

              "children":[

                {

                  "id":2871460,

                  "name":"flow analysis",

                  "data":{

                    "type":"Keyword",

                    "desc":"flow analysis"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Traffic analysis based side-channel attack"

              }

            },

            {

              "id":202,

              "name":"Timing-based attack",

              "children":[

                {

                  "id":4048619,

                  "name":"timing attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"timing attack"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Timing-based attack"

              }

            },

            {

              "id":203,

              "name":"Power analysis",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Power analysis based side-channel attack"

              }

            },

            {

              "id":204,

              "name":"TEMPEST",

              "children":[

                {

                  "id":205,

                  "name":"Van Eck phreaking",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"https://en.wikipedia.org/wiki/Van_Eck_phreaking"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Electromagnetic emanations leakage based side-channel attack"

              }

            },

            {

              "id":206,

              "name":"Acoustic attack",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Acoustic based side-channel attack"

              }

            },

            {

              "id":207,

              "name":"Optical attack",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Side-channel attack basd on optical signal analysis"

              }

            },

            {

              "id":550,

              "name":"Memory Attack",

              "children":[

                {

                  "id":400,

                  "name":"Direct Memory Access (DMA)",

                  "children":[

                    {

                      "id":4135561,

                      "name":"usb type-c dma attack",

                      "data":{

                        "type":"Keyword",

                        "desc":"usb type-c dma attack"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"A DMA attack is a type of side channel attack in computer security, in which an attacker can penetrate a computer or other device, by exploiting the presence of high-speed expansion ports that permit direct memory access (DMA)."

                  }

                },

                {

                  "id":551,

                  "name":"In-Memory Key Recovery",

                  "children":[

                    {

                      "id":3057978,

                      "name":"in-memory private rsa key recovery",

                      "data":{

                        "type":"Keyword",

                        "desc":"in-memory private rsa key recovery"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"The recovery method uses a linear scan of memory to generate trial keys from all possible memory positions to decrypt the container."

                  }

                },

                {

                  "id":553,

                  "name":"Memory Corruption",

                  "children":[

                    {

                      "id":3165480,

                      "name":"kernel memory corruption",

                      "data":{

                        "type":"Keyword",

                        "desc":"kernel memory corruption"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Memory corruption occurs in a computer program when the contents of a memory location are modified due to programmatic behavior that exceeds the intention of the original programmer or program/language constructs; this is termed violating memory safety."

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":7,

                "desc":"Memory Attack"

              }

            },

            {

              "id":2539004,

              "name":"covert channel",

              "data":{

                "type":"Keyword",

                "desc":"covert channel"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":18,

            "desc":"In computer security, a side-channel attack is any attack based on information gained from the implementation of a computer system, rather than weaknesses in the implemented algorithm itself (e.g. cryptanalysis and software bugs)."

          }

        },

        {

          "id":218,

          "name":"Attacking Tool",

          "children":[

            {

              "id":183,

              "name":"Hardware Attacking Tool",

              "children":[

                {

                  "id":256,

                  "name":"Card Skimmer",

                  "children":[

                    {

                      "id":2222391,

                      "name":"atm skimmer",

                      "data":{

                        "type":"Keyword",

                        "desc":"atm skimmer"

                      }

                    },

                    {

                      "id":2222393,

                      "name":"atm skimmer diebold",

                      "data":{

                        "type":"Keyword",

                        "desc":"atm skimmer diebold"

                      }

                    },

                    {

                      "id":2222394,

                      "name":"atm skimmer diebold opteva",

                      "data":{

                        "type":"Keyword",

                        "desc":"atm skimmer diebold opteva"

                      }

                    },

                    {

                      "id":2222398,

                      "name":"atm skimmer ncr",

                      "data":{

                        "type":"Keyword",

                        "desc":"atm skimmer ncr"

                      }

                    },

                    {

                      "id":2222409,

                      "name":"atm skimmer wincor",

                      "data":{

                        "type":"Keyword",

                        "desc":"atm skimmer wincor"

                      }

                    },

                    {

                      "id":2222410,

                      "name":"atm skimmer wincor nixdorf",

                      "data":{

                        "type":"Keyword",

                        "desc":"atm skimmer wincor nixdorf"

                      }

                    },

                    {

                      "id":3331197,

                      "name":"mini123",

                      "data":{

                        "type":"Keyword",

                        "desc":"mini123"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":8,

                    "desc":"Card Skimmer"

                  }

                },

                {

                  "id":2081954,

                  "name":"2xcrm41",

                  "data":{

                    "type":"Keyword",

                    "desc":"2xcrm41"

                  }

                },

                {

                  "id":4135478,

                  "name":"usb rubber ducky",

                  "data":{

                    "type":"Keyword",

                    "desc":"usb rubber ducky"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":11,

                "desc":"Hardware tools used for conducting attacks"

              }

            },

            {

              "id":219,

              "name":"Software Attacking Tool",

              "children":[

                {

                  "id":518,

                  "name":"SQL Injection Tool",

                  "children":[

                    {

                      "id":2987277,

                      "name":"havij",

                      "data":{

                        "type":"Keyword",

                        "desc":"havij"

                      }

                    },

                    {

                      "id":3926021,

                      "name":"sql injection exploitation tool",

                      "data":{

                        "type":"Keyword",

                        "desc":"sql injection exploitation tool"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"SQL Injection Tool"

                  }

                },

                {

                  "id":554,

                  "name":"PowerShell",

                  "children":[

                    {

                      "id":3589179,

                      "name":"powershell script",

                      "data":{

                        "type":"Keyword",

                        "desc":"powershell script"

                      }

                    },

                    {

                      "id":3589363,

                      "name":"powerview",

                      "data":{

                        "type":"Keyword",

                        "desc":"powerview"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"PowerShell is a task-based command-line shell and scripting language built on .NET."

                  }

                },

                {

                  "id":2175091,

                  "name":"angler exploit kit",

                  "data":{

                    "type":"Keyword",

                    "desc":"angler exploit kit"

                  }

                },

                {

                  "id":2293308,

                  "name":"blackhole exploit kit",

                  "data":{

                    "type":"Keyword",

                    "desc":"blackhole exploit kit"

                  }

                },

                {

                  "id":2869123,

                  "name":"flip feng shui",

                  "data":{

                    "type":"Keyword",

                    "desc":"flip feng shui"

                  }

                },

                {

                  "id":3000321,

                  "name":"hex editor",

                  "data":{

                    "type":"Keyword",

                    "desc":"hex editor"

                  }

                },

                {

                  "id":3720986,

                  "name":"remote shell",

                  "data":{

                    "type":"Keyword",

                    "desc":"remote shell"

                  }

                },

                {

                  "id":3857544,

                  "name":"shellcode",

                  "data":{

                    "type":"Keyword",

                    "desc":"shellcode"

                  }

                },

                {

                  "id":3891076,

                  "name":"sniffer",

                  "data":{

                    "type":"Keyword",

                    "desc":"sniffer"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":14,

                "desc":"Software tools for conducting attacks"

              }

            },

            {

              "id":438,

              "name":"Crack Tool",

              "children":[

                {

                  "id":3516481,

                  "name":"password crack",

                  "data":{

                    "type":"Keyword",

                    "desc":"password crack"

                  }

                },

                {

                  "id":3516519,

                  "name":"password crack tool",

                  "data":{

                    "type":"Keyword",

                    "desc":"password crack tool"

                  }

                },

                {

                  "id":3516530,

                  "name":"password cracker",

                  "data":{

                    "type":"Keyword",

                    "desc":"password cracker"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Crack Tool"

              }

            },

            {

              "id":2788693,

              "name":"evasion technique",

              "data":{

                "type":"Keyword",

                "desc":"evasion technique"

              }

            },

            {

              "id":3260726,

              "name":"magnitude exploit kit",

              "data":{

                "type":"Keyword",

                "desc":"magnitude exploit kit"

              }

            },

            {

              "id":3754310,

              "name":"rig exploit kit",

              "data":{

                "type":"Keyword",

                "desc":"rig exploit kit"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":33,

            "desc":"Tools used for conducting attacks"

          }

        },

        {

          "id":238,

          "name":"Database Attack",

          "children":[

            {

              "id":50,

              "name":"SQL Injection",

              "children":[

                {

                  "id":2295678,

                  "name":"blind sql injection",

                  "data":{

                    "type":"Keyword",

                    "desc":"blind sql injection"

                  }

                },

                {

                  "id":3925984,

                  "name":"sql injection attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"sql injection attack"

                  }

                },

                {

                  "id":3926023,

                  "name":"sql injection flaw",

                  "data":{

                    "type":"Keyword",

                    "desc":"sql injection flaw"

                  }

                },

                {

                  "id":3926339,

                  "name":"sqli",

                  "data":{

                    "type":"Keyword",

                    "desc":"sqli"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":5,

                "desc":"SQL Injection"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":6,

            "desc":"Attacks on databases"

          }

        },

        {

          "id":240,

          "name":"Incident",

          "children":[

            {

              "id":342,

              "name":"Response",

              "children":[

                {

                  "id":343,

                  "name":"Team",

                  "children":[

                    {

                      "id":344,

                      "name":"CERT",

                      "children":[

                        {

                          "id":3037739,

                          "name":"ics-cert",

                          "data":{

                            "type":"Keyword",

                            "desc":"ics-cert"

                          }

                        },

                        {

                          "id":3377528,

                          "name":"national cyber incident response plan",

                          "data":{

                            "type":"Keyword",

                            "desc":"national cyber incident response plan"

                          }

                        },

                        {

                          "id":4131614,

                          "name":"us-cert",

                          "data":{

                            "type":"Keyword",

                            "desc":"us-cert"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":4,

                        "desc":"Computer Emergency Readiness Team"

                      }

                    },

                    {

                      "id":2494564,

                      "name":"computer emergency response team",

                      "data":{

                        "type":"Keyword",

                        "desc":"computer emergency response team"

                      }

                    },

                    {

                      "id":2495471,

                      "name":"computer security incident response team",

                      "data":{

                        "type":"Keyword",

                        "desc":"computer security incident response team"

                      }

                    },

                    {

                      "id":2558658,

                      "name":"csirt",

                      "data":{

                        "type":"Keyword",

                        "desc":"csirt"

                      }

                    },

                    {

                      "id":3060278,

                      "name":"incident response team",

                      "data":{

                        "type":"Keyword",

                        "desc":"incident response team"

                      }

                    },

                    {

                      "id":3628537,

                      "name":"product security incident response team",

                      "data":{

                        "type":"Keyword",

                        "desc":"product security incident response team"

                      }

                    },

                    {

                      "id":3819303,

                      "name":"security incident response team",

                      "data":{

                        "type":"Keyword",

                        "desc":"security incident response team"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":11,

                    "desc":"Team"

                  }

                },

                {

                  "id":2314649,

                  "name":"breach response",

                  "data":{

                    "type":"Keyword",

                    "desc":"breach response"

                  }

                },

                {

                  "id":2314666,

                  "name":"breach response plan",

                  "data":{

                    "type":"Keyword",

                    "desc":"breach response plan"

                  }

                },

                {

                  "id":2574062,

                  "name":"cyber incident response plan",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber incident response plan"

                  }

                },

                {

                  "id":2598922,

                  "name":"data breach response",

                  "data":{

                    "type":"Keyword",

                    "desc":"data breach response"

                  }

                },

                {

                  "id":3059991,

                  "name":"incident responder",

                  "data":{

                    "type":"Keyword",

                    "desc":"incident responder"

                  }

                },

                {

                  "id":3059998,

                  "name":"incident response",

                  "data":{

                    "type":"Keyword",

                    "desc":"incident response"

                  }

                },

                {

                  "id":3060000,

                  "name":"incident response activity",

                  "data":{

                    "type":"Keyword",

                    "desc":"incident response activity"

                  }

                },

                {

                  "id":3060024,

                  "name":"incident response capability",

                  "data":{

                    "type":"Keyword",

                    "desc":"incident response capability"

                  }

                },

                {

                  "id":3060172,

                  "name":"incident response plan",

                  "data":{

                    "type":"Keyword",

                    "desc":"incident response plan"

                  }

                },

                {

                  "id":3060206,

                  "name":"incident response process",

                  "data":{

                    "type":"Keyword",

                    "desc":"incident response process"

                  }

                },

                {

                  "id":3823061,

                  "name":"security response",

                  "data":{

                    "type":"Keyword",

                    "desc":"security response"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":23,

                "desc":"Response"

              }

            },

            {

              "id":346,

              "name":"Operation",

              "children":[

                {

                  "id":347,

                  "name":"Incident Reporting",

                  "children":[

                    {

                      "id":348,

                      "name":"Incident Data",

                      "children":[

                        {

                          "id":3059832,

                          "name":"incident object description",

                          "data":{

                            "type":"Keyword",

                            "desc":"incident object description"

                          }

                        },

                        {

                          "id":3059834,

                          "name":"incident object description exchange format",

                          "data":{

                            "type":"Keyword",

                            "desc":"incident object description exchange format"

                          }

                        },

                        {

                          "id":4234144,

                          "name":"yahoo breach",

                          "data":{

                            "type":"Keyword",

                            "desc":"yahoo breach"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":4,

                        "desc":"Incident Data"

                      }

                    },

                    {

                      "id":442,

                      "name":"Data Breach Report",

                      "children":[

                        {

                          "id":492,

                          "name":"Verizon DBIR",

                          "children":[],

                          "data":{

                            "type":"Class",

                            "size":1,

                            "desc":"The Verizon Data Breach Investigations Report (DBIR) is an annual publication that provides analysis of information security incidents, with a specific focus on data breaches."

                          }

                        },

                        {

                          "id":2314616,

                          "name":"breach report",

                          "data":{

                            "type":"Keyword",

                            "desc":"breach report"

                          }

                        },

                        {

                          "id":2598797,

                          "name":"data breach investigations report",

                          "data":{

                            "type":"Keyword",

                            "desc":"data breach investigations report"

                          }

                        },

                        {

                          "id":2598841,

                          "name":"data breach notification",

                          "data":{

                            "type":"Keyword",

                            "desc":"data breach notification"

                          }

                        },

                        {

                          "id":2598846,

                          "name":"data breach notification law",

                          "data":{

                            "type":"Keyword",

                            "desc":"data breach notification law"

                          }

                        },

                        {

                          "id":2610162,

                          "name":"dbir",

                          "data":{

                            "type":"Keyword",

                            "desc":"dbir"

                          }

                        },

                        {

                          "id":3726037,

                          "name":"report data breach",

                          "data":{

                            "type":"Keyword",

                            "desc":"report data breach"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":8,

                        "desc":"Data Breach Report"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":13,

                    "desc":"Incident Reporting"

                  }

                },

                {

                  "id":2495465,

                  "name":"computer security incident handling",

                  "data":{

                    "type":"Keyword",

                    "desc":"computer security incident handling"

                  }

                },

                {

                  "id":3059498,

                  "name":"incident detection",

                  "data":{

                    "type":"Keyword",

                    "desc":"incident detection"

                  }

                },

                {

                  "id":3059599,

                  "name":"incident handling",

                  "data":{

                    "type":"Keyword",

                    "desc":"incident handling"

                  }

                },

                {

                  "id":3059738,

                  "name":"incident management",

                  "data":{

                    "type":"Keyword",

                    "desc":"incident management"

                  }

                },

                {

                  "id":3819239,

                  "name":"security incident handling",

                  "data":{

                    "type":"Keyword",

                    "desc":"security incident handling"

                  }

                },

                {

                  "id":3819259,

                  "name":"security incident management",

                  "data":{

                    "type":"Keyword",

                    "desc":"security incident management"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":20,

                "desc":"Operation"

              }

            },

            {

              "id":455,

              "name":"Data Incident",

              "children":[

                {

                  "id":454,

                  "name":"Publicly Exposed Data",

                  "children":[

                    {

                      "id":445,

                      "name":"Data Leakage",

                      "children":[

                        {

                          "id":3907673,

                          "name":"source code leak",

                          "data":{

                            "type":"Keyword",

                            "desc":"source code leak"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"Data Leakage"

                      }

                    },

                    {

                      "id":447,

                      "name":"Data Breach",

                      "children":[

                        {

                          "id":575,

                          "name":"Data Breach Cases",

                          "children":[

                            {

                              "id":2770750,

                              "name":"equifax data breach",

                              "data":{

                                "type":"Keyword",

                                "desc":"equifax data breach"

                              }

                            },

                            {

                              "id":3504826,

                              "name":"panama papers",

                              "data":{

                                "type":"Keyword",

                                "desc":"panama papers"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":3,

                            "desc":"Data Breach Cases"

                          }

                        },

                        {

                          "id":2575656,

                          "name":"cyber security breach",

                          "data":{

                            "type":"Keyword",

                            "desc":"cyber security breach"

                          }

                        },

                        {

                          "id":2598682,

                          "name":"data breach cost",

                          "data":{

                            "type":"Keyword",

                            "desc":"data breach cost"

                          }

                        },

                        {

                          "id":2598796,

                          "name":"data breach investigations",

                          "data":{

                            "type":"Keyword",

                            "desc":"data breach investigations"

                          }

                        },

                        {

                          "id":2598821,

                          "name":"data breach lawsuit",

                          "data":{

                            "type":"Keyword",

                            "desc":"data breach lawsuit"

                          }

                        },

                        {

                          "id":3540084,

                          "name":"personal data breach",

                          "data":{

                            "type":"Keyword",

                            "desc":"personal data breach"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":9,

                        "desc":"Data Breach"

                      }

                    },

                    {

                      "id":2812590,

                      "name":"expose sensitive data",

                      "data":{

                        "type":"Keyword",

                        "desc":"expose sensitive data"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":13,

                    "desc":"Publicly Exposed Data"

                  }

                },

                {

                  "id":456,

                  "name":"Data Theft",

                  "children":[

                    {

                      "id":457,

                      "name":"Data Exfiltration",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Data Exfiltration"

                      }

                    },

                    {

                      "id":2603496,

                      "name":"data steal",

                      "data":{

                        "type":"Keyword",

                        "desc":"data steal"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"Data Theft"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":17,

                "desc":"Data Incident"

              }

            },

            {

              "id":2188294,

              "name":"antisec",

              "data":{

                "type":"Keyword",

                "desc":"antisec"

              }

            },

            {

              "id":2213824,

              "name":"ashley madison hack",

              "data":{

                "type":"Keyword",

                "desc":"ashley madison hack"

              }

            },

            {

              "id":2495460,

              "name":"computer security incident",

              "data":{

                "type":"Keyword",

                "desc":"computer security incident"

              }

            },

            {

              "id":2572348,

              "name":"cyber breach",

              "data":{

                "type":"Keyword",

                "desc":"cyber breach"

              }

            },

            {

              "id":2574005,

              "name":"cyber incident",

              "data":{

                "type":"Keyword",

                "desc":"cyber incident"

              }

            },

            {

              "id":2584425,

              "name":"cybersecurity incident",

              "data":{

                "type":"Keyword",

                "desc":"cybersecurity incident"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":67,

            "desc":"Attacking incidents (actual attacks as events)"

          }

        },

        {

          "id":257,

          "name":"General Term",

          "children":[

            {

              "id":2224630,

              "name":"attack graph",

              "data":{

                "type":"Keyword",

                "desc":"attack graph"

              }

            },

            {

              "id":2224670,

              "name":"attack graph generation",

              "data":{

                "type":"Keyword",

                "desc":"attack graph generation"

              }

            },

            {

              "id":2225513,

              "name":"attack model",

              "data":{

                "type":"Keyword",

                "desc":"attack model"

              }

            },

            {

              "id":2225757,

              "name":"attack path",

              "data":{

                "type":"Keyword",

                "desc":"attack path"

              }

            },

            {

              "id":2225769,

              "name":"attack pattern",

              "data":{

                "type":"Keyword",

                "desc":"attack pattern"

              }

            },

            {

              "id":2226228,

              "name":"attack scenario",

              "data":{

                "type":"Keyword",

                "desc":"attack scenario"

              }

            },

            {

              "id":2226585,

              "name":"attack surface",

              "data":{

                "type":"Keyword",

                "desc":"attack surface"

              }

            },

            {

              "id":2226967,

              "name":"attack tree",

              "data":{

                "type":"Keyword",

                "desc":"attack tree"

              }

            },

            {

              "id":2227112,

              "name":"attack vector",

              "data":{

                "type":"Keyword",

                "desc":"attack vector"

              }

            },

            {

              "id":2253816,

              "name":"backdoors",

              "data":{

                "type":"Keyword",

                "desc":"backdoors"

              }

            },

            {

              "id":2254018,

              "name":"background knowledge attack",

              "data":{

                "type":"Keyword",

                "desc":"background knowledge attack"

              }

            },

            {

              "id":2408052,

              "name":"chain attack",

              "data":{

                "type":"Keyword",

                "desc":"chain attack"

              }

            },

            {

              "id":2574592,

              "name":"cyber kill chain",

              "data":{

                "type":"Keyword",

                "desc":"cyber kill chain"

              }

            },

            {

              "id":2574994,

              "name":"cyber pearl harbor",

              "data":{

                "type":"Keyword",

                "desc":"cyber pearl harbor"

              }

            },

            {

              "id":3905485,

              "name":"sophisticated cyber attack",

              "data":{

                "type":"Keyword",

                "desc":"sophisticated cyber attack"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":16,

            "desc":"General Term"

          }

        },

        {

          "id":520,

          "name":"Negative Effects",

          "children":[

            {

              "id":2107502,

              "name":"account compromise",

              "data":{

                "type":"Keyword",

                "desc":"account compromise"

              }

            },

            {

              "id":3078413,

              "name":"infected computer",

              "data":{

                "type":"Keyword",

                "desc":"infected computer"

              }

            },

            {

              "id":3078477,

              "name":"infected host",

              "data":{

                "type":"Keyword",

                "desc":"infected host"

              }

            },

            {

              "id":3078624,

              "name":"infected system",

              "data":{

                "type":"Keyword",

                "desc":"infected system"

              }

            },

            {

              "id":3841716,

              "name":"server crash",

              "data":{

                "type":"Keyword",

                "desc":"server crash"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":6,

            "desc":"Negative Effects Of A Cyber Breach/Attack"

          }

        },

        {

          "id":2107815,

          "name":"account hack",

          "data":{

            "type":"Keyword",

            "desc":"account hack"

          }

        },

        {

          "id":2181222,

          "name":"anonymous hack",

          "data":{

            "type":"Keyword",

            "desc":"anonymous hack"

          }

        },

        {

          "id":2202962,

          "name":"apt attack",

          "data":{

            "type":"Keyword",

            "desc":"apt attack"

          }

        },

        {

          "id":2572179,

          "name":"cyber attack target",

          "data":{

            "type":"Keyword",

            "desc":"cyber attack target"

          }

        },

        {

          "id":2579523,

          "name":"cyberattacks",

          "data":{

            "type":"Keyword",

            "desc":"cyberattacks"

          }

        },

        {

          "id":2810004,

          "name":"exploitation technique",

          "data":{

            "type":"Keyword",

            "desc":"exploitation technique"

          }

        },

        {

          "id":2810241,

          "name":"exploits",

          "data":{

            "type":"Keyword",

            "desc":"exploits"

          }

        },

        {

          "id":3426751,

          "name":"nuclear exploit kit",

          "data":{

            "type":"Keyword",

            "desc":"nuclear exploit kit"

          }

        },

        {

          "id":3474495,

          "name":"opisrael",

          "data":{

            "type":"Keyword",

            "desc":"opisrael"

          }

        },

        {

          "id":3814903,

          "name":"security attack",

          "data":{

            "type":"Keyword",

            "desc":"security attack"

          }

        },

        {

          "id":3973145,

          "name":"supply chain attack",

          "data":{

            "type":"Keyword",

            "desc":"supply chain attack"

          }

        },

        {

          "id":4187262,

          "name":"watering hole attack",

          "data":{

            "type":"Keyword",

            "desc":"watering hole attack"

          }

        },

        {

          "id":4190670,

          "name":"web cache deception attack",

          "data":{

            "type":"Keyword",

            "desc":"web cache deception attack"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":389,

        "desc":"Cybersecurity Attack"

      }

    },

    {

      "id":74,

      "name":"Cybersecurity Vulnerability",

      "children":[

        {

          "id":75,

          "name":"Vulnerability Database",

          "children":[

            {

              "id":76,

              "name":"CVE",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Common Vulnerabilities and Exposures (CVE) is a dictionary-type list of standardized names for vulnerabilities and other information related to security exposures."

              }

            },

            {

              "id":77,

              "name":"CWE",

              "children":[

                {

                  "id":2479614,

                  "name":"common weakness enumeration",

                  "data":{

                    "type":"Keyword",

                    "desc":"common weakness enumeration"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Common Weakness Enumeration (CWE) is a list of software weaknesses."

              }

            },

            {

              "id":538,

              "name":"GHDB",

              "children":[

                {

                  "id":2939594,

                  "name":"google dork",

                  "data":{

                    "type":"Keyword",

                    "desc":"google dork"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Google Hacking Database (GHDB)"

              }

            },

            {

              "id":2386060,

              "name":"capec",

              "data":{

                "type":"Keyword",

                "desc":"capec"

              }

            },

            {

              "id":3378874,

              "name":"national vulnerability database",

              "data":{

                "type":"Keyword",

                "desc":"national vulnerability database"

              }

            },

            {

              "id":3429125,

              "name":"nvd",

              "data":{

                "type":"Keyword",

                "desc":"nvd"

              }

            },

            {

              "id":4176944,

              "name":"vulnerability database",

              "data":{

                "type":"Keyword",

                "desc":"vulnerability database"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":10,

            "desc":"Vulnerability Database/Dataset"

          }

        },

        {

          "id":78,

          "name":"Vulnerability Classification",

          "children":[

            {

              "id":79,

              "name":"OS",

              "children":[

                {

                  "id":328,

                  "name":"Privilege Escalation Vulnerability",

                  "children":[

                    {

                      "id":3165642,

                      "name":"kernel privilege escalation vulnerability",

                      "data":{

                        "type":"Keyword",

                        "desc":"kernel privilege escalation vulnerability"

                      }

                    },

                    {

                      "id":3235653,

                      "name":"local privilege escalation vulnerability",

                      "data":{

                        "type":"Keyword",

                        "desc":"local privilege escalation vulnerability"

                      }

                    },

                    {

                      "id":4212440,

                      "name":"windows local privilege escalation",

                      "data":{

                        "type":"Keyword",

                        "desc":"windows local privilege escalation"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":4,

                    "desc":"Privilege escalation is the act of exploiting a bug, design flaw or configuration oversight in an operating system or software application to gain elevated access to resources."

                  }

                },

                {

                  "id":568,

                  "name":"Kernel Exploitation",

                  "children":[

                    {

                      "id":4212292,

                      "name":"windows kernel exploitation",

                      "data":{

                        "type":"Keyword",

                        "desc":"windows kernel exploitation"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Kernel Exploitation"

                  }

                },

                {

                  "id":569,

                  "name":"Memory Vulnerability",

                  "children":[

                    {

                      "id":570,

                      "name":"Use-After-Free Vulnerability",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Referencing memory after it has been freed can cause a program to crash, use unexpected values, or execute code."

                      }

                    },

                    {

                      "id":3307549,

                      "name":"memory corruption vulnerability",

                      "data":{

                        "type":"Keyword",

                        "desc":"memory corruption vulnerability"

                      }

                    },

                    {

                      "id":3720728,

                      "name":"remote memory corruption vulnerability",

                      "data":{

                        "type":"Keyword",

                        "desc":"remote memory corruption vulnerability"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":4,

                    "desc":"Memory Vulnerability"

                  }

                },

                {

                  "id":3235772,

                  "name":"local root exploit",

                  "data":{

                    "type":"Keyword",

                    "desc":"local root exploit"

                  }

                },

                {

                  "id":3765619,

                  "name":"root exploit",

                  "data":{

                    "type":"Keyword",

                    "desc":"root exploit"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":13,

                "desc":"OS"

              }

            },

            {

              "id":80,

              "name":"Application Vulnerability",

              "children":[

                {

                  "id":472,

                  "name":"Type Confusion Vulnerability",

                  "children":[

                    {

                      "id":3721463,

                      "name":"remotely exploitable type confusion",

                      "data":{

                        "type":"Keyword",

                        "desc":"remotely exploitable type confusion"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Type Confusion Vulnerability"

                  }

                },

                {

                  "id":3100697,

                  "name":"intel amt vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"intel amt vulnerability"

                  }

                },

                {

                  "id":3899721,

                  "name":"software security vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"software security vulnerability"

                  }

                },

                {

                  "id":3900003,

                  "name":"software vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"software vulnerability"

                  }

                },

                {

                  "id":4098806,

                  "name":"type confusion vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"type confusion vulnerability"

                  }

                },

                {

                  "id":4178125,

                  "name":"vulnerable code",

                  "data":{

                    "type":"Keyword",

                    "desc":"vulnerable code"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":8,

                "desc":"Application Vulnerability"

              }

            },

            {

              "id":326,

              "name":"Web Vulnerability",

              "children":[

                {

                  "id":81,

                  "name":"Web Server",

                  "children":[

                    {

                      "id":2190017,

                      "name":"apache strut flaw",

                      "data":{

                        "type":"Keyword",

                        "desc":"apache strut flaw"

                      }

                    },

                    {

                      "id":2190049,

                      "name":"apache strut vulnerability",

                      "data":{

                        "type":"Keyword",

                        "desc":"apache strut vulnerability"

                      }

                    },

                    {

                      "id":2370042,

                      "name":"bypass vulnerability",

                      "data":{

                        "type":"Keyword",

                        "desc":"bypass vulnerability"

                      }

                    },

                    {

                      "id":2552651,

                      "name":"cross site script vulnerability",

                      "data":{

                        "type":"Keyword",

                        "desc":"cross site script vulnerability"

                      }

                    },

                    {

                      "id":2852553,

                      "name":"file upload vulnerability",

                      "data":{

                        "type":"Keyword",

                        "desc":"file upload vulnerability"

                      }

                    },

                    {

                      "id":4190398,

                      "name":"web application vulnerability",

                      "data":{

                        "type":"Keyword",

                        "desc":"web application vulnerability"

                      }

                    },

                    {

                      "id":4233221,

                      "name":"xss vulnerability",

                      "data":{

                        "type":"Keyword",

                        "desc":"xss vulnerability"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":8,

                    "desc":"Web Server"

                  }

                },

                {

                  "id":3528516,

                  "name":"pegasus ios kernel vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"pegasus ios kernel vulnerability"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":10,

                "desc":"Web Vulnerability"

              }

            },

            {

              "id":327,

              "name":"RCE Vulnerability",

              "children":[

                {

                  "id":3720221,

                  "name":"remote code execution vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"remote code execution vulnerability"

                  }

                },

                {

                  "id":3720250,

                  "name":"remote command execution vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"remote command execution vulnerability"

                  }

                },

                {

                  "id":4135962,

                  "name":"use-after-free remote code execution vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"use-after-free remote code execution vulnerability"

                  }

                },

                {

                  "id":4193263,

                  "name":"webex remote code execution vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"webex remote code execution vulnerability"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":5,

                "desc":"Remote code execution is the ability an attacker has to access someone else's computing device and make changes, no matter where the device is geographically located."

              }

            },

            {

              "id":329,

              "name":"Injection Vulnerability",

              "children":[

                {

                  "id":2465591,

                  "name":"code injection",

                  "data":{

                    "type":"Keyword",

                    "desc":"code injection"

                  }

                },

                {

                  "id":2465615,

                  "name":"code injection technique",

                  "data":{

                    "type":"Keyword",

                    "desc":"code injection technique"

                  }

                },

                {

                  "id":2475425,

                  "name":"command injection vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"command injection vulnerability"

                  }

                },

                {

                  "id":2551987,

                  "name":"crlf",

                  "data":{

                    "type":"Keyword",

                    "desc":"crlf"

                  }

                },

                {

                  "id":2687319,

                  "name":"dll injection",

                  "data":{

                    "type":"Keyword",

                    "desc":"dll injection"

                  }

                },

                {

                  "id":3089365,

                  "name":"injection attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"injection attack"

                  }

                },

                {

                  "id":3588890,

                  "name":"powershell code injection vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"powershell code injection vulnerability"

                  }

                },

                {

                  "id":3625666,

                  "name":"process injection",

                  "data":{

                    "type":"Keyword",

                    "desc":"process injection"

                  }

                },

                {

                  "id":3625669,

                  "name":"process injection technique",

                  "data":{

                    "type":"Keyword",

                    "desc":"process injection technique"

                  }

                },

                {

                  "id":3708388,

                  "name":"reflect xss",

                  "data":{

                    "type":"Keyword",

                    "desc":"reflect xss"

                  }

                },

                {

                  "id":3926112,

                  "name":"sql injection vulnerability",

                  "data":{

                    "type":"Keyword",

                    "desc":"sql injection vulnerability"

                  }

                },

                {

                  "id":4232839,

                  "name":"xss",

                  "data":{

                    "type":"Keyword",

                    "desc":"xss"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":14,

                "desc":"Injection attacks refer to a broad class of attack vectors. In an injection attack, an attacker supplies untrusted input to a program. This input gets processed by an interpreter as part of a command."

              }

            },

            {

              "id":371,

              "name":"Code Execution Vulnerability",

              "children":[

                {

                  "id":2465304,

                  "name":"code execution exploit",

                  "data":{

                    "type":"Keyword",

                    "desc":"code execution exploit"

                  }

                },

                {

                  "id":2465309,

                  "name":"code execution flaw",

                  "data":{

                    "type":"Keyword",

                    "desc":"code execution flaw"

                  }

                },

                {

                  "id":2465336,

                  "name":"code execution vuln",

                  "data":{

                    "type":"Keyword",

                    "desc":"code execution vuln"

                  }

                },

                {

                  "id":2551353,

                  "name":"critical remote code execution",

                  "data":{

                    "type":"Keyword",

                    "desc":"critical remote code execution"

                  }

                },

                {

                  "id":2907710,

                  "name":"fuzz arbitrary binary code",

                  "data":{

                    "type":"Keyword",

                    "desc":"fuzz arbitrary binary code"

                  }

                },

                {

                  "id":3720174,

                  "name":"remote code exec",

                  "data":{

                    "type":"Keyword",

                    "desc":"remote code exec"

                  }

                },

                {

                  "id":3720183,

                  "name":"remote code execution",

                  "data":{

                    "type":"Keyword",

                    "desc":"remote code execution"

                  }

                },

                {

                  "id":3720199,

                  "name":"remote code execution exploit",

                  "data":{

                    "type":"Keyword",

                    "desc":"remote code execution exploit"

                  }

                },

                {

                  "id":3720202,

                  "name":"remote code execution flaw",

                  "data":{

                    "type":"Keyword",

                    "desc":"remote code execution flaw"

                  }

                },

                {

                  "id":3720218,

                  "name":"remote code execution vuln",

                  "data":{

                    "type":"Keyword",

                    "desc":"remote code execution vuln"

                  }

                },

                {

                  "id":4108823,

                  "name":"unauthenticated remote code execution",

                  "data":{

                    "type":"Keyword",

                    "desc":"unauthenticated remote code execution"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":12,

                "desc":"Code Execution Vulnerability"

              }

            },

            {

              "id":409,

              "name":"Security Bug",

              "children":[

                {

                  "id":412,

                  "name":"OS Bug",

                  "children":[

                    {

                      "id":413,

                      "name":"Kernel Bug",

                      "children":[

                        {

                          "id":410,

                          "name":"Linux Kernel Bug",

                          "children":[],

                          "data":{

                            "type":"Class",

                            "size":1,

                            "desc":"Linux Kernel Bug"

                          }

                        },

                        {

                          "id":415,

                          "name":"Windows Kernel Bug",

                          "children":[],

                          "data":{

                            "type":"Class",

                            "size":1,

                            "desc":"Windows Kernel Bug"

                          }

                        },

                        {

                          "id":3165616,

                          "name":"kernel pool overflow",

                          "data":{

                            "type":"Keyword",

                            "desc":"kernel pool overflow"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":4,

                        "desc":"Kernel Bug"

                      }

                    },

                    {

                      "id":414,

                      "name":"Privilege Escalation Bug",

                      "children":[

                        {

                          "id":3621146,

                          "name":"privilege escalation exploit",

                          "data":{

                            "type":"Keyword",

                            "desc":"privilege escalation exploit"

                          }

                        },

                        {

                          "id":3769562,

                          "name":"rowhammer",

                          "data":{

                            "type":"Keyword",

                            "desc":"rowhammer"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":3,

                        "desc":"Privilege Escalation Bug"

                      }

                    },

                    {

                      "id":416,

                      "name":"Memory Bug",

                      "children":[

                        {

                          "id":3307523,

                          "name":"memory corruption bug",

                          "data":{

                            "type":"Keyword",

                            "desc":"memory corruption bug"

                          }

                        },

                        {

                          "id":3720726,

                          "name":"remote memory corruption",

                          "data":{

                            "type":"Keyword",

                            "desc":"remote memory corruption"

                          }

                        },

                        {

                          "id":4212321,

                          "name":"windows kernel memory disclosure bug",

                          "data":{

                            "type":"Keyword",

                            "desc":"windows kernel memory disclosure bug"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":4,

                        "desc":"Memory Bug"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":12,

                    "desc":"OS Bug"

                  }

                },

                {

                  "id":534,

                  "name":"Flaw",

                  "children":[

                    {

                      "id":3676330,

                      "name":"race condition",

                      "data":{

                        "type":"Keyword",

                        "desc":"race condition"

                      }

                    },

                    {

                      "id":3721442,

                      "name":"remotely exploitable",

                      "data":{

                        "type":"Keyword",

                        "desc":"remotely exploitable"

                      }

                    },

                    {

                      "id":3721449,

                      "name":"remotely exploitable flaw",

                      "data":{

                        "type":"Keyword",

                        "desc":"remotely exploitable flaw"

                      }

                    },

                    {

                      "id":3818443,

                      "name":"security flaw",

                      "data":{

                        "type":"Keyword",

                        "desc":"security flaw"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":5,

                    "desc":"Flaw"

                  }

                },

                {

                  "id":2495121,

                  "name":"computer program security flaw",

                  "data":{

                    "type":"Keyword",

                    "desc":"computer program security flaw"

                  }

                },

                {

                  "id":2940628,

                  "name":"google project zero bug",

                  "data":{

                    "type":"Keyword",

                    "desc":"google project zero bug"

                  }

                },

                {

                  "id":2992452,

                  "name":"heartbleed",

                  "data":{

                    "type":"Keyword",

                    "desc":"heartbleed"

                  }

                },

                {

                  "id":3857754,

                  "name":"shellshock",

                  "data":{

                    "type":"Keyword",

                    "desc":"shellshock"

                  }

                },

                {

                  "id":3930628,

                  "name":"stagefright",

                  "data":{

                    "type":"Keyword",

                    "desc":"stagefright"

                  }

                },

                {

                  "id":4200644,

                  "name":"western union bug",

                  "data":{

                    "type":"Keyword",

                    "desc":"western union bug"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":24,

                "desc":"Security Bug"

              }

            },

            {

              "id":439,

              "name":"Cross Site",

              "children":[

                {

                  "id":2552632,

                  "name":"cross site request forgery",

                  "data":{

                    "type":"Keyword",

                    "desc":"cross site request forgery"

                  }

                },

                {

                  "id":2552636,

                  "name":"cross site script",

                  "data":{

                    "type":"Keyword",

                    "desc":"cross site script"

                  }

                },

                {

                  "id":2552637,

                  "name":"cross site script attack",

                  "data":{

                    "type":"Keyword",

                    "desc":"cross site script attack"

                  }

                },

                {

                  "id":2552656,

                  "name":"cross site scripting",

                  "data":{

                    "type":"Keyword",

                    "desc":"cross site scripting"

                  }

                },

                {

                  "id":2553289,

                  "name":"cross-site request forgery",

                  "data":{

                    "type":"Keyword",

                    "desc":"cross-site request forgery"

                  }

                },

                {

                  "id":2553298,

                  "name":"cross-site scripting",

                  "data":{

                    "type":"Keyword",

                    "desc":"cross-site scripting"

                  }

                },

                {

                  "id":2559172,

                  "name":"csrf",

                  "data":{

                    "type":"Keyword",

                    "desc":"csrf"

                  }

                },

                {

                  "id":4142759,

                  "name":"uxss",

                  "data":{

                    "type":"Keyword",

                    "desc":"uxss"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":9,

                "desc":"Cross Site"

              }

            },

            {

              "id":539,

              "name":"Authentication Vulnerability",

              "children":[

                {

                  "id":3517096,

                  "name":"password recovery",

                  "data":{

                    "type":"Keyword",

                    "desc":"password recovery"

                  }

                },

                {

                  "id":3517151,

                  "name":"password reset",

                  "data":{

                    "type":"Keyword",

                    "desc":"password reset"

                  }

                },

                {

                  "id":4188427,

                  "name":"weak password",

                  "data":{

                    "type":"Keyword",

                    "desc":"weak password"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Authentication Vulnerability"

              }

            },

            {

              "id":2171466,

              "name":"ancient font driver code",

              "data":{

                "type":"Keyword",

                "desc":"ancient font driver code"

              }

            },

            {

              "id":3099391,

              "name":"integer overflow",

              "data":{

                "type":"Keyword",

                "desc":"integer overflow"

              }

            },

            {

              "id":3566808,

              "name":"poc exploit",

              "data":{

                "type":"Keyword",

                "desc":"poc exploit"

              }

            },

            {

              "id":3788066,

              "name":"sandbox escape",

              "data":{

                "type":"Keyword",

                "desc":"sandbox escape"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":104,

            "desc":"Vulnerability Classification and Types"

          }

        },

        {

          "id":217,

          "name":"0-day Vulnerability",

          "children":[

            {

              "id":2060575,

              "name":"0-day exploit",

              "data":{

                "type":"Keyword",

                "desc":"0-day exploit"

              }

            },

            {

              "id":2065599,

              "name":"0day",

              "data":{

                "type":"Keyword",

                "desc":"0day"

              }

            },

            {

              "id":2065739,

              "name":"0day exploit",

              "data":{

                "type":"Keyword",

                "desc":"0day exploit"

              }

            },

            {

              "id":2867162,

              "name":"flash zero-day",

              "data":{

                "type":"Keyword",

                "desc":"flash zero-day"

              }

            },

            {

              "id":4241829,

              "name":"zero day vulnerability",

              "data":{

                "type":"Keyword",

                "desc":"zero day vulnerability"

              }

            },

            {

              "id":4242200,

              "name":"zero-day",

              "data":{

                "type":"Keyword",

                "desc":"zero-day"

              }

            },

            {

              "id":4242222,

              "name":"zero-day attack",

              "data":{

                "type":"Keyword",

                "desc":"zero-day attack"

              }

            },

            {

              "id":4242276,

              "name":"zero-day exploit",

              "data":{

                "type":"Keyword",

                "desc":"zero-day exploit"

              }

            },

            {

              "id":4242319,

              "name":"zero-day flaw",

              "data":{

                "type":"Keyword",

                "desc":"zero-day flaw"

              }

            },

            {

              "id":4242420,

              "name":"zero-day vulnerability",

              "data":{

                "type":"Keyword",

                "desc":"zero-day vulnerability"

              }

            },

            {

              "id":4242622,

              "name":"zeroday",

              "data":{

                "type":"Keyword",

                "desc":"zeroday"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":12,

            "desc":"0-day Vulnerability"

          }

        },

        {

          "id":322,

          "name":"Vulnerability Operation",

          "children":[

            {

              "id":321,

              "name":"Vulnerability Disclosure",

              "children":[

                {

                  "id":3740384,

                  "name":"responsible disclosure",

                  "data":{

                    "type":"Keyword",

                    "desc":"responsible disclosure"

                  }

                },

                {

                  "id":4176159,

                  "name":"vuln disclosure",

                  "data":{

                    "type":"Keyword",

                    "desc":"vuln disclosure"

                  }

                },

                {

                  "id":4177063,

                  "name":"vulnerability discovery",

                  "data":{

                    "type":"Keyword",

                    "desc":"vulnerability discovery"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Vulnerability disclosure is the practice of reporting security flaws in computer software or hardware."

              }

            },

            {

              "id":323,

              "name":"Vulnerability Assessment",

              "children":[

                {

                  "id":324,

                  "name":"CVSS",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"The Common Vulnerability Scoring System (CVSS) is a free and open industry standard for assessing the severity of computer system security vulnerabilities."

                  }

                },

                {

                  "id":4176464,

                  "name":"vulnerabilities equities process",

                  "data":{

                    "type":"Keyword",

                    "desc":"vulnerabilities equities process"

                  }

                },

                {

                  "id":4177105,

                  "name":"vulnerability equity process",

                  "data":{

                    "type":"Keyword",

                    "desc":"vulnerability equity process"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Vulnerability Assessment"

              }

            },

            {

              "id":4176589,

              "name":"vulnerability analysis",

              "data":{

                "type":"Keyword",

                "desc":"vulnerability analysis"

              }

            },

            {

              "id":4177132,

              "name":"vulnerability exploit",

              "data":{

                "type":"Keyword",

                "desc":"vulnerability exploit"

              }

            },

            {

              "id":4177419,

              "name":"vulnerability management",

              "data":{

                "type":"Keyword",

                "desc":"vulnerability management"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":12,

            "desc":"Vulnerability Operations"

          }

        },

        {

          "id":2237179,

          "name":"authentication bypass vulnerability",

          "data":{

            "type":"Keyword",

            "desc":"authentication bypass vulnerability"

          }

        },

        {

          "id":3335040,

          "name":"misconfiguration",

          "data":{

            "type":"Keyword",

            "desc":"misconfiguration"

          }

        },

        {

          "id":3469730,

          "name":"openflow",

          "data":{

            "type":"Keyword",

            "desc":"openflow"

          }

        },

        {

          "id":4122380,

          "name":"unpatched vulnerability",

          "data":{

            "type":"Keyword",

            "desc":"unpatched vulnerability"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":143,

        "desc":"In computer security, a vulnerability is a weakness which can be exploited by a threat actor, such as an attacker, to perform unauthorized actions within a computer system."

      }

    },

    {

      "id":88,

      "name":"Security Control",

      "children":[

        {

          "id":89,

          "name":"Firewall",

          "children":[

            {

              "id":2197190,

              "name":"application firewall",

              "data":{

                "type":"Keyword",

                "desc":"application firewall"

              }

            },

            {

              "id":2198223,

              "name":"application whitelisting",

              "data":{

                "type":"Keyword",

                "desc":"application whitelisting"

              }

            },

            {

              "id":2861494,

              "name":"firewall rule",

              "data":{

                "type":"Keyword",

                "desc":"firewall rule"

              }

            },

            {

              "id":2861611,

              "name":"firewalls",

              "data":{

                "type":"Keyword",

                "desc":"firewalls"

              }

            },

            {

              "id":4190267,

              "name":"web application firewall",

              "data":{

                "type":"Keyword",

                "desc":"web application firewall"

              }

            },

            {

              "id":4204072,

              "name":"whitelist",

              "data":{

                "type":"Keyword",

                "desc":"whitelist"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":7,

            "desc":"Firewall"

          }

        },

        {

          "id":90,

          "name":"Access Control",

          "children":[

            {

              "id":92,

              "name":"Authorization",

              "children":[

                {

                  "id":3431016,

                  "name":"oauth",

                  "data":{

                    "type":"Keyword",

                    "desc":"oauth"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Authorization"

              }

            },

            {

              "id":93,

              "name":"Usage Control",

              "children":[

                {

                  "id":3516862,

                  "name":"password manager",

                  "data":{

                    "type":"Keyword",

                    "desc":"password manager"

                  }

                },

                {

                  "id":4102960,

                  "name":"uconabc usage control model",

                  "data":{

                    "type":"Keyword",

                    "desc":"uconabc usage control model"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Usage Control"

              }

            },

            {

              "id":194,

              "name":"Access Control Model",

              "children":[

                {

                  "id":195,

                  "name":"Role-based Access Control (RBAC)",

                  "children":[

                    {

                      "id":2128008,

                      "name":"admin account",

                      "data":{

                        "type":"Keyword",

                        "desc":"admin account"

                      }

                    },

                    {

                      "id":2128322,

                      "name":"admin rights",

                      "data":{

                        "type":"Keyword",

                        "desc":"admin rights"

                      }

                    },

                    {

                      "id":3764036,

                      "name":"role base access control",

                      "data":{

                        "type":"Keyword",

                        "desc":"role base access control"

                      }

                    },

                    {

                      "id":3764316,

                      "name":"role-based access control model",

                      "data":{

                        "type":"Keyword",

                        "desc":"role-based access control model"

                      }

                    },

                    {

                      "id":3765779,

                      "name":"root privilege",

                      "data":{

                        "type":"Keyword",

                        "desc":"root privilege"

                      }

                    },

                    {

                      "id":3989456,

                      "name":"sysadmin",

                      "data":{

                        "type":"Keyword",

                        "desc":"sysadmin"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":7,

                    "desc":"Role-based Access Control (RBAC)"

                  }

                },

                {

                  "id":196,

                  "name":"Mandatory Access Control (MAC)",

                  "children":[

                    {

                      "id":117,

                      "name":"Sandboxing",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Sandboxing"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Mandatory Access Control (MAC)"

                  }

                },

                {

                  "id":197,

                  "name":"Discretionary Access Control (DAC)",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Discretionary Access Control (DAC)"

                  }

                },

                {

                  "id":198,

                  "name":"Rule-based Access Control (RuBAC)",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Rule-based Access Control (RuBAC)"

                  }

                },

                {

                  "id":199,

                  "name":"Attribute-based Access Control (ABAC)",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Attribute-based Access Control (ABAC)"

                  }

                },

                {

                  "id":2104806,

                  "name":"access control list",

                  "data":{

                    "type":"Keyword",

                    "desc":"access control list"

                  }

                },

                {

                  "id":4134699,

                  "name":"usage control model",

                  "data":{

                    "type":"Keyword",

                    "desc":"usage control model"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":15,

                "desc":"Different models of access control"

              }

            },

            {

              "id":480,

              "name":"Standard",

              "children":[

                {

                  "id":517,

                  "name":"LDAP",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Lightweight Directory Access Protocol"

                  }

                },

                {

                  "id":555,

                  "name":"XACML",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"eXtensible Access Control Markup Language"

                  }

                },

                {

                  "id":574,

                  "name":"SAML",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Security Assertion Markup Language"

                  }

                },

                {

                  "id":3814810,

                  "name":"security assertion markup language",

                  "data":{

                    "type":"Keyword",

                    "desc":"security assertion markup language"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":5,

                "desc":"Access Control Standard"

              }

            },

            {

              "id":2104743,

              "name":"access control decision",

              "data":{

                "type":"Keyword",

                "desc":"access control decision"

              }

            },

            {

              "id":2104836,

              "name":"access control mechanism",

              "data":{

                "type":"Keyword",

                "desc":"access control mechanism"

              }

            },

            {

              "id":2104940,

              "name":"access control scheme",

              "data":{

                "type":"Keyword",

                "desc":"access control scheme"

              }

            },

            {

              "id":2104957,

              "name":"access control system",

              "data":{

                "type":"Keyword",

                "desc":"access control system"

              }

            },

            {

              "id":2105424,

              "name":"access management",

              "data":{

                "type":"Keyword",

                "desc":"access management"

              }

            },

            {

              "id":2105847,

              "name":"access request",

              "data":{

                "type":"Keyword",

                "desc":"access request"

              }

            },

            {

              "id":2106139,

              "name":"access token",

              "data":{

                "type":"Keyword",

                "desc":"access token"

              }

            },

            {

              "id":2106310,

              "name":"access-control",

              "data":{

                "type":"Keyword",

                "desc":"access-control"

              }

            },

            {

              "id":2841746,

              "name":"federated identity management",

              "data":{

                "type":"Keyword",

                "desc":"federated identity management"

              }

            },

            {

              "id":2858157,

              "name":"fine-grained access control",

              "data":{

                "type":"Keyword",

                "desc":"fine-grained access control"

              }

            },

            {

              "id":3042806,

              "name":"identity management",

              "data":{

                "type":"Keyword",

                "desc":"identity management"

              }

            },

            {

              "id":3164861,

              "name":"kerberos",

              "data":{

                "type":"Keyword",

                "desc":"kerberos"

              }

            },

            {

              "id":3190781,

              "name":"lastpass",

              "data":{

                "type":"Keyword",

                "desc":"lastpass"

              }

            },

            {

              "id":3235636,

              "name":"local privilege",

              "data":{

                "type":"Keyword",

                "desc":"local privilege"

              }

            },

            {

              "id":3390638,

              "name":"network access control",

              "data":{

                "type":"Keyword",

                "desc":"network access control"

              }

            },

            {

              "id":3516842,

              "name":"password management",

              "data":{

                "type":"Keyword",

                "desc":"password management"

              }

            },

            {

              "id":3528968,

              "name":"pen testing",

              "data":{

                "type":"Keyword",

                "desc":"pen testing"

              }

            },

            {

              "id":3537781,

              "name":"permissions",

              "data":{

                "type":"Keyword",

                "desc":"permissions"

              }

            },

            {

              "id":3765486,

              "name":"root access",

              "data":{

                "type":"Keyword",

                "desc":"root access"

              }

            },

            {

              "id":3928371,

              "name":"ssid",

              "data":{

                "type":"Keyword",

                "desc":"ssid"

              }

            },

            {

              "id":4067509,

              "name":"traditional access control",

              "data":{

                "type":"Keyword",

                "desc":"traditional access control"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":47,

            "desc":"Access Control"

          }

        },

        {

          "id":111,

          "name":"Regulations",

          "children":[

            {

              "id":275,

              "name":"Data Protection Law",

              "children":[

                {

                  "id":277,

                  "name":"EU GDPR",

                  "children":[

                    {

                      "id":2599548,

                      "name":"data controller",

                      "data":{

                        "type":"Keyword",

                        "desc":"data controller"

                      }

                    },

                    {

                      "id":2602115,

                      "name":"data protection authority",

                      "data":{

                        "type":"Keyword",

                        "desc":"data protection authority"

                      }

                    },

                    {

                      "id":2602172,

                      "name":"data protection directive",

                      "data":{

                        "type":"Keyword",

                        "desc":"data protection directive"

                      }

                    },

                    {

                      "id":2602209,

                      "name":"data protection impact assessment",

                      "data":{

                        "type":"Keyword",

                        "desc":"data protection impact assessment"

                      }

                    },

                    {

                      "id":2602254,

                      "name":"data protection legislation",

                      "data":{

                        "type":"Keyword",

                        "desc":"data protection legislation"

                      }

                    },

                    {

                      "id":2602290,

                      "name":"data protection principle",

                      "data":{

                        "type":"Keyword",

                        "desc":"data protection principle"

                      }

                    },

                    {

                      "id":2602313,

                      "name":"data protection regulation",

                      "data":{

                        "type":"Keyword",

                        "desc":"data protection regulation"

                      }

                    },

                    {

                      "id":2602335,

                      "name":"data protection requirement",

                      "data":{

                        "type":"Keyword",

                        "desc":"data protection requirement"

                      }

                    },

                    {

                      "id":2602346,

                      "name":"data protection rule",

                      "data":{

                        "type":"Keyword",

                        "desc":"data protection rule"

                      }

                    },

                    {

                      "id":2602367,

                      "name":"data protection supervisor",

                      "data":{

                        "type":"Keyword",

                        "desc":"data protection supervisor"

                      }

                    },

                    {

                      "id":2786369,

                      "name":"european data protection directive",

                      "data":{

                        "type":"Keyword",

                        "desc":"european data protection directive"

                      }

                    },

                    {

                      "id":2786373,

                      "name":"european data protection law",

                      "data":{

                        "type":"Keyword",

                        "desc":"european data protection law"

                      }

                    },

                    {

                      "id":2786384,

                      "name":"european data protection supervisor",

                      "data":{

                        "type":"Keyword",

                        "desc":"european data protection supervisor"

                      }

                    },

                    {

                      "id":3040372,

                      "name":"identifiable natural person",

                      "data":{

                        "type":"Keyword",

                        "desc":"identifiable natural person"

                      }

                    },

                    {

                      "id":3377688,

                      "name":"national data protection authority",

                      "data":{

                        "type":"Keyword",

                        "desc":"national data protection authority"

                      }

                    },

                    {

                      "id":3555048,

                      "name":"pii",

                      "data":{

                        "type":"Keyword",

                        "desc":"pii"

                      }

                    },

                    {

                      "id":3625941,

                      "name":"process personal data",

                      "data":{

                        "type":"Keyword",

                        "desc":"process personal data"

                      }

                    },

                    {

                      "id":3837001,

                      "name":"sensitive personal data",

                      "data":{

                        "type":"Keyword",

                        "desc":"sensitive personal data"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":19,

                    "desc":"The General Data Protection Regulation 2016/679 is a regulation in EU law on data protection and privacy in the European Union and the European Economic Area."

                  }

                },

                {

                  "id":278,

                  "name":"UK DPA 2018",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"UK DPA (Data Protection Act) 2018"

                  }

                },

                {

                  "id":577,

                  "name":"Privacy Shield",

                  "children":[

                    {

                      "id":2783440,

                      "name":"eu-us privacy shield",

                      "data":{

                        "type":"Keyword",

                        "desc":"eu-us privacy shield"

                      }

                    },

                    {

                      "id":3617904,

                      "name":"privacy shield",

                      "data":{

                        "type":"Keyword",

                        "desc":"privacy shield"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"The EU-U.S. and Swiss-U.S. Privacy Shield Frameworks were designed by the U.S. Department of Commerce and the European Commission and Swiss Administration to provide companies on both sides of the Atlantic with a mechanism to comply with data protection requirements when transferring personal data from the European Union and Switzerland to the United States in support of transatlantic commerce."

                  }

                },

                {

                  "id":578,

                  "name":"Safe Harbor",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"The International Safe Harbor Privacy Principles or Safe Harbour Privacy Principles were principles developed between 1998 and 2000 in order to prevent private organizations within the European Union or United States which store customer data from accidentally disclosing or losing personal information."

                  }

                },

                {

                  "id":579,

                  "name":"CISPA",

                  "children":[

                    {

                      "id":2439744,

                      "name":"cispa",

                      "data":{

                        "type":"Keyword",

                        "desc":"cispa"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Cyber Intelligence Sharing and Protection Act"

                  }

                },

                {

                  "id":580,

                  "name":"FISMA",

                  "children":[

                    {

                      "id":2863657,

                      "name":"fisma",

                      "data":{

                        "type":"Keyword",

                        "desc":"fisma"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"The Federal Information Security Management Act of 2002 is a United States federal law enacted in 2002 as Title III of the E-Government Act of 2002."

                  }

                },

                {

                  "id":581,

                  "name":"Net Neutrality Rule",

                  "children":[

                    {

                      "id":3387461,

                      "name":"net neutrality rule",

                      "data":{

                        "type":"Keyword",

                        "desc":"net neutrality rule"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"In the United States, net neutrality, the principle that Internet service providers (ISPs) treat all data on the Internet the same, and not discriminate, has been an issue of contention between network users and access providers since the 1990s."

                  }

                },

                {

                  "id":2601922,

                  "name":"data privacy law",

                  "data":{

                    "type":"Keyword",

                    "desc":"data privacy law"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":32,

                "desc":"Data Protection Law"

              }

            },

            {

              "id":276,

              "name":"Cyber Crime Law",

              "children":[

                {

                  "id":279,

                  "name":"UK Computer Misuse Act 1990",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"UK Computer Misuse Act 1990"

                  }

                },

                {

                  "id":2407284,

                  "name":"cfaa",

                  "data":{

                    "type":"Keyword",

                    "desc":"cfaa"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Cyber Crime Law"

              }

            },

            {

              "id":515,

              "name":"Digital Rights",

              "children":[

                {

                  "id":2667099,

                  "name":"digital geneva convention",

                  "data":{

                    "type":"Keyword",

                    "desc":"digital geneva convention"

                  }

                },

                {

                  "id":2667522,

                  "name":"digital rights management",

                  "data":{

                    "type":"Keyword",

                    "desc":"digital rights management"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Digital Rights"

              }

            },

            {

              "id":2314437,

              "name":"breach notification",

              "data":{

                "type":"Keyword",

                "desc":"breach notification"

              }

            },

            {

              "id":2314448,

              "name":"breach notification law",

              "data":{

                "type":"Keyword",

                "desc":"breach notification law"

              }

            },

            {

              "id":2314464,

              "name":"breach notification requirement",

              "data":{

                "type":"Keyword",

                "desc":"breach notification requirement"

              }

            },

            {

              "id":2574627,

              "name":"cyber law",

              "data":{

                "type":"Keyword",

                "desc":"cyber law"

              }

            },

            {

              "id":2584839,

              "name":"cybersecurity law",

              "data":{

                "type":"Keyword",

                "desc":"cybersecurity law"

              }

            },

            {

              "id":2787367,

              "name":"evade breach notification law",

              "data":{

                "type":"Keyword",

                "desc":"evade breach notification law"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":45,

            "desc":"Regulations"

          }

        },

        {

          "id":113,

          "name":"Detection",

          "children":[

            {

              "id":114,

              "name":"Intrusion Detection System",

              "children":[

                {

                  "id":231,

                  "name":"Network-based IDS",

                  "children":[

                    {

                      "id":2683977,

                      "name":"distribute intrusion detection system",

                      "data":{

                        "type":"Keyword",

                        "desc":"distribute intrusion detection system"

                      }

                    },

                    {

                      "id":3392211,

                      "name":"network intrusion detection system",

                      "data":{

                        "type":"Keyword",

                        "desc":"network intrusion detection system"

                      }

                    },

                    {

                      "id":3394177,

                      "name":"network-based intrusion detection system",

                      "data":{

                        "type":"Keyword",

                        "desc":"network-based intrusion detection system"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":4,

                    "desc":"Network-based IDS"

                  }

                },

                {

                  "id":232,

                  "name":"Host-based IDS",

                  "children":[

                    {

                      "id":116,

                      "name":"Anti-malware",

                      "children":[

                        {

                          "id":115,

                          "name":"Anti-virus",

                          "children":[

                            {

                              "id":2185388,

                              "name":"anti virus",

                              "data":{

                                "type":"Keyword",

                                "desc":"anti virus"

                              }

                            },

                            {

                              "id":2188525,

                              "name":"antivirus",

                              "data":{

                                "type":"Keyword",

                                "desc":"antivirus"

                              }

                            },

                            {

                              "id":2188860,

                              "name":"antivirus program",

                              "data":{

                                "type":"Keyword",

                                "desc":"antivirus program"

                              }

                            },

                            {

                              "id":2188913,

                              "name":"antivirus software",

                              "data":{

                                "type":"Keyword",

                                "desc":"antivirus software"

                              }

                            },

                            {

                              "id":2482603,

                              "name":"comodo internet security",

                              "data":{

                                "type":"Keyword",

                                "desc":"comodo internet security"

                              }

                            },

                            {

                              "id":2775670,

                              "name":"escan internet security suite",

                              "data":{

                                "type":"Keyword",

                                "desc":"escan internet security suite"

                              }

                            },

                            {

                              "id":2819559,

                              "name":"f-secure internet security",

                              "data":{

                                "type":"Keyword",

                                "desc":"f-secure internet security"

                              }

                            },

                            {

                              "id":3161476,

                              "name":"kaspersky internet security",

                              "data":{

                                "type":"Keyword",

                                "desc":"kaspersky internet security"

                              }

                            },

                            {

                              "id":3324358,

                              "name":"microsoft security essentials",

                              "data":{

                                "type":"Keyword",

                                "desc":"microsoft security essentials"

                              }

                            },

                            {

                              "id":3986142,

                              "name":"symantec endpoint protection",

                              "data":{

                                "type":"Keyword",

                                "desc":"symantec endpoint protection"

                              }

                            },

                            {

                              "id":4076625,

                              "name":"trend micro internet security",

                              "data":{

                                "type":"Keyword",

                                "desc":"trend micro internet security"

                              }

                            },

                            {

                              "id":4167024,

                              "name":"virus scan",

                              "data":{

                                "type":"Keyword",

                                "desc":"virus scan"

                              }

                            },

                            {

                              "id":4211788,

                              "name":"windows defender",

                              "data":{

                                "type":"Keyword",

                                "desc":"windows defender"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":14,

                            "desc":"Anti-virus"

                          }

                        },

                        {

                          "id":3274595,

                          "name":"malwarebytes",

                          "data":{

                            "type":"Keyword",

                            "desc":"malwarebytes"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":16,

                        "desc":"Anti-malware"

                      }

                    },

                    {

                      "id":2756217,

                      "name":"endpoint protection",

                      "data":{

                        "type":"Keyword",

                        "desc":"endpoint protection"

                      }

                    },

                    {

                      "id":2756246,

                      "name":"endpoint protection platforms",

                      "data":{

                        "type":"Keyword",

                        "desc":"endpoint protection platforms"

                      }

                    },

                    {

                      "id":3020193,

                      "name":"host-based intrusion detection system",

                      "data":{

                        "type":"Keyword",

                        "desc":"host-based intrusion detection system"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":20,

                    "desc":"Host-based IDS"

                  }

                },

                {

                  "id":233,

                  "name":"Hybrid IDS",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Hybrid (network- and host-based)"

                  }

                },

                {

                  "id":487,

                  "name":"Anomaly Detection",

                  "children":[

                    {

                      "id":2178234,

                      "name":"anomaly detection approach",

                      "data":{

                        "type":"Keyword",

                        "desc":"anomaly detection approach"

                      }

                    },

                    {

                      "id":2178254,

                      "name":"anomaly detection method",

                      "data":{

                        "type":"Keyword",

                        "desc":"anomaly detection method"

                      }

                    },

                    {

                      "id":2178276,

                      "name":"anomaly detection system",

                      "data":{

                        "type":"Keyword",

                        "desc":"anomaly detection system"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":4,

                    "desc":"Anomaly Detection"

                  }

                },

                {

                  "id":2469425,

                  "name":"collaborative intrusion detection",

                  "data":{

                    "type":"Keyword",

                    "desc":"collaborative intrusion detection"

                  }

                },

                {

                  "id":3117929,

                  "name":"intrusion detection systems",

                  "data":{

                    "type":"Keyword",

                    "desc":"intrusion detection systems"

                  }

                },

                {

                  "id":3865008,

                  "name":"siem",

                  "data":{

                    "type":"Keyword",

                    "desc":"siem"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":33,

                "desc":"Intrusion Detection System"

              }

            },

            {

              "id":234,

              "name":"Vulnerability Scanner",

              "children":[

                {

                  "id":2120270,

                  "name":"acunetix web vulnerability scanner",

                  "data":{

                    "type":"Keyword",

                    "desc":"acunetix web vulnerability scanner"

                  }

                },

                {

                  "id":3386905,

                  "name":"nessus",

                  "data":{

                    "type":"Keyword",

                    "desc":"nessus"

                  }

                },

                {

                  "id":4192360,

                  "name":"web vulnerability scanner",

                  "data":{

                    "type":"Keyword",

                    "desc":"web vulnerability scanner"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Vulnerability scanner and detector"

              }

            },

            {

              "id":320,

              "name":"Bug Bounty",

              "children":[

                {

                  "id":332,

                  "name":"Bug Bounty Program",

                  "children":[

                    {

                      "id":333,

                      "name":"iOS Bug Bounty",

                      "children":[

                        {

                          "id":3126211,

                          "name":"iphone secure boot firmware component",

                          "data":{

                            "type":"Keyword",

                            "desc":"iphone secure boot firmware component"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"iOS Bug Bounty"

                      }

                    },

                    {

                      "id":3815650,

                      "name":"security bug bounty program",

                      "data":{

                        "type":"Keyword",

                        "desc":"security bug bounty program"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":4,

                    "desc":"Bug Bounty Program"

                  }

                },

                {

                  "id":2327248,

                  "name":"bug bounty hunter",

                  "data":{

                    "type":"Keyword",

                    "desc":"bug bounty hunter"

                  }

                },

                {

                  "id":2327290,

                  "name":"bug bounty program",

                  "data":{

                    "type":"Keyword",

                    "desc":"bug bounty program"

                  }

                },

                {

                  "id":2327601,

                  "name":"bug hunter",

                  "data":{

                    "type":"Keyword",

                    "desc":"bug hunter"

                  }

                },

                {

                  "id":2327614,

                  "name":"bug hunting",

                  "data":{

                    "type":"Keyword",

                    "desc":"bug hunting"

                  }

                },

                {

                  "id":2327987,

                  "name":"bugbounty",

                  "data":{

                    "type":"Keyword",

                    "desc":"bugbounty"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":10,

                "desc":"Bug Bounty"

              }

            },

            {

              "id":341,

              "name":"Monitoring Tool",

              "children":[

                {

                  "id":3789294,

                  "name":"sans internet storm center",

                  "data":{

                    "type":"Keyword",

                    "desc":"sans internet storm center"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Monitoring Tool"

              }

            },

            {

              "id":530,

              "name":"Project",

              "children":[

                {

                  "id":531,

                  "name":"Project Zero",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Google Project Zero"

                  }

                },

                {

                  "id":543,

                  "name":"Metasploit Project",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"The Metasploit Project is a computer security project that provides information about security vulnerabilities and aids in penetration testing and IDS signature development. It is owned by Boston, Massachusetts-based security company Rapid7."

                  }

                },

                {

                  "id":566,

                  "name":"ZDI",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Zero Day Initiative"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Project"

              }

            },

            {

              "id":2726221,

              "name":"edr",

              "data":{

                "type":"Keyword",

                "desc":"edr"

              }

            },

            {

              "id":2787402,

              "name":"evade detection",

              "data":{

                "type":"Keyword",

                "desc":"evade detection"

              }

            },

            {

              "id":2887263,

              "name":"fraud detection",

              "data":{

                "type":"Keyword",

                "desc":"fraud detection"

              }

            },

            {

              "id":3015786,

              "name":"honeynet",

              "data":{

                "type":"Keyword",

                "desc":"honeynet"

              }

            },

            {

              "id":3015840,

              "name":"honeypot",

              "data":{

                "type":"Keyword",

                "desc":"honeypot"

              }

            },

            {

              "id":3165488,

              "name":"kernel memory infoleak detector",

              "data":{

                "type":"Keyword",

                "desc":"kernel memory infoleak detector"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":60,

            "desc":"Detection"

          }

        },

        {

          "id":119,

          "name":"Cryptography",

          "children":[

            {

              "id":132,

              "name":"Hashing",

              "children":[

                {

                  "id":133,

                  "name":"Algorithm",

                  "children":[

                    {

                      "id":134,

                      "name":"BSD",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"BSD"

                      }

                    },

                    {

                      "id":135,

                      "name":"CRC-32",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"CRC-32"

                      }

                    },

                    {

                      "id":136,

                      "name":"MD5",

                      "children":[

                        {

                          "id":3297579,

                          "name":"md5 hash",

                          "data":{

                            "type":"Keyword",

                            "desc":"md5 hash"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"MD5"

                      }

                    },

                    {

                      "id":137,

                      "name":"SHA-1",

                      "children":[

                        {

                          "id":3851395,

                          "name":"sha-1 collision",

                          "data":{

                            "type":"Keyword",

                            "desc":"sha-1 collision"

                          }

                        },

                        {

                          "id":3851513,

                          "name":"sha1",

                          "data":{

                            "type":"Keyword",

                            "desc":"sha1"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":3,

                        "desc":"SHA-1"

                      }

                    },

                    {

                      "id":138,

                      "name":"SHA-256",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"SHA-256"

                      }

                    },

                    {

                      "id":2557261,

                      "name":"cryptographic hash function",

                      "data":{

                        "type":"Keyword",

                        "desc":"cryptographic hash function"

                      }

                    },

                    {

                      "id":2984678,

                      "name":"hash algorithm",

                      "data":{

                        "type":"Keyword",

                        "desc":"hash algorithm"

                      }

                    },

                    {

                      "id":2984828,

                      "name":"hash function",

                      "data":{

                        "type":"Keyword",

                        "desc":"hash function"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":12,

                    "desc":"Algorithm"

                  }

                },

                {

                  "id":139,

                  "name":"Salted Hash",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Salted Hash"

                  }

                },

                {

                  "id":140,

                  "name":"Rainbow Table",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Rainbow Table"

                  }

                },

                {

                  "id":375,

                  "name":"Hash",

                  "children":[

                    {

                      "id":2557254,

                      "name":"cryptographic hash",

                      "data":{

                        "type":"Keyword",

                        "desc":"cryptographic hash"

                      }

                    },

                    {

                      "id":2985029,

                      "name":"hash table",

                      "data":{

                        "type":"Keyword",

                        "desc":"hash table"

                      }

                    },

                    {

                      "id":2985068,

                      "name":"hash value",

                      "data":{

                        "type":"Keyword",

                        "desc":"hash value"

                      }

                    },

                    {

                      "id":3516734,

                      "name":"password hash",

                      "data":{

                        "type":"Keyword",

                        "desc":"password hash"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":5,

                    "desc":"Hash"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":20,

                "desc":"Hashing"

              }

            },

            {

              "id":388,

              "name":"Crypto System",

              "children":[

                {

                  "id":120,

                  "name":"Encryption",

                  "children":[

                    {

                      "id":121,

                      "name":"Symmetric",

                      "children":[

                        {

                          "id":270,

                          "name":"Block Cipher",

                          "children":[

                            {

                              "id":122,

                              "name":"DES",

                              "children":[],

                              "data":{

                                "type":"Class",

                                "size":1,

                                "desc":"The Data Encryption Standard is a symmetric-key algorithm for the encryption of digital data. "

                              }

                            },

                            {

                              "id":123,

                              "name":"Triple DES",

                              "children":[],

                              "data":{

                                "type":"Class",

                                "size":1,

                                "desc":"Triple DES"

                              }

                            },

                            {

                              "id":124,

                              "name":"AES",

                              "children":[

                                {

                                  "id":2132359,

                                  "name":"advanced encryption standard",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"advanced encryption standard"

                                  }

                                }

                              ],

                              "data":{

                                "type":"Class",

                                "size":2,

                                "desc":"AES"

                              }

                            },

                            {

                              "id":125,

                              "name":"Blowfish",

                              "children":[],

                              "data":{

                                "type":"Class",

                                "size":1,

                                "desc":"Blowfish"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":6,

                            "desc":"Block Cipher"

                          }

                        },

                        {

                          "id":271,

                          "name":"Stream Cipher",

                          "children":[

                            {

                              "id":272,

                              "name":"RC4",

                              "children":[],

                              "data":{

                                "type":"Class",

                                "size":1,

                                "desc":"RC4"

                              }

                            },

                            {

                              "id":273,

                              "name":"ChaCha",

                              "children":[],

                              "data":{

                                "type":"Class",

                                "size":1,

                                "desc":"ChaCha"

                              }

                            },

                            {

                              "id":274,

                              "name":"Salsa20",

                              "children":[],

                              "data":{

                                "type":"Class",

                                "size":1,

                                "desc":"Salsa20"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":4,

                            "desc":"Stream Cipher"

                          }

                        },

                        {

                          "id":3987005,

                          "name":"symmetric encryption",

                          "data":{

                            "type":"Keyword",

                            "desc":"symmetric encryption"

                          }

                        },

                        {

                          "id":3987028,

                          "name":"symmetric key",

                          "data":{

                            "type":"Keyword",

                            "desc":"symmetric key"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":13,

                        "desc":"Symmetric"

                      }

                    },

                    {

                      "id":126,

                      "name":"Asymmetric",

                      "children":[

                        {

                          "id":127,

                          "name":"Diffie-Hellman",

                          "children":[],

                          "data":{

                            "type":"Class",

                            "size":1,

                            "desc":"Diffie-Hellman"

                          }

                        },

                        {

                          "id":128,

                          "name":"RSA",

                          "children":[

                            {

                              "id":3770563,

                              "name":"rsa key",

                              "data":{

                                "type":"Keyword",

                                "desc":"rsa key"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":2,

                            "desc":"RSA"

                          }

                        },

                        {

                          "id":2738297,

                          "name":"elliptic curve cryptography",

                          "data":{

                            "type":"Keyword",

                            "desc":"elliptic curve cryptography"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":5,

                        "desc":"Asymmetric"

                      }

                    },

                    {

                      "id":496,

                      "name":"Disk Encryption",

                      "children":[

                        {

                          "id":497,

                          "name":"Disk Encryption Software",

                          "children":[

                            {

                              "id":269,

                              "name":"Full Disk Encryption",

                              "children":[

                                {

                                  "id":2289428,

                                  "name":"bitlocker",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"bitlocker"

                                  }

                                }

                              ],

                              "data":{

                                "type":"Class",

                                "size":2,

                                "desc":"Full Disk Encryption"

                              }

                            },

                            {

                              "id":2891147,

                              "name":"free open-source disk encryption software",

                              "data":{

                                "type":"Keyword",

                                "desc":"free open-source disk encryption software"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":4,

                            "desc":"Disk Encryption Software"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":5,

                        "desc":"Disk encryption is a technology which protects information by converting it into unreadable code that cannot be deciphered easily by unauthorized people. Disk encryption uses disk encryption software or hardware to encrypt every bit of data that goes on a disk or disk volume."

                      }

                    },

                    {

                      "id":498,

                      "name":"Encryption Backdoor",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"An encryption backdoor is a deliberate weakness in encryption intended to let governments have easy access to encrypted data"

                      }

                    },

                    {

                      "id":512,

                      "name":"encryption scheme",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"encryption scheme"

                      }

                    },

                    {

                      "id":544,

                      "name":"Email Encryption",

                      "children":[

                        {

                          "id":2753722,

                          "name":"encrypted email",

                          "data":{

                            "type":"Keyword",

                            "desc":"encrypted email"

                          }

                        },

                        {

                          "id":3543704,

                          "name":"pgp key",

                          "data":{

                            "type":"Keyword",

                            "desc":"pgp key"

                          }

                        },

                        {

                          "id":3543750,

                          "name":"pgp public key",

                          "data":{

                            "type":"Keyword",

                            "desc":"pgp public key"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":5,

                        "desc":"Email Encryption"

                      }

                    },

                    {

                      "id":2437360,

                      "name":"ciphertext",

                      "data":{

                        "type":"Keyword",

                        "desc":"ciphertext"

                      }

                    },

                    {

                      "id":2447044,

                      "name":"cleartext",

                      "data":{

                        "type":"Keyword",

                        "desc":"cleartext"

                      }

                    },

                    {

                      "id":2599975,

                      "name":"data encryption",

                      "data":{

                        "type":"Keyword",

                        "desc":"data encryption"

                      }

                    },

                    {

                      "id":2720222,

                      "name":"eax",

                      "data":{

                        "type":"Keyword",

                        "desc":"eax"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":35,

                    "desc":"Encryption"

                  }

                },

                {

                  "id":129,

                  "name":"Key",

                  "children":[

                    {

                      "id":307,

                      "name":"Generation",

                      "children":[

                        {

                          "id":3166880,

                          "name":"key distribution",

                          "data":{

                            "type":"Keyword",

                            "desc":"key distribution"

                          }

                        },

                        {

                          "id":3167136,

                          "name":"key generation algorithm",

                          "data":{

                            "type":"Keyword",

                            "desc":"key generation algorithm"

                          }

                        },

                        {

                          "id":3168649,

                          "name":"keygen",

                          "data":{

                            "type":"Keyword",

                            "desc":"keygen"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":4,

                        "desc":"Key Generation"

                      }

                    },

                    {

                      "id":308,

                      "name":"Key Pair",

                      "children":[

                        {

                          "id":130,

                          "name":"Public Key",

                          "children":[

                            {

                              "id":345,

                              "name":"PKI",

                              "children":[

                                {

                                  "id":3656136,

                                  "name":"public key infrastructure certificate",

                                  "data":{

                                    "type":"Keyword",

                                    "desc":"public key infrastructure certificate"

                                  }

                                }

                              ],

                              "data":{

                                "type":"Class",

                                "size":2,

                                "desc":"PKI"

                              }

                            },

                            {

                              "id":404,

                              "name":"Public Key Infrastructure (PKI)",

                              "children":[],

                              "data":{

                                "type":"Class",

                                "size":1,

                                "desc":"A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create, manage, distribute, use, store and revoke digital certificates and manage public-key encryption."

                              }

                            },

                            {

                              "id":2490633,

                              "name":"composite degree residuosity class",

                              "data":{

                                "type":"Keyword",

                                "desc":"composite degree residuosity class"

                              }

                            },

                            {

                              "id":3656064,

                              "name":"public key certificate",

                              "data":{

                                "type":"Keyword",

                                "desc":"public key certificate"

                              }

                            },

                            {

                              "id":3656090,

                              "name":"public key cryptography",

                              "data":{

                                "type":"Keyword",

                                "desc":"public key cryptography"

                              }

                            },

                            {

                              "id":3656100,

                              "name":"public key cryptosystem",

                              "data":{

                                "type":"Keyword",

                                "desc":"public key cryptosystem"

                              }

                            },

                            {

                              "id":3656118,

                              "name":"public key encryption",

                              "data":{

                                "type":"Keyword",

                                "desc":"public key encryption"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":9,

                            "desc":"Public Key"

                          }

                        },

                        {

                          "id":131,

                          "name":"Private Key",

                          "children":[],

                          "data":{

                            "type":"Class",

                            "size":1,

                            "desc":"Private Key"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":11,

                        "desc":"Key Pair"

                      }

                    },

                    {

                      "id":2556073,

                      "name":"crypto key",

                      "data":{

                        "type":"Keyword",

                        "desc":"crypto key"

                      }

                    },

                    {

                      "id":2557283,

                      "name":"cryptographic key",

                      "data":{

                        "type":"Keyword",

                        "desc":"cryptographic key"

                      }

                    },

                    {

                      "id":2619378,

                      "name":"decryption key",

                      "data":{

                        "type":"Keyword",

                        "desc":"decryption key"

                      }

                    },

                    {

                      "id":3166762,

                      "name":"key cryptography",

                      "data":{

                        "type":"Keyword",

                        "desc":"key cryptography"

                      }

                    },

                    {

                      "id":3166959,

                      "name":"key encryption",

                      "data":{

                        "type":"Keyword",

                        "desc":"key encryption"

                      }

                    },

                    {

                      "id":3167578,

                      "name":"key pair",

                      "data":{

                        "type":"Keyword",

                        "desc":"key pair"

                      }

                    },

                    {

                      "id":3167959,

                      "name":"key size",

                      "data":{

                        "type":"Keyword",

                        "desc":"key size"

                      }

                    },

                    {

                      "id":3289495,

                      "name":"master decryption key",

                      "data":{

                        "type":"Keyword",

                        "desc":"master decryption key"

                      }

                    },

                    {

                      "id":3289566,

                      "name":"master key",

                      "data":{

                        "type":"Keyword",

                        "desc":"master key"

                      }

                    },

                    {

                      "id":3808722,

                      "name":"secret key",

                      "data":{

                        "type":"Keyword",

                        "desc":"secret key"

                      }

                    },

                    {

                      "id":3847127,

                      "name":"session key",

                      "data":{

                        "type":"Keyword",

                        "desc":"session key"

                      }

                    },

                    {

                      "id":3867888,

                      "name":"signing key",

                      "data":{

                        "type":"Keyword",

                        "desc":"signing key"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":28,

                    "desc":"Key"

                  }

                },

                {

                  "id":389,

                  "name":"Decryption",

                  "children":[

                    {

                      "id":2619456,

                      "name":"decryption tool",

                      "data":{

                        "type":"Keyword",

                        "desc":"decryption tool"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Decryption is generally the reverse process of encryption. It is the process of decoding the data which has been encrypted into a secret format. An authorized user can only decrypt data because decryption requires a secret key or password."

                  }

                },

                {

                  "id":3311333,

                  "name":"message authentication code",

                  "data":{

                    "type":"Keyword",

                    "desc":"message authentication code"

                  }

                },

                {

                  "id":3584163,

                  "name":"post-quantum",

                  "data":{

                    "type":"Keyword",

                    "desc":"post-quantum"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":68,

                "desc":"A cryptosystem is a suite of cryptographic algorithms needed to implement a particular security service, most commonly for achieving confidentiality. Typically, a cryptosystem consists of three algorithms:one for key generation, one for encryption, and one for decryption"

              }

            },

            {

              "id":405,

              "name":"Digital Signature",

              "children":[

                {

                  "id":2466230,

                  "name":"code signing",

                  "data":{

                    "type":"Keyword",

                    "desc":"code signing"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Digital signature is a cryptographic value that is calculated from the data and a secret key known only by the signer."

              }

            },

            {

              "id":431,

              "name":"Certificate",

              "children":[

                {

                  "id":2406000,

                  "name":"certificate authority",

                  "data":{

                    "type":"Keyword",

                    "desc":"certificate authority"

                  }

                },

                {

                  "id":2406212,

                  "name":"certificate revocation list",

                  "data":{

                    "type":"Keyword",

                    "desc":"certificate revocation list"

                  }

                },

                {

                  "id":2406264,

                  "name":"certificate transparency",

                  "data":{

                    "type":"Keyword",

                    "desc":"certificate transparency"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Certificate"

              }

            },

            {

              "id":511,

              "name":"cryptanalysis",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"cryptanalysis"

              }

            },

            {

              "id":2555548,

              "name":"crypto backdoor",

              "data":{

                "type":"Keyword",

                "desc":"crypto backdoor"

              }

            },

            {

              "id":2557135,

              "name":"cryptographic algorithm",

              "data":{

                "type":"Keyword",

                "desc":"cryptographic algorithm"

              }

            },

            {

              "id":2557372,

              "name":"cryptographic protocol",

              "data":{

                "type":"Keyword",

                "desc":"cryptographic protocol"

              }

            },

            {

              "id":2557447,

              "name":"cryptographic technique",

              "data":{

                "type":"Keyword",

                "desc":"cryptographic technique"

              }

            },

            {

              "id":2557884,

              "name":"cryptology",

              "data":{

                "type":"Keyword",

                "desc":"cryptology"

              }

            },

            {

              "id":3809181,

              "name":"secret sharing",

              "data":{

                "type":"Keyword",

                "desc":"secret sharing"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":102,

            "desc":"Cryptography"

          }

        },

        {

          "id":141,

          "name":"Security Protocol",

          "children":[

            {

              "id":142,

              "name":"HTTPS",

              "children":[

                {

                  "id":3025518,

                  "name":"http public key pinning",

                  "data":{

                    "type":"Keyword",

                    "desc":"http public key pinning"

                  }

                },

                {

                  "id":3656163,

                  "name":"public key pinning",

                  "data":{

                    "type":"Keyword",

                    "desc":"public key pinning"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"HTTPS"

              }

            },

            {

              "id":143,

              "name":"SFTP",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"SFTP"

              }

            },

            {

              "id":144,

              "name":"SSL",

              "children":[

                {

                  "id":3812932,

                  "name":"secure socket layer",

                  "data":{

                    "type":"Keyword",

                    "desc":"secure socket layer"

                  }

                },

                {

                  "id":3928466,

                  "name":"ssl certificate",

                  "data":{

                    "type":"Keyword",

                    "desc":"ssl certificate"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"SSL"

              }

            },

            {

              "id":145,

              "name":"SSH",

              "children":[

                {

                  "id":3470335,

                  "name":"openssh",

                  "data":{

                    "type":"Keyword",

                    "desc":"openssh"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"SSH"

              }

            },

            {

              "id":533,

              "name":"WiFi",

              "children":[

                {

                  "id":4199741,

                  "name":"wep",

                  "data":{

                    "type":"Keyword",

                    "desc":"wep"

                  }

                },

                {

                  "id":4224630,

                  "name":"wpa2",

                  "data":{

                    "type":"Keyword",

                    "desc":"wpa2"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"WiFi"

              }

            },

            {

              "id":573,

              "name":"IPSec",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"The IP security (IPSec) is an Internet Engineering Task Force (IETF) standard suite of protocols between 2 communication points across the IP network that provide data authentication, integrity, and confidentiality. It also defines the encrypted, decrypted and authenticated packets."

              }

            },

            {

              "id":2132648,

              "name":"advanced message queuing protocol",

              "data":{

                "type":"Keyword",

                "desc":"advanced message queuing protocol"

              }

            },

            {

              "id":2237465,

              "name":"authentication protocol",

              "data":{

                "type":"Keyword",

                "desc":"authentication protocol"

              }

            },

            {

              "id":3470388,

              "name":"openssl",

              "data":{

                "type":"Keyword",

                "desc":"openssl"

              }

            },

            {

              "id":3816660,

              "name":"security content automation protocol",

              "data":{

                "type":"Keyword",

                "desc":"security content automation protocol"

              }

            },

            {

              "id":3851697,

              "name":"sha256",

              "data":{

                "type":"Keyword",

                "desc":"sha256"

              }

            },

            {

              "id":3897220,

              "name":"socks5",

              "data":{

                "type":"Keyword",

                "desc":"socks5"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":20,

            "desc":"Security Protocol"

          }

        },

        {

          "id":172,

          "name":"Information Security Management (ISM)",

          "children":[

            {

              "id":95,

              "name":"Policy",

              "children":[

                {

                  "id":96,

                  "name":"Data Policies",

                  "children":[

                    {

                      "id":97,

                      "name":"Data Handle Policy",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Data Handle Policy"

                      }

                    },

                    {

                      "id":98,

                      "name":"Data Protection Policy",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Data Protection Policy"

                      }

                    },

                    {

                      "id":99,

                      "name":"Data Retention Policy",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Data Retention Policy"

                      }

                    },

                    {

                      "id":100,

                      "name":"Data Sharing Agreement",

                      "children":[

                        {

                          "id":4068887,

                          "name":"traffic light protocol",

                          "data":{

                            "type":"Keyword",

                            "desc":"traffic light protocol"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"Data Sharing Agreement"

                      }

                    },

                    {

                      "id":2603247,

                      "name":"data share agreement",

                      "data":{

                        "type":"Keyword",

                        "desc":"data share agreement"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":7,

                    "desc":"Data Policies"

                  }

                },

                {

                  "id":101,

                  "name":"Access Control Policies",

                  "children":[

                    {

                      "id":102,

                      "name":"Access Control Policy",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Access Control Policy"

                      }

                    },

                    {

                      "id":103,

                      "name":"Usage Control Policy",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Usage Control Policy"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"Access Control Policies"

                  }

                },

                {

                  "id":104,

                  "name":"Code Integrity Policy",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Code Integrity Policy"

                  }

                },

                {

                  "id":105,

                  "name":"Computer Security Policy",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Computer Security Policy"

                  }

                },

                {

                  "id":106,

                  "name":"Content Security Policy",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Content Security Policy"

                  }

                },

                {

                  "id":108,

                  "name":"Cyber Security Policy",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Cyber Security Policy"

                  }

                },

                {

                  "id":109,

                  "name":"Device Guard Policy",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Device Guard Policy"

                  }

                },

                {

                  "id":110,

                  "name":"Vulnerability Disclosure Policy",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Vulnerability Disclosure Policy"

                  }

                },

                {

                  "id":2575045,

                  "name":"cyber policy",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber policy"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":18,

                "desc":"Policy"

              }

            },

            {

              "id":112,

              "name":"Training",

              "children":[

                {

                  "id":3824705,

                  "name":"security training",

                  "data":{

                    "type":"Keyword",

                    "desc":"security training"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Training"

              }

            },

            {

              "id":170,

              "name":"Cyber Insurance",

              "children":[

                {

                  "id":107,

                  "name":"Cyber Insurance Policy",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Cyber Insurance Policy"

                  }

                },

                {

                  "id":2574224,

                  "name":"cyber insurance market",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber insurance market"

                  }

                },

                {

                  "id":2574673,

                  "name":"cyber liability insurance",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber liability insurance"

                  }

                },

                {

                  "id":2575385,

                  "name":"cyber risk insurance",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber risk insurance"

                  }

                },

                {

                  "id":2577910,

                  "name":"cyber-insurance",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber-insurance"

                  }

                },

                {

                  "id":2578020,

                  "name":"cyber-insurer",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber-insurer"

                  }

                },

                {

                  "id":2581996,

                  "name":"cyberinsurance",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyberinsurance"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":8,

                "desc":"Cyber Insurance"

              }

            },

            {

              "id":173,

              "name":"Standard",

              "children":[

                {

                  "id":174,

                  "name":"ISO 27000",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"ISO 27000"

                  }

                },

                {

                  "id":2603079,

                  "name":"data security standard",

                  "data":{

                    "type":"Keyword",

                    "desc":"data security standard"

                  }

                },

                {

                  "id":3823837,

                  "name":"security standard",

                  "data":{

                    "type":"Keyword",

                    "desc":"security standard"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Standard"

              }

            },

            {

              "id":267,

              "name":"Auditing",

              "children":[

                {

                  "id":2232180,

                  "name":"audit log",

                  "data":{

                    "type":"Keyword",

                    "desc":"audit log"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Auditing"

              }

            },

            {

              "id":360,

              "name":"General Terms",

              "children":[

                {

                  "id":361,

                  "name":"Business Continuity",

                  "children":[

                    {

                      "id":2333500,

                      "name":"business continuity management",

                      "data":{

                        "type":"Keyword",

                        "desc":"business continuity management"

                      }

                    },

                    {

                      "id":2333502,

                      "name":"business continuity plan",

                      "data":{

                        "type":"Keyword",

                        "desc":"business continuity plan"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"Business Continuity"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"General Terms"

              }

            },

            {

              "id":423,

              "name":"Framework",

              "children":[

                {

                  "id":3469871,

                  "name":"openioc",

                  "data":{

                    "type":"Keyword",

                    "desc":"openioc"

                  }

                },

                {

                  "id":3818559,

                  "name":"security framework",

                  "data":{

                    "type":"Keyword",

                    "desc":"security framework"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Framework"

              }

            },

            {

              "id":2576208,

              "name":"cyber security practice",

              "data":{

                "type":"Keyword",

                "desc":"cyber security practice"

              }

            },

            {

              "id":2576467,

              "name":"cyber security unit",

              "data":{

                "type":"Keyword",

                "desc":"cyber security unit"

              }

            },

            {

              "id":2584144,

              "name":"cybersecurity framework",

              "data":{

                "type":"Keyword",

                "desc":"cybersecurity framework"

              }

            },

            {

              "id":2585768,

              "name":"cybersecurity strategy",

              "data":{

                "type":"Keyword",

                "desc":"cybersecurity strategy"

              }

            },

            {

              "id":3788316,

              "name":"sandboxing",

              "data":{

                "type":"Keyword",

                "desc":"sandboxing"

              }

            },

            {

              "id":3820556,

              "name":"security management system",

              "data":{

                "type":"Keyword",

                "desc":"security management system"

              }

            },

            {

              "id":3820878,

              "name":"security model",

              "data":{

                "type":"Keyword",

                "desc":"security model"

              }

            },

            {

              "id":3821987,

              "name":"security practice",

              "data":{

                "type":"Keyword",

                "desc":"security practice"

              }

            },

            {

              "id":3822244,

              "name":"security process",

              "data":{

                "type":"Keyword",

                "desc":"security process"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":51,

            "desc":"Information Security Management"

          }

        },

        {

          "id":184,

          "name":"Protection/Prevention",

          "children":[

            {

              "id":185,

              "name":"DRM",

              "children":[

                {

                  "id":2115170,

                  "name":"activation code",

                  "data":{

                    "type":"Keyword",

                    "desc":"activation code"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Digital Right Management"

              }

            },

            {

              "id":317,

              "name":"ASLR",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Address Space Layout Randomization"

              }

            },

            {

              "id":458,

              "name":"Data Loss Prevention",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Data Loss Prevention"

              }

            },

            {

              "id":2133304,

              "name":"advanced threat protection",

              "data":{

                "type":"Keyword",

                "desc":"advanced threat protection"

              }

            },

            {

              "id":2145296,

              "name":"air-gapped",

              "data":{

                "type":"Keyword",

                "desc":"air-gapped"

              }

            },

            {

              "id":2293292,

              "name":"blackhole",

              "data":{

                "type":"Keyword",

                "desc":"blackhole"

              }

            },

            {

              "id":2308535,

              "name":"botnet takedown",

              "data":{

                "type":"Keyword",

                "desc":"botnet takedown"

              }

            },

            {

              "id":2369159,

              "name":"bypass application whitelisting",

              "data":{

                "type":"Keyword",

                "desc":"bypass application whitelisting"

              }

            },

            {

              "id":3030901,

              "name":"hxxp",

              "data":{

                "type":"Keyword",

                "desc":"hxxp"

              }

            },

            {

              "id":3117984,

              "name":"intrusion prevention",

              "data":{

                "type":"Keyword",

                "desc":"intrusion prevention"

              }

            },

            {

              "id":3117995,

              "name":"intrusion prevention system",

              "data":{

                "type":"Keyword",

                "desc":"intrusion prevention system"

              }

            },

            {

              "id":3822486,

              "name":"security protection",

              "data":{

                "type":"Keyword",

                "desc":"security protection"

              }

            },

            {

              "id":4232958,

              "name":"xss filter bypass",

              "data":{

                "type":"Keyword",

                "desc":"xss filter bypass"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":15,

            "desc":"Mechanism protecting cyber assets against attacks (excluding detection)"

          }

        },

        {

          "id":190,

          "name":"Authentication",

          "children":[

            {

              "id":91,

              "name":"User Authentication",

              "children":[

                {

                  "id":186,

                  "name":"Knowledge-based Authentication",

                  "children":[

                    {

                      "id":193,

                      "name":"Password",

                      "children":[

                        {

                          "id":2128237,

                          "name":"admin password",

                          "data":{

                            "type":"Keyword",

                            "desc":"admin password"

                          }

                        },

                        {

                          "id":3516114,

                          "name":"passphrase",

                          "data":{

                            "type":"Keyword",

                            "desc":"passphrase"

                          }

                        },

                        {

                          "id":4138101,

                          "name":"user password",

                          "data":{

                            "type":"Keyword",

                            "desc":"user password"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":4,

                        "desc":"Password-based authentication and related concepts"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":6,

                    "desc":"User authentication based on \"What you know\""

                  }

                },

                {

                  "id":187,

                  "name":"Possession-based Authentication",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"User authentication based on \"What you have\""

                  }

                },

                {

                  "id":188,

                  "name":"Inherence-based Authentication",

                  "children":[

                    {

                      "id":189,

                      "name":"Biometrics-based Authentication",

                      "children":[

                        {

                          "id":2823022,

                          "name":"facial recognition",

                          "data":{

                            "type":"Keyword",

                            "desc":"facial recognition"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"The main type of inherence-based authentication"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"User authentication based on \"who you are\""

                  }

                },

                {

                  "id":2237229,

                  "name":"authentication credentials",

                  "data":{

                    "type":"Keyword",

                    "desc":"authentication credentials"

                  }

                },

                {

                  "id":4136898,

                  "name":"user credentials",

                  "data":{

                    "type":"Keyword",

                    "desc":"user credentials"

                  }

                },

                {

                  "id":4137535,

                  "name":"user identity",

                  "data":{

                    "type":"Keyword",

                    "desc":"user identity"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":14,

                "desc":"User Authentication"

              }

            },

            {

              "id":191,

              "name":"Device Authentication",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Authentication of hardware devices"

              }

            },

            {

              "id":192,

              "name":"Software Attestation",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Remote attestation of software"

              }

            },

            {

              "id":504,

              "name":"Multi-Factor Authentication",

              "children":[

                {

                  "id":505,

                  "name":"Two-Factor Authentication",

                  "children":[

                    {

                      "id":2080781,

                      "name":"2fa",

                      "data":{

                        "type":"Keyword",

                        "desc":"2fa"

                      }

                    },

                    {

                      "id":4101275,

                      "name":"u2f",

                      "data":{

                        "type":"Keyword",

                        "desc":"u2f"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"Two-Factor Authentication"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Multi-Factor Authentication"

              }

            },

            {

              "id":3955336,

              "name":"strong authentication",

              "data":{

                "type":"Keyword",

                "desc":"strong authentication"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":22,

            "desc":"Authentication of users, hardware and software and other entities within a cyber security ecosystem"

          }

        },

        {

          "id":258,

          "name":"Digital Forensics",

          "children":[

            {

              "id":259,

              "name":"Network Forensics",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Network Forensics"

              }

            },

            {

              "id":260,

              "name":"Computer Forensics",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Computer Forensics"

              }

            },

            {

              "id":261,

              "name":"Live Forensics",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Live Forensics"

              }

            },

            {

              "id":262,

              "name":"Memory Forensics",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Memory Forensics"

              }

            },

            {

              "id":263,

              "name":"Malware Forensics",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Malware Forensics"

              }

            },

            {

              "id":264,

              "name":"Email Forensics",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Email Forensics"

              }

            },

            {

              "id":265,

              "name":"Database Forensics",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Database Forensics"

              }

            },

            {

              "id":266,

              "name":"Multimedia Forensics",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Multimedia Forensics"

              }

            },

            {

              "id":2659424,

              "name":"dfir",

              "data":{

                "type":"Keyword",

                "desc":"dfir"

              }

            },

            {

              "id":2659633,

              "name":"dfir infosec",

              "data":{

                "type":"Keyword",

                "desc":"dfir infosec"

              }

            },

            {

              "id":3269230,

              "name":"maltego",

              "data":{

                "type":"Keyword",

                "desc":"maltego"

              }

            },

            {

              "id":3307669,

              "name":"memory forensic",

              "data":{

                "type":"Keyword",

                "desc":"memory forensic"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":13,

            "desc":"Digital Forensics"

          }

        },

        {

          "id":364,

          "name":"Systems and Tools",

          "children":[

            {

              "id":365,

              "name":"Testing",

              "children":[

                {

                  "id":519,

                  "name":"Penetration Test",

                  "children":[

                    {

                      "id":516,

                      "name":"Penetration Testing Tools",

                      "children":[

                        {

                          "id":2808763,

                          "name":"exploit pack",

                          "data":{

                            "type":"Keyword",

                            "desc":"exploit pack"

                          }

                        },

                        {

                          "id":3249202,

                          "name":"low orbit ion cannon",

                          "data":{

                            "type":"Keyword",

                            "desc":"low orbit ion cannon"

                          }

                        },

                        {

                          "id":3314100,

                          "name":"metasploit framework",

                          "data":{

                            "type":"Keyword",

                            "desc":"metasploit framework"

                          }

                        },

                        {

                          "id":3314145,

                          "name":"metasploit module",

                          "data":{

                            "type":"Keyword",

                            "desc":"metasploit module"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":5,

                        "desc":"Penetration Testing Tools"

                      }

                    },

                    {

                      "id":2975049,

                      "name":"hak5",

                      "data":{

                        "type":"Keyword",

                        "desc":"hak5"

                      }

                    },

                    {

                      "id":3529585,

                      "name":"penetration testing",

                      "data":{

                        "type":"Keyword",

                        "desc":"penetration testing"

                      }

                    },

                    {

                      "id":3530616,

                      "name":"pentesting",

                      "data":{

                        "type":"Keyword",

                        "desc":"pentesting"

                      }

                    },

                    {

                      "id":3579834,

                      "name":"port scan",

                      "data":{

                        "type":"Keyword",

                        "desc":"port scan"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":10,

                    "desc":"A penetration test, colloquially known as a pen test, pentest or ethical hacking, is an authorized simulated cyberattack on a computer system, performed to evaluate the security of the system."

                  }

                },

                {

                  "id":536,

                  "name":"Testing Programs",

                  "children":[

                    {

                      "id":537,

                      "name":"Fuzzing",

                      "children":[

                        {

                          "id":2907916,

                          "name":"fuzzer",

                          "data":{

                            "type":"Keyword",

                            "desc":"fuzzer"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"Fuzzing"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"Testing Programs"

                  }

                },

                {

                  "id":2332604,

                  "name":"burp suite",

                  "data":{

                    "type":"Keyword",

                    "desc":"burp suite"

                  }

                },

                {

                  "id":2332625,

                  "name":"burp suite pro",

                  "data":{

                    "type":"Keyword",

                    "desc":"burp suite pro"

                  }

                },

                {

                  "id":3329712,

                  "name":"mimikatz",

                  "data":{

                    "type":"Keyword",

                    "desc":"mimikatz"

                  }

                },

                {

                  "id":3824409,

                  "name":"security testing",

                  "data":{

                    "type":"Keyword",

                    "desc":"security testing"

                  }

                },

                {

                  "id":3937945,

                  "name":"static analysis",

                  "data":{

                    "type":"Keyword",

                    "desc":"static analysis"

                  }

                },

                {

                  "id":3938011,

                  "name":"static analysis technique",

                  "data":{

                    "type":"Keyword",

                    "desc":"static analysis technique"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":20,

                "desc":"Testing"

              }

            },

            {

              "id":408,

              "name":"Security Privileges Control",

              "children":[

                {

                  "id":3965830,

                  "name":"sudo",

                  "data":{

                    "type":"Keyword",

                    "desc":"sudo"

                  }

                },

                {

                  "id":4136327,

                  "name":"user account control",

                  "data":{

                    "type":"Keyword",

                    "desc":"user account control"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Security Privileges Control"

              }

            },

            {

              "id":424,

              "name":"Patch",

              "children":[

                {

                  "id":2551250,

                  "name":"critical patch update",

                  "data":{

                    "type":"Keyword",

                    "desc":"critical patch update"

                  }

                },

                {

                  "id":3360350,

                  "name":"ms17-010",

                  "data":{

                    "type":"Keyword",

                    "desc":"ms17-010"

                  }

                },

                {

                  "id":3518549,

                  "name":"patch management",

                  "data":{

                    "type":"Keyword",

                    "desc":"patch management"

                  }

                },

                {

                  "id":3818427,

                  "name":"security fix",

                  "data":{

                    "type":"Keyword",

                    "desc":"security fix"

                  }

                },

                {

                  "id":3821578,

                  "name":"security patch",

                  "data":{

                    "type":"Keyword",

                    "desc":"security patch"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":6,

                "desc":"Patch"

              }

            },

            {

              "id":449,

              "name":"Web Technique",

              "children":[

                {

                  "id":450,

                  "name":"Human Test",

                  "children":[

                    {

                      "id":2387493,

                      "name":"captcha",

                      "data":{

                        "type":"Keyword",

                        "desc":"captcha"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Human Test"

                  }

                },

                {

                  "id":501,

                  "name":"Secure Communication",

                  "children":[

                    {

                      "id":502,

                      "name":"Anonymous Communication",

                      "children":[

                        {

                          "id":503,

                          "name":"Tor (anonymity network)",

                          "children":[

                            {

                              "id":3451499,

                              "name":"onion service",

                              "data":{

                                "type":"Keyword",

                                "desc":"onion service"

                              }

                            },

                            {

                              "id":4059769,

                              "name":"tor exit node",

                              "data":{

                                "type":"Keyword",

                                "desc":"tor exit node"

                              }

                            },

                            {

                              "id":4059845,

                              "name":"tor hidden",

                              "data":{

                                "type":"Keyword",

                                "desc":"tor hidden"

                              }

                            },

                            {

                              "id":4059848,

                              "name":"tor hidden service",

                              "data":{

                                "type":"Keyword",

                                "desc":"tor hidden service"

                              }

                            },

                            {

                              "id":4059988,

                              "name":"tor onion service",

                              "data":{

                                "type":"Keyword",

                                "desc":"tor onion service"

                              }

                            },

                            {

                              "id":4060029,

                              "name":"tor project",

                              "data":{

                                "type":"Keyword",

                                "desc":"tor project"

                              }

                            },

                            {

                              "id":4060073,

                              "name":"tor relay",

                              "data":{

                                "type":"Keyword",

                                "desc":"tor relay"

                              }

                            },

                            {

                              "id":4060172,

                              "name":"tor user",

                              "data":{

                                "type":"Keyword",

                                "desc":"tor user"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":9,

                            "desc":"Tor is free and open-source software for enabling anonymous communication."

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":10,

                        "desc":"Anonymous Communication"

                      }

                    },

                    {

                      "id":506,

                      "name":"VPN",

                      "children":[

                        {

                          "id":2892285,

                          "name":"free vpn",

                          "data":{

                            "type":"Keyword",

                            "desc":"free vpn"

                          }

                        },

                        {

                          "id":3021653,

                          "name":"hotspot shield vpn",

                          "data":{

                            "type":"Keyword",

                            "desc":"hotspot shield vpn"

                          }

                        },

                        {

                          "id":3471172,

                          "name":"openvpn",

                          "data":{

                            "type":"Keyword",

                            "desc":"openvpn"

                          }

                        },

                        {

                          "id":4175207,

                          "name":"vpn server",

                          "data":{

                            "type":"Keyword",

                            "desc":"vpn server"

                          }

                        },

                        {

                          "id":4175215,

                          "name":"vpn service",

                          "data":{

                            "type":"Keyword",

                            "desc":"vpn service"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":6,

                        "desc":"Virtual Private Network (VPN)"

                      }

                    },

                    {

                      "id":2753959,

                      "name":"encrypted messaging app",

                      "data":{

                        "type":"Keyword",

                        "desc":"encrypted messaging app"

                      }

                    },

                    {

                      "id":2755300,

                      "name":"end-to-end encryption",

                      "data":{

                        "type":"Keyword",

                        "desc":"end-to-end encryption"

                      }

                    },

                    {

                      "id":3811252,

                      "name":"secure communication channel",

                      "data":{

                        "type":"Keyword",

                        "desc":"secure communication channel"

                      }

                    },

                    {

                      "id":3866800,

                      "name":"signal desktop",

                      "data":{

                        "type":"Keyword",

                        "desc":"signal desktop"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":21,

                    "desc":"Secure Communication"

                  }

                },

                {

                  "id":3497194,

                  "name":"owasp",

                  "data":{

                    "type":"Keyword",

                    "desc":"owasp"

                  }

                },

                {

                  "id":3497451,

                  "name":"owasp zed attack proxy",

                  "data":{

                    "type":"Keyword",

                    "desc":"owasp zed attack proxy"

                  }

                },

                {

                  "id":4241007,

                  "name":"zed attack proxy",

                  "data":{

                    "type":"Keyword",

                    "desc":"zed attack proxy"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":27,

                "desc":"Web Technique"

              }

            },

            {

              "id":468,

              "name":"Operating System Level",

              "children":[

                {

                  "id":469,

                  "name":"Secure Boot",

                  "children":[

                    {

                      "id":3100772,

                      "name":"intel boot guard",

                      "data":{

                        "type":"Keyword",

                        "desc":"intel boot guard"

                      }

                    },

                    {

                      "id":4103488,

                      "name":"uefi secure boot",

                      "data":{

                        "type":"Keyword",

                        "desc":"uefi secure boot"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"Secure Boot"

                  }

                },

                {

                  "id":481,

                  "name":"Windows",

                  "children":[

                    {

                      "id":2519427,

                      "name":"control flow guard",

                      "data":{

                        "type":"Keyword",

                        "desc":"control flow guard"

                      }

                    },

                    {

                      "id":3989733,

                      "name":"sysmon",

                      "data":{

                        "type":"Keyword",

                        "desc":"sysmon"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"Windows"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":7,

                "desc":"Operating System Level"

              }

            },

            {

              "id":525,

              "name":"Network Tool",

              "children":[

                {

                  "id":430,

                  "name":"Secure Network",

                  "children":[

                    {

                      "id":3501572,

                      "name":"packet trace anonymization",

                      "data":{

                        "type":"Keyword",

                        "desc":"packet trace anonymization"

                      }

                    },

                    {

                      "id":3912419,

                      "name":"spam filter",

                      "data":{

                        "type":"Keyword",

                        "desc":"spam filter"

                      }

                    },

                    {

                      "id":4059944,

                      "name":"tor network",

                      "data":{

                        "type":"Keyword",

                        "desc":"tor network"

                      }

                    },

                    {

                      "id":4165863,

                      "name":"virtual private network",

                      "data":{

                        "type":"Keyword",

                        "desc":"virtual private network"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":5,

                    "desc":"Secure Network"

                  }

                },

                {

                  "id":526,

                  "name":"Network Monitoring",

                  "children":[

                    {

                      "id":560,

                      "name":"Packet Analyzer",

                      "children":[

                        {

                          "id":559,

                          "name":"Packet Capture",

                          "children":[

                            {

                              "id":3525390,

                              "name":"pcap",

                              "data":{

                                "type":"Keyword",

                                "desc":"pcap"

                              }

                            }

                          ],

                          "data":{

                            "type":"Class",

                            "size":2,

                            "desc":"Packet capture is a computer networking term for intercepting a data packet that is crossing or moving over a specific computer network."

                          }

                        },

                        {

                          "id":2620381,

                          "name":"deep packet inspection",

                          "data":{

                            "type":"Keyword",

                            "desc":"deep packet inspection"

                          }

                        },

                        {

                          "id":4216076,

                          "name":"wireshark",

                          "data":{

                            "type":"Keyword",

                            "desc":"wireshark"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":5,

                        "desc":"Packet Analyzer"

                      }

                    },

                    {

                      "id":2783268,

                      "name":"ettercap",

                      "data":{

                        "type":"Keyword",

                        "desc":"ettercap"

                      }

                    },

                    {

                      "id":3407784,

                      "name":"nmap",

                      "data":{

                        "type":"Keyword",

                        "desc":"nmap"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":8,

                    "desc":"Network Monitoring"

                  }

                },

                {

                  "id":529,

                  "name":"Remote Access Tool (RAT)",

                  "children":[

                    {

                      "id":3654037,

                      "name":"psexec",

                      "data":{

                        "type":"Keyword",

                        "desc":"psexec"

                      }

                    },

                    {

                      "id":3720361,

                      "name":"remote desktop",

                      "data":{

                        "type":"Keyword",

                        "desc":"remote desktop"

                      }

                    },

                    {

                      "id":3720387,

                      "name":"remote desktop protocol",

                      "data":{

                        "type":"Keyword",

                        "desc":"remote desktop protocol"

                      }

                    },

                    {

                      "id":3720477,

                      "name":"remote exploit",

                      "data":{

                        "type":"Keyword",

                        "desc":"remote exploit"

                      }

                    },

                    {

                      "id":4013783,

                      "name":"teamviewer",

                      "data":{

                        "type":"Keyword",

                        "desc":"teamviewer"

                      }

                    },

                    {

                      "id":4171086,

                      "name":"vnc",

                      "data":{

                        "type":"Keyword",

                        "desc":"vnc"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":7,

                    "desc":"Remote Access Tool (RAT)"

                  }

                },

                {

                  "id":3387927,

                  "name":"netcat",

                  "data":{

                    "type":"Keyword",

                    "desc":"netcat"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":22,

                "desc":"Network Tool (Securing & Monitoring)"

              }

            },

            {

              "id":549,

              "name":"Security-Focused Operating System",

              "children":[

                {

                  "id":3159513,

                  "name":"kali linux",

                  "data":{

                    "type":"Keyword",

                    "desc":"kali linux"

                  }

                },

                {

                  "id":3469511,

                  "name":"openbsd",

                  "data":{

                    "type":"Keyword",

                    "desc":"openbsd"

                  }

                },

                {

                  "id":3671429,

                  "name":"qubes",

                  "data":{

                    "type":"Keyword",

                    "desc":"qubes"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Security-Focused Operating System"

              }

            },

            {

              "id":563,

              "name":"SCADA",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Supervisory Control and Data Acquisition"

              }

            },

            {

              "id":567,

              "name":"Online Tool",

              "children":[

                {

                  "id":571,

                  "name":"Shodan",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Shodan is a search engine that lets the user find specific types of computers (webcams, routers, servers, etc.) connected to the internet using a variety of filters."

                  }

                },

                {

                  "id":3517846,

                  "name":"pastebin",

                  "data":{

                    "type":"Keyword",

                    "desc":"pastebin"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Online Tool"

              }

            },

            {

              "id":572,

              "name":"Secure Code",

              "children":[

                {

                  "id":3432087,

                  "name":"obfuscation technique",

                  "data":{

                    "type":"Keyword",

                    "desc":"obfuscation technique"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Secure Code"

              }

            },

            {

              "id":2398056,

              "name":"ccleaner",

              "data":{

                "type":"Keyword",

                "desc":"ccleaner"

              }

            },

            {

              "id":2460109,

              "name":"cobalt strike",

              "data":{

                "type":"Keyword",

                "desc":"cobalt strike"

              }

            },

            {

              "id":2495379,

              "name":"computer security application",

              "data":{

                "type":"Keyword",

                "desc":"computer security application"

              }

            },

            {

              "id":2576225,

              "name":"cyber security program",

              "data":{

                "type":"Keyword",

                "desc":"cyber security program"

              }

            },

            {

              "id":2576333,

              "name":"cyber security solution",

              "data":{

                "type":"Keyword",

                "desc":"cyber security solution"

              }

            },

            {

              "id":2624593,

              "name":"defender exploit guard",

              "data":{

                "type":"Keyword",

                "desc":"defender exploit guard"

              }

            },

            {

              "id":2746834,

              "name":"emet",

              "data":{

                "type":"Keyword",

                "desc":"emet"

              }

            },

            {

              "id":2973410,

              "name":"hackrf",

              "data":{

                "type":"Keyword",

                "desc":"hackrf"

              }

            },

            {

              "id":2973637,

              "name":"hacksys extreme vulnerable driver",

              "data":{

                "type":"Keyword",

                "desc":"hacksys extreme vulnerable driver"

              }

            },

            {

              "id":2985136,

              "name":"hashcat",

              "data":{

                "type":"Keyword",

                "desc":"hashcat"

              }

            },

            {

              "id":3625492,

              "name":"process explorer",

              "data":{

                "type":"Keyword",

                "desc":"process explorer"

              }

            },

            {

              "id":3814675,

              "name":"security application",

              "data":{

                "type":"Keyword",

                "desc":"security application"

              }

            },

            {

              "id":3926486,

              "name":"sqlmap",

              "data":{

                "type":"Keyword",

                "desc":"sqlmap"

              }

            },

            {

              "id":3985848,

              "name":"symantec",

              "data":{

                "type":"Keyword",

                "desc":"symantec"

              }

            },

            {

              "id":4059572,

              "name":"tor browser",

              "data":{

                "type":"Keyword",

                "desc":"tor browser"

              }

            },

            {

              "id":4059588,

              "name":"tor browser bundle",

              "data":{

                "type":"Keyword",

                "desc":"tor browser bundle"

              }

            },

            {

              "id":4082496,

              "name":"truecrypt",

              "data":{

                "type":"Keyword",

                "desc":"truecrypt"

              }

            },

            {

              "id":4211804,

              "name":"windows defender exploit guard",

              "data":{

                "type":"Keyword",

                "desc":"windows defender exploit guard"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":114,

            "desc":"Systems and Tools"

          }

        },

        {

          "id":535,

          "name":"Anti-Fraud",

          "children":[

            {

              "id":2547278,

              "name":"credit monitoring service",

              "data":{

                "type":"Keyword",

                "desc":"credit monitoring service"

              }

            },

            {

              "id":4149505,

              "name":"vbv",

              "data":{

                "type":"Keyword",

                "desc":"vbv"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":3,

            "desc":"Anti-Fraud"

          }

        },

        {

          "id":3101505,

          "name":"intel software guard extension",

          "data":{

            "type":"Keyword",

            "desc":"intel software guard extension"

          }

        },

        {

          "id":3443599,

          "name":"offsec",

          "data":{

            "type":"Keyword",

            "desc":"offsec"

          }

        },

        {

          "id":3816775,

          "name":"security controls",

          "data":{

            "type":"Keyword",

            "desc":"security controls"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":503,

        "desc":"Methods and solutions for providing security control"

      }

    },

    {

      "id":150,

      "name":"Risk",

      "children":[

        {

          "id":151,

          "name":"Risk Type",

          "children":[

            {

              "id":152,

              "name":"Application Risk",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Application Risk"

              }

            },

            {

              "id":153,

              "name":"Insider Risk",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Insider Risk"

              }

            },

            {

              "id":154,

              "name":"Internet Risk",

              "children":[

                {

                  "id":4125131,

                  "name":"untraceable internet protocol",

                  "data":{

                    "type":"Keyword",

                    "desc":"untraceable internet protocol"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Internet Risk"

              }

            },

            {

              "id":155,

              "name":"IoT Risk",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"IoT Risk"

              }

            },

            {

              "id":156,

              "name":"Privacy Risk",

              "children":[

                {

                  "id":540,

                  "name":"Surveillance",

                  "children":[

                    {

                      "id":2945361,

                      "name":"government surveillance",

                      "data":{

                        "type":"Keyword",

                        "desc":"government surveillance"

                      }

                    },

                    {

                      "id":3113415,

                      "name":"internet surveillance",

                      "data":{

                        "type":"Keyword",

                        "desc":"internet surveillance"

                      }

                    },

                    {

                      "id":3287872,

                      "name":"mass surveillance",

                      "data":{

                        "type":"Keyword",

                        "desc":"mass surveillance"

                      }

                    },

                    {

                      "id":3425005,

                      "name":"nsa surveillance",

                      "data":{

                        "type":"Keyword",

                        "desc":"nsa surveillance"

                      }

                    },

                    {

                      "id":3894372,

                      "name":"social media surveillance",

                      "data":{

                        "type":"Keyword",

                        "desc":"social media surveillance"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":6,

                    "desc":"Surveillance"

                  }

                },

                {

                  "id":3424927,

                  "name":"nsa spy",

                  "data":{

                    "type":"Keyword",

                    "desc":"nsa spy"

                  }

                },

                {

                  "id":3615539,

                  "name":"privacy breach",

                  "data":{

                    "type":"Keyword",

                    "desc":"privacy breach"

                  }

                },

                {

                  "id":3616535,

                  "name":"privacy impact",

                  "data":{

                    "type":"Keyword",

                    "desc":"privacy impact"

                  }

                },

                {

                  "id":3616538,

                  "name":"privacy impact assessment",

                  "data":{

                    "type":"Keyword",

                    "desc":"privacy impact assessment"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":11,

                "desc":"Privacy Risk"

              }

            },

            {

              "id":157,

              "name":"Technical Risk",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Technical Risk"

              }

            },

            {

              "id":158,

              "name":"Third-party Risk",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Third-party Risk"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":19,

            "desc":"Risk Type"

          }

        },

        {

          "id":159,

          "name":"Score",

          "children":[],

          "data":{

            "type":"Class",

            "size":1,

            "desc":"Score"

          }

        },

        {

          "id":160,

          "name":"Operation",

          "children":[

            {

              "id":161,

              "name":"Aggregation",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Aggregation"

              }

            },

            {

              "id":162,

              "name":"Assessment",

              "children":[

                {

                  "id":2575327,

                  "name":"cyber risk assessment",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber risk assessment"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Assessment"

              }

            },

            {

              "id":163,

              "name":"Identification",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Identification"

              }

            },

            {

              "id":164,

              "name":"Management",

              "children":[

                {

                  "id":2575404,

                  "name":"cyber risk management",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber risk management"

                  }

                },

                {

                  "id":2764486,

                  "name":"enterprise risk management",

                  "data":{

                    "type":"Keyword",

                    "desc":"enterprise risk management"

                  }

                },

                {

                  "id":3275307,

                  "name":"manage cyber risk",

                  "data":{

                    "type":"Keyword",

                    "desc":"manage cyber risk"

                  }

                },

                {

                  "id":3757782,

                  "name":"risk management approach",

                  "data":{

                    "type":"Keyword",

                    "desc":"risk management approach"

                  }

                },

                {

                  "id":3757828,

                  "name":"risk management framework",

                  "data":{

                    "type":"Keyword",

                    "desc":"risk management framework"

                  }

                },

                {

                  "id":3757932,

                  "name":"risk management solution",

                  "data":{

                    "type":"Keyword",

                    "desc":"risk management solution"

                  }

                },

                {

                  "id":3757938,

                  "name":"risk management strategy",

                  "data":{

                    "type":"Keyword",

                    "desc":"risk management strategy"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":8,

                "desc":"Management"

              }

            },

            {

              "id":165,

              "name":"Mitigation",

              "children":[

                {

                  "id":3758078,

                  "name":"risk mitigation",

                  "data":{

                    "type":"Keyword",

                    "desc":"risk mitigation"

                  }

                },

                {

                  "id":3758105,

                  "name":"risk mitigation strategy",

                  "data":{

                    "type":"Keyword",

                    "desc":"risk mitigation strategy"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Mitigation"

              }

            },

            {

              "id":166,

              "name":"Modeling",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Modeling"

              }

            },

            {

              "id":3756997,

              "name":"risk assessment process",

              "data":{

                "type":"Keyword",

                "desc":"risk assessment process"

              }

            },

            {

              "id":3757890,

              "name":"risk management process",

              "data":{

                "type":"Keyword",

                "desc":"risk management process"

              }

            },

            {

              "id":3823112,

              "name":"security risk analysis",

              "data":{

                "type":"Keyword",

                "desc":"security risk analysis"

              }

            },

            {

              "id":3823161,

              "name":"security risk management",

              "data":{

                "type":"Keyword",

                "desc":"security risk management"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":21,

            "desc":"Operation"

          }

        },

        {

          "id":2575316,

          "name":"cyber risk",

          "data":{

            "type":"Keyword",

            "desc":"cyber risk"

          }

        },

        {

          "id":2578248,

          "name":"cyber-risk",

          "data":{

            "type":"Keyword",

            "desc":"cyber-risk"

          }

        },

        {

          "id":2585484,

          "name":"cybersecurity risk",

          "data":{

            "type":"Keyword",

            "desc":"cybersecurity risk"

          }

        },

        {

          "id":3757974,

          "name":"risk manager",

          "data":{

            "type":"Keyword",

            "desc":"risk manager"

          }

        },

        {

          "id":3973233,

          "name":"supply chain risk",

          "data":{

            "type":"Keyword",

            "desc":"supply chain risk"

          }

        },

        {

          "id":3973236,

          "name":"supply chain risk management",

          "data":{

            "type":"Keyword",

            "desc":"supply chain risk management"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":48,

        "desc":"Risk"

      }

    },

    {

      "id":167,

      "name":"Sub-domain",

      "children":[

        {

          "id":168,

          "name":"Automotive Security",

          "children":[

            {

              "id":2388535,

              "name":"car hacking",

              "data":{

                "type":"Keyword",

                "desc":"car hacking"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":2,

            "desc":"Automotive Security"

          }

        },

        {

          "id":169,

          "name":"Cloud Security",

          "children":[

            {

              "id":2452902,

              "name":"cloud access security broker",

              "data":{

                "type":"Keyword",

                "desc":"cloud access security broker"

              }

            },

            {

              "id":2453542,

              "name":"cloud computing security",

              "data":{

                "type":"Keyword",

                "desc":"cloud computing security"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":3,

            "desc":"Cloud Security"

          }

        },

        {

          "id":175,

          "name":"IoT Security",

          "children":[],

          "data":{

            "type":"Class",

            "size":1,

            "desc":"IoT Security"

          }

        },

        {

          "id":176,

          "name":"Mobile Security",

          "children":[

            {

              "id":216,

              "name":"Mobile Malware",

              "children":[

                {

                  "id":2172616,

                  "name":"android banking malware",

                  "data":{

                    "type":"Keyword",

                    "desc":"android banking malware"

                  }

                },

                {

                  "id":2172630,

                  "name":"android banking trojan",

                  "data":{

                    "type":"Keyword",

                    "desc":"android banking trojan"

                  }

                },

                {

                  "id":2173719,

                  "name":"android ransomware",

                  "data":{

                    "type":"Keyword",

                    "desc":"android ransomware"

                  }

                },

                {

                  "id":2174150,

                  "name":"android trojan",

                  "data":{

                    "type":"Keyword",

                    "desc":"android trojan"

                  }

                },

                {

                  "id":2705388,

                  "name":"droidjack",

                  "data":{

                    "type":"Keyword",

                    "desc":"droidjack"

                  }

                },

                {

                  "id":3057368,

                  "name":"imsi catcher",

                  "data":{

                    "type":"Keyword",

                    "desc":"imsi catcher"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":7,

                "desc":"Malware on mobile devices"

              }

            },

            {

              "id":331,

              "name":"Phone Hacking",

              "children":[

                {

                  "id":2173053,

                  "name":"android hacking",

                  "data":{

                    "type":"Keyword",

                    "desc":"android hacking"

                  }

                },

                {

                  "id":3126042,

                  "name":"iphone hack",

                  "data":{

                    "type":"Keyword",

                    "desc":"iphone hack"

                  }

                },

                {

                  "id":3944784,

                  "name":"stingray",

                  "data":{

                    "type":"Keyword",

                    "desc":"stingray"

                  }

                },

                {

                  "id":4029930,

                  "name":"text message interception",

                  "data":{

                    "type":"Keyword",

                    "desc":"text message interception"

                  }

                },

                {

                  "id":4029933,

                  "name":"text message interception hack",

                  "data":{

                    "type":"Keyword",

                    "desc":"text message interception hack"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":6,

                "desc":"Phone Hacking"

              }

            },

            {

              "id":2173260,

              "name":"android malware analysis",

              "data":{

                "type":"Keyword",

                "desc":"android malware analysis"

              }

            },

            {

              "id":2173295,

              "name":"android malware detection",

              "data":{

                "type":"Keyword",

                "desc":"android malware detection"

              }

            },

            {

              "id":2173775,

              "name":"android rat",

              "data":{

                "type":"Keyword",

                "desc":"android rat"

              }

            },

            {

              "id":2173881,

              "name":"android security",

              "data":{

                "type":"Keyword",

                "desc":"android security"

              }

            },

            {

              "id":2193485,

              "name":"app security",

              "data":{

                "type":"Keyword",

                "desc":"app security"

              }

            },

            {

              "id":3057363,

              "name":"imsi",

              "data":{

                "type":"Keyword",

                "desc":"imsi"

              }

            },

            {

              "id":3123688,

              "name":"ios security",

              "data":{

                "type":"Keyword",

                "desc":"ios security"

              }

            },

            {

              "id":3340792,

              "name":"mobile app security",

              "data":{

                "type":"Keyword",

                "desc":"mobile app security"

              }

            },

            {

              "id":3341202,

              "name":"mobile device security",

              "data":{

                "type":"Keyword",

                "desc":"mobile device security"

              }

            },

            {

              "id":3341686,

              "name":"mobile phone hacking",

              "data":{

                "type":"Keyword",

                "desc":"mobile phone hacking"

              }

            },

            {

              "id":3341813,

              "name":"mobile pwn2own",

              "data":{

                "type":"Keyword",

                "desc":"mobile pwn2own"

              }

            },

            {

              "id":3342101,

              "name":"mobile threat",

              "data":{

                "type":"Keyword",

                "desc":"mobile threat"

              }

            },

            {

              "id":3342382,

              "name":"mobilesecurity",

              "data":{

                "type":"Keyword",

                "desc":"mobilesecurity"

              }

            },

            {

              "id":3811716,

              "name":"secure enclave",

              "data":{

                "type":"Keyword",

                "desc":"secure enclave"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":28,

            "desc":"Mobile Security"

          }

        },

        {

          "id":177,

          "name":"Smart Grid Security",

          "children":[],

          "data":{

            "type":"Class",

            "size":1,

            "desc":"Smart Grid Security"

          }

        },

        {

          "id":178,

          "name":"Trust",

          "children":[

            {

              "id":281,

              "name":"Centralized Trust",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Centralized Trust"

              }

            },

            {

              "id":282,

              "name":"Distributed Trust",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Distributed Trust"

              }

            },

            {

              "id":283,

              "name":"Trust Computing",

              "children":[

                {

                  "id":284,

                  "name":"Trusted Platform Module (TPM)",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Trusted Platform Module (TPM)"

                  }

                },

                {

                  "id":285,

                  "name":"Trusted Execution Environment (TEE)",

                  "children":[

                    {

                      "id":286,

                      "name":"TrustZone",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"TrustZone"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Trusted Execution Environment (TEE)"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Trust Computing"

              }

            },

            {

              "id":507,

              "name":"Operation",

              "children":[

                {

                  "id":508,

                  "name":"Trust Management",

                  "children":[

                    {

                      "id":4086177,

                      "name":"trust management framework",

                      "data":{

                        "type":"Keyword",

                        "desc":"trust management framework"

                      }

                    },

                    {

                      "id":4086208,

                      "name":"trust management system",

                      "data":{

                        "type":"Keyword",

                        "desc":"trust management system"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"Trust Management"

                  }

                },

                {

                  "id":4085756,

                  "name":"trust evaluation",

                  "data":{

                    "type":"Keyword",

                    "desc":"trust evaluation"

                  }

                },

                {

                  "id":4086375,

                  "name":"trust negotiation",

                  "data":{

                    "type":"Keyword",

                    "desc":"trust negotiation"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":6,

                "desc":"Operation"

              }

            },

            {

              "id":2241721,

              "name":"automated trust negotiation",

              "data":{

                "type":"Keyword",

                "desc":"automated trust negotiation"

              }

            },

            {

              "id":3730642,

              "name":"reputation system",

              "data":{

                "type":"Keyword",

                "desc":"reputation system"

              }

            },

            {

              "id":4085556,

              "name":"trust decision",

              "data":{

                "type":"Keyword",

                "desc":"trust decision"

              }

            },

            {

              "id":4086106,

              "name":"trust level",

              "data":{

                "type":"Keyword",

                "desc":"trust level"

              }

            },

            {

              "id":4086267,

              "name":"trust metric",

              "data":{

                "type":"Keyword",

                "desc":"trust metric"

              }

            },

            {

              "id":4086299,

              "name":"trust model",

              "data":{

                "type":"Keyword",

                "desc":"trust model"

              }

            },

            {

              "id":4086452,

              "name":"trust network",

              "data":{

                "type":"Keyword",

                "desc":"trust network"

              }

            },

            {

              "id":4086542,

              "name":"trust party",

              "data":{

                "type":"Keyword",

                "desc":"trust party"

              }

            },

            {

              "id":4087074,

              "name":"trust platform module",

              "data":{

                "type":"Keyword",

                "desc":"trust platform module"

              }

            },

            {

              "id":4087134,

              "name":"trust propagation",

              "data":{

                "type":"Keyword",

                "desc":"trust propagation"

              }

            },

            {

              "id":4087231,

              "name":"trust relation",

              "data":{

                "type":"Keyword",

                "desc":"trust relation"

              }

            },

            {

              "id":4087327,

              "name":"trust requirement",

              "data":{

                "type":"Keyword",

                "desc":"trust requirement"

              }

            },

            {

              "id":4088417,

              "name":"trustor",

              "data":{

                "type":"Keyword",

                "desc":"trustor"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":26,

            "desc":"Trust"

          }

        },

        {

          "id":241,

          "name":"Software Security",

          "children":[

            {

              "id":2197814,

              "name":"application security",

              "data":{

                "type":"Keyword",

                "desc":"application security"

              }

            },

            {

              "id":2197898,

              "name":"application security test",

              "data":{

                "type":"Keyword",

                "desc":"application security test"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":3,

            "desc":"Software Security"

          }

        },

        {

          "id":242,

          "name":"Hardware Security",

          "children":[],

          "data":{

            "type":"Class",

            "size":1,

            "desc":"Hardware Security"

          }

        },

        {

          "id":243,

          "name":"Systems Security",

          "children":[

            {

              "id":2243954,

              "name":"autorun",

              "data":{

                "type":"Keyword",

                "desc":"autorun"

              }

            },

            {

              "id":3824140,

              "name":"security systems",

              "data":{

                "type":"Keyword",

                "desc":"security systems"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":3,

            "desc":"Systems Security"

          }

        },

        {

          "id":246,

          "name":"Distributed Ledger",

          "children":[

            {

              "id":247,

              "name":"Blockchain",

              "children":[

                {

                  "id":250,

                  "name":"Public Blockchain",

                  "children":[

                    {

                      "id":253,

                      "name":"Ethereum",

                      "children":[],

                      "data":{

                        "type":"Class",

                        "size":1,

                        "desc":"Ethereum"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Public Blockchain"

                  }

                },

                {

                  "id":251,

                  "name":"Permissioned (Consortium) Blockchain",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Permissioned (Consortium) Blockchain"

                  }

                },

                {

                  "id":252,

                  "name":"Private Blockchain",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Private Blockchain"

                  }

                },

                {

                  "id":3886372,

                  "name":"smart contract",

                  "data":{

                    "type":"Keyword",

                    "desc":"smart contract"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":6,

                "desc":"Blockchain"

              }

            },

            {

              "id":248,

              "name":"Cryptocurrency",

              "children":[

                {

                  "id":249,

                  "name":"Bitcoin",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Bitcoin"

                  }

                },

                {

                  "id":2325595,

                  "name":"btc-e",

                  "data":{

                    "type":"Keyword",

                    "desc":"btc-e"

                  }

                },

                {

                  "id":2398178,

                  "name":"ccn",

                  "data":{

                    "type":"Keyword",

                    "desc":"ccn"

                  }

                },

                {

                  "id":2556972,

                  "name":"cryptocurrency miner",

                  "data":{

                    "type":"Keyword",

                    "desc":"cryptocurrency miner"

                  }

                },

                {

                  "id":2782394,

                  "name":"ethereum",

                  "data":{

                    "type":"Keyword",

                    "desc":"ethereum"

                  }

                },

                {

                  "id":4240730,

                  "name":"zcash",

                  "data":{

                    "type":"Keyword",

                    "desc":"zcash"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":7,

                "desc":"Cryptocurrency"

              }

            },

            {

              "id":254,

              "name":"Smart Contract",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Smart Contract"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":15,

            "desc":"Distributed Ledger"

          }

        },

        {

          "id":280,

          "name":"Usable Security",

          "children":[],

          "data":{

            "type":"Class",

            "size":1,

            "desc":"Usable Security"

          }

        },

        {

          "id":425,

          "name":"Physical Security",

          "children":[

            {

              "id":2658205,

              "name":"device security",

              "data":{

                "type":"Keyword",

                "desc":"device security"

              }

            },

            {

              "id":3085741,

              "name":"infrastructure security",

              "data":{

                "type":"Keyword",

                "desc":"infrastructure security"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":3,

            "desc":"Physical Security"

          }

        },

        {

          "id":428,

          "name":"Network Security",

          "children":[

            {

              "id":2605915,

              "name":"datagram transport layer security",

              "data":{

                "type":"Keyword",

                "desc":"datagram transport layer security"

              }

            },

            {

              "id":3391829,

              "name":"network flow data",

              "data":{

                "type":"Keyword",

                "desc":"network flow data"

              }

            },

            {

              "id":3393116,

              "name":"network security analysis",

              "data":{

                "type":"Keyword",

                "desc":"network security analysis"

              }

            },

            {

              "id":3393234,

              "name":"network security monitoring",

              "data":{

                "type":"Keyword",

                "desc":"network security monitoring"

              }

            },

            {

              "id":3393776,

              "name":"network traffic analysis",

              "data":{

                "type":"Keyword",

                "desc":"network traffic analysis"

              }

            },

            {

              "id":3393806,

              "name":"network traffic data",

              "data":{

                "type":"Keyword",

                "desc":"network traffic data"

              }

            },

            {

              "id":4073879,

              "name":"transport layer security",

              "data":{

                "type":"Keyword",

                "desc":"transport layer security"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":8,

            "desc":"Network Security"

          }

        },

        {

          "id":429,

          "name":"Cybersecurity Industry",

          "children":[

            {

              "id":3276010,

              "name":"managed security service",

              "data":{

                "type":"Keyword",

                "desc":"managed security service"

              }

            },

            {

              "id":3361333,

              "name":"mssp",

              "data":{

                "type":"Keyword",

                "desc":"mssp"

              }

            },

            {

              "id":3823507,

              "name":"security service provider",

              "data":{

                "type":"Keyword",

                "desc":"security service provider"

              }

            },

            {

              "id":3824906,

              "name":"security vendor",

              "data":{

                "type":"Keyword",

                "desc":"security vendor"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":5,

            "desc":"Cybersecurity Industry"

          }

        },

        {

          "id":2323110,

          "name":"browser security",

          "data":{

            "type":"Keyword",

            "desc":"browser security"

          }

        },

        {

          "id":2480958,

          "name":"communications security",

          "data":{

            "type":"Keyword",

            "desc":"communications security"

          }

        },

        {

          "id":2667570,

          "name":"digital security",

          "data":{

            "type":"Keyword",

            "desc":"digital security"

          }

        },

        {

          "id":2756290,

          "name":"endpoint security",

          "data":{

            "type":"Keyword",

            "desc":"endpoint security"

          }

        },

        {

          "id":2764512,

          "name":"enterprise security",

          "data":{

            "type":"Keyword",

            "desc":"enterprise security"

          }

        },

        {

          "id":3025660,

          "name":"http strict transport security",

          "data":{

            "type":"Keyword",

            "desc":"http strict transport security"

          }

        },

        {

          "id":3037606,

          "name":"ics security",

          "data":{

            "type":"Keyword",

            "desc":"ics security"

          }

        },

        {

          "id":3075965,

          "name":"industrial control system security",

          "data":{

            "type":"Keyword",

            "desc":"industrial control system security"

          }

        },

        {

          "id":3138521,

          "name":"itsecurity",

          "data":{

            "type":"Keyword",

            "desc":"itsecurity"

          }

        },

        {

          "id":3473103,

          "name":"operational security",

          "data":{

            "type":"Keyword",

            "desc":"operational security"

          }

        },

        {

          "id":3517227,

          "name":"password security",

          "data":{

            "type":"Keyword",

            "desc":"password security"

          }

        },

        {

          "id":3671471,

          "name":"qubes security bulletin",

          "data":{

            "type":"Keyword",

            "desc":"qubes security bulletin"

          }

        },

        {

          "id":3894318,

          "name":"social media security",

          "data":{

            "type":"Keyword",

            "desc":"social media security"

          }

        },

        {

          "id":4138591,

          "name":"user security",

          "data":{

            "type":"Keyword",

            "desc":"user security"

          }

        },

        {

          "id":4190336,

          "name":"web application security",

          "data":{

            "type":"Keyword",

            "desc":"web application security"

          }

        },

        {

          "id":4191614,

          "name":"web security",

          "data":{

            "type":"Keyword",

            "desc":"web security"

          }

        },

        {

          "id":4212954,

          "name":"windows security",

          "data":{

            "type":"Keyword",

            "desc":"windows security"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":118,

        "desc":"Sub-domain"

      }

    },

    {

      "id":289,

      "name":"Nefarious Activity",

      "children":[

        {

          "id":290,

          "name":"Cybercrime",

          "children":[

            {

              "id":2548876,

              "name":"crimeware",

              "data":{

                "type":"Keyword",

                "desc":"crimeware"

              }

            },

            {

              "id":2572757,

              "name":"cyber crime",

              "data":{

                "type":"Keyword",

                "desc":"cyber crime"

              }

            },

            {

              "id":2573651,

              "name":"cyber extortion",

              "data":{

                "type":"Keyword",

                "desc":"cyber extortion"

              }

            },

            {

              "id":2577659,

              "name":"cyber-crime",

              "data":{

                "type":"Keyword",

                "desc":"cyber-crime"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":5,

            "desc":"Cybercrime"

          }

        },

        {

          "id":349,

          "name":"Hacking",

          "children":[

            {

              "id":366,

              "name":"Hacktivism",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Hacktivism"

              }

            },

            {

              "id":367,

              "name":"Hacking Tool",

              "children":[

                {

                  "id":2433562,

                  "name":"cia hacking tool",

                  "data":{

                    "type":"Keyword",

                    "desc":"cia hacking tool"

                  }

                },

                {

                  "id":2972289,

                  "name":"hacking software",

                  "data":{

                    "type":"Keyword",

                    "desc":"hacking software"

                  }

                },

                {

                  "id":2972656,

                  "name":"hacking tools",

                  "data":{

                    "type":"Keyword",

                    "desc":"hacking tools"

                  }

                },

                {

                  "id":3709667,

                  "name":"regin",

                  "data":{

                    "type":"Keyword",

                    "desc":"regin"

                  }

                },

                {

                  "id":3925311,

                  "name":"spy tool",

                  "data":{

                    "type":"Keyword",

                    "desc":"spy tool"

                  }

                },

                {

                  "id":4212106,

                  "name":"windows hacking tool",

                  "data":{

                    "type":"Keyword",

                    "desc":"windows hacking tool"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":7,

                "desc":"Hacking Tool"

              }

            },

            {

              "id":476,

              "name":"Web Hacking",

              "children":[

                {

                  "id":477,

                  "name":"Social Media Hacking",

                  "children":[

                    {

                      "id":2970750,

                      "name":"hacking facebook account",

                      "data":{

                        "type":"Keyword",

                        "desc":"hacking facebook account"

                      }

                    },

                    {

                      "id":4096084,

                      "name":"twitter account hack",

                      "data":{

                        "type":"Keyword",

                        "desc":"twitter account hack"

                      }

                    },

                    {

                      "id":4238704,

                      "name":"youtube hacking tricks",

                      "data":{

                        "type":"Keyword",

                        "desc":"youtube hacking tricks"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":4,

                    "desc":"Social Media Hacking"

                  }

                },

                {

                  "id":4194595,

                  "name":"website hack",

                  "data":{

                    "type":"Keyword",

                    "desc":"website hack"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":6,

                "desc":"Web Hacking"

              }

            },

            {

              "id":2193053,

              "name":"app hacking",

              "data":{

                "type":"Keyword",

                "desc":"app hacking"

              }

            },

            {

              "id":2546972,

              "name":"credit card hack",

              "data":{

                "type":"Keyword",

                "desc":"credit card hack"

              }

            },

            {

              "id":2605043,

              "name":"database hack",

              "data":{

                "type":"Keyword",

                "desc":"database hack"

              }

            },

            {

              "id":2688382,

              "name":"dnc hack",

              "data":{

                "type":"Keyword",

                "desc":"dnc hack"

              }

            },

            {

              "id":2734779,

              "name":"election hacking",

              "data":{

                "type":"Keyword",

                "desc":"election hacking"

              }

            },

            {

              "id":2740419,

              "name":"email interception hack",

              "data":{

                "type":"Keyword",

                "desc":"email interception hack"

              }

            },

            {

              "id":2944517,

              "name":"government hacking",

              "data":{

                "type":"Keyword",

                "desc":"government hacking"

              }

            },

            {

              "id":2968718,

              "name":"hacker target",

              "data":{

                "type":"Keyword",

                "desc":"hacker target"

              }

            },

            {

              "id":2969936,

              "name":"hackerspace",

              "data":{

                "type":"Keyword",

                "desc":"hackerspace"

              }

            },

            {

              "id":2972214,

              "name":"hacking service",

              "data":{

                "type":"Keyword",

                "desc":"hacking service"

              }

            },

            {

              "id":2972535,

              "name":"hacking technique",

              "data":{

                "type":"Keyword",

                "desc":"hacking technique"

              }

            },

            {

              "id":2972770,

              "name":"hacking tutorial",

              "data":{

                "type":"Keyword",

                "desc":"hacking tutorial"

              }

            },

            {

              "id":2982685,

              "name":"hardware hacking",

              "data":{

                "type":"Keyword",

                "desc":"hardware hacking"

              }

            },

            {

              "id":3082954,

              "name":"infosec hacking",

              "data":{

                "type":"Keyword",

                "desc":"infosec hacking"

              }

            },

            {

              "id":3424546,

              "name":"nsa malware staging server",

              "data":{

                "type":"Keyword",

                "desc":"nsa malware staging server"

              }

            },

            {

              "id":3904770,

              "name":"sony hack",

              "data":{

                "type":"Keyword",

                "desc":"sony hack"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":31,

            "desc":"Hacking Activities"

          }

        },

        {

          "id":378,

          "name":"Payment Card Fraud",

          "children":[

            {

              "id":521,

              "name":"Magnetic Stripe Reader",

              "children":[

                {

                  "id":3361228,

                  "name":"msr2000",

                  "data":{

                    "type":"Keyword",

                    "desc":"msr2000"

                  }

                },

                {

                  "id":3361229,

                  "name":"msr206",

                  "data":{

                    "type":"Keyword",

                    "desc":"msr206"

                  }

                },

                {

                  "id":3361233,

                  "name":"msr3000",

                  "data":{

                    "type":"Keyword",

                    "desc":"msr3000"

                  }

                },

                {

                  "id":3361234,

                  "name":"msr400",

                  "data":{

                    "type":"Keyword",

                    "desc":"msr400"

                  }

                },

                {

                  "id":3361235,

                  "name":"msr500m",

                  "data":{

                    "type":"Keyword",

                    "desc":"msr500m"

                  }

                },

                {

                  "id":3361237,

                  "name":"msr505",

                  "data":{

                    "type":"Keyword",

                    "desc":"msr505"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":7,

                "desc":"Magnetic Stripe Reader"

              }

            },

            {

              "id":2389434,

              "name":"card breach",

              "data":{

                "type":"Keyword",

                "desc":"card breach"

              }

            },

            {

              "id":2390203,

              "name":"carder007",

              "data":{

                "type":"Keyword",

                "desc":"carder007"

              }

            },

            {

              "id":2390336,

              "name":"carding",

              "data":{

                "type":"Keyword",

                "desc":"carding"

              }

            },

            {

              "id":2546864,

              "name":"credit card breach",

              "data":{

                "type":"Keyword",

                "desc":"credit card breach"

              }

            },

            {

              "id":2547078,

              "name":"credit card skimmer",

              "data":{

                "type":"Keyword",

                "desc":"credit card skimmer"

              }

            },

            {

              "id":2902650,

              "name":"fullz",

              "data":{

                "type":"Keyword",

                "desc":"fullz"

              }

            },

            {

              "id":3524285,

              "name":"payment card breach",

              "data":{

                "type":"Keyword",

                "desc":"payment card breach"

              }

            },

            {

              "id":3850953,

              "name":"sfo",

              "data":{

                "type":"Keyword",

                "desc":"sfo"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":16,

            "desc":"Payment Card Fraud"

          }

        },

        {

          "id":460,

          "name":"Dark Web",

          "children":[

            {

              "id":461,

              "name":"Dark Web Market",

              "children":[

                {

                  "id":2596134,

                  "name":"dark web drug market",

                  "data":{

                    "type":"Keyword",

                    "desc":"dark web drug market"

                  }

                },

                {

                  "id":2979598,

                  "name":"hansa dark web market",

                  "data":{

                    "type":"Keyword",

                    "desc":"hansa dark web market"

                  }

                },

                {

                  "id":4111459,

                  "name":"underground market",

                  "data":{

                    "type":"Keyword",

                    "desc":"underground market"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Dark Web Market"

              }

            },

            {

              "id":2596213,

              "name":"dark web site",

              "data":{

                "type":"Keyword",

                "desc":"dark web site"

              }

            },

            {

              "id":2596506,

              "name":"darknet",

              "data":{

                "type":"Keyword",

                "desc":"darknet"

              }

            },

            {

              "id":2596689,

              "name":"darkweb",

              "data":{

                "type":"Keyword",

                "desc":"darkweb"

              }

            },

            {

              "id":4111413,

              "name":"underground forum",

              "data":{

                "type":"Keyword",

                "desc":"underground forum"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":9,

            "desc":"Dark Web"

          }

        },

        {

          "id":462,

          "name":"Malicious",

          "children":[

            {

              "id":463,

              "name":"Malicious File",

              "children":[

                {

                  "id":464,

                  "name":"Malicious Document",

                  "children":[

                    {

                      "id":3268156,

                      "name":"malicious pdf",

                      "data":{

                        "type":"Keyword",

                        "desc":"malicious pdf"

                      }

                    },

                    {

                      "id":3268727,

                      "name":"malicious word document",

                      "data":{

                        "type":"Keyword",

                        "desc":"malicious word document"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"Malicious Document"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Malicious File"

              }

            },

            {

              "id":465,

              "name":"Malicious Software",

              "children":[

                {

                  "id":3267180,

                  "name":"malicious android app",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious android app"

                  }

                },

                {

                  "id":3267199,

                  "name":"malicious app",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious app"

                  }

                },

                {

                  "id":3267213,

                  "name":"malicious application",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious application"

                  }

                },

                {

                  "id":3267388,

                  "name":"malicious code",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious code"

                  }

                },

                {

                  "id":3267657,

                  "name":"malicious executable",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious executable"

                  }

                },

                {

                  "id":3268142,

                  "name":"malicious payload",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious payload"

                  }

                },

                {

                  "id":3268267,

                  "name":"malicious program",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious program"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":8,

                "desc":"Malicious Software"

              }

            },

            {

              "id":466,

              "name":"Malicious Actor",

              "children":[

                {

                  "id":3267833,

                  "name":"malicious insider",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious insider"

                  }

                },

                {

                  "id":3268634,

                  "name":"malicious user",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious user"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Malicious Actor"

              }

            },

            {

              "id":467,

              "name":"Malicious URL",

              "children":[

                {

                  "id":3267585,

                  "name":"malicious domain",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious domain"

                  }

                },

                {

                  "id":3267942,

                  "name":"malicious link",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious link"

                  }

                },

                {

                  "id":3268694,

                  "name":"malicious website",

                  "data":{

                    "type":"Keyword",

                    "desc":"malicious website"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Malicious URL"

              }

            },

            {

              "id":486,

              "name":"Malicious Cyber Activity",

              "children":[

                {

                  "id":2953417,

                  "name":"grizzly steppe report",

                  "data":{

                    "type":"Keyword",

                    "desc":"grizzly steppe report"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Malicious Cyber Activity"

              }

            },

            {

              "id":3267276,

              "name":"malicious behavior",

              "data":{

                "type":"Keyword",

                "desc":"malicious behavior"

              }

            },

            {

              "id":3267484,

              "name":"malicious content",

              "data":{

                "type":"Keyword",

                "desc":"malicious content"

              }

            },

            {

              "id":3267617,

              "name":"malicious email",

              "data":{

                "type":"Keyword",

                "desc":"malicious email"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":25,

            "desc":"Malicious"

          }

        },

        {

          "id":500,

          "name":"Piracy",

          "children":[

            {

              "id":3557791,

              "name":"pirate bay",

              "data":{

                "type":"Keyword",

                "desc":"pirate bay"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":2,

            "desc":"Piracy"

          }

        },

        {

          "id":523,

          "name":"Spamming",

          "children":[

            {

              "id":3912022,

              "name":"spam campaign",

              "data":{

                "type":"Keyword",

                "desc":"spam campaign"

              }

            },

            {

              "id":3912308,

              "name":"spam email",

              "data":{

                "type":"Keyword",

                "desc":"spam email"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":3,

            "desc":"Spamming"

          }

        },

        {

          "id":2827180,

          "name":"fake news",

          "data":{

            "type":"Keyword",

            "desc":"fake news"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":93,

        "desc":"Any activity that is nefarious or can cause hard/damage"

      }

    },

    {

      "id":291,

      "name":"Warfare",

      "children":[

        {

          "id":287,

          "name":"Defense",

          "children":[

            {

              "id":288,

              "name":"Center",

              "children":[

                {

                  "id":488,

                  "name":"National Cyber Security Centre",

                  "children":[

                    {

                      "id":2573558,

                      "name":"cyber essentials scheme",

                      "data":{

                        "type":"Keyword",

                        "desc":"cyber essentials scheme"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"National Cyber Security Centre"

                  }

                },

                {

                  "id":2572577,

                  "name":"cyber command",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber command"

                  }

                },

                {

                  "id":2573121,

                  "name":"cyber defence centre",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber defence centre"

                  }

                },

                {

                  "id":2575691,

                  "name":"cyber security center",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber security center"

                  }

                },

                {

                  "id":2575696,

                  "name":"cyber security centre",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber security centre"

                  }

                },

                {

                  "id":3379734,

                  "name":"nato ccd coe",

                  "data":{

                    "type":"Keyword",

                    "desc":"nato ccd coe"

                  }

                },

                {

                  "id":3379781,

                  "name":"nato cooperative cyber defence centre",

                  "data":{

                    "type":"Keyword",

                    "desc":"nato cooperative cyber defence centre"

                  }

                },

                {

                  "id":3815890,

                  "name":"security center",

                  "data":{

                    "type":"Keyword",

                    "desc":"security center"

                  }

                },

                {

                  "id":3821421,

                  "name":"security operations center",

                  "data":{

                    "type":"Keyword",

                    "desc":"security operations center"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":11,

                "desc":"Cyber Security Defense Center"

              }

            },

            {

              "id":2438594,

              "name":"cis critical security controls",

              "data":{

                "type":"Keyword",

                "desc":"cis critical security controls"

              }

            },

            {

              "id":2494992,

              "name":"computer network defense",

              "data":{

                "type":"Keyword",

                "desc":"computer network defense"

              }

            },

            {

              "id":2573113,

              "name":"cyber defence",

              "data":{

                "type":"Keyword",

                "desc":"cyber defence"

              }

            },

            {

              "id":2573194,

              "name":"cyber defense",

              "data":{

                "type":"Keyword",

                "desc":"cyber defense"

              }

            },

            {

              "id":2575255,

              "name":"cyber resilience",

              "data":{

                "type":"Keyword",

                "desc":"cyber resilience"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":17,

            "desc":"Cyber Security Defense"

          }

        },

        {

          "id":293,

          "name":"Espionage",

          "children":[

            {

              "id":2573477,

              "name":"cyber espionage campaign",

              "data":{

                "type":"Keyword",

                "desc":"cyber espionage campaign"

              }

            },

            {

              "id":2573520,

              "name":"cyber espionage operation",

              "data":{

                "type":"Keyword",

                "desc":"cyber espionage operation"

              }

            },

            {

              "id":2577783,

              "name":"cyber-espionage",

              "data":{

                "type":"Keyword",

                "desc":"cyber-espionage"

              }

            },

            {

              "id":2581602,

              "name":"cyberespionage",

              "data":{

                "type":"Keyword",

                "desc":"cyberespionage"

              }

            },

            {

              "id":2777395,

              "name":"espionage campaign",

              "data":{

                "type":"Keyword",

                "desc":"espionage campaign"

              }

            },

            {

              "id":4067196,

              "name":"tradecraft",

              "data":{

                "type":"Keyword",

                "desc":"tradecraft"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":7,

            "desc":"Cyber Espionage"

          }

        },

        {

          "id":491,

          "name":"Government Strategy/Framework",

          "children":[

            {

              "id":3377598,

              "name":"national cyber security strategy",

              "data":{

                "type":"Keyword",

                "desc":"national cyber security strategy"

              }

            },

            {

              "id":3378624,

              "name":"national security letter",

              "data":{

                "type":"Keyword",

                "desc":"national security letter"

              }

            },

            {

              "id":3406314,

              "name":"nist cybersecurity framework",

              "data":{

                "type":"Keyword",

                "desc":"nist cybersecurity framework"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":4,

            "desc":"Government Strategy/Framework"

          }

        },

        {

          "id":499,

          "name":"Cyber Security Culture",

          "children":[

            {

              "id":2959568,

              "name":"guy fawkes mask",

              "data":{

                "type":"Keyword",

                "desc":"guy fawkes mask"

              }

            },

            {

              "id":3359718,

              "name":"mrrobot",

              "data":{

                "type":"Keyword",

                "desc":"mrrobot"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":3,

            "desc":"Cyber Security Culture"

          }

        },

        {

          "id":2571862,

          "name":"cyber arm race",

          "data":{

            "type":"Keyword",

            "desc":"cyber arm race"

          }

        },

        {

          "id":2572675,

          "name":"cyber conflict",

          "data":{

            "type":"Keyword",

            "desc":"cyber conflict"

          }

        },

        {

          "id":2577321,

          "name":"cyber war",

          "data":{

            "type":"Keyword",

            "desc":"cyber war"

          }

        },

        {

          "id":2577360,

          "name":"cyber warfare",

          "data":{

            "type":"Keyword",

            "desc":"cyber warfare"

          }

        },

        {

          "id":2577442,

          "name":"cyber weapon",

          "data":{

            "type":"Keyword",

            "desc":"cyber weapon"

          }

        },

        {

          "id":2579598,

          "name":"cyberaware",

          "data":{

            "type":"Keyword",

            "desc":"cyberaware"

          }

        },

        {

          "id":2586818,

          "name":"cyberwar",

          "data":{

            "type":"Keyword",

            "desc":"cyberwar"

          }

        },

        {

          "id":2587805,

          "name":"cyberwarfare",

          "data":{

            "type":"Keyword",

            "desc":"cyberwarfare"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":40,

        "desc":"Cyberware"

      }

    },

    {

      "id":295,

      "name":"Privacy",

      "children":[

        {

          "id":297,

          "name":"Preserving",

          "children":[

            {

              "id":298,

              "name":"Data",

              "children":[

                {

                  "id":299,

                  "name":"Operation",

                  "children":[

                    {

                      "id":300,

                      "name":"Analysis",

                      "children":[

                        {

                          "id":3307395,

                          "name":"memory analysis",

                          "data":{

                            "type":"Keyword",

                            "desc":"memory analysis"

                          }

                        },

                        {

                          "id":3618592,

                          "name":"privacy-preserving data analysis",

                          "data":{

                            "type":"Keyword",

                            "desc":"privacy-preserving data analysis"

                          }

                        },

                        {

                          "id":3938018,

                          "name":"static analysis tool",

                          "data":{

                            "type":"Keyword",

                            "desc":"static analysis tool"

                          }

                        },

                        {

                          "id":4235095,

                          "name":"yara rule",

                          "data":{

                            "type":"Keyword",

                            "desc":"yara rule"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":5,

                        "desc":"Analysis"

                      }

                    },

                    {

                      "id":303,

                      "name":"Mining",

                      "children":[

                        {

                          "id":3604312,

                          "name":"preserve data mining",

                          "data":{

                            "type":"Keyword",

                            "desc":"preserve data mining"

                          }

                        },

                        {

                          "id":3617384,

                          "name":"privacy preserving data mining",

                          "data":{

                            "type":"Keyword",

                            "desc":"privacy preserving data mining"

                          }

                        },

                        {

                          "id":3618602,

                          "name":"privacy-preserving data mining",

                          "data":{

                            "type":"Keyword",

                            "desc":"privacy-preserving data mining"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":4,

                        "desc":"Mining"

                      }

                    },

                    {

                      "id":304,

                      "name":"Publishing",

                      "children":[

                        {

                          "id":3617391,

                          "name":"privacy preserving data publishing",

                          "data":{

                            "type":"Keyword",

                            "desc":"privacy preserving data publishing"

                          }

                        },

                        {

                          "id":3618619,

                          "name":"privacy-preserving data publishing",

                          "data":{

                            "type":"Keyword",

                            "desc":"privacy-preserving data publishing"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":3,

                        "desc":"Publishing"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":13,

                    "desc":"Operation"

                  }

                },

                {

                  "id":4051718,

                  "name":"tlp traffic light protocol",

                  "data":{

                    "type":"Keyword",

                    "desc":"tlp traffic light protocol"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":15,

                "desc":"Data"

              }

            },

            {

              "id":325,

              "name":"De-identification",

              "children":[

                {

                  "id":296,

                  "name":"Method",

                  "children":[

                    {

                      "id":3158528,

                      "name":"k-anonymization",

                      "data":{

                        "type":"Keyword",

                        "desc":"k-anonymization"

                      }

                    },

                    {

                      "id":3181453,

                      "name":"l-diversity",

                      "data":{

                        "type":"Keyword",

                        "desc":"l-diversity"

                      }

                    },

                    {

                      "id":3994130,

                      "name":"t-closeness",

                      "data":{

                        "type":"Keyword",

                        "desc":"t-closeness"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":4,

                    "desc":"Privacy Preserving Method"

                  }

                },

                {

                  "id":451,

                  "name":"k-anonymity",

                  "children":[

                    {

                      "id":3158487,

                      "name":"k-anonymity privacy protection",

                      "data":{

                        "type":"Keyword",

                        "desc":"k-anonymity privacy protection"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"k-anonymity"

                  }

                },

                {

                  "id":3689712,

                  "name":"re-identification",

                  "data":{

                    "type":"Keyword",

                    "desc":"re-identification"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":8,

                "desc":"De-identification is the process used to prevent someone's personal identity from being revealed."

              }

            },

            {

              "id":459,

              "name":"Multi-party Computation (MPC)",

              "children":[

                {

                  "id":3365230,

                  "name":"multiparty unconditionally secure protocol",

                  "data":{

                    "type":"Keyword",

                    "desc":"multiparty unconditionally secure protocol"

                  }

                },

                {

                  "id":3811315,

                  "name":"secure computing",

                  "data":{

                    "type":"Keyword",

                    "desc":"secure computing"

                  }

                },

                {

                  "id":3812341,

                  "name":"secure multi-party computation",

                  "data":{

                    "type":"Keyword",

                    "desc":"secure multi-party computation"

                  }

                },

                {

                  "id":3812375,

                  "name":"secure multiparty computation",

                  "data":{

                    "type":"Keyword",

                    "desc":"secure multiparty computation"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":5,

                "desc":"MPC is a sub-field of cryptography with the goal of creating methods for parties to jointly compute a function over their inputs while keeping those inputs private"

              }

            },

            {

              "id":495,

              "name":"Homomorphic Encryption",

              "children":[

                {

                  "id":3015248,

                  "name":"homomorphic encryption scheme",

                  "data":{

                    "type":"Keyword",

                    "desc":"homomorphic encryption scheme"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Homomorphic encryption is a form of encryption that allows computation on ciphertexts, generating an encrypted result which, when decrypted, matches the result of the operations as if they had been performed on the plaintext. Homomorphic encryption can be used for privacy-preserving outsourced storage and computation."

              }

            },

            {

              "id":3617241,

              "name":"privacy preservation",

              "data":{

                "type":"Keyword",

                "desc":"privacy preservation"

              }

            },

            {

              "id":3618527,

              "name":"privacy-preserving",

              "data":{

                "type":"Keyword",

                "desc":"privacy-preserving"

              }

            },

            {

              "id":3938965,

              "name":"statistical disclosure control",

              "data":{

                "type":"Keyword",

                "desc":"statistical disclosure control"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":34,

            "desc":"Privacy Preserving"

          }

        },

        {

          "id":305,

          "name":"Enhancing",

          "children":[

            {

              "id":235,

              "name":"Privacy Enhancing Technology (PET)",

              "children":[

                {

                  "id":441,

                  "name":"Anonymization",

                  "children":[

                    {

                      "id":2179269,

                      "name":"anonymization algorithm",

                      "data":{

                        "type":"Keyword",

                        "desc":"anonymization algorithm"

                      }

                    },

                    {

                      "id":2179450,

                      "name":"anonymization technique",

                      "data":{

                        "type":"Keyword",

                        "desc":"anonymization technique"

                      }

                    },

                    {

                      "id":2179709,

                      "name":"anonymized data",

                      "data":{

                        "type":"Keyword",

                        "desc":"anonymized data"

                      }

                    },

                    {

                      "id":2179804,

                      "name":"anonymizing",

                      "data":{

                        "type":"Keyword",

                        "desc":"anonymizing"

                      }

                    },

                    {

                      "id":2598438,

                      "name":"data anonymization",

                      "data":{

                        "type":"Keyword",

                        "desc":"data anonymization"

                      }

                    },

                    {

                      "id":2612231,

                      "name":"de-anonymization",

                      "data":{

                        "type":"Keyword",

                        "desc":"de-anonymization"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":7,

                    "desc":"Anonymization"

                  }

                },

                {

                  "id":448,

                  "name":"Differential Privacy",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Differential Privacy"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":9,

                "desc":"Privacy Enhancing Technology (PET)"

              }

            },

            {

              "id":453,

              "name":"Online Privacy Protection",

              "children":[

                {

                  "id":452,

                  "name":"Anonymous Browsing",

                  "children":[

                    {

                      "id":2180684,

                      "name":"anonymous email",

                      "data":{

                        "type":"Keyword",

                        "desc":"anonymous email"

                      }

                    },

                    {

                      "id":2180698,

                      "name":"anonymous email address",

                      "data":{

                        "type":"Keyword",

                        "desc":"anonymous email address"

                      }

                    },

                    {

                      "id":2182528,

                      "name":"anonymous proxy",

                      "data":{

                        "type":"Keyword",

                        "desc":"anonymous proxy"

                      }

                    },

                    {

                      "id":4059954,

                      "name":"tor node",

                      "data":{

                        "type":"Keyword",

                        "desc":"tor node"

                      }

                    },

                    {

                      "id":4059962,

                      "name":"tor node operator",

                      "data":{

                        "type":"Keyword",

                        "desc":"tor node operator"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":6,

                    "desc":"Anonymous Browsing"

                  }

                },

                {

                  "id":3464907,

                  "name":"online safety",

                  "data":{

                    "type":"Keyword",

                    "desc":"online safety"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":8,

                "desc":"Online Privacy Protection"

              }

            },

            {

              "id":3616252,

              "name":"privacy enhancing technologies",

              "data":{

                "type":"Keyword",

                "desc":"privacy enhancing technologies"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":19,

            "desc":"Privacy Enhancing"

          }

        },

        {

          "id":444,

          "name":"Data Privacy",

          "children":[

            {

              "id":556,

              "name":"Attributes Categorization",

              "children":[

                {

                  "id":557,

                  "name":"Sensitive Attribute",

                  "children":[

                    {

                      "id":3836570,

                      "name":"sensitive attribute disclosure",

                      "data":{

                        "type":"Keyword",

                        "desc":"sensitive attribute disclosure"

                      }

                    },

                    {

                      "id":3836623,

                      "name":"sensitive attribute value",

                      "data":{

                        "type":"Keyword",

                        "desc":"sensitive attribute value"

                      }

                    },

                    {

                      "id":3837142,

                      "name":"sensitive value",

                      "data":{

                        "type":"Keyword",

                        "desc":"sensitive value"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":4,

                    "desc":"Sensitive attributes encode properties with which individuals are not willing to be linked with. As such, they might be of interest to an attacker and, if disclosed, could cause harm to data subjects. They will be kept unmodified but may be subject to further constraints, such as t-closeness or l-diversity. Typical examples are diagnoses."

                  }

                },

                {

                  "id":558,

                  "name":"Quasi-Identifying Attribute",

                  "children":[

                    {

                      "id":3671292,

                      "name":"quasi-identifier",

                      "data":{

                        "type":"Keyword",

                        "desc":"quasi-identifier"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Quasi-identifying attributes can in combination be used for re-identification attacks. They will be transformed. Typical examples are gender, date of birth and ZIP codes."

                  }

                },

                {

                  "id":561,

                  "name":"Identifying Attribute",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Identifying attributes are associated with a high risk of re-identification. They will be removed from the dataset. Typical examples are names or Social Security Numbers."

                  }

                },

                {

                  "id":562,

                  "name":"Insensitive Attribute",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Insensitive attributes are not associated with privacy risks. They will be kept unmodified."

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":9,

                "desc":"The specifics of the disclosure risks from which a dataset is to be protected can be specified by categorizing the attributes of the input dataset into different types"

              }

            },

            {

              "id":3540175,

              "name":"personal data protection",

              "data":{

                "type":"Keyword",

                "desc":"personal data protection"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":11,

            "desc":"Data Privacy"

          }

        },

        {

          "id":3615863,

          "name":"privacy constraint",

          "data":{

            "type":"Keyword",

            "desc":"privacy constraint"

          }

        },

        {

          "id":3616949,

          "name":"privacy model",

          "data":{

            "type":"Keyword",

            "desc":"privacy model"

          }

        },

        {

          "id":3617652,

          "name":"privacy requirement",

          "data":{

            "type":"Keyword",

            "desc":"privacy requirement"

          }

        },

        {

          "id":3617884,

          "name":"privacy setting",

          "data":{

            "type":"Keyword",

            "desc":"privacy setting"

          }

        },

        {

          "id":3618266,

          "name":"privacy-aware access control",

          "data":{

            "type":"Keyword",

            "desc":"privacy-aware access control"

          }

        },

        {

          "id":3620261,

          "name":"private proxy",

          "data":{

            "type":"Keyword",

            "desc":"private proxy"

          }

        },

        {

          "id":3939847,

          "name":"stay anonymous",

          "data":{

            "type":"Keyword",

            "desc":"stay anonymous"

          }

        },

        {

          "id":4138224,

          "name":"user privacy",

          "data":{

            "type":"Keyword",

            "desc":"user privacy"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":73,

        "desc":"Privacy"

      }

    },

    {

      "id":338,

      "name":"Cybersecurity Threat",

      "children":[

        {

          "id":82,

          "name":"Threat Classification",

          "children":[

            {

              "id":83,

              "name":"Criminal Threat",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Criminal Threat"

              }

            },

            {

              "id":84,

              "name":"Technical Threat",

              "children":[

                {

                  "id":4177649,

                  "name":"vulnerability report",

                  "data":{

                    "type":"Keyword",

                    "desc":"vulnerability report"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Technical Threat"

              }

            },

            {

              "id":85,

              "name":"Business Threat",

              "children":[

                {

                  "id":2856108,

                  "name":"financial cyber threat",

                  "data":{

                    "type":"Keyword",

                    "desc":"financial cyber threat"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Business Threat"

              }

            },

            {

              "id":86,

              "name":"Legal Threat",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Legal Threat"

              }

            },

            {

              "id":87,

              "name":"Other Threat",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Other Threat"

              }

            },

            {

              "id":236,

              "name":"Insider Threat",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Insider Threat"

              }

            },

            {

              "id":255,

              "name":"Advanced Persistent Threat (APT)",

              "children":[

                {

                  "id":2132924,

                  "name":"advanced persistent threat",

                  "data":{

                    "type":"Keyword",

                    "desc":"advanced persistent threat"

                  }

                },

                {

                  "id":2256495,

                  "name":"badbios",

                  "data":{

                    "type":"Keyword",

                    "desc":"badbios"

                  }

                },

                {

                  "id":2389088,

                  "name":"carbanak",

                  "data":{

                    "type":"Keyword",

                    "desc":"carbanak"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Advanced Persistent Threat (APT)"

              }

            },

            {

              "id":2577006,

              "name":"cyber threat indicator",

              "data":{

                "type":"Keyword",

                "desc":"cyber threat indicator"

              }

            },

            {

              "id":2577103,

              "name":"cyber threat landscape",

              "data":{

                "type":"Keyword",

                "desc":"cyber threat landscape"

              }

            },

            {

              "id":2577222,

              "name":"cyber threats",

              "data":{

                "type":"Keyword",

                "desc":"cyber threats"

              }

            },

            {

              "id":2578567,

              "name":"cyber-threat",

              "data":{

                "type":"Keyword",

                "desc":"cyber-threat"

              }

            },

            {

              "id":2585900,

              "name":"cybersecurity threat",

              "data":{

                "type":"Keyword",

                "desc":"cybersecurity threat"

              }

            },

            {

              "id":2586670,

              "name":"cyberthreat",

              "data":{

                "type":"Keyword",

                "desc":"cyberthreat"

              }

            },

            {

              "id":3093424,

              "name":"insider threat",

              "data":{

                "type":"Keyword",

                "desc":"insider threat"

              }

            },

            {

              "id":3113210,

              "name":"internet security threat",

              "data":{

                "type":"Keyword",

                "desc":"internet security threat"

              }

            },

            {

              "id":3684464,

              "name":"ransomware threat",

              "data":{

                "type":"Keyword",

                "desc":"ransomware threat"

              }

            },

            {

              "id":3957266,

              "name":"structured threat",

              "data":{

                "type":"Keyword",

                "desc":"structured threat"

              }

            },

            {

              "id":4120290,

              "name":"unknown threat",

              "data":{

                "type":"Keyword",

                "desc":"unknown threat"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":24,

            "desc":"Threat"

          }

        },

        {

          "id":171,

          "name":"Cyber Threat Intelligence",

          "children":[

            {

              "id":146,

              "name":"Standard",

              "children":[

                {

                  "id":147,

                  "name":"STIX",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"STIX"

                  }

                },

                {

                  "id":148,

                  "name":"TAXII",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"TAXII"

                  }

                },

                {

                  "id":149,

                  "name":"IODEF",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"IODEF"

                  }

                },

                {

                  "id":489,

                  "name":"Cyber Observable eXpression (CybOX)",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Cyber Observable eXpression (CybOX)"

                  }

                },

                {

                  "id":2576354,

                  "name":"cyber security standard",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber security standard"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":6,

                "desc":"Standard"

              }

            },

            {

              "id":294,

              "name":"CTI Sharing",

              "children":[

                {

                  "id":2574467,

                  "name":"cyber intelligence share",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber intelligence share"

                  }

                },

                {

                  "id":2714615,

                  "name":"dynamic threat intelligence",

                  "data":{

                    "type":"Keyword",

                    "desc":"dynamic threat intelligence"

                  }

                },

                {

                  "id":4038703,

                  "name":"threat intelligence exchange",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat intelligence exchange"

                  }

                },

                {

                  "id":4038932,

                  "name":"threat intelligence sharing",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat intelligence sharing"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":5,

                "desc":"CTI Sharing"

              }

            },

            {

              "id":335,

              "name":"CTI Platform",

              "children":[

                {

                  "id":2860411,

                  "name":"fireeye dynamic threat intelligence",

                  "data":{

                    "type":"Keyword",

                    "desc":"fireeye dynamic threat intelligence"

                  }

                },

                {

                  "id":3335709,

                  "name":"misp",

                  "data":{

                    "type":"Keyword",

                    "desc":"misp"

                  }

                },

                {

                  "id":4038680,

                  "name":"threat intelligence data",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat intelligence data"

                  }

                },

                {

                  "id":4038714,

                  "name":"threat intelligence feed",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat intelligence feed"

                  }

                },

                {

                  "id":4038818,

                  "name":"threat intelligence platform",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat intelligence platform"

                  }

                },

                {

                  "id":4038897,

                  "name":"threat intelligence service",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat intelligence service"

                  }

                },

                {

                  "id":4038919,

                  "name":"threat intelligence share platform",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat intelligence share platform"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":8,

                "desc":"CTI Platform"

              }

            },

            {

              "id":2114978,

              "name":"actionable threat intelligence",

              "data":{

                "type":"Keyword",

                "desc":"actionable threat intelligence"

              }

            },

            {

              "id":2471047,

              "name":"collective intelligence framework",

              "data":{

                "type":"Keyword",

                "desc":"collective intelligence framework"

              }

            },

            {

              "id":2559874,

              "name":"cti",

              "data":{

                "type":"Keyword",

                "desc":"cti"

              }

            },

            {

              "id":2574418,

              "name":"cyber intelligence",

              "data":{

                "type":"Keyword",

                "desc":"cyber intelligence"

              }

            },

            {

              "id":3171379,

              "name":"kill chain",

              "data":{

                "type":"Keyword",

                "desc":"kill chain"

              }

            },

            {

              "id":3485761,

              "name":"osint",

              "data":{

                "type":"Keyword",

                "desc":"osint"

              }

            },

            {

              "id":4041048,

              "name":"threatintelligence",

              "data":{

                "type":"Keyword",

                "desc":"threatintelligence"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":27,

            "desc":"Cyber Threat Intelligence"

          }

        },

        {

          "id":339,

          "name":"Operation",

          "children":[

            {

              "id":340,

              "name":"Modeling",

              "children":[

                {

                  "id":4037584,

                  "name":"threat actor target",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat actor target"

                  }

                },

                {

                  "id":4037636,

                  "name":"threat agent",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat agent"

                  }

                },

                {

                  "id":4038467,

                  "name":"threat indicator",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat indicator"

                  }

                },

                {

                  "id":4039230,

                  "name":"threat model",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat model"

                  }

                },

                {

                  "id":4039279,

                  "name":"threat modeling",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat modeling"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":6,

                "desc":"Modeling"

              }

            },

            {

              "id":3042187,

              "name":"identify threat",

              "data":{

                "type":"Keyword",

                "desc":"identify threat"

              }

            },

            {

              "id":4037692,

              "name":"threat analysis",

              "data":{

                "type":"Keyword",

                "desc":"threat analysis"

              }

            },

            {

              "id":4038070,

              "name":"threat detection",

              "data":{

                "type":"Keyword",

                "desc":"threat detection"

              }

            },

            {

              "id":4038386,

              "name":"threat hunting",

              "data":{

                "type":"Keyword",

                "desc":"threat hunting"

              }

            },

            {

              "id":4039213,

              "name":"threat mitigation",

              "data":{

                "type":"Keyword",

                "desc":"threat mitigation"

              }

            },

            {

              "id":4039507,

              "name":"threat protection",

              "data":{

                "type":"Keyword",

                "desc":"threat protection"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":13,

            "desc":"Operation"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":65,

        "desc":"Cybersecurity Threat"

      }

    },

    {

      "id":380,

      "name":"General",

      "children":[

        {

          "id":208,

          "name":"Document",

          "children":[

            {

              "id":209,

              "name":"Research Paper",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Research Paper"

              }

            },

            {

              "id":210,

              "name":"Technical Report",

              "children":[

                {

                  "id":330,

                  "name":"Threat Report",

                  "children":[

                    {

                      "id":2133311,

                      "name":"advanced threat report",

                      "data":{

                        "type":"Keyword",

                        "desc":"advanced threat report"

                      }

                    },

                    {

                      "id":2761489,

                      "name":"enisa threat landscape report",

                      "data":{

                        "type":"Keyword",

                        "desc":"enisa threat landscape report"

                      }

                    },

                    {

                      "id":2860324,

                      "name":"fireeye advanced threat report",

                      "data":{

                        "type":"Keyword",

                        "desc":"fireeye advanced threat report"

                      }

                    },

                    {

                      "id":2933126,

                      "name":"global internet security threat report",

                      "data":{

                        "type":"Keyword",

                        "desc":"global internet security threat report"

                      }

                    },

                    {

                      "id":3113212,

                      "name":"internet security threat report",

                      "data":{

                        "type":"Keyword",

                        "desc":"internet security threat report"

                      }

                    },

                    {

                      "id":3709889,

                      "name":"regional advanced threat report",

                      "data":{

                        "type":"Keyword",

                        "desc":"regional advanced threat report"

                      }

                    },

                    {

                      "id":3824536,

                      "name":"security threat report",

                      "data":{

                        "type":"Keyword",

                        "desc":"security threat report"

                      }

                    },

                    {

                      "id":3986234,

                      "name":"symantec internet security threat report",

                      "data":{

                        "type":"Keyword",

                        "desc":"symantec internet security threat report"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":9,

                    "desc":"Threat Report"

                  }

                },

                {

                  "id":434,

                  "name":"Security Bulletin",

                  "children":[

                    {

                      "id":3324340,

                      "name":"microsoft security bulletin",

                      "data":{

                        "type":"Keyword",

                        "desc":"microsoft security bulletin"

                      }

                    },

                    {

                      "id":4166697,

                      "name":"virus bulletin",

                      "data":{

                        "type":"Keyword",

                        "desc":"virus bulletin"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":3,

                    "desc":"Security Bulletin"

                  }

                },

                {

                  "id":2478135,

                  "name":"common attack pattern enumeration",

                  "data":{

                    "type":"Keyword",

                    "desc":"common attack pattern enumeration"

                  }

                },

                {

                  "id":2585392,

                  "name":"cybersecurity report",

                  "data":{

                    "type":"Keyword",

                    "desc":"cybersecurity report"

                  }

                },

                {

                  "id":3324368,

                  "name":"microsoft security intelligence report",

                  "data":{

                    "type":"Keyword",

                    "desc":"microsoft security intelligence report"

                  }

                },

                {

                  "id":3822762,

                  "name":"security report",

                  "data":{

                    "type":"Keyword",

                    "desc":"security report"

                  }

                },

                {

                  "id":3824310,

                  "name":"security technical report",

                  "data":{

                    "type":"Keyword",

                    "desc":"security technical report"

                  }

                },

                {

                  "id":4038880,

                  "name":"threat intelligence report",

                  "data":{

                    "type":"Keyword",

                    "desc":"threat intelligence report"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":19,

                "desc":"Technical Report"

              }

            },

            {

              "id":211,

              "name":"Degree Thesis",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Degree Thesis"

              }

            },

            {

              "id":212,

              "name":"Software Documentation",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"User manual, developer guide, etc."

              }

            },

            {

              "id":213,

              "name":"Web Document",

              "children":[

                {

                  "id":2291261,

                  "name":"black hat arsenal",

                  "data":{

                    "type":"Keyword",

                    "desc":"black hat arsenal"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Websites, web pages, online videos, and any other online documents that are affiliated with an URL (excluding those belonging to other categories)"

              }

            },

            {

              "id":214,

              "name":"Book",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Book"

              }

            },

            {

              "id":215,

              "name":"Standard",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Standard"

              }

            },

            {

              "id":422,

              "name":"White Paper",

              "children":[

                {

                  "id":3825228,

                  "name":"security white paper",

                  "data":{

                    "type":"Keyword",

                    "desc":"security white paper"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"White Paper"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":29,

            "desc":"Documents related to cyber security"

          }

        },

        {

          "id":225,

          "name":"Asset",

          "children":[

            {

              "id":226,

              "name":"Data",

              "children":[

                {

                  "id":229,

                  "name":"Account",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Electronic accounts as a special type of data protected"

                  }

                },

                {

                  "id":576,

                  "name":"Personal Data",

                  "children":[],

                  "data":{

                    "type":"Class",

                    "size":1,

                    "desc":"Personal data is any information that relates to an identified or identifiable living individual. Different pieces of information, which collected together can lead to the identification of a particular person, also constitute personal data"

                  }

                },

                {

                  "id":2575806,

                  "name":"cyber security data",

                  "data":{

                    "type":"Keyword",

                    "desc":"cyber security data"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Data to be protected"

              }

            },

            {

              "id":227,

              "name":"System",

              "children":[

                {

                  "id":30,

                  "name":"Critical Infrastructure",

                  "children":[

                    {

                      "id":2550839,

                      "name":"critical infrastructure cybersecurity",

                      "data":{

                        "type":"Keyword",

                        "desc":"critical infrastructure cybersecurity"

                      }

                    },

                    {

                      "id":2550911,

                      "name":"critical infrastructure protection",

                      "data":{

                        "type":"Keyword",

                        "desc":"critical infrastructure protection"

                      }

                    },

                    {

                      "id":2550959,

                      "name":"critical infrastructure sector",

                      "data":{

                        "type":"Keyword",

                        "desc":"critical infrastructure sector"

                      }

                    },

                    {

                      "id":2550967,

                      "name":"critical infrastructure security",

                      "data":{

                        "type":"Keyword",

                        "desc":"critical infrastructure security"

                      }

                    },

                    {

                      "id":3085627,

                      "name":"infrastructure protection",

                      "data":{

                        "type":"Keyword",

                        "desc":"infrastructure protection"

                      }

                    },

                    {

                      "id":3377479,

                      "name":"national critical infrastructure",

                      "data":{

                        "type":"Keyword",

                        "desc":"national critical infrastructure"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":7,

                    "desc":"Critical Infrastructure"

                  }

                },

                {

                  "id":2742425,

                  "name":"email security",

                  "data":{

                    "type":"Keyword",

                    "desc":"email security"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":9,

                "desc":"Systems to be protected"

              }

            },

            {

              "id":228,

              "name":"People",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"People"

              }

            },

            {

              "id":230,

              "name":"Money",

              "children":[

                {

                  "id":376,

                  "name":"Payment Card",

                  "children":[

                    {

                      "id":377,

                      "name":"The Payment Card Industry Data Security Standard",

                      "children":[

                        {

                          "id":3525663,

                          "name":"pci dss",

                          "data":{

                            "type":"Keyword",

                            "desc":"pci dss"

                          }

                        }

                      ],

                      "data":{

                        "type":"Class",

                        "size":2,

                        "desc":"The Payment Card Industry Data Security Standard"

                      }

                    },

                    {

                      "id":2398398,

                      "name":"ccv",

                      "data":{

                        "type":"Keyword",

                        "desc":"ccv"

                      }

                    },

                    {

                      "id":2546901,

                      "name":"credit card cvv",

                      "data":{

                        "type":"Keyword",

                        "desc":"credit card cvv"

                      }

                    },

                    {

                      "id":2546905,

                      "name":"credit card data",

                      "data":{

                        "type":"Keyword",

                        "desc":"credit card data"

                      }

                    },

                    {

                      "id":2571272,

                      "name":"cvv",

                      "data":{

                        "type":"Keyword",

                        "desc":"cvv"

                      }

                    },

                    {

                      "id":2571395,

                      "name":"cvv2",

                      "data":{

                        "type":"Keyword",

                        "desc":"cvv2"

                      }

                    },

                    {

                      "id":3524291,

                      "name":"payment card data",

                      "data":{

                        "type":"Keyword",

                        "desc":"payment card data"

                      }

                    },

                    {

                      "id":3556495,

                      "name":"pin code",

                      "data":{

                        "type":"Keyword",

                        "desc":"pin code"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":10,

                    "desc":"Payment Card"

                  }

                },

                {

                  "id":2429245,

                  "name":"chip pos ingenico",

                  "data":{

                    "type":"Keyword",

                    "desc":"chip pos ingenico"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":12,

                "desc":"Money to be protected (not necessarily as data, maybe in physical format as well)"

              }

            },

            {

              "id":547,

              "name":"Software",

              "children":[

                {

                  "id":548,

                  "name":"OS",

                  "children":[

                    {

                      "id":3289423,

                      "name":"master boot record",

                      "data":{

                        "type":"Keyword",

                        "desc":"master boot record"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"OS"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"OS, Program, Application, Service,..."

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":30,

            "desc":"Things to be protected"

          }

        },

        {

          "id":336,

          "name":"Bookmark",

          "children":[

            {

              "id":337,

              "name":"Blog",

              "children":[

                {

                  "id":3815387,

                  "name":"security blog",

                  "data":{

                    "type":"Keyword",

                    "desc":"security blog"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Cyber Security related blog."

              }

            },

            {

              "id":379,

              "name":"News",

              "children":[

                {

                  "id":2595995,

                  "name":"dark read",

                  "data":{

                    "type":"Keyword",

                    "desc":"dark read"

                  }

                },

                {

                  "id":2996895,

                  "name":"help net security",

                  "data":{

                    "type":"Keyword",

                    "desc":"help net security"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"News"

              }

            },

            {

              "id":385,

              "name":"Misc",

              "children":[

                {

                  "id":2557888,

                  "name":"cryptology eprint archive",

                  "data":{

                    "type":"Keyword",

                    "desc":"cryptology eprint archive"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Misc"

              }

            },

            {

              "id":541,

              "name":"Hacking",

              "children":[

                {

                  "id":2965018,

                  "name":"hackaday",

                  "data":{

                    "type":"Keyword",

                    "desc":"hackaday"

                  }

                },

                {

                  "id":3438963,

                  "name":"offensive community",

                  "data":{

                    "type":"Keyword",

                    "desc":"offensive community"

                  }

                },

                {

                  "id":3550918,

                  "name":"phrack",

                  "data":{

                    "type":"Keyword",

                    "desc":"phrack"

                  }

                },

                {

                  "id":4111441,

                  "name":"underground hacking forum",

                  "data":{

                    "type":"Keyword",

                    "desc":"underground hacking forum"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":5,

                "desc":"Hacking"

              }

            },

            {

              "id":542,

              "name":"Online Tools",

              "children":[

                {

                  "id":4167253,

                  "name":"virustotal",

                  "data":{

                    "type":"Keyword",

                    "desc":"virustotal"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Online Tools"

              }

            },

            {

              "id":3813527,

              "name":"securelist",

              "data":{

                "type":"Keyword",

                "desc":"securelist"

              }

            },

            {

              "id":3940082,

              "name":"stay safe online",

              "data":{

                "type":"Keyword",

                "desc":"stay safe online"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":17,

            "desc":"Web-pages, Bloggers, Social Media, ..."

          }

        },

        {

          "id":372,

          "name":"Accreditation",

          "children":[

            {

              "id":353,

              "name":"Qualification (Industry)",

              "children":[

                {

                  "id":369,

                  "name":"Certified Ethical Hacker (CEH)",

                  "children":[

                    {

                      "id":2406619,

                      "name":"certified ethical hacker",

                      "data":{

                        "type":"Keyword",

                        "desc":"certified ethical hacker"

                      }

                    }

                  ],

                  "data":{

                    "type":"Class",

                    "size":2,

                    "desc":"Certified Ethical Hacker (CEH)"

                  }

                },

                {

                  "id":3485563,

                  "name":"oscp",

                  "data":{

                    "type":"Keyword",

                    "desc":"oscp"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":4,

                "desc":"Qualification (Industry)"

              }

            },

            {

              "id":387,

              "name":"Education (Academic)",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Education (Academic)"

              }

            },

            {

              "id":433,

              "name":"Awards",

              "children":[

                {

                  "id":3665713,

                  "name":"pwnie",

                  "data":{

                    "type":"Keyword",

                    "desc":"pwnie"

                  }

                },

                {

                  "id":3815395,

                  "name":"security blogger award",

                  "data":{

                    "type":"Keyword",

                    "desc":"security blogger award"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":3,

                "desc":"Awards"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":9,

            "desc":"Education and Qualification"

          }

        },

        {

          "id":381,

          "name":"Fundamental Concepts",

          "children":[

            {

              "id":382,

              "name":"Confidentiality",

              "children":[],

              "data":{

                "type":"Class",

                "size":1,

                "desc":"Confidentiality"

              }

            },

            {

              "id":383,

              "name":"Integrity",

              "children":[

                {

                  "id":2600701,

                  "name":"data integrity",

                  "data":{

                    "type":"Keyword",

                    "desc":"data integrity"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Integrity"

              }

            },

            {

              "id":384,

              "name":"Availability",

              "children":[

                {

                  "id":4129926,

                  "name":"uptime",

                  "data":{

                    "type":"Keyword",

                    "desc":"uptime"

                  }

                }

              ],

              "data":{

                "type":"Class",

                "size":2,

                "desc":"Availability"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":6,

            "desc":"The CIA Triad"

          }

        },

        {

          "id":470,

          "name":"Secure",

          "children":[

            {

              "id":3812264,

              "name":"secure messaging app",

              "data":{

                "type":"Keyword",

                "desc":"secure messaging app"

              }

            },

            {

              "id":3812680,

              "name":"secure protocol",

              "data":{

                "type":"Keyword",

                "desc":"secure protocol"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":3,

            "desc":"Secure"

          }

        },

        {

          "id":490,

          "name":"Cyber Operation",

          "children":[

            {

              "id":2572428,

              "name":"cyber capability",

              "data":{

                "type":"Keyword",

                "desc":"cyber capability"

              }

            },

            {

              "id":3821407,

              "name":"security operation team",

              "data":{

                "type":"Keyword",

                "desc":"security operation team"

              }

            }

          ],

          "data":{

            "type":"Class",

            "size":3,

            "desc":"Cyber Operation"

          }

        },

        {

          "id":3814376,

          "name":"security alert",

          "data":{

            "type":"Keyword",

            "desc":"security alert"

          }

        },

        {

          "id":3814470,

          "name":"security analysis",

          "data":{

            "type":"Keyword",

            "desc":"security analysis"

          }

        },

        {

          "id":3814534,

          "name":"security analytic",

          "data":{

            "type":"Keyword",

            "desc":"security analytic"

          }

        },

        {

          "id":3814735,

          "name":"security architecture",

          "data":{

            "type":"Keyword",

            "desc":"security architecture"

          }

        },

        {

          "id":3815009,

          "name":"security automation",

          "data":{

            "type":"Keyword",

            "desc":"security automation"

          }

        },

        {

          "id":3815816,

          "name":"security capability",

          "data":{

            "type":"Keyword",

            "desc":"security capability"

          }

        },

        {

          "id":3817751,

          "name":"security engineering",

          "data":{

            "type":"Keyword",

            "desc":"security engineering"

          }

        },

        {

          "id":3817858,

          "name":"security evaluation",

          "data":{

            "type":"Keyword",

            "desc":"security evaluation"

          }

        },

        {

          "id":3818645,

          "name":"security game",

          "data":{

            "type":"Keyword",

            "desc":"security game"

          }

        },

        {

          "id":3818672,

          "name":"security gap",

          "data":{

            "type":"Keyword",

            "desc":"security gap"

          }

        },

        {

          "id":3818805,

          "name":"security guide",

          "data":{

            "type":"Keyword",

            "desc":"security guide"

          }

        },

        {

          "id":3820144,

          "name":"security landscape",

          "data":{

            "type":"Keyword",

            "desc":"security landscape"

          }

        },

        {

          "id":3820705,

          "name":"security mechanism",

          "data":{

            "type":"Keyword",

            "desc":"security mechanism"

          }

        },

        {

          "id":3820768,

          "name":"security metric",

          "data":{

            "type":"Keyword",

            "desc":"security metric"

          }

        },

        {

          "id":3820960,

          "name":"security monitoring",

          "data":{

            "type":"Keyword",

            "desc":"security monitoring"

          }

        },

        {

          "id":3821551,

          "name":"security parameter",

          "data":{

            "type":"Keyword",

            "desc":"security parameter"

          }

        },

        {

          "id":3821799,

          "name":"security podcast",

          "data":{

            "type":"Keyword",

            "desc":"security podcast"

          }

        },

        {

          "id":3821961,

          "name":"security posture",

          "data":{

            "type":"Keyword",

            "desc":"security posture"

          }

        },

        {

          "id":3822030,

          "name":"security prediction",

          "data":{

            "type":"Keyword",

            "desc":"security prediction"

          }

        },

        {

          "id":3822443,

          "name":"security property",

          "data":{

            "type":"Keyword",

            "desc":"security property"

          }

        },

        {

          "id":3823342,

          "name":"security scanner",

          "data":{

            "type":"Keyword",

            "desc":"security scanner"

          }

        },

        {

          "id":3823537,

          "name":"security setting",

          "data":{

            "type":"Keyword",

            "desc":"security setting"

          }

        },

        {

          "id":3823595,

          "name":"security skill",

          "data":{

            "type":"Keyword",

            "desc":"security skill"

          }

        },

        {

          "id":3823701,

          "name":"security solution",

          "data":{

            "type":"Keyword",

            "desc":"security solution"

          }

        },

        {

          "id":3824021,

          "name":"security suite",

          "data":{

            "type":"Keyword",

            "desc":"security suite"

          }

        },

        {

          "id":3824325,

          "name":"security technology",

          "data":{

            "type":"Keyword",

            "desc":"security technology"

          }

        }

      ],

      "data":{

        "type":"Class",

        "size":124,

        "desc":"General"

      }

    },

    {

      "id":2495765,

      "name":"computer system security",

      "data":{

        "type":"Keyword",

        "desc":"computer system security"

      }

    },

    {

      "id":2573355,

      "name":"cyber domain",

      "data":{

        "type":"Keyword",

        "desc":"cyber domain"

      }

    },

    {

      "id":2576601,

      "name":"cyber space",

      "data":{

        "type":"Keyword",

        "desc":"cyber space"

      }

    },

    {

      "id":2582554,

      "name":"cybersec",

      "data":{

        "type":"Keyword",

        "desc":"cybersec"

      }

    },

    {

      "id":2583025,

      "name":"cybersecurity",

      "data":{

        "type":"Keyword",

        "desc":"cybersecurity"

      }

    },

    {

      "id":3081935,

      "name":"infosec",

      "data":{

        "type":"Keyword",

        "desc":"infosec"

      }

    },

    {

      "id":3084872,

      "name":"infosecurity",

      "data":{

        "type":"Keyword",

        "desc":"infosecurity"

      }

    },

    {

      "id":3817483,

      "name":"security domain",

      "data":{

        "type":"Keyword",

        "desc":"security domain"

      }

    }

  ],

  "data":{

    "type":"Class",

    "size":1947,

    "desc":"Cyber Security"

  }

}
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  404 130 Public Key Infrastructure (PKI) A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create, manage, distribute, use, store and revoke digital certificates and manage public-key encryption. Class
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  482 43 Espionage Espionage Class
  483 309 Malware Propagation Malware Propagation Class
  484 483 Malvertising Malicious Advertising Class
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  491 291 Government Strategy/Framework Government Strategy/Framework Class
  492 442 Verizon DBIR The Verizon Data Breach Investigations Report (DBIR) is an annual publication that provides analysis of information security incidents, with a specific focus on data breaches. Class
  493 21 Lauri Love Lauri Love Class
  494 2 Campaign Campaign Class
  495 297 Homomorphic Encryption Homomorphic encryption is a form of encryption that allows computation on ciphertexts, generating an encrypted result which, when decrypted, matches the result of the operations as if they had been performed on the plaintext. Homomorphic encryption can be used for privacy-preserving outsourced storage and computation. Class
  496 120 Disk Encryption Disk encryption is a technology which protects information by converting it into unreadable code that cannot be deciphered easily by unauthorized people. Disk encryption uses disk encryption software or hardware to encrypt every bit of data that goes on a disk or disk volume. Class
  497 496 Disk Encryption Software Disk Encryption Software Class
  498 120 Encryption Backdoor An encryption backdoor is a deliberate weakness in encryption intended to let governments have easy access to encrypted data Class
  499 291 Cyber Security Culture Cyber Security Culture Class
  500 289 Piracy Piracy Class
  501 449 Secure Communication Secure Communication Class
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  503 502 Tor (anonymity network) Tor is free and open-source software for enabling anonymous communication. Class
  504 190 Multi-Factor Authentication Multi-Factor Authentication Class
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  506 501 VPN Virtual Private Network (VPN) Class
  507 178 Operation Operation Class
  508 507 Trust Management Trust Management Class
  509 479 Zeus Zeus Class
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  513 41 drive-by download attack drive-by download attack Class
  514 51 Injection Injection Class
  515 111 Digital Rights Digital Rights Class
  516 519 Penetration Testing Tools Penetration Testing Tools Class
  517 480 LDAP Lightweight Directory Access Protocol Class
  518 219 SQL Injection Tool SQL Injection Tool Class
  519 365 Penetration Test A penetration test, colloquially known as a pen test, pentest or ethical hacking, is an authorized simulated cyberattack on a computer system, performed to evaluate the security of the system. Class
  520 39 Negative Effects Negative Effects Of A Cyber Breach/Attack Class
  521 378 Magnetic Stripe Reader Magnetic Stripe Reader Class
  522 319 Heap Buffer Overflow a buffer overflow, or buffer overrun, is an anomaly where a program, while writing data to a buffer, overruns the buffer's boundary and overwrites adjacent memory locations. Class
  523 289 Spamming Spamming Class
  524 239 Reverse Engineering Tool Reverse Engineering Tools Class
  525 364 Network Tool Network Tool (Securing & Monitoring) Class
  526 525 Network Monitoring Network Monitoring Class
  527 3 Red Team A red team is an independent group that challenges an organization to improve its effectiveness by assuming an adversarial role or point of view. Class
  528 223 Hacking Team Hacking Team Class
  529 525 Remote Access Tool (RAT) Remote Access Tool (RAT) Class
  530 113 Project Project Class
  531 530 Project Zero Google Project Zero Class
  532 37 WikiLeaks WikiLeaks Class
  533 141 WiFi WiFi Class
  534 409 Flaw Flaw Class
  535 88 Anti-Fraud Anti-Fraud Class
  536 365 Testing Programs Testing Programs Class
  537 536 Fuzzing Fuzzing Class
  538 75 GHDB Google Hacking Database (GHDB) Class
  539 78 Authentication Vulnerability Authentication Vulnerability Class
  540 156 Surveillance Surveillance Class
  541 336 Hacking Hacking Class
  542 336 Online Tools Online Tools Class
  543 530 Metasploit Project The Metasploit Project is a computer security project that provides information about security vulnerabilities and aids in penetration testing and IDS signature development. It is owned by Boston, Massachusetts-based security company Rapid7. Class
  544 120 Email Encryption Email Encryption Class
  545 46 Remote Access Trojan (RAT) Remote Access Trojan (RAT) Class
  547 225 Software OS, Program, Application, Service,... Class
  548 547 OS OS Class
  549 364 Security-Focused Operating System Security-Focused Operating System Class
  550 200 Memory Attack Memory Attack Class
  551 550 In-Memory Key Recovery The recovery method uses a linear scan of memory to generate trial keys from all possible memory positions to decrypt the container. Class
  552 524 Disassembler A disassembler is a computer program that translates machine language into assembly language—the inverse operation to that of an assembler. A disassembler differs from a decompiler, which targets a high-level language rather than an assembly language. Class
  553 550 Memory Corruption Memory corruption occurs in a computer program when the contents of a memory location are modified due to programmatic behavior that exceeds the intention of the original programmer or program/language constructs; this is termed violating memory safety. Class
  554 219 PowerShell PowerShell is a task-based command-line shell and scripting language built on .NET. Class
  555 480 XACML eXtensible Access Control Markup Language Class
  556 444 Attributes Categorization The specifics of the disclosure risks from which a dataset is to be protected can be specified by categorizing the attributes of the input dataset into different types Class
  557 556 Sensitive Attribute Sensitive attributes encode properties with which individuals are not willing to be linked with. As such, they might be of interest to an attacker and, if disclosed, could cause harm to data subjects. They will be kept unmodified but may be subject to further constraints, such as t-closeness or l-diversity. Typical examples are diagnoses. Class
  558 556 Quasi-Identifying Attribute Quasi-identifying attributes can in combination be used for re-identification attacks. They will be transformed. Typical examples are gender, date of birth and ZIP codes. Class
  559 560 Packet Capture Packet capture is a computer networking term for intercepting a data packet that is crossing or moving over a specific computer network. Class
  560 526 Packet Analyzer Packet Analyzer Class
  561 556 Identifying Attribute Identifying attributes are associated with a high risk of re-identification. They will be removed from the dataset. Typical examples are names or Social Security Numbers. Class
  562 556 Insensitive Attribute Insensitive attributes are not associated with privacy risks. They will be kept unmodified. Class
  563 364 SCADA Supervisory Control and Data Acquisition Class
  564 223 APT28 Fancy Bear (also known as APT28 (by Mandiant), Pawn Storm, Sofacy Group (by Kaspersky), Sednit, Tsar Team (by FireEye) and STRONTIUM (by Microsoft) Class
  565 223 The Shadow Brokers The Shadow Brokers is a hacker group who first appeared in the summer of 2016. They published several leaks containing hacking tools from the National Security Agency, including several zero-day exploits. Class
  566 530 ZDI Zero Day Initiative Class
  567 364 Online Tool Online Tool Class
  568 79 Kernel Exploitation Kernel Exploitation Class
  569 79 Memory Vulnerability Memory Vulnerability Class
  570 569 Use-After-Free Vulnerability Referencing memory after it has been freed can cause a program to crash, use unexpected values, or execute code. Class
  571 567 Shodan Shodan is a search engine that lets the user find specific types of computers (webcams, routers, servers, etc.) connected to the internet using a variety of filters. Class
  572 364 Secure Code Secure Code Class
  573 141 IPSec The IP security (IPSec) is an Internet Engineering Task Force (IETF) standard suite of protocols between 2 communication points across the IP network that provide data authentication, integrity, and confidentiality. It also defines the encrypted, decrypted and authenticated packets. Class
  574 480 SAML Security Assertion Markup Language Class
  575 447 Data Breach Cases Data Breach Cases Class
  576 226 Personal Data Personal data is any information that relates to an identified or identifiable living individual. Different pieces of information, which collected together can lead to the identification of a particular person, also constitute personal data Class
  577 275 Privacy Shield The EU-U.S. and Swiss-U.S. Privacy Shield Frameworks were designed by the U.S. Department of Commerce and the European Commission and Swiss Administration to provide companies on both sides of the Atlantic with a mechanism to comply with data protection requirements when transferring personal data from the European Union and Switzerland to the United States in support of transatlantic commerce. Class
  578 275 Safe Harbor The International Safe Harbor Privacy Principles or Safe Harbour Privacy Principles were principles developed between 1998 and 2000 in order to prevent private organizations within the European Union or United States which store customer data from accidentally disclosing or losing personal information. Class
  579 275 CISPA Cyber Intelligence Sharing and Protection Act Class
  580 275 FISMA The Federal Information Security Management Act of 2002 is a United States federal law enacted in 2002 as Title III of the E-Government Act of 2002. Class
  581 275 Net Neutrality Rule In the United States, net neutrality, the principle that Internet service providers (ISPs) treat all data on the Internet the same, and not discriminate, has been an issue of contention between network users and access providers since the 1990s. Class
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  2406000 431 certificate authority certificate authority Keyword
  2406212 431 certificate revocation list certificate revocation list Keyword
  2406264 431 certificate transparency certificate transparency Keyword
  2406619 369 certified ethical hacker CEH Keyword
  2407284 276 cfaa Computer Fraud and Abuse Act Keyword
  2408052 257 chain attack chain attack Keyword
  2411608 223 chaos computer club The Chaos Computer Club is Europe's largest association of hackers with 7700 registered members. Keyword
  2414762 18 chaum person Keyword
  2423239 27 chelsea manning A person loosely related to cyber security: https://en.wikipedia.org/wiki/Chelsea_Manning Keyword
  2424867 12 chief privacy officer chief privacy officer Keyword
  2424941 12 chief security officer chief security officer Keyword
  2427682 401 chinese apt chinese apt Keyword
  2429245 230 chip pos ingenico PoS product Keyword
  2433029 12 chuvakin Cyber security expert: https://en.wikipedia.org/wiki/Anton_Chuvakin Keyword
  2433562 367 cia hacking tool cia hacking tool Keyword
  2437360 120 ciphertext ciphertext Keyword
  2438594 287 cis critical security controls The CIS Critical Security Controls are a recommended set of actions for cyber defense that provide specific and actionable ways to stop today's most pervasive and dangerous attacks. Keyword
  2438623 12 cisa Certified Information Systems Auditor Keyword
  2438708 436 cisco asa Cisco ASA. (Cisco Adaptive Security Appliance) A family of network security devices from Cisco that provide firewall, intrusion prevention (IPS) and virtual private network (VPN) capabilities. Keyword
  2439479 12 ciso A chief information security officer (CISO) is the senior-level executive within an organization responsible for establishing and maintaining the enterprise vision, strategy, and program to ensure information assets and technologies are adequately protected. Keyword
  2439744 579 cispa Cyber Intelligence Sharing and Protection Act: https://en.wikipedia.org/wiki/Cyber_Intelligence_Sharing_and_Protection_Act Keyword
  2439847 12 cissp Certified Information Systems Security Professional: https://www.isc2.org/Certifications/CISSP Keyword
  2440423 31 citizen lab Security related body: https://en.wikipedia.org/wiki/Citizen_Lab Keyword
  2447044 120 cleartext In cryptography, plaintext usually means unencrypted information pending input into cryptographic algorithms, usually encryption algorithms. Cleartext usually refers to data that is transmitted or stored unencrypted. Keyword
  2452902 169 cloud access security broker https://en.wikipedia.org/wiki/Cloud_access_security_broker Keyword
  2453542 169 cloud computing security cloud computing security Keyword
  2453565 10 cloud computing security workshop cloud computing security workshop Keyword
  2455153 37 cloud security alliance NGO: https://en.wikipedia.org/wiki/Cloud_Security_Alliance Keyword
  2456676 36 cloudflare Cyber security company: https://en.wikipedia.org/wiki/Cloudflare Keyword
  2460109 364 cobalt strike Cyber security software: https://www.cobaltstrike.com/ Keyword
  2465304 371 code execution exploit code execution exploit Keyword
  2465309 371 code execution flaw code execution flaw Keyword
  2465336 371 code execution vuln vulnerability? Keyword
  2465591 329 code injection code injection Keyword
  2465615 329 code injection technique code injection technique Keyword
  2466230 405 code signing code signing Keyword
  2469425 114 collaborative intrusion detection collaborative intrusion detection Keyword
  2471047 171 collective intelligence framework Common term used for intelligence collection Keyword
  2475407 329 command injection command injection Keyword
  2475425 329 command injection vulnerability command injection vulnerability Keyword
  2478135 210 common attack pattern enumeration common attack pattern enumeration Keyword
  2479614 77 common weakness enumeration common weakness enumeration Keyword
  2480958 167 communications security communications security Keyword
  2482558 36 comodo Security tool: https://en.wikipedia.org/wiki/Comodo_Internet_Security Keyword
  2482603 115 comodo internet security comodo internet security Keyword
  2490633 130 composite degree residuosity class composite degree residuosity class Keyword
  2494564 343 computer emergency response team computer emergency response team Keyword
  2494992 287 computer network defense computer network defense Keyword
  2495121 409 computer program security flaw computer program security flaw Keyword
  2495379 364 computer security application computer security application Keyword
  2495381 417 computer security application conference computer security application conference Keyword
  2495401 4 computer security conference Existing subclass Keyword
  2495450 10 computer security foundations workshop computer security foundations workshop Keyword
  2495460 240 computer security incident computer security incident Keyword
  2495465 346 computer security incident handling computer security incident handling Keyword
  2495471 343 computer security incident response team computer security incident response team Keyword
  2495765 1 computer system security computer system security Keyword
  2501314 45 conficker Malware: https://en.wikipedia.org/wiki/Conficker Keyword
  2519427 481 control flow guard control flow guard Keyword
  2539004 200 covert channel In computer security, a covert channel is a type of attack that creates a capability to transfer information objects between processes that are not supposed to be allowed to communicate by the computer security policy. Keyword
  2546864 378 credit card breach credit card breach Keyword
  2546901 376 credit card cvv Better change to "CVV" Keyword
  2546905 376 credit card data "Data" being vague Keyword
  2546972 349 credit card hack not a proper term Keyword
  2546974 352 credit card hacker credit card hacker Keyword
  2547078 378 credit card skimmer credit card skimmer Keyword
  2547278 535 credit monitoring service Related to anti-fraud Keyword
  2548876 290 crimeware crimeware Keyword
  2550839 30 critical infrastructure cybersecurity critical infrastructure cybersecurity Keyword
  2550911 30 critical infrastructure protection critical infrastructure protection Keyword
  2550959 30 critical infrastructure sector critical infrastructure sector Keyword
  2550967 30 critical infrastructure security critical infrastructure security Keyword
  2551250 424 critical patch update critical patch update Keyword
  2551353 371 critical remote code execution critical Remote Code Execution vulnerability Keyword
  2551987 329 crlf Attack: https://www.owasp.org/index.php/CRLF_Injection Keyword
  2552632 439 cross site request forgery cross site request forgery Keyword
  2552636 439 cross site script cross site script Keyword
  2552637 439 cross site script attack cross site script attack Keyword
  2552651 81 cross site script vulnerability cross site script vulnerability Keyword
  2552656 439 cross site scripting cross site scripting Keyword
  2553289 439 cross-site request forgery cross-site request forgery Keyword
  2553298 439 cross-site scripting cross-site scripting Keyword
  2554088 36 crowdstrike https://en.wikipedia.org/wiki/CrowdStrike Keyword
  2555276 43 crypter https://www.trendmicro.com/vinfo/us/security/definition/crypter Keyword
  2555548 119 crypto backdoor crypto backdoor Keyword
  2556073 129 crypto key crypto key Keyword
  2556972 248 cryptocurrency miner cryptocurrency miner Keyword
  2557135 119 cryptographic algorithm cryptographic algorithm Keyword
  2557254 375 cryptographic hash cryptographic hash Keyword
  2557261 133 cryptographic hash function cryptographic hash function Keyword
  2557283 129 cryptographic key cryptographic key Keyword
  2557372 119 cryptographic protocol cryptographic protocol Keyword
  2557447 119 cryptographic technique cryptographic technique Keyword
  2557884 119 cryptology cryptology Keyword
  2557888 385 cryptology eprint archive https://eprint.iacr.org/ Keyword
  2558658 343 csirt Computer Security Incident Response Team Keyword
  2559172 439 csrf Cross-site request forgery Keyword
  2559874 171 cti Cyber threat intelligence (it can have many other meanings) Keyword
  2561023 310 cuckoo sandbox Cuckoo is a British sitcom that began airing on BBC Three on 25 September 2012 Keyword
  2562607 36 curity Cyber security company: https://curity.io/ Keyword
  2571272 376 cvv VV is an anti-fraud security feature to help verify that you are in possession of your credit card. Keyword
  2571395 376 cvv2 Card Verification Value, CVV or CVV2, is an authentication system established by credit card companies to further efforts toward reducing fraud for internet transactions. Keyword
  2571738 2 cyber activity cyber activity Keyword
  2571862 291 cyber arm race cyber arm race Keyword
  2571874 60 cyber army cyber army Keyword
  2572179 39 cyber attack target cyber attack target Keyword
  2572227 181 cyber attacker cyber attacker Keyword
  2572348 240 cyber breach cyber breach Keyword
  2572428 490 cyber capability cyber capability Keyword
  2572577 288 cyber command cyber command Keyword
  2572675 291 cyber conflict cyber conflict Keyword
  2572757 290 cyber crime cyber crime Keyword
  2572901 20 cyber criminal cyber criminal Keyword
  2573113 287 cyber defence cyber defence Keyword
  2573121 288 cyber defence centre cyber defence centre Keyword
  2573194 287 cyber defense cyber defense Keyword
  2573355 1 cyber domain cyber domain Keyword
  2573477 293 cyber espionage campaign cyber espionage campaign Keyword
  2573520 293 cyber espionage operation cyber espionage operation Keyword
  2573558 488 cyber essentials scheme cyber essentials scheme Keyword
  2573578 2 cyber event cyber event Keyword
  2573651 290 cyber extortion cyber extortion Keyword
  2574005 240 cyber incident cyber incident Keyword
  2574062 342 cyber incident response plan cyber incident response plan Keyword
  2574224 170 cyber insurance market cyber insurance market Keyword
  2574418 171 cyber intelligence cyber intelligence Keyword
  2574467 294 cyber intelligence share Change to "cyber intelligence sharing" Keyword
  2574592 257 cyber kill chain cyber kill chain Keyword
  2574627 111 cyber law cyber law Keyword
  2574673 170 cyber liability insurance cyber liability insurance Keyword
  2574994 257 cyber pearl harbor cyber pearl harbor Keyword
  2575045 95 cyber policy cyber policy Keyword
  2575255 287 cyber resilience cyber resilience Keyword
  2575316 150 cyber risk cyber risk Keyword
  2575327 162 cyber risk assessment cyber risk assessment Keyword
  2575385 170 cyber risk insurance cyber risk insurance Keyword
  2575404 164 cyber risk management cyber risk management Keyword
  2575595 37 cyber security alliance cyber security alliance Keyword
  2575656 447 cyber security breach cyber security breach Keyword
  2575691 288 cyber security center cyber security center Keyword
  2575696 288 cyber security centre cyber security centre Keyword
  2575716 373 cyber security challenge cyber security challenge Keyword
  2575806 226 cyber security data cyber security data Keyword
  2576208 172 cyber security practice cyber security practice Keyword
  2576225 364 cyber security program cyber security program Keyword
  2576333 364 cyber security solution cyber security solution Keyword
  2576354 146 cyber security standard cyber security standard Keyword
  2576455 9 cyber security training cyber security training Keyword
  2576467 172 cyber security unit cyber security unit Keyword
  2576550 3 cyber situational awareness cyber situational awareness Keyword
  2576601 1 cyber space cyber space Keyword
  2576911 180 cyber threat actor cyber threat actor Keyword
  2577006 82 cyber threat indicator cyber threat indicator Keyword
  2577103 82 cyber threat landscape cyber threat landscape Keyword
  2577222 82 cyber threats cyber threats Keyword
  2577321 291 cyber war cyber war Keyword
  2577360 291 cyber warfare cyber warfare Keyword
  2577415 11 cyber warrior cyber warrior Keyword
  2577442 291 cyber weapon cyber weapon Keyword
  2577659 290 cyber-crime cyber-crime Keyword
  2577783 293 cyber-espionage cyber-espionage Keyword
  2577910 170 cyber-insurance cyber-insurance Keyword
  2578020 170 cyber-insurer cyber-insurer Keyword
  2578248 150 cyber-risk cyber-risk Keyword
  2578567 82 cyber-threat cyber-threat Keyword
  2579523 39 cyberattacks cyberattacks Keyword
  2579598 291 cyberaware cyberaware Keyword
  2581602 293 cyberespionage cyberespionage Keyword
  2581996 170 cyberinsurance cyberinsurance Keyword
  2582554 1 cybersec cybersec Keyword
  2583025 1 cybersecurity cybersecurity Keyword
  2583166 3 cybersecurity awareness cybersecurity awareness Keyword
  2583187 3 cybersecurity awareness month not a proper term Keyword
  2583457 36 cybersecurity company cybersecurity company Keyword
  2584004 12 cybersecurity expert cybersecurity expert Keyword
  2584104 36 cybersecurity firm cybersecurity firm Keyword
  2584144 172 cybersecurity framework cybersecurity framework Keyword
  2584425 240 cybersecurity incident cybersecurity incident Keyword
  2584839 111 cybersecurity law cybersecurity law Keyword
  2585291 318 cybersecurity professional cybersecurity professional Keyword
  2585392 210 cybersecurity report cybersecurity report Keyword
  2585484 150 cybersecurity risk cybersecurity risk Keyword
  2585768 172 cybersecurity strategy cybersecurity strategy Keyword
  2585810 6 cybersecurity summit cybersecurity summit Keyword
  2585900 82 cybersecurity threat cybersecurity threat Keyword
  2586463 47 cyberspy cyberspy Keyword
  2586670 82 cyberthreat cyberthreat Keyword
  2586818 291 cyberwar cyberwar Keyword
  2587805 291 cyberwarfare cyberwarfare Keyword
  2588849 36 cylance Cyber security company: https://en.wikipedia.org/wiki/Cylance Keyword
  2593826 318 dan geer person Keyword
  2595995 379 dark read darkreading.com Keyword
  2596134 461 dark web drug market dark web drug market Keyword
  2596213 460 dark web site dark web site Keyword
  2596290 46 darkcomet Malware: https://en.wikipedia.org/wiki/DarkComet Keyword
  2596506 460 darknet darknet Keyword
  2596689 460 darkweb darkweb Keyword
  2596888 373 darpa cyber grand challenge darpa cyber grand challenge Keyword
  2598438 441 data anonymization data anonymization Keyword
  2598682 447 data breach cost data breach cost Keyword
  2598796 447 data breach investigations data breach investigations Keyword
  2598797 442 data breach investigations report data breach investigations report Keyword
  2598821 447 data breach lawsuit data breach lawsuit Keyword
  2598841 442 data breach notification data breach notification Keyword
  2598846 442 data breach notification law data breach notification law Keyword
  2598922 342 data breach response data breach response Keyword
  2599548 277 data controller GDPR term Keyword
  2599975 120 data encryption data encryption Keyword
  2600701 383 data integrity data integrity Keyword
  2601899 3 data privacy day data privacy day Keyword
  2601922 275 data privacy law data privacy law Keyword
  2602115 277 data protection authority data protection authority Keyword
  2602172 277 data protection directive data protection directive Keyword
  2602209 277 data protection impact assessment data protection impact assessment Keyword
  2602254 277 data protection legislation data protection legislation Keyword
  2602276 12 data protection officer data protection officer Keyword
  2602290 277 data protection principle data protection principle Keyword
  2602313 277 data protection regulation data protection regulation Keyword
  2602335 277 data protection requirement data protection requirement Keyword
  2602346 277 data protection rule data protection rule Keyword
  2602367 277 data protection supervisor data protection supervisor Keyword
  2603079 173 data security standard data security standard Keyword
  2603247 96 data share agreement data share agreement Keyword
  2603496 456 data steal data steal Keyword
  2605043 349 database hack Not useful Keyword
  2605915 428 datagram transport layer security datagram transport layer security Keyword
  2610162 442 dbir Data Breach Investigations Report from Verizon: https://enterprise.verizon.com/en-gb/resources/reports/dbir/ Keyword
  2611463 58 ddos attack ddos attack Keyword
  2611623 58 ddos botnet ddos botnet Keyword
  2612231 441 de-anonymization de-anonymization Keyword
  2619378 129 decryption key decryption key Keyword
  2619456 389 decryption tool decryption tool Keyword
  2620381 560 deep packet inspection deep packet inspection Keyword
  2622220 471 defcon DEF CON is one of the world's largest hacker conventions, held annually in Las Vegas, Nevada, with the first DEF CON taking place in June 1993. Keyword
  2622258 471 defcon badge defcon badge Keyword
  2622403 374 defcon ctf defcon ctf Keyword
  2622932 471 defcon talk defcon talk Keyword
  2623201 471 defcon25 2017 DEFCON Keyword
  2624593 364 defender exploit guard defender exploit guard Keyword
  2628567 224 dehart https://en.wikipedia.org/wiki/Matt_DeHart Keyword
  2638274 57 denial-of-service denial-of-service Keyword
  2638276 57 denial-of-service attack denial-of-service attack Keyword
  2642822 4 derbycon https://www.derbycon.com/ Keyword
  2658205 425 device security device security Keyword
  2659424 258 dfir Digital Forensics and Incident Response Distribution: https://en.wikipedia.org/wiki/SIFT_Workstation_-_Digital_Forensics_and_Incident_Response_Distribution Keyword
  2659633 258 dfir infosec dfir infosec Keyword
  2660004 478 dfirsummit SANS Digital Forensics & Incident Response (DFIR) Summit Keyword
  2662538 53 dictionary attack dictionary attack Keyword
  2667099 515 digital geneva convention digital geneva convention Keyword
  2667522 515 digital rights management digital rights management Keyword
  2667570 167 digital security digital security Keyword
  2683977 231 distribute intrusion detection system distribute intrusion detection system Keyword
  2684433 406 distribute system security symposium distribute system security symposium Keyword
  2687319 329 dll injection dll injection Keyword
  2687820 20 dmitry He may be seen as a cyber criminal (who often just use tools, not develop tools). Keyword
  2688382 349 dnc hack 2016 Democratic National Committee email leak: https://en.wikipedia.org/wiki/2016_Democratic_National_Committee_email_leak Keyword
  2693572 43 domain generation algorithm https://en.wikipedia.org/wiki/Domain_generation_algorithm Keyword
  2696955 57 dos attack dos attack Keyword
  2698395 46 doublepulsar DoublePulsar is a backdoor implant tool developed by the U.S. National Security Agency's (NSA) Equation Group that was leaked by The Shadow Brokers in early 2017. Keyword
  2703294 479 dridex malware: https://en.wikipedia.org/wiki/Dridex Keyword
  2705388 216 droidjack droidjack Keyword
  2712062 479 duqu Malware: https://en.wikipedia.org/wiki/Duqu Keyword
  2713451 18 dwork Cyber security researcher Cynthia Dwork: https://en.wikipedia.org/wiki/Cynthia_Dwork Keyword
  2714271 310 dynamic malware analysis dynamic malware analysis Keyword
  2714615 294 dynamic threat intelligence dynamic threat intelligence Keyword
  2715090 479 dyre Malware: https://www.secureworks.com/research/dyre-banking-trojan Keyword
  2720222 120 eax https://en.wikipedia.org/wiki/EAX_mode Keyword
  2726221 113 edr Endpoint Detection and Response (it may mean other things) Keyword
  2726988 26 edward snowden Cyber security related person: https://en.wikipedia.org/wiki/Edward_Snowden Keyword
  2734779 349 election hacking election hacking Keyword
  2738297 126 elliptic curve cryptography elliptic curve cryptography Keyword
  2740419 349 email interception hack email interception hack Keyword
  2742425 227 email security email security Keyword
  2746834 364 emet Enhanced Mitigation Experience Toolkit: https://en.wikipedia.org/wiki/Enhanced_Mitigation_Experience_Toolkit Keyword
  2753722 544 encrypted email encrypted email Keyword
  2753959 501 encrypted messaging app encrypted messaging app Keyword
  2755300 501 end-to-end encryption end-to-end encryption Keyword
  2756217 232 endpoint protection endpoint protection Keyword
  2756246 232 endpoint protection platforms endpoint protection platforms Keyword
  2756290 167 endpoint security endpoint security Keyword
  2761203 357 enigma2017 Security event: ENIGMA conference 2017 Keyword
  2761255 31 enisa enisa Keyword
  2761489 330 enisa threat landscape report enisa threat landscape report Keyword
  2764486 164 enterprise risk management enterprise risk management Keyword
  2764512 167 enterprise security enterprise security Keyword
  2770750 575 equifax data breach equifax data breach Keyword
  2775670 115 escan internet security suite eScan Internet Security Suite: https://www.escanav.com/en/windows-antivirus/internet-security-suite.asp Keyword
  2776307 36 eset Cyber security company: https://en.wikipedia.org/wiki/ESET Keyword
  2777395 293 espionage campaign espionage campaign Keyword
  2782138 46 eternalblue https://en.wikipedia.org/wiki/EternalBlue Keyword
  2782394 248 ethereum ethereum Keyword
  2782750 23 ethical hacker ethical hacker Keyword
  2783268 526 ettercap Security tool: https://en.wikipedia.org/wiki/Ettercap_(software) Keyword
  2783440 577 eu-us privacy shield eu-us privacy shield Keyword
  2783665 12 eugene kaspersky person Keyword
  2784012 4 eurocrypt crypto conference Keyword
  2786369 277 european data protection directive european data protection directive Keyword
  2786373 277 european data protection law european data protection law Keyword
  2786384 277 european data protection supervisor european data protection supervisor Keyword
  2786968 474 europol Law enforcement agency Keyword
  2787367 111 evade breach notification law evade breach notification law Keyword
  2787402 113 evade detection evade detection Keyword
  2788693 218 evasion technique evasion technique Keyword
  2807686 52 exploit dev exploit dev Keyword
  2808208 52 exploit kit exploit kit Keyword
  2808601 52 exploit mitigation exploit mitigation Keyword
  2808763 516 exploit pack exploit pack Keyword
  2809658 52 exploitability exploitability Keyword
  2810004 39 exploitation technique exploitation technique Keyword
  2810241 39 exploits exploits Keyword
  2812590 454 expose sensitive data expose sensitive data Keyword
  2819541 36 f-secure Cyber security company: https://en.wikipedia.org/wiki/F-Secure Keyword
  2819559 115 f-secure internet security f-secure internet security Keyword
  2823022 189 facial recognition Biometrics Keyword
  2827180 289 fake news General term, but connections with security is strong enough. Keyword
  2831222 564 fancy bear Fancy Bear is a Russian cyber espionage group. Cybersecurity firm CrowdStrike has said with a medium level of confidence that it is associated with the Russian military intelligence agency GRU Keyword
  2841746 90 federated identity management federated identity management Keyword
  2852553 81 file upload vulnerability file upload vulnerability Keyword
  2852935 43 fileless malware fileless malware Keyword
  2856108 85 financial cyber threat financial cyber threat Keyword
  2858157 90 fine-grained access control fine-grained access control Keyword
  2858445 47 finfisher Spyware: https://en.wikipedia.org/wiki/FinFisher Keyword
  2860311 36 fireeye https://www.fireeye.com/ Keyword
  2860324 330 fireeye advanced threat report https://www.fireeye.com/current-threats/annual-threat-report.html Keyword
  2860411 335 fireeye dynamic threat intelligence fireeye dynamic threat intelligence Keyword
  2861494 89 firewall rule firewall rule Keyword
  2861611 89 firewalls firewalls Keyword
  2863657 580 fisma Federal Information Security Management Act: https://en.wikipedia.org/wiki/Federal_Information_Security_Management_Act_of_2002 Keyword
  2866736 41 flash exploit flash exploit Keyword
  2867162 217 flash zero-day flash zero-day Keyword
  2869123 219 flip feng shui Flip Feng Shui (FFS) is a new exploitation vector that allows an attacker virtual machine (VM) to flip a bit in a memory page of a victim VM that runs on the same host as the attacker VM. https://www.vusec.net/projects/flip-feng-shui/ Keyword
  2871460 201 flow analysis General netwroking term, but connection with security is strong enough. Keyword
  2887263 113 fraud detection fraud detection Keyword
  2891147 497 free open-source disk encryption software free open-source disk encryption software Keyword
  2892285 506 free vpn Privacy related Keyword
  2892651 494 freeanon freeanon Keyword
  2892734 494 freeanons https://www.freeanons.org/ Keyword
  2892942 494 freebogatov Campaign to free Dmitry Bogatov: https://twitter.com/hashtag/freebogatov?lang=en Keyword
  2893614 494 freejeremy https://freejeremy.net/ Keyword
  2893743 493 freelauri Campaign for free Lauri Love: https://freelauri.com/ Keyword
  2894089 494 freemattdehart https://twitter.com/freemattdehart?lang=en Keyword
  2902650 378 fullz https://www.investopedia.com/fullz-definition-4684000 Keyword
  2907710 371 fuzz arbitrary binary code Better changed to "Fuzzing" Keyword
  2907916 537 fuzzer Class of security tools Keyword
  2911214 510 gameover zeus botnet gameover zeus botnet Keyword
  2912962 4 gartnersec Gartner Security & Risk Management Conference? Keyword
  2915561 29 gchq The Government Communications Headquarters is an intelligence and security organisation responsible for providing signals intelligence and information assurance to the government and armed forces of the United Kingdom. Keyword
  2933126 330 global internet security threat report global internet security threat report Keyword
  2939561 69 google docs phish attack google docs phish attack Keyword
  2939572 69 google docs phishing scam google docs phishing scam Keyword
  2939594 538 google dork The GHDB is an index of search queries (we call them dorks) used to find publicly available information, intended for pentesters and security researchers. Keyword
  2940628 409 google project zero bug google project zero bug Keyword
  2944517 349 government hacking government hacking Keyword
  2945361 540 government surveillance Privacy related Keyword
  2953417 486 grizzly steppe report GRIZZLY STEPPE - Russian Malicious Cyber Activity | CISA - US-Cert Keyword
  2953720 18 grossklags Cyber security researchers Jens Grossklags: http://www.cybertrust.in.tum.de/index.php?id=101 Keyword
  2956814 21 guccifer Hacker: https://en.wikipedia.org/wiki/Guccifer Keyword
  2959568 499 guy fawkes mask Cyber security culture Keyword
  2964442 528 hack team hack team Keyword
  2965018 541 hackaday https://hackaday.com/ Keyword
  2966356 350 hacker conference hacker conference Keyword
  2966940 350 hacker forum hacker forum Keyword
  2967145 21 hacker hero john draper https://en.wikipedia.org/wiki/John_Draper Keyword
  2967537 21 hacker lauri love https://en.wikipedia.org/wiki/Lauri_Love Keyword
  2968672 350 hacker summer camp hacker summer camp Keyword
  2968718 349 hacker target hacker target Keyword
  2969936 349 hackerspace https://en.wikipedia.org/wiki/Hackerspace Keyword
  2970750 477 hacking facebook account hacking facebook account Keyword
  2970789 350 hacking forum hacking forum Keyword
  2972214 349 hacking service hacking service Keyword
  2972289 367 hacking software hacking software Keyword
  2972535 349 hacking technique hacking technique Keyword
  2972656 367 hacking tools hacking tools Keyword
  2972770 349 hacking tutorial hacking tutorial Keyword
  2972873 368 hacking village Event: https://def.camp/hacking-village/ Keyword
  2973410 364 hackrf https://greatscottgadgets.com/hackrf/ Keyword
  2973637 364 hacksys extreme vulnerable driver hacksys extreme vulnerable driver Keyword
  2975049 519 hak5 Pentesting device: https://shop.hak5.org/ Keyword
  2979598 461 hansa dark web market Dark web market Keyword
  2982685 349 hardware hacking hardware hacking Keyword
  2982939 40 hardware security hardware security Keyword
  2984678 133 hash algorithm hash algorithm Keyword
  2984828 133 hash function hash function Keyword
  2985029 375 hash table hash table Keyword
  2985068 375 hash value hash value Keyword
  2985136 364 hashcat Security tool: https://en.wikipedia.org/wiki/Hashcat Keyword
  2987277 518 havij Havij SQL Injection tool Keyword
  2987513 21 haxor Alternrative spelling of hacker: https://en.wiktionary.org/wiki/haxor Keyword
  2988106 36 hbgary https://en.wikipedia.org/wiki/HBGary Keyword
  2991657 522 heap overflow heap overflow Keyword
  2992452 409 heartbleed https://en.wikipedia.org/wiki/Heartbleed Keyword
  2996895 379 help net security https://www.helpnetsecurity.com/ Keyword
  3000321 219 hex editor General term, connections with security is strong enough. Keyword
  3010478 358 hitb Cyber security event: https://conference.hitb.org/ Keyword
  3010636 358 hitb2017ams Hash tag for security event: https://twitter.com/hashtag/hitb2017ams?lang=en Keyword
  3010776 4 hitbgsec Security conference: https://gsec.hitb.org/ Keyword
  3015248 495 homomorphic encryption scheme homomorphic encryption scheme Keyword
  3015786 113 honeynet honeynet Keyword
  3015840 113 honeypot honeypot Keyword
  3020193 232 host-based intrusion detection system host-based intrusion detection system Keyword
  3021653 506 hotspot shield vpn hotspot shield vpn Keyword
  3025518 142 http public key pinning https://en.wikipedia.org/wiki/HTTP_Public_Key_Pinning Keyword
  3025660 167 http strict transport security http strict transport security Keyword
  3025859 34 huawei ICT company with major presence on security solutions Keyword
  3030901 184 hxxp Security protocol: https://tools.ietf.org/id/draft-salgado-hxxp-01.xml Keyword
  3037606 167 ics security ics security Keyword
  3037739 344 ics-cert Industrial Control System CERT Keyword
  3039279 552 ida pro https://www.hex-rays.com/products/ida/ Keyword
  3039533 552 idapython Python plugin for Interactive Disassembler: https://github.com/idapython/ Keyword
  3040372 277 identifiable natural person GDPR: An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification ... Keyword
  3042187 339 identify threat not a proper term Keyword
  3042806 90 identity management identity management Keyword
  3044128 36 idss Integrated Defense & Security Solutions Keyword
  3044625 10 ieee computer security foundations workshop ieee computer security foundations workshop Keyword
  3057363 176 imsi International mobile subscriber identity, connection with security is strong enough Keyword
  3057368 216 imsi catcher https://en.wikipedia.org/wiki/IMSI-catcher Keyword
  3057978 551 in-memory private rsa key recovery in-memory private rsa key recovery Keyword
  3059498 346 incident detection incident detection Keyword
  3059599 346 incident handling incident handling Keyword
  3059738 346 incident management incident management Keyword
  3059832 348 incident object description incident object description Keyword
  3059834 348 incident object description exchange format incident object description exchange format Keyword
  3059991 342 incident responder incident responder Keyword
  3059998 342 incident response incident response Keyword
  3060000 342 incident response activity incident response activity Keyword
  3060024 342 incident response capability incident response capability Keyword
  3060172 342 incident response plan incident response plan Keyword
  3060206 342 incident response process incident response process Keyword
  3060278 343 incident response team incident response team Keyword
  3075965 167 industrial control system security industrial control system security Keyword
  3078413 520 infected computer infected computer Keyword
  3078477 520 infected host infected host Keyword
  3078624 520 infected system infected system Keyword
  3078866 483 infection vector https://en.wikipedia.org/wiki/Vector_(malware) Keyword
  3081935 1 infosec infosec Keyword
  3082249 38 infosec community infosec community Keyword
  3082954 349 infosec hacking infosec hacking Keyword
  3083374 309 infosec malware infosec malware Keyword
  3083812 11 infosec people infosec people Keyword
  3083927 318 infosec pro infosec pro Keyword
  3083950 318 infosec professional infosec professional Keyword
  3084872 1 infosecurity infosecurity Keyword
  3085627 30 infrastructure protection infrastructure protection Keyword
  3085741 425 infrastructure security infrastructure security Keyword
  3089365 329 injection attack Maybe too general? Keyword
  3089489 514 injection flaw injection flaw Keyword
  3089650 514 injection technique injection technique Keyword
  3093157 54 insider attack insider attack Keyword
  3093424 82 insider threat insider threat Keyword
  3099391 78 integer overflow integer overflow Keyword
  3100697 80 intel amt vulnerability intel amt vulnerability Keyword
  3100772 469 intel boot guard intel boot guard Keyword
  3101505 88 intel software guard extension intel software guard extension Keyword
  3111646 474 internet crime complaint center internet crime complaint center Keyword
  3113210 82 internet security threat internet security threat Keyword
  3113212 330 internet security threat report internet security threat report Keyword
  3113385 35 internet storm center Security body: https://en.wikipedia.org/wiki/Internet_Storm_Center Keyword
  3113415 540 internet surveillance internet surveillance Keyword
  3117929 114 intrusion detection systems intrusion detection systems Keyword
  3117984 184 intrusion prevention intrusion prevention Keyword
  3117995 184 intrusion prevention system intrusion prevention system Keyword
  3122531 36 ioactive Cyber security company: https://en.wikipedia.org/wiki/IOActive Keyword
  3123688 176 ios security ios security Keyword
  3124027 63 iot botnet iot botnet Keyword
  3126042 331 iphone hack iphone hack Keyword
  3126211 333 iphone secure boot firmware component Too specific Keyword
  3127911 351 iranian hacker iranian hacker Keyword
  3130289 37 isac Information Sharing and Analysis Centers / Information Sharing and Analysis Center Keyword
  3130559 37 isc2 Cyber security organisation: (ISC)2 Keyword
  3138521 167 itsecurity itsecurity Keyword
  3141283 18 jajodia Cyber security researcher Sushil Jajodia: https://csis.gmu.edu/jajodia/ Keyword
  3146178 21 jeremy hammond Hacker: https://en.wikipedia.org/wiki/Jeremy_Hammond Keyword
  3150146 12 john mcafee john mcafee Keyword
  3155897 26 julian assange WikiLeaks: https://en.wikipedia.org/wiki/Julian_Assange Keyword
  3158487 451 k-anonymity privacy protection k-anonymity privacy protection Keyword
  3158528 296 k-anonymization k-anonymization Keyword
  3159513 549 kali linux kali linux Keyword
  3161189 36 kaspersky kaspersky Keyword
  3161476 115 kaspersky internet security kaspersky internet security Keyword
  3161499 36 kaspersky lab kaspersky lab Keyword
  3161823 6 kaspersky security analyst summit kaspersky security analyst summit Keyword
  3164120 63 kelihos botnet kelihos botnet Keyword
  3164861 90 kerberos User authentication protocol Keyword
  3165480 553 kernel memory corruption kernel memory corruption Keyword
  3165488 113 kernel memory infoleak detector kernel memory infoleak detector Keyword
  3165616 413 kernel pool overflow kernel pool overflow Keyword
  3165642 328 kernel privilege escalation vulnerability kernel privilege escalation vulnerability Keyword
  3166275 21 kevin mitnick kevin mitnick Keyword
  3166762 129 key cryptography key cryptography Keyword
  3166880 307 key distribution key distribution Keyword
  3166959 129 key encryption key encryption Keyword
  3167136 307 key generation algorithm key generation algorithm Keyword
  3167387 312 key logger key logger Keyword
  3167578 129 key pair key pair Keyword
  3167766 403 key reinstallation attack key reinstallation attack Keyword
  3167959 129 key size key size Keyword
  3168649 307 keygen keygen Keyword
  3168901 312 keylogging keylogging Keyword
  3171379 171 kill chain Not a proper term Keyword
  3179147 403 krack attack krack attack Keyword
  3179872 479 kronos banking trojan kronos banking trojan Keyword
  3179936 18 kruegel Cyber security researcher Christopher Kruegel: https://sites.cs.ucsb.edu/~chris/ Keyword
  3181453 296 l-diversity l-diversity Keyword
  3181513 223 l0pht Hacker group: https://en.wikipedia.org/wiki/L0pht Keyword
  3190781 90 lastpass password manager Keyword
  3225066 475 linux malware linux malware Keyword
  3231846 223 lizard squad Lizard Squad was a black hat hacking group, mainly known for their claims of distributed denial-of-service attacks primarily to disrupt gaming-related services. Keyword
  3235636 90 local privilege Access control term Keyword
  3235653 328 local privilege escalation vulnerability local privilege escalation vulnerability Keyword
  3235772 79 local root exploit https://github.com/5H311-1NJ3C706/local-root-exploits Keyword
  3238091 393 locky ransomware https://en.wikipedia.org/wiki/Locky Keyword
  3249202 516 low orbit ion cannon Low Orbit Ion Cannon is an open-source network stress testing and denial-of-service attack application, written in C#. LOIC was initially developed by Praetox Technologies, but was later released into the public domain, and now is hosted on several open source platforms. Keyword
  3252972 224 lulz https://www.wired.com/2011/11/anonymous-101/ Keyword
  3253207 223 lulzsec Hacker group: https://en.wikipedia.org/wiki/LulzSec Keyword
  3256445 475 mac malware mac malware Keyword
  3260726 218 magnitude exploit kit magnitude exploit kit Keyword
  3267180 465 malicious android app malicious android app Keyword
  3267199 465 malicious app malicious app Keyword
  3267213 465 malicious application malicious application Keyword
  3267276 462 malicious behavior malicious behavior Keyword
  3267388 465 malicious code malicious code Keyword
  3267484 462 malicious content malicious content Keyword
  3267585 467 malicious domain malicious domain Keyword
  3267617 462 malicious email malicious email Keyword
  3267657 465 malicious executable malicious executable Keyword
  3267833 466 malicious insider malicious insider Keyword
  3267942 467 malicious link malicious link Keyword
  3268142 465 malicious payload malicious payload Keyword
  3268156 464 malicious pdf malicious pdf Keyword
  3268267 465 malicious program malicious program Keyword
  3268634 466 malicious user malicious user Keyword
  3268694 467 malicious website malicious website Keyword
  3268727 464 malicious word document malicious word document Keyword
  3269121 483 malspam Malware spam: https://blog.malwarebytes.com/threats/malspam/ Keyword
  3269230 258 maltego Digital forensics software: https://en.wikipedia.org/wiki/Maltego Keyword
  3269376 484 malvertise Better change to "malvertising": https://en.wikipedia.org/wiki/Malvertising Keyword
  3269384 484 malvertise campaign malvertise campaign Keyword
  3269848 310 malware analysis system malware analysis system Keyword
  3269861 310 malware analysis tool malware analysis tool Keyword
  3269890 310 malware analyst malware analyst Keyword
  3270026 43 malware attack malware attack Keyword
  3270097 310 malware attribute enumeration malware attribute enumeration Keyword
  3270116 314 malware author Not useful Keyword
  3270241 310 malware behavior malware behavior Keyword
  3270430 313 malware campaign malware campaign Keyword
  3270971 315 malware detection malware detection Keyword
  3271002 315 malware detection method malware detection method Keyword
  3271023 315 malware detection system malware detection system Keyword
  3271544 43 malware family malware family Keyword
  3272139 313 malware infection malware infection Keyword
  3272987 315 malware protection malware protection Keyword
  3272995 315 malware protection engine malware protection engine Keyword
  3273256 314 malware sample Not useful Keyword
  3273724 313 malware target malware target Keyword
  3273926 313 malware threat malware threat Keyword
  3274117 43 malware variant malware variant Keyword
  3274287 314 malware writer not a proper term Keyword
  3274595 116 malwarebytes Cyber security software: https://en.wikipedia.org/wiki/Malwarebytes_(software) Keyword
  3274966 56 man-in-the-middle man-in-the-middle Keyword
  3274967 56 man-in-the-middle attack man-in-the-middle attack Keyword
  3275307 164 manage cyber risk manage cyber risk Keyword
  3276010 429 managed security service managed security service Keyword
  3278784 36 mandiant Cyber security company: https://en.wikipedia.org/wiki/Mandiant Keyword
  3282982 18 marcus hutchins person Keyword
  3286648 12 mary ann davidson CSO at Oracle Keyword
  3287872 540 mass surveillance Loosely related especially on privacy Keyword
  3289423 548 master boot record master boot record Keyword
  3289495 129 master decryption key master decryption key Keyword
  3289566 129 master key master key Keyword
  3297579 136 md5 hash md5 hash Keyword
  3307395 300 memory analysis technique for security analysis Keyword
  3307523 416 memory corruption bug memory corruption bug Keyword
  3307549 569 memory corruption vulnerability memory corruption vulnerability Keyword
  3307669 258 memory forensic memory forensic Keyword
  3311333 388 message authentication code message authentication code Keyword
  3314100 516 metasploit framework metasploit framework Keyword
  3314145 516 metasploit module metasploit module Keyword
  3314617 43 meterpreter Security term: https://www.offensive-security.com/metasploit-unleashed/about-meterpreter/ Keyword
  3324340 434 microsoft security bulletin microsoft security bulletin Keyword
  3324358 115 microsoft security essentials microsoft security essentials Keyword
  3324368 210 microsoft security intelligence report microsoft security intelligence report Keyword
  3329106 494 millionmaskmarch Cyber security related protest event: Million Mask March: https://en.wikipedia.org/wiki/Million_Mask_March Keyword
  3329712 365 mimikatz https://github.com/gentilkiwi/mimikatz Keyword
  3331197 256 mini123 Magnetic Stripe Credit Card Reader sub model name Keyword
  3334238 485 mirai Malware: https://en.wikipedia.org/wiki/Mirai_(malware) Keyword
  3335040 74 misconfiguration General term, but can have security implications Keyword
  3335709 335 misp Project: https://www.misp-project.org/ Keyword
  3338554 56 mitm Man-in-the-Middle Keyword
  3338567 56 mitm attack mitm attack Keyword
  3338792 244 mitre corporation mitre corporation Keyword
  3340792 176 mobile app security mobile app security Keyword
  3341202 176 mobile device security mobile device security Keyword
  3341686 176 mobile phone hacking mobile phone hacking Keyword
  3341813 176 mobile pwn2own mobile pwn2own Keyword
  3342101 176 mobile threat mobile threat Keyword
  3342382 176 mobilesecurity mobilesecurity Keyword
  3350270 20 money mule A money mule, sometimes called a "smurfer," is a person who transfers money acquired illegally (e.g., stolen) in person, through a courier service, or electronically, on behalf of others. Typically, the mule is paid for services with a small part of the money transferred. Keyword
  3359718 499 mrrobot Movie describing cyber security: https://en.wikipedia.org/wiki/Mr._Robot Keyword
  3360350 424 ms17-010 Security patch: https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010 Keyword
  3361228 521 msr2000 Magnetic Stripe Credit Card Reader Keyword
  3361229 521 msr206 Magnetic Stripe Reader Keyword
  3361233 521 msr3000 Magnetic Stripe Credit Card Reader Keyword
  3361234 521 msr400 Magnetic Stripe Credit Card Reader Keyword
  3361235 521 msr500m Magnetic Stripe Credit Card Reader Keyword
  3361237 521 msr505 Magnetic Swipe Card Reader Keyword
  3361333 429 mssp managed security service provider Keyword
  3365230 459 multiparty unconditionally secure protocol multiparty unconditionally secure protocol Keyword
  3366179 522 multiple heap buffer overflow multiple heap buffer overflow Keyword
  3377455 474 national crime agency They have a cybercrime unit. Keyword
  3377479 30 national critical infrastructure national critical infrastructure Keyword
  3377528 344 national cyber incident response plan national cyber incident response plan Keyword
  3377548 37 national cyber security alliance national cyber security alliance Keyword
  3377598 491 national cyber security strategy national cyber security strategy Keyword
  3377631 3 national cybersecurity awareness national cybersecurity awareness Keyword
  3377634 3 national cybersecurity awareness month national cybersecurity awareness month Keyword
  3377688 277 national data protection authority national data protection authority Keyword
  3378624 491 national security letter national security letter Keyword
  3378874 75 national vulnerability database national vulnerability database Keyword
  3379734 288 nato ccd coe The NATO Cooperative Cyber Defence Centre of Excellence is a multinational and interdisciplinary hub of cyber defence expertise. Keyword
  3379781 288 nato cooperative cyber defence centre nato cooperative cyber defence centre Keyword
  3382532 3 ncsam National Cybersecurity Awareness Month: https://staysafeonline.org/ncsam/ Keyword
  3383887 63 necurs Botnet: https://en.wikipedia.org/wiki/Necurs_botnet Keyword
  3386905 234 nessus Security software: https://en.wikipedia.org/wiki/Nessus_(software) Keyword
  3387461 581 net neutrality rule net neutrality rule Keyword
  3387927 525 netcat Network security and forensics tool: https://en.wikipedia.org/wiki/Netcat Keyword
  3388413 36 netgear Cyber security company: https://en.wikipedia.org/wiki/Netgear Keyword
  3388956 36 netsec netsec Keyword
  3390638 90 network access control network access control Keyword
  3391829 428 network flow data network flow data Keyword
  3392211 231 network intrusion detection system network intrusion detection system Keyword
  3393116 428 network security analysis network security analysis Keyword
  3393234 428 network security monitoring network security monitoring Keyword
  3393776 428 network traffic analysis network traffic analysis Keyword
  3393806 428 network traffic data network traffic data Keyword
  3394177 231 network-based intrusion detection system network-based intrusion detection system Keyword
  3406314 491 nist cybersecurity framework nist cybersecurity framework Keyword
  3407784 526 nmap https://nmap.org/ Keyword
  3410425 494 nolove4usgov Compaign for freeing Lauri Love: https://twitter.com/hashtag/nolove4usgov?lang=en Keyword
  3421427 394 notpetya https://en.wikipedia.org/wiki/Petya_(malware) Keyword
  3424546 349 nsa malware staging server nsa malware staging server Keyword
  3424927 156 nsa spy nsa spy Keyword
  3425005 540 nsa surveillance nsa surveillance Keyword
  3426751 39 nuclear exploit kit nuclear exploit kit Keyword
  3429125 75 nvd National Vulnerability Database: https://nvd.nist.gov/ Keyword
  3430932 37 oasis cyber threat intelligence oasis cyber threat intelligence Keyword
  3431016 92 oauth Security technology: https://en.wikipedia.org/wiki/OAuth Keyword
  3432087 572 obfuscation technique obfuscation technique Keyword
  3438963 541 offensive community Not useful Keyword
  3443599 88 offsec Offensive Security Keyword
  3448213 524 ollydbg Reverse engineering tool: https://en.wikipedia.org/wiki/OllyDbg Keyword
  3451499 503 onion service onion service Keyword
  3461280 69 online dating scams online dating scams Keyword
  3464907 453 online safety online safety Keyword
  3469511 549 openbsd OpenBSD is a free and open-source, security-focused, Unix-like operating system based on the Berkeley Software Distribution. Theo de Raadt created OpenBSD in 1995 by forking NetBSD. According to de Raadt, OpenBSD is a research operating system for developing security mitigations. Keyword
  3469730 74 openflow General networking term, but connection with security is strong enough. Keyword
  3469871 423 openioc Incident management: https://www.fireeye.com/blog/threat-research/2013/10/openioc-basics.html Keyword
  3470335 145 openssh openssh Keyword
  3470388 141 openssl openssl Keyword
  3471172 506 openvpn Cyber security software: https://en.wikipedia.org/wiki/OpenVPN Keyword
  3473103 167 operational security operational security Keyword
  3474495 39 opisrael Attack: https://en.wikipedia.org/wiki/OpIsrael Keyword
  3479664 427 oreillysecurity oreillysecurity Keyword
  3485563 353 oscp Offensive Security Certified Professional: https://en.wikipedia.org/wiki/Offensive_Security_Certified_Professional Keyword
  3485761 171 osint https://en.wikipedia.org/wiki/Open-source_intelligence Keyword
  3497194 449 owasp https://en.wikipedia.org/wiki/OWASP Keyword
  3497451 449 owasp zed attack proxy owasp zed attack proxy Keyword
  3501392 54 packet loss packet loss Keyword
  3501572 430 packet trace anonymization packet trace anonymization Keyword
  3501778 4 pacsec Cyber security event: https://pacsec.jp/ Keyword
  3504546 36 palo alto networks palo alto networks Keyword
  3504826 575 panama papers The Panama Papers are 11.5 million leaked documents that detail financial and attorney–client information for more than 214,488 offshore entities Keyword
  3516114 193 passphrase passphrase Keyword
  3516481 438 password crack password crack Keyword
  3516519 438 password crack tool password crack tool Keyword
  3516530 438 password cracker password cracker Keyword
  3516734 375 password hash password hash Keyword
  3516842 90 password management password management Keyword
  3516862 93 password manager password manager Keyword
  3517096 539 password recovery password recovery Keyword
  3517151 539 password reset password reset Keyword
  3517227 167 password security password security Keyword
  3517846 567 pastebin General online service, but connection with security is strong enough: https://en.wikipedia.org/wiki/Pastebin Keyword
  3518549 424 patch management patch management Keyword
  3524285 378 payment card breach payment card breach Keyword
  3524291 376 payment card data payment card data Keyword
  3525390 559 pcap General term, but connections with security is strong enough. Keyword
  3525663 377 pci dss The Payment Card Industry Data Security Standard (PCI DSS) is an information security standard for organizations that handle branded credit cards from the major card schemes. Keyword
  3528516 326 pegasus ios kernel vulnerability pegasus ios kernel vulnerability Keyword
  3528961 11 pen tester pen tester Keyword
  3528968 90 pen testing pen testing Keyword
  3529571 12 penetration tester penetration tester Keyword
  3529585 519 penetration testing penetration testing Keyword
  3530544 12 pentester pentester Keyword
  3530616 519 pentesting pentesting Keyword
  3537781 90 permissions permissions Keyword
  3540084 447 personal data breach personal data breach Keyword
  3540175 444 personal data protection personal data protection Keyword
  3543206 394 petya ransomware https://en.wikipedia.org/wiki/Petya_(malware) Keyword
  3543704 544 pgp key pgp key Keyword
  3543750 544 pgp public key pgp public key Keyword
  3543751 544 pgp public key block pgp public key block Keyword
  3546770 21 phineas fisher hack hacking team Need to be simplified to the name of the hacker "Phineas Fisher". Keyword
  3547123 69 phish site phish site Keyword
  3547306 69 phishing attack phishing attack Keyword
  3547480 494 phishing campaign phishing campaign Keyword
  3547655 69 phishing email phishing email Keyword
  3548023 69 phishing scam phishing scam Keyword
  3548193 69 phishing site phishing site Keyword
  3550918 541 phrack Hacker magazine: https://en.wikipedia.org/wiki/Phrack Keyword
  3555048 277 pii personally identifiable information (it may have other meanings) Keyword
  3556495 376 pin code pin code Keyword
  3557791 500 pirate bay Piracy service: https://en.wikipedia.org/wiki/The_Pirate_Bay Keyword
  3566808 78 poc exploit poc exploit Keyword
  3568700 60 poisoning attack poisoning attack Keyword
  3574914 31 ponemon Cyber security organisation: https://www.ponemon.org/ Keyword
  3574919 31 ponemon institute The Ponemon Institute is a private research organization that conducts independent research on privacy, data protection and information security policy. Keyword
  3579834 519 port scan Better change to "port scanning" Keyword
  3580908 43 pos malware pos malware Keyword
  3584163 388 post-quantum This is mostly about post-quantum crypto. Check duplication. Keyword
  3588890 329 powershell code injection vulnerability powershell code injection vulnerability Keyword
  3589179 554 powershell script This is general but may be argued based on strong connections with security. Keyword
  3589363 554 powerview Security tool: https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon Keyword
  3590388 310 practical malware analysis practical malware analysis Keyword
  3604312 303 preserve data mining preserve data mining Keyword
  3615539 156 privacy breach privacy breach Keyword
  3615863 295 privacy constraint privacy constraint Keyword
  3616252 305 privacy enhancing technologies privacy enhancing technologies Keyword
  3616535 156 privacy impact privacy impact Keyword
  3616538 156 privacy impact assessment privacy impact assessment Keyword
  3616949 295 privacy model privacy model Keyword
  3617241 297 privacy preservation privacy preservation Keyword
  3617384 303 privacy preserving data mining privacy preserving data mining Keyword
  3617391 304 privacy preserving data publishing privacy preserving data publishing Keyword
  3617652 295 privacy requirement privacy requirement Keyword
  3617884 295 privacy setting privacy setting Keyword
  3617904 577 privacy shield privacy shield Keyword
  3618266 295 privacy-aware access control privacy-aware access control Keyword
  3618527 297 privacy-preserving privacy-preserving Keyword
  3618592 300 privacy-preserving data analysis privacy-preserving data analysis Keyword
  3618602 303 privacy-preserving data mining privacy-preserving data mining Keyword
  3618619 304 privacy-preserving data publishing privacy-preserving data publishing Keyword
  3620261 295 private proxy General term, connections with security is strong enough. Keyword
  3621146 414 privilege escalation exploit privilege escalation exploit Keyword
  3625492 364 process explorer Security tool: https://en.wikipedia.org/wiki/Process_Explorer Keyword
  3625666 329 process injection process injection Keyword
  3625669 329 process injection technique process injection technique Keyword
  3625941 277 process personal data process personal data Keyword
  3628537 343 product security incident response team product security incident response team Keyword
  3629747 23 professional hacker professional hacker Keyword
  3654037 529 psexec PsExec is a light-weight telnet-replacement that lets you execute processes on other systems, complete with full interactivity for console Keyword
  3656064 130 public key certificate public key certificate Keyword
  3656090 130 public key cryptography public key cryptography Keyword
  3656100 130 public key cryptosystem public key cryptosystem Keyword
  3656118 130 public key encryption public key encryption Keyword
  3656136 345 public key infrastructure certificate public key infrastructure certificate Keyword
  3656163 142 public key pinning public key pinning Keyword
  3665130 244 pwc Company with strong cyber security presence: https://en.wikipedia.org/wiki/PricewaterhouseCoopers Keyword
  3665381 370 pwn2own https://en.wikipedia.org/wiki/Pwn2Own Keyword
  3665713 433 pwnie Pwnie Award: https://en.wikipedia.org/wiki/Pwnie_Awards Keyword
  3671292 558 quasi-identifier https://en.wikipedia.org/wiki/Quasi-identifier Keyword
  3671429 549 qubes Security focused OS: https://en.wikipedia.org/wiki/Qubes_OS Keyword
  3671471 167 qubes security bulletin qubes security bulletin Keyword
  3673786 36 quick heal antivirus quick heal antivirus Keyword
  3676330 534 race condition A race condition or race hazard is the behavior of an electronics, software, or other system where the system's substantive behavior is dependent on the sequence or timing of other uncontrollable events. It becomes a bug when one or more of the possible behaviors is undesirable. Keyword
  3677110 524 radare2 Reverse engineering software: https://en.wikipedia.org/wiki/Radare2 Keyword
  3680169 45 ramnit Malware: https://en.wikipedia.org/wiki/Ramnit Keyword
  3683190 44 ransomware attack ransomware attack Keyword
  3683370 44 ransomware campaign ransomware campaign Keyword
  3683516 44 ransomware decryption tool ransomware decryption tool Keyword
  3684056 44 ransomware outbreak ransomware outbreak Keyword
  3684464 82 ransomware threat ransomware threat Keyword
  3685125 36 rapid7 Cyber security company: https://www.rapid7.com/ Keyword
  3689712 325 re-identification re-identification Keyword
  3696434 386 realworldcrypto Real World Crypto Symposium: https://rwc.iacr.org/ Keyword
  3701186 4 recon Cyber security conference: https://recon.cx/ Keyword
  3701383 407 reconmtl REcon: Annual reverse engineering and security conference held in Montreal. ... Next Recon Montreal will be 19-21 of June 2020. ... Recon was the last conference on my infosec bucket list! Keyword
  3705424 21 redhack redhack Keyword
  3705821 482 redoctober Malware: https://en.wikipedia.org/wiki/Red_October_(malware) Keyword
  3705974 527 redteam redteam Keyword
  3708388 329 reflect xss reflected xss Keyword
  3709667 367 regin Regin is a sophisticated malware and hacking toolkit used by United States' National Security Agency (NSA) and its British counterpart, the Government ... Keyword
  3709889 330 regional advanced threat report regional advanced threat report Keyword
  3719839 524 remnux Reserve engineering tool REMnux: https://remnux.org/ Keyword
  3720050 54 remote attack remote attack Keyword
  3720174 371 remote code exec remote code exec Keyword
  3720183 371 remote code execution remote code execution Keyword
  3720199 371 remote code execution exploit remote code execution exploit Keyword
  3720202 371 remote code execution flaw covered by remote code execution Keyword
  3720218 371 remote code execution vuln not a proper phrase Keyword
  3720221 327 remote code execution vulnerability remote code execution vulnerability Keyword
  3720250 327 remote command execution vulnerability remote command execution vulnerability Keyword
  3720361 529 remote desktop Should be made equal to "remote administration tool" Keyword
  3720387 529 remote desktop protocol remote desktop protocol Keyword
  3720477 529 remote exploit remote exploit Keyword
  3720502 514 remote file inclusion remote file inclusion Keyword
  3720726 416 remote memory corruption remote memory corruption Keyword
  3720728 569 remote memory corruption vulnerability remote memory corruption vulnerability Keyword
  3720932 52 remote root exploit remote root exploit Keyword
  3720986 219 remote shell Should be made equal to "remote administration tool" Keyword
  3721442 534 remotely exploitable remotely exploitable Keyword
  3721449 534 remotely exploitable flaw remotely exploitable flaw Keyword
  3721463 472 remotely exploitable type confusion remotely exploitable type confusion Keyword
  3726037 442 report data breach not a proper phrase Keyword
  3730642 178 reputation system General term, connections with security is strong enough. Keyword
  3740384 321 responsible disclosure responsible disclosure Keyword
  3749400 239 reverse engineering malware reverse engineering malware Keyword
  3749701 41 reverse shell Attacking mechanism: https://resources.infosecinstitute.com/icmp-reverse-shell/ Keyword
  3754310 218 rig exploit kit rig exploit kit Keyword
  3756997 160 risk assessment process risk assessment process Keyword
  3757782 164 risk management approach risk management approach Keyword
  3757828 164 risk management framework risk management framework Keyword
  3757890 160 risk management process risk management process Keyword
  3757932 164 risk management solution risk management solution Keyword
  3757938 164 risk management strategy risk management strategy Keyword
  3757974 150 risk manager risk manager Keyword
  3758078 165 risk mitigation risk mitigation Keyword
  3758105 165 risk mitigation strategy risk mitigation strategy Keyword
  3764036 195 role base access control role base access control Keyword
  3764316 195 role-based access control model role-based access control model Keyword
  3765486 90 root access Access control term Keyword
  3765619 79 root exploit root exploit Keyword
  3765779 195 root privilege root privilege Keyword
  3769562 414 rowhammer Security issue: https://en.wikipedia.org/wiki/Row_hammer Keyword
  3770563 128 rsa key rsa key Keyword
  3770864 399 rsac RSA Conference Keyword
  3771413 4 rsac2017 RAS Conference 2017 Keyword
  3777759 351 russian hackers russian hackers Keyword
  3782758 3 safer internet day safer internet day Keyword
  3785205 16 samarati person Keyword
  3788066 78 sandbox escape Not a proper term Keyword
  3788316 172 sandboxing Security mechanism Keyword
  3789282 36 sans institute sans institute Keyword
  3789294 341 sans internet storm center https://isc.sans.edu/ Keyword
  3795310 20 scammer scammer Keyword
  3799058 12 schneier Cyber security expert Bruce Schneier Keyword
  3799791 3 school security awareness training school security awareness training Keyword
  3803635 223 script kiddie Hacker: https://en.wikipedia.org/wiki/Script_kiddie Keyword
  3808722 129 secret key secret key Keyword
  3809181 119 secret sharing secret sharing Keyword
  3810056 374 sectf Event: https://www.social-engineer.org/sevillage-def-con/the-sectf/ Keyword
  3811252 501 secure communication channel secure communication channel Keyword
  3811315 459 secure computing secure computing Keyword
  3811716 176 secure enclave secure enclave Keyword
  3812264 470 secure messaging app secure messaging app Keyword
  3812341 459 secure multi-party computation secure multi-party computation Keyword
  3812375 459 secure multiparty computation secure multiparty computation Keyword
  3812680 470 secure protocol secure protocol Keyword
  3812932 144 secure socket layer secure socket layer Keyword
  3813527 336 securelist Website: https://securelist.com/ Keyword
  3814376 380 security alert security alert Keyword
  3814470 380 security analysis security analysis Keyword
  3814513 12 security analyst security analyst Keyword
  3814534 380 security analytic security analytic Keyword
  3814675 364 security application security application Keyword
  3814735 380 security architecture security architecture Keyword
  3814810 480 security assertion markup language security assertion markup language Keyword
  3814903 39 security attack security attack Keyword
  3815009 380 security automation security automation Keyword
  3815049 3 security awareness campaign security awareness campaign Keyword
  3815094 3 security awareness month security awareness month Keyword
  3815137 3 security awareness program security awareness program Keyword
  3815179 3 security awareness training security awareness training Keyword
  3815387 337 security blog security blog Keyword
  3815395 433 security blogger award European Security Blog Awards do exist. Keyword
  3815650 332 security bug bounty program security bug bounty program Keyword
  3815816 380 security capability security capability Keyword
  3815890 288 security center security center Keyword
  3816349 28 security community security community Keyword
  3816660 141 security content automation protocol security content automation protocol Keyword
  3816775 88 security controls security controls Keyword
  3817483 1 security domain security domain Keyword
  3817732 15 security engineer security engineer Keyword
  3817751 380 security engineering security engineering Keyword
  3817858 380 security evaluation security evaluation Keyword
  3818427 424 security fix security fix Keyword
  3818443 534 security flaw security flaw Keyword
  3818501 38 security folk security folk Keyword
  3818559 423 security framework security framework Keyword
  3818645 380 security game security game Keyword
  3818672 380 security gap security gap Keyword
  3818805 380 security guide security guide Keyword
  3819239 346 security incident handling security incident handling Keyword
  3819259 346 security incident management security incident management Keyword
  3819303 343 security incident response team security incident response team Keyword
  3820144 380 security landscape security landscape Keyword
  3820210 12 security leader security leader Keyword
  3820556 172 security management system security management system Keyword
  3820705 380 security mechanism security mechanism Keyword
  3820768 380 security metric security metric Keyword
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  3987272 57 syn flood A SYN flood is a form of denial-of-service attack in which an attacker sends a succession of SYN requests to a target's system in an attempt to consume enough server resources to make the system unresponsive to legitimate traffic. Keyword
  3989090 223 syrian electronic army Hacker group: https://en.wikipedia.org/wiki/Syrian_Electronic_Army Keyword
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  4038880 210 threat intelligence report threat intelligence report Keyword
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  4165615 310 virtual machine introspection virtual machine introspection Keyword
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  4181695 395 wanacry ransomware technical analysis wanacry ransomware technical analysis Keyword
  4181901 395 wannacry attack wannacry attack Keyword
  4182141 395 wannacry ransomware https://en.wikipedia.org/wiki/WannaCry_ransomware_attack Keyword
  4182144 395 wannacry ransomware attack wannacry ransomware attack Keyword
  4182174 395 wannacry ransomware decryption tool wannacry ransomware decryption tool Keyword
  4187262 39 watering hole attack watering hole attack Keyword
  4187963 395 wcry WannaCry Keyword
  4188427 539 weak password weak password Keyword
  4190267 89 web application firewall web application firewall Keyword
  4190279 352 web application hacker web application hacker Keyword
  4190336 167 web application security web application security Keyword
  4190398 81 web application vulnerability web application vulnerability Keyword
  4190436 49 web attack web attack Keyword
  4190670 39 web cache deception attack web cache deception attack Keyword
  4191614 167 web security web security Keyword
  4192360 234 web vulnerability scanner web vulnerability scanner Keyword
  4193263 327 webex remote code execution vulnerability webex remote code execution vulnerability Keyword
  4193755 36 webroot https://www.webroot.com/ Keyword
  4194595 476 website hack website hack Keyword
  4199741 533 wep Wired Equivalent Privacy: https://en.wikipedia.org/wiki/Wired_Equivalent_Privacy Keyword
  4200644 409 western union bug western union bug Keyword
  4202807 23 white hat white hat Keyword
  4202816 23 white hat hacker white hat hacker Keyword
  4204072 89 whitelist whitelist Keyword
  4206203 70 widespread post-election spear phishing widespread post-election spear phishing Keyword
  4211788 115 windows defender Security software: https://en.wikipedia.org/wiki/Windows_Defender Keyword
  4211804 364 windows defender exploit guard windows defender exploit guard Keyword
  4212106 367 windows hacking tool windows hacking tool Keyword
  4212292 568 windows kernel exploitation windows kernel exploitation Keyword
  4212301 41 windows kernel font fuzzing An attack Keyword
  4212321 416 windows kernel memory disclosure bug windows kernel memory disclosure bug Keyword
  4212440 328 windows local privilege escalation Too specific Keyword
  4212489 475 windows malware windows malware Keyword
  4212954 167 windows security windows security Keyword
  4216076 560 wireshark Security tool Keyword
  4219593 182 woot USENIX Workshop on Offensive Technologies Keyword
  4219793 52 word document exploit kit word document exploit kit Keyword
  4224630 533 wpa2 WiFi encryption mode: https://en.wikipedia.org/wiki/Wi-Fi_Protected_Access Keyword
  4232839 329 xss Cross-site scripting (XSS) is a type of computer security vulnerability typically found in web applications. XSS enables attackers to inject client-side scripts into web pages viewed by other users. A cross-site scripting vulnerability may be used by attackers to bypass access controls such as the same-origin policy. Keyword
  4232847 514 xss attack xss attack Keyword
  4232958 184 xss filter bypass xss filter bypass Keyword
  4233221 81 xss vulnerability xss vulnerability Keyword
  4233616 514 xxe An XML External Entity (XXE) attack (sometimes called an XXE injection attack) is based on Server Side Request Forgery (SSRF). Keyword
  4234144 348 yahoo breach yahoo breach Keyword
  4235095 300 yara rule Malware analysis software: https://en.wikipedia.org/wiki/YARA Keyword
  4238704 477 youtube hacking tricks youtube hacking tricks Keyword
  4240730 248 zcash Cryptocurrency: https://en.wikipedia.org/wiki/Zcash Keyword
  4241007 449 zed attack proxy zed attack proxy Keyword
  4241829 217 zero day vulnerability zero day vulnerability Keyword
  4242200 217 zero-day zero-day Keyword
  4242222 217 zero-day attack zero-day attack Keyword
  4242276 217 zero-day exploit zero-day exploit Keyword
  4242319 217 zero-day flaw zero-day flaw Keyword
  4242420 217 zero-day vulnerability zero-day vulnerability Keyword
  4242622 217 zeroday zeroday Keyword
  4242782 4 zeronights Cyber security event: https://zeronights.org/ Keyword
  4243189 509 zeus banking trojan zeus banking trojan Keyword
  4243209 509 zeus botnet zeus botnet Keyword
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		124		270		AES		AES		Class

		125		270		Blowfish		Blowfish		Class

		126		120		Asymmetric		Asymmetric		Class

		127		126		Diffie-Hellman		Diffie-Hellman		Class

		128		126		RSA		RSA		Class

		129		388		Key		Key		Class

		130		308		Public Key		Public Key		Class

		131		308		Private Key		Private Key		Class

		132		119		Hashing		Hashing		Class

		133		132		Algorithm		Algorithm		Class

		134		133		BSD		BSD		Class

		135		133		CRC-32		CRC-32		Class

		136		133		MD5		MD5		Class

		137		133		SHA-1		SHA-1		Class

		138		133		SHA-256		SHA-256		Class

		139		132		Salted Hash		Salted Hash		Class

		140		132		Rainbow Table		Rainbow Table		Class

		141		88		Security Protocol		Security Protocol		Class

		142		141		HTTPS		HTTPS		Class

		143		141		SFTP		SFTP		Class

		144		141		SSL		SSL		Class

		145		141		SSH		SSH		Class

		146		171		Standard		Standard		Class

		147		146		STIX		STIX		Class

		148		146		TAXII		TAXII		Class

		149		146		IODEF		IODEF		Class

		150		1		Risk		Risk		Class

		151		150		Risk Type		Risk Type		Class

		152		151		Application Risk		Application Risk		Class

		153		151		Insider Risk		Insider Risk		Class

		154		151		Internet Risk		Internet Risk		Class

		155		151		IoT Risk		IoT Risk		Class

		156		151		Privacy Risk		Privacy Risk		Class

		157		151		Technical Risk		Technical Risk		Class

		158		151		Third-party Risk		Third-party Risk		Class

		159		150		Score		Score		Class

		160		150		Operation		Operation		Class

		161		160		Aggregation		Aggregation		Class

		162		160		Assessment		Assessment		Class

		163		160		Identification		Identification		Class

		164		160		Management		Management		Class

		165		160		Mitigation		Mitigation		Class

		166		160		Modeling		Modeling		Class

		167		1		Sub-domain		Sub-domain		Class

		168		167		Automotive Security		Automotive Security		Class

		169		167		Cloud Security		Cloud Security		Class

		170		172		Cyber Insurance		Cyber Insurance		Class

		171		338		Cyber Threat Intelligence		Cyber Threat Intelligence		Class

		172		88		Information Security Management (ISM)		Information Security Management		Class

		173		172		Standard		Standard		Class

		174		173		ISO 27000		ISO 27000		Class

		175		167		IoT Security		IoT Security		Class

		176		167		Mobile Security		Mobile Security		Class

		177		167		Smart Grid Security		Smart Grid Security		Class

		178		167		Trust		Trust		Class

		179		21		Hacktivist		Hacktivist		Class

		180		11		Threat Actor		a threat actor, also called a malicious actor, is an entity that is partially or wholly responsible for a security incident that impacts – or has the potential to impact – an organization's security		Class

		181		11		Attacker		An attacker is the individual or organisation performing these malicious activities.		Class

		182		7		USENIX Security Symposium		An academic conference (one of top 4)		Class

		183		218		Hardware Attacking Tool		Hardware tools used for conducting attacks		Class

		184		88		Protection/Prevention		Mechanism protecting cyber assets against attacks (excluding detection)		Class

		185		184		DRM		Digital Right Management		Class

		186		91		Knowledge-based Authentication		User authentication based on "What you know"		Class

		187		91		Possession-based Authentication		User authentication based on "What you have"		Class

		188		91		Inherence-based Authentication		User authentication based on "who you are"		Class

		189		188		Biometrics-based Authentication		The main type of inherence-based authentication		Class

		190		88		Authentication		Authentication of users, hardware and software and other entities within a cyber security ecosystem		Class

		191		190		Device Authentication		Authentication of hardware devices		Class

		192		190		Software Attestation		Remote attestation of software		Class

		193		186		Password		Password-based authentication and related concepts		Class

		194		90		Access Control Model		Different models of access control		Class

		195		194		Role-based Access Control (RBAC)		Role-based Access Control (RBAC)		Class

		196		194		Mandatory Access Control (MAC)		Mandatory Access Control (MAC)		Class

		197		194		Discretionary Access Control (DAC)		Discretionary Access Control (DAC)		Class

		198		194		Rule-based Access Control (RuBAC)		Rule-based Access Control (RuBAC)		Class

		199		194		Attribute-based Access Control (ABAC)		Attribute-based Access Control (ABAC)		Class

		200		39		Side-Channel Attack		In computer security, a side-channel attack is any attack based on information gained from the implementation of a computer system, rather than weaknesses in the implemented algorithm itself (e.g. cryptanalysis and software bugs).		Class

		201		200		Traffic analysis		Traffic analysis based side-channel attack		Class

		202		200		Timing-based attack		Timing-based attack		Class

		203		200		Power analysis		Power analysis based side-channel attack		Class

		204		200		TEMPEST		Electromagnetic emanations leakage based side-channel attack		Class

		205		204		Van Eck phreaking		https://en.wikipedia.org/wiki/Van_Eck_phreaking		Class

		206		200		Acoustic attack		Acoustic based side-channel attack		Class

		207		200		Optical attack		Side-channel attack basd on optical signal analysis		Class

		208		380		Document		Documents related to cyber security		Class

		209		208		Research Paper		Research Paper		Class

		210		208		Technical Report		Technical Report		Class

		211		208		Degree Thesis		Degree Thesis		Class

		212		208		Software Documentation		User manual, developer guide, etc.		Class

		213		208		Web Document		Websites, web pages, online videos, and any other online documents that are affiliated with an URL (excluding those belonging to other categories)		Class

		214		208		Book		Book		Class

		215		208		Standard		Standard		Class

		216		176		Mobile Malware		Malware on mobile devices		Class

		217		74		0-day Vulnerability		0-day Vulnerability		Class

		218		39		Attacking Tool		Tools used for conducting attacks		Class

		219		218		Software Attacking Tool		Software tools for conducting attacks		Class

		220		38		Group of People		Group of People		Class

		221		38		Group of Organizations		Group of Organizations		Class

		222		38		Group of People and Organizations		Group of People and Organizations (those with hybrid memberships)		Class

		223		220		Hacking Group		Normally group of people		Class

		224		223		Anonymous (hacking group)		The hacking group whose name is "Anonymous"		Class

		225		380		Asset		Things to be protected		Class

		226		225		Data		Data to be protected		Class

		227		225		System		Systems to be protected		Class

		228		225		People		People		Class

		229		226		Account		Electronic accounts as a special type of data protected		Class

		230		225		Money		Money to be protected (not necessarily as data, maybe in physical format as well)		Class

		231		114		Network-based IDS		Network-based IDS		Class

		232		114		Host-based IDS		Host-based IDS		Class

		233		114		Hybrid IDS		Hybrid (network- and host-based)		Class

		234		113		Vulnerability Scanner		Vulnerability scanner and detector		Class

		235		305		Privacy Enhancing Technology (PET)		Privacy Enhancing Technology (PET)		Class

		236		82		Insider Threat		Insider Threat		Class

		237		43		Malicious Adware		Malicious Adware		Class

		238		39		Database Attack		Attacks on databases		Class

		239		41		Reverse Engineering		Reverse Engineering		Class

		240		39		Incident		Attacking incidents (actual attacks as events)		Class

		241		167		Software Security		Software Security		Class

		242		167		Hardware Security		Hardware Security		Class

		243		167		Systems Security		Systems Security		Class

		244		28		Organization		Organization		Class

		245		43		Bootkit		Bootkit		Class

		246		167		Distributed Ledger		Distributed Ledger		Class

		247		246		Blockchain		Blockchain		Class

		248		246		Cryptocurrency		Cryptocurrency		Class

		249		248		Bitcoin		Bitcoin		Class

		250		247		Public Blockchain		Public Blockchain		Class

		251		247		Permissioned (Consortium) Blockchain		Permissioned (Consortium) Blockchain		Class

		252		247		Private Blockchain		Private Blockchain		Class

		253		250		Ethereum		Ethereum		Class

		254		246		Smart Contract		Smart Contract		Class

		255		82		Advanced Persistent Threat (APT)		Advanced Persistent Threat (APT)		Class

		256		183		Card Skimmer		Card Skimmer		Class

		257		39		General Term		General Term		Class

		258		88		Digital Forensics		Digital Forensics		Class

		259		258		Network Forensics		Network Forensics		Class

		260		258		Computer Forensics		Computer Forensics		Class

		261		258		Live Forensics		Live Forensics		Class

		262		258		Memory Forensics		Memory Forensics		Class

		263		258		Malware Forensics		Malware Forensics		Class

		264		258		Email Forensics		Email Forensics		Class

		265		258		Database Forensics		Database Forensics		Class

		266		258		Multimedia Forensics		Multimedia Forensics		Class

		267		172		Auditing		Auditing		Class

		268		11		Online ID		Online IDs including usernames on different online services such as OSNs		Class

		269		497		Full Disk Encryption		Full Disk Encryption		Class

		270		121		Block Cipher		Block Cipher		Class

		271		121		Stream Cipher		Stream Cipher		Class

		272		271		RC4		RC4		Class

		273		271		ChaCha		ChaCha		Class

		274		271		Salsa20		Salsa20		Class

		275		111		Data Protection Law		Data Protection Law		Class

		276		111		Cyber Crime Law		Cyber Crime Law		Class

		277		275		EU GDPR		The General Data Protection Regulation 2016/679 is a regulation in EU law on data protection and privacy in the European Union and the European Economic Area.		Class

		278		275		UK DPA 2018		UK DPA (Data Protection Act) 2018		Class

		279		276		UK Computer Misuse Act 1990		UK Computer Misuse Act 1990		Class

		280		167		Usable Security		Usable Security		Class

		281		178		Centralized Trust		Centralized Trust		Class

		282		178		Distributed Trust		Distributed Trust		Class

		283		178		Trust Computing		Trust Computing		Class

		284		283		Trusted Platform Module (TPM)		Trusted Platform Module (TPM)		Class

		285		283		Trusted Execution Environment (TEE)		Trusted Execution Environment (TEE)		Class

		286		285		TrustZone		TrustZone		Class

		287		291		Defense		Cyber Security Defense		Class

		288		287		Center		Cyber Security Defense Center		Class

		289		1		Nefarious Activity		Any activity that is nefarious or can cause hard/damage		Class

		290		289		Cybercrime		Cybercrime		Class

		291		1		Warfare		Cyberware		Class

		293		291		Espionage		Cyber Espionage		Class

		294		171		CTI Sharing		CTI Sharing		Class

		295		1		Privacy		Privacy		Class

		296		325		Method		Privacy Preserving Method		Class

		297		295		Preserving		Privacy Preserving		Class

		298		297		Data		Data		Class

		299		298		Operation		Operation		Class

		300		299		Analysis		Analysis		Class

		303		299		Mining		Mining		Class

		304		299		Publishing		Publishing		Class

		305		295		Enhancing		Privacy Enhancing		Class

		307		129		Generation		Key Generation		Class

		308		129		Key Pair		Key Pair		Class

		309		41		Malware		Malware		Class

		310		309		Malware Analysis		Malware analysis is the study or process of determining the functionality, origin and potential impact of a given malware sample such as a virus, worm, trojan horse, rootkit, or backdoor.		Class

		312		43		Keylogger		A keystroke logger, or keylogger, records every keystroke entry made on a computer, often without the permission or knowledge of the user		Class

		313		309		Malware Security		Malware Security		Class

		314		309		Malware Binary		Malware Binary		Class

		315		313		Protection		Protection		Class

		317		184		ASLR		Address Space Layout Randomization		Class

		318		12		Professional		Professional		Class

		319		41		Buffer Overflow		Buffer Overflow		Class

		320		113		Bug Bounty		Bug Bounty		Class

		321		322		Vulnerability Disclosure		Vulnerability disclosure is the practice of reporting security flaws in computer software or hardware.		Class

		322		74		Vulnerability Operation		Vulnerability Operations		Class

		323		322		Vulnerability Assessment		Vulnerability Assessment		Class

		324		323		CVSS		The Common Vulnerability Scoring System (CVSS) is a free and open industry standard for assessing the severity of computer system security vulnerabilities.		Class

		325		297		De-identification		De-identification is the process used to prevent someone's personal identity from being revealed.		Class

		326		78		Web Vulnerability		Web Vulnerability		Class

		327		78		RCE Vulnerability		Remote code execution is the ability an attacker has to access someone else's computing device and make changes, no matter where the device is geographically located.		Class

		328		79		Privilege Escalation Vulnerability		Privilege escalation is the act of exploiting a bug, design flaw or configuration oversight in an operating system or software application to gain elevated access to resources.		Class

		329		78		Injection Vulnerability		Injection attacks refer to a broad class of attack vectors. In an injection attack, an attacker supplies untrusted input to a program. This input gets processed by an interpreter as part of a command.		Class

		330		210		Threat Report		Threat Report		Class

		331		176		Phone Hacking		Phone Hacking		Class

		332		320		Bug Bounty Program		Bug Bounty Program		Class

		333		332		iOS Bug Bounty		iOS Bug Bounty		Class

		335		171		CTI Platform		CTI Platform		Class

		336		380		Bookmark		Web-pages, Bloggers, Social Media, ...		Class

		337		336		Blog		Cyber Security related blog.		Class

		338		1		Cybersecurity Threat				Class

		339		338		Operation		Operation		Class

		340		339		Modeling		Modeling		Class

		341		113		Monitoring Tool		Monitoring Tool		Class

		342		240		Response		Response		Class

		343		342		Team		Team		Class

		344		343		CERT		Computer Emergency Readiness Team		Class

		345		130		PKI		PKI		Class

		346		240		Operation		Operation		Class

		347		346		Incident Reporting		Incident Reporting		Class

		348		347		Incident Data		Incident Data		Class

		349		289		Hacking		Hacking Activities		Class

		350		2		Hackers Event		Hackers Event		Class

		351		21		By Nationality		By Nationality		Class

		352		21		By Target		By Target		Class

		353		372		Qualification (Industry)		Qualification (Industry)		Class

		356		6		Security Analyst Summit		Security Analyst Summit		Class

		357		4		Enigma Conference		Enigma Conference		Class

		358		4		Hack In The Box Security Conference		https://conference.hitb.org/		Class

		359		4		Security BSides		Security BSides		Class

		360		172		General Terms		General Terms		Class

		361		360		Business Continuity		Business Continuity		Class

		362		70		Email Account Compromise (EAC)		Email Account Compromise (EAC)		Class

		363		362		Business Email Compromise (BEC)		BEC is the impersonation of executives or business contacts to obtain the transfer of funds or sensitive information		Class

		364		88		Systems and Tools		Systems and Tools		Class

		365		364		Testing		Testing		Class

		366		349		Hacktivism		Hacktivism		Class

		367		349		Hacking Tool		Hacking Tool		Class

		368		350		DefCamp		DefCamp is the most important annual conference on Hacking & Information Security in Central Eastern Europe		Class

		369		353		Certified Ethical Hacker (CEH)		Certified Ethical Hacker (CEH)		Class

		370		4		CanSecWest		CanSecWest, the world's most advanced conference focusing on applied digital security, is about bringing the industry luminaries together in a relaxed environment which promotes collaboration and social networking.		Class

		371		78		Code Execution Vulnerability		Code Execution Vulnerability		Class

		372		380		Accreditation		Education and Qualification		Class

		373		2		Challenge		Cybersecurity Challenge		Class

		374		373		CTF		Capture The Flag		Class

		375		132		Hash		Hash		Class

		376		230		Payment Card		Payment Card		Class

		377		376		The Payment Card Industry Data Security Standard		The Payment Card Industry Data Security Standard		Class

		378		289		Payment Card Fraud		Payment Card Fraud		Class

		379		336		News		News		Class

		380		1		General		General		Class

		381		380		Fundamental Concepts		The CIA Triad		Class

		382		381		Confidentiality		Confidentiality		Class

		383		381		Integrity		Integrity		Class

		384		381		Availability		Availability		Class

		385		336		Misc		Misc		Class

		386		7		Real World Crypto Symposium		Real World Crypto Symposium		Class

		387		372		Education (Academic)		Education (Academic)		Class

		388		119		Crypto System		A cryptosystem is a suite of cryptographic algorithms needed to implement a particular security service, most commonly for achieving confidentiality. Typically, a cryptosystem consists of three algorithms: one for key generation, one for encryption, and one for decryption		Class

		389		388		Decryption		Decryption is generally the reverse process of encryption. It is the process of decoding the data which has been encrypted into a secret format. An authorized user can only decrypt data because decryption requires a secret key or password.		Class

		390		44		Ransomware Variant		Ransomware Variants		Class

		391		390		Bad Rabbit		Bad Rabbit		Class

		392		390		Cerber		Cerber		Class

		393		390		Locky		Locky		Class

		394		390		Petya		Petya		Class

		395		390		Wannacry		Wannacry		Class

		396		390		CryptoWall		CryptoWall		Class

		397		390		CryptoLocker		CryptoLocker		Class

		398		54		Replay Attack		A replay attack (also known as playback attack) is a form of network attack in which a valid data transmission is maliciously or fraudulently repeated or delayed.		Class

		399		4		RSA Conference		RSA Conference		Class

		400		550		Direct Memory Access (DMA)		A DMA attack is a type of side channel attack in computer security, in which an attacker can penetrate a computer or other device, by exploiting the presence of high-speed expansion ports that permit direct memory access (DMA).		Class

		401		223		APT1		APT1		Class

		403		398		KRACK		KRACK (Key Re-installation Attack) is a severe replay attack (a type of exploitable flaw) on the Wi-Fi Protected Access protocol that secures Wi-Fi connections.		Class

		404		130		Public Key Infrastructure (PKI)		A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create, manage, distribute, use, store and revoke digital certificates and manage public-key encryption.		Class

		405		119		Digital Signature		Digital signature is a cryptographic value that is calculated from the data and a secret key known only by the signer.		Class

		406		7		The Network and Distributed System Security Symposium (NDSS)		NDSS fosters information exchange among researchers and practitioners of network and distributed system security		Class

		407		4		REcon		REcon is a computer security conference with a focus on reverse engineering and advanced exploitation techniques.		Class

		408		364		Security Privileges Control		Security Privileges Control		Class

		409		78		Security Bug		Security Bug		Class

		410		413		Linux Kernel Bug		Linux Kernel Bug		Class

		412		409		OS Bug		OS Bug		Class

		413		412		Kernel Bug		Kernel Bug		Class

		414		412		Privilege Escalation Bug		Privilege Escalation Bug		Class

		415		413		Windows Kernel Bug		Windows Kernel Bug		Class

		416		412		Memory Bug		Memory Bug		Class

		417		4		Annual Computer Security Applications Conference		ACSAC		Class

		419		4		National Computer Security Conference		National Computer Security Conference		Class

		420		4		Virus Bulletin International Conference		VB2019		Class

		421		7		IEEE Computer Security Foundations Symposium		CSF		Class

		422		208		White Paper		White Paper		Class

		423		172		Framework		Framework		Class

		424		364		Patch		Patch		Class

		425		167		Physical Security		Physical Security		Class

		427		4		O’Reilly Security Conference		O’Reilly Security Conference		Class

		428		167		Network Security		Network Security		Class

		429		167		Cybersecurity Industry		Cybersecurity Industry		Class

		430		525		Secure Network		Secure Network		Class

		431		119		Certificate		Certificate		Class

		432		7		Systems Security Symposium		Systems Security Symposium		Class

		433		372		Awards		Awards		Class

		434		210		Security Bulletin		Security Bulletin		Class

		436		36		cisco talos		cisco talos		Class

		438		218		Crack Tool		Crack Tool		Class

		439		78		Cross Site		Cross Site		Class

		441		235		Anonymization		Anonymization		Class

		442		347		Data Breach Report		Data Breach Report		Class

		443		4		cycon		The annual International Conference on Cyber Conflict		Class

		444		295		Data Privacy		Data Privacy		Class

		445		454		Data Leakage		Data Leakage		Class

		447		454		Data Breach		Data Breach		Class

		448		235		Differential Privacy		Differential Privacy		Class

		449		364		Web Technique		Web Technique		Class

		450		449		Human Test		Human Test		Class

		451		325		k-anonymity		k-anonymity		Class

		452		453		Anonymous Browsing		Anonymous Browsing		Class

		453		305		Online Privacy Protection		Online Privacy Protection		Class

		454		455		Publicly Exposed Data		Publicly Exposed Data		Class

		455		240		Data Incident		Data Incident		Class

		456		455		Data Theft		Data Theft		Class

		457		456		Data Exfiltration		Data Exfiltration		Class

		458		184		Data Loss Prevention		Data Loss Prevention		Class

		459		297		Multi-party Computation (MPC)		MPC is a sub-field of cryptography with the goal of creating methods for parties to jointly compute a function over their inputs while keeping those inputs private		Class

		460		289		Dark Web		Dark Web		Class

		461		460		Dark Web Market		Dark Web Market		Class

		462		289		Malicious		Malicious		Class

		463		462		Malicious File		Malicious File		Class

		464		463		Malicious Document		Malicious Document		Class

		465		462		Malicious Software		Malicious Software		Class

		466		462		Malicious Actor		Malicious Actor		Class

		467		462		Malicious URL		Malicious URL		Class

		468		364		Operating System Level		Operating System Level		Class

		469		468		Secure Boot		Secure Boot		Class

		470		380		Secure		Secure		Class

		471		4		DEF CON		DEF CON is one of the world's largest and most notable hacker conventions, held annually in Las Vegas, Nevada		Class

		472		80		Type Confusion Vulnerability		Type Confusion Vulnerability		Class

		474		244		Agency		Agency		Class

		475		43		By Operating System		By Operating System		Class

		476		349		Web Hacking		Web Hacking		Class

		477		476		Social Media Hacking		Social Media Hacking		Class

		478		6		DFIR Summit		SANS Digital Forensics & Incident Response (DFIR) Summit		Class

		479		46		Banking Trojan		Banking Trojan		Class

		480		90		Standard		Access Control Standard		Class

		481		468		Windows		Windows		Class

		482		43		Espionage		Espionage		Class

		483		309		Malware Propagation		Malware Propagation		Class

		484		483		Malvertising		Malicious Advertising		Class

		485		43		Polymorphic Malware		Polymorphic malware is a type of malware that constantly changes its identifiable features in order to evade detection		Class

		486		462		Malicious Cyber Activity		Malicious Cyber Activity		Class

		487		114		Anomaly Detection		Anomaly Detection		Class

		488		288		National Cyber Security Centre		National Cyber Security Centre		Class

		489		146		Cyber Observable eXpression (CybOX)		Cyber Observable eXpression (CybOX)		Class

		490		380		Cyber Operation		Cyber Operation		Class

		491		291		Government Strategy/Framework		Government Strategy/Framework		Class

		492		442		Verizon DBIR		The Verizon Data Breach Investigations Report (DBIR) is an annual publication that provides analysis of information security incidents, with a specific focus on data breaches.		Class

		493		21		Lauri Love		Lauri Love		Class

		494		2		Campaign		Campaign		Class

		495		297		Homomorphic Encryption		Homomorphic encryption is a form of encryption that allows computation on ciphertexts, generating an encrypted result which, when decrypted, matches the result of the operations as if they had been performed on the plaintext. Homomorphic encryption can be used for privacy-preserving outsourced storage and computation.		Class

		496		120		Disk Encryption		Disk encryption is a technology which protects information by converting it into unreadable code that cannot be deciphered easily by unauthorized people. Disk encryption uses disk encryption software or hardware to encrypt every bit of data that goes on a disk or disk volume.		Class

		497		496		Disk Encryption Software		Disk Encryption Software		Class

		498		120		Encryption Backdoor		An encryption backdoor is a deliberate weakness in encryption intended to let governments have easy access to encrypted data		Class

		499		291		Cyber Security Culture		Cyber Security Culture		Class

		500		289		Piracy		Piracy		Class

		501		449		Secure Communication		Secure Communication		Class

		502		501		Anonymous Communication		Anonymous Communication		Class

		503		502		Tor (anonymity network)		Tor is free and open-source software for enabling anonymous communication.		Class

		504		190		Multi-Factor Authentication		Multi-Factor Authentication		Class

		505		504		Two-Factor Authentication		Two-Factor Authentication		Class

		506		501		VPN		Virtual Private Network (VPN)		Class

		507		178		Operation		Operation		Class

		508		507		Trust Management		Trust Management		Class

		509		479		Zeus		Zeus		Class

		510		509		Gameover Zeus		Gameover Zeus		Class

		511		119		cryptanalysis		cryptanalysis		Class

		512		120		encryption scheme		encryption scheme		Class

		513		41		drive-by download attack		drive-by download attack		Class

		514		51		Injection		Injection		Class

		515		111		Digital Rights		Digital Rights		Class

		516		519		Penetration Testing Tools		Penetration Testing Tools		Class

		517		480		LDAP		Lightweight Directory Access Protocol		Class

		518		219		SQL Injection Tool		SQL Injection Tool		Class

		519		365		Penetration Test		A penetration test, colloquially known as a pen test, pentest or ethical hacking, is an authorized simulated cyberattack on a computer system, performed to evaluate the security of the system.		Class

		520		39		Negative Effects		Negative Effects Of A Cyber Breach/Attack		Class

		521		378		Magnetic Stripe Reader		Magnetic Stripe Reader		Class

		522		319		Heap Buffer Overflow		a buffer overflow, or buffer overrun, is an anomaly where a program, while writing data to a buffer, overruns the buffer's boundary and overwrites adjacent memory locations.		Class

		523		289		Spamming		Spamming		Class

		524		239		Reverse Engineering Tool		Reverse Engineering Tools		Class

		525		364		Network Tool		Network Tool (Securing & Monitoring)		Class

		526		525		Network Monitoring		Network Monitoring		Class

		527		3		Red Team		A red team is an independent group that challenges an organization to improve its effectiveness by assuming an adversarial role or point of view.		Class

		528		223		Hacking Team		Hacking Team		Class

		529		525		Remote Access Tool (RAT)		Remote Access Tool (RAT)		Class

		530		113		Project		Project		Class

		531		530		Project Zero		Google Project Zero		Class

		532		37		WikiLeaks		WikiLeaks		Class

		533		141		WiFi		WiFi		Class

		534		409		Flaw		Flaw		Class

		535		88		Anti-Fraud		Anti-Fraud		Class

		536		365		Testing Programs		Testing Programs		Class

		537		536		Fuzzing		Fuzzing		Class

		538		75		GHDB		Google Hacking Database (GHDB)		Class

		539		78		Authentication Vulnerability		Authentication Vulnerability		Class

		540		156		Surveillance		Surveillance		Class

		541		336		Hacking		Hacking		Class

		542		336		Online Tools		Online Tools		Class

		543		530		Metasploit Project		The Metasploit Project is a computer security project that provides information about security vulnerabilities and aids in penetration testing and IDS signature development. It is owned by Boston, Massachusetts-based security company Rapid7.		Class

		544		120		Email Encryption		Email Encryption		Class

		545		46		Remote Access Trojan (RAT)		Remote Access Trojan (RAT)		Class

		547		225		Software		OS, Program, Application, Service,...		Class

		548		547		OS		OS		Class

		549		364		Security-Focused Operating System		Security-Focused Operating System		Class

		550		200		Memory Attack		Memory Attack		Class

		551		550		In-Memory Key Recovery		The recovery method uses a linear scan of memory to generate trial keys from all possible memory positions to decrypt the container.		Class

		552		524		Disassembler		A disassembler is a computer program that translates machine language into assembly language—the inverse operation to that of an assembler. A disassembler differs from a decompiler, which targets a high-level language rather than an assembly language.		Class

		553		550		Memory Corruption		Memory corruption occurs in a computer program when the contents of a memory location are modified due to programmatic behavior that exceeds the intention of the original programmer or program/language constructs; this is termed violating memory safety.		Class

		554		219		PowerShell		PowerShell is a task-based command-line shell and scripting language built on .NET.		Class

		555		480		XACML		eXtensible Access Control Markup Language		Class

		556		444		Attributes Categorization		The specifics of the disclosure risks from which a dataset is to be protected can be specified by categorizing the attributes of the input dataset into different types		Class

		557		556		Sensitive Attribute		Sensitive attributes encode properties with which individuals are not willing to be linked with. As such, they might be of interest to an attacker and, if disclosed, could cause harm to data subjects. They will be kept unmodified but may be subject to further constraints, such as t-closeness or l-diversity. Typical examples are diagnoses.		Class

		558		556		Quasi-Identifying Attribute		Quasi-identifying attributes can in combination be used for re-identification attacks. They will be transformed. Typical examples are gender, date of birth and ZIP codes.		Class

		559		560		Packet Capture		Packet capture is a computer networking term for intercepting a data packet that is crossing or moving over a specific computer network.		Class

		560		526		Packet Analyzer		Packet Analyzer		Class

		561		556		Identifying Attribute		Identifying attributes are associated with a high risk of re-identification. They will be removed from the dataset. Typical examples are names or Social Security Numbers.		Class

		562		556		Insensitive Attribute		Insensitive attributes are not associated with privacy risks. They will be kept unmodified.		Class

		563		364		SCADA		Supervisory Control and Data Acquisition		Class

		564		223		APT28		Fancy Bear (also known as APT28 (by Mandiant), Pawn Storm, Sofacy Group (by Kaspersky), Sednit, Tsar Team (by FireEye) and STRONTIUM (by Microsoft)		Class

		565		223		The Shadow Brokers		The Shadow Brokers is a hacker group who first appeared in the summer of 2016. They published several leaks containing hacking tools from the National Security Agency, including several zero-day exploits.		Class

		566		530		ZDI		Zero Day Initiative		Class

		567		364		Online Tool		Online Tool		Class

		568		79		Kernel Exploitation		Kernel Exploitation		Class

		569		79		Memory Vulnerability		Memory Vulnerability		Class

		570		569		Use-After-Free Vulnerability		Referencing memory after it has been freed can cause a program to crash, use unexpected values, or execute code.		Class

		571		567		Shodan		Shodan is a search engine that lets the user find specific types of computers (webcams, routers, servers, etc.) connected to the internet using a variety of filters.		Class

		572		364		Secure Code		Secure Code		Class

		573		141		IPSec		The IP security (IPSec) is an Internet Engineering Task Force (IETF) standard suite of protocols between 2 communication points across the IP network that provide data authentication, integrity, and confidentiality. It also defines the encrypted, decrypted and authenticated packets.		Class

		574		480		SAML		Security Assertion Markup Language		Class

		575		447		Data Breach Cases		Data Breach Cases		Class

		576		226		Personal Data		Personal data is any information that relates to an identified or identifiable living individual. Different pieces of information, which collected together can lead to the identification of a particular person, also constitute personal data		Class

		577		275		Privacy Shield		The EU-U.S. and Swiss-U.S. Privacy Shield Frameworks were designed by the U.S. Department of Commerce and the European Commission and Swiss Administration to provide companies on both sides of the Atlantic with a mechanism to comply with data protection requirements when transferring personal data from the European Union and Switzerland to the United States in support of transatlantic commerce.		Class

		578		275		Safe Harbor		The International Safe Harbor Privacy Principles or Safe Harbour Privacy Principles were principles developed between 1998 and 2000 in order to prevent private organizations within the European Union or United States which store customer data from accidentally disclosing or losing personal information.		Class

		579		275		CISPA		Cyber Intelligence Sharing and Protection Act		Class

		580		275		FISMA		The Federal Information Security Management Act of 2002 is a United States federal law enacted in 2002 as Title III of the E-Government Act of 2002.		Class

		581		275		Net Neutrality Rule		In the United States, net neutrality, the principle that Internet service providers (ISPs) treat all data on the Internet the same, and not discriminate, has been an issue of contention between network users and access providers since the 1990s.		Class

		2060575		217		0-day exploit		0-day exploit		Keyword

		2065599		217		0day		0day		Keyword

		2065739		217		0day exploit		0day exploit		Keyword

		2067544		268		0x6d6172696f		Relevant Twitter account (already deactivated): https://twitter.com/kkotowicz/status/998129570355339264		Keyword

		2067856		268		0xabad1dea		Twitter account: https://twitter.com/0xabad1dea		Keyword

		2067941		268		0xamit		Hacker's Twitter account: https://twitter.com/0xAmit		Keyword

		2068029		268		0xcharlie		https://twitter.com/0xcharlie		Keyword

		2068175		268		0xdade		Hacker's Twitter account: https://twitter.com/0xdade		Keyword

		2068212		268		0xdeadbabe		A VM santity check code: https://en.wikipedia.org/wiki/Hexspeak		Keyword

		2068577		268		0xmchow		Hacker's Twitter account: https://twitter.com/0xmchow		Keyword

		2071454		182		11th usenix security symposium		11th usenix security symposium		Keyword

		2072448		182		13th usenix security symposium		13th usenix security symposium		Keyword

		2073400		182		15th usenix security symposium		15th usenix security symposium		Keyword

		2075727		268		1o57		Hacker's Twitter account: https://twitter.com/1o57		Keyword

		2080781		505		2fa		2 factors authencation?		Keyword

		2081954		183		2xcrm41		Magnetic Stripe Credit Card Reader sub model name		Keyword

		2083406		4		33c3		Chaos Communication Congress: https://en.wikipedia.org/wiki/Chaos_Communication_Congress		Keyword

		2086763		4		44con		Cyber security event: https://44con.com/		Keyword

		2098242		21		aaron swartz		Hacktivist: https://en.wikipedia.org/wiki/Aaron_Swartz		Keyword

		2104743		90		access control decision		access control decision		Keyword

		2104806		194		access control list		access control list		Keyword

		2104836		90		access control mechanism		access control mechanism		Keyword

		2104940		90		access control scheme		access control scheme		Keyword

		2104957		90		access control system		access control system		Keyword

		2105424		90		access management		access management		Keyword

		2105847		90		access request		access request		Keyword

		2106139		90		access token		access token		Keyword

		2106310		90		access-control		access-control		Keyword

		2107502		520		account compromise		account compromise		Keyword

		2107815		39		account hack		account hack		Keyword

		2114978		171		actionable threat intelligence		actionable threat intelligence		Keyword

		2115170		185		activation code		Security control (DRM)		Keyword

		2120270		234		acunetix web vulnerability scanner		acunetix web vulnerability scanner		Keyword

		2128008		195		admin account		A way to have access control		Keyword

		2128237		193		admin password		admin password		Keyword

		2128322		195		admin rights		admin rights		Keyword

		2132359		124		advanced encryption standard		advanced encryption standard		Keyword

		2132648		141		advanced message queuing protocol		advanced message queuing protocol		Keyword

		2132924		255		advanced persistent threat		advanced persistent threat		Keyword

		2133275		180		advanced threat actor		Theat actor behind APT		Keyword

		2133304		184		advanced threat protection		A common commercial word used for security tools (against APT etc.)		Keyword

		2133311		330		advanced threat report		A common commercial word used for reports about APTs etc.		Keyword

		2145296		184		air-gapped		Should be changed to air-gapping		Keyword

		2147231		36		akamai		Cloud security provider: https://en.wikipedia.org/wiki/Akamai_Technologies		Keyword

		2171466		78		ancient font driver code		ancient font driver code		Keyword

		2172616		216		android banking malware		android banking malware		Keyword

		2172630		216		android banking trojan		android banking trojan		Keyword

		2173053		331		android hacking		android hacking		Keyword

		2173260		176		android malware analysis		android malware analysis		Keyword

		2173295		176		android malware detection		android malware detection		Keyword

		2173719		216		android ransomware		android ransomware		Keyword

		2173775		176		android rat		Android RAT		Keyword

		2173881		176		android security		android security		Keyword

		2174150		216		android trojan		android trojan		Keyword

		2175091		219		angler exploit kit		angler exploit kit		Keyword

		2177466		4		annual computer security application conference		annual computer security application conference		Keyword

		2177692		4		annual international cryptology conference		annual international cryptology conference		Keyword

		2178061		36		anomali		Cyber security company: https://www.anomali.com/		Keyword

		2178234		487		anomaly detection approach		anomaly detection approach		Keyword

		2178254		487		anomaly detection method		anomaly detection method		Keyword

		2178276		487		anomaly detection system		anomaly detection system		Keyword

		2178655		223		anonghost		Hacker group: https://www.adl.org/resources/profiles/anonghost-team		Keyword

		2178925		224		anons		A short name of Anonymous Group		Keyword

		2179269		441		anonymization algorithm		Privacy protection measure		Keyword

		2179450		441		anonymization technique		anonymization technique		Keyword

		2179709		441		anonymized data		anonymized data		Keyword

		2179804		441		anonymizing		Better use "anonymization"		Keyword

		2180684		452		anonymous email		anonymous email		Keyword

		2180698		452		anonymous email address		anonymous email address		Keyword

		2181222		39		anonymous hack		Hacker group: https://en.wikipedia.org/wiki/Anonymous_(group)		Keyword

		2181435		21		anonymous hacker jeremy hammond		person name		Keyword

		2182528		452		anonymous proxy		anonymous proxy		Keyword

		2185388		115		anti virus		anti virus		Keyword

		2185971		43		anti-debugging		anti-debugging		Keyword

		2187534		43		anti-vm		anti-vm		Keyword

		2188294		240		antisec		antisec		Keyword

		2188525		115		antivirus		antivirus		Keyword

		2188860		115		antivirus program		antivirus program		Keyword

		2188913		115		antivirus software		program		Keyword

		2190017		81		apache strut flaw		apache strut flaw		Keyword

		2190049		81		apache strut vulnerability		apache strut vulnerability		Keyword

		2193053		349		app hacking		app hacking		Keyword

		2193485		176		app security		app security		Keyword

		2196787		41		application attack		application attack		Keyword

		2197190		89		application firewall		application firewall		Keyword

		2197814		241		application security		application security		Keyword

		2197898		241		application security test		application security test		Keyword

		2198223		89		application whitelisting		application whitelisting		Keyword

		2202139		4		appsec		Application security		Keyword

		2202911		180		apt actor		apt actor		Keyword

		2202962		39		apt attack		apt attack		Keyword

		2203428		43		apt malware		apt malware		Keyword

		2205239		41		arbitrary code execution		arbitrary code execution		Keyword

		2207027		36		ardamax		Keylogger: https://www.ardamax.com/		Keyword

		2213824		240		ashley madison hack		Security incident		Keyword

		2215397		27		assange		Julian Assange, Wikileaks		Keyword

		2222300		43		atm malware		atm malware		Keyword

		2222345		186		atm pin		atm pin		Keyword

		2222391		256		atm skimmer		atm skimmer		Keyword

		2222393		256		atm skimmer diebold		atm skimmer diebold		Keyword

		2222394		256		atm skimmer diebold opteva		atm skimmer diebold opteva		Keyword

		2222398		256		atm skimmer ncr		atm skimmer ncr		Keyword

		2222409		256		atm skimmer wincor		atm skimmer wincor		Keyword

		2222410		256		atm skimmer wincor nixdorf		atm skimmer wincor nixdorf		Keyword

		2224630		257		attack graph		attack graph		Keyword

		2224670		257		attack graph generation		attack graph generation		Keyword

		2225513		257		attack model		attack model		Keyword

		2225757		257		attack path		attack path		Keyword

		2225769		257		attack pattern		attack pattern		Keyword

		2226228		257		attack scenario		attack scenario		Keyword

		2226585		257		attack surface		attack surface		Keyword

		2226967		257		attack tree		attack tree		Keyword

		2227112		257		attack vector		attack vector		Keyword

		2228322		223		attackers		attackers		Keyword

		2232180		267		audit log		audit log		Keyword

		2237179		74		authentication bypass vulnerability		authentication bypass vulnerability		Keyword

		2237229		91		authentication credentials		authentication credentials		Keyword

		2237465		141		authentication protocol		authentication protocol		Keyword

		2240689		310		automate dynamic malware analysis		automate dynamic malware analysis		Keyword

		2241511		310		automated malware analysis		automated malware analysis		Keyword

		2241721		178		automated trust negotiation		automated trust negotiation		Keyword

		2243954		243		autorun		General term, but connection with malwsare is strong enough to be relevant.		Keyword

		2244604		36		avast		Avast antivirus		Keyword

		2246058		36		avira		Avira antivirus		Keyword

		2253816		257		backdoors		backdoors		Keyword

		2254018		257		background knowledge attack		background knowledge attack		Keyword

		2256495		255		badbios		APT: https://en.wikipedia.org/wiki/BadBIOS		Keyword

		2257156		391		badrabbit		Bad Rabbit: https://en.wikipedia.org/wiki/Ransomware#Bad_Rabbit		Keyword

		2262019		43		banking malware		banking malware		Keyword

		2263919		26		barrett brown		https://en.wikipedia.org/wiki/Barrett_Brown		Keyword

		2280747		4		bhasia		Black Hat Asia (note that this can have other meanings)		Keyword

		2280925		4		bheu		Security event: https://twitter.com/hashtag/BHEU?src=hash&lang=en-gb		Keyword

		2281164		4		bhusa		Blackhat US		Keyword

		2289256		36		bitdefender		Cyber security company: https://en.wikipedia.org/wiki/Bitdefender		Keyword

		2289428		269		bitlocker		bitlocker		Keyword

		2291261		213		black hat arsenal		Name of a team: Black Hat Arsenal team		Keyword

		2291323		4		black hat europe		A conference		Keyword

		2291472		4		black hat usa		black hat usa		Keyword

		2292432		43		blackenergy		Malware: https://en.wikipedia.org/wiki/BlackEnergy		Keyword

		2292540		36		blackhat		blackhat		Keyword

		2293037		4		blackhat usa		blackhat usa		Keyword

		2293238		4		blackhatusa		blackhatusa		Keyword

		2293292		184		blackhole		Security mechanism: https://en.wikipedia.org/wiki/Black_hole_(networking)		Keyword

		2293308		219		blackhole exploit kit		blackhole exploit kit		Keyword

		2295678		50		blind sql injection		blind sql injection		Keyword

		2299839		11		bluehat		https://en.wikipedia.org/wiki/BlueHat		Keyword

		2303678		18		boneh		Cyber security researcher Dan Boneh: https://crypto.stanford.edu/~dabo/		Keyword

		2308535		184		botnet takedown		botnet takedown		Keyword

		2314437		111		breach notification		breach notification		Keyword

		2314448		111		breach notification law		breach notification law		Keyword

		2314464		111		breach notification requirement		breach notification requirement		Keyword

		2314616		442		breach report		breach report		Keyword

		2314649		342		breach response		breach response		Keyword

		2314666		342		breach response plan		breach response plan		Keyword

		2317046		26		brian krebs		person		Keyword

		2323110		167		browser security		browser security		Keyword

		2323536		318		bruce schneier		Person, A figure in cyber security		Keyword

		2323589		9		brucon		Security event: https://www.brucon.org/		Keyword

		2324074		53		brute force attack		brute force attack		Keyword

		2324202		53		brute-force attack		brute-force attack		Keyword

		2324291		53		bruteforce		Brute-force attack		Keyword

		2324927		359		bsideslv		https://www.bsideslv.org/		Keyword

		2325175		359		bsidessf		https://bsidessf.org/		Keyword

		2325595		248		btc-e		https://en.wikipedia.org/wiki/BTC-e		Keyword

		2326864		268		buffaloseller888		Cyber criminal email account		Keyword

		2326940		319		buffer overflow attack		buffer overflow attack		Keyword

		2327005		319		buffer overflow vulnerability		buffer overflow vulnerability		Keyword

		2327248		320		bug bounty hunter		bug bounty hunter		Keyword

		2327290		320		bug bounty program		General term, but connections with security is strong enough.		Keyword

		2327601		320		bug hunter		General term, connections with security is strong enough.		Keyword

		2327614		320		bug hunting		bug hunting		Keyword

		2327987		320		bugbounty		General term, but connections with security is strong enough.		Keyword

		2332604		365		burp suite		Security software: https://en.wikipedia.org/wiki/Burp_Suite		Keyword

		2332625		365		burp suite pro		Cyber security tool: https://portswigger.net/burp		Keyword

		2333500		361		business continuity management		Part of ISM		Keyword

		2333502		361		business continuity plan		Part of ISM		Keyword

		2333691		363		business email compromise campaign		business email compromise campaign		Keyword

		2369159		184		bypass application whitelisting		bypass application whitelisting		Keyword

		2370042		81		bypass vulnerability		bypass vulnerability		Keyword

		2386060		75		capec		https://capec.mitre.org/		Keyword

		2387493		450		captcha		captcha		Keyword

		2388535		168		car hacking		car hacking		Keyword

		2389088		255		carbanak		APT: https://en.wikipedia.org/wiki/Carbanak		Keyword

		2389152		46		carberp		Malware: https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/carberp		Keyword

		2389434		378		card breach		card breach		Keyword

		2390203		378		carder007		Cyber criminal website - https://carder007.org/		Keyword

		2390336		378		carding		Crime: https://en.wikipedia.org/wiki/Carding_(fraud)		Keyword

		2398056		364		ccleaner		security tool: https://en.wikipedia.org/wiki/Ccleaner		Keyword

		2398178		248		ccn		Cryptocurrency news portal: https://www.ccn.com/		Keyword

		2398398		376		ccv		Card Code Verification		Keyword

		2400881		35		cellebrite		Cellebrite Mobile Synchronization is an Israeli company that manufactures data extraction, transfer and analysis devices for cellular phones and mobile devices. The company is a subsidiary of Japan's Sun Corporation.		Keyword

		2404984		392		cerber ransomware		cerber ransomware		Keyword

		2406000		431		certificate authority		certificate authority		Keyword

		2406212		431		certificate revocation list		certificate revocation list		Keyword

		2406264		431		certificate transparency		certificate transparency		Keyword

		2406619		369		certified ethical hacker		CEH		Keyword

		2407284		276		cfaa		Computer Fraud and Abuse Act		Keyword

		2408052		257		chain attack		chain attack		Keyword

		2411608		223		chaos computer club		The Chaos Computer Club is Europe's largest association of hackers with 7700 registered members.		Keyword

		2414762		18		chaum		person		Keyword

		2423239		27		chelsea manning		A person loosely related to cyber security: https://en.wikipedia.org/wiki/Chelsea_Manning		Keyword

		2424867		12		chief privacy officer		chief privacy officer		Keyword

		2424941		12		chief security officer		chief security officer		Keyword

		2427682		401		chinese apt		chinese apt		Keyword

		2429245		230		chip pos ingenico		PoS product		Keyword

		2433029		12		chuvakin		Cyber security expert: https://en.wikipedia.org/wiki/Anton_Chuvakin		Keyword

		2433562		367		cia hacking tool		cia hacking tool		Keyword

		2437360		120		ciphertext		ciphertext		Keyword

		2438594		287		cis critical security controls		The CIS Critical Security Controls are a recommended set of actions for cyber defense that provide specific and actionable ways to stop today's most pervasive and dangerous attacks.		Keyword

		2438623		12		cisa		Certified Information Systems Auditor		Keyword

		2438708		436		cisco asa		Cisco ASA. (Cisco Adaptive Security Appliance) A family of network security devices from Cisco that provide firewall, intrusion prevention (IPS) and virtual private network (VPN) capabilities.		Keyword

		2439479		12		ciso		A chief information security officer (CISO) is the senior-level executive within an organization responsible for establishing and maintaining the enterprise vision, strategy, and program to ensure information assets and technologies are adequately protected.		Keyword

		2439744		579		cispa		Cyber Intelligence Sharing and Protection Act: https://en.wikipedia.org/wiki/Cyber_Intelligence_Sharing_and_Protection_Act		Keyword

		2439847		12		cissp		Certified Information Systems Security Professional: https://www.isc2.org/Certifications/CISSP		Keyword

		2440423		31		citizen lab		Security related body: https://en.wikipedia.org/wiki/Citizen_Lab		Keyword

		2447044		120		cleartext		In cryptography, plaintext usually means unencrypted information pending input into cryptographic algorithms, usually encryption algorithms. Cleartext usually refers to data that is transmitted or stored unencrypted.		Keyword

		2452902		169		cloud access security broker		https://en.wikipedia.org/wiki/Cloud_access_security_broker		Keyword

		2453542		169		cloud computing security		cloud computing security		Keyword

		2453565		10		cloud computing security workshop		cloud computing security workshop		Keyword

		2455153		37		cloud security alliance		NGO: https://en.wikipedia.org/wiki/Cloud_Security_Alliance		Keyword

		2456676		36		cloudflare		Cyber security company: https://en.wikipedia.org/wiki/Cloudflare		Keyword

		2460109		364		cobalt strike		Cyber security software: https://www.cobaltstrike.com/		Keyword

		2465304		371		code execution exploit		code execution exploit		Keyword

		2465309		371		code execution flaw		code execution flaw		Keyword

		2465336		371		code execution vuln		vulnerability?		Keyword

		2465591		329		code injection		code injection		Keyword

		2465615		329		code injection technique		code injection technique		Keyword

		2466230		405		code signing		code signing		Keyword

		2469425		114		collaborative intrusion detection		collaborative intrusion detection		Keyword

		2471047		171		collective intelligence framework		Common term used for intelligence collection		Keyword

		2475407		329		command injection		command injection		Keyword

		2475425		329		command injection vulnerability		command injection vulnerability		Keyword

		2478135		210		common attack pattern enumeration		common attack pattern enumeration		Keyword

		2479614		77		common weakness enumeration		common weakness enumeration		Keyword

		2480958		167		communications security		communications security		Keyword

		2482558		36		comodo		Security tool: https://en.wikipedia.org/wiki/Comodo_Internet_Security		Keyword

		2482603		115		comodo internet security		comodo internet security		Keyword

		2490633		130		composite degree residuosity class		composite degree residuosity class		Keyword

		2494564		343		computer emergency response team		computer emergency response team		Keyword

		2494992		287		computer network defense		computer network defense		Keyword

		2495121		409		computer program security flaw		computer program security flaw		Keyword

		2495379		364		computer security application		computer security application		Keyword

		2495381		417		computer security application conference		computer security application conference		Keyword

		2495401		4		computer security conference		Existing subclass		Keyword

		2495450		10		computer security foundations workshop		computer security foundations workshop		Keyword

		2495460		240		computer security incident		computer security incident		Keyword

		2495465		346		computer security incident handling		computer security incident handling		Keyword

		2495471		343		computer security incident response team		computer security incident response team		Keyword

		2495765		1		computer system security		computer system security		Keyword

		2501314		45		conficker		Malware: https://en.wikipedia.org/wiki/Conficker		Keyword

		2519427		481		control flow guard		control flow guard		Keyword

		2539004		200		covert channel		In computer security, a covert channel is a type of attack that creates a capability to transfer information objects between processes that are not supposed to be allowed to communicate by the computer security policy.		Keyword

		2546864		378		credit card breach		credit card breach		Keyword

		2546901		376		credit card cvv		Better change to "CVV"		Keyword

		2546905		376		credit card data		"Data" being vague		Keyword

		2546972		349		credit card hack		not a proper term		Keyword

		2546974		352		credit card hacker		credit card hacker		Keyword

		2547078		378		credit card skimmer		credit card skimmer		Keyword

		2547278		535		credit monitoring service		Related to anti-fraud		Keyword

		2548876		290		crimeware		crimeware		Keyword

		2550839		30		critical infrastructure cybersecurity		critical infrastructure cybersecurity		Keyword

		2550911		30		critical infrastructure protection		critical infrastructure protection		Keyword

		2550959		30		critical infrastructure sector		critical infrastructure sector		Keyword

		2550967		30		critical infrastructure security		critical infrastructure security		Keyword

		2551250		424		critical patch update		critical patch update		Keyword

		2551353		371		critical remote code execution		critical Remote Code Execution vulnerability		Keyword

		2551987		329		crlf		Attack: https://www.owasp.org/index.php/CRLF_Injection		Keyword

		2552632		439		cross site request forgery		cross site request forgery		Keyword

		2552636		439		cross site script		cross site script		Keyword

		2552637		439		cross site script attack		cross site script attack		Keyword

		2552651		81		cross site script vulnerability		cross site script vulnerability		Keyword

		2552656		439		cross site scripting		cross site scripting		Keyword

		2553289		439		cross-site request forgery		cross-site request forgery		Keyword

		2553298		439		cross-site scripting		cross-site scripting		Keyword

		2554088		36		crowdstrike		https://en.wikipedia.org/wiki/CrowdStrike		Keyword

		2555276		43		crypter		https://www.trendmicro.com/vinfo/us/security/definition/crypter		Keyword

		2555548		119		crypto backdoor		crypto backdoor		Keyword

		2556073		129		crypto key		crypto key		Keyword

		2556972		248		cryptocurrency miner		cryptocurrency miner		Keyword

		2557135		119		cryptographic algorithm		cryptographic algorithm		Keyword

		2557254		375		cryptographic hash		cryptographic hash		Keyword

		2557261		133		cryptographic hash function		cryptographic hash function		Keyword

		2557283		129		cryptographic key		cryptographic key		Keyword

		2557372		119		cryptographic protocol		cryptographic protocol		Keyword

		2557447		119		cryptographic technique		cryptographic technique		Keyword

		2557884		119		cryptology		cryptology		Keyword

		2557888		385		cryptology eprint archive		https://eprint.iacr.org/		Keyword

		2558658		343		csirt		Computer Security Incident Response Team		Keyword

		2559172		439		csrf		Cross-site request forgery		Keyword

		2559874		171		cti		Cyber threat intelligence (it can have many other meanings)		Keyword

		2561023		310		cuckoo sandbox		Cuckoo is a British sitcom that began airing on BBC Three on 25 September 2012		Keyword

		2562607		36		curity		Cyber security company: https://curity.io/		Keyword

		2571272		376		cvv		VV is an anti-fraud security feature to help verify that you are in possession of your credit card.		Keyword

		2571395		376		cvv2		Card Verification Value, CVV or CVV2, is an authentication system established by credit card companies to further efforts toward reducing fraud for internet transactions.		Keyword

		2571738		2		cyber activity		cyber activity		Keyword

		2571862		291		cyber arm race		cyber arm race		Keyword

		2571874		60		cyber army		cyber army		Keyword

		2572179		39		cyber attack target		cyber attack target		Keyword

		2572227		181		cyber attacker		cyber attacker		Keyword

		2572348		240		cyber breach		cyber breach		Keyword

		2572428		490		cyber capability		cyber capability		Keyword

		2572577		288		cyber command		cyber command		Keyword

		2572675		291		cyber conflict		cyber conflict		Keyword

		2572757		290		cyber crime		cyber crime		Keyword

		2572901		20		cyber criminal		cyber criminal		Keyword

		2573113		287		cyber defence		cyber defence		Keyword

		2573121		288		cyber defence centre		cyber defence centre		Keyword

		2573194		287		cyber defense		cyber defense		Keyword

		2573355		1		cyber domain		cyber domain		Keyword

		2573477		293		cyber espionage campaign		cyber espionage campaign		Keyword

		2573520		293		cyber espionage operation		cyber espionage operation		Keyword

		2573558		488		cyber essentials scheme		cyber essentials scheme		Keyword

		2573578		2		cyber event		cyber event		Keyword

		2573651		290		cyber extortion		cyber extortion		Keyword

		2574005		240		cyber incident		cyber incident		Keyword

		2574062		342		cyber incident response plan		cyber incident response plan		Keyword

		2574224		170		cyber insurance market		cyber insurance market		Keyword

		2574418		171		cyber intelligence		cyber intelligence		Keyword

		2574467		294		cyber intelligence share		Change to "cyber intelligence sharing"		Keyword

		2574592		257		cyber kill chain		cyber kill chain		Keyword

		2574627		111		cyber law		cyber law		Keyword

		2574673		170		cyber liability insurance		cyber liability insurance		Keyword

		2574994		257		cyber pearl harbor		cyber pearl harbor		Keyword

		2575045		95		cyber policy		cyber policy		Keyword

		2575255		287		cyber resilience		cyber resilience		Keyword

		2575316		150		cyber risk		cyber risk		Keyword

		2575327		162		cyber risk assessment		cyber risk assessment		Keyword

		2575385		170		cyber risk insurance		cyber risk insurance		Keyword

		2575404		164		cyber risk management		cyber risk management		Keyword

		2575595		37		cyber security alliance		cyber security alliance		Keyword

		2575656		447		cyber security breach		cyber security breach		Keyword

		2575691		288		cyber security center		cyber security center		Keyword

		2575696		288		cyber security centre		cyber security centre		Keyword

		2575716		373		cyber security challenge		cyber security challenge		Keyword

		2575806		226		cyber security data		cyber security data		Keyword

		2576208		172		cyber security practice		cyber security practice		Keyword

		2576225		364		cyber security program		cyber security program		Keyword

		2576333		364		cyber security solution		cyber security solution		Keyword

		2576354		146		cyber security standard		cyber security standard		Keyword

		2576455		9		cyber security training		cyber security training		Keyword

		2576467		172		cyber security unit		cyber security unit		Keyword

		2576550		3		cyber situational awareness		cyber situational awareness		Keyword

		2576601		1		cyber space		cyber space		Keyword

		2576911		180		cyber threat actor		cyber threat actor		Keyword

		2577006		82		cyber threat indicator		cyber threat indicator		Keyword

		2577103		82		cyber threat landscape		cyber threat landscape		Keyword

		2577222		82		cyber threats		cyber threats		Keyword

		2577321		291		cyber war		cyber war		Keyword

		2577360		291		cyber warfare		cyber warfare		Keyword

		2577415		11		cyber warrior		cyber warrior		Keyword

		2577442		291		cyber weapon		cyber weapon		Keyword

		2577659		290		cyber-crime		cyber-crime		Keyword

		2577783		293		cyber-espionage		cyber-espionage		Keyword

		2577910		170		cyber-insurance		cyber-insurance		Keyword

		2578020		170		cyber-insurer		cyber-insurer		Keyword

		2578248		150		cyber-risk		cyber-risk		Keyword

		2578567		82		cyber-threat		cyber-threat		Keyword

		2579523		39		cyberattacks		cyberattacks		Keyword

		2579598		291		cyberaware		cyberaware		Keyword

		2581602		293		cyberespionage		cyberespionage		Keyword

		2581996		170		cyberinsurance		cyberinsurance		Keyword

		2582554		1		cybersec		cybersec		Keyword

		2583025		1		cybersecurity		cybersecurity		Keyword

		2583166		3		cybersecurity awareness		cybersecurity awareness		Keyword

		2583187		3		cybersecurity awareness month		not a proper term		Keyword

		2583457		36		cybersecurity company		cybersecurity company		Keyword

		2584004		12		cybersecurity expert		cybersecurity expert		Keyword

		2584104		36		cybersecurity firm		cybersecurity firm		Keyword

		2584144		172		cybersecurity framework		cybersecurity framework		Keyword

		2584425		240		cybersecurity incident		cybersecurity incident		Keyword

		2584839		111		cybersecurity law		cybersecurity law		Keyword

		2585291		318		cybersecurity professional		cybersecurity professional		Keyword

		2585392		210		cybersecurity report		cybersecurity report		Keyword

		2585484		150		cybersecurity risk		cybersecurity risk		Keyword

		2585768		172		cybersecurity strategy		cybersecurity strategy		Keyword

		2585810		6		cybersecurity summit		cybersecurity summit		Keyword

		2585900		82		cybersecurity threat		cybersecurity threat		Keyword

		2586463		47		cyberspy		cyberspy		Keyword

		2586670		82		cyberthreat		cyberthreat		Keyword

		2586818		291		cyberwar		cyberwar		Keyword

		2587805		291		cyberwarfare		cyberwarfare		Keyword

		2588849		36		cylance		Cyber security company: https://en.wikipedia.org/wiki/Cylance		Keyword

		2593826		318		dan geer		person		Keyword

		2595995		379		dark read		darkreading.com		Keyword

		2596134		461		dark web drug market		dark web drug market		Keyword

		2596213		460		dark web site		dark web site		Keyword

		2596290		46		darkcomet		Malware: https://en.wikipedia.org/wiki/DarkComet		Keyword

		2596506		460		darknet		darknet		Keyword

		2596689		460		darkweb		darkweb		Keyword

		2596888		373		darpa cyber grand challenge		darpa cyber grand challenge		Keyword

		2598438		441		data anonymization		data anonymization		Keyword

		2598682		447		data breach cost		data breach cost		Keyword

		2598796		447		data breach investigations		data breach investigations		Keyword

		2598797		442		data breach investigations report		data breach investigations report		Keyword

		2598821		447		data breach lawsuit		data breach lawsuit		Keyword

		2598841		442		data breach notification		data breach notification		Keyword

		2598846		442		data breach notification law		data breach notification law		Keyword

		2598922		342		data breach response		data breach response		Keyword

		2599548		277		data controller		GDPR term		Keyword

		2599975		120		data encryption		data encryption		Keyword

		2600701		383		data integrity		data integrity		Keyword

		2601899		3		data privacy day		data privacy day		Keyword

		2601922		275		data privacy law		data privacy law		Keyword

		2602115		277		data protection authority		data protection authority		Keyword

		2602172		277		data protection directive		data protection directive		Keyword

		2602209		277		data protection impact assessment		data protection impact assessment		Keyword

		2602254		277		data protection legislation		data protection legislation		Keyword

		2602276		12		data protection officer		data protection officer		Keyword

		2602290		277		data protection principle		data protection principle		Keyword

		2602313		277		data protection regulation		data protection regulation		Keyword

		2602335		277		data protection requirement		data protection requirement		Keyword

		2602346		277		data protection rule		data protection rule		Keyword

		2602367		277		data protection supervisor		data protection supervisor		Keyword

		2603079		173		data security standard		data security standard		Keyword

		2603247		96		data share agreement		data share agreement		Keyword

		2603496		456		data steal		data steal		Keyword

		2605043		349		database hack		Not useful		Keyword

		2605915		428		datagram transport layer security		datagram transport layer security		Keyword

		2610162		442		dbir		Data Breach Investigations Report from Verizon: https://enterprise.verizon.com/en-gb/resources/reports/dbir/		Keyword

		2611463		58		ddos attack		ddos attack		Keyword

		2611623		58		ddos botnet		ddos botnet		Keyword

		2612231		441		de-anonymization		de-anonymization		Keyword

		2619378		129		decryption key		decryption key		Keyword

		2619456		389		decryption tool		decryption tool		Keyword

		2620381		560		deep packet inspection		deep packet inspection		Keyword

		2622220		471		defcon		DEF CON is one of the world's largest hacker conventions, held annually in Las Vegas, Nevada, with the first DEF CON taking place in June 1993.		Keyword

		2622258		471		defcon badge		defcon badge		Keyword

		2622403		374		defcon ctf		defcon ctf		Keyword

		2622932		471		defcon talk		defcon talk		Keyword

		2623201		471		defcon25		2017 DEFCON		Keyword

		2624593		364		defender exploit guard		defender exploit guard		Keyword

		2628567		224		dehart		https://en.wikipedia.org/wiki/Matt_DeHart		Keyword

		2638274		57		denial-of-service		denial-of-service		Keyword

		2638276		57		denial-of-service attack		denial-of-service attack		Keyword

		2642822		4		derbycon		https://www.derbycon.com/		Keyword

		2658205		425		device security		device security		Keyword

		2659424		258		dfir		Digital Forensics and Incident Response Distribution: https://en.wikipedia.org/wiki/SIFT_Workstation_-_Digital_Forensics_and_Incident_Response_Distribution		Keyword

		2659633		258		dfir infosec		dfir infosec		Keyword

		2660004		478		dfirsummit		SANS Digital Forensics & Incident Response (DFIR) Summit		Keyword

		2662538		53		dictionary attack		dictionary attack		Keyword

		2667099		515		digital geneva convention		digital geneva convention		Keyword

		2667522		515		digital rights management		digital rights management		Keyword

		2667570		167		digital security		digital security		Keyword

		2683977		231		distribute intrusion detection system		distribute intrusion detection system		Keyword

		2684433		406		distribute system security symposium		distribute system security symposium		Keyword

		2687319		329		dll injection		dll injection		Keyword

		2687820		20		dmitry		He may be seen as a cyber criminal (who often just use tools, not develop tools).		Keyword

		2688382		349		dnc hack		2016 Democratic National Committee email leak: https://en.wikipedia.org/wiki/2016_Democratic_National_Committee_email_leak		Keyword

		2693572		43		domain generation algorithm		https://en.wikipedia.org/wiki/Domain_generation_algorithm		Keyword

		2696955		57		dos attack		dos attack		Keyword

		2698395		46		doublepulsar		DoublePulsar is a backdoor implant tool developed by the U.S. National Security Agency's (NSA) Equation Group that was leaked by The Shadow Brokers in early 2017.		Keyword

		2703294		479		dridex		malware: https://en.wikipedia.org/wiki/Dridex		Keyword

		2705388		216		droidjack		droidjack		Keyword

		2712062		479		duqu		Malware: https://en.wikipedia.org/wiki/Duqu		Keyword

		2713451		18		dwork		Cyber security researcher Cynthia Dwork: https://en.wikipedia.org/wiki/Cynthia_Dwork		Keyword

		2714271		310		dynamic malware analysis		dynamic malware analysis		Keyword

		2714615		294		dynamic threat intelligence		dynamic threat intelligence		Keyword

		2715090		479		dyre		Malware: https://www.secureworks.com/research/dyre-banking-trojan		Keyword

		2720222		120		eax		https://en.wikipedia.org/wiki/EAX_mode		Keyword

		2726221		113		edr		Endpoint Detection and Response (it may mean other things)		Keyword

		2726988		26		edward snowden		Cyber security related person: https://en.wikipedia.org/wiki/Edward_Snowden		Keyword

		2734779		349		election hacking		election hacking		Keyword

		2738297		126		elliptic curve cryptography		elliptic curve cryptography		Keyword

		2740419		349		email interception hack		email interception hack		Keyword

		2742425		227		email security		email security		Keyword

		2746834		364		emet		Enhanced Mitigation Experience Toolkit: https://en.wikipedia.org/wiki/Enhanced_Mitigation_Experience_Toolkit		Keyword

		2753722		544		encrypted email		encrypted email		Keyword

		2753959		501		encrypted messaging app		encrypted messaging app		Keyword

		2755300		501		end-to-end encryption		end-to-end encryption		Keyword

		2756217		232		endpoint protection		endpoint protection		Keyword

		2756246		232		endpoint protection platforms		endpoint protection platforms		Keyword

		2756290		167		endpoint security		endpoint security		Keyword

		2761203		357		enigma2017		Security event: ENIGMA conference 2017		Keyword

		2761255		31		enisa		enisa		Keyword

		2761489		330		enisa threat landscape report		enisa threat landscape report		Keyword

		2764486		164		enterprise risk management		enterprise risk management		Keyword

		2764512		167		enterprise security		enterprise security		Keyword

		2770750		575		equifax data breach		equifax data breach		Keyword

		2775670		115		escan internet security suite		eScan Internet Security Suite: https://www.escanav.com/en/windows-antivirus/internet-security-suite.asp		Keyword

		2776307		36		eset		Cyber security company: https://en.wikipedia.org/wiki/ESET		Keyword

		2777395		293		espionage campaign		espionage campaign		Keyword

		2782138		46		eternalblue		https://en.wikipedia.org/wiki/EternalBlue		Keyword

		2782394		248		ethereum		ethereum		Keyword

		2782750		23		ethical hacker		ethical hacker		Keyword

		2783268		526		ettercap		Security tool: https://en.wikipedia.org/wiki/Ettercap_(software)		Keyword

		2783440		577		eu-us privacy shield		eu-us privacy shield		Keyword

		2783665		12		eugene kaspersky		person		Keyword

		2784012		4		eurocrypt		crypto conference		Keyword

		2786369		277		european data protection directive		european data protection directive		Keyword

		2786373		277		european data protection law		european data protection law		Keyword

		2786384		277		european data protection supervisor		european data protection supervisor		Keyword

		2786968		474		europol		Law enforcement agency		Keyword

		2787367		111		evade breach notification law		evade breach notification law		Keyword

		2787402		113		evade detection		evade detection		Keyword

		2788693		218		evasion technique		evasion technique		Keyword

		2807686		52		exploit dev		exploit dev		Keyword

		2808208		52		exploit kit		exploit kit		Keyword

		2808601		52		exploit mitigation		exploit mitigation		Keyword

		2808763		516		exploit pack		exploit pack		Keyword

		2809658		52		exploitability		exploitability		Keyword

		2810004		39		exploitation technique		exploitation technique		Keyword

		2810241		39		exploits		exploits		Keyword

		2812590		454		expose sensitive data		expose sensitive data		Keyword

		2819541		36		f-secure		Cyber security company: https://en.wikipedia.org/wiki/F-Secure		Keyword

		2819559		115		f-secure internet security		f-secure internet security		Keyword

		2823022		189		facial recognition		Biometrics		Keyword

		2827180		289		fake news		General term, but connections with security is strong enough.		Keyword

		2831222		564		fancy bear		Fancy Bear is a Russian cyber espionage group. Cybersecurity firm CrowdStrike has said with a medium level of confidence that it is associated with the Russian military intelligence agency GRU		Keyword

		2841746		90		federated identity management		federated identity management		Keyword

		2852553		81		file upload vulnerability		file upload vulnerability		Keyword

		2852935		43		fileless malware		fileless malware		Keyword

		2856108		85		financial cyber threat		financial cyber threat		Keyword

		2858157		90		fine-grained access control		fine-grained access control		Keyword

		2858445		47		finfisher		Spyware: https://en.wikipedia.org/wiki/FinFisher		Keyword

		2860311		36		fireeye		https://www.fireeye.com/		Keyword

		2860324		330		fireeye advanced threat report		https://www.fireeye.com/current-threats/annual-threat-report.html		Keyword

		2860411		335		fireeye dynamic threat intelligence		fireeye dynamic threat intelligence		Keyword

		2861494		89		firewall rule		firewall rule		Keyword

		2861611		89		firewalls		firewalls		Keyword

		2863657		580		fisma		Federal Information Security Management Act: https://en.wikipedia.org/wiki/Federal_Information_Security_Management_Act_of_2002		Keyword

		2866736		41		flash exploit		flash exploit		Keyword

		2867162		217		flash zero-day		flash zero-day		Keyword

		2869123		219		flip feng shui		Flip Feng Shui (FFS) is a new exploitation vector that allows an attacker virtual machine (VM) to flip a bit in a memory page of a victim VM that runs on the same host as the attacker VM. https://www.vusec.net/projects/flip-feng-shui/		Keyword

		2871460		201		flow analysis		General netwroking term, but connection with security is strong enough.		Keyword

		2887263		113		fraud detection		fraud detection		Keyword

		2891147		497		free open-source disk encryption software		free open-source disk encryption software		Keyword

		2892285		506		free vpn		Privacy related		Keyword

		2892651		494		freeanon		freeanon		Keyword

		2892734		494		freeanons		https://www.freeanons.org/		Keyword

		2892942		494		freebogatov		Campaign to free Dmitry Bogatov: https://twitter.com/hashtag/freebogatov?lang=en		Keyword

		2893614		494		freejeremy		https://freejeremy.net/		Keyword

		2893743		493		freelauri		Campaign for free Lauri Love: https://freelauri.com/		Keyword

		2894089		494		freemattdehart		https://twitter.com/freemattdehart?lang=en		Keyword

		2902650		378		fullz		https://www.investopedia.com/fullz-definition-4684000		Keyword

		2907710		371		fuzz arbitrary binary code		Better changed to "Fuzzing"		Keyword

		2907916		537		fuzzer		Class of security tools		Keyword

		2911214		510		gameover zeus botnet		gameover zeus botnet		Keyword

		2912962		4		gartnersec		Gartner Security & Risk Management Conference?		Keyword

		2915561		29		gchq		The Government Communications Headquarters is an intelligence and security organisation responsible for providing signals intelligence and information assurance to the government and armed forces of the United Kingdom.		Keyword

		2933126		330		global internet security threat report		global internet security threat report		Keyword

		2939561		69		google docs phish attack		google docs phish attack		Keyword

		2939572		69		google docs phishing scam		google docs phishing scam		Keyword

		2939594		538		google dork		The GHDB is an index of search queries (we call them dorks) used to find publicly available information, intended for pentesters and security researchers.		Keyword

		2940628		409		google project zero bug		google project zero bug		Keyword

		2944517		349		government hacking		government hacking		Keyword

		2945361		540		government surveillance		Privacy related		Keyword

		2953417		486		grizzly steppe report		GRIZZLY STEPPE - Russian Malicious Cyber Activity | CISA - US-Cert		Keyword

		2953720		18		grossklags		Cyber security researchers Jens Grossklags: http://www.cybertrust.in.tum.de/index.php?id=101		Keyword

		2956814		21		guccifer		Hacker: https://en.wikipedia.org/wiki/Guccifer		Keyword

		2959568		499		guy fawkes mask		Cyber security culture		Keyword

		2964442		528		hack team		hack team		Keyword

		2965018		541		hackaday		https://hackaday.com/		Keyword

		2966356		350		hacker conference		hacker conference		Keyword

		2966940		350		hacker forum		hacker forum		Keyword

		2967145		21		hacker hero john draper		https://en.wikipedia.org/wiki/John_Draper		Keyword

		2967537		21		hacker lauri love		https://en.wikipedia.org/wiki/Lauri_Love		Keyword

		2968672		350		hacker summer camp		hacker summer camp		Keyword

		2968718		349		hacker target		hacker target		Keyword

		2969936		349		hackerspace		https://en.wikipedia.org/wiki/Hackerspace		Keyword

		2970750		477		hacking facebook account		hacking facebook account		Keyword

		2970789		350		hacking forum		hacking forum		Keyword

		2972214		349		hacking service		hacking service		Keyword

		2972289		367		hacking software		hacking software		Keyword

		2972535		349		hacking technique		hacking technique		Keyword

		2972656		367		hacking tools		hacking tools		Keyword

		2972770		349		hacking tutorial		hacking tutorial		Keyword

		2972873		368		hacking village		Event: https://def.camp/hacking-village/		Keyword

		2973410		364		hackrf		https://greatscottgadgets.com/hackrf/		Keyword

		2973637		364		hacksys extreme vulnerable driver		hacksys extreme vulnerable driver		Keyword

		2975049		519		hak5		Pentesting device: https://shop.hak5.org/		Keyword

		2979598		461		hansa dark web market		Dark web market		Keyword

		2982685		349		hardware hacking		hardware hacking		Keyword

		2982939		40		hardware security		hardware security		Keyword

		2984678		133		hash algorithm		hash algorithm		Keyword

		2984828		133		hash function		hash function		Keyword

		2985029		375		hash table		hash table		Keyword

		2985068		375		hash value		hash value		Keyword

		2985136		364		hashcat		Security tool: https://en.wikipedia.org/wiki/Hashcat		Keyword

		2987277		518		havij		Havij SQL Injection tool		Keyword

		2987513		21		haxor		Alternrative spelling of hacker: https://en.wiktionary.org/wiki/haxor		Keyword

		2988106		36		hbgary		https://en.wikipedia.org/wiki/HBGary		Keyword

		2991657		522		heap overflow		heap overflow		Keyword

		2992452		409		heartbleed		https://en.wikipedia.org/wiki/Heartbleed		Keyword

		2996895		379		help net security		https://www.helpnetsecurity.com/		Keyword

		3000321		219		hex editor		General term, connections with security is strong enough.		Keyword

		3010478		358		hitb		Cyber security event: https://conference.hitb.org/		Keyword

		3010636		358		hitb2017ams		Hash tag for security event: https://twitter.com/hashtag/hitb2017ams?lang=en		Keyword

		3010776		4		hitbgsec		Security conference: https://gsec.hitb.org/		Keyword

		3015248		495		homomorphic encryption scheme		homomorphic encryption scheme		Keyword

		3015786		113		honeynet		honeynet		Keyword

		3015840		113		honeypot		honeypot		Keyword

		3020193		232		host-based intrusion detection system		host-based intrusion detection system		Keyword

		3021653		506		hotspot shield vpn		hotspot shield vpn		Keyword

		3025518		142		http public key pinning		https://en.wikipedia.org/wiki/HTTP_Public_Key_Pinning		Keyword

		3025660		167		http strict transport security		http strict transport security		Keyword

		3025859		34		huawei		ICT company with major presence on security solutions		Keyword

		3030901		184		hxxp		Security protocol: https://tools.ietf.org/id/draft-salgado-hxxp-01.xml		Keyword

		3037606		167		ics security		ics security		Keyword

		3037739		344		ics-cert		Industrial Control System CERT		Keyword

		3039279		552		ida pro		https://www.hex-rays.com/products/ida/		Keyword

		3039533		552		idapython		Python plugin for Interactive Disassembler: https://github.com/idapython/		Keyword

		3040372		277		identifiable natural person		GDPR: An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification ...		Keyword

		3042187		339		identify threat		not a proper term		Keyword

		3042806		90		identity management		identity management		Keyword

		3044128		36		idss		Integrated Defense & Security Solutions		Keyword

		3044625		10		ieee computer security foundations workshop		ieee computer security foundations workshop		Keyword

		3057363		176		imsi		International mobile subscriber identity, connection with security is strong enough		Keyword

		3057368		216		imsi catcher		https://en.wikipedia.org/wiki/IMSI-catcher		Keyword

		3057978		551		in-memory private rsa key recovery		in-memory private rsa key recovery		Keyword

		3059498		346		incident detection		incident detection		Keyword

		3059599		346		incident handling		incident handling		Keyword

		3059738		346		incident management		incident management		Keyword

		3059832		348		incident object description		incident object description		Keyword

		3059834		348		incident object description exchange format		incident object description exchange format		Keyword

		3059991		342		incident responder		incident responder		Keyword

		3059998		342		incident response		incident response		Keyword

		3060000		342		incident response activity		incident response activity		Keyword

		3060024		342		incident response capability		incident response capability		Keyword

		3060172		342		incident response plan		incident response plan		Keyword

		3060206		342		incident response process		incident response process		Keyword

		3060278		343		incident response team		incident response team		Keyword

		3075965		167		industrial control system security		industrial control system security		Keyword

		3078413		520		infected computer		infected computer		Keyword

		3078477		520		infected host		infected host		Keyword

		3078624		520		infected system		infected system		Keyword

		3078866		483		infection vector		https://en.wikipedia.org/wiki/Vector_(malware)		Keyword

		3081935		1		infosec		infosec		Keyword

		3082249		38		infosec community		infosec community		Keyword

		3082954		349		infosec hacking		infosec hacking		Keyword

		3083374		309		infosec malware		infosec malware		Keyword

		3083812		11		infosec people		infosec people		Keyword

		3083927		318		infosec pro		infosec pro		Keyword

		3083950		318		infosec professional		infosec professional		Keyword

		3084872		1		infosecurity		infosecurity		Keyword

		3085627		30		infrastructure protection		infrastructure protection		Keyword

		3085741		425		infrastructure security		infrastructure security		Keyword

		3089365		329		injection attack		Maybe too general?		Keyword

		3089489		514		injection flaw		injection flaw		Keyword

		3089650		514		injection technique		injection technique		Keyword

		3093157		54		insider attack		insider attack		Keyword

		3093424		82		insider threat		insider threat		Keyword

		3099391		78		integer overflow		integer overflow		Keyword

		3100697		80		intel amt vulnerability		intel amt vulnerability		Keyword

		3100772		469		intel boot guard		intel boot guard		Keyword

		3101505		88		intel software guard extension		intel software guard extension		Keyword

		3111646		474		internet crime complaint center		internet crime complaint center		Keyword

		3113210		82		internet security threat		internet security threat		Keyword

		3113212		330		internet security threat report		internet security threat report		Keyword

		3113385		35		internet storm center		Security body: https://en.wikipedia.org/wiki/Internet_Storm_Center		Keyword

		3113415		540		internet surveillance		internet surveillance		Keyword

		3117929		114		intrusion detection systems		intrusion detection systems		Keyword

		3117984		184		intrusion prevention		intrusion prevention		Keyword

		3117995		184		intrusion prevention system		intrusion prevention system		Keyword

		3122531		36		ioactive		Cyber security company: https://en.wikipedia.org/wiki/IOActive		Keyword

		3123688		176		ios security		ios security		Keyword

		3124027		63		iot botnet		iot botnet		Keyword

		3126042		331		iphone hack		iphone hack		Keyword

		3126211		333		iphone secure boot firmware component		Too specific		Keyword

		3127911		351		iranian hacker		iranian hacker		Keyword

		3130289		37		isac		Information Sharing and Analysis Centers / Information Sharing and Analysis Center		Keyword

		3130559		37		isc2		Cyber security organisation: (ISC)2		Keyword

		3138521		167		itsecurity		itsecurity		Keyword

		3141283		18		jajodia		Cyber security researcher Sushil Jajodia: https://csis.gmu.edu/jajodia/		Keyword

		3146178		21		jeremy hammond		Hacker: https://en.wikipedia.org/wiki/Jeremy_Hammond		Keyword

		3150146		12		john mcafee		john mcafee		Keyword

		3155897		26		julian assange		WikiLeaks: https://en.wikipedia.org/wiki/Julian_Assange		Keyword

		3158487		451		k-anonymity privacy protection		k-anonymity privacy protection		Keyword

		3158528		296		k-anonymization		k-anonymization		Keyword

		3159513		549		kali linux		kali linux		Keyword

		3161189		36		kaspersky		kaspersky		Keyword

		3161476		115		kaspersky internet security		kaspersky internet security		Keyword

		3161499		36		kaspersky lab		kaspersky lab		Keyword

		3161823		6		kaspersky security analyst summit		kaspersky security analyst summit		Keyword

		3164120		63		kelihos botnet		kelihos botnet		Keyword

		3164861		90		kerberos		User authentication protocol		Keyword

		3165480		553		kernel memory corruption		kernel memory corruption		Keyword

		3165488		113		kernel memory infoleak detector		kernel memory infoleak detector		Keyword

		3165616		413		kernel pool overflow		kernel pool overflow		Keyword

		3165642		328		kernel privilege escalation vulnerability		kernel privilege escalation vulnerability		Keyword

		3166275		21		kevin mitnick		kevin mitnick		Keyword

		3166762		129		key cryptography		key cryptography		Keyword

		3166880		307		key distribution		key distribution		Keyword

		3166959		129		key encryption		key encryption		Keyword

		3167136		307		key generation algorithm		key generation algorithm		Keyword

		3167387		312		key logger		key logger		Keyword

		3167578		129		key pair		key pair		Keyword

		3167766		403		key reinstallation attack		key reinstallation attack		Keyword

		3167959		129		key size		key size		Keyword

		3168649		307		keygen		keygen		Keyword

		3168901		312		keylogging		keylogging		Keyword

		3171379		171		kill chain		Not a proper term		Keyword

		3179147		403		krack attack		krack attack		Keyword

		3179872		479		kronos banking trojan		kronos banking trojan		Keyword

		3179936		18		kruegel		Cyber security researcher Christopher Kruegel: https://sites.cs.ucsb.edu/~chris/		Keyword

		3181453		296		l-diversity		l-diversity		Keyword

		3181513		223		l0pht		Hacker group: https://en.wikipedia.org/wiki/L0pht		Keyword

		3190781		90		lastpass		password manager		Keyword

		3225066		475		linux malware		linux malware		Keyword

		3231846		223		lizard squad		Lizard Squad was a black hat hacking group, mainly known for their claims of distributed denial-of-service attacks primarily to disrupt gaming-related services.		Keyword

		3235636		90		local privilege		Access control term		Keyword

		3235653		328		local privilege escalation vulnerability		local privilege escalation vulnerability		Keyword

		3235772		79		local root exploit		https://github.com/5H311-1NJ3C706/local-root-exploits		Keyword

		3238091		393		locky ransomware		https://en.wikipedia.org/wiki/Locky		Keyword

		3249202		516		low orbit ion cannon		Low Orbit Ion Cannon is an open-source network stress testing and denial-of-service attack application, written in C#. LOIC was initially developed by Praetox Technologies, but was later released into the public domain, and now is hosted on several open source platforms.		Keyword

		3252972		224		lulz		https://www.wired.com/2011/11/anonymous-101/		Keyword

		3253207		223		lulzsec		Hacker group: https://en.wikipedia.org/wiki/LulzSec		Keyword

		3256445		475		mac malware		mac malware		Keyword

		3260726		218		magnitude exploit kit		magnitude exploit kit		Keyword

		3267180		465		malicious android app		malicious android app		Keyword

		3267199		465		malicious app		malicious app		Keyword

		3267213		465		malicious application		malicious application		Keyword

		3267276		462		malicious behavior		malicious behavior		Keyword

		3267388		465		malicious code		malicious code		Keyword

		3267484		462		malicious content		malicious content		Keyword

		3267585		467		malicious domain		malicious domain		Keyword

		3267617		462		malicious email		malicious email		Keyword

		3267657		465		malicious executable		malicious executable		Keyword

		3267833		466		malicious insider		malicious insider		Keyword

		3267942		467		malicious link		malicious link		Keyword

		3268142		465		malicious payload		malicious payload		Keyword

		3268156		464		malicious pdf		malicious pdf		Keyword

		3268267		465		malicious program		malicious program		Keyword

		3268634		466		malicious user		malicious user		Keyword

		3268694		467		malicious website		malicious website		Keyword

		3268727		464		malicious word document		malicious word document		Keyword

		3269121		483		malspam		Malware spam: https://blog.malwarebytes.com/threats/malspam/		Keyword

		3269230		258		maltego		Digital forensics software: https://en.wikipedia.org/wiki/Maltego		Keyword

		3269376		484		malvertise		Better change to "malvertising": https://en.wikipedia.org/wiki/Malvertising		Keyword

		3269384		484		malvertise campaign		malvertise campaign		Keyword

		3269848		310		malware analysis system		malware analysis system		Keyword

		3269861		310		malware analysis tool		malware analysis tool		Keyword

		3269890		310		malware analyst		malware analyst		Keyword

		3270026		43		malware attack		malware attack		Keyword

		3270097		310		malware attribute enumeration		malware attribute enumeration		Keyword

		3270116		314		malware author		Not useful		Keyword

		3270241		310		malware behavior		malware behavior		Keyword

		3270430		313		malware campaign		malware campaign		Keyword

		3270971		315		malware detection		malware detection		Keyword

		3271002		315		malware detection method		malware detection method		Keyword

		3271023		315		malware detection system		malware detection system		Keyword

		3271544		43		malware family		malware family		Keyword

		3272139		313		malware infection		malware infection		Keyword

		3272987		315		malware protection		malware protection		Keyword

		3272995		315		malware protection engine		malware protection engine		Keyword

		3273256		314		malware sample		Not useful		Keyword

		3273724		313		malware target		malware target		Keyword

		3273926		313		malware threat		malware threat		Keyword

		3274117		43		malware variant		malware variant		Keyword

		3274287		314		malware writer		not a proper term		Keyword

		3274595		116		malwarebytes		Cyber security software: https://en.wikipedia.org/wiki/Malwarebytes_(software)		Keyword

		3274966		56		man-in-the-middle		man-in-the-middle		Keyword

		3274967		56		man-in-the-middle attack		man-in-the-middle attack		Keyword

		3275307		164		manage cyber risk		manage cyber risk		Keyword

		3276010		429		managed security service		managed security service		Keyword

		3278784		36		mandiant		Cyber security company: https://en.wikipedia.org/wiki/Mandiant		Keyword

		3282982		18		marcus hutchins		person		Keyword

		3286648		12		mary ann davidson		CSO at Oracle		Keyword

		3287872		540		mass surveillance		Loosely related especially on privacy		Keyword

		3289423		548		master boot record		master boot record		Keyword

		3289495		129		master decryption key		master decryption key		Keyword

		3289566		129		master key		master key		Keyword

		3297579		136		md5 hash		md5 hash		Keyword

		3307395		300		memory analysis		technique for security analysis		Keyword

		3307523		416		memory corruption bug		memory corruption bug		Keyword

		3307549		569		memory corruption vulnerability		memory corruption vulnerability		Keyword

		3307669		258		memory forensic		memory forensic		Keyword

		3311333		388		message authentication code		message authentication code		Keyword

		3314100		516		metasploit framework		metasploit framework		Keyword

		3314145		516		metasploit module		metasploit module		Keyword

		3314617		43		meterpreter		Security term: https://www.offensive-security.com/metasploit-unleashed/about-meterpreter/		Keyword

		3324340		434		microsoft security bulletin		microsoft security bulletin		Keyword

		3324358		115		microsoft security essentials		microsoft security essentials		Keyword

		3324368		210		microsoft security intelligence report		microsoft security intelligence report		Keyword

		3329106		494		millionmaskmarch		Cyber security related protest event: Million Mask March: https://en.wikipedia.org/wiki/Million_Mask_March		Keyword

		3329712		365		mimikatz		https://github.com/gentilkiwi/mimikatz		Keyword

		3331197		256		mini123		Magnetic Stripe Credit Card Reader sub model name		Keyword

		3334238		485		mirai		Malware: https://en.wikipedia.org/wiki/Mirai_(malware)		Keyword

		3335040		74		misconfiguration		General term, but can have security implications		Keyword

		3335709		335		misp		Project: https://www.misp-project.org/		Keyword

		3338554		56		mitm		Man-in-the-Middle		Keyword

		3338567		56		mitm attack		mitm attack		Keyword

		3338792		244		mitre corporation		mitre corporation		Keyword

		3340792		176		mobile app security		mobile app security		Keyword

		3341202		176		mobile device security		mobile device security		Keyword

		3341686		176		mobile phone hacking		mobile phone hacking		Keyword

		3341813		176		mobile pwn2own		mobile pwn2own		Keyword

		3342101		176		mobile threat		mobile threat		Keyword

		3342382		176		mobilesecurity		mobilesecurity		Keyword

		3350270		20		money mule		A money mule, sometimes called a "smurfer," is a person who transfers money acquired illegally (e.g., stolen) in person, through a courier service, or electronically, on behalf of others. Typically, the mule is paid for services with a small part of the money transferred.		Keyword

		3359718		499		mrrobot		Movie describing cyber security: https://en.wikipedia.org/wiki/Mr._Robot		Keyword

		3360350		424		ms17-010		Security patch: https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010		Keyword

		3361228		521		msr2000		Magnetic Stripe Credit Card Reader		Keyword

		3361229		521		msr206		Magnetic Stripe Reader		Keyword

		3361233		521		msr3000		Magnetic Stripe Credit Card Reader		Keyword

		3361234		521		msr400		Magnetic Stripe Credit Card Reader		Keyword

		3361235		521		msr500m		Magnetic Stripe Credit Card Reader		Keyword

		3361237		521		msr505		Magnetic Swipe Card Reader		Keyword

		3361333		429		mssp		managed security service provider		Keyword

		3365230		459		multiparty unconditionally secure protocol		multiparty unconditionally secure protocol		Keyword

		3366179		522		multiple heap buffer overflow		multiple heap buffer overflow		Keyword

		3377455		474		national crime agency		They have a cybercrime unit.		Keyword

		3377479		30		national critical infrastructure		national critical infrastructure		Keyword

		3377528		344		national cyber incident response plan		national cyber incident response plan		Keyword

		3377548		37		national cyber security alliance		national cyber security alliance		Keyword

		3377598		491		national cyber security strategy		national cyber security strategy		Keyword

		3377631		3		national cybersecurity awareness		national cybersecurity awareness		Keyword

		3377634		3		national cybersecurity awareness month		national cybersecurity awareness month		Keyword

		3377688		277		national data protection authority		national data protection authority		Keyword

		3378624		491		national security letter		national security letter		Keyword

		3378874		75		national vulnerability database		national vulnerability database		Keyword

		3379734		288		nato ccd coe		The NATO Cooperative Cyber Defence Centre of Excellence is a multinational and interdisciplinary hub of cyber defence expertise.		Keyword

		3379781		288		nato cooperative cyber defence centre		nato cooperative cyber defence centre		Keyword

		3382532		3		ncsam		National Cybersecurity Awareness Month: https://staysafeonline.org/ncsam/		Keyword

		3383887		63		necurs		Botnet: https://en.wikipedia.org/wiki/Necurs_botnet		Keyword

		3386905		234		nessus		Security software: https://en.wikipedia.org/wiki/Nessus_(software)		Keyword

		3387461		581		net neutrality rule		net neutrality rule		Keyword

		3387927		525		netcat		Network security and forensics tool: https://en.wikipedia.org/wiki/Netcat		Keyword

		3388413		36		netgear		Cyber security company: https://en.wikipedia.org/wiki/Netgear		Keyword

		3388956		36		netsec		netsec		Keyword

		3390638		90		network access control		network access control		Keyword

		3391829		428		network flow data		network flow data		Keyword

		3392211		231		network intrusion detection system		network intrusion detection system		Keyword

		3393116		428		network security analysis		network security analysis		Keyword

		3393234		428		network security monitoring		network security monitoring		Keyword

		3393776		428		network traffic analysis		network traffic analysis		Keyword

		3393806		428		network traffic data		network traffic data		Keyword

		3394177		231		network-based intrusion detection system		network-based intrusion detection system		Keyword

		3406314		491		nist cybersecurity framework		nist cybersecurity framework		Keyword

		3407784		526		nmap		https://nmap.org/		Keyword

		3410425		494		nolove4usgov		Compaign for freeing Lauri Love: https://twitter.com/hashtag/nolove4usgov?lang=en		Keyword

		3421427		394		notpetya		https://en.wikipedia.org/wiki/Petya_(malware)		Keyword

		3424546		349		nsa malware staging server		nsa malware staging server		Keyword

		3424927		156		nsa spy		nsa spy		Keyword

		3425005		540		nsa surveillance		nsa surveillance		Keyword

		3426751		39		nuclear exploit kit		nuclear exploit kit		Keyword

		3429125		75		nvd		National Vulnerability Database: https://nvd.nist.gov/		Keyword

		3430932		37		oasis cyber threat intelligence		oasis cyber threat intelligence		Keyword

		3431016		92		oauth		Security technology: https://en.wikipedia.org/wiki/OAuth		Keyword

		3432087		572		obfuscation technique		obfuscation technique		Keyword

		3438963		541		offensive community		Not useful		Keyword

		3443599		88		offsec		Offensive Security		Keyword

		3448213		524		ollydbg		Reverse engineering tool: https://en.wikipedia.org/wiki/OllyDbg		Keyword

		3451499		503		onion service		onion service		Keyword

		3461280		69		online dating scams		online dating scams		Keyword

		3464907		453		online safety		online safety		Keyword

		3469511		549		openbsd		OpenBSD is a free and open-source, security-focused, Unix-like operating system based on the Berkeley Software Distribution. Theo de Raadt created OpenBSD in 1995 by forking NetBSD. According to de Raadt, OpenBSD is a research operating system for developing security mitigations.		Keyword

		3469730		74		openflow		General networking term, but connection with security is strong enough.		Keyword

		3469871		423		openioc		Incident management: https://www.fireeye.com/blog/threat-research/2013/10/openioc-basics.html		Keyword

		3470335		145		openssh		openssh		Keyword

		3470388		141		openssl		openssl		Keyword

		3471172		506		openvpn		Cyber security software: https://en.wikipedia.org/wiki/OpenVPN		Keyword

		3473103		167		operational security		operational security		Keyword

		3474495		39		opisrael		Attack: https://en.wikipedia.org/wiki/OpIsrael		Keyword

		3479664		427		oreillysecurity		oreillysecurity		Keyword

		3485563		353		oscp		Offensive Security Certified Professional: https://en.wikipedia.org/wiki/Offensive_Security_Certified_Professional		Keyword

		3485761		171		osint		https://en.wikipedia.org/wiki/Open-source_intelligence		Keyword

		3497194		449		owasp		https://en.wikipedia.org/wiki/OWASP		Keyword

		3497451		449		owasp zed attack proxy		owasp zed attack proxy		Keyword

		3501392		54		packet loss		packet loss		Keyword

		3501572		430		packet trace anonymization		packet trace anonymization		Keyword

		3501778		4		pacsec		Cyber security event: https://pacsec.jp/		Keyword

		3504546		36		palo alto networks		palo alto networks		Keyword

		3504826		575		panama papers		The Panama Papers are 11.5 million leaked documents that detail financial and attorney–client information for more than 214,488 offshore entities		Keyword

		3516114		193		passphrase		passphrase		Keyword

		3516481		438		password crack		password crack		Keyword

		3516519		438		password crack tool		password crack tool		Keyword

		3516530		438		password cracker		password cracker		Keyword

		3516734		375		password hash		password hash		Keyword

		3516842		90		password management		password management		Keyword

		3516862		93		password manager		password manager		Keyword

		3517096		539		password recovery		password recovery		Keyword

		3517151		539		password reset		password reset		Keyword

		3517227		167		password security		password security		Keyword

		3517846		567		pastebin		General online service, but connection with security is strong enough: https://en.wikipedia.org/wiki/Pastebin		Keyword

		3518549		424		patch management		patch management		Keyword

		3524285		378		payment card breach		payment card breach		Keyword

		3524291		376		payment card data		payment card data		Keyword

		3525390		559		pcap		General term, but connections with security is strong enough.		Keyword

		3525663		377		pci dss		The Payment Card Industry Data Security Standard (PCI DSS) is an information security standard for organizations that handle branded credit cards from the major card schemes.		Keyword

		3528516		326		pegasus ios kernel vulnerability		pegasus ios kernel vulnerability		Keyword

		3528961		11		pen tester		pen tester		Keyword

		3528968		90		pen testing		pen testing		Keyword

		3529571		12		penetration tester		penetration tester		Keyword

		3529585		519		penetration testing		penetration testing		Keyword

		3530544		12		pentester		pentester		Keyword

		3530616		519		pentesting		pentesting		Keyword

		3537781		90		permissions		permissions		Keyword

		3540084		447		personal data breach		personal data breach		Keyword

		3540175		444		personal data protection		personal data protection		Keyword

		3543206		394		petya ransomware		https://en.wikipedia.org/wiki/Petya_(malware)		Keyword

		3543704		544		pgp key		pgp key		Keyword

		3543750		544		pgp public key		pgp public key		Keyword

		3543751		544		pgp public key block		pgp public key block		Keyword

		3546770		21		phineas fisher hack hacking team		Need to be simplified to the name of the hacker "Phineas Fisher".		Keyword

		3547123		69		phish site		phish site		Keyword

		3547306		69		phishing attack		phishing attack		Keyword

		3547480		494		phishing campaign		phishing campaign		Keyword

		3547655		69		phishing email		phishing email		Keyword

		3548023		69		phishing scam		phishing scam		Keyword

		3548193		69		phishing site		phishing site		Keyword

		3550918		541		phrack		Hacker magazine: https://en.wikipedia.org/wiki/Phrack		Keyword

		3555048		277		pii		personally identifiable information (it may have other meanings)		Keyword

		3556495		376		pin code		pin code		Keyword

		3557791		500		pirate bay		Piracy service: https://en.wikipedia.org/wiki/The_Pirate_Bay		Keyword

		3566808		78		poc exploit		poc exploit		Keyword

		3568700		60		poisoning attack		poisoning attack		Keyword

		3574914		31		ponemon		Cyber security organisation: https://www.ponemon.org/		Keyword

		3574919		31		ponemon institute		The Ponemon Institute is a private research organization that conducts independent research on privacy, data protection and information security policy.		Keyword

		3579834		519		port scan		Better change to "port scanning"		Keyword

		3580908		43		pos malware		pos malware		Keyword

		3584163		388		post-quantum		This is mostly about post-quantum crypto. Check duplication.		Keyword

		3588890		329		powershell code injection vulnerability		powershell code injection vulnerability		Keyword

		3589179		554		powershell script		This is general but may be argued based on strong connections with security.		Keyword

		3589363		554		powerview		Security tool: https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon		Keyword

		3590388		310		practical malware analysis		practical malware analysis		Keyword

		3604312		303		preserve data mining		preserve data mining		Keyword

		3615539		156		privacy breach		privacy breach		Keyword

		3615863		295		privacy constraint		privacy constraint		Keyword

		3616252		305		privacy enhancing technologies		privacy enhancing technologies		Keyword

		3616535		156		privacy impact		privacy impact		Keyword

		3616538		156		privacy impact assessment		privacy impact assessment		Keyword

		3616949		295		privacy model		privacy model		Keyword

		3617241		297		privacy preservation		privacy preservation		Keyword

		3617384		303		privacy preserving data mining		privacy preserving data mining		Keyword

		3617391		304		privacy preserving data publishing		privacy preserving data publishing		Keyword

		3617652		295		privacy requirement		privacy requirement		Keyword

		3617884		295		privacy setting		privacy setting		Keyword

		3617904		577		privacy shield		privacy shield		Keyword

		3618266		295		privacy-aware access control		privacy-aware access control		Keyword

		3618527		297		privacy-preserving		privacy-preserving		Keyword

		3618592		300		privacy-preserving data analysis		privacy-preserving data analysis		Keyword

		3618602		303		privacy-preserving data mining		privacy-preserving data mining		Keyword

		3618619		304		privacy-preserving data publishing		privacy-preserving data publishing		Keyword

		3620261		295		private proxy		General term, connections with security is strong enough.		Keyword

		3621146		414		privilege escalation exploit		privilege escalation exploit		Keyword

		3625492		364		process explorer		Security tool: https://en.wikipedia.org/wiki/Process_Explorer		Keyword

		3625666		329		process injection		process injection		Keyword

		3625669		329		process injection technique		process injection technique		Keyword

		3625941		277		process personal data		process personal data		Keyword

		3628537		343		product security incident response team		product security incident response team		Keyword

		3629747		23		professional hacker		professional hacker		Keyword

		3654037		529		psexec		PsExec is a light-weight telnet-replacement that lets you execute processes on other systems, complete with full interactivity for console		Keyword

		3656064		130		public key certificate		public key certificate		Keyword

		3656090		130		public key cryptography		public key cryptography		Keyword

		3656100		130		public key cryptosystem		public key cryptosystem		Keyword

		3656118		130		public key encryption		public key encryption		Keyword

		3656136		345		public key infrastructure certificate		public key infrastructure certificate		Keyword

		3656163		142		public key pinning		public key pinning		Keyword

		3665130		244		pwc		Company with strong cyber security presence: https://en.wikipedia.org/wiki/PricewaterhouseCoopers		Keyword

		3665381		370		pwn2own		https://en.wikipedia.org/wiki/Pwn2Own		Keyword

		3665713		433		pwnie		Pwnie Award: https://en.wikipedia.org/wiki/Pwnie_Awards		Keyword

		3671292		558		quasi-identifier		https://en.wikipedia.org/wiki/Quasi-identifier		Keyword

		3671429		549		qubes		Security focused OS: https://en.wikipedia.org/wiki/Qubes_OS		Keyword

		3671471		167		qubes security bulletin		qubes security bulletin		Keyword

		3673786		36		quick heal antivirus		quick heal antivirus		Keyword

		3676330		534		race condition		A race condition or race hazard is the behavior of an electronics, software, or other system where the system's substantive behavior is dependent on the sequence or timing of other uncontrollable events. It becomes a bug when one or more of the possible behaviors is undesirable.		Keyword

		3677110		524		radare2		Reverse engineering software: https://en.wikipedia.org/wiki/Radare2		Keyword

		3680169		45		ramnit		Malware: https://en.wikipedia.org/wiki/Ramnit		Keyword

		3683190		44		ransomware attack		ransomware attack		Keyword

		3683370		44		ransomware campaign		ransomware campaign		Keyword

		3683516		44		ransomware decryption tool		ransomware decryption tool		Keyword

		3684056		44		ransomware outbreak		ransomware outbreak		Keyword

		3684464		82		ransomware threat		ransomware threat		Keyword

		3685125		36		rapid7		Cyber security company: https://www.rapid7.com/		Keyword

		3689712		325		re-identification		re-identification		Keyword

		3696434		386		realworldcrypto		Real World Crypto Symposium: https://rwc.iacr.org/		Keyword

		3701186		4		recon		Cyber security conference: https://recon.cx/		Keyword

		3701383		407		reconmtl		REcon: Annual reverse engineering and security conference held in Montreal. ... Next Recon Montreal will be 19-21 of June 2020. ... Recon was the last conference on my infosec bucket list!		Keyword

		3705424		21		redhack		redhack		Keyword

		3705821		482		redoctober		Malware: https://en.wikipedia.org/wiki/Red_October_(malware)		Keyword

		3705974		527		redteam		redteam		Keyword

		3708388		329		reflect xss		reflected xss		Keyword

		3709667		367		regin		Regin is a sophisticated malware and hacking toolkit used by United States' National Security Agency (NSA) and its British counterpart, the Government ...		Keyword

		3709889		330		regional advanced threat report		regional advanced threat report		Keyword

		3719839		524		remnux		Reserve engineering tool REMnux: https://remnux.org/		Keyword

		3720050		54		remote attack		remote attack		Keyword

		3720174		371		remote code exec		remote code exec		Keyword

		3720183		371		remote code execution		remote code execution		Keyword

		3720199		371		remote code execution exploit		remote code execution exploit		Keyword

		3720202		371		remote code execution flaw		covered by remote code execution		Keyword

		3720218		371		remote code execution vuln		not a proper phrase		Keyword

		3720221		327		remote code execution vulnerability		remote code execution vulnerability		Keyword

		3720250		327		remote command execution vulnerability		remote command execution vulnerability		Keyword

		3720361		529		remote desktop		Should be made equal to "remote administration tool"		Keyword

		3720387		529		remote desktop protocol		remote desktop protocol		Keyword

		3720477		529		remote exploit		remote exploit		Keyword

		3720502		514		remote file inclusion		remote file inclusion		Keyword

		3720726		416		remote memory corruption		remote memory corruption		Keyword

		3720728		569		remote memory corruption vulnerability		remote memory corruption vulnerability		Keyword

		3720932		52		remote root exploit		remote root exploit		Keyword

		3720986		219		remote shell		Should be made equal to "remote administration tool"		Keyword

		3721442		534		remotely exploitable		remotely exploitable		Keyword

		3721449		534		remotely exploitable flaw		remotely exploitable flaw		Keyword

		3721463		472		remotely exploitable type confusion		remotely exploitable type confusion		Keyword

		3726037		442		report data breach		not a proper phrase		Keyword

		3730642		178		reputation system		General term, connections with security is strong enough.		Keyword

		3740384		321		responsible disclosure		responsible disclosure		Keyword

		3749400		239		reverse engineering malware		reverse engineering malware		Keyword

		3749701		41		reverse shell		Attacking mechanism: https://resources.infosecinstitute.com/icmp-reverse-shell/		Keyword

		3754310		218		rig exploit kit		rig exploit kit		Keyword

		3756997		160		risk assessment process		risk assessment process		Keyword

		3757782		164		risk management approach		risk management approach		Keyword

		3757828		164		risk management framework		risk management framework		Keyword

		3757890		160		risk management process		risk management process		Keyword

		3757932		164		risk management solution		risk management solution		Keyword

		3757938		164		risk management strategy		risk management strategy		Keyword

		3757974		150		risk manager		risk manager		Keyword

		3758078		165		risk mitigation		risk mitigation		Keyword

		3758105		165		risk mitigation strategy		risk mitigation strategy		Keyword

		3764036		195		role base access control		role base access control		Keyword

		3764316		195		role-based access control model		role-based access control model		Keyword

		3765486		90		root access		Access control term		Keyword

		3765619		79		root exploit		root exploit		Keyword

		3765779		195		root privilege		root privilege		Keyword

		3769562		414		rowhammer		Security issue: https://en.wikipedia.org/wiki/Row_hammer		Keyword

		3770563		128		rsa key		rsa key		Keyword

		3770864		399		rsac		RSA Conference		Keyword

		3771413		4		rsac2017		RAS Conference 2017		Keyword

		3777759		351		russian hackers		russian hackers		Keyword

		3782758		3		safer internet day		safer internet day		Keyword

		3785205		16		samarati		person		Keyword

		3788066		78		sandbox escape		Not a proper term		Keyword

		3788316		172		sandboxing		Security mechanism		Keyword

		3789282		36		sans institute		sans institute		Keyword

		3789294		341		sans internet storm center		https://isc.sans.edu/		Keyword

		3795310		20		scammer		scammer		Keyword

		3799058		12		schneier		Cyber security expert Bruce Schneier		Keyword

		3799791		3		school security awareness training		school security awareness training		Keyword

		3803635		223		script kiddie		Hacker: https://en.wikipedia.org/wiki/Script_kiddie		Keyword

		3808722		129		secret key		secret key		Keyword

		3809181		119		secret sharing		secret sharing		Keyword

		3810056		374		sectf		Event: https://www.social-engineer.org/sevillage-def-con/the-sectf/		Keyword

		3811252		501		secure communication channel		secure communication channel		Keyword

		3811315		459		secure computing		secure computing		Keyword

		3811716		176		secure enclave		secure enclave		Keyword

		3812264		470		secure messaging app		secure messaging app		Keyword

		3812341		459		secure multi-party computation		secure multi-party computation		Keyword

		3812375		459		secure multiparty computation		secure multiparty computation		Keyword

		3812680		470		secure protocol		secure protocol		Keyword

		3812932		144		secure socket layer		secure socket layer		Keyword

		3813527		336		securelist		Website: https://securelist.com/		Keyword

		3814376		380		security alert		security alert		Keyword

		3814470		380		security analysis		security analysis		Keyword

		3814513		12		security analyst		security analyst		Keyword

		3814534		380		security analytic		security analytic		Keyword

		3814675		364		security application		security application		Keyword

		3814735		380		security architecture		security architecture		Keyword

		3814810		480		security assertion markup language		security assertion markup language		Keyword

		3814903		39		security attack		security attack		Keyword

		3815009		380		security automation		security automation		Keyword

		3815049		3		security awareness campaign		security awareness campaign		Keyword

		3815094		3		security awareness month		security awareness month		Keyword

		3815137		3		security awareness program		security awareness program		Keyword

		3815179		3		security awareness training		security awareness training		Keyword

		3815387		337		security blog		security blog		Keyword

		3815395		433		security blogger award		European Security Blog Awards do exist.		Keyword

		3815650		332		security bug bounty program		security bug bounty program		Keyword

		3815816		380		security capability		security capability		Keyword

		3815890		288		security center		security center		Keyword

		3816349		28		security community		security community		Keyword

		3816660		141		security content automation protocol		security content automation protocol		Keyword

		3816775		88		security controls		security controls		Keyword

		3817483		1		security domain		security domain		Keyword

		3817732		15		security engineer		security engineer		Keyword

		3817751		380		security engineering		security engineering		Keyword

		3817858		380		security evaluation		security evaluation		Keyword

		3818427		424		security fix		security fix		Keyword

		3818443		534		security flaw		security flaw		Keyword

		3818501		38		security folk		security folk		Keyword

		3818559		423		security framework		security framework		Keyword

		3818645		380		security game		security game		Keyword

		3818672		380		security gap		security gap		Keyword

		3818805		380		security guide		security guide		Keyword

		3819239		346		security incident handling		security incident handling		Keyword

		3819259		346		security incident management		security incident management		Keyword

		3819303		343		security incident response team		security incident response team		Keyword

		3820144		380		security landscape		security landscape		Keyword

		3820210		12		security leader		security leader		Keyword

		3820556		172		security management system		security management system		Keyword

		3820705		380		security mechanism		security mechanism		Keyword

		3820768		380		security metric		security metric		Keyword

		3820878		172		security model		security model		Keyword

		3820960		380		security monitoring		security monitoring		Keyword

		3821407		490		security operation team		security operation team		Keyword

		3821421		288		security operations center		security operations center		Keyword

		3821550		10		security paradigms workshop		security paradigms workshop		Keyword

		3821551		380		security parameter		security parameter		Keyword

		3821578		424		security patch		security patch		Keyword

		3821799		380		security podcast		security podcast		Keyword

		3821961		380		security posture		security posture		Keyword

		3821987		172		security practice		security practice		Keyword

		3822005		12		security practitioner		security practitioner		Keyword

		3822030		380		security prediction		security prediction		Keyword

		3822184		318		security pro		security pro		Keyword

		3822244		172		security process		security process		Keyword

		3822443		380		security property		security property		Keyword

		3822486		184		security protection		security protection		Keyword

		3822762		210		security report		security report		Keyword

		3822875		18		security researcher		security researcher		Keyword

		3823061		342		security response		security response		Keyword

		3823112		160		security risk analysis		security risk analysis		Keyword

		3823161		160		security risk management		security risk management		Keyword

		3823342		380		security scanner		security scanner		Keyword

		3823507		429		security service provider		security service provider		Keyword

		3823537		380		security setting		security setting		Keyword

		3823595		380		security skill		too general		Keyword

		3823701		380		security solution		Not useful (too general)		Keyword

		3823837		173		security standard		security standard		Keyword

		3823872		36		security startup		not a proper term		Keyword

		3824021		380		security suite		security suite		Keyword

		3824031		6		security summit		security summit		Keyword

		3824099		7		security symposium		Too general to be useful		Keyword

		3824140		243		security systems		security systems		Keyword

		3824310		210		security technical report		security technical report		Keyword

		3824325		380		security technology		security technology		Keyword

		3824409		365		security testing		security testing		Keyword

		3824536		330		security threat report		security threat report		Keyword

		3824705		112		security training		security training		Keyword

		3824906		429		security vendor		security vendor		Keyword

		3825228		422		security white paper		security white paper		Keyword

		3836570		557		sensitive attribute disclosure		sensitive attribute disclosure		Keyword

		3836623		557		sensitive attribute value		sensitive attribute value		Keyword

		3837001		277		sensitive personal data		sensitive personal data		Keyword

		3837142		557		sensitive value		Maybe too general?		Keyword

		3841716		520		server crash		server crash		Keyword

		3842989		41		server-side template injection		server-side template injection		Keyword

		3847081		41		session hijacking		session hijacking		Keyword

		3847127		129		session key		session key		Keyword

		3850005		471		sevillage		Social Engineer Village: https://www.social-engineer.org/social-engineer-village/		Keyword

		3850953		378		sfo		Serious Fraud Office		Keyword

		3851395		137		sha-1 collision		sha-1 collision		Keyword

		3851513		137		sha1		sha1		Keyword

		3851697		141		sha256		sha256		Keyword

		3852087		565		shadowbroker		Hacker group: https://en.wikipedia.org/wiki/The_Shadow_Brokers		Keyword

		3852192		565		shadowbrokers		shadowbrokers		Keyword

		3852992		42		shamoon		Malware: https://en.wikipedia.org/wiki/Shamoon		Keyword

		3857544		219		shellcode		In hacking, a shellcode is a small piece of code used as the payload in the exploitation of a software vulnerability.		Keyword

		3857754		409		shellshock		Software bug: https://en.wikipedia.org/wiki/Shellshock_(software_bug)		Keyword

		3860131		4		shmoocon		https://en.wikipedia.org/wiki/ShmooCon		Keyword

		3865008		114		siem		Security information and event management		Keyword

		3866800		501		signal desktop		Fast, simple, secure. Privacy that fits in your pocket. https://github.com/signalapp/Signal-Desktop		Keyword

		3867888		129		signing key		signing key		Keyword

		3886372		247		smart contract		smart contract		Keyword

		3891076		219		sniffer		Security and attacking tool		Keyword

		3893604		68		social engineering attack		social engineering attack		Keyword

		3893735		68		social engineering technique		social engineering technique		Keyword

		3894318		167		social media security		social media security		Keyword

		3894372		540		social media surveillance		social media surveillance		Keyword

		3895435		20		socialengineer		socialengineer		Keyword

		3895762		68		socialengineering		socialengineering		Keyword

		3897220		141		socks5		General network protocol, with security enhancing features: https://en.wikipedia.org/wiki/SOCKS#SOCKS5		Keyword

		3897408		564		sofacy		Ahttps://en.wikipedia.org/wiki/Fancy_Bear		Keyword

		3898854		32		software engineering institute		Famous body at CMU covering security as well: https://www.sei.cmu.edu/		Keyword

		3899721		80		software security vulnerability		software security vulnerability		Keyword

		3900003		80		software vulnerability		software vulnerability		Keyword

		3904770		349		sony hack		Change to "Sony Pictures Hack" https://en.wikipedia.org/wiki/Sony_Pictures_hack		Keyword

		3905485		257		sophisticated cyber attack		sophisticated cyber attack		Keyword

		3905920		36		sophos		Cyber security company		Keyword

		3907673		445		source code leak		source code leak		Keyword

		3912022		523		spam campaign		spam campaign		Keyword

		3912308		523		spam email		spam email		Keyword

		3912419		430		spam filter		spam filter		Keyword

		3915040		70		spear phishing attack		spear phishing attack		Keyword

		3915065		70		spear phishing email		spear phishing email		Keyword

		3915098		70		spear-phishing		spear-phishing		Keyword

		3915242		70		spearphishing		spearphishing		Keyword

		3922221		61		spoof attack		spoof attack		Keyword

		3925311		367		spy tool		spy tool		Keyword

		3925406		46		spyeye		Malware: https://en.wikipedia.org/wiki/SpyEye		Keyword

		3925984		50		sql injection attack		sql injection attack		Keyword

		3926021		518		sql injection exploitation tool		sql injection exploitation tool		Keyword

		3926023		50		sql injection flaw		sql injection flaw		Keyword

		3926112		329		sql injection vulnerability		sql injection vulnerability		Keyword

		3926339		50		sqli		SQL Injection (SQLi) is one of the many web attack mechanisms used by hackers to steal data. It is perhaps one of the most common application layer attacks.		Keyword

		3926486		364		sqlmap		Security tool: https://en.wikipedia.org/wiki/Sqlmap		Keyword

		3928371		90		ssid		WiFi ID, more networking term, but connections with security is strong enough.		Keyword

		3928466		144		ssl certificate		ssl certificate		Keyword

		3929537		319		stack buffer overflow		stack buffer overflow		Keyword

		3930628		409		stagefright		Software bug: https://en.wikipedia.org/wiki/Stagefright_(bug)		Keyword

		3937945		365		static analysis		General term, but connections with security is strong enough		Keyword

		3938011		365		static analysis technique		static analysis technique		Keyword

		3938018		300		static analysis tool		static analysis tool		Keyword

		3938965		297		statistical disclosure control		Security / privacy protection mechanism		Keyword

		3939847		295		stay anonymous		stay anonymous		Keyword

		3940082		336		stay safe online		Security website: https://staysafeonline.org/		Keyword

		3941619		20		stealer		Although general term, connection with security is strong enough.		Keyword

		3944784		331		stingray		Stingray phone tracker: https://en.wikipedia.org/wiki/Stingray_phone_tracker		Keyword

		3946110		18		stolfo		Cyber security researcher Salvatore J. Stolfo: https://en.wikipedia.org/wiki/Salvatore_J._Stolfo		Keyword

		3955336		190		strong authentication		strong authentication		Keyword

		3957266		82		structured threat		structured threat		Keyword

		3960150		45		stuxnet		Stuxnet is a malicious computer worm, first uncovered in 2010, thought to have been in development since at least 2005. Stuxnet targets SCADA systems and is believed to be responsible for causing substantial damage to Iran's nuclear program.		Keyword

		3965830		408		sudo		Access control term		Keyword

		3973145		39		supply chain attack		supply chain attack		Keyword

		3973233		150		supply chain risk		supply chain risk		Keyword

		3973236		150		supply chain risk management		supply chain risk management		Keyword

		3975005		494		support jeremy hammond		Event/campaign		Keyword

		3985848		364		symantec		symantec		Keyword

		3986142		115		symantec endpoint protection		symantec endpoint protection		Keyword

		3986234		330		symantec internet security threat report		symantec internet security threat report		Keyword

		3987005		121		symmetric encryption		symmetric encryption		Keyword

		3987028		121		symmetric key		symmetric key		Keyword

		3987272		57		syn flood		A SYN flood is a form of denial-of-service attack in which an attacker sends a succession of SYN requests to a target's system in an attempt to consume enough server resources to make the system unresponsive to legitimate traffic.		Keyword

		3989090		223		syrian electronic army		Hacker group: https://en.wikipedia.org/wiki/Syrian_Electronic_Army		Keyword

		3989456		195		sysadmin		Access control term		Keyword

		3989733		481		sysmon		General security tool on Windows: https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon		Keyword

		3992390		432		system security symposium		system security symposium		Keyword

		3994130		296		t-closeness		Privacy metric		Keyword

		4013783		529		teamviewer		Remote access software (https://en.wikipedia.org/wiki/TeamViewer), connection with security is strong.		Keyword

		4015112		69		tech support scam		tech support scam		Keyword

		4027337		390		teslacrypt		Malware: https://en.wikipedia.org/wiki/TeslaCrypt		Keyword

		4029930		331		text message interception		text message interception		Keyword

		4029933		331		text message interception hack		text message interception hack		Keyword

		4034276		356		thesas2016		Kaspersky Security Analyst Summit 2016		Keyword

		4034356		356		thesas2017		Kaspersky Security Analyst Summit (SAS) 2017		Keyword

		4034462		356		thesas2018		Kaspersky Security Analyst Summit 2018		Keyword

		4037584		340		threat actor target		threat actor target		Keyword

		4037636		340		threat agent		threat agent		Keyword

		4037692		339		threat analysis		threat analysis		Keyword

		4037726		12		threat analyst		threat analyst		Keyword

		4038070		339		threat detection		threat detection		Keyword

		4038386		339		threat hunting		threat hunting		Keyword

		4038467		340		threat indicator		threat indicator		Keyword

		4038632		12		threat intelligence analyst		threat intelligence analyst		Keyword

		4038680		335		threat intelligence data		threat intelligence data		Keyword

		4038703		294		threat intelligence exchange		threat intelligence exchange		Keyword

		4038714		335		threat intelligence feed		threat intelligence feed		Keyword

		4038818		335		threat intelligence platform		threat intelligence platform		Keyword

		4038880		210		threat intelligence report		threat intelligence report		Keyword

		4038897		335		threat intelligence service		threat intelligence service		Keyword

		4038919		335		threat intelligence share platform		threat intelligence share platform		Keyword

		4038932		294		threat intelligence sharing		not a proper term		Keyword

		4039213		339		threat mitigation		threat mitigation		Keyword

		4039230		340		threat model		threat model		Keyword

		4039279		340		threat modeling		threat modeling		Keyword

		4039507		339		threat protection		threat protection		Keyword

		4040295		36		threatconnect		Cyber security company: https://en.wikipedia.org/wiki/ThreatConnect		Keyword

		4041048		171		threatintelligence		threatintelligence		Keyword

		4048619		202		timing attack		timing attack		Keyword

		4051718		298		tlp traffic light protocol		tlp traffic light protocol		Keyword

		4059572		364		tor browser		tor browser		Keyword

		4059588		364		tor browser bundle		tor browser bundle		Keyword

		4059769		503		tor exit node		tor exit node		Keyword

		4059845		503		tor hidden		tor hidden		Keyword

		4059848		503		tor hidden service		tor hidden service		Keyword

		4059944		430		tor network		tor network		Keyword

		4059954		452		tor node		tor node		Keyword

		4059962		452		tor node operator		tor node operator		Keyword

		4059988		503		tor onion service		tor onion service		Keyword

		4060029		503		tor project		https://www.torproject.org/		Keyword

		4060073		503		tor relay		tor relay		Keyword

		4060172		503		tor user		not a proper term		Keyword

		4067196		293		tradecraft		General term, but connection with security is strong enough: https://en.wikipedia.org/wiki/Tradecraft		Keyword

		4067509		90		traditional access control		traditional access control		Keyword

		4068887		100		traffic light protocol		traffic light protocol		Keyword

		4073879		428		transport layer security		transport layer security		Keyword

		4076561		36		trend micro		Cyber security company: https://en.wikipedia.org/wiki/Trend_Micro		Keyword

		4076625		115		trend micro internet security		trend micro internet security		Keyword

		4076845		36		trendmicro		trendmicro		Keyword

		4077059		373		trevorforget		WiFi hacking training: https://twitter.com/hashtag/trevorforget?lang=en		Keyword

		4078295		46		trickbot		Malware: https://blog.malwarebytes.com/detections/trojan-trickbot/		Keyword

		4078306		479		trickbot banking trojan		trickbot banking trojan		Keyword

		4080415		46		trojans		trojans		Keyword

		4082496		364		truecrypt		Security software: https://en.wikipedia.org/wiki/TrueCrypt		Keyword

		4085556		178		trust decision		trust decision		Keyword

		4085756		507		trust evaluation		trust evaluation		Keyword

		4086106		178		trust level		trust level		Keyword

		4086177		508		trust management framework		trust management framework		Keyword

		4086208		508		trust management system		trust management system		Keyword

		4086267		178		trust metric		trust metric		Keyword

		4086299		178		trust model		trust model		Keyword

		4086375		507		trust negotiation		trust negotiation		Keyword

		4086452		178		trust network		trust network		Keyword

		4086542		178		trust party		trust party		Keyword

		4087074		178		trust platform module		trust platform module		Keyword

		4087134		178		trust propagation		trust propagation		Keyword

		4087231		178		trust relation		trust relation		Keyword

		4087327		178		trust requirement		trust requirement		Keyword

		4088417		178		trustor		General term, but connections with security is strong enough		Keyword

		4092498		46		turla		Malware: https://en.wikipedia.org/wiki/Turla_(malware)		Keyword

		4096084		477		twitter account hack		twitter account hack		Keyword

		4098806		80		type confusion vulnerability		type confusion vulnerability		Keyword

		4101275		505		u2f		Universal 2nd Factor: https://en.wikipedia.org/wiki/Universal_2nd_Factor		Keyword

		4102960		93		uconabc usage control model		UCONABC usage control model: https://doi.org/10.1145/984334.984339		Keyword

		4103488		469		uefi secure boot		uefi secure boot		Keyword

		4108823		371		unauthenticated remote code execution		unauthenticated remote code execution		Keyword

		4108862		72		unauthorised access		unauthorised access		Keyword

		4111413		460		underground forum		underground forum		Keyword

		4111441		541		underground hacking forum		underground hacking forum		Keyword

		4111459		461		underground market		underground market		Keyword

		4120290		82		unknown threat		unknown threat		Keyword

		4122380		74		unpatched vulnerability		unpatched vulnerability		Keyword

		4125131		154		untraceable internet protocol		untraceable internet protocol		Keyword

		4129926		384		uptime		Loosely related to security especially resiliency		Keyword

		4131614		344		us-cert		United States Computer Emergency Readiness Team		Keyword

		4134699		194		usage control model		usage control model		Keyword

		4135478		183		usb rubber ducky		https://shop.hak5.org/products/usb-rubber-ducky-deluxe		Keyword

		4135561		400		usb type-c dma attack		A subset of DMA attack: https://en.wikipedia.org/wiki/DMA_attack		Keyword

		4135962		327		use-after-free remote code execution vulnerability		use-after-free remote code execution vulnerability		Keyword

		4136193		182		usenix association		usenix association		Keyword

		4136327		408		user account control		user account control		Keyword

		4136898		91		user credentials		user credentials		Keyword

		4137535		91		user identity		user identity		Keyword

		4138101		193		user password		user password		Keyword

		4138224		295		user privacy		user privacy		Keyword

		4138591		167		user security		user security		Keyword

		4142759		439		uxss		Common cross-site scripting (XSS) attacks target websites or web applications that are vulnerable to XSS, because of inadequate development of client-side or server-side code. ... UXSS preserves the basic XSS traits: exploit a vulnerability, execute malicious code, however there is a ..		Keyword

		4148921		532		vault7		WikiLeaks documents: https://en.wikipedia.org/wiki/Vault_7		Keyword

		4149505		535		vbv		Verified by Visa: https://www.visa.co.uk/pay-with-visa/featured-technologies/verified-by-visa.html		Keyword

		4153115		36		veracode		Cyber security company: https://en.wikipedia.org/wiki/Veracode		Keyword

		4165615		310		virtual machine introspection		virtual machine introspection		Keyword

		4165863		430		virtual private network		virtual private network		Keyword

		4166697		434		virus bulletin		virus bulletin		Keyword

		4166705		420		virus bulletin conference		virus bulletin conference		Keyword

		4167024		115		virus scan		virus scan		Keyword

		4167253		542		virustotal		https://en.wikipedia.org/wiki/VirusTotal		Keyword

		4171086		529		vnc		Virtual Network Computing: general software, but connections with security is strong enough.		Keyword

		4174409		471		voting machine hacking village		DEFCON session/event: https://twitter.com/votingvillagedc?lang=en		Keyword

		4175207		506		vpn server		vpn server		Keyword

		4175215		506		vpn service		Security mechnism		Keyword

		4176159		321		vuln disclosure		vuln disclosure		Keyword

		4176464		323		vulnerabilities equities process		vulnerabilities equities process		Keyword

		4176589		322		vulnerability analysis		vulnerability analysis		Keyword

		4176944		75		vulnerability database		vulnerability database		Keyword

		4177063		321		vulnerability discovery		vulnerability discovery		Keyword

		4177105		323		vulnerability equity process		vulnerability equity process		Keyword

		4177132		322		vulnerability exploit		vulnerability exploit		Keyword

		4177419		322		vulnerability management		vulnerability management		Keyword

		4177649		84		vulnerability report		vulnerability report		Keyword

		4178125		80		vulnerable code		vulnerable code		Keyword

		4178666		36		vupen		Cyber security company: https://en.wikipedia.org/wiki/Vupen		Keyword

		4179010		10		w00t		Known security workshop: https://www.usenix.org/conference/woot19		Keyword

		4181695		395		wanacry ransomware technical analysis		wanacry ransomware technical analysis		Keyword

		4181901		395		wannacry attack		wannacry attack		Keyword

		4182141		395		wannacry ransomware		https://en.wikipedia.org/wiki/WannaCry_ransomware_attack		Keyword

		4182144		395		wannacry ransomware attack		wannacry ransomware attack		Keyword

		4182174		395		wannacry ransomware decryption tool		wannacry ransomware decryption tool		Keyword

		4187262		39		watering hole attack		watering hole attack		Keyword

		4187963		395		wcry		WannaCry		Keyword

		4188427		539		weak password		weak password		Keyword

		4190267		89		web application firewall		web application firewall		Keyword

		4190279		352		web application hacker		web application hacker		Keyword

		4190336		167		web application security		web application security		Keyword

		4190398		81		web application vulnerability		web application vulnerability		Keyword

		4190436		49		web attack		web attack		Keyword

		4190670		39		web cache deception attack		web cache deception attack		Keyword

		4191614		167		web security		web security		Keyword

		4192360		234		web vulnerability scanner		web vulnerability scanner		Keyword

		4193263		327		webex remote code execution vulnerability		webex remote code execution vulnerability		Keyword

		4193755		36		webroot		https://www.webroot.com/		Keyword

		4194595		476		website hack		website hack		Keyword

		4199741		533		wep		Wired Equivalent Privacy: https://en.wikipedia.org/wiki/Wired_Equivalent_Privacy		Keyword

		4200644		409		western union bug		western union bug		Keyword

		4202807		23		white hat		white hat		Keyword

		4202816		23		white hat hacker		white hat hacker		Keyword

		4204072		89		whitelist		whitelist		Keyword

		4206203		70		widespread post-election spear phishing		widespread post-election spear phishing		Keyword

		4211788		115		windows defender		Security software: https://en.wikipedia.org/wiki/Windows_Defender		Keyword

		4211804		364		windows defender exploit guard		windows defender exploit guard		Keyword

		4212106		367		windows hacking tool		windows hacking tool		Keyword

		4212292		568		windows kernel exploitation		windows kernel exploitation		Keyword

		4212301		41		windows kernel font fuzzing		An attack		Keyword

		4212321		416		windows kernel memory disclosure bug		windows kernel memory disclosure bug		Keyword

		4212440		328		windows local privilege escalation		Too specific		Keyword

		4212489		475		windows malware		windows malware		Keyword

		4212954		167		windows security		windows security		Keyword

		4216076		560		wireshark		Security tool		Keyword

		4219593		182		woot		USENIX Workshop on Offensive Technologies		Keyword

		4219793		52		word document exploit kit		word document exploit kit		Keyword

		4224630		533		wpa2		WiFi encryption mode: https://en.wikipedia.org/wiki/Wi-Fi_Protected_Access		Keyword

		4232839		329		xss		Cross-site scripting (XSS) is a type of computer security vulnerability typically found in web applications. XSS enables attackers to inject client-side scripts into web pages viewed by other users. A cross-site scripting vulnerability may be used by attackers to bypass access controls such as the same-origin policy.		Keyword

		4232847		514		xss attack		xss attack		Keyword

		4232958		184		xss filter bypass		xss filter bypass		Keyword

		4233221		81		xss vulnerability		xss vulnerability		Keyword

		4233616		514		xxe		An XML External Entity (XXE) attack (sometimes called an XXE injection attack) is based on Server Side Request Forgery (SSRF).		Keyword

		4234144		348		yahoo breach		yahoo breach		Keyword

		4235095		300		yara rule		Malware analysis software: https://en.wikipedia.org/wiki/YARA		Keyword

		4238704		477		youtube hacking tricks		youtube hacking tricks		Keyword

		4240730		248		zcash		Cryptocurrency: https://en.wikipedia.org/wiki/Zcash		Keyword

		4241007		449		zed attack proxy		zed attack proxy		Keyword

		4241829		217		zero day vulnerability		zero day vulnerability		Keyword

		4242200		217		zero-day		zero-day		Keyword

		4242222		217		zero-day attack		zero-day attack		Keyword

		4242276		217		zero-day exploit		zero-day exploit		Keyword

		4242319		217		zero-day flaw		zero-day flaw		Keyword

		4242420		217		zero-day vulnerability		zero-day vulnerability		Keyword

		4242622		217		zeroday		zeroday		Keyword

		4242782		4		zeronights		Cyber security event: https://zeronights.org/		Keyword

		4243189		509		zeus banking trojan		zeus banking trojan		Keyword

		4243209		509		zeus botnet		zeus botnet		Keyword







Appendix B

Labelling Experiment

Questionnaire

Below is the questionnaire that we used along with the labelling experiment. The

questionnaire is divided into three parts as follows.

B.1 Part 1: Basic Demographics

The survey begins with a few questions about the basic demographics of the partic-

ipants. In this section, we have five questions in total.

Q1. Gender

What is your gender?

◦ Male

◦ Female

◦ Other

Q2. Age Bracket

What is your age?

◦ 18-24

◦ 25-34

◦ 35-44
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◦ 45-54

◦ 55-64

◦ 65-74

◦ 75 and above

Q3. Employment

What is your current employment status?

◦ Employed

◦ Self-employed

◦ Student

◦ Retired

◦ Unemployed

Q4. Education

What is your highest qualification? (even if you are still studying it)

◦ Doctorate degree

◦ Master’s degree

◦ Bachelor’s degree

◦ High school diploma or equivalent

◦ Other

Q5. Cyber Security Experience

Which of the following best describes you in the context of cyber security?

◦ I study or have a degree in cyber security

◦ I teach cyber security

◦ I research cyber security

◦ I work in the cyber security industry

◦ I work on cyber security for the government or a not-for-profit organisation

◦ I have hands-on skills that relate to cyber security

◦ I am not a cyber security professional. I am just interested in the latest updates

on cyber security
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B.2. Part 2: Cyber Security Experts on OSNs

◦ Other, please specify: [Text Answer]

B.2 Part 2: Cyber Security Experts on OSNs

There are a few questions about the cyber security related topics, communications

and terminology used by cyber security professionals.

Q6. Definition of Cyber Security Expert

In your opinion, a cyber security expert is someone who:

❏ has a degree in cyber security

❏ teaches cyber security at a university

❏ researches cyber security at a research centre or university

❏ works in cyber security at a company or organisation

❏ has hands-on skills that relate to cyber security

❏ is a hacker (White/Grey/Black-Hat)

❏ Other, please specify: [Text Answer]

Q7. News Sources

What information sources do you use to stay updated about cyber security?

❏ Social media

❏ Conventional media (newspapers, radio, TV, . . . )

❏ Official reports (issued by governments, companies, research centres, . . . )

❏ Mailing lists

❏ Other, please specify: [Text Answer]

Q8. Keeping Up to Date

What forms of social media do you use to follow the latest updates and news about

cyber security topics, incidents and attacks?

❏ General Online Social Networks (e.g. Facebook)

❏ Professional Social Networks (e.g. LinkedIn)

❏ Instant Messaging (e.g. WhatsApp)
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❏ Microblogging (e.g. Twitter)

❏ Weblogs (e.g. Medium)

❏ Forums (e.g. Reddit)

❏ Video-sharing services (e.g. YouTube)

❏ Other, please specify: [Text Answer]

Q9. Activity on Online Social Networks (OSNs)

How often do you use OSNs to share or discuss cyber security related topics?

◦ Very often (at least once per day)

◦ Often (a few times per week)

◦ Sometimes (a few times per month)

◦ Rarely (at least once per month)

◦ Never

Q10. Your Audience

If you use OSNs, who is the intended audience of your posts about cyber security?

◦ Cyber security related professionals/colleagues

◦ Non-Cyber security related people

◦ Anyone

◦ Not sure

◦ Other, please specify: [Text Answer]

◦ N/A

Q11. Your Terminology

Do you use a different terminology when writing posts about cyber security related

topics compared to your other non-cyber security writings?

◦ Yes, please describe that if possible: [Text Answer]

◦ Somehow

◦ No

◦ Don’t know

◦ N/A
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Q12. Use of Concepts vs Instances

When you read or write a post about a cyber security attack or incident, do you

prefer the use of concepts, like the attack category (e.g. Ransomware), the actual

attack name (e.g. WannaCry01) or both? Here are three statements about the same

attack, please choose one.

◦ The ransomware attack on UK NHS systems in 2017 was massive

◦ The WannaCry01 attack on UK NHS systems in 2017 was massive

◦ The ransomware/WannaCry01 attack on UK NHS systems in 2017 was massive

Q13. Cyber Security Keywords

Please write down general keywords (not specific ones on sub-topics) that you often

use when writing about cyber security on OSNs: [Text Answer]

B.3 Part 3: Labelling Process Feedback

We would like to ask you a few questions about your experience during the labelling

process.

Q14. Twitter Profiles

On a scale from 1 to 5 (where 5 is the highest), how much were the Twitter profiles

helpful for you during the labelling process?

Q15. Twitter Timelines

On a scale from 1 to 5 (where 5 is the highest), how much were the Twitter timelines

helpful for you during the labelling process?

Q16. Google Search Results

On a scale from 1 to 5 (where 5 is the highest), how much were the Google search

results helpful for you during the labelling process?

Q17. Other Factors

What other factors did you also consider while doing the labelling tasks?
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❏ Account screen-name (username)

❏ Account name

❏ Tweets count

❏ Followers count

❏ Following count

❏ Favourites count

❏ Listed count

❏ Profile image

❏ Verified sign (the blue mark for a verified account)

❏ Other, please specify: [Text Answer]

Q18. Your Strategy

Did you use any strategy to help yourself finish the labelling tasks faster?

• If so, please describe the strategy you used: [Text Answer]
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