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Abstract

This thesis records research carried out to explore how families in the UK under-
stand and manage the cyber security of Internet of Things (IoT) devices they use
in their homes (home IoT devices), using a variety of research methods. It initially
engaged parents and children to understand what they think when discussing the
cyber security threats and risks that home IoT devices pose and what they do to
mitigate the issues they are concerned about. The findings of those discussions
then led to a review of the advice individuals may encounter when searching for
answers about cyber security online. These discussions also precipitated a period
of autoethnography, a reflexive piece of research that allowed the researcher to
consider the extent to which cyber security actually occurs in daily life in a family
context. These initial pieces of research provided a picture of families — both
adults and children — keen to use home IoT devices but not really understanding
either how they work or how to learn about and manage the threats and risks
that the devices pose in the home. The thesis uses the Transtheoretical Method
of Behaviour Change (TTM) as a theoretical base for reflecting upon the place of
participant families on the cycle of adoption of cyber security for their home IoT
devices. Using this model, it was possible to understand that participant families
were, on the whole, at the very first stage of the cycle — precontemplation, and
that the information that they might rely upon is insufficiently robust to support
knowledge gathering and raise awareness. Hurdles at home around finding the
opportunity to discuss cyber security, or even having the appropriate vocabulary,
could also hinder efforts to understand the topic better. To move further along
the TTM cycle, training and education would be required to increase their levels
of awareness.

To work with families to understand what interventions families may need to

increase their awareness of cyber security measures for home IoT devices, a piece of
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user-centred design work was undertaken to create a serious game. Serious games
have been successfully used in organisational and educational settings to teach and
explore cyber security concepts before, but not with families at home. The game
represented an opportunity to provide participants’ families with information on
cyber security as it pertains to home IoT devices. This allowed participant families
to receive information and possibly move around the TTM cycle at least to the
step beyond precontemplation: contemplation. This was evidenced in discussions
during and after gameplay about wanting to make changes to their home cyber
security setup. In some cases, it was hoped that participants could move further
around the cycle to take action, having been motivated by the knowledge provided
in the game.

When playing the game, families were given the opportunity to learn about the
type of cyber security concerns that could arise in relation to home IoT devices
and asked if they would make any modifications to the cyber security measures
they use at home in the week following the game. Significantly, more of the
gameplay participants did take action to change their cyber security setup in the
week following gameplay than a control group that had not had the opportunity
to play the game. Almost all participant families discussed their cyber security
setup at home during the period of gameplay, and several also reported continuing
this discussion in the week following the game, evidencing that the game raised
sufficient awareness within the participant families to be able to have conversations
about the topic. This suggested that the game could stand as a tool for awareness
raising by itself; however, the process of gameplay exposed several other areas
where interventions outside the family unit should be made.

This thesis makes several novel contributions, both in terms of the methods
used and the findings arising from them. It provides evidence on the level of
knowledge within families in the UK about the home IoT devices that they use,
how they use them, and their level of comfort with their cyber security setup.
Through discussions with participant families and analysis of survey results, the
reliance on the Internet for the gathering of knowledge in relation to home IoT de-
vice cyber security questions or concerns is made clear. By subsequently analysing
the appropriateness of available cyber security information for Internet users, the
thesis highlights the lack of visibility of sources to provide targeted and robust

guidance. There was also a complete lack of awareness from all participants as
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to the official governmental agency in the UK from which to gain cyber secu-
rity guidance. Engaging with participant families over the period of the research
consistently highlighted the ease with which cyber security and online safety are
conflated in training and education provided at school and thus brought into dis-
cussions at home. It is also the case that there is an overwhelmingly strong focus
on financial ends rather than identity-driven ones: the value of devices (in terms
of replacement) and financial loss are what families worry about, not data loss or
possible physical threats emanating from home IoT device use.

The use of an autoethnographic diary study provided a means to use reflexive
research to explore issues around lack of awareness, conflation of online safety and
cyber security, and the difficulty of finding available information online. It further
uncovered difficulties that families may have in describing cyber security issues
and requirements, simply because the terminology is too complicated, the actions
are too complex (or boring), or the end result does not obviously make a differ-
ence. Finally, the use of user-centred design with participant families to develop
a serious board game, to build awareness, as evidenced in discussion about home
[oT device cyber security measures is novel. Analysis of the participant families’
interaction with and actions arising from gameplay show that given training and
education, families will use this knowledge to facilitate discussion on the subject,
but they may need guidance to ensure that they are discussing topics appropri-
ately. It also showed that, being motivated to take action as a result of gaining
knowledge from gameplay, families may attempt to make changes to their cyber
security setup for home IoT devices, with varying levels of success and appropri-
ate use. Single-action measures (such as setting up a guest network) are the most
popular, although perhaps not the most effective, in terms of managing common
cyber security problems. Repetitive actions (such as turning devices off when not
in use) seem to quickly fall out of favour, despite being relatively effective and
inexpensive, financially at least, to implement. All of these aspects allow for a
range of recommendations for improvements to help families have safe home IoT

devices.
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Chapter 1
Introduction

This chapter will introduce the topic of the thesis and give background as to the
motivation behind it. As Internet of Things (IoT) devices become increasingly
common in the home, the need for considerations about the cyber security of
such devices becomes more pressing. This thesis will consider the sociotechnical
implications of this for a particular group: UK families with school-aged children.
What level of awareness of the cyber security needs of home IoT devices do families
have? What information is available to them and what problems do they face when
trying to manage the cyber security of home IoT devices? And what support may
they need to promote positive cyber security actions for these devices?

This chapter continues as follows. Section provides an overview of various
background aspects related to the research presented in the thesis. Section
provides details on the research aims, questions and contributions, and Section [1.3]

provides an overview of the structure of the thesis.

1.1 Background

1.1.1 The introduction of IoT into the home

The concept of computers in the home is not new, with the first home computers
introduced more than 40 years ago (Computer History Museum 2023). Computer
processing capabilities have grown massively in this time, and the adoption of the

Internet has firmly established digital technologies in the home, both in devices



that resemble computers and, increasingly, in other devices. There has been signif-
icant research into how home computer users approach and manage the security of
their computer use (for example, [Howe et al.| (2012); Furnell, Bryant and Phippen
(2007); [Wash/ (2010); Thompson, McGill and Wang| (2017)), and as people spend
more time using social media and sharing personal information on the Internet,
research has looked at how people also consider their privacy in relation to digital
technologies.

Figures from the market data company Statista suggest that the consumer
segment consists 60% of the 9.76 billion IoT devices used in 2020; a figure that
was estimated to increase to 17.08 billion by 2024 (Vailshery 2022)). A 2022
report on the ownership of smart home products in the UK found that 77% of
the respondents owned at least one such device, with 88% of the people surveyed
having some level of knowledge around smart homes — and 37% claiming to have
high or very high levels of knowledge (techUK and GfK|2022). Although the
picture of ownership is complex, with only smart TVs, smart home assistants,
and fitness devices reported in this survey as having ownership levels higher than
20% of the respondent population, the increase of such devices in communal areas
of the home cannot be denied. This means that all members of a household,
whether adults or Childrenﬂ comfortable with technology or not, may be expected
to live around devices connected to the Internet.

The user’s feelings about [oT devices and privacy, which for the purposes of this
work is considered a subset of a wider field of cyber security, has been considered
in quite some depth in recent research. IoT devices often look and feel significantly
different from computers, and as such users may not understand how to mitigate

cyber security threatsﬂ and subsequent riskﬁ or even that such devices have the

IThroughout this thesis, “child” will be used to consider any individual 18 or under living in
the same home as their parents, legal guardians or caregivers. We will use the term “parents”
to broadly refer to parents, legal guardians, or caregivers.

2The US government’s National Institute of Standards and Technology (NIST) defines a
cyber security threat to an individual as: “Any circumstance or event with the potential to
adversely impact...individuals through an information system via unauthorised access, destruc-
tion, disclosure, modification of information, and/or denial of service.” (National Institute of
Standards and Technology|ndb)

SNIST defines a cyber security risk to an individual as: “A measure of the extent to which
an entity is threatened by a potential circumstance or event, and typically a function of: (i) the
adverse impacts that would arise if the circumstance or event occurs; and (ii) the likelihood of
occurrence.” (National Institute of Standards and Technology|nda))



potential to pose threats and risks. Furthermore, the very concept of a user may
be misleading in the context of devices that are designed to be used in communal
areas, such as homes. This work will focus on families — at least one adult
parent or legal guardian, and one child of school age or youngelﬁ — there remain
numerous unresolved questions concerning how individuals of varying ages, with
varying degrees of access and control over devices, and comprehension interact
with and utilise these gadgets.

The 10T is a vague concept with no specific definition or boundaries. Typical
definitions are usually of the form “physical devices... that are now connected to
the Internet, all collecting and sharing data” (Ranger [2020), with no clear dis-
tinction of whether, for example, a smartphone or any other device with a SIM
card in, would be included in the definition. For the purposes of this work, and
in line with the focus of research in the United Kingdom (UK), the term “home
[oT devices” will be used to refer to such devices explicitly defined in the Code of
Practise for Consumer IoT Security (Code) defined by the UK Government De-
partment of Digital, Culture, Media and Sport (DCMS) (Department for Digital,
Culture, Media and Sport ZOIS)E] Although a non-exhaustive list in the Code, it
will be considered exhaustive for the purposes of this work to ensure a definitive

list of devices. This list is:

e Connected children’s toys and baby monitors

Connected safety-relevant products such as smoke detectors and door locks

Smart cameras, TVs and speakers

Wearable health trackers

Connected home automation and alarm systems

Connected appliances (e.g., washing machines, fridges)

e Smart home assistants

4For more explanation on how this has been defined and considered in this work, see Chap-
ter

°As of February 2023, the remit for digital governance in the UK government has been
reassigned to the Department for Science, Innovation and Technology from DCMS. DCMS will
be mentioned primarily in this thesis, as the owner and actor behind the documents and policy
mentioned.



Although not all devices in this list are devices used in home settings by multi-
ple users, this list covers several devices that may be present in the family context.
Therefore, the use of the phrase “home IoT devices” will be made reference to this
listﬂ Even within this list, it should be noted that two types of device predomi-
nate in the homes of UK residents at this time: smart TVs — including devices
that plug into a television to enable streaming of content, such as Google Chrome-
cast and Amazon Fire TV Stick — and smart home assistants, such as Google
Home and Amazon Echo (techUK and GfK| 2022). As is also mentioned in the
Code, consideration of such devices necessarily includes the “associated services”
that form part of the IoT ecosystem: in particular, they are described as “mobile
applications, cloud computing/storage, and third party Application Programming
Interfaces”. It is relatively clear that many home IoT devices will require their
primary user (or users) to interact with it through a mobile application (app), and
if data processing is done remotely, it will be done using cloud computing, with
data stored “in the cloud”. However, in many cases, given the relative novelty of
home IoT devices and the lack of interoperability between devices made by differ-
ent manufacturers or different generations of devices made by one manufacturer,
users may need to turn to third-party software or applications to get devices from
different manufacturers to interact with each other![]

The privacy and security of all people living within a home are of key impor-
tance when considering home [oT devices. Keeping data that are intended to be
private out of the public domain is fundamental, but the security issues that arise
from the adoption of home IoT devices extend beyond this. The relative novelty
and heterogeneity of such devices, coupled with their global production, also mean
that, until recently, they have evaded meaningful explicit regulation or legislation
to mandate minimum security requirements. In the UK, the jurisdiction in which
this thesis will focus its research on, an act passed in December 2022 (although
not implemented at the time of writing this thesis), the Product Security and
Telecommunications Infrastructure Act| (2022) (PSTI Act) requires that home
IoT devices are not sold with default passwords, have a defined period of support

and a contact for vulnerability disclosure. Until such law is implemented, it will

6It should be noted that the remit of the newly passed Product Security and Telecom-
munications Infrastructure Act| (2022)) extends beyond the Code, to include smartphones and
computers, signaling a move to consolidate obligations for all consumer digital technologies.
"Such as IFTTT (“If This, Then That”) — https://ifttt.com/.
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remain unclear not only whether such minimum obligations will be meaningful in
changing manufacturer behaviour, but also how well such a law can be enforced ff
[oT devices are often brought to the home by one keen individual, who main-
tains them after installation (Geeng and Roesner| 2019; Strengers et al. 2019),
or possibly simply brought to the house because there was no option to have
a “dumb” device (e.g., smart TVs constitute the majority of TVs available for
purchase) at the place of purchase, or because a landlord has required it. This
means that there is the potential for a level of required acquiescence from all
household members when an [oT device is brought into the home. Relationships
between parents and children are typically unequal in terms of control, resources,
and knowledge, despite there being an increasing democratisation between par-
ents and children in decision making about family life (Blum-Ross and Livingstone
2020; Gadlin||1978). Parents are more likely to have the financial ability to bring
devices into the home and determine the way the device is used within it. Al-
though older children may have some resources to buy smart home assistants or
connected toys, for example, research has shown that the types of devices that
parents may buy will be for much wider applications, including, for example, pro-
tection of the home, which could well be to the detriment of the privacy of children
(or others) in the household (Ur, Jung and Schechter|[2014; Ghosh et al.|2018).
This thesis will provide further research needed to understand the most ap-
propriate way to help families manage the potential cyber security risks posed by
home IoT devices. Conflicts between lack of regulation, general ignorance, and
disregard for the security risks that home IoT devices can present are widespread.
The power relationships between parents and children show many elements that
need to be understood as a whole before being able to assess potentially successful

interventions to help families have a more secure smart home.

1.1.2 Home computer security

There has been significant prior research on how people use computers at home.
Furnell, Bryant and Phippen| (2007) found that 90% of those who use computers
at home agree that users are responsible for their security. Despite this, home

users have been shown to exhibit risky behaviours, such as disabling automatic

8In particular, the Act’s aim at requiring retailers of devices to take care to ensure these
standards are met of products they sell may be a very helpful move, if enforced.



updates because they distrust the process (Wash et al. 2014} [Forget et al. 2016
and expect security products to protect them in ways that they do not (Christin
et al.2012). According to some research, it is too difficult to implement adequate
security measures and there is too little reward (Mills and Sahi/2019). Even when
accurate advice is initially received, users typically form incorrect mental models
in relation to how the technology they use works (Wash!/2010; |Abdi, Ramokapane
and Such|2019)), or about the type of user or device that is typically targeted in
relation to cyber crime (Howe et al.2012) — this leads to adopting ineffective,
albeit perfectly rational, security postures (Herley|2009; Forget et al.|[2016)).

Targeting the home user for cyber security education has proven difficult.
Individuals often find it difficult to find legitimate sources of security knowledge
(Howe et al.[2012)), and government-driven cyber security awareness schemes often
do not provide enough focused actions for individuals to follow (Bada, Sasse and
Nurse|2015; Das, Dabbish and Hong|2019). Individuals may only receive security
training at work: this training is typically not transferred to the home context
(Simonet and Teufel|[2019). Even if individuals act to implement cyber security
measures at home, they will be overwhelmed with the number of actions that are
deemed essential (Redmiles et al. (2020) found 374 pieces of actionable advice
when reviewing publicly available documentation).

Often, people rely on the advice of friends or relatives that they esteem highly
(Nthala 2019), regardless of whether those asked to help individuals have expert
knowledge (Poole et al.[2009). Even if individuals have higher levels of knowl-
edge, it does not always translate into action, and it is questionable as to the level
of responsibility that those experts acting privately consider themselves to have
after providing the initial suggested solution (Nthala and Flechais2018]). Further-
more, research has shown that men will claim to be knowledgeable, regardless of
their level of knowledge: conversely, women will underplay their knowledge (Rode
2010).

Cyber security is increasingly part of school curricula (Kritzinger, Bada and
Nurse 2017)), however, it is perhaps naive to assume such lessons will be subse-
quently shared with the entire family unit; indeed, Blum-Ross and Livingstone
(2020) suggests that the relationship between the school and the family unit is
such that joined learning between school and home is, on the whole, never consid-

ered an option. Understanding the place of cyber security teaching in schools in



the UK is complicated by the devolved nature of curriculum setting; however, to
minimise complexity in this project, the English Department for Education (DfE)
curriculum (Department for Education|2013) has been used, as it is the oldest,
and is referenced as a basis for at least some of the more recent devolved nations’
curriculal’

Having knowledge of computer security does not necessarily translate to smart-
phones or home IoT devices: [Thompson, McGill and Wang| (2017)) showed that
different interfaces and interactions mean that security knowledge is not necessar-
ily transferable between traditional computers and smartphones. Aufner| (2020)
found that traditional methods of threat modelling for software do not explicitly
map onto the IoT, leaving the potential for both developers and individuals to

underestimate the risks such devices pose.

1.1.3 Cyber security and the 10T in the home

Research suggests that people see the value of having devices connected to the
Internet in the home setting (Singh et al. [2018; Ur, Jung and Schechter|2014).
However, the domestic use of such devices extends and alters the potential risks
to which users are exposed compared to traditional home computers. Most home
[oT devices are explicitly designed to be easy to use and blend into the environ-
ment in which they are housed. They are also heterogeneous — there is a wide
marketplace, with little standardisation of functionality for individuals to manage
security settings.

Significant consideration has already been given to the implications of constant
data collection, where [oT devices process data in the cloud (Apthorpe et al. 2018])
and the patterns that can be extrapolated from it (Tolmie et al.|[2016]). The im-
portance of personal data collection for the proper functioning of such devices
sees privacy, that is, the safekeeping of personal data, as a vitally important and
intertwined subset of the wider cyber security picture when considering home IoT
devices. The perceived convenience of such devices shows that people exhibit the

privacy paradox when using such devices: despite considering themselves privacy

9Within the UK, each of the devolved nations have their own powers to build school curricula.
The curricula within Wales, Scotland, and Northern Ireland cover similar ground, focussing on
online safety and learning about the role of the Internet within society, in particular.



conscious, in practise, they exhibit risky behaviour, in particular sharing a sig-
nificant amount of personal information with home IoT devices and further with
online services, where the perceived benefit of using such devices is worthwhile
(Williams, Nurse and Creese|[2016| 2017; |Lutz and Newlands 2021)). |Zheng et al.
(2018) found that individuals trust manufacturers to protect their privacy, but do
not take steps to verify this. There are therefore both risks that users will provide
personal data that they subsequently regret to manufacturers that can be used in
ways they are uncomfortable with and also that manufacturers do not protect the
data they have in ways that they should to prevent wide-scale data breaches.

However, more difficult than understanding the data that IoT devices collect is
how user-level security should be considered. It is not surprising that adherence
to recommended cyber security hygiene measures (for example, those found in
National Cyber Security Centre, UK| (2019); |[Boeckl et al. (2019)) is poor, when
cost and features may be more important than security at the point of purchase
Emami-Naeini et al.| (2019a)), and given that individuals have incorrect mental
models in relation to how devices work (Abdi, Ramokapane and Such|2019; Huang,
Obada-Obieh and Beznosov|2020)). The inability of governmental bodies in the
UK to get device producers to adhere to the Code for the safety of such devices,
and the subsequent watering-down of these provisions in the PTSI Act, further
points to the dual problem that is presented here: there is no mechanism to
hold producers to account for producing and selling insecure devices, whilst those
buying them do not have the knowledge or interest to ensure that the devices are
secure before using them.

The lack of control with such systems poses a risk for users trying things
out for novelty’s sake, or when they do not fully understand the implications
of their actions. Previous research has considered how the complexity, ubiquity,
and novelty of IoT requires more user-friendly risk management frameworks at
home (Nurse, Atamli and Martin| [2016; |Chhetri 2019; Prange, von Zezschwitz
and Alt/2019). In a household with many users, there will be different levels of
technology knowledge and, in the case of a family within the home, different ages,
power dynamics of responsibilities, and maturity levels to consider before a truly
representative framework can be put in place. At the most fundamental level,
a future that foresees smart homes filled with IoT devices performing important

tasks in managing the home requires devices that cannot easily be tampered with,



broken, or otherwise undermined to inflict damage on the home’s inhabitants,

whether through accident or malice.

1.1.4 Parents, children, and digital technologies

Historically, children’s use of media and, increasingly, digital technologies has been
framed in terms of parental mediation. Restrictive Mediation by parents sees lim-
itations being placed upon how a child uses the Internet — time, place, length
or content restrictions, for example. Active Mediation sees parents managing In-
ternet use through discussion and co-use. There is a suggestion from more recent
research that a mixture of the two — FEnabling Mediation (Livingstone et al.[2017)
— combines the benefits of both elements: restrictive mediation has been shown
in some cases to minimise risky Internet behaviour, while active mediation gives
opportunities for learning and resilience building. Restrictive mediation is often
used by parents that feel less secure in their understanding of the technologies
being used: however, the more widespread the technology, the less realistic it is
to use restrictions as a means of control. Livingstone’s more recently published
research, however, raises dissatisfaction as to the framing of “mediation” as a
whole: |Blum-Ross and Livingstone| (2020) suggest that considering parents polic-
ing technology through any form of “mediation” neglects to show any interest in
parenting as an activity that engages with children, or considers children as beings
with their own agency.

Research into the collaborative use of technology within families often con-
siders young children or teenagers — but not both. Children’s use of digital
technologies develops and changes as they grow, as do their legal rights to their
datall% It is fundamental to understand what these changes are and what risks

they can pose, to work towards security for the entire household.

10The age at which children are given the right to consent to data processing is determined by
the relevant jurisdiction(s), and varies between 13 and 16 years old within the European Union,
as an example. In the UK, this age is 13.



1.2 Theoretical framing, research aims, questions

and contributions

1.2.1 Theoretical framing

The aims of this thesis should be considered in relation to a particular theory
of behaviour change, the Transtheoretical Model of Behaviour Change (TTM),
as adapted for cyber security behaviour by Faklaris, Dabbish and Hongl (2018).
There are several methodologies for behavioural change that have been applied to
cyber security (for example, the Theory of Planned Behaviour (Bulgurcu, Cavu-
soglu and Benbasat 2010) or the Protection Motivation Theory (lfinedo 2012)).
However, TTM considers the journey that a person takes when moving from
not knowing about something to maintaining or rejecting the behaviour change
through gaining awareness and motivation. This can be done through appropri-
ate education and training, and is how the two concepts overlap: although the
concept of awareness, in TTM, is framed solely in terms of moving from “precon-
templation” to “contemplation”, the role of education and training is vital in that
first step in framing contemplative thoughts in an appropriately meaningful and
actionable way.

Overall, the research methods chosen in this thesis show a progression based
on previous core findings and the need to understand where the user group —
families — begin their journey to understand the cyber security of home IoT
devices. This is a complex area to unpick carefully, as there are a number of
starting places —- and a number of steps to be taken to get to a place where users,
in general, will make cyber security changes unprompted. Furthermore, if users
do not know that they should be doing anything (in this case, that they should
consider employing specific cyber security measures that may be specific to their
family’s needs and device use), then expecting them to effect any change is futile.
This requires a journey of education and training to reach a point of awareness
(Amankwa, Loock and Kritzinger|2014). This process is often considered primarily
as an organisational one, rather than being applied to individuals in a personal
capacity, and thus the definitions typically refer to the need for education, training,
and awareness in the workplace. The International Information System Security

Certification Consortium defines education as “increasing your knowledge and
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understanding”, training as “improving skills and proficiency with certain tasks”
and awareness as “how well acquainted someone is with the education and training
needed, or, more importantly, how well acquainted they are with the desired
outcome” (Chapple et al.[2021).

As mentioned, the idea of education, training and awareness is considered pri-
marily from an organisational point of view. However, in day-to-day life it can
be difficult for an individual to access education or training without some prior
awareness of the need to learn. As such, it is vital to consider the state of mind
of the users —- in this case, family members — when it comes to implementing
cyber security measures on home IoT devices. The one that will be taken into
account in this work is TTM, as described by [Faklaris, Dabbish and Hong (2018)),
a framework originally used as a model for initiating and understanding change
in public health behaviour. This interpretation of the model is helpful to consider
in addition to the above model of education, training, and awareness, as it breaks
down the steps an individual may likely take on the journey to maintenance of
the desired action (or relapse to old habits). It also recognises the importance of
external factors in behaviour change: what are other people doing (social factors),
how easy is it to not do the appropriate thing (temptation), and how easy does
the society a person is living in make it to effect the right kind of change (regu-
lation, government, society, culture). The model presented in [Faklaris, Dabbish
and Hong (2018)) is reproduced in Figure[I] It is helpful as it starts from the “pre-
contemplation” period (that is to say, before there is awareness), and recognises
the need to reframe each step of the journey as a positive construction (e.g. “It
may be a good idea to use security practices”).

As such, it has been assumed at the start of this work that the first three pieces
of research will allow for a sufficiently detailed understanding of where families are
on the TTM cycle to build an understanding of the level of information provided
as training and educational material in the final piece of research, the game. This
is because, as confirmed as the majority position based upon the findings of the
interview and survey work, it is assumed that the majority of participant families
will need to move from the precontemplation step to contemplation. The game will
also provide the measures for allowing participant families to move further around
the circle, through “preparation” and “action” stages by giving explanations as to

why families may want to change their security practices and how they might go
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Figure 1: The Transtheoretical Model of Behaviour Change — reproduced from

Faklaris, Dabbish and Hong| (2018])
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about it. However, crucial steps in relation to positive behaviour change (ending
up at “maintenance” as opposed to “relapse”) cannot be fully tested in this work,

given the time constraints of the project.

1.2.2 Research aim

As such, the first aim of this project is to explore how much awareness the UK-
based participant familiedT| have about the need to use cyber security measures
in relation to the use of home IoT devices. The second aim is to explore how
robust the most common technique for solving cyber security problems (searching
for information online) is and whether its use is sufficient as a form of awareness
in relation to having appropriate cyber security measures in place. The third aim
is to explore potential reasons why awareness gaps around the use of appropriate
cyber security methods may exist in relation to home IoT devices. Using the
information collected while working through the previous three aims, the final
aim is to create a test intervention for family participants that uses education and
training steps to raise awareness in relation to possible cyber security measures

and methods that can be used in relation to home IoT devices.

1.2.3 Research questions

These four aims are reflected in the breakdown of the research questions and
the research methods that are used within the thesis. The first three research
questions, which encompass the first three pieces of research, explore the level
of awareness that participant families have, how successful their main method of
managing concerns is, and why other gaps around awareness may exist. The fourth
question builds upon the findings of the first three, by understanding if a board
game-based intervention can provide a suitable education and training experience
to help participant families increase their level of cyber security awareness in

relation to home IoT devices.

RQ1: What is the level of awareness exhibited by interviewed and surveyed families

1 The research within the thesis is limited to families within the UK primarily for reasons of
resource. Although many findings will be more broadly applicable than only within the UK, the
cultural specificities of family life in the UK may be different than elsewhere. For this reason,
the thesis will refer to the UK as the primary geographical location of the research and findings.
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RQ2:

RQ3:

RQ4:

in the UK in relation to the cyber security of home IoT devices that they

own and use?

What knowledge is available online to those who wish to implement cyber

security measures for home IoT devices?

How can the researcher effectively understand the awareness and motivation

to consider the cyber security of home IoT devices shown by families?

How can a board game act as an intervention to support participant families
to improve awareness in relation to the cyber security of home IoT devices

that they own and use?

For more explanation as to how the RQs map to the different parts of the
thesis, see Section [1.3]

1.2.4 Original contributions

This research has created a range of original contributions, both in terms of re-

search findings and use of methods.

e Exploration of the level of awareness within families in the UK about the

home IoT devices they use, how they collectively use home [oT devices, their
level of comfort with their cyber security setup and necessary workarounds

to allow use by all family members — Chapter 4

Understanding of the reliance upon the Internet for knowledge gathering
in relation to home IoT device cyber security questions or concerns; the
absence of credible sources to provide targeted and robust guidance; and
the complete lack of awareness of participants as to the official governmental
agency in the UK from which to gain cyber security guidance — Chapter 4,
5

Exploration of the ease with which cyber security and online safety are
conflated in training and education provided at school and thus brought

into discussions in the home — Chapter 4, 5, 7
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Setting out the difficulty that families have in describing cyber security issues
and requirements, simply because the terminology is too complicated, the
actions are too complex (or boring), or the end result does not obviously
make a difference — Chapter 4, 5, 6, 7

Recognition of the importance of financial ends rather than identity-driven
ones: the value of devices (in terms of replacement) and financial loss are
what families worry about, not data loss or possible physical threats ema-

nating from home IoT device use. — Chapter 4, 7

Understanding that given training and education in order to raise awareness,
families will use this knowledge to discuss cyber security topics, but they
may need guidance to ensure that they are discussing topics appropriately
— Chapter 7

Understanding that given training and education, families may attempt to
make changes to their cyber security setup for home IoT devices: single-
action methods are the most popular, with repetitive actions falling quickly

out of favour. — Chapter 7

Analysis of the suitability of the cyber security information available for UK
Internet users in relation to the most popularly used home IoT devices by

families — Chapter &

The use of an autoethnographic diary study as a means of embedding reflex-
ive research when considering the ability, capacity, and interests of families

in relation to cyber security in the home — Chapter &

The use of a user-centred design (UCD) process with families to develop a
serious board game for families to play, with the aim of improving awareness
of threats, risks and mitigation techniques in relation to home IoT devices,
and the findings that playing a serious board game with families encourages
discussion of cyber security measures and makes participants significantly
more likely to introduce changes to their cyber security setup at home in

the week after gameplay — Chapter 6, 7

A range of recommendations for relevant stakeholders beyond family units

— policymakers, manufacturers (including designers and developers), and
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academics — as to the ways in which the family use of home IoT devices
deviates from what is expected and how best it should be supported through

policy, regulatory measures, and improved product design. — Chapter 8

1.3 Organisation of Thesis

The rest of the thesis is organised as follows.

1.3.1 Chapter 2: Literature Review

This chapter aims to set out the context of the project and explore the various
gaps arising in the research to date. It starts with an overview of the potential
harms of home IoT and how users struggle to understand them. It then shifts to
consider what research has been done in relation to families and digital technology
use: how has this been researched in the past, and how do adults and children
perceive home [oT devices, and cyber security now? It finishes with an overview

of how research has approached providing solutions to the issues raised.

1.3.2 Chapter 3: An Overview of Methodological Choices

This chapter details the overarching methodological choices and decisions made
throughout the thesis. It starts at the highest level, discussing the approach and
philosophical views brought to the research; then it goes on to explain the general
research methods used. Following that, it explains the process of data collection,
preparation, and analysis. It finishes with some brief explanations about the
assumptions made in relation to the family unit in the UK, the impact of ethical
considerations on the project, and how the project changed as the COVID-19

pandemic progressed.

1.3.3 Chapter 4: Discussing and managing cyber security

of home 10T devices

This chapter details the results of the first piece of research undertaken. Following
an initial review of the literature, it was decided that the use of an online survey

and a set of semi-structured interviews would address the first QR. A survey, in
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particular, would go some way to answering questions about the types of home 0T
devices used, how the decisions were made to use them, and how much knowledge
the participants have about security at a broad level across families in the UK.
The semi-structured interviews serve as a complement to this, in being able to give
more depth and breadth of information around the issues and concerns within a

family, and crucially, the opportunity for the entire family to have a say, including

children.

1.3.4 Chapter 5: Issues arising when managing the cyber

security of home IoT devices

In addition to the survey and interview work, two other pieces of research, carried
out at the same time, begin to consider different aspects of the second RQ. An
analysis of currently available cyber security awareness information situates the
information and perceptions about home IoT device use and security explored in
answering the first RQ into the cultural context: what information is objectively
available to users, who is producing it, and what does it say — or not say?

The second piece of research, an autoethnographic diary study, looks at how
the researcher herself interacts with her family in relation to cyber security discus-
sions and knowledge. This piece of research allows for, possibly, a more nuanced
recording of events than might be brought out in an interview (as discussed in
Livingstone and Sefton-Green| (2016))), over a longer period of time. Importantly,
also, it provided a period of reflexivity, which helped to underline the more real-
istic expectations that families should have when moving into the final piece of

research, to understand what interventions might look like.

1.3.5 Chapter 6: The creation of an intervention to pro-
mote positive cyber security actions among families:
background and setup

This chapter builds upon the previous two and uses the findings from the prior

pieces of research to create a serious game for families, to explore if it could

serve both as an intervention in and of itself, but also as a tool to understand

which elements of cyber security require interventions in different ways. This
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chapter provides the background to the use of serious games in organisational and
educational cyber security learning, the methodology for the research involving
the game, and explains the process of creating the initial version of a cyber security

board game for families to play.

1.3.6 Chapter 7: The creation of an intervention to pro-
mote positive cyber security actions among families:
findings

This chapter gives the findings of the serious game research, looking at the out-
comes of the user-centred design (UCD) process, and also whether the cyber
security learning aspect was carried through into the participants’ life in the week
following the gameplay session. It goes on to explain the findings; in particular
that the UCD element was integral into producing a version of the game with real
impact but that there are some consistent aspects of cyber security that were too

difficult for families to implement.

1.3.7 Chapter 8: Conclusions

This chapter ties together the other chapters, detailing the answers to the RQs,
and presents recommendations that follow on from the findings of the thesis, whilst
being mindful of the limitations of this work, and how it could be taken forward

in the future.

1.3.8 Publications

At the time of the completion of the thesis, the following works have been pub-
lished and presented in relation to the overall project.

Initial abstract relating to the project

Sarah Turner. Approaches and Technologies to Support Home Users’ Engagement
with Cyber Security.

Proceedings of the 33rd International BCS Human Computer Interaction Confer-
ence (BCS HCT 2020) https://doi.org/10.14236/ewic/HCI20DC. 14

18


https://doi.org/10.14236/ewic/HCI20DC.14

This paper outlined the initial thoughts relating to the direction of the doctoral

project before the undertaking of any research.

Publications relating to Chapter 4

Sarah Turner, Nandita Pattnaik, Jason R.C. Nurse, and Shujun Li. 2022. “You
Just Assume It Is In There, I Guess”: Understanding UK Families’ Application
and Knowledge of Smart Home Cyber Security.
Proceedings of ACM Human-Computer Interaction 6, CSCW2, Article 269 (Novem-
ber 2022), 34 pages. https://doi.org/10.1145/3555159 — presented at
the 25th ACM Conference on Computer-Supported Cooperative Work and Social
Computing

This document details the findings of the initial survey and interviews with
families, conducted in the second half of 2020.

Publications relating to Chapter 5

Sarah Turner, Jason R.C. Nurse, Shujun Li (2021). When Googling It Doesn’t
Work: The Challenge of Finding Security Advice for Smart Home Devices.

In: Furnell, S., Clarke, N. (eds) Human Aspects of Information Security and
Assurance. HAISA 2021. IFIP Advances in Information and Communication
Technology, vol 613. Springer, Cham. https://doi.org/10.1007/978-3-030-8
1111-2_10

Sarah Turner, Jason R.C. Nurse, Shujun Li (2021). When Googling It Doesn’t
Work: The Challenge of Finding Security Advice for Smart Home Devices.

Poster: Seventeenth Symposium on Usable Privacy and Security (SOUPS), 2021,
USENIX. https://www.usenix.org/conference/soups2021/presentation/t

urner

This paper and poster presented the findings of the cyber security information

review.

Sarah Turner, Jason R.C. Nurse, and Shujun Li. 2022. “It was hard to find the
words”: Using an Autoethnographic Diary Study to Understand the Difficulties of
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https://doi.org/10.1007/978-3-030-81111-2_10
https://www.usenix.org/conference/soups2021/presentation/turner
https://www.usenix.org/conference/soups2021/presentation/turner

Smart Home Cyber Security Practices.

In Extended Abstracts of the 2022 CHI Conference on Human Factors in Com-
puting Systems (CHI EA ’22). Association for Computing Machinery, New York,
NY, USA, Article 34, 1-8. https://doi.org/10.1145/3491101.3503577

This paper detailed the findings of the autoethnographic diary study. In par-
ticular, it focused upon the use and success of the method and the ways in which

practitioners could benefit from applying it to their own work or research context.

Papers relating to Chapters 6 and 7 are being drafted at the time of thesis

submaission.

1.4 Chapter summary

In this chapter, an overview of the thesis topic is presented. There is prior research
on how people care about the cyber security of computers in the home. On the
contrary, research into the cyber security of home IoT devices, rather than their
use, adoption, or privacy considerations, is far less present. Specific groupings of
households, in particular parents and children, are also not studied in isolation.
In relation to parents and children and digital technology, research has typically
focused on how the Internet is used and discussed. This presents a research gap,
which is the focus of this thesis: what is the reality of the levels of understanding,
management of, and discussion around cyber security for home IoT devices within
families in the UK? The chapter then defined the research questions (RQs) arising
from this initial framing and the contributions that the thesis makes. It then sets
out the organisation of the thesis and the parts of the thesis that have already
been published.
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Chapter 2
Literature Review

This chapter explores the background and academic literature relevant to the
topic, based on — but significantly expanded from — an initial literature review,
undertaken in January 2020, which served to frame the RQs posed in the previous
chapter. In particular, the literature set out below provides several different angles
considered in the subsequent chapters of the thesis and shows gaps where the
RQs fit. First, it is important to understand why the harms posed by home
[oT devices are considered, and indeed have been shown to be different to that of
computers in the home, and from using the Internet. Without this understanding,
the importance of engaging with families in relation to this specific type of device
may be difficult to understand.

Continuing from the introduction to home IoT devices in Chapter [I.1], Sec-
tion explores the research explaining the difference in harms related to home
[oT devices compared to the Internet as used more traditionally in a computer
and some implications for users. The differences in harms is particularly impor-
tant when considering the way in which families have previously been researched
in relation to the management, use, and discussion of digital technologies. Fam-
ilies as a whole have largely been researched in relation to the ways in which
they live with the Internet. Section considers how the management of digital
technologies within families has previously been researched.

Section considers adults and children’s understanding of how IoT devices
work and their understanding of and exposure to cyber security knowledge. These
types of research are typically done independently — adults and children individ-

ually, and, even where households are considered, the interaction between parents
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and children are rarely considered.

Finally, Section gives an overview as to the types of interventions, both
technical and non-technical, that have been proposed by prior research as means
of mitigating the problems arising from the various issues that multi-use of home
IoT devices, children’s use of technologies, and maintaining appropriate levels of

cyber security and privacy raise.

2.1 The different harms of home 10T devices

When surveyed, academic and industry participants with expertise in the security
of IoT devices considered that there is a high potential for crime, exploitation, risk
to physical safety and loss of personal control emanating from IoT devices (Tanczer
et al.|2018). [Loi et al.| (2017) has bucketed the potential security risks to IoT de-
vices into four categories, which are: attacks on confidentiality of data{l| attacks
on integrity of dataf] attacks on access control and availability; and“reflection”
attacks — where infected devices may serve to attack other networksﬂ Blythe
and Johnson| (2019) suggested that a lack of policy and technical intervention may
facilitate a “crime harvest”, where crimes targeted at the individual (burglary, sex
crimes) or a societal level (such as political subjugation) will become more com-
mon. A recent review of the literature (Buil-Gil et al. 2023) found that much
academic research focusses on privacy in relation to home IoT devices rather than
cyber security (a theme that will be found throughout this chapter); in particular,
hacking, malware, and denial of service (DoS) attacks are less frequently consid-
ered in the literature. Technological measures for these problems are suggested
much more frequently than “social prevention”, meaning that academic research
is more likely to try and solve a specific problem than address potentially socio-
wide issues of understanding and mitigation. Storytelling and scenarios are also
helping to continue to try to conceptualise the potential issues that home IoT may
raise, particularly in relation to children: the physical harms that may occur as
a result of playing around with an Internet-connected device were explored as a

scenario in |[Knowles et al.| (2019)). Despite being science fiction, Doctorow| (2019)

'For an example involving Amazon’s Alexa, see [Statt (2018]).
2For a recent example involving Amazon’s Ring, see [Paul| (2019).
3For an example of the Mirai botnet, see Trend Micro (2017); |Griffioen and Doerr| (2020)).
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provides a realistic scenario in which children learn how to hack their families’
Internet-connected devices to allow them to cook, primarily, significantly cheaper
food, without any understanding of the severity of the consequences, both legal
and otherwise, of doing so.

Furthermore, with device interfaces typically absent (Geeng and Roesner|2019),
app-based control of home [oT devices introduces risks of inequality of use and
access, whether intentional (Chatterjee et al.|2018; Markwick et al.[2019)) or oth-
erwise (Slupska and Tanczer||2021)). Data flows into and out of home IoT devices
are prevalent, and users can potentially give away details of their daily movements
due to the ways data changes during periods of (in)activity (Tolmie et al.|[2016);
users may be relatively powerless to make any changes to organisation tracking.
Mohajeri Moghaddam et al.| (2019) found that a significant percentage of the data
generated by popular streaming and smart TV services was tracked to facilitate
behavioural advertising, with users unable to take meaningful steps to turn off
such tracking. Even if given tools to reduce data flows, they may also end up not
using them, despite finding the data interesting (Seymour et al.|[2020).

As a relatively nascent technology, users often find that they have to take
things into their own hands to get the result they want in their home. As ex-
plored by Manandhar et al.| (2020) and |Cobb et al.| (2020)), IoT devices are often
purchased to link with other physical devices or other pieces of software. In both
cases, the use of smart hubs and interoperability tools (such as IFTTT)E] has been
shown to be poorly considered from a security perspective, with users being able
to program connections and activities either not considered by the smart hub’s
designers, or being able to use devices to generate data in publicly available and
accessible software (such as open Slack channels or open Google Sheets). Research
by [Rostami et al.| (2022)) found that, for users who thought that they may have
been hacked, the uncertainty over what was happening was the prevailing feeling
— and it was also the case that, as this research was based on user posts on
Redditﬂhttps: //www.reddit.com/ users may not have had anywhere more formal
to turn to in such an uncertain time. Recognising the fact that participants may
look for measures over the Internet, other research has found, again using Reddit,

that users’ attitudes to security and privacy advice may evolve over time, as they

‘https://ifttt.com/
5\protect\relax\unhcopy\strutbox
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become more familiar with the technology — and is influenced by the prevail-
ing sentiment in the subreddit, which may not be in the user’s best interests (Li
et al.|2023). This suggests not only that the potential harms of home IoT devices
are very different from those of the Internet on a computer, but also that users

struggle to understand how to use the devices securely.

2.1.1 Threats and mitigants discussed in relation to home

IoT devices

As a relatively new technology, there is, perhaps, more speculation than actual
lived experience when it comes to the threats that home IoT devices pose. The
academic literature tends to focus on specific technical attacks that have been
researched and tested in a laboratory, or similar setting (see, for example, |Yan
et al. (2022); |Anthi et al.| (2021)); OConnor, Jessee and Campos| (2021)), and as
such consider specific harms as a result of carrying out the attack. Based on this,
two systematic reviews of the literature provide an overview of the harms that
have been considered in the literature: Blythe and Johnson (2019) and Buil-Gil
et al. (2023). From these, general ideas of threats can be drawn, as presented in
Table[I] They include several types of device misuse, ranging from the accidental
misuse by those with access to the device, to malicious use for tracking, overriding
control functions, or denial of services. The conclusions of this academic work are
typically technical in nature, suggesting means of strengthening attack surfaces
(Hariri, Giannelos and Arief [2020) or allowing for more robust design practises
(Yan et al.[2022).

Alongside academic work, there are examples of industry papers and news
articles that explore certain threats and harms associated with home IoT device
use (with some examples listed in Table[l)). News stories typically provide specific
examples of a harm being realised (e.g. |Liu/ (2018)), rather than describing generic
threats — this, however, is not the case when a vulnerability is being reported
(Toulas |2023)): in this case, the impact of the found vulnerability often has to be
described in terms of possible threat. Industry papers also tend to pose theoreti-
cal threats, often in conjunction with a product that mitigates some of the issues
described (a phenomenon that will be further discussed in Chapter [f). |Chang
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(2019), writing for a cyber security firm specialising in endpoint detection, pro-
vides a series of compelling threats arising from the integration of IoT devices into
the home, including, again, attacks against devices that can make purchases, that
can take actions to cue or command, that can map out floor plans or otherwise
surveil home occupants.

Where news stories and industry papers often differ from the academic papers
exploring specific harms as described above is in the offering of potential measures
for users. It is important to note that, in many cases, providing measures as
academic papers do, to improve the inherent security of devices through design
and development, is an extremely important and necessary part of improving
overall cyber security of home IoT devices. However, it does show the relative
powerlessness of users to mitigate some of the threats that devices may pose.
However, news stories and industry papers are typically focused more on the user
than the organisation making the devices, and so may sometimes offer examples
of cyber security methods that might make for a more robust smart home. This
is also true of explanation and advice pages written by government agencies or
consumer bodies (such as National Cyber Security Centre, UK] (2019)); Laughlin
(2021)).

In summary, table [1] lists out possible home IoT device threat types extrap-
olated from the harm categorisations used in [Buil-Gil et al.| (2023) and [Blythe
and Johnson| (2019). The table gives examples of academic and news or industry
reports on harms linking back to the general threat. In some cases, security mea-
sures that can be implemented by the user are suggested. These suggestions, in
the majority of cases, come from the news or industry reporting: they typically
include the use of, for example, strong passwords and multifactor authentication
wherever it is possible to do so — device, companion app, router — understand-
ing and controlling device settings to avoid unexpected use, turning off or limiting

device use, and segregating devices on a guest network.
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Table 1: Examples of threat types and possible user-based mitigation explored in academic research and news or industry

reporting

Threat described

Example of threat

Academic investigation

News or industry reporting User-based mitigation suggested

Misuse of processing capabilities for external harm
Tampering with physical access control

Various parts of voice activation process
are used maliciously

Inappropriate or unexpected device use
by individuals in the home

Control of device by external third party

Service denial /restriction

Malicious access of device app

Tracking activities of users/stalking/
profiling/surveillance

Data theft

Using home IoT device as part of a botnet

Smart lock cannot be opened or locked

Malicious smart speaker skills cause unwanted
activity (e.g. interference with the home network,
additional recording)

Purchase of unwanted items

Forcing a home IoT device to act in ways that cause
damage or danger to home or individuals within it

Home IoT device functionality is restricted or
entirely unusable

The companion app to the home IoT devices is
hacked leading to access to the device
settings and controls

Details about daily routines gleaned from home
IoT device activity

Interception of data stored on or shared with devices
by third parties

Lyu et al.| (2017

Fernandes et al.|(2017)

Yan et al.| (2022

Shank et al.| (2023

Hariri, Giannelos and Arief

Anthi et al.|(2021

(2020

Nokia|(2023)

‘Winder|(2020)

Micom Lab

2022

Liu|(2018

Chang| (2019

OConnor, Jessee and Campos|(2021)

Toulas| (2023

Hodges| (2021

Lee et al.| (2016

Riley| (2022

‘Waugh| (2023

Ludlow/| (2022

—_

None given

Update software

Use profiles

Turn off automatic purchase
Turn off device

Turn off automatic purchase
Use profiles

Delete device histories
Unplug device

Know devices on network
Change default passwords
Update software

Use guest networks
Discussion

None given

Guest network

Access codes or passwords for
devices or related apps
Multi-factor authentication
Update software

Profiles for devices
Multi-factor-authentication
Blocking recording functionality
Access codes or passwords for
devices or related apps
Multi-factor authentication
Update software




2.2 Management of family digital technology use

A significant proportion of the research undertaken on family use of digital tech-
nologies focusses on the Internet and social networks, much less so on home IoT
device use. Although not the focus of this thesis, there are lessons to be taken
from the way parents and children use the Internet and social networks.

Shin| (2015)) discussed that, in general, parents consider access and use of the
Internet to be a positive thing, so there is a balance to be performed in providing
appropriate access, without exposing children to inappropriate content or other
related dangers. However, when interviewed, parents erroneously considered the
potential risks posed by the Internet to their children as those to be faced in the fu-
ture and therefore took minimal actions to act proactively to discuss online safety
with their children in the present (a finding echoed in Kumar et al. (2017))). There
is also a suggestion that parents believe that they are “above average” when it
comes to keeping their children safe online (Blackwell, Gardiner and Schoenebeck
2016)), and therefore underestimate the degree to which their children can engage
in risky online behaviour (Byrne et al.|[2014). A 2022 report based on surveys of
3,808 teenagers in the EU found that just under half (47.76%) had engaged in
some form of criminal behaviour (of any sort) online (Davidson et al.[2022)). [Wis-
niewski et al.| (2017b) showed that this may be exacerbated as a result of a lack
of interaction between parents and teenage children — not only do parents avoid
the enabling mediation that might prepare children for managing online risks, but
children tend not to raise instances where they have encountered risks to their
parents, and feel that their parents disproportionately tell them what they can-
not — rather than can — do online (Blackwell, Gardiner and Schoenebeck 2016)).
More recent work (Alsoubai et al.[2022) furthered this, suggesting that the Inter-
net will necessarily be a place of experimentation for adolescents and, as such, the
question should not be whether an activity is “risky” or “safe”, because activities
online are as nuanced as offline behaviours. As such, the ability for parents to
discuss the harms associated with use of the Internet — in all its forms — is more
important now than ever.

However, parents simply do not understand enough to feel comfortable with
what their children are doing, or how to manage it appropriately, or by themselves,

often relying on external support or older siblings (Nikken and de Haan|2015).
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Cranor et al.| (2014) discussed how, for teenagers, parents struggle with the need
to exhibit trust to foster maturation and independence — but consider that their
children need far less privacy than this trust should afford in the online, or digital,
realm than in real life. |Sorbring and Lundin| (2012) found, that more successful
parent-child interaction required knowledge of what the child is doing online.
However, research of families (with children aged 10-15) in Norway, |Quayyum et al.
(2021)) found that parents struggled online with keeping control of their children’s
Internet activities and understanding what they were doing online. Their children
did not necessarily have the understanding of what bad things could happen to
them, and so their parents struggled to find an appropriate balance between trust
and control. The most recent findings of the EU Kids Online project found a
significant proportion of “reverse mediation” in certain countries — where children
help their parents understand digital technologies (Smahel et al.[2020). Although
children from the UK were not included in this survey, it suggests some aspect of a
generational gap and a lack of ability for parents to guide their children effectively.

Children also find frustration in parents who do not adhere to the guide-
lines they themselves put in place (Blackwell, Gardiner and Schoenebeck 2016).
Hiniker, Schoenebeck and Kientz (2016)) found that families that all adhered to
specific rules around the use of digital technology (for example, no phones at the
dinner table) kept to such rules more easily — similarly, [Ko et al.| (2015) showed
that the setting of communal rules around the use of digital technology made all
family members more likely to adhere to the rules around usage.

Although there is not a huge amount of research dedicated to how parents
and children interact with home IoT devices, lessons can be learnt from similar
technologies, such as those that allow location tracking. In the years before the
mainstream adoption of IoT devices in the mass market, research around the use
of location-based services within family groups began to show the issues arising
from inequality of data access, and its potential damage to trust (Ur, Jung and
Schechter|2014; [Yao et al.|[2019b; |Ferron et al.[2019). Mancini et al. (2011)) con-
sidered that having access to location data of family members might actually help
to fulfil a mothering role, although the balance of controls needed to ensure that
this was not taken advantage of, or open to misunderstanding or abuse might
actually make family members more vulnerable than if the same technology were

to be used between those with less close relationships. Boesen, Rode and Mancini
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(2010) reported that although the use of location-based services saw an increase
in the compliance of children, this was largely attributable to an unfair change in
power dynamics, and one child interviewed commented that he “felt like a pris-
oner” due to lack of autonomy. |Gabriels (2016) argued that this lack of autonomy
actually damages self-reliance, and compliant results should not be taken as an
indicator of the value of monitoring communication.

Little research explicitly looks at the privacy and security issues that IoT de-
vices create when used by both parents and children in a single location. |Ur,
Jung and Schechter| (2014) looked exclusively at home-entryway surveillance mea-
sures, used by both parents and children. It found that although — as with both
location-based services and broader Internet use — parents agreed that their chil-
dren should have privacy when it comes to the setup of such devices, when it
comes to the setup of a prototype home entryway surveillance system, parents
gave their children the least possible privacy, reasoning that they “had nothing to
hide”. [Kilic et al.| (2022)) used an “ideation card game” with the participants to
examine the limits of collaborative data management at home. Although between
adults, and not parents and children, they discovered that individuals living in the
same home veered between feeling uncomfortable about the possibility of people
tracking their movements and actions via their data and also not being bothered
because of the perceived triviality of much of the data generated.

Much more prevalent is research into multi-use by any group: such research
may be beneficial to consider in the context of families, despite the potential for
difference in knowledge and capability levels and power dynamics in particular.
Yao et al| (2019b) looked at the issues that arise from having IoT devices in
a home that is used by outsiders to the family, for example, in a rental home
or in a play-date situation. In these situations, the “bystanders” expected a
certain level of control, when questioned, either over the way the device worked in
their presence, or limitation as to the amount of information the devices collected
about them. Crucially, however, this is subject to the “bystander” recognising
and understanding the device in the first place and having the power to make the
request. Thakkar et al. (2022) found that, while users and bystanders had some
common requirements around privacy in common, bystanders were significantly
more worried that having a higher requirement around privacy than the user

might result in awkwardness or disruption of social norms. Bernd, Abu-Salma
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and Frik (2020) reported that nannies working within a family context did not
consider themselves to have enough power in the relationship with parents — their
employers — to ask for the switch off of smart surveillance systems. The research
by Windl and Mayer| (2022)) looked at bystanders with personal relationships and
found that the stronger the relationship between the bystander and the device

owner, the more potential privacy issues arise from home IoT devices are reduced.

2.3 How adults and children perceive IoT and

associated aspects

2.3.1 Perception of Internet of Things devices

Despite the suggestion that the IoT is ubiquitous within society (with a recent
industry survey suggesting 81% of the UK population had some knowledge about
smart homes (techUK and GfK|[2022)), fairly recent research — |Cannizzaro et al.
(2020) — found that among surveyed UK adults, only around half were aware
of the terms “Internet of Things” or “smart home”. This may point to the fact
that knowledge is rapidly growing and is being formed by the adult population
in the UK at present. Even where adults understand what devices are, |Abdi,
Ramokapane and Such| (2019) found that individuals tend to lack correct mental
models of how devices work, leading to inappropriate control mechanisms. This
lack of appropriate mental models has also been shown in children: Pancratz and
Diethelm| (2020)) asked secondary school children to draw their understanding of
the computing systems involved in, including, a robotic vacuum cleaner and found
that the children misunderstood how elements of the systems connected together.
Kilic et al|(2022) found that, in asking participants to consider how devices data
could be viewed by people other than themselves, a significant minority could not
conceptualise, for example, that anyone other than a malicious intruder (a hacker)
would be able to see such data.

Strengers et al.| (2019) found, in line with earlier work (such as Rode (2010)),
that increasing the use of technology at home can actually serve to reaffirm tradi-
tional gender roles — men are more likely to undertake the maintenance of devices
(so-called “digital housekeeping”) as a significant household chore, in place of ex-

isting chores. It has long been commented upon that digital technologies are
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typically considered the preserve of men, with women needing to “catch up” in
their understanding of how such devices work (Rode 2011). Research has indi-
cated that this can naturally continue to IoT devices: |Boesen, Rode and Mancini
(2010) and |Geeng and Roesner| (2019)) found that men were more likely to bring
devices into the home, often because they appear fun. Interestingly, more recent
research from Cannizzaro et al.| (2020)) suggested that, in their UK-based survey
group at least, women were actually catching up with men in their purchase of
domestic IoT products; they argue that this may be due to a desire to use such
devices to reduce domestic chores, although it is not clear to what extent using
these devices is successful in achieving this. An increase in purchasing may not be
quite the same as de-gendering the use of such devices, though: Furszyfer Del Rio,
Sovacool and Martiskainen! (2021)) found, through surveys and focus groups in the
UK, that men and women showed gendered attitudes toward home IoT devices,
with men still maintaining the stereotypical role of the “driver”, and women more
likely to use devices to facilitate cooking, housework or learning. What this re-
search did notice, however, was that these stereotypes did not dominate as much
amongst their younger participants, perhaps suggesting a slow movement away
from such stereotypes, perhaps as individuals become acquainted with technology
from a very young age.

There is a growing body of research on how children interact with conver-
sational agents. Although conversational agents are very specific devices, the
research on the whole shows the similarities and differences with which children
approach interacting with digital technologies. |Beneteau et al.| (2020) found that
parents used conversational agents to, among other things, further parenting goals;
but in an earlier paper, found that familial interaction with devices was often diffi-
cult because the device could not interpret the child’s input (Beneteau et al.[2019).
Druga et al.| (2017) noted that the majority of children experienced “challenges”
in getting conversational agents to understand them, although they remain per-
sistent in trying to make the interaction work (Cheng et al.2018]). As with the
Beneteau et al.|(2019) paper, communications strategies, and scaffolding methods
(using adults to model language and ask the questions) were required to get the
device to respond.

In the case of conversational agents, children show an inability to understand

31



whether the device is animate or not (Xu and Warschauer| [2020)), and deter-
mine that the devices are “smarter” when they provide answers to their ques-
tions (Druga et al.|[2017)). This ties into the comments from parents recorded in
McReynolds et al. (2017) that not only are toys designed to motivate the child to
use “adult devices”, but the restrictions placed on the technologies used within
Internet-connected toys often see children putting them aside to use devices such
as Google Home or Amazon Echo instead. Despite this, there appears to be less
research done into other common smart devices (such as Smart TVs, vacuum
cleaners or thermostats) and children’s interaction. Getting an understanding of
how children perceive and interact with such devices would be beneficial to get
a better understanding of their mental models around how such devices work —
and how they differ from those of adults, and from their use of the Internet and

social media on computers and smartphones.

2.3.2 Perception of cyber security

There is little prior research on how children deal with cyber security in IoT
devices explicitly, or the risks posed by ubiquitous devices over using the Internet
through a computer. Quayyum, Cruzes and Jaccheri (2021 pointed out that
only two of the 56 studies they reviewed on raising awareness of cyber security for
children raised financial loss (a possible risk of compromise of home [oT devices),
with the majority focussing on online safety. Kumar et al. (2017)) explored the
mental models that children aged 5-11 had around privacy and security in relation
to Internet use. Although they found that the children were able to develop some
strategies for control (such as providing false information), they relied heavily
on their parents for support. Lamond et al. (2022) also found that the research
focused on the knowledge of children and not the skills or competency required
of children to carry out good cyber security practise. As discussed in Section [2.2]
this is problematic, as parents struggle to understand technology themselves.
Research with older children shows that they are not only interested in learning
about privacy issues (Yap and Lee 2020), but that they feel strongly that they
should be given their own privacy, whether from family or corporations (Coleman
et al.|2017). This is backed up by research such as |Dowthwaite et al. (2020),

which found that teenagers were not easily able to conceptualise the amount
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of data collection currently done online, and, despite typically becoming more
interested when given engaging prompts for discussion, they could not understand
threats beyond those that would affect them personally. Experiences of parental
control are less frequently considered in research than how adults react to their
privacy being overlooked, with location-based research being a possible exception
(Czeskis et al.[2010; Boesen, Rode and Mancini|2010; Mancini et al.|2011; |[Vasalou,|
(Oostveen and Joinson| 2012} (Gabriels 2016)), as discussed in Section [2.2]

Cyber security risks are considerably less prominent in sociotechnical research

on loT devices than privacy risks, and in instances where they are it is typi-
cal for cyber security not to be defined (Mazurek et al.[2010; Floros et al.|[2012;
Minkus, Liu and Ross|[2015; McReynolds et al. 2017}, Steinberg 2017; |/Ahmad et al.|
2018; Brosch! 2018} |Garitaonandia, Karrera and Larranaga2019)). |Nicholson et al.|
found that although children had decent knowledge of core cyber security

principles, they did not necessarily reflect this in their actions, something also

seen in [Pencheva, Hallett and Rashid (2020), where teenagers showing techni-

cal competence online actually demonstrated significantly insecure behaviour in

school at least. |Garitaonandia, Karrera and Larranaga (2019) went into detail

about the cyber security risks that children had faced, pulling data from the 2011
EU Kids Online survey. Many surveyed children had faced cyber security issues,
from data breaches to viruses: the same issues were considered both for comput-
ers and smartphones. IoT devices were not considered separately in this survey.
In the most recent version of the EU Kids Online Survey (Smahel et al.|[2020),

information from 15 countries on data misuse found that an average of 15% of

children had been affected by a virus or spyware in the past year, although the
risk of this happening increased with age and was significantly higher in some

countries, compared with others. Although focussing on areas other than cyber

security, Blum-Ross and Livingstone, (2020)) describe two instances in which par-

ents are unaware or unable to remove viruses from desktop computers that had
been purchased to facilitate their child’s interest in digital technologies. The im-
plicit suggestion in both cases was that the virus had rendered the devices useless
due to a lack of ability to remove it or a lack of ability to find appropriate support.

Little research provides any detail on how parents and children discuss cyber

security, particularly in the context of IoT devices in the home. |Pencheva, Hallett|
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and Rashid| (2020)) considered how, even if children were to turn to teachers or par-
ents for support, adults may have less knowledge than the child. [Muir and Joinson
(2020) talked about how both parents and children use not only each other, but
also a range of other trusted friends and family members to discuss and handle
cyber security problems. Interestingly, there seems to be a complicated relation-
ship between both sides when seeking advice from friends and family members.
Nthala and Flechais (2018)) explored how family members with technology ex-
pertise struggled with ongoing requests for support from others. Nicholson et al.
(2021a)), found, however, in a study aimed at training older adults to support peers
with cyber security issues, families of those trained also reported benefiting from
the advice when surveyed. Importantly, but perhaps unsurprisingly, |Morrison,
Coventry and Briggs (2021) found that receiving support from family members
actually led to poorer individual long-term results, in older people, as it created a
relationship of trust with someone else understanding and acting on the problem
at hand.

This makes it important, therefore, to ensure that parents, whilst supporting
their children in their cyber security setup, do not do it all for them. How-
ever, parents seem to consider themselves responsible for their children’s safe and
appropriate device use. |Prasad, Ruiz and Stablein (2019) found a majority of
parents felt they could only trust themselves to protect their children’s privacy
(and not device manufacturers); Boffi (2020) provides the example that parents
were unwilling to allow children free-range to a device that allowed them to place

telephone calls to others because they could not control misuse.

2.3.3 How do adults and children learn about digital tech-

nology risks?

Bada, Sasse and Nurse (2015]) discussed how national cyber awareness strategies
often fail. In particular, in assuming that people are motivated by similar things
— especially fear — the messages often fall flat. Reasonable cyber security often
requires effort and understanding to implement appropriately. It is often the case
that understanding is lacking (for example, Wash| (2010) and [Forget et al.| (2016)),
and the effort is so great that Herley (2009)) has argued that it is, in fact, rational

to ignore cyber security messages.
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The current UK cyber awareness schemes include Cyber Award’| from the
National Cyber Security Centre (NCSC), who also have specific websites with in-
formation for individuals and families, and also for smart devices. This shares a
space with other organisations, such as Get Safe Onlineﬂ a public-private partner-
ship that provides information on several current cyber security issues. Similarly,
financial institutions offer guidance about cyber security to their customers, pro-
moting government guidance and resources on stopping fraud and scam-based
activitiesﬁ On a global scale, there are non-governmental organisations that pro-
duce detailed documentation from several perspectives, from minimising the risk
of surveillance from third parties (including governments),ﬂ or assisting those who
are suffering domestic abuse or coercive control through digital technologies[""] In
addition to this, certain technical journalism outlets have also created their own
guides to “Not Getting Hacked”, as Vice refers to theirs (Motherboard|[2018]).

Consumer advice bodies, such as Which? in the UK, provide reviews of specific
devices and occasionally run broader sectorial guides. These bodies have taken
particular interest in the last few years in the safety and security of Internet-
connected toys, with the Finnish consumer protection body in particular releasing
a report provocatively named #toyfail to highlight their concerns (Forbrukerradet
2016)); concerns that have since been followed up by Which? in the UK (Laughlin
2021) and Consumer Reports in the United States (Fowler|[2018)). As home IoT
devices are increasingly popular, these bodies — for example, Which? — put out
general advisory notices on how to stay safe when purchasing or selling products
(Laughlin| [2022), and also more specific news stories when problems are found
(Laughlin/[2020)). Mozilla has, since 2017, maintained its “Privacy Not Included”

guide["] which gives product reviews of home IoT devices, focussing upon their

Shttps://www.ncsc.gov.uk/cyberaware/home

"https://www.getsafeonline.org/

8For example, HSBC’s customer page on cyber security sends readers to the UK government’s
“Take Five” toolkit (https://takefive-stopfraud.org.uk/), a scheme to combat financial
fraud.

9For example, the Electronic Frontier Foundation’s Surveillance Self Defence guidance (http
s://ssd.eff.org/).

For example the global charity Chayn (https://www.chayn.co/), and UK-based charity
Refuge (https://refuge.org.uk/i-need-help-now/how-we-can-help-you/secure-your-t
ech/)): both offer support on the use of digital technologies in abusive relationships, and support
for more “traditional” abuse cases.

"https://foundation.mozilla.org/en/privacynotincluded/
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“creepiness”. The guide was started because “[i]t is often difficult for consumers
to get clear, concrete information from companies about the security and privacy
of their connected products” (Mozilla Foundation|2021)).

In addition to the various awareness mechanisms provided for adults, in Eng-
land, there is a national computing curriculum that has been in place since 2013
(Department for Education, UK Government |2013). With teaching requirements
throughout the school life of a child, it focusses on building an understanding of
computational thinking as well as digital literacy. This, too, is a crowded space
— although there are specific curriculum-based aims per Key Stage for children,
these are supplemented, again, with materials and schemes from various bodies
and public-private initiatives. For example, there are NCSC’s Cyber SprintersFZ]
game and activities for 7-11-year-olds, and the more targeted CyberFirst schemd™|
for 11-17-year-olds with an interest in cyber security. The UK Safer Internet Cen-
treEf] a partnership of three charities focussing on children and safe Internet use,
provides significant resources to anyone wishing to help children (from ages 3-19)
to “stay safe online”; they also partner with private institutions (such as finan-
cial services firms) to give training sessions to children in schools. Furthermore,
charities such as NSPC(™ and Childnet['| offer support to parents and guardians.
The big tech firms are also present in this space, notably Google, with their “Be
Internet Legends” campaign["|

The curriculum and, as a result, the guidance provided by organisations such
as the UK Safer Internet Centre is heavily focused on dangers that translate from
non-digital safeguarding concerns. At the youngest age, Key Stage 1, children are
expected to “use technology safely and respectfully, keeping personal information
private; identify where to go for help and support when they have concerns about
content or contact on the Internet or other online technologies” (Department for
Education, UK Government|2013)). This idea is constant throughout the four Key
Stages (representing an entire school education, from 5 to 18 years); the oldest

school age children are expected to “understand how changes in technology affect

2https://www.ncsc.gov.uk/collection/cybersprinters
Bhttps://www.ncsc.gov.uk/cyberfirst/overview
“https://www.saferinternet.org.uk/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/
https://www.childnet.com/
"https://beinternetawesome.withgoogle.com/en_uk/
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safety, including new ways to protect their online privacy and identity, and how to
report a range of concerns” (Department for Education, UK Government|[2013)).

The security focus is on protecting personal data for safeguarding reasons —
be wary of developing relationships online (“stranger danger”) and do not use
the anonymity of the Internet to bully or harm others (“cyberbullying”). These
concepts are taught alongside how to code and some understanding of how the
Internet and other digital technologies work. |Blum-Ross and Livingstone, (2020)
found, however, that there is a fundamental disconnect between learning at school
and any learning that takes place outside of school (at after-school activities —
even those that take place on school grounds — or through individual endeavour).
This disconnect, they argue, is to the detriment of not only the family, but also

the school in being unable to tie lived experience to the curriculum.

2.4 What measures have been proposed?

2.4.1 Technological interventions

The calls for technological measures for privacy problems, in particular, created
by technological development, are not new. It seems common for calls for the
modification of existing digital technologies, through, for example, the change of
the user interfaces to be more explicit about how the use of a digital technol-
ogy may affect others (Mancini et al.[2011), the introduction of nudging tactics
to promote privacy awareness (Cranor et al.|2014; |Minkus, Liu and Ross|2015;
Wisniewski et al.[2017a; |(Quayyum, Cruzes and Jaccheri [2021)), or the better con-
trol of personal data sharing, whether through obfuscation or notification of data
use (Yardi and Bruckman 2011; Manches et al[[2015)). There is also recognition
of a need for “fine grain” or “contextual” privacy settings (as originally set out
in Nissenbaum, (2010)) — the need for technology to recognise that individuals
may take a very nuanced approach to the use of their information, based upon
many factors (for example, the time of day, the location, the device or the people
they are with) (Mazurek et al. 2010; |Abaquita et al.|2020). Coles-Kemp, Jensen
and Heath (2020) argued, however, that this notion of contextual privacy may
not serve the needs of people in a “post-digital” society, and there should be a

shift to understanding what the risk factors for the individual are that need to
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be addressed at any time, an argument repeated by |Alsoubai et al. (2022). This
is particularly the case for vulnerable groups and should be kept in mind when
approaching security matters at home. \Ur, Jung and Schechter| (2014)) showed, for
example, that parents and children disagreed on the retention period for images
from a home entry surveillance system — crucially, children, the vulnerable group,
believed that a shorter retention period would balance security with their privacy
appropriately, compared to their parents.

Many pieces of research have investigated the feasibility of technological inter-
ventions in helping home users understand how their smart home operates. There
has been a focus on trying to visualise data flows arising from IoT devices as a
means of informing the user about the quantity of data produced (Zimmermann
et al.[2019; |Coulton and Lindley|[2019; [Seymour et al.[2020)). Zimmermann et al.
(2019) found, from a small study, that user knowledge decreased as a result of pro-
totype use (although it is unclear whether this was an anomaly due to the small
number of participants). In other cases, notably, the Aretha system prototyped
in Seymour et al.| (2020), users found the visual guide to data flows interesting
and informing, but it did not prompt them to use the built-in firewall controls.
The authors suggest that this could be because there are simply too many “data
destinations” for the user to understand and act upon.

Other research has looked at prototype technologies that manage home secu-
rity risks by providing control to an individual (or individuals) (Nurse, Atamli
and Martin|2016; Nthala/|2019). Nurse, Atamli and Martin (2016) found that, al-
though users initially grasped the concept of the interface, users themselves were
lacking the ability to determine logical threats; there was also a concern that the
proposed device would simply not scale. Nthala| (2019) created a system that
allowed individuals to control devices within a home, regardless of who the indi-
vidual is: whilst this may help solve many day-to-day issues where users draft in
third-parties to help resolve problems, it raises bigger concerns in terms of the
ease with which such a system could be abused.

The problems of multi-use of devices — and thus the need for sensitive control
of the risks of such devices, has not been explored in prototyped technologies,
as noted in [Pattnaik, Li and Nurse (2023)). This is particularly pertinent when
considering the power dynamic of parents and the part that independence plays

in child maturation. Research on existing technologies, including parental control
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devices and location-based services, shows that although parents and children

believe that there may be benefits to such technology, it is more likely to erode

trust as a result of the ease with which it can be misused (Boesen, Rode and|
Mancini|[2010; |Czeskis et al.|2010; Gabriels/2016; [Vasalou, Oostveen and Joinson|
. Calls for the participation of children in the design process are frequent, to
ensure that diverse use cases and capabilities are considered (Czeskis et al.[2010;
Boesen, Rode and Mancini|2010; Ko et al.|2015; [McReynolds et al.|]2017; [Yao et al.|
. However, measures for help children navigate the smart home, such as

detailed in Madani et al.| (2018)), are still designed with a view to the management

of children’s activities by the parent, rather than a joint effort to create an agreed-
upon outcome. Both Ko et al| (2015) and [Park and Lim| (2020) showed that

when families discuss how they want to use and control digital technologies, they

come up with results that are significantly more egalitarian between parents and

children, and are more likely to be adopted by the entire family.

2.4.2 Non-technological and sociotechnical interventions

The academic literature sets out that users need to understand the digital tech-
nologies that they use better, to minimise the privacy and security risks that
they may pose — see, for example, McReynolds et al.| (2017)); Nuhla et al. (2018);
Brosch| (2018); (Garitaonandia, Karrera and Larranaga (2019)); |Yao et al. (2019b));
\Goulden| (2019)).

Within a family context for home IoT devices, this would necessarily mean

that both parents and children, as users, should be expanding their knowledge.
Not specifically in relation to home IoT devices, but digital technologies in general,
there are several calls for schools and governments to play an active role in the
promotion of knowledge to minimise potential Internet-based risks (Shin![2015}
Nikken and de Haan|2015; |Ahmad et al. 2018 [Nuhla et al.2018); recent research

from Norway shows that such an intervention, provided by schools, benefits both

children and parents (Quayyum et al.[2021).

It is difficult to know how to increase the knowledge of those who are not in

full-time education. |Parkin et al.| (2019) investigated discussing the issues of de-

vice use at the point of in-person purchase, and |Vetrivel et al. (2023)) looked at the
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prevalence and usefulness of Amazon reviews providing security and privacy ad-
vice; Blythe and Johnson| (2018)); Emami-Naeini et al.| (2020) have argued for, and

produced, prototype labels that detail key information about IoT devices, similar

to nutritional advice labels. These can only truly work with greater understanding
of the way the devices work in the first place.
Several articles have started to report more experimental play-based methods

for engaging participants, both as a means of promoting the design of devices in-

tended for groups, including families (Christensen, Skovgaard and Petersen|2019;
Verweij [2019; |Park and Lim| [2020; Bourdeau et al|2020). Serious games have
also been used in the privacy and cyber security space, both for research purposes
(Williams, Nurse and Creese 2019 [Shams, Arachchilage and Such!2020)) and as
tabletop exercises for those in industry (Frey et al.[[2019; Hart et al.[|2020; |Gondree,
and Peterson |2013; |[Denning, Shostack and Kohno|2014)). Kritzinger| (2017) sug-
gested a gaming approach to attract all stakeholders — from children through

to the government — into increasing the “cyber-safety” cultures within South

African schools. Online games and play have also been successful in increasing

awareness within university environments (Innocenzi et al.2018)). This is particu-

larly important when considering the knowledge scaffolding that may be necessary

when teaching children about cyber security (Zhao et al.2019), or involving them

in design processes (Superti Pantoja et al.|[2020)).

Several pieces of research show how user-centred design (UCD) can be used —

both for exploring how users may like to have cyber security measures designed

for them (Fassl, Grober and Krombholz 2021), but also in exploring what security

measures users might value in home IoT design or labelling about such measures

on packaging at point of purchase (Yao et al.|2019a; Emami-Naeini et al.[|2019b)).
However, this method does not necessarily translate into industry:
(2020)) found that, in practise, security is considered a technical, not user-

centred problem, in the design of home IoT systems, which makes the complexity

and difficulty of use compound as the number of devices in a home increases.
Furthermore, where there have been calls to consider children to be considered
“protagonists” (Iversen, Smith and Dindler|2017)) and “users” (Druin/2002) when

it comes to design, UCD provides a welcoming environment for children to explore

and provide useful feedback during iterations of the design process, sometimes

alone or in school settings (Metatla et al.[2019) and sometimes with parents and
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caregivers (Koumpouros and Toulias2020). Although a common finding of UCD
— particularly in cyber security research — is that it must be bounded by expert
knowledge that ensures that user input does not cause unintended consequences
(Yao et al.|[2019a; [Fassl, Grober and Krombholz 2021), UCD can provide for a
better result for users. For example |Ylizaliturri-Salcedo et al.| (2018)), found that,
in addition to building a functional child tracking strap, the children involved
proposed ways to make the strap more fun for them, by introducing stickers and

other artefacts to make the strap more playful and unique.

2.5 Limitations and gaps in the literature

In performing the literature review, there are some limitations that are important
to call out, as they impact the research detailed in this thesis.

The academic literature does not necessarily distinguish between online safety,
privacy, data protection, and cyber security when discussing the way individuals
use devices and the Internet. The fundamental concept that seems to arise uni-
formly is the importance of the strong password. The literature on IoT devices,
and how people perceive them and their risks, is heavily based on privacy. This
is, of course, a significant concern that requires attention, but other aspects of
cyber security are less considered in the sociotechnical literature. For example,
the literature rarely reviews the understanding and intent behind why individu-
als protect their Internet-connected devices the way they do, or what the main
risks are beyond inappropriate content. Home IoT devices are designed to collect
data from all around; there are additional issues of consent, power relationships,
and knowledge that are not fully explored in the literature. Physical security is
also rarely mentioned, despite ongoing findings that some smart devices are sold
with questionable physical safety, as well as more well-reported cyber weaknesses
(Laughlin| 2020). This is an issue as people become dependent upon home IoT
devices for the management of their day-to-day lives, but run the risk of having
the device fail, or provide insights into their lives that facilitate fraud or burglary,
for example. This is important because there will likely be similar levels of confu-
sion when discussing these topics with research participants; it seems likely that
they may expect that cyber security measures are relatively uniform, rather than

recognising that some may be more relevant for certain situations than others.

41



In addition to this, clear guidance on how users should consider cyber security
for home 0T device use is largely absent. Technical academic literature typically
focuses on very specific vulnerabilities or harms, with narrow and specific mea-
sures, in many cases — and this leads to technical recommendations for product
developers and designers, not users. There is little in the literature that specifi-
cally looks at what users should or can do to improve the cyber security of the
home IoT devices that they use, and there is a focus on known existing harms,
rather than wider threats for consideration (beyond the aspect of loss of privacy).
The most useful type of literature for user-based cyber-security measures is news
articles or industry reports, both of which do not necessarily have the rigour
expected of academic publications. This is a gap that arises, as Buil-Gil et al.
(2023)) notes, because there is, in general, a lack of information on harms, given
the nascent state of the home [oT market. Without these experiential data, much
of the work to be done to help users protect themselves relies on conjuring up
theoretical threats upon which reasonable cyber security measures can be used.

Table [1f lists out a number of types of threat and possible cyber security mea-
sures, as considered in the literature. Although further discussed throughout the
thesis, in particular in Chapters [5] and Chapters [6] and [7], there are additional
cyber security measures that may be relevant in addition to experienced harms or
suggested by national security organisations, such as NCSC, NIST, FBI or con-
sumer organisations such as Which?. As the research documented in Chapters [f]
and [7] explores, there are a range of potential cyber security measures that could
be used, depending upon the setup of the home and the devices in question, rang-
ing from ensuring strong and unique password use and management to turning off
devices or obscuring cameras. This is a gap that is explored during the thesis, but
Table [2 sets out a proposed list of cyber security measures that a user may want
to put in place in relation to their home IoT devices, based upon the combination
of academic research, news articles, industry reports, and recommendations from
government agencies and consumer bodies (for further details as to where these

recommendations come from, see Appendix [l).

42



Table 2: Proposed cyber security steps users should consider taking in relation to

home IoT use

Cyber security measure

What does it achieve

Access codes for device applications

Access code on smart phone

Back up devices

Change router password

Delete device history

Factory reset
Family discussion about device use

Multi-factor authentication

Password manager

Profiles for device use
Review devices on network

Strong, unique password use
Tape/cover over cameras

Turn off automatic purchases

Unplug devices when not in use

Use antivirus software

Use automatic software updates

Use guest network

Allows a layer of protection where a home IoT device can be controlled
through an app on a smartphone/tablet

Although not directly used with home IoT devices, the use of a passcode
on a smart phone will reduce the likelihood of compromise of devices apps
in the instance that the phone upon which the apps is on is stolen

Allows for minimal loss of device use should there be a hardware fault,

or should the data on the device be otherwise compromised

The router is the gateway to and from the Internet in a house; having

a strong, unique password will make it harder to compromise

As devices and their related account store significant amounts of data,
deleting data you no longer want used (including when you finish using
the device) minimises the data that could be compromised

When you stop using a device, factory reset it to ensure that any

relevant data on the device itself will no longer be available

Allows for rules about appropriate device use to be negotiated and
understood; expectations managed about use

Allows a layer of protection where a home [oT device can be controlled
through an app on a smartphone/tablet

Although likely not directly used with home IoT devices, the use of a
password manager facilitates stronger passwords, which can be used to
protect accounts and apps linked to home IoT devices

Allows for minimisation of attacks done through voice recognition;

allows for segregation of content and control

Allows for removal of devices that may not otherwise have been

noticed on the network

Using a strong, unique password - such as one formulated using the
NCSC’s “three random words” strategy - makes accounts harder to compromise
This stops anyone seeing through a camera when they should not

Stops individuals purchasing items using previously given financial
information unless the account holder gives permission

If the device is not plugged in, it cannot collect data or — more
fundamentally — be used at all

Although it is likely not to directly protect home IoT devices, the use

of antivirus on computers and other relevant devices on the same

network may help to minimise compromise through malware.

Ensure the device receives important software updates (which can

relate to patching vulnerabilities) without any active participation for the user
This allows for the segregation of devices to avoid infection on one
network spreading to the other(s), or users on one network gaining access to
the devices on another
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2.6 Literature review conclusions

The literature review highlights many areas in which further research should be
considered and supports the RQs laid out in Chapter [I.2.3]

The predominance of qualitative research focuses on families and the use of the
Internet, social media, and smartphones. This is a useful starting place, but as
home IoT devices can pose significantly different threats to users — and bystanders
— there will be clear differences arising that need further consideration.

It seems clear also from the literature that people do not engage with cyber
security unless there is a need. Home [oT devices seem to occupy a strange space
where, one day in the future, they may control various aspects of people’s lives,
but right now they are more used for frivolous activities and do not necessarily
play more than a small part in people’s lives. Parallel to this, there is a lack of
education, both for adults and children, as to what IoT devices at home are, how
they work and what controls they may have. This is concerning, as it could allow
for a situation where devices slowly become more necessary and expected, but the
requisite knowledge to manage them is not freely available. Academic research
around potential cyber security is often focused on specific technical concerns,
and the novelty of the devices means that a broad set of harms upon which to
base examples of good cyber security is limited. There needs to be a deeper
understanding of how to fill that knowledge gap — both in terms of the education
that is needed for adults and children, but also in terms of the delivery of that
information.

It is also clear from the literature that technological measures can, in some
cases, modify behaviour change and understanding positively for at least the du-
ration of the research. UCD appears to be beneficial in producing more widely
considered outcomes — although it is unclear how well the designs that are gen-
erated from such sessions map well into actual measures. Indeed, on the other
hand, technologies prototyped to help individuals visualise and understand how
data flows in the household have had marginal success at best, with participants
either not fully using the intervention methods because they were too overwhelm-
ing, or actually realising they understood less as the testing period progressed.
From these results there must be a concern that asking the individual to insert

themselves into managing such complex and confusing technologies is potentially
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the wrong solution. There is also the risk that, when designing for families, the in-
equalities arising from the inability of children or other family members to control
the home IoT device will always be a factor that cannot be mitigated against.
This chapter has addressed the reasons for why certain topics have been chosen
for the thesis. The following chapter will explore the how, looking at the research
methods used, the reasons behind those methods and the practical implications

of performing the research.
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Chapter 3

An Overview of Methodological

Choices

In this chapter, the methodological approaches used in the thesis are discussed.
This chapter should be considered as an overview of the techniques applied. More
details will be provided at the appropriate places in subsequent chapters. This
chapter builds upon the previous chapter in explaining how the RQs that have
arisen from the gaps in literature are addressed using the chosen research methods,
and why.

The chapter begins with a brief overview of the research methods undertaken.
It goes on to give an explanation of the research philosophy and the subsequent
approach to methodology taken, along with a reflection on the beliefs and perspec-
tives brought to the research by the researcher. It goes on to describe the qual-
itative measures generally applied throughout the thesis, and then, more briefly,
those quantitative aspects that were applied where appropriate. As the thesis
focusses upon a demographic group (that of the family) that cannot possibly be
said to be homogeneous, the assumptions taken about such a group when per-
forming the research are then detailed out. Finally, there is information on the
ethical process undertaken for the relevant research steps and the impact that the

COVID-19 pandemic has had on the research process.
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3.1 Overview of the research undertaken

3.1.1 The individual pieces of research undertaken

The research presented in the research is spread across four chapters (Chapter
to Chapter ; there are four distinct pieces of research that have been carried
out to address the RQs set out in Chapter [[.2.3] The following chapter breaks
down the research process: the different steps within the research process of each
piece. This section, along with Table [3| will give a brief overview of the shape
of the research itself, along with prior examples, where possible, of where similar
research methods have been used in previous research and a justification for each
method and the combination as a whole. The research comprising this thesis
displays a range of methods that try to meet the user group — in this case,
the family — the level of awareness they have, at the time when the research
was performed. Initially, this was by discussing and asking questions about their
experience, then exploring the ways in which they may encounter cyber security
information and times in which the issues may arise. Recognising the paucity of
chances to encounter home IoT device security, and the lack of understanding, the
final piece of research allowed families to have their say in creating a game that
would present cyber security messages in a way that felt enjoyable and impactful
to them.

The first piece of research (detailed in Chapter , uses a survey and interviews
to explore questions about the use of home IoT devices, and understanding of
cyber security at home of those families in the UK who participated. The use of
surveys and interviews is a common way to obtain feedback on a topic: combining
the two allows a combination of the breadth of the response around the questions
(as further considered in Section [3.3.1)), and depth (with interviews of 25 families),
as further considered in Section [3.3.2] Interviews and surveys are commonly used
together as a research method in HCI research (Chhetri and Genaro Motti 2022;
Tabassum et al.[2020): here, this approach was used as an initial entry point into
the topic — surveying and interviewing the user group being researched in the

thesis allowed for an understanding of where the research should go next.
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8

Table 3: Overview of research

and methods

Date period of research

Participants involved?

Data types collected?

Method(s) of analysis

Interviews and Surveys

Website Review
Autoethnographic Diary Study

user-centred design

Summer — early Autumn 2020

Autumn — Winter 2020
Late Summer — Autumn 2020

2021 — Summer 2022

25 families
553 valid survey responses
n/a

Researcher and immediate family
23 families
100 control survey participants

Interview transcripts
Survey data

Website content and meta-data

Diary entries
Interview transcripts
Video recordings

Reflexive thematic analysis (transcripts)
Quantitative analysis (survey data)
Content Analysis

(both qualitative and quantitative)
Reflexive thematic analysis

Reflexive thematic analysis




In the event, two pieces of information emerged from the interviews and surveys
which determined the two following pieces of research (as well as informing the
final piece of research). Surveys and interviews showed that when participants
felt like they had a problem or needed to learn more about their home IoT device,
they would google it.

There is no guarantee, however, in that situation that the person searching
would have the right vocabulary or find pertinent results. The research in Chap-
ter [5| uses content analysis of websites to review this information directly, allowing
an understanding of the ease of finding appropriate information and whether the
information found was from trusted resources and easily implementable (as dis-
cussed further in Section [3.3.3). Content analysis of the value of online cyber
security information has been performed before by Redmiles et al.| (2020) and
also |Li et al.| (2023)).

The other piece of information arising from the interviews and surveys in-
forming the research detailed out in Chapter |5 was that families rarely talked
about cyber security of home IoT devices or, furthermore, considered that such
a discussion was needed at home. This consideration posed a question to the
researcher: how do you address the family group on the topic of cyber security of
home IoT devices if they do not even consider it in daily life? What aspects of
the researcher’s expectations and assumptions about the use of home IoT devices
and ensuring their security is driven by an interest in, and knowledge of, cyber
security itself? What can realistically be expected of a family using home [oT
devices? And how might that affect how families can address the need to learn
more about cyber security of home IoT devices? These questions — coupled with
the period of COVID-19 lockdowns — led to an autoethnography (as explored in
Section . Autoethnography has been used before, in HCI settings, to help
researchers understand their practice as a user, rather than an expert (O’Kane,
Rogers and Blandford|2014; Malinverni and Pares |2016)), although this is the first
time that this research method appears to have been applied to cyber security.

The final piece of research, as documented in Chapters [6] and [7] explore how
families can expand their awareness (advancing through the cycle described in
TTM, as described in Chapter |1) about cyber security of IoT devices at home
using a board game. The use of board games in cyber security research is not new
(Frey et al|[2019; Haggman 2019), although this is the first time that this has been
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used with the user group of a family to learn about home IoT devices. The piece
of research had two aspects: user-centred design (as described in Chapter , to
allow for the creation of a game that would be modified by participating teams
throughout the process to create a more playable and enjoyable final product.
The other aspect looked at the way in which the game helped participants extend
their awareness about cyber security of devices in the home, and whether they
were subsequently more likely to make changes to their cyber security set up
at home, compared to a control group. Control groups are periodically used
in human-centred cyber security research (Albayram, Liu and Cangonj 2021),
although measuring the effectiveness of using a cyber security board game using
a control group seems to be novel to this research.

The remainder of this Chapter will explore the methodology and its implica-

tions in more detail.

3.2 Research philosophy and approach

It should be clear that this thesis takes at its core a qualitative research approach
as a means of understanding the actors and actions being investigated. Although
specific research activities (notably the survey) may tend to a more quantitative
approach, in general, the overall approach fits well with Cresswell’s definition of
qualitative study as an “enquiry process for understanding a social or human
problem, based on building a complex and holistic picture, formed with words, re-
porting detailed views of informants and conducted in a natural setting” (Creswell
1994]).

Theoretically, the choice of methods stems from an inductive viewpoint: a
focus on observations and findings generating theories and understanding, rather
than modifying previously held hypotheses. As such, research generally uses inter-
pretivism as its epistemological lens, with a starting point of understanding human
behaviour “as a product of how people interpret the world” (Bogdan and Taylor
1975)) and, by extension, constructionism as its ontological framework (Clark et al.
2021) — in particular, it feels important to recognise the constantly shifting un-
derstanding and experience of the use of devices not only at an individual family

level, where household members grow and change, but at a societal level, where
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opinions, legal frameworks, and technological advances can alter over short peri-
ods of time. This recognition will allow for framing the research and its findings

in such a way that it can withstand such shifts.

3.2.1 Epistemological framing: interpretivism and posi-
tivism
Interpretivism

Although the pieces of research undertaken in this thesis will not be further de-
scribed in terms of their epistemological lensesﬂ beyond this section, it is impor-
tant to recognise the complexity of placing qualitative research into the broader
academic field of Computer Science, even if the research sits within HCI (Human-
Computer Interaction) or usable security. Research, such as the pieces undertaken
in this thesis, is necessarily interpretivist in its epistemological approach. Roughly
speaking, interpretivism starts from the understanding that individuals cannot be
studied in line with scientific models: This study requires interpretation from
the researchers to unravel the reasoning behind the thoughts actions and under-
standings of the individuals involved (Clark et al.|2021; |Chandler and Munday
2011); that a person’s reality is subjective, not objective. Although this is an
extremely broad piece of terminology, there are aspects both of the hermaneutic
and phenomenological views of interpretivism used in this thesis. Hermeneutics
is an approach to interpretivism that has its basis in philosophical views that are
far beyond the scope of this work and is applied in an extremely broad range
of areas (Svenaeus 2012). The key aspects that are applied in elements of this
thesis are the importance of considering the embedded meaning of the evidence
produced from a piece of research. In particular, this means considering evidence
holistically, rather than semantically, which has impacts on the approach used for
thematic analysis (see Section . Another aspect of hermeneutically based
analysis is the importance of the role of meaning, and the need to recognise the
importance of ambiguity and contradiction in the evidence as it arises (Magee
2011). The majority of the research in this thesis primarily uses a hermeneutic

epistemological lens to consider the implications of evidence.

!The understanding used to explore how knowledge is gathered and framed.
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Although hermeneutics and phenomenology have significant amounts in com-
mon — particularly when considered without a deep philosophical lens — it is
important to recognise the role of phenomenology too, as a framing of this thesis
— especially in relation to the autoethnographic work and the necessary process of
reflexivity as a means of creating more robust outcomes from thematic analysis.
Phenomenology encompasses the recognition of the importance of subjectivity in
research that involves understanding human behaviour: “see[ing] things from that
person’s point of view” (Bogdan and Taylor(|1975). This is an extremely impor-
tant framework in a field such as usable security, where, despite decades of effort,
users still struggle to implement suggested best practices. Approaching the re-
search in the thesis by recalling the requirement to see the user’s point of view —
rather than through the eyes of the researcher — is vital for nuanced findings, as
explored in depth in Chapter [5.3

Positivism

Positivism is typically considered the converse of interpretivism — although, just
as with interpretivism, it covers a broad church of definitions, here we will broadly
consider it to be the use of methods used in natural sciences to study people and
social reality (Clark et al[2021). In particular, there is focus upon the objectivity
of results, and confirmable outcomes as a means of knowledge generation, that
there is one single truth, ultimately: and thus can be considered to be broadly
aligned with more quantitative methods of data collection. As discussed in |Bland-
ford, Furniss and Makri (2016)), quantitative methods and a broadly positivist
approach have an extremely important role in HCI research, allowing for specific
analysis of hypotheses related to people’s reactions to and engagement with tech-
nologies. This thesis, being interdisciplinary in approach, sits amongst several
potential academic areas, and as such, has to be cognisant of those tests and data
treatments that are considered as being sufficiently robust. Although, as seen in
papers such as McDonald, Schoenebeck and Forte (2019) there is ongoing con-
sideration as to the appropriate use of overtly positivist methods as a means of
evidencing robustness of method and quality of the outcome of research, steps
such as inter-rater reliability, use of hypotheses (where relevant for the data),
and control groups have been used in relevant places in the thesis to provide the

currently expected levels of scientific rigour expected in these fields.
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3.2.2 Ontological framing: constructionism and objectivism

The discussion of the ontological frameworl{| here will be shorter than that of the
epistemological framework that preceded it. Specifically, the ontological frame-
work that this thesis has is one of constructionism (sometimes referred to as
constructivism), the understanding that things are as they are because people
have always — and continue to — shape things based upon their perceptions and
actions (Clark et al.|[2021). This is in contrast to objectivism, where things are
external facts that are beyond a person’s influence to change. Although one may
argue that the concept of a family could be considered to be objectivist, in that it
is an understood structure that, generally speaking, has understood norms (there
will be adult(s) and child(ren), there will be hierarchical norms where the adult(s)
will be responsible for setting boundaries and supporting the child(ren) as they
grow), in a world of fast-changing technological advancement, this does not feel
like an appropriate framing. In particular, relationships between adults, children,
and the technology in their homes alter every time a new device is added, or is
shaped by the decision to not include them. Digital technologies, too, have shaped
relationships between parents and children over time — as can be seen, for example,
from the modification of the suggestion by Livingstone that enabling mediation,
once an improvement upon the parental mediation model that preceded it, does
not go far enough and should be replaced with methods that allow the agency
of the child to play a role (Blum-Ross and Livingstone| 2020). The knowledge
building that this work argues needs to be done to improve cyber security aware-
ness is obviously something that requires shaping based upon the perceptions and

actions of those who take part.

3.2.3 Researcher perspective

As well as the theoretical underpinning of the research, it is important to under-
stand some of the perspectives and the background of the researcher. Assumptions
and decisions made about the research methodology and analysis — in particular,
reflexive analysis, as described in Section [3.5.1] — may well reflect the core as-
sumptions and beliefs of the researcher. It is worth noting that the researcher is a

mother of two young children (aged 3 and 6 at the start of the research process).

2The study of how things are, and have come to be.
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Her experience of parenting children, therefore, does not extend out to older chil-
dren. This could prove problematic in several respects: she could assume that her
own children reflect the normal behaviour or understandings of children of that
age, whilst not fully understanding the rationale for the actions of older children.
Parents, too, are not a monolith, and so care has to be taken to respect the ap-
proaches of others. Similarly, family structure is far from set in stone, and the
researcher’s own family set up is relatively culturally traditional for the UK — a
family with heterosexual parents living together in a single home — again, possi-
bly making it difficult for the researcher to fully grasp the fluidity and complexity
of some familial arrangements.

The researcher lives in London with her family (her two children and husband,
who is a software engineer), and has lived in urban locations in England her entire
life, ensuring an expectation of functioning services, such as a stable connection
to the Internet. It also belies an England-centric understanding of how public
services, laws, and regulations work, which may be different in the devolved na-
tions (and certainly, internationally). She and her husband have — aside from
periods of full-time education — always both worked in full-time roles, allowing
for a degree of financial freedom that may not be shared by many others. De-
spite this, they do not engage with home IoT devices (beyond those mentioned
in Chapter : they are not early adopters of technology, preferring only to use
technology when it solves a predefined need. There are no other blockers to own-
ing home IoT devices: they own their own home and have discretionary income
that could be spent on such devices. Their close friends and family are also not
necessarily early adopters of technology. This means that the researcher is not
and is not surrounded by people who are immediately interested in exploring the
novelty or potential usefulness of home IoT devices.

The researcher has an academic background in the humanities and social sci-
ences, with a focus (at different times, in different qualifications) on law, people
and organisational management and public policy. Her professional background
is in financial services; in particular in the application of regulation to activity
undertaken by the organisations she has worked in and the assessment of conduct
and reputational risk. These endeavours underline a core aspect of the assump-
tion behind the research: that, within the UK, there is an expectation that public

policy through a combination of law and regulation will protect citizens where

54



there is the potential that they may suffer harm (as is true in financial services,
for example). This comes with a linked expectation that when organisations cre-
ate products or services that have the potential to cause harm, they will have
adequate and meaningful risk management and controls in place to adhere to the
legal or regulatory requirements of the jurisdiction in which they are selling their
product or service. The researcher believes that the digital technology sector is
such a vital aspect of society today that certain aspects around consumer pro-
tection may require regulation, in similar ways to financial products and services
that are available to consumers. This is a belief that makes the researcher uncom-
fortable with the expectation of “responsibilization” of cyber security (Prior and
Renaud 2023), given the complexity of understanding appropriate actions. These
views, of course, may reflect in the nature of recommendations made arising from

the research within this thesis.

3.3 Research methods used

This section will look briefly at the methods used in each piece of research that
forms the thesis at a high level. More details will be provided at the start of each

piece of research. Table [3| gives an overview of what is discussed below.

3.3.1 Surveys

Surveys are used in Chapters [4 and [6] In general, surveying participants lends
itself to a more quantitative approach, which is not necessarily in line with the
research approach discussed in the previous sections. However, the interplay of
qualitative and quantitative methods (sometimes referred to as “mixed methods”)
is often considered beneficial for several reasons, as detailed in (Bryman| 2006),
and seen in practise, for example, in [Tabassum et al.| (2020)). Firstly, the numbers
of participants involved in interview processes are often relatively small, meaning
there can be questions around the generalisability of the results that come from
it. Being able to conduct a survey on the same themes — as is done in this
thesis — allows for the opportunity to provide a wider validation of the findings
of the interviews, based on that wider sample size. In turn, the use of a survey

allows the provision of an element of completeness to the research that may be
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missing through just interviews alone: in this case, the surveys complementing
the interviews allow not only for a slightly wider range of questions about device
use to be uniformly asked, but provide a wider geographical range of people, to
allow for, arguably, a better representation of families in the UKE] Both of these
aspects, hope, help lend an element of credibility by combining the results of

surveys alongside qualitative results.

3.3.2 Semi-structured interviews

Interviews are used in Chapters [4 and [6] The approach used for interviewing the
participants was that of the semi-structured interview. This method requires a
predetermined framework of questions — which can be a mixture of open-ended
and closed-ended questions — but that allows the researcher to probe areas of
particular interest or relevance as they arise within individual interviews (Clark
et al.2021)). This method of interaction with participants is extremely common
in the HCI field, as it allows a broad range of discussion and feedback on technical
matters, regardless of the age or level of skill of the individuals interviewed (for
example, Tang et al. (2022)); Huang, Obada-Obieh and Beznosov (2020))). The
flexibility available in semi-structured interviews was particularly important when
interviewing family groups: different families have different lived experiences and
may find certain aspects of the topic more or less pertinent to their lives. Children,
in particular, may not respond well to a structured interview, where they are
required to answer a set list of questions without deviation; planning for some
organic deviation from the questions considered generally important in the semi-

structured interview plan was vital to ensure ongoing participant engagement.

3.3.3 Website Review

The website review is explored in Chapter [} The website review is a somewhat
different piece of work compared to the other elements of the research in this
thesis. It uses content analysis (as will be discussed further in Section [3.5.2)) to
review information that is freely available online. This can be a valuable source

of data (Kim and Kuljis 2010), and allows for reflection upon what, in this case,

3 Although it should be noted that the participants in the survey were not specifically selected
as a demographically representative sample of the UK population.
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users may find to assist them online. This adds rich additional context to the
semi-structured interviews in particular, as it allows for a contrast between what
interview participants believe they can take from online sources as against what
is actually there when analysed against particular criteria. This is an increasingly
used form of analysis in this field, for example, Blythe, Johnson and Manning
(2020); [Turner et al. (2021)); Rostami et al.| (2022) all use online data to understand
what is available for users that may want to find more information about security

issues online.

3.3.4 Autoethnographic diary study

Autoethnographic diary study is used in Chapter |5 (Chang (2016) describes au-
toethnography as autobiographical writing that “combines cultural analysis and
interpretation with narrative details”, with [Ellis, Adams and Bochner| (2010) de-
scribing it as “an approach to research and writing that seeks to describe and
systematically analyse personal experience to understand cultural experience”.
Its inclusion as a research method here is particularly relevant in terms of the cul-
tural exploration of the acceptance of the wider use of digital technologies and the
difficulty that the average home user has had with implementing cyber security
measures over a period of decades. The reflexivity of autoethnography is a use-
ful way of understanding the researcher’s place relative to the research topic and
can help with understanding biases and preconceived notions before performing
analysis on qualitative data.

However, such works can be challenging to understand, as they typically raise
concerns in relation to the independence, objectivity, and generalisability of the
method (Rapp||2018). However, the collection of personal thoughts and reflections
on a topic for a period of time by a researcher can serve as a lightweight research
method that, done well, gives the ability to provide nuanced insights that can
outweigh the obvious lack of generalisability (Eschler|2016). Malinverni and Pares
(2016)) used autoethnography to determine the importance of how personal values
shape their work as researchers, leading to more considered and grounded future
research, particularly when working with users in design activities.

Within Chapter the research is referred to as an “autoethnographic diary

study”. This is because the researcher wanted to test the value of using a diary
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study as a potential next step in the thesis, whilst doing it only by herself. Hyers
(2018) described the diary study as being “distinct for its capacity to capture
phenomena of interest on a regular basis, in context and over time”, and so could
be used as a means of getting participants to self-report life experiences in a
predetermined way, when they experience something of interest — Bolger, Davis
and Rafaeli (2003) discussed the usefulness of this method to capture differences
of experiences within the participant group, reporting activities much closer to
real-time than in an interview (Sheble and Wildemuth [2009): whilst not possible
in a sample of one, as in this piece of research, there could be promise for a future

piece of research as a means of understanding RQ3.

3.3.5 User-centred design

User-centred design methods are used in Chapter @ User-centred design (UCD)
is a widely used term in HCI research, covering a range of methods which focus
on designing for, and including users in the design of, computer systems, tools
and so on. Given the breadth of this definition, there is a wide range of potential
activities that can be labelled UCD, from involvement in only usability testing of
a created product or service through to involvement at every stage, from initial
design considerations through to the creation of a finalised product (Abras et al.
2004).

Hodges-Schell and O’Brien| (2015) detailed out the benefits of including non-
designers in the design process, including demystifying the design process (which
can lead to more open feedback) but, more importantly here, giving the non-
designers or stakeholders ownership of the ideas underpinning the design of the
product. UCD, in this thesis, is introduced in the final stage of research, the
intervention, as a means of engaging the researched group — families — to provide
design opinions on the gameplay, design, and enjoyability of a board game, as well
as feedback on clarity and understanding of the concepts raised in the game (a
process also seen in [Emami-Naeini et al.| (2019b)). The intention behind this is
that a board game designed with the people it is supposed to target should end
up being more appealing, something that speaks to them more directly, if their

voices are heard about what works or does not, for them, in the design process.
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Gulliksen et al.| (2003)) used existing theory and their own research experience
to adopt 12 key principles for successful UCD. As that work mainly considers
UCD in organisational settings, not all are relevant here, but some key aspects

are central to the intention behind the approach:

e User focus — the users’ goals, tasks and needs should early guide the de-

velopment

o Active user involvement — representative users should actively participate,
early and continuously through the entire development process and through-

out the ... lifecycle [of development]

o Fvolutionary ... development — the development should be both iterative

and incremental

e Prototyping — early and continuously, prototypes should be used to visualise

and evaluate ideas ... in cooperation with the end users

e Fuvaluate use in context — the design should be based on specific design

criteria and critical usability goals

o FEaxplicit and conscious design activities — the user interface and interaction
design are of undisputed importance for the success of the system — for

users, the interface is the system.

This last point is particularly important to consider here: as described in the
original conception of UCD (Norman|1986): “ the purpose of the system is to serve
the user...the needs of the users should dominate the design of the interface, and
the needs of the interface should dominate the design of the rest of the system.”
Obviously, in this case, this must be applied to the context of a board game, not
a piece of software; however, the message to take from this is that the delivery
of the information about core cyber security methods and their application —
the things that the game needs to do — must be provided to the user in ways
that work, primarily, for them. As considered in [Mitchell et al.| (2016), the use of
UCD can also be beneficial to the generation of ideas, as it gives a more holistic
perspective on the problem to be solved.

There is an immediate tension, however, and one that is discussed in various

pieces of research using this technique: that users, although extremely important
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as the end target of a product, often do not fully understand the nuances and
complexities of what they are assisting in the design of. This has been seen in
cyber security-based UCD experiments, where non-expert users propose measures
that either do not take account of the full range of measures at their disposal, or
— perhaps more importantly — present other security or privacy problems that
the user cannot contemplate (Yao et al.2019a)): experts must be able to override
user suggestions that do not work (Fassl, Grober and Krombholz|2021)). This is
seen, outside of HCI, in other research areas where UCD is used for serious game
design with children in particular: in healthcare and teaching settings, experts
had to ensure that information and pedagogical values were correct, even where
children may have wanted to make changes (Ouherrou et al.|2023} [Sparapani et al.
2023). This is a tension that will be further explored in Chapter .

3.4 Data collection and preparation

There are four pieces of research that constitute the entirety of this thesis. Each
generated significant amounts of data, which was subsequently analysed in ways
that are further explored in the methodology section for each piece of research.
This section will describe at a high level the overarching aspects of data collec-
tion and preparation.This will be discussed in depth to explore the methods used

to preserve the privacy of participants and the accuracy of the collected data.

3.4.1 Storage of data

The storage of data will be discussed first, as it remains the same across all pieces
of research, regardless of the type of research undertaken. Data, once collected,
were stored in encrypted files on the University of Kent cloud storage system
(OneDrive). The encryption keys were kept solely by the researcher and were
required for each access to the relevant file. It was considered that the University’s
OneDrive storage would be the most appropriate place to store the data primarily,
given that storing files in the cloud — and in particular, a cloud service located
within the EEA and/or UK to comply with GDPR requirements — allowed for
a level of redundancy, should the researcher’s computer fail. However, once all

data were anonymised (where necessary, depending on the research), the files were
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stored, again, in encrypted files, on two external hard drives by the researcher to
provide further levels of redundancy. These hard drives were kept locked at the
researcher’s home. The hard drives were kept at the researcher’s home as the
research was carried out at various stages of the COVID-19 pandemic, meaning
that access to the university campus and infrastructure was, in large part, not
consistently available until after the majority of the research had been carried

out.

3.4.2 Survey data collection

Surveys were used in the research documented in Chapters [ and [6] In all cases,
the platform used to host the survey remained the same (Jisc’s Online Surveys)[f]
and was used primarily because of the stated GDPR compliance of the platform
and ISO 27001 certification, providing assurance as to the privacy and security of
stored data. Where relevant, participants were sought through the Prolific plat-
formE] a platform that allows the researcher to specify the particular inclusion
criteria needed for participants, and the ability to set appropriate levels of pay
for participation. In this thesis, the representative pay level used to ensure that
participants were paid fairly for their work was the Real Living WageE] which was
raised over the period of the thesis. The 2019/2020 year had a rate of £9.30; by
the 2021 /2022 tax year, this had increased to £9.50. At no point in the process did
any participant provide a name or other identifying characteristics, with the one
exception of opting in to receive further information about subsequent participa-
tion in either the interviews or gameplay sessions. Even then, the communication
was done through Prolific’s messaging platform, allowing for ongoing anonymity
for participants if desired, although many participants interested in participating
in this way subsequently provided the researcher with an e-mail address for easier
communication.

There is always a risk, when using online participant platforms such as Pro-
lific, that the survey responses will not be meaningful or even real, given the
anonymity of the participants and the inability of researchers to otherwise vali-

date it. Two steps were taken to minimise this problem, as far as possible: the

“https://www.onlinesurveys.ac.uk/
Shttps://www.prolific.co/
Shttps://www.livingwage.org.uk/what-real-living-wage
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first, already mentioned, was the payment of a fair amount in relation to the work
being done; the second was the employment of attention checks in surveys carried
out with Prolific participants; two attention checks were included as part of the
survey. Although potentially a contentious method of measuring concentration
and therefore care taken to answer accurately (Gummer, Rofmann and Silber
2021; | Kung, Kwok and Brown |2018)), it was decided before the analysis that par-
ticipants who failed both attention checks in a survey would have their answers

removed from any further analysis.

3.4.3 Tools for survey data analysis

Once the surveys had been completed, the researcher had to collect the data
from two places: the survey answers from Jisc’s Online Surveys and then the
demographic information about the participants from Prolific. These two datasets
could be combined using the Prolific ID provided in both. The data sets were
analysed using a combination of tools: IBM SPSS and Microsoft Excel.

3.4.4 Interview and video recording

The audio recording formed the basis for both interview processes in the thesis.
Additionally, the sections of the gameplay sessions where participants were playing
the game were video recorded, in case there were non-verbal actions that needed
to be captured and analysed, subsequently. Participants who played the game in
person were recorded using a video recorder, angled to capture the board and,
as much as possible, not the faces of the participants. Those participants that
participated online were recorded through the instance of Microsoft Teams that
was used for the session — again, the camera being used was angled away from
the faces of the participants, as much as possible, to focus on the board. These
video recorded sessions were also audio recorded.

All interviews were subsequently manually transcribed by the researcher using
Microsoft Word (allowing for uniformity of the transcripts for use in the analyt-
ical tool). Interview recordings were deleted after transcription, although video

recordings were kept during the analysis process for the reason described above.
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3.4.5 Tools for interview analysis

The transcribed interviews were then subjected to thematic analysis (for more,
see Section . This was done in MaXQDA[] software designed for coding
documents, rather than manually, or without specialist software. MaxQDA is one
of a number of potential software solutions that could be used for this work and
was chosen simply as a result, primarily, of the researcher’s personal preference
for it, but also after confirmation that the second coder would also be able to use
it. It also allowed for the coding of video and text within the same structure,
allowing for easy integration of data collected in Chapters[6] and [/} This software
was also used to code the electronic copies of the diary entries captured as part

of the autoethnography.

3.5 Methods of analysis

The prior section explained the method of data collection and the tools used
for the analysis, both qualitatively and quantitatively. This section will explore
the key method chosen for analysing the qualitative data in the thesis, and then

provide a brief explanation about the role of quantitative methods in the work.

3.5.1 Reflexive thematic analysis

The primary method of qualitative research analysis in this thesis is thematic
analysis (Braun and Clarke|[2006]). This method allows relative freedom for the
researcher to distinguish, refine, and analyse themes in the data. The term is
extremely flexible, and following their seminal 2006 paper, which is the starting
point for the definition of thematic analysis here, has been restated and refined by
Braun and Clarke over the years. In particular, Braun and Clarke| (2021]) made
clear the added importance of reflexivity at the core of the version of thematic
analysis they pioneer, which is an important clarification that will be further
explored below; it is this restatement that the analysis in this thesis uses, that of

reflexive thematic analysis.

"https://www.maxqda.com/
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Figure 2: The process of thematic analysis

The theory behind reflexive thematic analysis

Reflexive thematic analysis is a method that offers guidelines, not rules, about
how to apply it to a data set. There are four variations that Braun and Clarke lay
out in their 2021 book that they suggest should be considered prior to starting
— inductive/deductive, semantic/latent, experiential /critical, realist or essential-
ist /relativist, or constructionist — although analysis for every data set will sit
somewhere between one or the other of each, with few being explicitly at one end
or the other of the spectrum.

Even within this thesis, there are differences between the variations used. As
a general starting point for interviews and opinions, the researcher’s decision was
that it was appropriate to use inductive approaches to creating themes from the
data. An inductive approach allows the researcher to approach the data without
any preconceived notions as to what the end result of the analysis will be. This
helps when, as is the case in Chapters [d and [f] the intention behind the research
is to uncover the themes that are important to gain an understanding of the RQs.
Chapter [0] was different, however. When considering specific feedback about the
board game and gameplaying sessions discussed in Chapter [6] a more deductive
approach was used, starting with a pre-determined list of codes to apply to the
dataset allowed for a more straightforward improvement process. The UCD as-
pects required that participants provide certain pieces of feedback to improve the
game: the areas of feedback needed were known in advance of the interview and
so were used as the codes by which the interview data was coded. In each case,
a code book was created, and can be found in Appendices [C], [G] and [O] For an
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overview of how the process worked in the different research pieces, see Figure [2]

Due to the nature of the research, starting from the premise that knowledge
and understanding would be low within family groups during the process, it was
decided that a latent approach to interpreting the meanings of words, phrases, and
sentences should be approached, as the expected outcome was that large amounts
of uncertainty, ambiguity, and inaccuracies would be captured in the data sets. To
use a semantic approach would focus more on the words used, rather than the gaps
— which would miss out this richness in this case. Similarly, due to the type of
exploration performed with families in the work interviewed, most of the analysis
was done with an ezperiential mindset. The only place where this differed was
in performing thematic analysis on the diary entries for autoethnography, where
part of the aim was necessarily to consider the entries in a more critical manner,
trying to unravel more of the meaning of what the words were saying. It is fair
to say, however, that the “theoretical framework” underpinning all the analysis
was relativist in nature: in order to get to an end-point of understanding the
gaps in knowledge, and the potential interventions needed, the analysis had to
look to interrogate the realities within the dataset, rather than taking them at
face value. It should be clear to see the overlap between these variations and the
epistemological and ontological framings discussed above.

Why is the role of reflexivity so important in the restatement of Braun and
Clarke’s version of thematic analysis? In short, without knowledge of the re-
searcher’s biases or opinions that they bring, inherently, to the research, it is very
hard to argue about the value of the research because there is no real way to judge
the rigour of the work. It could be inherently biased without, or perhaps worse,
with the knowledge of the researcher. Considering the impact that the researcher
themselves has on the outcome of the work is a non-quantitative way of trying
to capture the reliability of the outcome, in such a way that inter-rater reliability
may be used elsewhere — and indeed, is in this thesis, for the reasons described
in Section [3.2.1] Although not presented in this order in this document, the au-
toethnography work described in Chapter [5] was an attempt by the researcher to
perform a period of reflexive work prior to analysing any of the data sets collected

from families.
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The practice of reflexive thematic analysis

There are a number of steps to perform the reflexive thematic analysis, which are
explained in Figure[2] It is important to note that the process of coding the data
is iterative, one where, in particular, the final steps are repeated more than once,
and may never feel fully finished. The process of manually transcribing interviews
is important, if time-consuming, as a way of getting immersed in the data before
starting to code them.

In two cases (the data in Chapters |4 and @, a second researcher coded the
data (the “second coder”). This allowed for the calculation of an inter-rater reli-
ability metric — in these cases Cohen’s kappa — to give an understanding of the
level of (or, rather lack of) subjectivity in the coding process; namely, an ability
to confirm some level of repeatability in the process. This is not always necessary
in coding-based work, although it is often preferred in Computer Science-based
research. In particular, this goes against the principles laid out by |[Braun and
Clarke| (2021). In fact, the importance of reflexivity meant that the autoethno-
graphic diary study (Chapter had no second coder, a decision supported by a
recent reconsideration of the importance of inter-rater reliability in the HCI and
CSCW fields (McDonald, Schoenebeck and Forte |2019).

The same researcher second-coded both studies mentioned above. The second
coder was a PhD student at the School of Computing, and the Institute for Cyber
Security for Society at the University of Kent, with the primary researcher. In
terms of research, the second coder also has an interest in understanding cyber
security of home IoT devices, but through a more technical, rather than sociotech-
nical, lens. Being older than the primary researcher, the second coder is mother
of a child older than the children of the primary researcher, and has different
cultural references, coming to the UK from another country, living elsewhere in
England (in a town), with a professional background in teaching computer sci-
ence to older children and adults. This background is helpful in understanding
that there was necessarily a level of understanding of both the technologies be-
ing discussed and the potential risks and threats, and also of personal experience
of parenting. The differences around parenting older children, interacting more
generally with children in relation to digital technologies, and the more technical
nature of the second coder’s research all added to slightly different approaches

that allowed for discussion, based upon these different life experiences, during the
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coding process.

Coding the data — as mentioned above, using software specifically designed for
this purpose — involves reading through the transcripts (or watching the videos,
as relevant) in conjunction with the code book. Depending upon the deductive
or inductive nature of the process, the code book will either be formed at the
start of the process or will evolve as the transcripts are analysed. The relevant
sections of the research data are then “tagged” with particular codes. This is
an iterative process, particularly in the case of inductive coding, where earlier
transcripts may end up needing recoding based upon the findings in the later
transcripts, or based upon discussions with the second coder, where relevant. In
discussions with the second coder, the researcher would analyse a merged version
of the coded transcripts, showing both the researcher’s and the second coder’s
coding, to find areas of disagreement (typically text coded with different codes).
These disagreements would then be discussed with the second coder, to understand
the reasoning behind the difference, discussing the interpretations of each person,
to see if one or other person would come to a place of agreement. It was not
necessary to get to perfect agreement — this work has an element of subjectivity
— but rather to help gain fullness of understanding from both parties working
with the data. When the researcher was working by herself, a similar process
was achieved by multiple rounds of coding and seeing if the coding from previous
iterations still felt appropriate.

Coding the data is typically the beginning of the thematic analysis process
and is the most clearly explained. Once the above-mentioned discussions about
coding itself were completed, the less structured process of finding (and where
necessary agreeing upon) the themes arising within the data, using the codes
as jigsaw pieces, to create a coherent picture, was begun. Having knowledge of
all the data (through reviewing it multiple times during the coding process), it
is possible to see larger themes that comprise information within several codes.
When working alone, this, again, is an iterative process, working to understand
how the codes may link together into larger themes for discussion. With a second
coder, discussion can be very helpful in solidifying ideas based on the opinions of
both coders. In both cases that the second coder was involved in this research,
individual reflections of the coded text were discussed together. This allowed

both researchers the opportunity to respond to the reflections of the other and
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test them against their own. Disagreements of opinion could be discussed to find

common ground on a set of themes that could then be taken forward for writing.

3.5.2 Content Analysis

It is important to call out the slightly different method of analysis used in the
website review (Chapter [5.2)). It relies on content analysis to review documents
available to individuals when searching for information about cyber security and
devices online. Content analysis allows for the rigorous analysis of such documen-
tation, requiring, as it does, a framework to be imposed around the scoping of
data collection, the method of collection, and the review process itself (White and
Marsh|2006)).

It also allows elements of both qualitative and quantitative to be captured,
allowing a wide range of conclusions to be drawn about what is said, who is
saying it, how it is being said and, crucially, what is not being said (Neuman
1997). Here, as considered by |[Kim and Kuljis (2010), and seen in papers such
as Blythe, Johnson and Manning| (2020)), the criteria by which the pieces of data
are to be considered are initially laid out. In this case, the information collected
included not only questions about the information explained in the text but also
further pieces of meta-data: for example, who had written the information, when
was it dated, and who was the information aimed at? The collation of these data
(in a spreadsheet) subsequently provides the basis for analysis not only of the text,
but also quantitative aspects as mentioned above — how many articles mentioned
a particular topic (or did not), how many were written by which sort of outlets,

and so on.

3.5.3 Quantitative methods

Having stated the qualitative underpinning of the majority of this thesis, it is
hard to argue that qualitative research, which typically relies on small numbers
of research participants and their lived experience, can or should be assumed
to be widely representative of entire populations. As such, in order to provide
additional robustness to the investigation, where it makes sense, mixed methods
have been employed (Clark et al.|2021)). Quantitative analysis can provide data on

the experience of more people (through survey analysis) and provides methods to
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determine the connection between and relevance of research findings. In what has
been described as an embedded design approach (Creswell and Plano Clark 2007)),
both elements of quantitative and qualitative research can be used concurrently,
and the analysis integrated, to create a single set of more robust findings. This
approach is taken in both the initial interviews and the survey work in Chapter [4]
as well as the final intervention work in Chapters [6] and

In line with the qualitative nature of the wider work, where data was pro-
vided that could be analysed quantitatively, it was categorical in nature: more
specifically, nominal variables. This led to two specific treatments of the data:
a general use of descriptive statistics, which could provide a level of comparison
within a specific variable. When analysing comparisons between groups, how-
ever, Pearson’s chi-square test of independence for nominal variables was used
(Pearson [1900). This test allows us to understand the reported results of each
group, based on the expected average result given the sample size and total re-
sponses. Much higher, or lower, reported results compared with the average ex-
pected highlights the likelihood of statistical significance — that is to say, that the
results are likely not due to correlation. Such analyses are reported in the format
X% (degrees of freedom, N = sample size) = chi-square statistic value, p— value. A
high chi-squared statistic value denotes a likely significant result. The p-value was
required to have an « of less than 0.05 to suggest statistical significance. It should
be noted that the statistical analysis carried out between control and gameplay
group is further discussed in Chapter [6} because of a disparity between the sizes
of the two groups as a result of resource limitation, there may be questions as to
the statistical robustness of the conclusions drawn. As discussed in Chapters [§]
and [7] this should not necessarily detract from the findings, given the general

picture that the responses from the two groups paint.

3.6 Assumptions made about the family unit in
the UK

It is important to recognise that there is difficulty in accurately assessing the very
target group of the thesis. A “family ” is, in the UK of the 21st century, a term

that covers a multitude of arrangements of adults and children in some way or
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another. It should be noted upfront that the breadth or limitations of the term
“family” in this thesis are not defined by researchers, aside from the need to have
school-aged children living at home, when recruiting participantsﬁ Instead, so as
to avoid being overly limiting, participants were allowed to interpret the use of
the term as necessary for their situation, with the one exception for co-parented
children, as described below.

In their report about the state of families and households in the UK, the Office
of National Statistics uses the following definition (Office for National Statistics
2021a):

A “family” is:

a married, civil partnered or cohabiting couple with or without
children, or a lone parent with at least one child, who lives at the
same address. Children may be dependent or non-dependent.

“Dependent children” are:

those living with their parent(s) who are either
e aged under 16 years, or
e aged 16 to 18 years

and who are in full-time education, excluding children aged 16 to
18 years who have a spouse, partner or child living in the household.
“Non-dependent children” are:

those living with their parent(s) and who are either
e aged 19 years or over, or
e aged 16 to 18 years

and who are not in full-time education and have no spouse, partner or
child living in the household. Non-dependent children are sometimes
called adult children.

Families can, of course, be significantly more complicated than this definition
allows. As a start, Brown, Manning and Stykes (2015)) discussed how statisti-

cal data on children’s living arrangements and wellbeing in the United States

80f course, it should be noted that this is an extremely limited definition of family, as it is not
the case that all groups considering themselves as such will have children; this is an important
limitation around this research.
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ignore the “complexity” of the family by focussing on the link between parent
and child — what about situations where siblings may live with different par-
ents, or the integration of half- or step siblings? The 2022 figures published by
the UK government recorded 82,170 “looked after” children in the UK (Depart-
ment for Education [2022)). Looked after children are those that have been in the
care of their local authority for more than 24 hours, which can see them living
in residential children’s homes, residential settings like schools or secured units,
or in foster homes (National Society for the Prevention of Cruelty to Children
(NSPCC)|2022). Foster children can often become part of a family, with specific
requirements and differences to be considered. Within the thesis, two families
were involved who had a total of three foster children living with them. These
children were an integrated part of the families, in one of the families involved
referring to their foster parents as “mum” and “dad”. However, the foster parents
were aware that their foster children must be more protected from certain aspects
of digital technologies than their biological children; a sentiment raised a number
of times by adult participants in the research who were also teachers.

As families come in all shapes and sizes, the inclusion criteria for participa-
tion were kept broad enough to avoid excluding families that did not meet more
traditional interpretations. In particular, only one adult and one child were re-
quired to participate (with additional requirements on the age of the children in
the household during the gameplay session), and it was clarified that although
the term “parent” may have been used, it included any adult-child relationship
where there was a formal guardian relationship in place. To cover instances of
co-parenting, it was decided to set the requirement that children could be included
for interview, so long as they spent 50% or more of their average week at home,
mostly so that they would have the opportunity to engage with the devices.

An area that we could not directly cover in the inclusion criteria was the
assumption that the participants involved would live in households free of do-
mestic abuse or coercive control. Should the researcher have intimated from any
comments within any of the interviews or gameplaying sessions undertaken, the
assessment made as part of the submissions to the University’s ethics committee
was that any concerns would be escalated, via the researcher’s supervisory team,
to the ethics committee for further guidance; or, in the case of the researcher

being concerned as to the immediate safety of any of the participants, directly
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Table 4: Details of favourable ethics opinions

Research Application number Date of receipt of favourable opinion
Interviews and surveys (Chapter 4) 0751920 22 July 2020

Cyber security awareness information review (Chapter 5) n/a (not research with human subjects) n/a

Autoethnographic diary study (Chapter 5) 0851920 11 August 2020

User centred design (board game) (Chapters 6 and 7) CREAG-001-11-2021 7 December 2021

contacting appropriate law enforcement. This was explained to the participants
on the research information sheet. Domestic abuse and coercive control in relation
to digital technologies at home are significant issues and have been widely and
sensitively considered in both academic research (Parkin et al.2020; [Lopez-Neira,
et al.|2019; Stevens et al.|2021) and relevant bodies in the third sectorﬂ These
work pieces must be considered when recommendations are made as a result of
this thesis, although specific findings as a result of this thesis will not incorporate

first-hand examples of this issue.

3.7 Ethics considerations

Any research involving human subjects undertaken at the University of Kent re-
quires a favourable opinion from the appropriate ethics committee, in this case the
University’s Central Research Ethics Advisory Group (CREAG)[[ All research
involving human subjects — the initial interviews and surveys, the autoethnog-
raphy, and the final gameplaying research — were required to complete a full
ethics application, requiring full details of the proposed research approach, expla-
nation of, and mitigations to, all potential risks to participants and researchers
involved and how informed consent would be sought from participants. For a list
of favourable opinion details, see Table [4]

The fundamental aspect of the formal ethics review process is the evaluation
of a wide range of documents relating to the piece of research. Typically, this
includes detailed explanations of the intention of the investigation and the pro-
posed mitigation plans for any risks that were outlined, along with the intended

questions, survey structures, consent forms, information sheets, and any other

9These bodies include Chayn https://www.chayn.co/ and Refuge https://refuge.org.u
k/i-need-help-now/how-we-can-help-you/secure-your-tech/.
UPrior to 2021, this board was referred to as the Faculty Research Ethics Advisory Group.
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documentation that the participants would see. Once reviewed, the ethics com-
mittee could ask follow-up questions and require amendments until they were
satisfied and a favourable opinion secured.

A key aspect of the ethical obligations that researchers have to their partici-
pants is ensuring that they understand the potential risks involved in participating
in the research. Such risks are typically set out in an information sheet, which
is then read by the participant before giving their informed consent to participa-
tionE This is more complex when children are involved — not only because the
concepts in the information sheets are often complex, but also because they are
typically not able to give consent to such data collection themselves.E Despite
being unable to consent, it is important to ensure that children are informed of
what the research entails, and that they are aware of what this means for them,
in just the same way as adults (National Society for the Prevention of Cruelty to
Children (NSPCC)|[2020). In this way, children can be said to have assented to
participation, although their parents have formally signed the consent form.

Practically speaking, assent was gained from children through a brief discussion
at the start of each research session to ensure that the entire family — both adults
and children — were comfortable with the terms of the research. Parents were
also provided an information sheet with the full details, which they could use
for further discussion with the children if needed. Participants were also made
aware that the researcher held an enhanced check from the Disclosure and Barring
Service, that they could view or ask further questions about if needed. Parents
then signed consent forms on behalf of themselves and any children under 18.

Survey participants were also required to give their informed consent before
taking the survey. The information typically given to participants as an infor-
mation sheet was entered as the first page of the online survey portal, requiring
the participant to read before providing consent, by answering a yes/no question
asking if they consented based upon the wording in the information that they

had just read. Any participants answering no to this question would be sent to

"Part of the process of informed consent is letting the participant know that they can with-
draw this consent at any time.

12As to when they can consent to such collection is contested. Although under the UK
GDPR, the age at which children can consent to data collection is 13, the GDPR suggests that
the age should be 16. As agreed with the University’s CREAG, however, for the purposes of
this research, children under 18 were not able to consent independently.
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a screen thanking them for their time but informing them that as they had not

consented, they would not be able to take part.

3.8 Impact of the COVID-19 pandemic

Although the end result of the research thesis is one with valid and timely findings,
it is important to acknowledge that this process was significantly altered by the
COVID-19 pandemic, which reached the UK in late February 2020, and has been
a fixture throughout the research process.[T_gl This section will reflect the impact
of the pandemic on the thesis, as in some respects, it has made things easier, in
others, harder, a finding that has been echoed by other qualitative researchers
(Howlett| 2022 [Pocock, Smith and Wiles 2021 [Mikulak et al.[2022).

The requirement for people to stay home or restrict their movements for pe-
riods of time, since March 2020 in the UK, has been extremely beneficial for the
smart home market, with consumer research finding that the pandemic brought
forward purchasing decisions about Internet-connected products such as smart
TVs (techUK and GfK|2021). The devices considered in this thesis are now sig-
nificantly more ubiquitous than before the stay-at-home period, which has been
beneficial not only in being able to find interested research participants and ma-
terials, but also in maintaining the importance of the research topic. It is for this
reason that there has been a confirmatory survey run in 2022 included in Chap-
ter [ to understand how the market and people’s reaction and use of devices have
stabilised (or not) as the restriction of movement associated with the earlier days
of the pandemic are permanently forgotten.

Work and study from home measures have also made the use of video confer-
encing an everyday event that even the youngest of children are aware of. This has
been very helpful in being able to interview a much wider range of participants
with extreme ease, as location was not an issue — undertaking the first round of
interviews six months into the pandemic, there was a level of comfort that almost
all participants showed with connecting to a video conferencing system to be in-
terviewed. This level of comfort remained true through to the gameplay sessions
in 2022, being able to recruit a number of families from a much broader geograph-

ical range to play later rounds of the game online without the associated costs

13This doctorate began mid-January 2020.
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of travel, and so on. This was a particular relief as repeated lockdowns and the
emergence of new variants of concern — in particular the Omicron variant in the
winter of 2021 — beset the final piece of research with quite a significant amount
of uncertainty as to whether participants would even be willing to participate
without an online option. It seems like conducting research in their own homes
enabled participants to feel at ease, being in their home, and allowed for a flow of
conversation. In relation to the interviews, this allowed for a structure where par-
ticipants could drop in and out after they had answered questions aimed explicitly
at them. It also allowed bored or unengaged children (which sometimes happened
with children under ten) to leave both interviews or gameplay sessions with rel-
ative freedom, without disrupting the parents in the same way as happened in
person. In the case of children in particular, this allowed for more freedom when
interviewed: they could demonstrate how they used their devices rather than just
speak about it — extremely helpful when they may not have had the vocabulary
to explain.

Despite the ease with which those families that participated online managed
to do so, this must be tempered with the recognition that, despite the ubiquity of
the Internet in many people’s lives, this does not mean that everyone has equal
and appropriate access to it. This has been felt particularly during the period of
the pandemic, when children who did not have access to devices through which to
learn were at significant risk of falling severely behind in their schooling (Turner,
Pothong and Livingstone(2022). Similarly, there is a recognised digital divide when
it comes to online research: how do you engage with an entire population when
there is unequal access to sufficient Internet connectivity to perform an interview
online? Ramsetty and Adams (2020)) also highlight that those voices that become
invisible in such a situation are going to be the most vulnerable, and potentially
the most important for careful consideration in any situation. Running in person
gameplay sessions was the closest that could be possible, in this situation, to try
to address this potential inequality. In at least one case, one of the families that
participated in the gameplay sessions in person referenced a lack of consistent
Wi-Fi access, impacting schooling, during the period of lockdown: this is a family
that would not have been reached during the online interview period. That said,
even offering reimbursement for travel to in-person sessions was problematic for

a number of potential families: due to the process required by the University
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for refunding travel expenses, the families would have to bear the costs until the
reimbursement would be processed — a process of at least two weeks. The time
taken to travel and return was also problematic. Several families outside of the
immediate location of the in-person gameplay sessions (London and Canterbury)
could not afford to bear the financial and time costs. In contrast, the online
gameplaying sessions reached families in the North East and West of England,
Scotland, Northern Ireland, and Wales, and could be scheduled in one-hour or
90-minute sessions that were convenient for them. Unlike other researchers have
found (Pocock, Smith and Wiles 2021)), the dropout rate for online sessions was
not poorer than for in person sessions, with almost all arranged sessions being
attended as agreed, without need to prompt or rearrange.

That is not to say that the online sessions were entirely without disadvantage.
Pocock, Smith and Wiles (2021)) list a number of potential disadvantages to online
qualitative work, including higher dropout rates (as discussed above), and reduced
control over technical issues occurring at the participant’s end. In practice, neither
of these issues were problematic, with no interviews or gameplaying sessions having
to be abandoned due to technical issues. Pocock also noted that it could be harder
to select and recruit participants online: this did not pose that much of a problem
for this research, as a result of having a large potential participant pool from the
Prolific survey respondents; each family that participated was also asked if they
knew of anyone else who would be willing to participate. The logistical issues of
evidencing informed consent, as discussed in Pothong and Livingstone| (2022a)),
required a little consideration: getting consent forms returned online was a little
harder than in person — but not much, as either participants were happy to
take a photo of the signed consent form and email it back, or reply to the email
containing the consent form confirming that they had consented.

Finally, the amount of time we spent at home was instrumental in considering
undertaking the autoethnographical diary study discussed in Chapter [5.3] Such
reflexive work, rooted in family life, would have felt much less useful in the time
before the pandemic, where each family member, no matter how young, spent
significant hours of their day outside of the home. This societal shift — which
may last, to certain degrees, beyond the period of pandemic — helps to underpin
the importance of getting security about home IoT devices right, as the home

becomes a hub for significantly more activity, both personal and professional,
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than before.

3.9 Chapter summary

In this chapter, the thesis methodology was outlined at a high level, justifying
the choice of various research methods, and explaining the process behind the
analysis undertaken. Furthermore, the impact of the COVID-19 pandemic on
research was considered, in particular the pros and cons of the need to perform
significant amounts of research online. Further details on the specific methods
implemented in each piece of research are incorporated into the chapters on the
research themselves; and with this understanding, the next chapter, Chapter [4]
outlines the first piece of research carried out, that of interviews and a survey of
families in relation to their use of home IoT devices and understanding of cyber

security.
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Chapter 4

Discussing and managing cyber

security of home IoT devices

4.1 Introduction

The literature review undertaken in Chapter [2| underlines the fact that little prior
work appears to have been done to understand the adoption of home IoT devices
affects both adult and child family members, taking into account differences be-
tween individual interaction preferences and abilities, what data the device may
collect and level of awareness about how to use such devices securely. In recent
years, sociotechnical research on issues of privacy and security of home IoT devices
has focused almost exclusively on the privacy aspect, in particular, understanding
of users about the collection of data. Other cyber security issues have not been
considered so widely in this context.

There has not been targeted academic research based upon those devices that
are most commonly used in a typical home, much less how families might use
such devices or discuss the threats and risks that accompany their use. It was felt
that such fundamental questions should be asked of participating families in the
UK to address RQ1: What is the level of awareness exhibited by interviewed and
surveyed families in the UK in relation to the cyber security of home IoT devices
that they own and use?

Asking such questions would allow for an initial understanding of the partic-

ipant families’ (as a proxy for families in the UK) knowledge about appropriate
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Figure 3: The precontemplation stage of TTM, as adapted from |[Faklaris, Dabbish
and Hong| (2018)

types of cyber security measures and measures to use in conjunction with their
home IoT devices: namely, the level of awareness that they exhibited about the
topic, and where the majority of participants were in the TTM cycle (as discussed
in Chapter. It was assumed that the participants involved in this research would
be in the very first stage of the cycle, precontemplation (as shown in Figure [3)).
Was this an accurate assumption? This knowledge would then serve as a basis for
understanding the starting point for further education and training opportunities
presented in this thesis: what was already known, and what would need to be
introduced, and built upon, to improve awareness in relation to appropriate cyber
security for home IoT devices?

It was considered that a survey would be beneficial in providing breadth of
answers — that is, it would be able to target a wide number of participants, who

could help to determine the prevalence of home IoT devices and some level of
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understanding as to who manages the devices and how. Furthermore, the oppor-
tunity was taken to ask further questions about the knowledge of cyber security
of adults and children at home, whether they were aware of cyber security in the
news and what the adult who completed the survey believed their children were
learning about cyber security at school. The set of questions used can be found
in Appendix [A] This survey will be referred to as “Survey 17.

During preparation for the work undertaken in Chapter [6] the opportunity
arose to conduct a second survey to understand if the answers to some of the
fundamental questions posed in Survey 1 were also relevant in 2022. It was con-
sidered reasonable to perform this check again for some of the key questions posed
in Survey 1, given the rapid rate of change in the use of digital technology as a
result of the changes in life caused by the pandemic between 2020-2022. The set
of questions used for this survey can be found in the appendix [J| This survey will
be referred to as “Survey 2”.

Semi-structured interviews with family units, that is, both adults and children,
provide depth that complements the survey findings. In particular, interviews
allow for time for discussion and reflection on use and levels of understanding in
a way that the tick-box answers of a survey do not. They also, crucially for this
work, allow for the voices of the entire family, and not just the survey taker, to
be heard. The interview protocol can be found in Appendix

The interviews followed the survey, to dig deeper into questions around the
family experience of home IoT device cyber security, giving the opportunity for
both parents and children to discuss. As discussed in Chapter [3.3.1] the use of
surveys and interviews allows additional levels of completeness and the ability to

confirm the validity of responses and to give a sense of rigour to the findings.

4.2 Methods

In order to target the research, we broke the main RQ into two sub-RQs for

analysis:

RQla: How do families explain and rationalise the cyber security related to their

home IoT device use, and

RQ1b: How, and when, do families think about and educate themselves about home
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[oT device security?

For both surveys and interviews, families had to be living in the UK with at
least one IoT device at home. Survey participants had to be a parent or legal
guardian of at least one school-aged child (between 4-18); for the interview, the
participants had to be a family (of at least one adult and one school-aged child).
The interview participants were recruited independently, and the agreeing adult
was asked to complete the survey prior to the family interview, or by expression
of interest after completing the survey. For a visual guide to the recruitment
process, see Figure [4} this is explained in further detail in the sections that follow.
Survey 1 and the interviewa received a favourable opinion from the University’s
ethics committee (CREAG) in July 2020; Survey 2 received a favourable opinion
in December 2021.

Process involving Prolific participants: survey July-August 2020, interviews August-September 2020.

l

Agree to interview
with family
(18 responses)

Entire family interview
(25 families)

Agree to take Individual respondent

cp prol iflc ~ survey about family takes survey

~ (551 respondents) (553 valid responseV

Agree to interview
with family
(7 responses)

Process involving participants not found through Prolific: survey July-September 2020, after agreement to be interviewed. Interviews July-September 2020.

Figure 4: Recruitment process
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4.2.1 Surveys
Survey 1 Design

The survey was designed to capture a broad range of information about the type
of home 0T devices found in the homes of respondents, who bought, used, and
managed them, as well as understanding the attention paid to cyber security
in the home. Unlike the interviews, it was understood that only a single adult
member of the family would be providing their interpretation of the family’s use
of such devices, giving the opportunity to ask specific questions (such as “Does
one person take ownership of managing the device?”) to understand the adult’s
role in family technology use. Each question gave multiple options for response,
including a free text field for adding in options not covered.

The survey asked participants to list all their home devices, based on the list
detailed in Chapter [I.1.1} Participants were able to add any devices they did not
think were covered in the list. Then the participants were required to answer a
range of questions about the one or two devices they used the most in the home.
Participants were asked to focus on the most commonly used device(s) as a means
of ensuring most, if not all, of the questions subsequently asked would have been
considered at some point during ownership of the particular device(s). Questions
were asked about devices that covered the entire use of the family, from the
point of purchase onwards (e.g. “Was there a discussion about buying the device
amongst household members (including children) before it was bought?”, “Does
everyone in the household use the device in the same way?”, “Do you have to
help the child(ren) in the house to use the device?”). These questions were asked
to provide an understanding of how the participant perceived the role of home
[oT device use at home, and where children in particular were involved in the
decision-making and use of such devices, and can be found in Appendix [A]

The remainder of questions about specific devices covered the understanding
of cyber security and devices, broadly based on guidance provided by the UK’s
NCSC (National Cyber Security Centre, UK|2019). These questions asked about
the setup of the device (“When the device was set up, were there detailed instruc-
tions?”, and “Did the setup involve changing the password of the device?”), the
current use of the device (“Do you know how you would completely delete the

information that the device has collected?”, and “Do you know how long or until
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when the software on the device is supported until?”) as well as more general
questions around device misuse and breaking (“Has your current device ever bro-
ken?”, and “If the device broke tomorrow, what would your main concerns?”) to
assess cyber security risks against other risks that users perceived.

The final part of the survey asked for details of the experience of the partic-
ipants with cyber security issues more directly: “Who or where do you turn to
for support with digital technology issues?”, followed by “Have you ever been a
victim of cyber crime or data breach?”. If they had, they were then asked if they
had incurred a loss as a result of this (with loss intentionally not being defined as
purely financial). Finally, they were asked if they were aware that the manufac-
turers of devices at home had reported a breach. In relation to cyber security and
the family, they were then asked what aspects of cyber security they understood
their children were taught at school and what they discussed at home, based on
the list of topics covered in the English curriculum (Department for Education
2013)), as discussed in Chapter . These questions aimed to reflect the awareness
of the participant of his role as a potential victim of cyber crime and an educator

about cyber security at home.

Survey 1 Participation

Both Survey 1 and 2 were hosted on Jisc’s Online Surveys tool[l| using the Prolific
participant recruitment platformE] In total, 558 adults responded to Survey 1
during July and August 2020; 551 of them through Prolific and 7 from the in-
terview recruitment process. Two participants were excluded because they only
responded about a laptop computer and smartphone, not a home IoT device,
leaving 556 responses for further evaluation. There were two attention checks in
the survey: four participants failed both attention checks (0.72%); one of these
participants was also interviewed. The three participants who did not pass the
attention checks and were not interviewed were excluded from further review. The
decision was taken to retain the person who was interviewed as it was possible
to see the consistency in the responses between the interview and the survey.
This left 553 valid responses for the final analysis. Survey participants recruited

through Prolific were paid pro rata for their time, using the UK’s Living Wage

"https://www.onlinesurveys.ac.uk/
Zhttps://www.prolific.co/
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Foundation calculated 2019/2020 rate of £9.30 per hour (Living Wage Foundation
2022)) (with the majority of participants taking around 15 minutes to complete it).
Those survey participants recruited outside of Prolific (as part of the interview

process) were paid £5 in Amazon gift vouchers for completing the survey.

Survey 1 Demographic Information

The survey participants had a mean age of 42.32 years (SD 7.51), with an age
range of 24-66. 138 (24.82%) were male, 417 (75.00%) female ]| with one partic-
ipant preferring not to answer this question. All participants lived in the UK at
the time of taking the survey, with 473 living in England (85.07%), 41 in Scot-
land (7.37%), 21 in Wales (3.78%) and 18 in Northern Ireland (3.24%); although
not intentionally sought, this proportion is broadly in line with the population
breakdown across the countries in the UK as reported by the UK’s Office of Na-
tional Statistics for 2020 (Office for National Statistics|2021b). 81. 69% of the
participants were employed full- or part-time, or due to start a job within the
next month, with 2.51% considering themselves to be unemployed but job seeker.
The respondents were asked to detail the age of their children. 17. 36% of the
respondents (96) had a child 0-5 years old, 54. 07% (299) had a child aged 6-10,
53.52% (296) had an 11-15 year old, and 19.89% (110) had a 16-17 year old.

Survey 2 Design and Participation

Survey 2 was undertaken in April 2022. Participants were provided with the
same list of devices as in 2020 (see Chapter and asked to list the ones they
owned. They were asked who took the responsibility for most decisions around
device purchases. Participants were included in the survey if they were living in
the UK, with children under 18 years of age who owned a smart TV, a smart home
assistant or a streaming device. This is a different set of inclusion criteria from
Survey 1, but the decision to limit participants to those who own at least one of
the three device types came as a result of the predominance of those devices in
Survey 1.

Other questions asked in Survey 2 looked to clarify the value of smart TVs,

smart home assistants, and streaming devices as a tool for accessing the Internet.

3As found in other research on families, women tend to be over-represented in such results
(Rode|[2010).
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This was used as a means of determining the amount of use smart features on
these devices receive. We also asked participants in Survey 2 to rank the types of
data that they thought were important to keep safe, who they thought was most
likely to cause cyber security issues, and what would be the impact of having a
cyber security incident with a device, based on predefined lists, with the option
to add any that were considered missing in a free text field. Finally, we asked the
participants what type of cyber security measures they used.

For detailed questions asked, see Appendix

Survey 2 had 792 respondents. A participant failed two attention checks within
the survey and was removed from further review. This meant that the total
number of participants in the survey was 791. As with Survey 1, the survey was
hosted on Online Surveys, and participants were recruited through the Prolific
platform. In line with the UK Living Wage Foundation’s 2021/22 rate (Living
Wage Foundation 2022), participants were paid pro rata for their time at £9.50

an hour.

2022 Demographic Information

In Survey 2, the participants had a mean age of 44.74 years (SD 11.32), with a
reported age range of 20-84 —— six participants did not provide their age. 582
participants reported themselves to be female (73.6%); 204 male (25.8%), with
five preferring not to answer this question. Differences in the data provided by
Prolific between 2020 and 2022 mean that although all participants were included
in this survey as a result of living in the UK, no further breakdowns of where the
participants lived within the devolved nations were provided.

62.7% of the participants were employed full- or part-time. This is significantly
lower than the ONS reported levels of employment at the same time (75.9% of the
population having some form of paid employment (Office for National Statistics
20224)).

73. 2% of the participants reported having two adults living in the household;
only 10. 6% had only one adult living in the home, which is a lower proportion
of single parents than reported in the UK (2021 figures showed 3m single parent
families in the UK, representing 15. 4% of the families in the UK (Office for
National Statistics|2022b)). There were 1214 children reported in total, equivalent

to an average of 1.5 children per participant (with a median and mode of 1, SD of
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0.72). The highest number of children reported to the home was six. A significant
number of participants had a child under 1 year old at home (131, 10. 79% of all
children). Other age groups were spread more evenly, roughly 5% each, with a
higher peak of children aged 17+ (9.97%).

4.2.2 Interviews
Interview Design

The interview process was designed to build on the Survey 1 questions, by allowing
the initial survey participants to expand upon their survey responses, and also
to allow the entire family to add their views. The interview format was semi-
structured, meaning that each individual could spend more time focussing on
areas of concern (or awareness) for them; the interview protocol can be found in
the Appendix

The interview process was designed in such a way that the researcher asked
the children first, where possible, without interruption from their parents; the
parents were then asked to answer the questions after the children had spoken.
This allowed the parents to reflect on the children’s answers, as in most cases,
the parents had remained within earshot as their children were interviewed. The
questions for the children were modified based on whether the child was in primary
school (4-11 years) or secondary or tertiary education (12-18 years) in two ways:
the expected level of knowledge was taken into account, based on the national
curriculum for England laid out in (Department for Education|2013), but also
the researcher modified the language used according to the age of the child. The
questions focused on how each participant used the devices they chose to talk
about: what device features did they like and dislike using, where they struggled
to use the devices (and how they managed that). The participants were then
asked, more specifically, about their understanding of what cyber security was.
Children were asked to reflect on their understanding of what cyber security was,
whether at school or elsewhere, and what they considered the biggest risks of
using the Internet and home IoT devices were. Additionally, parents were asked
to share any situations of being a victim of a cyber crime or incident, any times
when they felt they needed to seek further information, and how they went about
it.
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Interview Participation

There were 25 interviews that took place between July and September 2020; the
longest interview was 1 hour 15 minutes, with the shortest interview 20 minutes.
There were 33 adults interviewed in total, 22 women (66. 67%), 11 men (33.
34%). There were 38 children interviewed, aged 4-16 (average age: 9.63 years, SD
3.59). Given the ongoing social distancing restrictions of COVID-19 at the time
of the interview, three videoconferencing systems were used. Microsoft Teams,
Zoom and Google Meet, based on the participants’ preference. Where possible,
all family members were asked to attend, in particular, to allow the researcher to
ask questions of all family members and avoid the “driver” of device use answering
all questions on behalf of less knowledgeable family members, and to understand
the interaction the family had when discussing technology. This was not always
possible, but for all interviews, at least one adult and one child from the family
participated. Participants were sourced through posts on social media and mes-
sage board sites (Facebook, LinkedIn, Twitter, and Gumtree), through expressing
interest having completed the survey, and through the researcher’s networks. The
interview participants were rewarded with a £10 Amazon gift card if they were
18 years or older and a £5 Amazon gift card if they were under 18.

The details of the participants are in Table |5; throughout this chapter, adults
will be referred to through the following coding system: A (for an adult), M or F
(male or female), and their family’s Interview Reference number, for example, the
mother in interview 2 is called “AF2”, the father in interview 3 is called “AM3”.
Children are referred to by C, their family’s Interview Reference number, then

distinguished by their age, e.g., the two children in interview 14 are referred to as
“C14, aged 13” and “C14, aged 16”.

How the children participated

The children interviewed had a wide range of ages, and so their participation and
interaction in the interview process differed. All children reacted reasonably well
to the use of videoconferencing and talking to the researcher; in two circumstances,
the children asked not to be interviewed on camera, which posed no problems, as
they were comfortable talking whilst off camera. In many cases, the opening

questions, asking the children to describe the home IoT devices (more details
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Table 5: Information of interview participants

Interview Reference Number of adults Number and ages of children

1 1 1 (15)
2 2 2 (12,15)
3 1 1(5)

4 2 1(4)

5 1 1 (10)
6 1 1 (6)

7 2 3(7,9, 11)
8 1 2 (5, 6)
9 2 2 (4, 8)
10 2 3(7, 12, 13)
11 1 2 (7, 14)
12 1 1(13)
13 1 1(12)
14 2 2 (13, 16)
15 1 1(7)
16 2 2(7,9)
17 1 1(8)
18 1 1 (10)
19 1 1(12)
20 2 2 (6, 9)
21 1 1(9)
22 1 1(8)
23 1 2 (14, 15)
24 1 1(8)
25 1 1 (16)

on how this was handled by children of differing ages in the paragraphs below),
followed by questions asking how they used them, were enough to allay any initial
reticence to participate.

The youngest children (aged 4-5) did not sit by themselves to be interviewed:
being interviewed in their own homes allowed them to wander around, and in
certain circumstances, answer questions by doing — giving demonstrations of
how they interacted with devices, rather than giving verbal explanations. Parents
of children in this age group often re-framed questions posed by the researcher,
not only to focus the child upon answering the question but also to use more
familiar terms (for example, “how do you use the device?” was typically modified
by parents in ways such as “how do you use Alexa?”). Parents of children in
this age group supplemented answers with additional descriptions of device use
and their experience of their children’s level of understanding of how to use the
devices. Children in this age group were able to think about and talk through how
the devices they were familiar with might work, or make clear to the researcher
that they did not know.
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Children roughly between 6-10 would participate with a parent on- or off-
screen. This provided the child with the assurance that it was safe and appropriate
to answer the questions posed by the researcher (who was, of course, a stranger to
them). In particular, children in this age group would not always give full answers
to questions, so parents would prompt fuller explanations from their children
when they recognised that this was needed. Children of this age did not seem
particularly inhibited by their parents’ presence, with at least one child quite
happily discussing talking to strangers online, much to the shock of their parents,
despite sitting right next to them. Children were able to think about how devices
might work, apply concepts they had started to learn at school, and had some
idea of risks that might come from the Internet, if not home IoT devices.

Children older than 10 or 11 years were able to have a conversation with
the researcher by themselves, with little to no interaction with the parents while
interviewed. In the case of children in this age group, many commented that
they had become used to talking this way as a result of COVID-19 lockdowns
and homeschooling in particular. Older children often also listened in to their
parent(s)’ responses, which sometimes promoted broader discussions between the
parent(s) and the child(ren) about the question being asked.

The interviews were carried out by the researcher, recorded and transcribed.
The transcripts from the interviews were subjected to inductive thematic analysis
(Braun and Clarke 2006)) by the researcher and a second researcher, as broadly
described in Chapter [3.5.1] The researchers undertaking the coding performed the
first round of coding entirely independently, starting with only the transcripts and
inductively generating an initial set of codes. Once they had both finished this,
they met to review similarities and differences in the generated codes. Discussions
allowed for a consolidation and rationalisation of a joint code book — the inductive
process meant that, in a number of instances, the coders had captured similar
ideas with differently worded codes. After this discussion, both coders undertook
a second round of coding to reflect the jointly created code book. Once this
second round of coding had been performed, the codes were reviewed, and, at
this point, a similarity test was performed using Cohen’s kappa, giving a value
of 0.63, indicating a substantial level of agreement. The agreed-upon codes, with
description of primary sub-codes, can be found in Appendix [C]

After the coding had been completed, the two coders initially independently
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reflected on the ways in which the codes could be classified into different themes,
based on the overall idea or certain comments captured within a code. These
tentative themes were then discussed by both coders together, as a way of deter-
mining areas of overlap and disagreement. These discussions, held over Microsoft
Teams, allowed the researchers to screen share MaxQDA to help further discus-
sions about the content captured in specific codes and individual quotes them-
selves. After these discussions, the researchers agreed on the themes discussed

below.

4.3 Findings

4.3.1 Surveys
Survey 1

The participants reported having 2,326 devices in total: The top ten devices
owned in general are reported in Table [)] There are three types of devices that
appear to be much more prevalent than others: smart TVs, smart home assistants,
and streaming devices (such as Google Chromecast devices and Amazon Fire TV
Sticks), with 1,181 of these three devices being recorded.

The participants subsequently provided detailed information on 886 of these
devices: the top 11 types of devices where the participants provided detailed

information reported in Table [7]

Summary of findings: Survey 1

Table 6: Top ten reported device types (Survey 1)

Device type Number owned Percentage of all devices
Smart TV 437 18.57%
Smart speaker + home assistant 414 17.55%
Device connecting smartphone to TV (e.g., Chromecast) 330 14.02%
Smart meter 134 5.69%
Smart printer 130 5.52%
Connected children’s toy 107 4.55%
Smart lighting 96 4.08%
Connected smoke detector 89 3.78%
Connected thermostat 84 3.57%
Connected doorbell 82 3.48%

This paragraph gives a high-level overview of Survey 1 findings presented be-

low. Devices that are usually more expensive or integral to the household (e.g.,

90



Table 7: Top eleven devices: detailed participant response (Survey 1)

. Number in depth §

Device type questions answered about Percentage
Smart TV 346 39.05%
Smart speaker 4+ home assistant 207 23.36%
Device to connect smartphone to TV (e.g., Chromecast, Fire Stick) 106 11.96%
Connected doorbell 39 4.40%
Connected children’s toy 33 3.72%
Smart meter 29 3.27%
Connected thermostat 18 2.03%
Smart printer 18 2.03%
Smart camera 16 1.81%
Connected smoke detector 13 1.47%
Smart lighting 13 1.47%

Smart TVs, refrigerators) were reported to be less new than other devices. The
participants bought devices primarily after reading online customer reviews; De-
spite over half responding that they received detailed instructions, the majority
of participants were unable to provide significant details about cyber security re-
quirements, either at set-up or throughout the life of the device. The participants’
primary concern about the device breaking was about the cost of replacement, not
the implications for data security.

In general, the participants reported not helping the children in the household
with the device or having concerns about children using the devices. This was
especially the case for older participants or where there were older children in the
family.

The participants overwhelmingly reported getting information on cyber secu-
rity online; most of the participants were unaware of having been the victim of a
data breach or cyber crime or if the manufacturers of any of the devices in their
home had ever reported a breach. Reported learning at school and that discussed
at home focused more upon online safety than cyber security steps: despite men
being more likely to say they managed devices in the home, they were less likely to
show knowledge of the children’s school curriculum. Older participants appeared
to be more likely to discuss cyber security strategies (rather than online safety)
with their children.

Overall, these findings seem to back up the assumption that survey participants
are at the precontemplation stage of TTM when it comes to the cyber security
of home 0T devices (for a reminder of the cycle, see Figure[3| Some participants
showed some awareness of more generic cyber security measures (such as the need
for strong passwords on Internet-based accounts), but, of course, there was no

way to determine how well these measures were implemented.
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Quantitative Analysis

As a result of the largely categorical nature of the variables in the survey, in
addition to descriptive statistics, the results were analysed using chi-squared in-
dependence tests (as described in Chapter to determine any associations
between three of the main demographic variables and different survey variables.
The demographic variables considered were: the age of the participants (based on
the age ranges of 30 and below, 31-40, 41-50, 51 and above) and the age of the
oldest child (based on the age ranges of 0-5, 6-10, 11-15, 16-18) and the gender of
the participant responding to the survey (male, female).

For the purposes of the chi-squared tests of independence, one record, of the
one participant that answered “prefer not to say” in relation to their gender, was
excluded as an outlier so as not to unduly influence the results. The sample
size (N) used for calculation is different depending upon whether the question
responded to was about a specific device, or about the participant and their family
in general. For questions relating to the device, the sample size is the responses
provided (N = 884); for questions relating to the participant and their family, the
sample size is the number of participants (N = 552). The a value used throughout
is < 0.05.

The following hypotheses were used:

The null hypothesis: There is no correlation between the particular demo-
graphic groups and how parents behave in relation to their discussions and actions
around cyber security, in relation to their children and their use of IoT devices,
represented through the variables of the survey question.

The alternative hypothesis: There is a correlation between the specific
demographic variables and the compared survey variables when considering the
discussions and actions around cyber security, between parents and children in
relation to their use of IoT devices.

Those results that were statistically significant and where, therefore, we could

reject the null hypothesis are detailed below.

Responses about devices

Age of devices Although there was a relatively even spread in the age of devices
(0-6m: 18.40%, 6-12m: 24.94%, 1-2 years: 27.43%, 2+ years: 29.23%), it was
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notable that 139 of the Smart TVs (40.17% of the 346 smart T'Vs considered in the
detailed questions) were recorded as being over 2 years old. Although with much
smaller reported numbers, 100% of connected refrigerators/freezers (3 reported)
and 55.56% of connected washing machines and tumble dryers were bought two
years ago or earlier (5 of 9 reported). These larger devices, which cost more and
are considered to be a standard fixture of a family home, are not only less new
than many of the other devices in the survey, but were reported to be bought in
spite of the smart/connected features frequently. Two of the three refrigerators
/ freezers were not purchased for smart features, along with 4 connected washing
machines / tumble dryers and 66 (19.08%) of the smart T'Vs.

How devices were researched prior to purchase The respondents gave
some insight into how they found reviews for the devices they were answering
for. Participants either did not, or did not remember, researching 226 (25.51%) of
the devices. Across the remaining devices, 572 (64. 56%) devices were purchased
after reading “customer reviews on the Internet”; this option far outweighed more
typically trustworthy means of establishing reviews, with only 116 devices (54 of
which were smart T'Vs) bought after the participant read a review from a consumer
protection body such as Which?, the UK consumer protection bodyf Much more
important seems to have been the cost of devices relative to alternative products
(this being a consideration for 316 of the devices), as well as what the device
looked like (a consideration for 226 of the devices), and whether the device was

compatible with other devices in the home already (200 devices).

Who managed the devices? Devices reported on in the survey were typically
managed by one individual, whether adult or child (633 devices; 71.44%). The
decision for one person to manage these devices was reported as being intentional
in 59.87% of the cases (for 379 of those 633 devices). There was a relatively equal
split between whether people intentionally decided how their device would be
managed, with participants confirming that there was no active decision-making
process for management (or that they could not remember that this decision was
made) for 428 of the devices (49.42%). Despite this, there were only 6 reported

devices where the status quo had caused issues, ranging from disagreement over

‘https://www.which.co.uk/
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device use, to forgetting passwords (0.68%). There was a statistically significant
relationship between sex and the reported management of the deviceﬂ (x*(4,N =
884) = 57.21, p < .001), with data showing that men were more likely to say they
had sole ownership of the device management (62. 8% for men versus 39. 3% for

women).

Security at the point of device setup The survey asked participants if they
had received “detailed instructions” about how to set up their device. They
responded that 536 of the 886 devices (60.50%) did have, with physically printed
instructions included with 365 of the devices; 151 devices had prompts to visit
a website, the remainder had a combination of both options. In one case, the
instructions were also given by the retailer. The phrase “detailed instructions”
was left deliberately vague for participants to interpret as they found appropriate.
The survey showed that across all participants, an overwhelming majority of users
did not know when their devices were supported until — this was not known for
843 (95.15%). Having “detailed instructions” made little difference to this figure:
of the 536 with such instructions, participants reported not knowing the supported
life of 505 (94.22%) of them.

Most of the users did not remember the setup that involved a password change:
495 devices (55.87%) did not require a password change, and the respondents did
not remember for 196 of them (22.12%). Other activities that are related to the
security and privacy of the device are also poorly understood by users: respondents
did not know how to delete personal data from 685 devices (77.31%). There was
a statistically significant relationship between gender and whether the participant
knew how to delete personal data from the device or not (x?(1, N = 884) = 7.97,
p < .005); men were more likely to report understanding how to delete data from
the device (29.6% for men; 20.4% of women). When asked to give their concerns
should the device break tomorrow, participants were overwhelmingly concerned
about replacing the device (67.16% of all devices), not over whether the data
they had provided would become inaccessible to them (12. 87% of all devices) or
subsequently deletable (0.23%, just 2, of all devices).

SWith the options for management of the device being managed by: “me” (the participant),
“another adult”, “a child”, “no one person in the household” or “a landlord”.
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Family Use

The respondents were asked about the type of help they provided their children
to use for each device about which they answered the questions. For 687 of the
devices (77. 54%), the respondents suggested that they did not feel the need to
help their children. When they did give help, parents reported explaining how to
interact with the device the most (93 devices, 10.50%); in the case of 83 devices
(9.37%), respondents suggested that they managed their children’s usage to avoid
physical damage, or damage to the service the device provided. Respondents felt
that they had no concerns about their children using the devices for 572 (64.56%)
of those devices surveyed, and indeed, children were reported as using 682 of the

devices (76.98%) by themselves, with very few reported issues.

Older participants provide less help and have fewer concerns The age
of participants was shown to be statistically significant in terms of both helping
children with devicesﬁ (x*(12, N = 884) = 67.18, p < .001), and being concerned
that children in the home may damage the devicd] (x?(6, N = 884) = 31.21,
p < .001). In particular, the amount of help given to children seems to decrease
as the age of the parent increases, and the same is true of the concern around
breaking the device. For further details, see Table [§]

Table 8: Age ranges of adult participants and interactions with their child(ren)
(percentage based on all responses to the question by age range) (Survey 1)

\ Children learn about cyber I talk to children about cyber
Age range Children do not I am not concerned about h

of participant get help with devices Percentage children breaking the device Percentage wr'ur.uy topics vlhm could be  Percentage sm:uu.t y topics that could be  Percentage
> > applied to devices at school applied to devices at home
30 and under 28 52.8% 26 49.1% 5 20.8% 14 58.3%
31-40 264 75.0% 199 58.5% 68 30.2% 125 55.6%
41-50 302 79.3% 256 67.2% 113 47.1% 165 68.8%

51 and over 92 92.0% 82 82.0% 42 65.6% 49 76.6%

The presence of older children makes for less help or concern for all
children Similarly, the age of the oldest child in the family seems to make a
difference to how the participant reported the help they provided or concerns

they had for all of their children. When chi-square tests of association were

6With the options for “who helps the children in the home” being “all/most of the adults in
the home”, “another adult in the home”, “no one in the home”, “just me in the home”, or “I
don’t know” (where ‘me’ and ‘I’ refer to the participant).

"With the options being “I have concerns”, “I do not have concerns”, or “the children do not
use this device”.
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applied to the eldest child a participant reported as having, there were statistically
significant outcomes as to the generally reported levels of help given to children
(x*(12, N = 884) = 65.37, p < .001), and concerns about breaking or damaging
devices (x%(6, N = 884) = 36.36, p < .010), as well as whether the participant
believed their children were competent with the device or not (x*(3, N = 884) =
16.77, p < .001). Survey participants with children in the oldest age range (16-17)
were less likely, based upon the responses in the survey, to report giving help to
any children in the family, or having any concerns about the children damaging
the device. Interestingly, only when the oldest child was 5 or under was there
a clear difference in the likelihood that the participants considered the children

competent with the device. See Table [J] for more details.

Table 9: Age of oldest child and perceived ability (percentage based on all re-
sponses to the question by age range of oldest child) (Survey 1)

) o Not concerned _ No help given _ Is competent with )
Age of oldest child about breaking device Percentage with device Percentage the device Percentage
Between 0-5 19 36.5% 22 55.8% 28 53.8%
5-10 157 56.7% 183 66.1% 217 78.3%
11-15 251 66.8% 313 83.2% 297 79.0%
16-17 136 75.1% 161 89.0% 140 77.3%

Cyber Security in the Home

Where do users get support? There was a wide spread of answers to the
multiple response question “Who or where do you turn to for support with digital
technology use”. 406 respondents (73.29% of the total number of respondents) said
that they would turn to the Internet for support, with 217 respondents (39.17%)
saying that they would also turn to other adults within the household. 64 re-
spondents (11.55%) suggested that they needed no support, with similar numbers
turning to friends (73, 13.18%), family outside the household (65, 11.73%) or chil-
dren within the home (72, 13.00%). Very few respondents said that they made
use of paid support (6, 1.08%).

Cyber crime and its effects The vast majority of participants had not, or
did not believe that they had been, the victim of a cyber crime at any point (457,
82.50%). Of those that responded that they had, 26 reported having suffered a
financial loss as a result. 65% said they had not, with 6 saying that they were not
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sure. 503 respondents (90.79%) said that they were unaware of manufacturers of

devices that they owned ever having reported a security breach.

How is cyber security discussed at school and home? The survey also
looked at the parents’ understanding of what children learned at school about cy-
ber security and Internet safety. The most common themes were “cyber bullying”
(411, 74.19%), “stranger danger” (396 respondents, 71.48%) and “harmful online
content” (390, 70.40%). More traditional cyber security themes were much less
frequently recorded, e.g., “use of strong unique passwords” by 194 (35.02%) and
“malware” by 107 respondents (19.31%). 87 respondents (15.70%) said that they
were unaware of what their children had learned at school. There was a statis-
tical significance between the age of the participant and the knowledge of those
types of themes associated with home IoT device usd (x*(6, N = 552) = 35.99,
p < .001) (see Table , and also the gender of participant and the knowledge of
these themes (x%(2, N = 552) = 12.27, p < .002). The data shows that the older
a parent is, the more likely they would be to report such themes; women (44.6%)
were more likely than men (31.7%) to do so, too.

Finally, the survey reviewed discussions held at home by families about cyber
security, and the Internet. 481 respondents (86.82%) reported having discussed
the importance of not talking to strangers online. Other topics were far less uni-
formly discussed. 245 (44.22%) had discussed “what data might identify or reveal
about you”, and 212 (38.27%) had discussed the use of strong and unique pass-
words. 27.98% of respondents (155) had had discussions about how to minimize
the risks of becoming a victim of malware. There was a statistical significance
between the age of participant and the likelihood to discuss topics such as pass-
words and malware, instead of topics more closely linked to safeguarding, such as
stranger dangei] (x*(6, N = 552) = 17.73, p < .007). The older the age range of a
participant is, the more likely they would be to report discussing those topics more

closely aligned to cyber security aligned to home IoT device use — see Table [§]

8With the participant responses being gathered into topics that were home IoT device related
(strong password use, data management practices, malware, cyber crime, personally identifiable
data), those that are not home IoT device related (stranger danger, harmful online content,
cyber bullying) and “I don’t know”.

9 As with the school test described in the previous paragraph, the participant responses being
gathered into topics that were home IoT device related, those that are not home IoT device
related and “I don’t know”.
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Table 10: Top ten reported device types (Survey 2)

Device Type Number owned Percentage of all devices
Smart TV 711 16.16%
Streaming device 591 13.43%
Smart home assistant 494 11.22%
Smart meter 296 6.73%
Connected thermostat 239 5.43%
Smart lighting 206 4.68%
Connected smoke detector 200 4.54%
Connected doorbell 193 4.39%
Smart plugs 169 3.84%
Connected washing machine/tumble dryer 168 3.82%

Survey 2

The questions that overlapped with Survey 1, relating to device use and manage-
ment of devices in the home, were corroborated by Survey 2, so will be briefly
discussed here. 4401 devices were reported upon in this survey. 99.9% of partic-
ipants reported adults managing the technology in the home. Only one child, a
15-year-old, was reported as managing devices.

It must be borne in mind that Survey 2 had different inclusion criteria to Sur-
vey 1, requiring ownership of at least one of a smart TV, smart home assistant
or streaming device. As such, the numbers relating to ownership of these devices
are much higher than Survey 1, and cannot be directly compared because of the
inclusion criteria, but it is interesting to note in general that the top three de-
vices reported as being owned remained smart TV — 711 (17.19% of all devices),
second streaming devices — 591 (13.43% of all devices) and third smart home
assistants — 494 (11.22% of all devices), of a total of 4401 devices reported. That
said, there were more devices where more than 20% of all participants recorded
ownership, more than in 2020. 296 (37.42% of participants, 6.73% of all devices)
of participants reported owning a smart meterﬂ 239 (30.21% of all participants)
a connected thermostat; 206 (26.04%) smart lighting, 200 (25.28%) a connected
smoke alarm; 193 (24.40%) a connected doorbell, smart plugs (21.37%) and con-
nected washing machine/tumble dryers (21.24%). For the top ten reported device
types in Survey 2, see Table

When asked about how often participants accessed the Internet through their

smart TVs, smart home assistants or streaming devices, 65.5% of respondents said

10Tt is worth recognising that smart meters are both free for install and encouraged by energy
companies in the UK, which possibly explains the large adoption figures here
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they accessed it daily through their smart TV, 56.5% daily through their smart
home assistant and 39.6% accessing the Internet daily through streaming devices.

Participants were asked to rank certain factors associated with cyber security
relative to each other. The responses are detailed in Table[I1], showing the ranking
based upon the median ranking of each option, along with the ranking based upon
the number of votes each option received. The intention behind these questions
was to understand whether there were any stand-out concerns, in terms of the
potential concerns about the loss of particular types of personal data collected
(see Table , the type of risks posed to devices from people (see Table ,
and the most worrying harm if the device was somehow misused (see Table .
In each case, the participants were given the opportunity to add an additional
option, if they felt it had not been covered.

Across all the questions, there were specific options that were standout con-
cerns for participants. People were extremely concerned about the loss of financial
data and subsequent financial fraud, with all other types of data or other loss be-
ing far less concerning. Thoughts about other (known) people accessing data were
less strong — participants were the most worried about malicious hackers.

The final question in Survey 2 asked participants to detail out the cyber secu-
rity measures that they regularly used. The most popular cyber security measure
used was changing default passwords to strong, secure passwords (61.19%), fol-
lowed by updating software (60.05%). Twelve of the nineteen options had over
20% of participants agreeing that they did it, with 59 (7.46%) saying that they
did not know and 2 (0.25%) saying that they did nothing. The results are shown
in Table 12

4.3.2 Interviews
Summary of findings

This paragraph gives a high-level overview of the interview findings presented
below. Both parents and children talked about threats and risks in the language of
online safety — stranger danger, cyber bullying and so on — and scams, without
association to the home IoT devices that they were discussing. The ability of
children to spend money through home IoT devices was recognised by both parents

and children but was often not acted upon until the children had spent money
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Table 11: Ranking of participant concerns (Survey 2)

(a) Lost personal data

Potential Lost Median value Rating based on number
Personal Data Type  (out of 10) of votes received

w

Account log in
Biometric data
Contact info
Demographic info
Financial info
Network info
Passwords
Personal info
Usage info
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(b) People accessing device

Potential people Median value Rating based on number
concerned about (out of 10) of votes received

Adults

Children

Government

Internet service provider (ISP)
Malicious external
Manufacturers

Myself

Other family

Other guests

Tradespeople
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(c) Harms from data loss

Most concerning harm Median  Rating based on number
of data loss (out of 13) of votes received

Your company/school/organisation
financial loss

Financial fraud

Inability to perform core tasks
Inability to solve the problem
Inability to use devices
Inability to use home network
setup as intended

Loss of access to services
Other financial loss

Personal data leak

Personal data loss

Physical harm to device
Physical harm to others
Physical harm to people
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Table 12: Reported cyber security measures (Survey 2)

Number of participants

Cyber security measure who reported doing this Percentage

Change default passwords to strong, unique passwords 484 61.19%
Regularly update software 475 60.05%
Use antivirus software 378 47.79%
Performing factory reset when getting rid of your device 371 46.90%
Use two-factor authentication 331 41.85%
Discuss appropriate device use with other home users 313 39.57%
Back up important data 303 38.31%
Regularly delete usage history 275 34.77%
'Save/.ls‘tore paS'SWOTdS (in device, in password manager, 291 97.94%
in offline/physical notebook)

Limit privileges or change default permissions 212 26.80%
Not using unsupported devices 204 25.79%
Limit sensitive data stored in the cloud 189 23.89%
Limit sensitive data stored in the device/supporting apps 151 19.09%
Put a cover over cameras attached to devices 146 18.46%
Use a virtual private network (VPN) 119 15.04%
T don’t know 59 7.46%
Disable UPnP and port forwarding on your router 30 3.79%
Using a guest network 21 2.65%
Nothing 2 0.25%

without permission. Other types of financial fraud were not taken particularly
seriously by parents (and were not considered at all by children) as the mechanisms
for reimbursement through UK financial institutions were considered to be robust.
Data loss from IoT devices was not raised as a concern.

Much as with their description of risks and threats, families described dis-
cussing online safety issues, when asked about how cyber security was discussed at
home. Evidence of robust cyber security knowledge was relatively limited among
adults and children, and the application of that knowledge was even poorer. Much
stronger concerns arose, from both parents and children, about other aspects of
home IoT device use — not security or privacy, but the costs of the devices, the in-
teroperability capabilities of the devices, and the necessity of careful use to extend
out their useful life.

Again, these findings also confirm the assumption that interview participants
are at the precontemplation stage of TTM when it comes to the cyber security
of home IoT devices (for a reminder of the cycle, see Figure . It is clear from
the interviews that awareness — as evidenced by discussion between parents and
families — and even action was being taken in relation to online safety, with the
tricky downside that online safety was more or less completely understood to be
a core part of cyber security, which only makes the steps needed to get to positive

action around home IoT devices harder to achieve.
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What do families consider the threats and risks of home IoT device use
to be?

Stranger danger, scams: the same threats as posed by using the Internet
directly All interviewed families did not differentiate between the threats and
risks that home IoT devices pose, compared to other digital technologies that allow
you to browse the Internet, and connect to social media in particular. Participants,
too, presented no understanding of specific threats based upon their personal
situation, but rather focused on generic threats with no clearly defined adversary.

The most talked about threat was that of “stranger danger” and that of in-
appropriate online contact with strangers. This is less applicable to home IoT
devices, which participants recognised (“Well, you can’t chat to anyone on the
[Amazon Fire TV] stick.” (C5, aged 10)). The second most commonly considered
threat was that of financial loss, through falling victim to scams, e.g., “... giving
your password, your bank password, to someone, and they then transfer all your
money out. That kind of thing, I suppose. I can’t think what else they could do
that would bother me that much, or as much as that” (AF2). This was a risk
that parents felt strongly, and children were much less cognisant of, with sugges-
tion that this was because they were not individually capable of managing their
own finances. Interestingly, children who had seen attempted scams were likely
to recognise them as such precisely because they targeted accounts they were not
old enough to have (“...I"ve got, like, 10 [text messages] this week [telling me that]
my PayPal account has been hacked...but I don’t even have an account.” (C13,
aged 12)).

Some parents felt that they could rely upon being reimbursed, should financial
fraud occur, which minimized the harm (¢
hacked. And they spent a lot of money. I got it all back. It was fine.” (AM9));

this was from an expectation that any form of fraud would be reversed, or at least

my PlayStation 4 account was

properly investigated, by traditional financial services firms, such as banks and
credit card companies (“ ... [if/ someone’s in your bank account, you’d call your
bank, and they’d resolve it” (AMT)). A couple of adult participants had experience

of fraud through less traditional financial services firms, such as PayPalE-] “I Just

"PayPal explicitly explains that, because of its choice of location and registration for UK
business, “The nature and extent of consumer protections may differ from those for firms based
in the UK.” (PayPal (Europe) S.a r.l. et Cie, S.C.A.||2021)
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noticed all this abnormal spending activity. PayPal weren’t particularly interested,

I have to say.” (AF8). The participant here was not reimbursed.

Unauthorised spending on devices is not as concerning as fraud Unau-
thorised spending on devices did not appear to be considered “financial fraud” for
our adult participants, despite being a much more possible threat of home IoT
devices. Perhaps as a result of being interviewed during periods of COVID-19
lockdowns, limiting the number of people that could enter the home, any unau-
thorised spending was considered almost exclusively in terms of children in the
home, and as such was considered to be a restriction that parents should manage,
even if they were unaware of the ability to do so: “Oh yes, ... you ended up spend-
g £5 on some terrible game, because we hadn’t yet realized we’d not blocked it
..." (AF6). The prevailing feeling, even among the children who discussed it, was
that children might be expected to spend money accidentally when using devices,
without realising what they were doing (“I’ve got a password for my profile...so
I don’t spend money by accident.” C22, aged 8). Those with family accounts on
shared devices described instances of receiving an email about online purchases
made by the child’s account, and having to have a discussion with the child after
the event. Only in one instance did a parent give an example of making the child
repay the cost of the downloaded goods — a significant sum was spent on video
games, by chance in the run-up to the child’s birthday, making paying the parent
back with money received as gifts a straightforward event. Had it been any other

time of the year, the child would not have had the money to repay the parent.

Data loss is not an active concern Participants did not exhibit particular
concerns about the loss or theft or data of themselves or on behalf of their family
from any devices (home IoT or otherwise), or even the ongoing use of personal
data by devices and their manufacturers. Some adult participants were sanguine
about data loss, e.g., by saying “we all just live now assuming that our data has
been stolen and [we are] waiting for something bad to happen” (AM23). Children,
too, exhibited signs that they were aware of the risks of making their personal data
available to others, whether through accident or design. In answer to the question
“what is the biggest risk of using home IoT devices?”, some children responded as

follows: “Your information being shared and people knowing what you do on the
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Internet...because you could get hacked or something” (C10, aged 13); “I think,
Just accidentally giving my information” (C12, aged 13), “Accidentally sharing
information that is going to come back to you and put you at risk” (C23, aged
15). Children interviewed under the age of 13 did not talk about data loss as a
risk.

Two families with more hands-off devices, such as robot vacuum cleaners,
smoke alarms or thermostats, seemed genuinely puzzled by the notion that they
would discuss these devices with their children, or that there would be security im-
plications. In both cases, the children were typically reported as being interested
and disruptive with the devices for a period, then ignoring them. Upon pressing,
one parent explained their thought process about the smart thermostat: “I would
teach them to use it in the same way I would teach them to use anything else ...
as [child] gets older, I would like him to load the dishwasher ...” (AF9). When
the time came, they would be showing their children only how to use the manual
overrides for the smart devices in the home, not expecting them to use apps, or
have any more significant control over the management of the data. When asked
about data collection from smart home devices, this family felt comfortable with
their expected data use by the manufacturers: “I know they collect all the infor-
mation. I know they try and use it to make money.” (AM9). Another participant,
heavily bought into the Amazon ecosystem of home IoT devices, expressed frus-
tration that the most effective way to limit data collection, or to opt out of data
use for improvement, was to activate a setting that might see them not receive
future features: “I changed some settings in the app that stopped them because
they can listen to your recordings... And you can turn off the ability for them to
listen to it. It’s like a weird setting because it comes up with an option that says
you might not get any of the new features if you turn this off, and I'm like, ‘I like
new features!”” (AM16).

Linking “hackers” to the Internet, not home IoT device use Some chil-
dren considered “hacking” to be the biggest risk, but could not necessarily explain
what hacking meant, who might hack or what “being hacked” might look like in
anything more than vague terms, e.g., “they can change your password, so you
cannot log into anything” (C24, aged 8) or “to me hacking means all data is stolen

then it is sold” (C18, aged 10). Children also framed this data capture in terms

104



of smartphone or social media use (“... phones have, like, tracking information,
so they know where you are” (C13, aged 12)), rather than home IoT device use.
Several parents were unsure whether younger children recognised that home IoT
devices connected to the Internet in similar ways to computers or smartphones
(“They don’t understand that Aleza is connected to the Internet.” (AF20)). When
asked, most children were confused by the question of how a home IoT device
might work: “[Alexa/ is a program. So people put in questions and answers. So
yeah, it’s like Google.” (C10, aged 12); “It’s a good question. I don’t know. It’s
magic!” (C23, aged 15). Children seem to have a level of knowledge about data
collected when using the Internet directly, but are at risk of not making the link

between personal data collection, potential misuse and home IoT devices.

Threats to the home No adult participants raised potential threats to the
home from home IoT devices, whether in terms of facilitating burglary or other
physical damage. Conversely, two sets of parents explained how their connected
home surveillance systems had enabled assistance in arresting a burglar in their
neighbourhood (“We were able to send pictures to the police.” (AF2)), and in
feeling more secure after past events around the house (“I think just having it
there prevents things.” (AF19)). Children seemed to be more aware of physical
damage that might arise from devices, and considered these risks more urgently
than risks to personal data in two cases: “There are a lot of things plugged in
down there — they could set fire!” (C19, aged 12); “I think the most dangerous
thing is getting water inside it...that’s the only thing that’s dangerous about it.”

(C5, aged 10). These concerns were not shared by their parents.

Cyber security knowledge gathering, sharing and adherence within the

family

Discussion as a family... The most common way that interviewed families
reported themselves managing any type of cyber security was through discussing
it as a family. Should a child want to use a new app or device, many families
expressed a process of discussing guidelines — length of use at a time, who and
how they could communicate with people, what they could download, for example.
Despite bringing the topic up when asked about cyber security, families recalled

talking more spontaneously about online safety issues that they saw arising from
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the Internet (posting inappropriate content, not talking to strangers) than more
strictly cyber security issues. Whether explicitly understood by the parents or not,
the importance of a trusting relationship for this type of discussion was clear: “..

we talk to them a lot, and tell them to tell us in any situation” (AFT). Children
often referred to asking or learning from parents when they were unsure (“I just

call Mum and Dad” (C7, aged 7), “I [watch] my parents do it” (C11, aged 14)).

...but not about home IoT device security There were no reported in-
stances of interviewed families discussing home IoT device security together. Some
parents suggested that they might use items in the news as a means of having
conversations about specific security topics with their children, although, when
asked about what news stories they had seen recently that made them consider
their own home IoT setup, no one interviewed pointed to a specific story about a
home IoT device being compromised. Neither parents nor children could explain,
when asked, in much detail, as to how the devices they used worked: “I don’t
actually know — no one has ever asked me that question before.” (C17, aged
8). Yet parents seemed to assume that at some point there would need to be a
discussion, without taking steps to understand the technology further. As AF5
explained: “What I'm guilty of is I don’t really think about it in any depth. You
know, and probably because my children are still fairly young that you don’t sort
of think any further than what you need to [do right now].”

Some parents with a larger age gap between children reflected how they seemed
to have missed having conversations with their older, teenage children, because
advances in digital technologies had happened relatively recently. Conversely,
their younger children seemed to have grown up with, and just “understood” core
functionalities of devices in the home instinctively, expecting devices to have touch
screens and to stream programs on demand, for example, without understanding
the technologies behind the device: “He knows what he’s doing when he’s looking
at it, but ask him what he’s done. He wouldn’t be able to tell you.” (AM24).

Children’s awareness of cyber security All children recalled that they had

had classes at school about certain aspects of computer use. Most talked of having

annual reminders of “stranger danger” and “cyber bullying”, and using programs
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such as Scmtchff] to learn programmatic thinking and the fundamentals of cod-
ing. Only one child actively discussed being taught about malware (C23, aged
14). No children reported being taught about IoT products at all, with one child
commenting that “It would be nice to know just how different technologies worked,
not just spending all the time on computers” (C2, aged 12). Many children found
school’s approach “all common sense stuff” (C7, aged 11), and “just talkfing]
about the same thing every time” (C5, aged 10).

Most children interviewed indicated that they knew something about strong
passwords, but typically had one core password that they used (“I have my pass-
words all the same, so I remember it! But if you hack one account, you hack all
of them!” (C13, aged 12)), varying them should they need to share details with
others (“... if my friend and I may want to make an account where we all have
access, I will use a password that is not my original password.” (C5, aged 10)).
Beyond this, children exhibited little cyber security knowledge that could be con-
sidered specific to home [oT devices: one child had read an article about how to
delete their search history from their smart home assistant: “I think I probably
Just saw something about it like on social media: ‘This is how you stop your Alexa
from knowing all your secrets’.” (C23, aged 14).

Seven families had instances where a child expressed knowing more than a par-
ent about the Internet generally, or specific security features. In these instances,
children pointed out gaps in their parents’ knowledge, but gave no indication
that they would be expected to teach or help their parents further. For exam-
ple, C13 (aged 12) showed frustration that his mother “didn’t understand the safe
tick” that the antivirus software they used provided to show the safety of web-
sites. AF13 followed this by saying “you’ll have to show me!”, suggesting that
the willingness to learn may be present, but not necessarily obvious to the child.
Despite the suggestion that children may be on a par with their parents, there
was no instance where a family expected the child to have a part in the security or
management of communal devices, even if the child had an interest or exhibited

accurate knowledge about security.

Parents’ awareness of cyber security Ten of the adults considered them-

selves to be quite confident in the security of their homes. Either they thought

2https://scratch.mit.edu/
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themselves “fairly savvy on things” (AF1) or felt confident that devices come
ready prepared to avoid any kind of security breach “Well, I suppose a lot of the
devices such as the Echos...those kinds of things that kind of come pre-set up to
be defensive” (AM2). AMI16 was aware of the potential for insecure home IoT
devices to be used as a means of getting access to an entire network, but put
faith in well-known devices: “I read something about someone who put a Wi-Fi
kettle on their network, and then someone had hacked into it...and gained access
to the whole [network]... It can be a bit dodgy, but I trust the Amazon system, the
Alexas...” Participants that were confident of their abilities to secure computers
did not provide evidence of having more security measures set up for smart home
devices (for example, discussing guest networks, non-standard router settings or
additional home networking) than users who were not confident when asked. Al-
most all adult users, and some of the older children, suggested that, should they
need to find information about any aspect of security, they would search online,
and assess the responses based on their judgement or prior experiences: “Slight
cliché, but Google, Google, and then I look at what looks like a legitimate organi-
sation. I don’t have, like, a specific way in mind, but I think I'm able to tell based
on, you know, how the website looks.” (AF9).

When adults were asked how they would like to receive information about
cyber security, answers ranged from getting it from trusted technology TV shows,
popular UK consumer champions, private companies, or even school. There were
some parents who thought that this might be the remit of the government, but
were unclear where it might sit (Researcher:“Which areas of the government?”
AF25: “I would say, probably [the Department for] Education...”), or if there
was even sufficient budget for the government to do it usefully (“...maybe the
government, but I don’t know how the government actually have the resources.”
(AF8)). AM3 reflected that it would be helpful if there was an “NHS (National
Health Service) for cyber security”. The UK’S NCSC, who run the national
security awareness campaign CyberAware[”’| amongst other awareness campaigns,

was not mentioned by any participants.

3https://www.ncsc.gov.uk/cyberaware/
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Parents’ cyber security application Several adult participants expressed
their inability to understand what is needed to secure the home and act accord-
ingly, relying on other adults in the home (“My husband brings stuff in the house
and I have no clue. I can’t tell you exactly what weve got...I"ve got no clue how it
works or anything about it.” (AF2)), or not thinking about it (“I’m one of those
people who probably doesn’t think about security. I just go along until the disaster
strikes and then yeah, I mean, obviously, I've got you know, passwords for our
various things, but I mean, I don’t sort of you know, think about it in that much
depth.” (AF5). Three adult participants equated being secure with having an-
tivirus software (“Once I download it, I am happy for the year.” (AF13)) — even
when not being sure that it would carry over to the home IoT devices they had:
“...[using antivirus software] was just kind of what got drummed into us when we
were younger and when we first had computers, but with all the other kind of con-
nected items, you just assume it’s...in there, I guess.” (AF6). Other participants
understood that antivirus was not the sole means of keeping their home secure,
and was not on their home [0T devices: “I have Norton on everything apart from
the TV.” (AF 17). This gap was noted as if the home IoT device did not require
any additional protection. Some participants considered free antivirus to be supe-
rior to paid-for versions (“...I found a lot of them, if you’d shop around, the free
ones are just as safe as the subscription ones. I mean, I swear on AVG Free for
most of it. I still swear with that over £60 Norton every time.” (AM24)). Given
the practice of selling the data of users of free antivirus software, this may, in fact,

open the user up to different security issues (Soni [2020)).

Where cyber security knowledge was lacking Only one interviewed adult
participant used a password manager for themselves, with another participant
writing passwords down in a notebook. Two other participants expressed aware-
ness of password management software, but dismissed them as too complex and
tricky, or incompatible with not having access to technology all the time (one
participant, unable to use their smartphone at work, was unable to access their
bank account because the details were stored in the password manager). Other
adult participants did not consider password management outside of their own

memory a necessary practice. Some were confident that they could store a range
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of passwords adequately without further assistance (“I'm fairly on the ball my-
self with it, to be honest, so I don’t ever see the need [for a password manager]”
(AM24)), many expressed some small discomfort, or guilt, at knowing that they
did not follow guidance that they knew to be important (“I have the same pass-
words pretty much. Just like, a couple of letters changed. I'm terrible, yeah I
know...” (AF21)). Those adults participants asked had not changed the pass-
word on their router (“It’s too bloody long!” (AMT); “...I just put that in the
too boring/too hard basket.” (AF1)), and retained the router given to them by
their Internet Service Provider. Children did not reference using password man-
agement software themselves, or having any discussion with their families about
how to manage passwords of home IoT devices, and the potential for misuse when
a single account is tied to a communal device.

Few interview participants, and no children, reported using multifactor au-
thentication (MFA). In the majority of cases where individuals did report using
MFA | it was only done after being the victim of a cyber crime, resulting in fraud-
ulent activity (“/the experience] made me go and turn on [MFA]” (AM9)). MFA
is, of course, less obviously used in home IoT devices directly, however equivalent
steps, such as requiring a PIN for purchases through an account linked to a home
IoT device, were typically not activated by participants. As with password man-
agement, there was no report of discussions within the family about the use and
benefits of MFA.

Most adult participants were not completely sure as to whether their devices
received automatic software updates, or whether they needed to be involved in the
process. There were no participants who were aware of how long they expected
their devices to be supported for, with some participants misunderstanding the
question (“[supported life] is probably similar to a normal energy bulb” (AF16)).
This is quite striking compared to Survey 2’s outcome, where 60.05% of partic-
ipants stated that they regularly updated software. Software updating was not
discussed between families as a necessary process. Three children mentioned the
importance of automatic software updates — but only one in relation to a device
other than their smartphone (an Amazon Fire TV Stick). Six adult participants
talked of their assumption that updates were automatically done, and took little
time to consider it: “when they get notifications they’ll do it, but it’s not a con-
scious thing.” (AF14, about the children in the house). Both adults and children
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expressed a desire to manage their device updates, either because they did not
want to have their use interfered with at the moment (“I feel like it’s an informed
choice when I do things” (AF2)) or because “I feel like it slows the phone down”
(C25, aged 16).

Other home IoT concerns: costs, interoperability A much larger concern
than security, particularly for those with a larger number of home IoT devices, was
how to expand their smart home within their budget, and keep devices functional
for as long as possible. Some participants were proud that they had been careful
with old smart home assistants that were still functioning: “...none of /my Echos]
have ever broken. Some of them I've had since right at the beginning.” (AF19).
One participant with a significant smart home set up recalled that, with individual
devices being so expensive, building up a smart home system was a slow process
involving second-hand devices and constant interoperability issues. Older devices
that this family had did not have full functionality, compared to newer devices,
suggesting being out of supported life. Another family, unaware of the security
implications, talked at length about how these interoperability issues made life a
little more frustrating and a little less smart than they would have liked (“Having
to have a bridge like that is really annoying...why does Phillips [manufacturer of
smart bulbs] need a bridge [to work with other home IoT devices| when none of
the others do?” (AF19)).

There were agreed-upon strategies to ensure that children took care of their
devices — some children recognised that a device broken by them would not be
immediately replaced (“I don’t want my [device] to break, because I won’t be getting
another one!” (C6, aged 6)), where other families employed strategies such as this:
“We make them spend their own money on stuff like that. Hopefully promote
a sense of like, you know, ‘I bought this, it’s mine, and it’s my responsibility.’
” (AFT7). Younger children in particular exhibited signs of friendship and care
towards smart home assistants (“/C4. aged 4] considers the Google Home part of
the family...they have conversations in a very friendly way.” (AM4)), or seeing

them as integral (“just part of our house” (AM16)).

111



4.4 Discussion

The survey and interviews described above aimed to provide answers to RQ1:
What is the level of awareness exhibited by interviewed and surveyed families
in the UK in relation to the cyber security of home IoT devices that they own
and use?”. When entering this piece of research, the researcher had made the as-
sumption that participants would not be further through the cycle of TTM than
precontemplation, the very first step (see Figure . Some participants’ families
showed evidence of being further around the cycle when thinking about cyber
security and online safety as it pertains to the Internet on a computer: not nec-
essarily useful or transferable to home IoT devices. Considering the placement of
participants around the TTM cycle is extremely helpful in defining the remaining
pieces of research, in terms of exploring how to understand the levels of training
and education that could be needed to build a level of awareness raising. As
a start, the participants were clear that they would primarily go online to find
information should they need it. Does the information available online provide
adequate training to support positive action? And why is there a complete lack of
awareness in relation to the way that home IoT devices might need cyber security?
Are there specific factors that might need to be considered?

In terms of the RQ, there were a number of specific findings (Research Find-
ings or “RFs”) that explain aspects of the answer and outline the next stages of

research. These are explored below.

RF 1: Families are happy to use devices, particularly smart TVs and

smart home assistants, but do not consider security

The interviews and the surveys showed that families were happy to use and in-
tegrate home IoT devices in their homes, and did not take particular steps to
inform themselves as to how to make these devices more secure. The most com-
mon devices were smart TVs, smart home assistants and streaming devices by
quite some margin in both surveys;[zf] both devices that are designed to collect
significant amounts of users, and can be used for entertainment purposes by all

members of the family, young and old. The adults and children interviewed had

1With the caveat, as mentioned earlier, that the inclusion criteria required respondents to
own at least one of these three devices.
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some level of understanding of how having home IoT devices increased the collec-
tion of personal data, and that misuse of such data by someone with malicious
intent could be bad.

The interviews and surveys indicated several reasons for the lack of knowledge
and subsequent action by participants. As indicated by Survey 1’s results, people
did not notice news stories about their devices, and may miss stories of data
leaks and other breaches, thus not taking actions when needed. The interviews
highlighted how adults and older children were resigned to data being taken and
occasionally leaked; the survey results suggest that people are often unaware of,
or immediately unaffected by, any breach. Regardless of their feelings about this,
if individuals want to use such devices, they have to accept the terms of use, which
often requires full data collection to be turned on for complete device functionality.
Furthermore, cutting corners with, or not using, cyber security measures rarely
causes directly applicable, irreversible harms, which reduces the incentive to try
to change.

Both the interview and Survey 1 participants also made it clear that the In-
ternet was the core means of security support. Rather than having a proactive
security stance, the interviews in particular painted a picture of turning to the In-
ternet for reactive guidance once something had gone wrong, rather than turning

to friends, family or even the manufacturer or professionals.

RF 2: Families do not have a clear understanding of the threats and

risks their devices may pose

The underlying concerns of parents in particular, around stranger danger and
financial fraud, suggest that they did not recognise the difference in threats and
risks posed by home IoT devices, compared to using the Internet on a home
computer. Children echoed this, speaking almost exclusively of threats posed to
them on social media, and risks typically stemming from “hackers”, external to
the family. This focus on external “hackers” was backed up in Survey 2 results,
where they were the most feared in terms of illegitimate access to the participant’s
data by quite some way.

Survey 1 showed a complex relationship between the age of the participant
and their actions in relation to their children — regardless of the child’s age:

although, the older the parent, the more likely they were to report talking to their
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children about cyber security measures that could be applied to home IoT devices,
they were much less likely to offer their children support with such devices. This
shift perhaps reflects the adoption of digital technologies over time — younger
parents, more likely to have experience of digital technologies as ubiquitous and
for interacting with others, seem to focus more on the use of the devices, with
older participants being more concerned about security, a finding echoed elsewhere
(Help Net Security| 2022)).

There is the overwhelming feeling that threats posed by home IoT devices are
too impersonal and too remote for many people to feel compelled to take interest.
It has long been considered that individuals do not find themselves interesting
enough — or not wealthy or valuable enough — to be hacked (Howe et al. 2012
and in this light, it is understandable that the families interviewed spent more time
discussing the much more manageable and realistic risks of talking to strangers
and over-sharing personal data online.

It also does not help that stories, such as the home network being hacked
through an insecure smart kettle, as mentioned by one of the interviewees, have
a faintly ridiculous edge that undercuts the severity of having a home network
compromised. Conversely, other potential threats that can arise from a malicious
party accessing the types of data that can emanate from a smart home can be
extremely distressing to consider, given the potential for harm to property and
person, and how little the user might be able to do to protect the household. The
2019 incident of an individual hacking into a Ring camera in a child’s bedroom
and pretending to be Santa, talking directly to the children (Noor|2019), is one
such upsetting example. Not only is this reported to be an attack widely possible
due to software especially designed and distributed for the purpose (Cox and Cole
2019), but Amazon, the owner of the Ring device family, has repeatedly refused
to acknowledge their responsibility for the harm and distressed caused, blaming
users’ insecure practices for facilitating the hacking (Paul|2020).

The psychological harms of an event like this need to be appropriately con-
sidered when considering threats, particularly when taking decisions for, and dis-
cussing alongside children or other dependents. |Agrafiotis et al. (2018) considered
the range of potential psychological harms that may occur to victims of a cyber

breach — ranging from embarrassment and discomfort, to shame, depression and
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guilt, over an extended time period. Within a family setting, these types of feel-
ings can be difficult to discuss, or may affect different family members in different
ways. The importance of effective cyber security measures — strong and unique
passwords, and regularly updated software in particular — is even more important
when manufacturers may cite a user’s lack of management of the security features

to avoid liability.

RF 3: There is a lack of opportunities for learning for both adults and
children

Both the survey and the interviews show the lack of appropriate education op-
portunities for both adults and children around cyber security. Children are more
easily approached in school settings, but the status quo in the curricula applicable
in the United Kingdom is not teaching appropriate security for home IoT devices
or capturing the interest of children. Those children interviewed found cyber ed-
ucation at school repetitive, learning little that they did not already know about
some topics (notably the safeguarding aspects of Internet use), and little to noth-
ing about security topics. This confirms the findings of |Pencheva, Hallett and
Rashid| (2020)), focusing on cyber security at school, found that students generally
are very tech-savvy, but treat online safety and cyber security as the same sub-
ject. The survey, furthermore, showed how important it is to ensure all children
in a family receive the same education in a school setting, as it appears to be the
case that the presence of older children in a home setting reduces the amount of
attention given by parents to ensuring careful home IoT device use and secure
cyber security measures of all the children.

Education for adults, outside of formalised education, in this space is extremely
difficult to land effectively (Bada, Sasse and Nurse| 2015), and the efficacy of
such education depends upon personal and social norms, in many respects. Our
interviews did not get as far as asking what types of message would be personally
effective for participants, given the basic lack of knowledge as to how the devices
worked on the part of the participants. However, participants did give a suggestion
of the types of organisations and groups that they would like to hear from. These
ranged from the government and related bodies, to trusted people with influence
(such as particular TV shows and consumer champions) or manufacturers. The

reliance on turning to the Internet for advice shows a lack of knowledge that
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could possibly be bolstered by these channels. Of course, this depends on how
well trusted organisations are, which is a factor that will change from country to
country, as will the societal approach to parenting, and managing personal risks.
As an example, [Kritzinger, Bada and Nurse| (2017) found that, in comparing
cyber security message approaches between the UK and South Africa, the UK’s
messaging focused upon the responsibility of the individual to protect themselves,
rather than being a communal effort. This ties in with the argument in Renaud
et al| (2018)) that cyber security in the UK is becoming “responsibilized”, with
individuals expected to manage their own risks. This is not a particularly unusual
expectation, also seen in the USA (Haney, Acar and Furman 2021)), but, as the
interviews showed, if individuals have inaccurate understandings of where they
are protected, and what the actual threats and risks are, it is extremely unlikely

that they will manage these risks effectively.

RF j: Parents promote careful use of devices, the importance of saving

money and using consumer protection frameworks — but not security

Children interviewed did not report witnessing active risk management from their
parents. Survey 1’s results showed the extent to which users did not know the
details of their devices’ security features. The interviews showed that families did
not routinely talk about cyber security strategies that home IoT devices may need
to use, such as the deploying of password management strategies, using MFA or
the importance of regular software updates. This finding seems a little at variants
with Survey 2, where participants reported relatively high levels of, in particular,
software updates (60.05%), MFA (41.85%), discussion at home (39.57%) or pass-
word management strategies (27.94%), which may indicate a number of things:for
instance, participants may have become more aware in the two years since the
interviews, or that there might be an overestimation of the participant’s use of
some strategies in theory against practice (as seen both in the interviews here, but
also in Chapter [6). Additionally, women were less likely to manage the devices in
the home, or report understanding how to use them, but take more ownership of
understanding what their children learn at school, meaning that the parent that
may be less capable or confident is the one overseeing the children’s education
in relation to applicable cyber security. This finding may need to be approached

with caution, however: other research has found that gender is not a statistically
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significant indicator when it comes to the ability to use cyber security measures
and skills (Branley-Bell et al.|[2022). What is found, however, is that men are
more likely to self-report higher levels of self-efficacy; that is to say, men report
themselves as being more confident in their abilities, but this confidence is not
necessarily proven out when tested.

Parents promoted ideas of relying upon recognised consumer protection regu-
lation, particularly in the case of fraud, but also in ignoring children who believed
electrical safety could be an issue. Adults in the UK are accustomed to a rigor-
ous consumer standards framework, with the ability to approach financial services
firms for reimbursement where there is fraud without “gross negligence” (Finan-
cial Ombudsman! [2021), and levels of assurance around electrical safetyE] The
interviews show that, for example, adults in the UK are used to being protected
by strong consumer protection measures that should cover most cases of fraud —
but crucially, not “gross negligence” when, despite being the victims of fraud, they
were deemed not to have taken the proper precautions (Brignall [2020). Although
adult interview participants were extremely concerned about financial fraud, a
finding corroborated by Survey 2, few had enabled settings to limit purchases on
applicable home IoT devices, and no family considered the ease with which sig-
nificant sums of money could be spent fraudulently, potentially without recourse.

Families also modelled behaviour about extending device life through careful
use. In a family context, this poses the problem that devices are not necessarily
as secure as people might expect, leaving them open to attack in ways that may
not be covered by consumer protection regulation, yet remain damaging to those
affected. Instead, children are taught the importance of managing the cost of
device use from their parents. Parents may look to second-hand devices to reduce
the cost of expanding their smart homes, agree with their children that they must
take care of those devices that they use, and use free security software. There is
the common practice of applications being free at point of use, typically making
the developers money through selling data collected on the users, which can be
extremely invasive when a software is designed to control an entire system, as
is the case with antivirus applications (Soni|[2020; Ekambaranathan, Zhao and

Van Kleek| 2021). However, normalising the downloading of free software may

15Such standards include the Kitemark (https://www.bsigroup.com/en-GB/kitemark/)
and the CE mark (https://www.gov.uk/guidance/ce-marking).
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increase the chance of downloading a malicious app (Vass|2020); although directly
a concern on smartphones, similar threats from careless downloading of skills (the
smart home assistant applications equivalent of apps on mobile devices) have been
shown to exist (Lentzsch et al.|[2021)).

4.5 Conclusion

The findings from the interviews and surveys present an underwhelming and com-
plex answer to RQI. Families, on the whole, do not discuss and manage cyber
security proactively, rather assuming that disaster will not occur, or that if it does,
it is the work of hackers who, most likely, would penetrate the network/device re-
gardless, and that a mixture of consumer protection and reactive information
finding will suffice when bad things happen. They certainly do not actively dis-
cuss, or have opportunities to learn about, cyber security as it pertains to home
[oT devices in the same way that they might discuss aspects of online safety,
meaning that children are learning the importance of careful device use to save
money, but not to keep them secure.

These findings are useful to consider how to tackle the second and third RQs:
“what knowledge is available online to those who wish to implement cyber secu-
rity measures for home IoT devices?” and “How can the researcher effectively
understand the awareness and motivation to consider the cyber security of home
[oT devices shown by families?”. RF' 1 shows that security is not top of mind
when a device is brought to the house, reflecting that users may not be further
than the precontemplation stage of TTM when it comes to cyber security mea-
sures for the IoT at home (Figure . This is helpful in terms of understanding
how to frame the subsequent pieces of research, and how training, education and
awareness raising must be sensitively considered: can existing methods help, and
why might they not land well? RF2 shows that users are happy to be reactive
when it comes to solving problems, specifically by searching for answers online,
the quality of which is not necessarily well understood. All four RFs point to
device use that is not fully aligned with the threats and risks that are posed.

Chapter |5 takes these two strands forward, detailing the research done to un-

derstand what is available to users when they search online, and the practical
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difficulties that families have in considering, discussing and managing cyber se-
curity within their own homes, and the implications that those who have it can

have when trying to mitigate the problems that inevitably arise.
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Chapter 5

Issues arising when managing
cyber security of home IoT

devices

5.1 Introduction

This chapter turns to RQs 2 and 3: how can the researcher effectively understand
the awareness and motivation to consider the cyber security of home IoT devices
shown by families, and what knowledge is available online to those who wish to
implement cyber security measures for home IoT devices? These questions help to
explore how it may be possible to use existing information — or not — and explore
whether there are gaps that may need to be considered to help more families move
around the TTM cycle, since the previous piece of research underlined the fact
that most families were still at the first, precontemplative stage (Figure [3). We
will look at two pieces of research carried out separately to tackle different aspects
of this question.

The first piece of research described in this chapter aims to better under-
stand the issue raised in interviews and the detailed survey in Chapter [4] that
although families were happy to adopt the use of devices, it is not likely to have
a clear picture of the threats or risks that such devices pose. This leads to reac-
tive management of issues when they arise, in particular, turning to the Internet

for solutions. This first piece of research, therefore, explores how effective this
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solution is, by performing a content analysis of the information available online
for home [oT devices, with additional emphasis on those devices that were most
commonly reported as being owned in the survey and interviews: smart TVs,
smart home assistants and streaming devices, such as Google Chromecasts and
Amazon Fire Sticks. It was decided to use this type of research method because
of the overwhelming response in Chapter [ that questions and solutions would be
“Googled”. Understanding the likely efficacy of this process is extremely impor-
tant when exploring the gaps that might exist. Exploring these gaps can help to
support the types of knowledge-building and motivation development needed to
find and maintain the use of relevant cyber security practises related to home IoT
devices.

The second piece of research uses an autoethnographic diary study to analyse
the author’s own experience. This analysis can be used as a gauge to determine not
only the reasons why families may not discuss or consider management of cyber
security a high priority, but also as a way of determining how best to approach the
subsequent work of finding solutions and proposing interventions in a population
with — as far as the surveys and interviews suggested — little interest in, or
ease of understanding, cyber security as relevant for home IoT devices. This
particular method was chosen to spend time reflecting on the knowledge gaps
and the impact for motivation as a user, rather than with the objective lens of a
researcher. Alternative avenues could have explored the security of device use with
individual families, for example, in a cognitive walk-through exercise or using a
usability study to understand how well families might be able to set up appropriate
cyber security measures for a new device. These methods may have allowed for
an objective understanding of the problems that families involved might face, but
would not allow the researcher to engage in the same level of reflexivity about
her assumptions when approaching the final piece of research with families, which
felt extremely important given the lack of awareness displayed by interviewed and
surveyed families in Chapter [

Both of these pieces of research help to explore the complexities of cyber
security specifically with a focus on home IoT devices. As discussed in Chapter [4]
cyber security is very easily considered in the general, not the specific: these two
pieces of research look at cyber security advice and experiences generally and

consider how they could then be applied specifically to home IoT devices.
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This chapter will first report the cyber security information review. It will then
move on to the autoethnographic diary study. In both cases, background litera-
ture, methods, findings and implications will be discussed, before summarising the

ways that the research addressed RQ2 and RQ)3 and the impact on approaching
RQ4.

5.2 Cyber security information review

5.2.1 Introduction

RF 1 and RF 2 show that security is not top-of-mind when a device is brought
into the house, and that users are happy to be reactive when it comes to solving
issues, specifically through searching for the answers online. The availability of
good quality, consistent and actionable information is crucial for keeping users
safe and confident in their device use.

Given the paucity of information provided with many devices at the time of
purchase, as confirmed in Chapter [4.3.1, and the likelihood of users to turn to
the Internet for guidance, this section reports upon a critical study of the type
of advice that home IoT device users might be presented with on the Internet to
inform their cyber security measures. This type of content analysis can be very
helpful in understanding not only the sorts of information that is available, but also
who publishes such information, how search terminology can shape the results,
and the level of detail provided in these sources, as discussed in Chapter [3.5.2]
The data collection and evaluation methods are based upon similar methodologies
used for security and privacy information across all digital technologies, such as
Redmiles et al.| (2020), as well as the understandability of data breach notices
(Zou et al.|2019) and privacy policies (Fabian, Ermakova and Lentz 2017, Turner
et al.|[2021)).

To get to a point of understanding the issues, we focused upon three particular
sub-RQs:

RQ2a: What information is made available about cyber security threats posed to

individuals using home IoT devices?

RQ2b: What information is given around how to mitigate those threats?
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RQ2c: What type of organisations or entities provide that information?

This research built upon the findings of prior research. Tabassum, Kosinski
and Lipford (2019)) found that some home IoT device owners applied security
knowledge learned from other contexts (such as from using computers and the
Internet) when securing their home devices, despite the differences in threats
posed and potential mitigating actions required. Even if individuals do act to
implement cyber security measures at home, they could be overwhelmed with the
number of actions that are deemed to be essential: Redmiles et al.| (2020) found
374 pieces of actionable advice in reviewing publicly available documentation,
and argued that what is needed is effective prioritisation of that advice. Prior to
purchase, users rarely look for security and privacy information, but note that it
is impossible to find if they do (Emami-Naeini et al| (2019a))). Recent research
has used similar practices in relation to posted user reviews (Oygiir, Epstein and
Chen 2020) to understand what type of information users may encounter online

on specific topics.

5.2.2 Methods

In order to understand what a home IoT device user might encounter when search-
ing for information about how to secure devices that they may have, the decision
was taken to search the Internet for cyber security guidance. This was done both
in relation to general devices, using general search terms and reviewing the results
that mentioned home IoT devices specifically, as well as for the most popular de-
vices in the UK: smart TVs (and streaming devices), and smart home assistants,
as found both in reviews such as techUK and GfK| (2022)), but also in the 2020
and 2022 surveys detailed out in Chapter [4]

The search criteria were generated in part through a word frequency analysis
of academic articles (Ignatow and Mihalcea|2017)), alongside some predetermined
search terms, based upon the area of research (for example “how to secure my
devices”). It was decided to undertake a word frequency analysis in order to
ensure that no specific terms in relation to cyber security knowledge were missed.

To perform this analysis, the term “cyber security awareness” was entered
into the Web of Science database (this database was chosen because of its broad

coverage of academic articles), and the top 50 articles (ordered by date, most
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recent first) were downloaded and entered into the qualitative research software
MaxQDA, where a word frequency analysis returned the top 100 words (of five
letters or more) within these papers. These words were then sense checked, by
searching for “cyber security + returned word” within Google and reviewing the
first two pages of results to determine whether the search term produced results
that focused on the provision of information about cyber security to users of
home IoT and other devices. For details of the papers used for the word frequency
analysis, and the top 100 returned words, see Appendix[D] During this preliminary
review, it was also determined that using the word “cybersecurity” as opposed to
“cyber security” resulted in no difference of search results; as such, it was decided
to use only “cyber security” when searching. It was felt that a general use of the
term “cyber security” would be sufficient for this search, as a widely used and
common term amongst users and manufacturers, given the focus on returning

information as the user would find it.

Table 13: Generalised search queries

Search terms

Cyber security information Cyber security charities

Cyber security awareness Internet of Things cyber security help
Cyber security knowledge Cyber security help

Cyber security education Cyber security support

Cyber security learning Smart devices cyber security help
Cyber security training How to stop being hacked

Cyber security organisations How to secure my devices

The final list of generalised search terms are found in Table Using these
general search terms, pages in the results that had references to home IoT de-
vices were captured for analysis. Search terms relating to specific devices took
the form “How to secure my smart TV /streaming device/smart home assistant”
along with “[manufacturer name| [device name] security” (e.g., “Amazon Echo
security”). Specific brands were chosen based upon lists of “top devices for 2020”
focused on UK consumers.ﬂ Having logged out of all browser accounts, cleared

user history and using a VPN connection to a different IP address in the UK, the

'https://www.techradar.com/uk/news/best-smart-speakers, https://www.techrada
r.com/uk/news/best-tv, https://www.techadvisor.co.uk/test-centre/digital-home/
best-media-streaming-box-3580569/
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search terms were entered into three search engines: Google, Bing and Duck Duck
GoJ] and non-paid search results from the first two pages of each search query were
captured, on the understanding that less than one in ten users are likely to go to
the second page of search results (Ray||2019). The pages were retrieved between
August and December 2020. For both results from the generalised search and
specific device searches, each page was then reviewed, and those that had content
referring to home IoT devices were then taken forward for analysis. In line with
the recommendations in Kim and Kuljis (2010), in order to avoid problems of
replicability arising from the ephemerality of website content, pages were printed
to PDF. The printed versions of the pages were then subjected to deductive the-
matic analysis. The following codes were used, to collect information on including
who produced the information and when, the type of devices considered, and the
threats and advice given (in line with the methodology used in Blythe, Johnson
and Manning| (2020)) and Turner et al| (2021))):

e The institution and industry of the producer
e The date of publication (where noted)
e The country of the producer

e The intended audience of the site (those that were discovered to have a

professional or industry focus alone were removed from the list)
e Whether the producer was selling a product (including product sponsorship)
e The digital technologies mentioned
e The threats (and specificity of the threats) mentioned
e The cyber security advice (and the specificity of the advice) given

e Any links or references to other organisations

2These account for nearly 97% of all UK search engine traffic as of July 2020 (Johnson!2020)).
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5.2.3 Findings
Sources of information

The prominence of news and opinion outlets was clear in the results. 125 sources
(53.41%) of the 234 organisations with web pages considered in the review were
either recognised news organisations (such as The Guardian, Wired, CNet) or
websites offering news and opinion pieces of varying levels of speciality and ex-
pertise, ranging from personal blogs to user-facing technology sites (such as PC
Mag, ZD Net). The search also returned a volunteer-run cyber security helplineﬂ
offering help across a wide range of cyber security issues. We also found that the
favourable rankings of more traditional news sites acted to suppress sources of
advice and information about device security in favour of prior security and data
breaches: notably, a 2014 breach relating to Philips’ smart TV range still domi-
nated the first two pages of results, even in Google’s Featured Snippets/[] despite
the age of the story. Although the majority of individual web pages returned were
dated 2019 and 2020 (228 web pages, 53.40%, of 427 total web pages), 91 were
undated, and 2 websites (from a retailer, and an antivirus provider) had content
dating from 2011 (from the date given in the body of the article).

Only nine information sources of the 234 organisations were affiliated with
global governmental departments; there were three consumer protection bodies
(such as Which?E] and Consumer Reportsﬂ) and five additional not-for-profit or
charitable bodies. Conversely, bodies that may have been trying to sell a service
related to security were much more common: there were nine antivirus providers
(such as Malwarebytes and Kaspersky), and firms offering cyber security services
(such as BullGuard, Digital Guardian and Cytelligence) accounted for 21 pages.
There were 13 forum sites, both third-party (Reddit, Stack Exchange) and manu-

facturer community pages. There were no sites from ISPs returned in the results.

Reported threats

Examples discussed in the text are detailed out in Table [15]

3https://www.thecyberhelpline.com

4For more on Google’s Featured Snippets, see https://support.google.com/websearch/a
nswer/9351707.

“https://www.which.co.uk/

Shttps://www.consumerreports.org/
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Type of threat Count Type of advice Count

Unauthorised access 144 Strong password management 149

Malware 22 Limit data access 145

Data theft 13 Better home network security 143

Botnet 9 Turn off features/devices 117

Ransomware 8 Update software 113
(a) Top five: threat types (b) Top five: advice types

Table 14: Threat and advice types

Discussions about cyber security typically arise from the need to secure some-
thing from a specific and meaningful threat. In the review, 57 individual types
of threats were raised; for the top five, see Table The full lists of all advice
types, threats and organisations found can be seen in Appendix [E] 144 websites
referred to some form of unauthorised access to devices, most typically “hacking”,
without further explanation (Table , #1). 39 web pages focused on either how
to manage after you have been hacked or avoiding being hacked, typically pre-
senting reactive advice rather than explaining why it may be necessary to take
proactive measures ahead of an event (Table , #2). Malware and ransomware
were mentioned a total of 30 times, with theft of personal data being mentioned
13 times. Botnets were referenced nine times. It is noticeable how many types
of threat were referenced only once or twice throughout the review. 26 types of
threat came up only once (examples ranging from domestic abuse, to ghostware
and hacktivism). Lack of personal knowledge was framed as a threat (rather than
a potential vulnerability) in five instances (Table [L5] #3). In some cases, the pub-
lication of specific academic or industry reports were reflected in the reporting of
several news sources (Table #4). In these cases, the threats reported upon
are typically accompanied by the researchers’ views on how to mitigate the risk,
albeit at a high level, often without accompanying links to manufacturer guidance

for specific devices.
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Table 15: Examples of advice given (as referenced throughout text)

Reference Source/date Issue raised Link (all last accessed 31 March 2021)
ToT for All (2020) Generic threat explanation: “...they leave us vulnerable to cyber crime... . . . X
1 (IoT blog) [IoT devices] are top targets for hackers.” https://wuw.iotforall.com/iot-cyber-security-2
2 Lifewire (2019) Reactive security guidance — things to do after you have been “hacked”: “no matter https://www.lifewire.com/securing-your-home:
(consumer technology blog) how you were hacked, you're feeling vulnerable.” -network-and-pc-after-a-hack-2487231
3 ToT Wiki (20 19) Lack of knowledge a threat: “many individual users...still lack information about the risk” ’ httpsf/ /m tcrnc'totthmgswﬂfl.comﬁ/ biggest-
(IoT enthusiast blog) security-issues-iot-devices-face /1344 /
. . https: he: h.c 2019/12/01
4 Tech Crunch (2019) Report of FBI advice on smart TV security t.tpq [[tec e com/2019/12/01/
fbi-smart-tv-security/
5 Now T\., (unda_ted) Password guidance: “DON’T use a word that’s found in the dictionary” https://help-nowty.com article/tips-to-help-you-
(streaming devices) keep-your-account-secure
6 Comparitech (2020) Password guidance: “Make changing the router password https: //www.comparitech.com/blog/information-
(consumer technology blog) part of your monthly routine” security /secure-home-wireless-network /
7 CSO Online (2016) Don’t use devices as intended: “Don’t connect your devices unless you need to... https://www.csoonline.com/article /3085607 /8-
(technology risk news site)  turn off UPnP...be wary of cloud services” tips-to-secure-those-iot-devices.html
8 Lifehacker (2018) Non-specific advice: “If you're lucky, your router can broadcast a https://lifehacker.com/how-to-keep-your-friends
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Types of advice needed and provided

In total, there were 1,342 pieces of advice counted in the reviewed web pages,
which, when coded for advice type provided, a total of 54 unique topics. The top
five advice types are listed in Table [[4b} these are explored more now.

There were 149 separate instances of recommended strong password manage-
ment (11.10% of the total pieces of advice given), many of which gave advice
contrary to the current guidance from the NCSC to use three random words to
create a strong and unique password. For example, two manufacturers explicitly
suggested that words found in the dictionary should not be used (Table , #5),
and suggestions to change passwords frequently were also common (Table , #6).

Limiting the access services have to personal data was the second most frequent
type of advice given in the reviewed web pages (145 instances; 10.80%), although
precise guidance as to what this means for specific devices was not generally
explained. Disabling some features (such as Universal Plug and Play) or turning
off the device (or router, or Wi-Fi) altogether was the fourth most common (117;
8.71%). The trade-offs of doing these actions were, again, largely unexplored
(Table #7). Specificity of advice was a common problem — the heterogeneity
of devices left some pages assuming that devices had particular functionality as
the premise of their advice (Table , #8), or providing a list of things to do with
no guidance at all (Table #9). Other pages gave so much advice as to run the
risk of seeming overwhelming (Table [15] #10).

There were 143 instances of advice around improving the strength of home
networks. Advice around improving the strength of the user’s home network is
particularly difficult to follow, as the exact, typically relatively technical, steps
vary upon the router in the house. In the general searches returned, there was no
guidance about smart home security provided by ISPs. Without further searching
in relation to the router owned by the individual, at first glance it is impossible for
the reader to know which pieces of advice (such as “use a VPN” or “set up a guest
network”) would be feasible for their current router. Setting up a guest network,
in particular, was recommended, but the specifics of doing so were varied: some
pages suggested putting all the user’s devices on one network and anyone external
on the other (Table , #11); others suggested keeping home IoT devices on one
network, and the users’ other devices and guests on the second (Table #12);

and there was also suggestion to keep your personal non-IoT devices on one, and
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your home IoT devices and guests on the other (Table , #13).

When manufacturer’s pages were returned in the reviewed web pages they
were typically in a wiki-format, for a very specific topic — focusing upon how
to change a specific setting rather than why you might do this — with minimal
visual guidance: a checklist of steps to perform a specific activity on a specific
device (Table , #14). In contrast, sites not affiliated with manufacturers offered
more generic advice. Not only did they provide little specific device guidance or
explanation as to what that would protect against, but they frequently suggested
additional products that come at additional costs. Some are explicit: buying a
more secure router (Table , #15), or, less clearly, products and services that
can come with a cost, such as antivirus software, VPNs or password managers
(Table , #16, #17). Other advice given includes to be choosy with home
IoT device providers (even at a risk of becoming locked into a single provider)
(Table #18), and performing pre-purchase checks such as reading privacy and
data sharing/selling policies (Table , #19).

There was a striking lack of information about end of life device management,
with the exception of the negative press relating to Sonos’ decision to stop sup-
porting older models in early 2020 (Table , #20), and general advice to “update
software” (but not explicitly to be aware of the end of the supported life of your
device) (Table [15, #21). Only the NCSC discussed wiping a device at the point
of reselling or throwing away (Table [L5] #22).

5.2.4 Discussion

The cyber security information review described above aimed to provide some
answers to the second research question of “how families discuss and manage
cyber security and home IoT devices?”. In particular, the findings show that
even if individuals were at a stage of exploring knowledge gathering to move from
the TTM stage of precontemplation, there is not sufficiently robust information
available to support their movement around the cycle in a meaningful way. More
accurate and targeted guidance would be needed to support movement around
the TTM cycle. There were a number of specific RFs to take forward to the next

stages of research.
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RF 5: Users need to understand what is a threat to them specifically
to apply any cyber security information they might find

Before being able to manage risks effectively, however, users need to have more
meaningful guidance about the types of threats that their devices may pose, so
that they can appropriately evaluate what risk management means to them. This
is a complex area, given the potential for misuse, abuse, and power imbalances
(Ehrenberg and Keinonen|2021). Different threats mean that some users may be
best off following different advice for the same device, but without an ability to
accurately assess the threats and risks that the device poses to them, users are
likely to fall back to behaviours that have worked for them before, which may not
be appropriate in this case (Tabassum, Kosinski and Lipford|2019)).
Furthermore, without an understanding of what the threats to a family may
be[ untargeted advice may end up being an unhelpful, ineffective or expensive
option. Advice to choose devices based upon more agreeable privacy policies or
calls to do research before purchase and buy “more secure devices” highlight a lack
of congruence between the advice and real life. Privacy policies are notoriously
hard to read and comprehend (Renaud and Shepherd 2018), and offer no ability for
the user to negotiate the terms of their use. Calling upon users to research devices
prior to purchase suggests that sufficient information is available to make a useful
comparison of security features — not only is it hard to find this information,
it may not be meaningful or useful when found (Emami-Naeini et al.2019a).
Additional suggestions to use more software — ideally, purchase software — is
problematic: it introduces another barrier to effective cyber security for those
who cannot afford it, and it is unclear how to apply such software across all
devices in the home, if it is even possible to do so. The attrition rates for use of
such software is likely to be high, particularly if its value in protecting devices is

not visible or obvious (Dupuis et al.|[2019)).
RF 6: Information about device security likely needs wider context to
be accurately applied

A significant proportion of the guidance discovered in the reviewed web pages was

not actionable for home IoT devices without further understanding or learning by

“For the types of threat that could impact families, see Table
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the reader. This, in part at least, comes from the over-generalised idea that the
webpages held about cyber security measure: that advice can be about general
topics, not the specific, because the specific may be impossible to write about
when addressing a diverse audience. The heterogeneity of home IoT devices, and
the situations in which they are used, means that there may be best practices that
are specific to the device and its use. Different designs mean that users cannot
guarantee that they will be able to follow steps to disable settings, for example, to
adhere to best security practices, assuming the specific device they have has the
functionality to allow the user to access and alter security settings. It could be
inferred from this that users would struggle to find the specific information they
might need to solve, or preempt, a home [oT device security question or problem.

Furthermore, the most appropriate point to modify security settings may be
at the home network, and not device, level. Calls to alter router settings, for
example, are assuming that users have the technical confidence, sufficient access to
the controls within the home setting, and that their routers have the functionality

to do so, none of which may be the case (Zeng, Mare and Roesner|2017)).

RF 7: Hard to find credible guidance

Governmental and consumer awareness resources did appear, often low down in
results. Despite their relative trustworthiness and validity as relevant and im-
partial cyber security information, such resources are often indistinguishable from
other sources in search results. These other sources may have financial interests in
the framing of their advice (such as antivirus providers), or the guidance may be
from irrelevant or out of date sources. Users would benefit from higher placement
in search results of official guidance from governmental agencies and manufactur-
ers to try and provide up to date, specific information; inspiration could be taken
from the work done to place prominent information from recognised expert bodies
at the top of search results relating to COVID-19.
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5.3 Autoethnographic Diary Study

5.3.1 Introduction

The interviews and survey findings showed that security is not only not partic-
ularly important to families when thinking about home IoT devices, it is also
barely recognisable as a concern. Given the state of precontemplation, what gaps
are there in the day-to-day use of devices that may stop or at least hinder the
ability to learn about, or even consider using, home IoT device security? RF 2
showed that families do not understand the threats and risks devices pose in their
specific contexts, with questions of cyber security being framed as ones of online
safety. Furthermore, RF 4 highlights what parents in particular do find impor-
tant: careful physical use of devices in order to avoid damage to avoid unnecessary
loss of money. Careful use of devices will certainly ensure that the physical de-
vice lasts longer, but often at a cost of losing security as the device ages because
of limited periods of software updates. The lack of education around this for
both adults and children (RF 3) is therefore problematic: how do families ensure
that they understand how the devices they use should be carefully and securely
used, particularly given the difficulties of finding relevant information should it
be needed (RFs 5-7)?

The next phase of research, the autoethnographic diary study, allowed for a
period of reflection on the role of the researcher in trying to understand both
where cyber security fits in and how, as a result, to produce meaningful solutions
to these problems. As a member of a family of exactly the type being researched,
it was considered useful, and perhaps even important, to take a reflexive view
(Delamont|2009) on how much cyber security came up at all — and why it did, if
it did. In particular, would looking critically at how much engagement an expert
(the researcher) has with cyber security in her everyday life help understand what
sort of interventions may need to be taken in order to appropriately engage with
families to promote understanding of cyber security for home IoT devices? Could
it help to create a sense of empathy surrounding the difficulties that non-expert
users might have in navigating cyber security in their daily device use? And what
does that mean for how devices are intended to be kept secure?

The term “autoethnographic diary study” is used here to describe a piece of

first-person research exploring the topic in relation to the broader societal and
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cultural setting, but using the feedback-style recording method of a diary study
with multiple participants. It builds upon two research methods: the diary study
and autoethnography.

Diary studies have been described in Chapter|3.3.4} it is a method a commonly
used method within the Human-Computer Interaction (HCI) and Computer-
Supported Cooperative Work (CSCW) research communities. In recent years,
diary studies have been used to understand how adolescents (children aged 13—
17) and parents manage online harms (Wisniewski et al.2016; McHugh et al.[2017;
Agha et al.|[2021), how new parents approach baby wearable technology (Wang
et al.|2017)), how children with autism spectrum disorder use mobile applications
(Putnam and Mobasher|2020)) and how social groups approach joint privacy and
security use of shared applications and devices (Watson et al.[2020; |(Chalhoub et al.
2021)). (Garg and Senguptal (2019) used a diary study, capturing information from
parents with children aged 4-17, on their smartphone and speaker use. Through
the entries in the study, they found that there were differences in how families
used, managed and limited technology use dependent upon their socio-economic
and ethnic status.

The diary studies mentioned above ranged in duration from two weeks to two
months, allowing for significant data collection to occur from the participants,
both in paper format and using online tools, with reminder capabilities built
in. [Watson et al. (2020) noted that the ability to track responses online was
important, as they needed to chase a number of participants with phone calls to
ensure they completed the diary. [Hong et al. (2020) found that paper allowed
for more flexibility in responses — although participants found managing paper
diaries with digital artefacts hard to manage. Putnam and Mobasher| (2020) found
different problems with the diary study method: although the adult participants
did not find the method of filling in the diary itself problematic, getting the
children involved in the study to participate in a way that generated results to
discuss in the diaries proved extremely hard.

Analysing personal use of devices can provide additional levels of empathy
towards users and research participants to be taken forward in the design process
(O’Kane, Rogers and Blandford 2014; (Cunningham and Jones 2005); conversely,
non-use of devices can also provide insights in that it allows for questioning and

re-imagination of use (Lucero 2018). Reflecting on the use of closely related
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duoethnography as a research method, a 2019 paper highlights the importance
of using personal experience to explore the “interactions between diverse users,
devices and data” in intimate settings (Garcia and Cifor|2019); the family unit
being one such example. This method could, in this case, help frame what inter-
ventions would be needed to get families to understand cyber security for home
[0T (the fourth RQ), but only if the method of collating the diary works for the

researcher first.

5.3.2 Methods

Following the receipt of a favourable opinion from the University’s ethics com-
mittee CREAG in August 2020, the researcher undertook the research in her own
home between 12 August and 31 October 2020. The study mostly focused upon
interactions within the researcher’s immediate family (two children, aged 6 and 3)
and husband, although additional interactions with other family members (such
as the researcher’s parents and parents-in-law) that stayed in the home in this pe-
riod were also captured when relevant. The additional levels of motivation around
and knowledge of cyber security that both the researcher and also her husband,
being a software engineer, had, was considered to be relevant, as subsequent anal-
ysis of the topics raised from the study could determine how many were raised
precisely because of this additional sensitisation to the subject. Drawing upon the
autoethnographic format, the researcher completed the diary entries alone, based
upon her interactions and experiences with her family.

The diary study topic looked at how the cyber security of home IoT devices
was managed and discussed between parents, children and any other relevant in-
dividuals within the home. Using a “feedback” style of diary (Carter and Mankoft
2005)) in order to elicit broad responses to consider these answers, a set of daily
diary prompts posed a series of open-ended questions intended for the researcher
to reflect on the events of each day pertaining to home IoT device use and cy-
ber security. The questions focused on what was said, done, and what emotions
events raised, not dissimilar to the type of responses received in |Wisniewski et al.
(2016) (for example, “Was the conversation home IoT device use or cyber security
related?” “Were there any subjects relating to devices or cyber security of those

devices that you avoided talking about today? If so, why?”). The daily diary
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(a) Bright folder kept by (b) The pages of the di- (¢) The full printed di-
the bed to prompt daily ary prompts, incorporat- ary, with diary entries
reflection ing free writing and printed artefacts

Figure 5: The diary study process and sample artefacts

prompts were printed and kept in a purple folder, along with pens and sufficient
additional paper, next to the researcher’s bed, in order to serve as a visual re-
minder to log instances at the end of each day (see Figure . Entries were only
to be recorded when there was something of relevance to be captured during the
day. For the full list of prompts, see Appendix [F]

The prompts did not change throughout the period, and daily reflections were
collected primarily on paper, not electronically (see Figure . This was for two
reasons: the type of activities being considered were unlikely to be done routinely,
meaning that using an electronic method for the purposes of eliciting immediate

responses through reminders would not be beneficial; also, the use of paper allowed

space for more reflection through unstructured feedback (Ayobi et al.2018). The

handwritten entries were typed up weekly. Any relevant information that was
seen online (for example, social media posts) were treated as additional artefacts:
they were collated and saved electronically, printed as necessary and analysed
alongside the typed-up diary entries. In the end, the finished diary comprised of
written entries, screenshots of social media, school curricula, scans of text books
and e-mails, as well as a list of all home IoT devices (and those devices or digital
technologies that interacted with the devices) (see Figure [5d).

Once collated, the complete diary was subjected to reflexive thematic anal-
ysis (Braun and Clarke 2006) by the researcher, as described in Chapter [3.5.1]
Following McDonald, Schoenebeck and Forte (2019), it was determined that the

analysis should only be performed by the researcher to preserve the personal and

reflexive nature of the research.

136



5.3.3 Findings
How well did the autoethnographic aspect work?
An additional level of knowledge

Using the autoethnographic approach of having only the researcher record diary
entries was important: in using the reflexive requirement of the study, would it
be possible to further deconstruct the reasons why users may typically struggle
with managing home IoT device cyber security? The additional level of knowledge
held by the researcher about requirements and risks associated with device use
was clear in a number of entries, giving an idea of privacy and security concerns
that might not be considered by those without an interest. Sometimes the entries
explored the difficulties of trying to set up devices in ways that are more privacy-
preserving and allow for more controlled security: “/The eReader] is defaulted
to have Wi-Fi on all the time, with limited restrictions on access to the store.
Switching off the Wi-Fi results in it warning you that it will cause problems...”
— diary entry, 15 October.

This instance also highlighted the difficulties of tailoring device use for children:
the eReader was bought at a time of lockdown to help the researcher’s elder child
continue to read in a time when library access was impossible. There were a range
of small barriers that meant the use of the device heavily curtailed and limited
their privacy in a way physical books do not. To avoid the one-click purchasing of
unsuitable books, the eReader’s access to the Internet was limited, by tethering
it to my smartphone. Children’s library memberships could not be used through
the library’s app, meaning that my account (an adult account, with full access to
all books) had to be used. Both instances required ongoing oversight for me, and
a limitation of use for the child. As we came out of lockdowns, so the eReader
was used less and less.

Other reported instances of acting out of a heightened interest in security
were triggered by external events: for example, trying to find out more about
a vulnerability, reported by a technology news site, in microchips used in her
and her husband’s smartphones:ﬁ “We really felt that there was little we could

do... we’d have to rely on our phone’s manufacturer to manage the patching. It

Shttps://arstechnica.com/information-technology/2020/08/snapdragon-chip-fla
ws-put-1-billion-android-phones-at-risk-of-data-theft/
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unnerved us a bit, in thinking about it, that we found this in specialised press only
— and certainly not in mainstream news sources. It’s tricky having a little bit of
knowledge: it often leaves you in a state of uncomfortable inaction...!” — diary
entry, 18 August.

One further way in which additional levels of knowledge altered the family’s
activities was in the decision to spend money to purchase more secure tools.
As discussed in Section [5.3.3] this also speaks to the resources available to the
family, as where possible, paid for services for password management, antivirus
software and VPN access, are used. During the period of the autoethnography;,
the researcher and her husband realised their smartphones were old enough that
they could have reached the end of the period in which the manufacturer would
support it with anything more than the most critical of updates. Confirming this
was extremely challenging, as there was no official guidance from the manufacturer
about how long they would support the devices. The clearest insight came from
an Internet chat forum, where users had determined the likely supported life
based upon things that the manufacturer had said in the past. That investigation
determined that, indeed, our smartphones — despite working perfectly in every
other way — should be replaced to avoid potential security issues, at a huge cost.
This is an act that needs to be performed for every device in the home, and the
risks of having partially supported, or not supported devices, weighed up in turn.
Although, in the UK, legislation might make this easier in time (for example, the
PSTI Act), it is still a large mindset shift to remember to review the details and
replace a device that may otherwise be functioning well, rather than waiting for

a device to fail obviously.

Where knowledge did not help

Having the written diary entry was helpful to contrast and explore the emotions
felt when cyber security was working as expected — and when it was proving too
complex. Negative sentiments were common throughout the diary, with words
like “infuriating”, “uncomfortable”, “frustrated” and “frustrating” occurring three
times each (in some 6,600 words of the full diary). Dealing with situations that
were unresolvable, or that required significant time, knowledge and investment
was hard — even when, as in the researcher’s case, there was an interest in having

the most appropriate security setup at home.
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More positive words were less common — “amazing” occurred once, “benefit”
and “excellent” twice each. Interestingly, these more positive records related to
the potential use of devices, not aspects associated with security — there were,
in fact, no records commenting that a device’s security ostensibly worked. These
entries, again, help to underline the types of experiences that stick in the mind
when using devices as part of life: the researcher was inclined to think about
security and go out of her way to apply techniques and settings that she knew of,
and even then, security activities were framed negatively within the diary.

The diary entries recorded a number of instances where having cyber security
knowledge did not actually help resolve the situation at hand. This was partic-
ularly the case when trying to help or communicate about cyber security issues
with others. Trying to help a relative manage some unusual activity on a com-
puter should have been an opportunity to help them walk through and improve
their cyber security knowledge and use. Instead, the relative was so overwhelmed
by the situation, and happy once their bank had confirmed no financial loss had
occurred as a result of the activity, that they did not listen further. “What struck
us [researcher and her husband] was the complete lack of understanding, backed
up with a defensiveness about cyber security practices... Almost everything we tried
— both in terms of explanations of mitigating steps, and practically looking at and
reviewing the devices — failed.” — diary entry, 17 August.

The diary entries showed how having knowledge about how to make devices
safe did not help when trying to explain why it was necessary to the children,
even when they were keen to listen. The concepts were too hard and too abstract.
For example, the children were particularly interested in the researcher’s new
smartphone: “It was hard to find the words to explain why I had replaced it — I
wanted them to understand that phones are only expected to have a life of around 3
years, but at the same time....they won’t understand it! Not happy with the words
that fell out of my mouth (‘because...it could be dangerous.’). Not that they prodded
further — they just loved that the cover wasn’t black... They now don’t care.” —
diary entry, 15 October. The smartphone had been replaced as it had reached the
end of its supported life: without guaranteed software updates, it could pose a
security risk. The complexity of these ideas, coupled with the uncertainty of the
risk (it could pose a risk, should there be a particular set of circumstances), made

it a conversation too difficult to have.
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When the elder child asked what the router did, the best the researcher and her
husband could do was say “well, it’s how the Internet comes into the house”, which
“felt useless even as we said it...”. Even if the words were there, the attention span
of children for such discussions is extremely limited — the researcher concluded
this entry in the diary with a feeling of relief at how quickly the child “showed
little interest...” — diary entry, 12 September. One of the artefacts collected
alongside the diary entries was the elder child’s school curriculum for the year,
which detailed the computing skills to be taught during the year. A combination of
using a computer (“how to use or navigate with a mouse”) and learning about “the
dangers that the Internet can portray” made it clear how ubiquitous computing
and the concepts associated with it are not something that the children can hope
to learn about at school alongside encountering it at home.

The collection of artefacts included a number from organisations offering par-
ents snippets of help for discussion privacy and being secure online with your
children (typically as shown on social media websites like Twitter). The struc-
ture of organisations involved in “Internet safety” in the UK is vague and difficult
to navigate, with a number of not-for-profit bodies and charities offering bits of
advice, mainly on how to keep children safe on social media. Twitter campaigns
from law enforcement agencies focused on the need to manage children’s digital
technology use within legal parameters, to avoid falling into cyber crime; other
campaigns, from charities and not-for-profits, ran sponsored posts on Twitter that
talk about “using privacy and security settings”, with no further explanation as
to what this meant in practice. Neither felt appropriate as a means of starting
discussions with children who do not talk to people online, but do use devices

ubiquitously daily.
How well did the feedback diary method work?

Frequency of reporting

The pilot diary study lasted 80 days, significantly longer than many documented
diary studies, although shorter than many autoethnographic pieces of work. It
generated 30 individual diary entries; in addition to the written diary there were
15 screenshots, two e-mails and the list of devices. Many of the diary entries were

between 100-300 words in length, with the longest over 700. Despite placing the
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diary prompts in a convenient location for writing up, the researcher felt very
aware of the number of days when there was little to nothing to report, based
upon the prompts. Electronically saved information often had to be additionally
printed to ensure that the thoughts about them were collected at the end of the
day.

What was directly captured in the entries

The researcher found the feedback diary method, in particular with its open-
ended questions, helpful as a means of being able to consider and reflect freely
upon the situations arising during the diary period. The completed diary covered
an extensive range of events, from buying new devices, to discussing reported
security breaches and dealing with family device problems, to reflections upon the
use of specific software on the researcher’s smartphone.

Further analysis found that not all of the entries, however, directly contributed
to the overall research questions. The entries and artefacts show that two types
of cyber security arose in the diary: the “housework” of cyber security that is
directly applicable within the home, typically relating to things like the device
setup, and the “wider universe”, reflecting interesting or concerning news stories
about cyber security issues that cannot either be directly managed within the
home, or that are not directly relevant. In particular, the diary entries allowed
the quantification of the time spent considering each type: reading about the
cyber security “wider universe” appeared in six entries; “housework” references
to researching new devices prior to purchase, installation of those devices, and
device management occurred four times in total.

Those entries that did reflect “housework” management of cyber security
within the immediate family showed an important element: they were, typically,
one-off events. For example, purchasing a new eReader for the researcher’s eldest
child allowed for discussion with the child about setting strong passwords, setting
Wi-Fi access, and discussion about how and when books could be purchased or
borrowed; this was recorded at the time of setup, and not subsequently.

Once set up in the home, however, questions of device security did not come
up. Repeated use of devices seemed to breed familiarity and a level of comfort
around its use. When devices were in situ and just functioned as needed, there

was no further consideration about the invisible processes in the background that
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may need further consideration or management. Diary entries discuss long-used
devices only in terms of the habitual nature of their use — both by parents and
children, once the device was considered part of the family’s setup. “The kids are
only used to streaming services, and so will often ask to watch programmes via the
Chromecast, which allows for useful parental control of what they’re watching (as
we turn off autoplay). However, this also means that short programs...sees them
asking for the next episode almost before the prior one has begun. This is tricky
as it can see tired or impatient children grabbing the phone...” — diary entry, 13
September.

The diaries also helped to reflect on the ability of children to consider security,
and what that meant for discussions and learning opportunities. There were four
detailed discussions about cyber security with the children — exclusively with the
elder child. The younger child was captured in the diary as showing awareness
of devices in the home[’| but had no concept of the need for security. Some of
these events allowed for moments of family discussion and collective reflection:
for example, password use being mentioned in a television show allowed for a
brief discussion of what a password is. In total, passwords were discussed with

children three times and unauthorised purchasing once.

What was indirectly captured in the entries

The diary prompts did not have questions that required the researcher to consider
aspects of her role and status, both within the domestic setting and also more
broadly in terms of gender and economic status within society. Despite this, both
aspects were strongly present within the diary entries, and add another level of
nuance to be included in the analysis. Without a clear understanding of the
space in which the researcher inhabits, it may be hard to understand where their
experience differs from that of an average user.

Of particular note in this case was the economic status that the researcher’s
family has. The amount spent on new devices and security software in the period
led to reflection upon how expensive maintaining appropriate device hygiene can
be. The ability to replace those devices that are out of supported software life or
use paid-for cyber security software such as password managers may well reflect

best practice, but they are options that require sufficient disposable income to

9In particular the Google Chromecast that facilitated streaming TV shows.
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make the decision to do so. For many, it could well be a poor decision — or an
impossibility — to replace otherwise functional devices, or pay for cyber secu-
rity services in a world where data breaches are common, but obviously tangible

downsides are few.

5.3.4 Discussion

The autoethnographic diary method described above aimed to provide some more
answers to the second research question of “how families discuss and manage
cyber security and home IoT devices?”. In particular, when looking at a family
with higher than average levels of cyber security knowledge and, as a result,
higher motivation to apply appropriate methods, the aim was to provide some
information on how to produce interventions that might be meaningful to less
engaged families. In particular, what barriers may need to be overcome to allow
movement around the TTM cycle from precontemplation onwards? There were a
number of specific RF's to take forward to the next stages of research, explaining

the gaps that were explored.

RF 8: Cyber security rarely arises in everyday device use

The inability of the researcher to make daily diary entries felt like a concern,
when analysis was performed. As recorded, in the 80 days of the study, the re-
searcher produced 30 diary entries; a small number compared with similar studies
with more participants such as |Garg and Senguptal (2019), where the average
participant entry rate over an eight-week period was 110, when asked to record
information about all types of device use. Furthermore, only six of these entries
captured active discussions with the immediate family about cyber security in
the context of device use. However, in this respect, the autoethnographic diary
method provides the person undertaking the study with a helpful guide as to when
and how the topic fits into everyday life. If the individual performing the diary
study, who has more interest and specific knowledge than an average user, reports
infrequently, this in itself helps to get into the mindset of an average user and
stops assuming a level of engagement that may not exist.

Deciding to use diary prompts requiring answers written on paper, rather

than through an online system, facilitated what has been referred to as “writing
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as thinking” (Oatley and Djikic|[2008]). When there is something to report, having
no limitations on the responses allows for a more reflexive experience, a process
referred to as “critical subjectivity” in |Garcia and Cifor| (2019), even if some of
the entries end up being outside of the topic of interest at the point of analysis. In
particular, when considering a concept that is not widely understood by an average
user — such as cyber security — the process of writing about instances of dealing
with the concept as a more informed researcher helps to understand whether it is
reasonable for an average user to consider it too. The majority of diary entries
in this case covered wrestling with considerations that came as a result of having
researched, and being concerned about, the area for a number of years. This
method is unlikely to yield similar responses from non-expert participants.

Being able to add in artefacts was another benefit of having a relatively un-
structured reporting setup. As previously reported by Hong et al.| (2020)), keeping
artefacts exclusively digitally was not practical for ensuring inclusion and consid-
eration in the wider diary entries, so needed to be printed to ensure this happened.
The artefacts were of particular value, however, in bringing the outside world into
the home, and reminding the researcher of the wider cyber security environment.
Again, the chance nature of seeing news items, or social media posts were re-
minders of the researcher’s framing of the world — would an average user see
these posts, or regularly read the news sources that the person performing the
diary study considers part of their everyday life?

The lack of instances of cyber security arising in day-to-day life, coupled with
the finding here that organisations typically aim support at parents in relation
to online safety — and that parents and children themselves discuss online safety
when cyber security is asked about, as described in Chapter [4.3.2]— suggests that
a diary study would not produce the insight needed to further the fourth RQ. This
is particularly the case when reflecting further on the fact that generalised cyber
hygiene and security methods made up a proportion of the instances reflected. The
specific cyber security of home [oT devices was not the only thing considered, even
in this context. It can be inferred from this that there is likely to be a more active
way of interacting with families, to ensure that instances where cyber security can

be related to home IoT devices are made clear.
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RF 9: Solving cyber security issues can be uncomfortable and hard

Even though performed in a period of enhanced social distancing measures as a
result of the COVID-19 pandemic, the diary study allowed for reporting not only
of interactions with the researcher’s nuclear family, but also gave an interesting
insight into how the external world encroaches into the home. Prior research has
already shown that individuals can find negotiating shared security difficult, even
when there is prior agreement as to the importance (Watson et al.|2020)), and that
bystanders pose a particular set of security questions when considering home IoT
devices (Windl and Mayer|2022)). However, the lived difficulty of these situations
may not be truly understood. To consider an example from the diary study here:
the situation where the relative may or may not have had a compromised device
with access to the researcher’s home network allowed for exploring the difficulties
of acting positively in emotive situations. If the victim of a security issue acts
defensively, there is little that anyone else can do, even with a perfect knowledge

of the theoretical steps to take.

RF 10: The language of cyber security is too complex for day to day

interactions with non-experts

Involving young children is hard. We know that adults and children often use
different languages to talk about cyber security (Jones et al.[2019)), but when the
concepts are too complex or too abstract for either the adult to explain or the
child to understand, how is that knowledge transfer expected to happen? The
diary entries provided space for reflection on how frail the concept of security
within the home could be, and that hoping for users to manage this themselves
is hard. Some of the artefacts — school curriculum and text books — helped to
put the inability to talk about this with the children into context: as much as the
researcher and her husband could not find the words for the cyber security issues
they tried to discuss with their children, so the educational system does not set
children up to learn about it in enough depth. It also underlines that even when
children have parents who understand the reasons for and means of promoting
good cyber security in the home, they will not necessarily find the opportunity

for discussion and learning at home.
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5.4 Limitations

There were many alternative paths that this research step could have taken. Both
pieces of research followed directly from observations in Chapter [4, that turning
to the Internet was a key means of answering questions and solutions and that the
families involved showed a lack of awareness in relation to home IoT device secu-
rity. These two pieces of research could have been replaced by others: discussions
with experts about appropriate device security methods might have provided a
cleaner list of what the key piece of advice should be, a more active outcome head-
ing into the final piece of research. The website review also reflects a specific point
in time, and possibly a specific framing of the Internet: although every effort was
taken to anonymise the researcher’s Internet connection to avoid finding results
based upon her preferences and prior search history, this may have not been pos-
sible. Indeed, people searching for this information may well be sent to particular
results based upon their search history and personal opinions of websites — which
obviously cannot be accounted for in a review such as this one.

Not engaging further with families, but deciding to do a solitary, reflexive
piece of work could pose the risk that, in entering the final piece of research, the
abilities of families had not been taken into account in general. If families had
been involved in a cognitive walkthrough, for example, to allow the researcher to
watch them as they decided how to secure the device, it could have been possible
to better grasp the specific problems that the families involved may have had,
rather than focus on inferring what may be the issues, based on reflexions of the

researcher’s own life.

5.5 Conclusion

This chapter reported on two pieces of research that looked to provide answers to
RQs 2 and 3, “What knowledge is available online to those who wish to implement
cyber security measures for home IoT devices?” and “How can the researcher
effectively understand the awareness and motivation to consider the cyber security
of home IoT devices shown by families? ”. It was prompted by using key pieces
of information provided in the interviews and surveys about the behaviour of the

majority of those individuals involved: they had no specific knowledge about cyber
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security for specific home IoT devices before or during ownership of those devices,
and, should there be concerns, they would turn to the Internet for information;
there was also little discussion between parents and children about cyber security.

The cyber security information review found that it is incredibly hard for users
to search the Internet for information that is going to just work for them. Without
additional prior knowledge, and in some cases, wider understanding of how home
[oT devices fit into the wider home network, it is unlikely that a user would be able
to pinpoint the most appropriate information to manage their specific threats.

The autoethnographic diary study provided a more reflexive background to
this. Cyber security is a topic that is rarely top of mind, even in households with
experts. Home IoT device use does not ordinarily prompt ongoing discussions
about how to manage potential threats to both active and passive device users,
and if issues do arise, they are often too complex to understand, fix or discuss.

How, then, can we hope to understand the best way of supporting families to
manage the threats and risks posed by the home IoT devices that they currently
own, or will own in the future? All the pieces of research so far have shown how
little cyber security naturally comes up as a concern in the average household,
with the autoethnographic diary method highlighting this, when considering the
sparsity of diary entries — even in an interested household. These two pieces of
research allowed for further reflection upon how to move families around the steps
of the TTM cycle: if the information that they can easily find is not robust, and the
home setup is not conducive to learning about appropriate security measures —
or even knowing how to discuss the need for cyber security measures, how could
an intervention bring in training and education at an appropriate level — and
would families engage with the concept, if they had never previously considered
it?

As such, getting to a point of understanding necessary interventions needed
to improve the understanding of the average family requires something more ac-
tive than reviewing their day-to-day activities through a diary study. The final
piece of research will have to force a change in order to make families consider
cyber security, to require — and thus subsequently help — them to think through
those cyber security issues that matter to them. One method that has worked
successfully in other areas of cyber security is that of serious gameplay, as it may

allow, in this case, families to work through cyber security problems that may

147



arise in the home without having to have gone through the lived experience first.
By placing families in a safe situation where they can be helped to understand
the threats and risks more clearly, as might affect them, they may be able to more
clearly understand and act upon the ways in which they can keep their home IoT
devices secure. This situation will also show the ways in which families either do
not understand, or consider there to be enough value in pursuing specific solu-
tions. Both outcomes will help answer the final RQ: “How can a board game act
as an intervention to support families to move forward in their journey through
the stages of TTM?”
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Chapter 6

The creation of an intervention to
promote positive cyber security
actions amongst families:

background and setup

6.1 Introduction

The research in the previous chapters has shown that despite using home IoT
devices in their everyday lives, families are not aware of the potential threats that
the devices may cause them; should they try to find out, they will typically not be
able to find specific enough advice to make a clear difference. And even if they do
feel happy enough to try and discuss cyber security within their families, or with
others, they may well struggle to find the words to have a meaningful conversation.
This means that there is a need to implement adequate training and education
to support awareness in the participating families. The prior pieces of research
have shown the place of most families on the TTM cycle — the hope with this
final piece of research is to provide tools for participant families to move to the
next stage — contemplation of using cyber security measures. As is shown in
Figure [0], if the game can harness the right information at the right level to bring
participant families to a level of contemplation, by raising their awareness of the

subject, this is a good start around the cycle. Ideally, the game would also help
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participants further around the cycle — the lighter green sections of preparation
and action, as a result of being given enough knowledge and feeling sufficiently
empowered by the game to make a change.

All of these issues led to this thesis’ final piece of research, as covered in
this and the subsequent chapters. As mentioned in Chapter initially it was
considered that a means of getting to a point of finding the outcomes of RQ4, how
can a board game act as an intervention to support participant families to improve
awareness in relation to the cyber security of home IoT devices that they own and
use?, might be to start with a diary study for families, similar to that seen in
Garg and Senguptal (2019); Chalhoub et al. (2021); Williams et al| (2019). The
findings from that piece of research, however, made it clear that it was unlikely
that a diary study would garner the types of insight needed — or frankly, maybe
any entries at all from participants.

As such, the decision was taken to pursue a method that would ensure that
participants engaged with cyber security, rather than trying to capture their views
passively, through a diary. This would allow for the active introduction of training
and education exercises. Within the field of cyber security, serious games have
been used as a means of explaining complex processes and implications for many
years. In particular, there seems to be an inclination towards using the games in
corporate settings as tabletop exercises. As explored in Haggman| (2019), these
“wargames” can offer immersion that allows participants to think through how
their recovery from attack, initial setup of systems or product development may
work. Within this field, however, games are less common when considering tech-
nology in the home, and there appears to be no games that focus upon the family
as the target playing group.

The idea of a board game may be a well-trodden path in cyber security, yet
getting to a game that is enjoyable and playable, alongside delivering the appro-
priate learning messages, is a complex skill, and one that the researcher could not
claim to have in any meaningful way. As such, it felt necessary to split the re-
search up to look at different elements of the progress and usefulness of the game.
User-centred design (UCD) is not uncommon in the HCI and CSCW fields, where
the participation of end-users in the design of a product is considered likely to
create better end results. Many pieces of UCD research focus on the process and

result of the application of the process, as well as the outcome (for example, |Yao

150



Contemplation: @
“I will regret it if | do

not start using
security practices”

(%)
%5
&
§
N
<
Precontemplation
“It may be a good
idea to use security
practices””
S
g2
© &9
C 9 .©
o g I
% Relapse: Q QQ
)

Maintenance: “I am not seeing the
“I am successful with benefit of using

improving security security practices”
practices” [this step may not
always occur]

Reinforcement

Figure 6: The stages of TTM that the game hoped to support participant families
through: at least to contemplation — if not also through to preparation and action.
As adapted from [Faklaris, Dabbish and Hong| (2018))

(2019a)) — as such, there are two main parts to this final piece of research,
UCD, and active engagement with families for learning.

This leads to three sub-RQs as a means of breaking down the ways that the
research can address RQ4. All sub-RQs rely upon outputs from the family to
measure changes made. RQ4a will be measured by looking at the rating (out of
5) and written feedback provided by families in the week after playing the game.
RQ4b will look at the written evidence collected from the families as part of the
pre- and post-gameplay exercises. RQ4c will look at the feedback that the families

provide about the week following gameplay.

RQ4a: Can UCD with families create an increasingly engaging board game that

increases awareness of cyber security?

RQ4b: Do families understand a wider range of threats and risks of using home IoT
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devices after playing the board game?

RQ4c: Do participant families make changes in the cyber security methods they

use at home in the period after playing the game?

These sub-RQs can provide evidence for answering the main RQ in a number
of ways. It could be that the game itself is shown to be a useful training and
educational tool to raise awareness amongst those families that take part to learn
and rethink their cyber security at home, as well as spark conversation between
parents and children. Alternatively, it could be that a game will not help, and the
conclusion that could be taken from that, coupled with the other research in this
project, is that cyber security management in relation to home IoT devices is too
complicated or complex for users, and so the interventions need to happen before
the devices arrive in the home. Or it could be a mixture of both, with some
solutions resonating more with participants, and others less, so more nuanced
observations can be made.

It is also important to bear in mind the model of TTM as described in Chap-
ter 3] and Figure [I Prior research has shown that many, although not all partic-
ipants, are in a stage of precontemplation, in relation to cyber security of home
[oT devices: that is, they have not considered it something that they need. When
discussing more general forms of cyber security in Chapter [4] some participants
showed signs of slipping into resistance or relapse in terms of the model — not
being convinced that the effort being put into cyber security was worthwhile. Al-
though more specifically focused on home IoT device use, this game will look,
specifically, to see if those participant families that exhibit signs of being in a
precontemplative stage at the start of gameplay move through the contemplation,
preparation, and even action stages of the TTM cycle (Figure @ Evidence of
the game raising awareness, to get participant families to a point of contempla-
tion will be evidenced through witnessing engaged discussion about the scenarios
and cyber security methods presented in the game. Motivation leading to the
stage of preparation to make security changes will be shown in the families of the
participants making a positive group decision to try to implement cyber security
measures that will support the use of their [oT devices at home. Finally, the game
will show that it supports a movement into action if participants’ families report

making a change in their cyber security setup during the week following the game
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play. Given the time span of the research, it will not be possible to test the rest
of the cycle (relapse/maintenance).

This chapter is structured in the following way. Section will detail the
research plan and the methods used. Section [6.3| will then go on to provide details
as to how and why the first version of the game was designed, building upon

principles of game design and past research. The findings and discussion will be

found in Chapter [7]

6.2 Methods

This section will detail out the methodological process behind the entire piece of
research. The methodology in and of itself is somewhat intricate, involving both
gameplaying participant groups and control groups (as seen in Williams, Nurse
and Creese (2019)), but also considering the sub-RQs which focus on both UCD
and the improvement of cyber security knowledge. This section will explain the

details of the structure of the research and the recruitment of participants.

6.2.1 Inclusion criteria

There were two participant groups within the study: a gameplaying group (the
group participating in gameplay), and a control group (participating only in pro-
viding specific details, through online surveys, about cyber security behaviour
and awareness). For both the gameplaying and the control groups, the inclusion
criteria remained the same. In both cases, the invitation to participate was made

to one parent, on the understanding that they:
e Lived in the UK

e Had at least one home IoT device at home, including either a smart TV,

and/or a smart home assistant, and/or a streaming device

e Had at least one child aged between 11-18 living at home (in line with the
broader ideas of what this may mean as discussed in Chapter [3.6). Other
child(ren) could be of any age.
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Unlike the interviews and surveys that had gone before, it was decided to target
families that had at least one child of secondary school agd| (with other children
being of any other age). Having at least one child of this age was decided as an
inclusion criterion for several reasons. Practically, it was thought that children
of this age would have an understanding of how board games worked, and so
gameplay would not be hindered simply through a lack of understanding of what
was happening, or a lack of interest because of such a lack of understanding.
Secondly, having received a number of years of primary school curriculum about
cyber security or staying safe online would produce a level of awareness of the
matters broached in the game, even if not a thorough understanding.

The decision was taken to have ten families participate in each round of playing
and to aim to have around 100 control participants per round. Much like the
research in Chapter [ the idea behind this was to gain a breadth of answers
from the control participants, given the high-level nature of the questions and
the depth of consideration and experience from the gaming families. This may
raise questions in terms of statistical power of comparison, given the unequal
sizes of the two groups (Oldfield|2016). As discussed in |Guo and Luh| (2013),
however, in this case, resources, in terms of time, money and participant interest,
were such that more than ten families per session would have been impossible,
whereas the short length of the control questionnaire allowed for a larger number
of control participants to be sought. Given the fact that the number of gameplay
participants were so small that in depth statistical analysis could not be reasonably
applied, having the ability to review a larger number of control responses using

more descriptive statistical measures felt appropriate.

6.2.2 Structure of the research

The research process undertaken with the two groups is detailed in Figures
and [§] respectively. For ease of narrative, the processes will be described below
independently, but the timelines referred to in each ran concurrently during the
course of the study.

Two surveys on Prolific were run initially: one to help find participants for the

gameplaying group, the second to find participants for the control group. These

111-18 years old.
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initial surveys took around 15 minutes to complete. The questions were the same
for both gameplaying and control groups except the final question (which, in turn,
asked about interest in participating in gameplaying sessions or control surveys
respectively), covering aspects of device use and cyber security awareness and
understanding in the home. The full list of questions asked can be found in
Appendix [J] As well as using the surveys as a means of finding participants, the
survey was considered useful as a means of understanding whether sentiments and
usage of devices had moved on since the initial survey in 2020. The findings from
the survey are detailed out, and contrasted with the findings of the 2020 survey,
in Chapter

All participants completing surveys on Prolific (both the initial survey and
three subsequent control surveys) were paid pro rata for their time for the initial
survey, using the UK’s Living Wage Foundation’s 2021/2022 rate of £9.50 per
hour, as it was at the time of receiving the favourable opinion from the univer-
sity’s ethics committee CREAG for the research in December 2021 (Living Wage
Foundation| [2022). All gameplay participants received an Amazon voucher for
participating: those 18 and over received £30 per gameplay session, with those
under 18 receiving £20 per session. Where applicable, participants that travelled
to sessions were entitled to claim back costs associated with that travel based

upon the university’s standard rates.
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9¢1

Timeline of research activities: gameplaying group

June —July 2022

One adult in
family takes
survey on device
use and cyber
security

Participants are
reimbursed for
their
participation in
Step 1 after they
have completed
the Step 1 survey

Step 3:
online
survey -5
mins

One adult in family takes
survey to add any follow
up points not covered in
the game play sessions

Confirms whether
interested in taking part in
Steps4and 5

Participants are
reimbursed for their
participation in Steps 2
and 3 after they have
completed the Step 3
survey

Families that agree to further participation,
and families recruited explicitly for Steps 4 -5 only:

August — September 2022

Step 5:
online
survey -5
mins

One adult in family
takes survey to add
any follow up points
not covered in the
game play sessions

Participants are
reimbursed for their
participation in Steps
4 and 5 after they
have completed the
Step 5 survey

Families recruited explicitly for Steps 6-7 only:

Figure 7: Research process: gameplaying group

October — November 2022

Step 7:
online
survey —5
mins

One adult in family
takes survey to add
any follow up points
not covered in the
game play sessions

Participants are
reimbursed for their
participation in Steps
6 and 6 after they
have completed the
Step 6 survey



Timeline of research activities: control group

June 2022 June — July 2022 1 September 2022 l October — November 2022

Step la: Step 3a: Step 5a: Step 7a:
online online online online
survey — 10 survey -5 survey -5 survey -5
mins mins mins mins

E

-

o

| One adult in family

E

' One adult in family
takes survey on

One adult in
family takes
survey on device
use and cyber
security.

One adult in family
takes survey on
device use and cyber
security.

takes survey on
device use and cyber

security. device use and cyber

security.
Participant is asked if
they would like to
take part in further
surveys.

Participant is asked if
they would like to
take part in further
surveys.

Participant is
asked if they
would like to take
part in further
surveys.

Participants that agree to take part in further surveys:
Participants that agree to take part in further surveys:
Participants that agree to take part in further surveys:

Figure 8: Research process: control group

6.2.3 Gameplaying group process (Figure @
Participant recruitment (Step 1)

As mentioned in the previous section, a survey promoted through Prolific was
used as the primary way of recruiting participants willing to take part in the
gameplay process (Step 1 in Figure E[) Participants were also sought through the

researcher’s professional and personal networks.

Gameplay sessions (Steps 2, 4, 6)

Steps 2, 4 and 6 were the gameplay sessions. The structure of the sessions re-
mained the same, regardless of the round. Steps 2 and 4 involved in-person
sessions: these sessions were held in London and Kent, with families travelling to
locations in each area to participate. Steps 4 and 6 also involved online partici-

pants. Online sessions were agreed in advance: the researcher sent out a copy of
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(a) Setup of in-person session (b) Materials sent to online participants

Figure 9: In-person setup and online participant package

the board game, instructions and all documentation to participants via courier in
the days leading up to the session. The session then happened online, using Mi-
crosoft Teams. Both on- and off-line, the sessions ran in the same way as described
below. The three rounds of gameplaying sessions were separated by a few weeks,
where changes were made to the game itself, based upon the feedback of the par-
ticipants in the previous round. As such, the first round of gameplay took place
in June and July 2022. The second round took place in August and September,
and the final round took place in October and November 2022. Figure [0 shows
the in-person game setup and the package sent to online participants.

Once welcomed into the session, the family was then asked to split into two
teams. Once this had been done, they were then asked to fill in the pre-game device
consideration form in their teams (see Appendix . The researcher explaining
the task made it clear that the participants did not have to spend more than
five minutes, in total, thinking and answering these questions, and that they
could interpret the questions however they liked; this was done to try and get
an understanding as to what would come to the top of mind quickly for the
participants, and how they would interpret ideas around cyber security threats
and risks in terms of the home IoT devices that they had.

Once participants had finished filling in that form, they were asked to play the

game for thirty minutes. Across all rounds, participants were given all the game
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pieces, the board, and instructions, as well as a booklet of common terms to refer
to in case of gaps in knowledge (see Appendix [P)). They were not told how to set
up the board, just to take a few minutes to read the instructions before starting to
play. If participants had questions as to gameplay, or could not work out how to
progress gameplay, the researcher would step in to answer questions about how to
progress. In the case of in person gameplaying sessions, researchers sat away from
the family whilst they played to avoid interrupting too much; in online sessions,
the researcher turned off video camera and microphone during gameplay unless
explicitly needed to help further gameplay.

Gameplay was stopped after thirty minutes. The purpose of the game was to
play for this period of time, rather than having participants engage with all the
cards or some other metric. This was because, to some extent, the randomness of
a board game would make it difficult to achieve complete coverage of the materi-
als within a period of time that participants would continue to focus (particularly
the children involved). Deciding to play the game for a set period of time also
meant that the amount of time needed to complete the game was less of a con-
cern, allowing for the possibility of more threat cards and cyber security cards, in
particular, to be used. In two cases where participants finished the game within
twenty minutes, they restarted and played again; in other cases, games either
naturally finished at around the thirty-minute mark or — as was more often the
case — the families were asked to stop playing once the time had elapsed. During
this period, the participants were video and audio recorded as they played; as
much as possible, the video focused on the board, not the participants, to cap-
ture any gestures or movements arising from gameplay. Other points arising from
gameplay — confusion, areas of conflict or excitement, for instance — were cap-
tured on the audio recording and could be triangulated with the video recording if
necessary. The video recording was stopped after the gameplaying session ended;
audio recording carried on until the end of the session.

Immediately after playing, the family was asked — as a group, not as two
teams — to fill in another form (see Appendix (L), similar to the first, but with two
different questions at the end, asking for potential cyber security measures they
could adopt as a family, and what measures they did agree to adopt. As discussed
in Denning, Shostack and Kohnol| (2014)), the likelihood of a positive and engaged

experience during gameplay means that the immediate post-gameplay period is
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the best opportunity to get players to reflect and agree to making changes. This
piece of paper was then photographed by the researcher, so that the participant
family could take it away as a reminder of their agreement.

The final stage of the gameplaying sessions was a semi-structured interview.
The interview, in rounds one and two, covered two main topics: firstly, what they
felt worked, and did not work, with the game, and how they might improve it.
Secondly, what they felt they had learned from playing the game: what had they
known before, what had they not, had anything surprised or confused them? The
full list of questions are in Appendix [M] In the third round of gameplay, where
there was no formally planned next stage of improvement, the interviews focused
on the second question set, albeit with further gameplay suggestions coming out
as part of the observed gameplay and answering of the questions. In total, sessions
lasted between 60-90 minutes.

During the interviews, all members of the family were addressed together. This
stage of the session often occurred nearly an hour into the entire session, and so
younger children had often become a bit disengaged at this point. This was not
necessarily a problem, however: in the in-person sessions, they were encouraged to
move around the room, play with the game pieces, doodle on paper as well as have
drinks and snacks, both of which were provided, to help keep their interest. Online
sessions allowed for younger children to come and go as they pleased in their own
home. In both setups, parents would ask their children’s views on questions being
asked: often they may make the questions more directly applicable to what they
knew their children would understand in a similar way to that exhibited in the
interviews in Chapter [, These modifications would increase the likelihood that
the children might still answer questions despite starting to tire.

There were three rounds of gameplay in total, each having ten families par-
ticipating. Table [16] details out the makeup of all participant families. The first
round was held exclusively in person, in locations in Kent and London, in June
and July 2022. There were 14 adults (over 18) and 23 children (18 and under)
participating, as detailed in Table The average age of the children was 11.43
years (SD 2.73); the youngest was 7 and the eldest 18.

The second round had seven in-person families and three online families, in

August and September 2022. The seven in-person families were all families from
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the first round who had been invited back to see if the game had improved, round-
upon—roundﬂ with the three online families being new families, with no prior
knowledge of the first version of the game. As before, the in-person gameplaying
sessions took place at a location in Kent or London; the online participants were
based in various locations in England. There were 17 adults (over 18) and 19
children participating in the second round, with one family having one fewer
sibling taking part in the second round than the first. The average age of the
children was 12.32 years (SD 2.87); the youngest being 7 and the eldest being 18.

The third round had ten online families, in October and November 2022. Fam-
ilies participated from all areas of the UK, with representation from each of the
devolved nations. Each family only participated in the third round: no par-
ticipants had been involved in earlier rounds. There were 18 adults (over 18)
participating in the third round, and 19 children. One family expected an older
sibling, aged 15, to participate, but who refused to immediately before the start
of the session. The average age of the children was 12.21 years (SD 4.00); the
youngest being 6 and the eldest being 17.

2All families that participated in the first round were invited back for the second round, with
three declining to do so.
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Table 16: Game participants

Round Family code

Location

Number of adults

Child 1 age

Child 2 age

Child 3 age

Child 4 age

W W WWWWWwWWwwWwNnNNNnNDNDDNDNDNDN == =

K1
L2
K3
L4
K5
L6
L7
L8
L9
L10
L6
L9
K1
K3
0O1
02
L10
03
L7
L2
04
05
06
o7
08
09
010
O11
012
013

Kent, England

London, England

Kent, England

London, England

Kent, England

London, England

London, England

London, England

London, England

London, England

London, England

London, England

Kent, England

Kent, England

Online — Birmingham, England
Online — Birmingham, England
London, England

Online — London, England
London, England

London, England

Online — West Yorkshire, England
Online — Bedfordshire, England
Online — Airdrie, Scotland
Online — Derbyshire, England
Online — Cleveland, England
Online — Arbroath, Scotland
Online — Peterborough, England

Online — Newtownards, Northern Ireland

Online — Pontypridd, Wales
Online — Wolverhampton, England

N — DN RN DD — = W RN W NN DN == DNN === DN N

14
11
12
11
15
12
15
13
18
14
12
18
14
12
13
14
14
17
15
11
15
16

9
18
12
12
12
11
17

15

13
8
10
8
14
9
10
11

9

12

14

14

* Indicates child decided not to take part at time of gameplaying session

** Indicates grandparent also took part in gameplaying session



Follow-up surveys (Steps 3, 5, 7)

A week after the survey, the corresponding adult from the family was sent a follow-
up survey. The survey asked for any further reflections about the board game, and
if any family members had participated in any training, or seen any news about
cyber security, in the past week. Finally, they were asked if they had modified
any cyber security settings in the home as a result of playing the game. For these
questions, see Appendix [N.2] Participants were sent the survey a week after the
session, and reminded up to four times to fill in the survey, over a two-week period
following the initial request. All but one participant family filled in the survey
(that is, the survey was filled in in 29 out of 30 instances). Once the survey had
been filled in, the researcher sent the participants the Amazon vouchers promised

as reimbursement.

6.2.4 Analysis of gameplaying sessions

The data generated from the sessions was recorded and analysed in various ways.
During the gameplaying sessions, participants were given the opportunity to take
notes to raise during the interview about gameplay, although, in practice, only
one family did. The researcher also took notes of aspects of gameplay that may
have needed further discussion (whether because they were problematic, raised
questions or alternatively, seemed to work well); similarly, the researcher took
notes as to the reactions that participants had to certain cyber security measures,
scenarios or devices, to ensure that they were covered in the interview after game-
play had finished. This ensured that issues were covered without interrupting the
flow of gameplay. Interviews were transcribed and subsequently coded by two
researchers using Max(QQDA. Because the coding process was aimed at gaining in-
sights into specific topics — namely those around improving gameplay and cyber
security understanding and learnings — codes were set up prior to the coding
taking place, allowing for deductive analysis, following Braun and Clarke (2021)).
Both researchers coded the texts against the code book, reviewed the outcomes,
and discussed points of disagreement before performing a second round of coding.
Inter-rater reliability was calculated based upon this second iteration of coding,
and was calculated to have a Cohen’s kappa value of 0.64, indicating a substantial

level of agreement. The full code book can be found in Appendix [O}
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In addition to the interview transcripts, the two forms filled in — the pre- and
post-game consideration sheets — were also transcribed and coded, again using
MaxQDA. This coding tagged every answer to the questions in both the pre- and
post-game forms, given as they were, objective things being listed out (such as
“Hackers”, “personal data”). This enabled a comparison of the types of threats
listed before and after gameplay. It also allowed for comparison of these answers
against the final survey question asking what changes the participants had made

in the week following the gameplay.

Control group process (Figure

Although other cyber security-focused board games have been researched with-
out setting up a control group for comparison (e.g. Haggman| (2019); [Frey et al.
(2019); Hart et al. (2020)); |Jaffray, Finn and Nurse (2021)) it felt important to
have this step in place as an objective measure of the game’s impact. The use of
a control group is important to understand whether any changes occurring in the
gameplaying group has happened as a result of the intervention (that is to say,
playing the game), or some other event. In this case, as previously described, a
control group was sought using the Prolific platform, immediately before partic-
ipants for the gameplaying group were sought (so as not to enable any potential
control group participants to gain an understanding of the gameplaying element
of the research). They answered the same initial survey as the respondents to the
gameplaying survey, with the same inclusion criteria.

The intention of the control group was to recruit around 100 participants
to fill in a survey identical to the final survey undertaken by the gameplaying
participants, minus questions around gameplay, during the period in which the
three rounds of gameplay were being undertaken. The questions can be found in
Appendix[N.3] Surveys were sent out to the control groups in June, September and
October 2022, and were kept open until the last gameplaying survey was received
back. These surveys relate to Steps 3a, 5a and 7a in Figure[§] This was decided as
the most practical approach to setting up the control group, rather than, as has
been seen in other research, creating an identical game with no specific security
focus (Williams, Nurse and Creese|[2019); with this particular game, not only
would the creation of the game without a focus on cyber security be extremely hard

to achieve, but would have been logistically difficult and prohibitively expensive
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to recruit thirty more families to participate.

Control participants were asked to comment on four different questions. Had
they, or anyone in the household: bought any new devices, had any cyber security
training, seen any cyber security news stories, or made any changes to their cyber
security setup in the home. The initial survey asked if this had happened in the
last month, and the subsequent surveys asked if it had happened in the last 4-8
weeks (roughly the period between surveys being sent out). After answering these
questions, participants were given the option not to participate in the subsequent
surveys. This led to a drop in participants between the first (115 participants) and
second surveys; the second and third surveys had the same number of respondents
(97). One participant was removed from the analysis of the first and second
surveys (and not invited to take the third survey) after identifying themselves as

part of a gameplaying family[]

Analysis of control data by itself, and with gameplaying data

Given the relatively small amount of data generated from these surveys, they
were analysed using, on the whole, descriptive statistics. The findings were then
compared with the same questions answered by the gameplaying participants. Al-
though the small number, and differing numbers between control and gameplay-
ing groups may make statistical analysis a somewhat questionable comparative
approach, chi-squared tests were undertaken as a means of providing somewhat
more rigour to the final analysis as to the differences, if any, exhibited between
the groups. This will be explored in Chapter [7]

6.3 Initial game design

In order to understand the starting point from which the UCD activity began,
it is important to look in detail at the process of creating the initial version of
the game. Although this version of the game subsequently changed significantly
— and the ways in which this happened will be detailed out in Chapter [7/]— the
underlying principles of the core learning aspects remained the same throughout

the rounds of gameplay and improvements.

3This participant’s spouse had independently filled in the gameplaying questionnaire.
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Serious games have been described as “games [with] an explicit and carefully
thought-out educational purpose and are not intended to be played primarily for
amusement” (Abt|1987). |Marczewski| (2018) further described the type of game
being designed here as a Purposeful game, seeking, as it does, to have some form
of “real-world outcome”. In this case, the hoped real-world outcomes would be
an amelioration of the areas of deficit or confusion that may arise, based upon the
RFs from earlier on in the project.

Table [17] gives a list of the findings and the decisions that were taken in order
to incorporate them into the initial design. Several of them focus upon the impor-
tance of making scenarios and ideas brought up in the game relatable to a player’s
home context, which covers both aspects of using clear and simple language, as
well as proposing potential understandable measures, and promoting wider dis-
cussion among all — or the majority of — the family members playing the game.
The decisions noted in Table 17| were made, in part, as a result of understanding
the limits of understanding that families had exhibited in the previous pieces of

research.
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Table 17: Mapping research findings to underlying game principles

Number From piece of research Research Finding Initial Game Solution
Limit the game focus to the most common
e . . devices of Smart TVs and Smart Home Assistants
Families are happy to use devices, particularly
RF 1  Interviews and Survey Smart TVs and Smart Home Assistants, without . . N s
roactively considering security Use examples of potential cyber security issues that
P N ! have impacts on Smart TVs and Smart Home Assistants
Use examples of the different types of cyber security
threats as they apply to Smart TVs and
e . art H Assistants
. Families do not have a clear understanding Smart Home Assistants
RF 2 Interviews and Survey of the threats and risks their devices may pose
' ° ’ @Y POSC ake threats — including potential for negative
outcomes — explicit in outcomes of gameplay
. . . Use a number of mechanisms within the board game
RF 3  Interviews and Survey There is a lack of opportunities for learning to engage in learning
v for both adults and children ’
. . Use tl hanics and story t lore tl
Parents model behaviour promoting careful 5¢ LE game mechanics and story to explore the
. . . different impacts of focusing upon certain aspects
R use of devices, the importance of saving money . R .
RF 4  Interviews and Survey T . i of device use over others, and the risks that this
: and understanding consumer protection .
. may incur
frameworks — but not security
Users need to understand what is a threat Preser}t players w1th‘a n}lmber of potential threats
. . . . to their home or device in the game: make such
RF 5  Cyber Security Information Review to them specifically to apply any cyber
’ - . . threats relatable and memorable.
security information they might find
Use game mechanics to allow players to reflect
X i . . . Information about device security likely on their own devices, network equipment and
RF 6 Cyber Security Information Review needs wider context to be accurately applied home setup with other family members.
Use credible sources as the basis of all aspects
RF 7 Cyber Security Information Review Hard to find credible guidance of the game
Provide a range of scenarios that are sufficiently
. N aging to allow players to reflect d
C Cyber security rarely arises in every day CNgAgng 1o allow players 1o retiect upon ai
RF 8  Autoethnographic Diary Study dovice use ‘ ‘ remember the scenarios, as well as providing
o meaningful, and actionable, measures
Provide a range of scenarios that are not overly
technical or daunting to allow for discussion
R Solving cyber security issues can be . . .
RF 9  Autoethnographic Diary Study Provide simple examples of cyber security
uncomfortable and hard L )
steps that could be taken in general rather
that in specific situations
Use language carefully in the game
The language of cyber security is too
RF 10  Autoethnographic Diary Study complex for day to day interactions Provide explanations as part of the

with non-experts

game documentation




Despite the primary goal of a serious game to “not have entertainment, en-
joyment or fun as their primary purpose” (Michael and Chen|2005), it is vital to
balance the desired learning outcome with sufficient enjoyment for participants
to feel some sense of flow whilst playing (Csikszentmihalyi [1990). Flow is a state
of involvement in an activity where those feeling it may forget external aspects
(in this case, that they are taking part in research, that they are being watched
whilst they play, that it is not a professionally designed board game) and simply
enjoy the task at hand. As Prensky| (2007) pointed out, enjoyment in game par-
ticipation makes learning from that game more likely. This requires significant
consideration to be given as to the design and delivery of the game.

The first element to be considered is the medium of the game. In an age where
games are as likely, if not more so, to be electronic than physical, why a board
game? A board game layout provides for a physical set up of participants: unlike a
computer game, or even a card game, participants have to be sat around a board,
engaging with the game as a group (both as a whole, but also within the teams).
This gives an opportunity for groups such as families to concentrate on the topics
raised in the game, a crucial aspect of serious game engagement. A game based
around the movement of pieces around a board, with a number of potential types
of action based upon where the pieces land, allows for a more complex series of
actions and possible areas for learning than, say, a card-based game. [Hart et al.
(2020) found that having a board increased player engagement over the use of
just cards: players could use the board as a visual reminder of the game’s story
throughout the playing session. As discussed by |Haggman (2019)), albeit about
the marginally different example of cyber wargames, he lists many reasons why a
physical boardgame provides for better outcomes than online or computer-based
versions. These include aspects of modifiability, accessibility and affordability, but

(43

more importantly here, “ [w]hatever the granularity of a wargame, it can never
simulate the real world with complete accuracy, yet the people who partake in the
game are the same as they are in the real world. .. Wargaming is about exploring
different paths through scenarios, but the final outcome of a game is perhaps
less important than the process of getting there. Wargaming is a participatory
activity where human action and interaction is central to the experience, and
it is this experience which is one of the most important things a wargame can

offer.” This is true of the experience required in this boardgame, where the joint
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actions, and interactions of the teams should lead to a collective understanding
of how to improve, or at least agree upon, what are the most important things
to consider as a family when it comes to cyber security of home [oT devices.
This experiential action and interaction is clearly valuable in the cyber security
context, as a number of recently developed serious games in the field have been
board or table-top in nature — for examples, see Hart et al. (2020)); |(Gondree and
Peterson, (2013); Denning, Shostack and Kohno| (2014)); Frey et al. (2019).

In his book the Art of Game Design (Schell 2019), Schell recommended con-
sidering game design through a number of lenses, or pertinent questions, that help
to frame the players’ — and developer’s — hoped experience through making and
playing the game. Although not limited to board game development, a number of
these lenses are important in helping to clarify the ways in which the game should
achieve its aim. A fundamental lens is that of the Elemental Tetrad — namely,
for a board game to be engaging, it must meld four particular aspects: mechan-
ics (the procedures and rules of the game), story (what unfolds throughout the
game), technology (that is to say, how users are enabled to do things in the game
— the medium by which the aesthetics take place) and aesthetics (how the game
looks and enables immersive gameplay). These four elements will be considered
below as a means of exploring the decisions made around the development of the
first version of the game, used in round one of the gameplay sessions. It should
be mentioned that, prior to playing the game with participants in round one, two
pilot gameplay sessions were run within the university department, allowing for

minor changes as detailed in the sections that follow.

6.3.1 Mechanics of the game

Schell (2019) describes “mechanics” of a game as the “core of what the game
truly is...the interactions and relationships that remain when all of the aesthetics,
technology and story are stripped away.” This section will consider, then, the
reasons behind core aspects of the first version of the game. These are broadly

summed up as:
e How the game should function

e Types of learning opportunities
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e Levels of knowledge, challenge, skill and chance

Working within the boundaries of expecting a family to play the game, it was
immediately apparent that two teams would be the most appropriate number
of teams to incorporate, to avoid, in most cases, having children too young to
fully comprehend how to play on a team by themselves. As mentioned above,
the decision was taken to use the two most common types of home IoT devices
predominating household ownership in the UK (smart TVs and smart home assis-
tants)ﬁ and would provide a level of specificity about the setting of the game that
has been considered valuable in previous work (Frey et al.|2019; Hart et al.|2020).
Having physical representations of devices likely present in the participants’ home
would allow for contextualisation of the issues faced in the game: such contextu-
alisation is necessary to allow conversations and discussions to continue after the
gameplay has ended (Gondree and Peterson|2013). In order to appeal to partic-
ipants, and be easily understood in the time constraints of the research session,
it was decided that the game should be recognisable in structure as a turn-taking
game, where each team works their way around a board structure based upon
a series of squares. Each square would contain a different activity for the team
landing upon it to undertake. The game should be competitive between teams,
based upon the avoidance of losing data or money (as further explained below);
within teams, however, participants would have to work together to explore the
activities. This would allow for discussion, but might allow for two potential is-
sues: one, less helpfully, that more dominant family members, possibly with more
knowledge, would take over all the gameplay, reducing general opportunities for
learning by all (Frey et al|2019); but two, it might bring out those with playing
less competitive personalities. |Zahir et al.| (2015) found that women were typ-
ically less competitive when playing games — this may, of course, be the case
for many participants, and so, whilst competition is a useful means of improving
engagement, it must be balanced against more collaborative activities.

As a serious game, the mechanics of the game also had to ensure that the

4Although the previous pieces of research included streaming devices as well, the relative
rates of ownership of smart TVs and smart home assistants are much higher. When considering
the design of the game pieces, it was also recognised that the shape of a streaming device (as a
piece of equipment to be plugged into a TV or similar) is not as immediately relatable as the
other two device types.
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learning opportunities needed were appropriately embedded within the funda-

mental gameplay. The fundamental aspects were considered to be a notion of
e Appropriate cyber security methods
e An understanding of the threat types arising from home IoT device use

e A mechanism to learn about other cyber security topics not directly linked

to threat types

e A means of explaining the relative importance of the loss of both personal

data and money from device use

Furthermore, as a serious game, the level of skill or knowledge entering the
game would, ideally, be relatively low — too high and the learning opportunities
may be limited; too low, and the concepts may make no sense. |Gondree, Peterson
and Pusey (2016]) highlighted the importance of keeping players engaged by en-
suring an appropriate level of difficulty. The game needed to be pitched at a level
that would capture everyone in between the two ends of the spectrum: allowing
for expansion of knowledge growth as the game progressed, and an element of
challenge being involved in the progressing successfully through the game (rather
than the activities being faced being too easy, or impossibly hard). Balanced with
that, however, is a need to maintain a sense of chance within the game. A con-
tradiction of poor cyber security measure is that sometimes, despite poor cyber
security hygiene, users of devices are not meaningfully affected when bad things
could happen. The element of chance — that the bad thing could happen, but
might not, allows for participants to recognise the element of choice, and trade-
offs, needed when planning cyber security strategies. The winning or losing of
the game had to revolve around two key aspects of home IoT ownership — loss
of money, and loss of data. Whilst loss of money is not necessarily a core cyber
security consideration in and of itself, we know from RF' 4 that it is a core concern
of users. Making the loss of money and the loss of personal data equivalent in
gameplay could serve to elevate the status of personal data loss in participants’
minds. Chance is represented in the game in aspects such as rolling the dice to
determine the outcome of potential threats; it is also more directly seen in the
inclusion of squares where, should you land on them, you lose data or money

instantly:.
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Each team starts with

4 sets of 2 Data cards
Search, Connecting,
Purchase, Streaming

3 Cyber Security cards
Picked from the top of the pile!

—
Q

£150

Either a Smart TV or
Smart Home Assistant
Playing Piece

To Play:

Institute of
Cyber Security
for Society
(icss)

University of

Kent
Board set up

Inside Threat, Quiz and Outside Threat cards
placed on their boxes
One team is banker:
make sure everyone pays
and gets their change!

Team thatrolls
the highest
number goes
first

Playing pieces
start here

Remaining
Cyber Security cards
at the side

Roll the dice and move the number of boxes shown on the dice.
Follow the instructions on the box you land on.

You lose if:

1) You run out of money or
2) All your Data cards end up in the Data Exposed Without Your Agreement box

Figure 10: Setup instructions for the first round of gameplay

172



With each version of the game, so the rules evolved to refine language, brevity
and clarity to avoid disruptions to gameplay (Zahir et al.|2015). The rules provided
to the participants in the first round of gameplay were separated into two key
aspects: one document showed how to set up the board and pieces, how to avoid
losing, and other fundamental steps (the direction to go around the board, who
goes first and so on) — see Figure . The second document was to explain the
activities for each square on the board — see Figure [I1} Certain rules, such as
how to perform the activity on each square, had to be followed carefully, whereas
other, more norm-based rules (who goes first, direction of play) affected the game
less, and so could be tailored as the players wished or according to what they
were used to. A third piece of documentation was also provided to participants, a
booklet with terminology in. For the full booklet, see Appendix [Pl This booklet
was provided to all participants in every round, to help definitional questions that
might arise. In the event, only two families used the booklet, and even then, it

was after gameplay, to be used as an aide mémoire for future conversations.
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What are the boxes?

Cyber Security Shop
1fyouland on this box, you can:

Take an additional cyber security
card (pick one at random, and
or it, if necessary, as
detailed on the card)
Device boxes (e.g. “Connect phone to
1f you have to pay ongoing costs evice”):
for any of your Cyber Security

cards, do it whenever you pass You move the data card mentioned in the
the Cyber Security Shop. box to the Manufacturer box of your
device.

If you have no more of the relevant data
cards, you do not have to do anything.

Inside Threat, Outside Threat
boxes

If you land on these boxes, you
must pick up an appropriate card
from the centre of the board.

scenario o Quizboxes
‘everyone playing. Follow the steps

onthe If you land on @ Quiz box, @ member of the.
opposing team must pick up a quiz card
from the centre of the board and ask your
team the question.
Some are multiple choice, some ask you to
list answers. If you answer correctly, you'll
Throw the dice boxes win a prize.
Throw the dice! Roll the dice, and you get to add
- orlose - a Cyber Security card.
Rollan
et If you get to add a card, your
team must pick one at random.
lose If you have to lose a card, the Pay money boxes
one of your other team must pick one of ! i
PRSI your cards at random to be The team responsible for money wil take
fscarded (put back on the the appropriate sum of money from you.
bottom of the pile of unused
Cyber Security cards). The money goes back to the general
money fund.
Deviee data breach! Data breach box
Move all your f you land on these boxes, you
B st necd to move al your relevant  [ESga ey
data cards data cards to the Data Exposed  [RUNuited
Without Your Agreement box. Aareern

Data Exposed Without
Your Agreement Box

(a) Page 1

university of

Kent

Quiz

Pay
£40

towards upgrading
your smart phone.

university of

What are the cards?

DataCard: DataCard:
Connectingdata Streaming data

Datacards

Each team starts with two of each type of data card: “connecting data”, “streaming data”,
“search data” and “purchase data” cards. When you land on the appropriate box, you
ple cards on the box for your product (Smart TV or
Smart Assistant). These data cards represent you giving your data to your device, and it
being kept by the manufacturer. Should breaches or other bad things occur during
gameplay, the data cards being kept by the manufacturer will be moved to the Data
Exposed Without Your Agreement box.

Sotwor thot consyous dovc (il apps.
@ comadar srtreshaycon batas

) he code 10 use apps associaed
i cevcas.
Cost €5 (whan st pickocup e
e tima roun the board) bbbl

5 oo soeme tee o it
i 0 10 the davic 5 used
‘onbanglnfactea o
It an ot oveof socuty

con
Younove o poy a subscription con

e not s Gecoss youroccount

Cyber Security cards

At the start of the game, each team must take three Cyber Security cards at random (pick from the top
of the pile).

Some are free, some cost money, and some cost time to set up (although this time can sometimes be
paid for instead).

When a team picks up a Cyber Security card, they should read out the card to everyone playing.

It a team picks up a card that costs money, they must pay the amount when they pick it up, and also
every time they pass the Cyber Security Shop box.

It ateam picks up a card that takes time to set up, they must skip a turn, or, where possible, they can pay
for set up (avoiding skipping a turn). If a team picks up a card that takes time to setup at the start, where
possible they must pay the money to get someone else to set it up for you.

Any time a team lands on the Cyber Security Shop box, they get to pick up an additional Cyber Secu
card, if they choose to. If they decide to, they must pick the next card from the top of the pile of unused
Cyber Security cards. Whenever a team passes the Cyber Security Shop box, they must pay any costs
associated with their Cyber Security cards.

(b) Page 2

Figure 11: Gameplay instructions for the first round



6.3.2 The story of the game

This section will consider the high-level story behind the aspects of the game.
Further details about the design of items mentioned here will be discussed in the
sections on Technology and Aesthetics below.

The fundamental story within the game is that each team’s objective is to
retain as much money and data as possible, to avoid being out of money and/or
having had all your data “exposed without your agreement”. The core elements
of story within the game are the types of activities that players land on as they go
through the board. These elements arise out of the need to address the majority
of the research findings (as detailed out in Table , and where possible, arise
from real-world events or recommendations from trusted organisations. As such,
scenarios and questions that appear within the game are all based upon at least one
of four things: evidence from the previous research in the project; guidance from
governmental sources and consumer protection agencies in the UK and US (these
include NCSCE] FBIE] NISTE] Which?ﬂ and Consumer Reportﬂ); reported cyber
security incidents in widely available media sources and online support forums
(those which are available to read online, in English, without a subscription or
paywall); and academic research. Similarly, the cyber security tools available for
use in the game are those recommended by governmental sources in the UK and
US (NCSC, FBI, NIST) — this is to try to avoid the inclusion of tools being
promoted by parties with a financial or other interest in their use. For a full list
of the scenarios on the cards, and the reasoning behind them, see Appendix [I|

There are two teams — one is the “Smart TV” team and the other is the
“Smart Home Assistant” team. These team names are meant to help focus the
participant’s minds on their own smart TVs or home assistants (Gondree and Pe-
terson|[2013)); in terms of the gameplay, the devices themselves are not particularly
significant in that both are treated the same in terms of the scenarios and other

aspects of gameplay. That said, at the point of the initial design, the intention

Shttps://www.ncsc.gov.uk/guidance/smart-devices-in-the—home

Shttps://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/
tech-tuesday-internet-of-things-iot

‘https://www.nist.gov/itl/applied-cybersecurity/nist-cybersecurity-iot-progr
am/consumer-iot-cybersecurity

®https://www.which.co.uk/1l/smart-homes-safety-and-security

Yhttps://www.consumerreports.org/home-garden/smart-home/guide-to-smart-hom
e-devices-tech-al007276600/
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Smart TV Smart Assistant Stolen and Lost

-
Manufacturer Manufacturer - Data Dump
S —

Throw the dice! Stream music Factory Reset
on your device
Roll an

even number Place All data
Streaming on the

gain towards upgrading Data Card Manufacturer Square

anew your smart phone on returned to you
cyber security card Manufacturer Square

Receive
£10

for selling an
old device

Outside

Inside Threat Quiz cards T

Cards

Search on device

on
Manufacturer Square

Device data breach!

Throw the dice!

Move
all Data Cards .
in Manufacturer Square Quiz
to
Stolen and Lost
Data Dump

Roll an
odd number
towards upgrading
lose your Internet
one of your connection
cyber security cards

Figure 12: The first game board

was to tie the actions and elements of the gameplay back to the smart TV and
smart home assistant. For example, the framing of threat cards was such that it
was understandable that they could happen to either a smart TV or smart home
assistant. This link was not present in later versions of the game, as will be seen
in Chapter [7]

The game board, whilst not in and of itself shaped like a house, or obviously re-
lated to a home, allows for players to see the aspects of the game’s story unfolding
in the squares in the board. For the overall board layout, see Figure (12, Previous
research (Jaffray, Finn and Nurse |2021; Chothia et al|[2017)) has highlighted the

importance of a strong story narrative for immersion within the game: partici-

pants here, as the team looking after their smart TV or smart home assistant, are
told a story through the cards and activities they encounter.

As detailed out previously in Table [2] there are several potential cyber security
measures that could be used in conjunction with the use of home IoT devices to

mitigate the types of threats detailed out in Table [l Cards are vital in conveying
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this information to participants. The number of cards relating directly to threat
types, cyber security measures, and quiz questions remained static throughout
the iterations of the gameﬂ This is for two reasons: firstly, the number of cards
reflected the number of plausibly different scenarios that cyber security could be
considered in, as found in news articles and industry reports (for the references
that served as inspiration, see Appendix . As discussed later, the quiz cards
allowed for a wider exploration of important topics not easily introduced into
scenarios. The idea behind these scenarios and quiz questions was to ensure that
participants could directly tie an issue to a potential resolution and then be able
to consider the relative importance of the scenario or topic to them, relative to
the solution. Table (18] details the links between the scenarios and quiz questions
and the solutions that participants could take away from encountering the card.
In some cases, the same measure appeared in multiple cards, underlining the
relative importance of the measure and the different angles the measure should be
considered in (e.g. it is important both to turn on automatic software updates,
but it is also important to know how long you can expect to receive those updates
on a device). The second, more prosaic, reason for the number of cards was simply
to avoid participants cycling through the pack more than once during a gameplay
session. Although reiteration of the concepts could be beneficial, knowing that
the card had been encountered before could break the participants’ engagement

with the game.

10With one exception, that is discussed later.
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Table 18: Scenarios and quiz questions arising in the game linked to the relevant

cyber security tools

Card scenario or quiz question

Proposed or discussed cyber security measure

Someone in the house has tried to use your smartphone.

Your house is burgled. Your smartphone has been taken.

You use your smartphone to connect apps to your device.

Your smartphone has been stolen.

A friend of the youngest member of the family takes too much

of an interest in your device. They are too young to understand

how to use the device properly and accidentally delete some data.

A malicious hacker decides to scare children by talking to them through
devices on insecure networks.

Is performing a factory reset enough to delete all your data

associated with a device?

‘We have come up with five steps that you should you take

before you sell or get rid of a device. Can you name three or more?

Is performing a factory reset enough to delete all your data associated
with a device?

One of the children in the house has accessed content you're not
happy with on your device.

Someone has decided to play a joke on you by modifying the settings
on your device.

Someone accesses your email account and password for your device.

A streaming platform you use on your device has had a data leak,

and passwords have been leaked.

A relative visits your home, and when looking at your device,

presses some buttons, and some settings get deleted.

You have a serious falling out with a neighbour who has, in the past,
connected to your home Wi-Fi with their laptop and phone.

How does the UK’s National Cyber Security Centre recommend you

create strong passwords?

The news reports that a group of cyber criminals have found a vulnerability

in your device that enables them to record video and take pictures using the camera.

Someone in the house has tried to buy something through your device.

You need to do a project at home, that requires talking to lots of people over
videochat about quite sensitive things you don’t want to be recorded.

A friend gives you a USB stick with a game on it.

As you plug it in to your laptop, you realise there’s a virus on there.

You read that your device has a vulnerability that enables people to take a copy
of the search histories performed on the devices, if the latest version of the
software isn’t installed.

Can you give two main reasons why apps need updating on devices?

How long does a typical smartphone receive automatic software updates ?
Your device has a vulnerability in its software. A cyber criminal tries to
access all your devices on the same network, including computers and phones,
through this vulnerability.

How might you set up your home network to separate your home IoT devices
from your smartphones and computers?

Access codes for device applications

Access code on smart phone

Back up devices

Change router password

Delete device history

Factory reset

Family discussion about device use

Multi-factor authentication

Password manager

Profiles for device use
Review devices on network
Strong, unique password use

Tape/cover over cameras
Turn off automatic purchases

Unplug devices when not in use

Use antivirus software

Use automatic software updates

Use guest network
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Table 19: Card explanations from round one of the game

Card type How is it incorporated?

Reason for card

Example text

Teams start play by picking

Cyber Security card
(see Figure three from the top of the pile
Data card Teams start play with

(see Figure two of each type

Teams pick up a card when
they land on an Outside
Threat square during gameplay

(see Figur

Teams pick up a card when
Inside Threat card
(see Figure they land on an Inside
Threat square during gameplay

Teams pick up a card when
they land on a Quiz square
during gameplay

Quiz card
(See Figure

To give teams specific solutions to defend themselves from Inside and Outside Threats
Cards may have costs and/or time to set up incurred when teams pick them up: this is to
introduce the idea that cyber security measures may not always be free.

Cards also provide a “pro” and a “con” about the cyber security measure picked up,

to introduce the idea that not all cyber security measures work equally well, or are just
beneficial in nature.

To embody movement of data from device to manufacturer, and data compromise (by moving
to Manufacturer square, and then to Data Exposed Without Your Consent square).

To provide a scenario of a particular threat, relevant to the team’s device, emanating from
outside the home.

Some of the threats posed on these cards can be mitigated by holding the right Cyber Security
card at the time of landing on the square.

Without the correct Cyber Security card, the team will be exposed to potential data, time
and money loss.

Some cards require teams to roll the dice to introduce the concept that sometimes threats
do not materialise simply due to chance.

To provide a scenario of a particular threat, relevant to the team’s device, emanating from
inside the home.

Some of the threats posed on these cards can be mitigated by holding the right Cyber
Security card at the time of landing on the square.

Without the correct Cyber Security card, the team will be exposed to potential data, time
and money loss.

Some cards require teams to roll the dice to introduce the concept that sometimes threats
do not materialise simply due to chance.

To provide an opportunity to introduce other cyber security concepts that could not otherwise
easily be introduced as an Inside or Outside Threat.

To provide an opportunity for teams to win money or Cyber Security cards.

Regularly delete device histories :
Data collected by devices can typically be deleted, thus making
it unavailable to anyone.

Cost: None
Time to set up: None

Pro: The less data a device has, the less there is to be lost, stolen
or otherwise used badly

Con: The device may often need significant data to offer smart
insights or personalisation

Connecting data:

Information you might share when you connect to a device with
your smartphone:

Your smartphone make, model, software details

Your unique device address

Other devices on your home network

Threat: Your device has been targeted by cyber criminals:

if it still uses the default password it came with, it can be used
by them to force websites offline.

Roll the dice:

Odd Number: You changed the password when you set up
the device, so it’s fine.

Even Number: Your Internet Service Provider notices that
your device is acting maliciously and bars you from their
service.

Pay £100 to connect to a new ISP. Move all Connecting Data
cards in your Manufacturer square to the Data Exposed
Without Your Agreement square.

Threat: One of the children in the house has accessed content
you're not happy with on your device.

If you have the following cyber security card:
Family discussion: device use

You have a short discussion based on what you've agreed before.
If you don’t have the card:

Skip a turn to discuss ground rules with everyone else.
Question: How might a ransomware attack on your device’s
manufacturer affect your device?

A) Device may no longer be able to do anything on the Internet.
B) You might not be able to access any account information.

C) Your personal data may be stolen and given to others
without your permission.

D) There may not be any effect.

E) All of the above are possible.

If team answers correctly: Pick a new cyber security card.
Answer: E




Having chosen which device they would be, each team starts the game with
items that will serve two key purposes: protect them from attack, or be lost as a
result of attack or other activity on the board. For an overview of the purpose of
the cards in the game, see Table[19 Cyber Security cards and data cards are vital
components of the game’s story. Although both aspects in the first version of the
game are relatively passive, and only used in conjunction with events occurring
on the board, they are included to explain more about the role of data, and the
role of cyber security measures. Cyber Security cards — chosen at random —
are collected by each team and can help protect themselves against threats. For
examples of the front side of the card, and various back sides, see Figure |[13|
Each Cyber Security card would offer a different measure, but potentially at a
cost of time to set up, or money (for subscriptions or initial purchase). Cyber
Security cards, once gained by a team, could be used to protect against an attack
— provided they hold the right card. The teams also start with data cards, and
£300 (in play money). To explore the movement of data, and the potential attack
vectors being not only the device user, but also the device manufacturer, flows were
created in the game that moved data cards from the team to the manufacturer,
and possibly then going on to be “exposed without your agreement” (which was a
step closer to losing the game altogether). For the data cards from the first round,
see Figure [I4 Money is used to highlight the ongoing costs of device ownership,
whether having to pay bills related to ownership, or for repairs or replacement
when activities on the board have negative outcomes.

At this point, it is worth mentioning that the first iteration of the game was
unwinnable: as described in the previous paragraph, the goal of the game was
to avoid being the first to run out of data or money. As discussed at length in
Chapter [7], this was not a design feature that was popular with participants, but
was introduced in the first iteration of the game, again, as a reflection on the
negative nature of cyber security as a whole: that the risk management aspect
of owning home IoT devices typically relies on luck not to lose money or data if
you employ no cyber security measures; and if you do employ such measures, they
will often come at a time or monetary cost. The researchers and those researchers
who participated in the games pilots assumed that there were no natural ways to
describe the relationship between the home IoT devices and employing appropri-

ate cyber security measures in a way that could allow for “winning” the game.

180



Although, as will be seen, given the feedback in the first round of gameplay, a
means of winning the game was introduced in subsequent rounds to increase the
enjoyment of the participants.

In order to address RF 2, 4, 6, 8 and 9, significant emphasis is made in the
game on the types of threats that can be posed by home [oT that may not be
familiar to participants used to thinking about using the Internet on a computer.
Furthermore, due to a prevalence of answers in the interviews and surveys in
Chapter [ and the framing of the majority of threat actors in advice articles in
Chapter such that the only threats that could be posed would be by hackers
or nation states, rather than considering the more mundane and probably likely,
it was decided that threats should be split into two categories. “Outside Threats”
would indeed cover acts of cyber crime and damage that are faceless and, often,
not targeted directly at the home IoT device user. For examples of the front and
backs of Outside Threat cards used in round one, see Figure|[15| “Inside Threats”,
conversely, would aim to bring to light the threats to device use that may be much
closer to home — the types of threat that would be much more likely to happen,
but seemingly discounted by interview and survey participants as not relevant or
important. The game attempts to make the case that whilst outside threats can
be dangerous, inside threats can be just as catastrophic in terms of data loss and
device damage — but they are just not perpetrated by those with criminal intent;
much more likely, they will be accidental in nature, but the outcome remains the
same. For examples of the front and backs of Inside Threat cards used in round
one, see Figure [10]

In order to make the threats more vivid and engaging, they were incorporated
into short scenarios, using language to suggest that the team who had landed on
the relevant square had suffered the attack. Following research such as |Pteffer
et al.| (2022), the intention was to use the storytelling aspect of the scenario,
and the immediate retelling of the scenario to all gameplaying participants, as a
way of reinforcing the potential damage that the threat being considered could
create. Additional reinforcement of the consequences of the threat would be felt
immediately: either the team would be able to protect themselves through having
the correct cyber security measure, or they would lose some combination of data

and/or money.
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More general learning about cyber security measures that could not be incor-
porated into threat scenarios were included in Quiz cards (see Figure . These
cards offered the opportunity for direct learning on specific topics, addressing RF's
3, 8 and 10, but, in terms of the game story, allowed for the ability to win Cy-
ber Security cards, or money. Rewarding correct answers reinforced the value of
understanding the concepts being discussed, although wrong answers also provide
opportunities for discussion and learning.

Table [20| gives an overview of the squares on the board and the actions that

landing on the square could lead to. To see the board in its totality, see Figure [12
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(a) Cyber Security card: front

Tape/sticker over cameras

You can put something, like dark
tape or a post-it note, over a camera
that does not have its own cover to
ensure that no-one can watch in
without it being removed.

Cost: None
Time to set up: None

Pro
It's a very low-tech, easy solution

Con
It may be tricky to see where the
cameras are in some devices

(c) Cyber Security card: back (tape
over cameras

Back up devices

Backing up data allows it to be
available, even if something goes
wrong with the device.

Cost: £5 (when first picked up then
each time around the board)
Time to set up: Skip a turn, or pay £10
to get someone else to set it up for

you

Pro
If important data is backed up in a safe
place, it should remain accessible in an
emergency

Con
Hard to access data from smart devices
Harder to put data back into smart
devices

(b) Cyber Security card: back (back
up devices)

Data breach monitoring

If your data is taken in a data breach,
there are services that can inform
you of this, so that you can take
steps (change passwords, be very
careful of any odd looking emails) to
protect your identity.

Cost: None
Time to set up: None

Pro
If informed your information has
been breached, you can take action

Con
You will only find out if the breach is
made public

(d) Cyber Security card: back (data
breach monitoring)

Figure 13: Round one: Cyber Security cards



Data Card:

Connecting data

AR
[
I G -

(a) Connecting data:

front

Streaming data

you mig| you
stream media using software on a device

Your account profile data
Your streaming history
Recommended future

streaming based upon your
past streaming activity

(d) Streaming data:

back

Data Card:
Purchase data

AR
~/
= =

(g) Purchase data:

front

Connecting data

Information you might share when you
connect to a device with your
smartphone

Your smartphone make,
model, software details

Your unique device address

Other devices on your home
network

(b) Connecting data:
back

Data Card:
Search data

AR
[
_—

(e) Search data:
front

Data Card:

Streaming data

AR
~~/
) | (s

(¢) Streaming data:
front

Search data

Information you might share when you
search for information using software on
adevice

Your search history
Your video/video recordings

Your profile based upon
previous searches

(f) Search data: back

Purchase data

Information you might share when you
e e e

back

Your home address
Your credit card details
Recommended future

purchases based on your
past shopping

(h) Purchase data:

Figure 14: Round one: Data cards
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Outside Threat
Card

(a) Outside Threat: front

Threat: Your device has a weakness in its
software. A cyber criminal tries to access
personal details on your computer through
using the weakness in the device.

If you have the following cyber security card,
you don't need to take further action:

Use your devices on a guest network

Your devices are on a separate network
from your computer, which means the cyber
criminal can't use the weakness to find the
personal details.

If you don’t have the card:

Skip a turn as you try to understand what'’s
happened, or pay £10 to get someone else to do it
for you.

The cyber criminal takes copies of all your data.
Move all Data cards in your Manufacturer box to
the Data Exposed Without Your Agreement box.

(¢) Outside Threat: back (weakness in

software)

Threat: Your device has been targeted
by cyber criminals: if it still uses the

default password it came with, it can be

used by them to force websites offline.
Roll the dice:

Odd Number. You changed the
password when you set up the device,
so it’s fine.

Even Number. Your Internet Service
Provider notices that your device is
acting maliciously and bars you from
their service. Pay £100 to connect to a
new ISP. Move all Connecting Data
cards in your Manufacturer box to the
Data Exposed Without Your Agreement
box.

(b) Outside Threat: back (targeted by cy-
ber criminals)

Threat: A power surge has fried your
device: it no longer works. You decide to
buy a cheaper version from a different
manufacturer, and buy a subscription
to a new streaming platform that
comes discounted with it.

Roll the dice:

Odd Number. You remember to close down
the account with your previous streaming
service, and request that they delete your

data.

Even Number. You don't close down your old
account. The old streaming service suffers a
data breach, and your credit card details
are stolen — and used. Move all Purchase
Data cards in your Manufacturer box to the
Data Exposed Without Your Agreement box.

(d) Outside Threat: back (power surge)

Figure 15: Round one: Outside Threat cards
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Inside Threat
Card

(a) Inside Threat: front

Threat: Someone in the house has tried
to buy something through your device.

If you have the following cyber security
card, you don’t need to take further
action:

Turn off automatic purchases on your
device.

Nothing can be purchased unless you
approve it.

If you don’t have the card, roll the dice:

Odd Number. Thankfully, nothing seems
to have happened.

Even Number. Your device has been
used to buy a £30 product. Pay £30.

(¢) Inside Threat: back (unauthorised
purchase)

Threat: Someone in the house has tried
to use your smartphone.

If you have the following cyber security
card, you don‘t need to take further
action:

Access codes for device apps

Your device cannot be used by people
who don't have the access code.

If you don’t have the card, roll the dice:

Odd Number. Your device settings have
been changed. Skip a turn as you sort it
out.

Even Number. They just wanted to look
at some cat photos on your camera roll
- no real harm for now...

(b) Inside Threat: back (someone else
uses smartphone)

Threat: A relative visits your home, and
when looking at your device, presses
some buttons, and some settings get

deleted.

If you have the following cyber security
card:

Profiles for devices
Skip a turn to restore everyone'’s profile,

or pay £10 to get someone else to do it
for you.

(d) Inside Threat: back (deleted settings)

Figure 16: Round one: Outside Threat cards
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Quiz Card

(a) Quiz: front

Question: How might you set up your
home network to separate your
home loT devices from your
smartphones and computers?

A) Using your router to create a
guest network.

B) Get a second Internet connection
in the house.

C) Connect smartphones and
laptops to the Internet with mobile

data only.

If team answers correctly:
Pick a new cyber security card.

V Lemsuy

(¢) Quiz: back (guest network)

Question: How does the UK’s
National Cyber Security Centre
recommend you create strong

passwords?
A) Use a long string of letters and
numbers and symbols and never
write them down.

B) Choose three random words and
use them as one long pass phrase.

C) Use a base password, and alter it
slightly for each account.

D) Use a password manager.

If team answers correctly:
Pick a new cyber security card.

(ieuyy s1 Yy10q 1o Jaylie) @ 10 g :lemsuy

(b) Quiz: back (strong passwords)

Question: How old do you have to be
to have an account on most
platforms and all social media sites
in the UK?

A)5
B) 10
c)I13
D) 16

If team answers correctly:
They get to roll again.

D Lemsuy

(d) Quiz: back (social media)

Figure 17: Round one: Quiz cards
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Table 20: Squares and actions from round one of the game

Type of square

Example Explanation

Device Action

Pay/Receive
Money

11 44 7
EREETS N Participants have to hand over a data card “to the manufacturer” (a

device separate box on the board) for doing a standard activity with a device

T e (connecting a smart phone to the device, buying something on the device) —
card on

manufacturer
square

the intention behind such squares is to link the use of devices in different

ways with different types of data transfers.

These squares link costs to home IoT device usage (upgrading Internet
connection or upgrading a smart phone), and also allow for teams to gain
money by “selling an old device”. Similarly, there is the “Get Paid” square,
which facilitates ongoing gameplay by giving participants an extra £100

each time they pass it.

Continued on next page
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Type of square

Example

Explanation

Outside/Inside
Threat

Quiz

Inside

threat

Quiz

These squares require the team to face a scenario based upon an
Outside or Inside Threat (that is, a threat that is either posed from
outside of the people or devices within the home, or a threat posed

by people or situations occurring within the home). The team
that lands on the square then has to deal with the
consequences of the threat that has occurred.
Consequences may be mitigated by owning specific cyber
security tools, or through a throw of the dice. The dice throw

is used to recognise the fact that practicing poor cyber security,

for example, does not always mean a poor outcome, and that this

survivorship bias, or chance, may account for a significant percentage

of cyber security decisions by individuals.

These cards pose general cyber security questions to the team that
lands on the square, with the opportunity to win in game prizes for

correct answers.

Continued on next page



061

Type of square

Data

Security
Roulette

Shop/Get Paid

Example Explanation

Data breach!

There are two of these squares, one invoking a data breach, the
other a factory reset — providing the opportunity for the team either

to lose data permanently (a step closer to losing the game), or

compromised data box

regain all the data they had previously provided to manufacturers by

connecting to devices.

These squares give the team that lands on them the opportunity to gain,

or lose, a cyber security tool.

These squares facilitate elements of gameplay. Aside from being the
starting point of the game, the “Start Here” or “Cyber Security Shop”
tool allows for the collection of subscriptions or purchase of new tools;

the “Get Paid” square gives teams £100 when they pass, to ensure

teams do not run out of money too quickly within the game.




Figure 18: 3D printed game counters

6.3.3 Technology and Aesthetics

The concepts of Technology and Aesthetics from Schell’s elemental tetrad will
be considered together here, as aspects of the physical pieces and how they were
presented are clearly linked, particularly given the obvious prototype nature of the
design in the first round. As such, aesthetics in particular were designed at a low
level with a specific desire to get suggestions for improvements from participants.

Once the decision was taken, for the reasons described above, to use the board
game format, there were implications on the subsequent “technologies” that would
be used, namely, that there would need to be cards and game pieces to facilitate
the gameplay. Barring a complete redesign of the game, the combination of board,
cards, game pieces would remain as the key pieces of technology in the game.

In order to create a game board that could enable gameplay without significant
design time or costs, the initial board design was created in PowerPoint, and
printed on to an A2 sheet of foam-board. This allowed for clarity of squares, and
basic aspects of continued design (aesthetic) features, such as consistent colour use
for squares and linked cards, as well as the introduction of graphics to represent the
Threats and Quiz. Although somewhat rudimentary in approach, the consistency
was considered important to allow for players to start to have an immersive game
experience by not having to do the mental heavy lifting of linking the square that
they had landed on to the action they subsequently needed to take.

The cards needed for gameplay — the Threat, Quiz, Data and Cyber Security

cards — were printed, in colour and double-sided, on A7 card. A7 was chosen,
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despite being, arguably, bigger than average playing cards, to provide sufficient
space for scenarios and questions in a large enough font. Key phrases, words
and actions, were highlighted in red for additional ease of reading. The use of
card (instead of paper), along with the professional print finish of both the cards
and the board, provided the start of a feel of the quality of a real board game
that [Hart et al. (2020) had pointed out was vital to draw players into the game.
Custom-made 3D printed game counters added to this idea of being more than a
prototype (see Figure . All round one game cards are detailed out (one copy
of the front of each type of card, followed by each back side) in Appendix .

6.3.4 Initial game summary

This chapter has recounted the explanation behind and setup of the final piece of
research in this thesis, which addresses RQ4 — how can a board game act as an
intervention to support participant families to improve awareness in relation to
the cyber security of home IoT devices that they own and use? This chapter has
explained the starting point of the research with family participants, both in terms
of the methodology of the process, but also in terms of the decisions made behind
the creation of the first round of the game. The board game for round one had been
built in part to address findings from the previous pieces of research in the thesis,
and with the knowledge that, coming from a place of lack of awareness, families
needed an interactive form of training and education to move from a place of
precontemplation. These aspects were combined with examples and guidance from
real-world sources to create a number of activities that came together to create a
game for two teams, incorporating ideas that could translate into learning about
different threat types, more general cyber security knowledge, and the nuance of
whether cyber security measures were relevant or useful. It also, in giving teams
data to protect as well as money, tried to show players that not all that they should
be concerned about is monetary loss. Game rules were created to facilitate game
setup and explanations as to how to perform the actions assigned to squares, as
they were landed on. The version presented to family participants was the result of
two rounds of pilot tests within the university department: these sessions provided
changes to improve clarity, rather than gameplay changes. Chapter |7 will go on
to give details of the results of the UCD effort, and look at whether the game
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could be said to serve as a cyber security intervention for families.
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Chapter 7

The creation of an intervention to
promote positive cyber security

actions amongst families: findings

Following on from the explanatory work of the previous chapter, this chapter will
explore the findings from the gameplaying sessions. For ease of understanding,
the findings will be addressed in two parts. First: the findings from the UCD of
the game, from the first version, described in Chapter [6.3], to the version played
with in round three will be presented round by round. Second: the value of the
serious game will be considered: did the game make participants more aware of the
threats and risks of using home IoT devices, and did participants make changes
in their cyber security setup at home?

This is presented as follows. Section walks through the findings from the
three rounds of gameplaying sessions, first in terms of the UCD process (and the
development of the game based upon the feedback from each round), then in
terms of the cyber security findings. The findings are discussed in Section [7.2]
with more of an expanded discussion section than previous chapters, as well as an
overview of the RFs generated from the research. Finally, Section summarises
the process and findings from the chapter, and some of the implications arising

from the discussion.
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7.1 Findings from gameplay

This section will be broken down in two parts, in line with the two key purposes of
the gameplay sessions: a) the creation of a more enjoyable, more engaging game
by the point of playing in round three, and b) the value of the game in improving
cyber security discussions and awareness in the families that played it. The find-
ings relating to the UCD process are extremely important, despite being slightly
separate to the goal of researching cyber security. With the cyber security mate-
rial (i.e. the quiz questions, the threats, the cyber security measures) within the
game remaining almost identical throughout (except where detailed below), the
relevance of the UCD process can be seen in whether the post-gameplay outcomes
improved, round upon round. This would show that the medium of knowledge
transfer — namely, the version of the game being played — was important in
affecting the results.

In both sections, the participant families will be referred to in the following
way: the round number, followed by the family code (as listed in Table L
referring to families that participated in London, K in Kent, and O online). Adults
will be referred to as AF or AM, based upon whether they were female or male,
and children will be referred to as C1, C2, C3 or C4 (descending in age), with
their age after. That is to say, the male adult participating in round one, from
Family K1 will be referred to as RIK1AM; the second-eldest child in the same
family will be referred to as R1K1C2, aged 13.

7.1.1 User-centred design findings

The findings explored below are based upon three elements of the gameplaying
process: the gameplay itself, the interview immediately following the gameplay,
and the free text field asking for further feedback in the survey undertaken a week
after gameplay. As mentioned above, for ease of narrative, the following sections
will be considered chronologically: that is to say, the findings of round one will
be discussed, and the version of the game taken into round two will be explained
before moving into the findings for round two, and so on. After that, there will be
a brief discussion of the enjoyment ratings provided in the final survey, and some

discussion of the implications of the UCD aspect of the game.
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7.1.2 Round one feedback

The game taken into round one has been explained in depth in Chapter [6] As
such, no further explanation of the game will be provided here. The flow of these
findings will be split up in the following way: an overview of likes, dislikes and
confusions arising from the first round of gameplay will be considered, followed
by specific aspects of improvements that participants suggested. This will be
accompanied by an overview of the precise changes made to the game between

rounds one and two, before an introduction of the second version of the game.

The process behind making improvements

As is the case with any piece of work created through UCD, the generation of
ideas are — hopefully — sufficient in number and quality that some are not taken
forward. This was the case for round one. In addition, improvements also became
evident to the researcher, having watched families struggle with certain aspects of
the gameplay repeatedly. After the first round of gameplaying was completed, the
merits of improvements suggested, and those noted as likely necessary to improve

gameplay, were considered in relation to the following factors:

e Obviously difficult or confusing gameplay: Where the researcher noted
the majority, or all, of the families struggling with certain aspects of the
gameplay changes were considered. These problems also had suggestions
made by the families too, and so the changes were informed by both partic-
ipant suggestion and the need seen by the researcher (e.g., the removal of

the data flow process).

e Strength of feedback: numbers of families suggesting there was a problem
or improvement to be made in gameplay around a specific aspect or piece

of design (e.g., changing the game to allow for a clear winner).

e Adherence to good cyber security and cyber hygiene: suggestions
that could lead to participants gaining incorrect understandings about good
cyber security were not taken forward (e.g., suggestions around selling data

to gain money).

e Including the possible: some suggested improvements involved redesign-

ing the game to an extent not possible to incorporate (e.g., the inclusion of
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smart home assistants to ask questions).

e Include items that improve the specific learning experience: sug-
gestions that had the potential to reduce some of the learning experience
(e.g., removing money or data in gameplay entirely) were not taken forward.
However, all suggestions that improved the clarity of gameplay or the en-
gagement of gameplay (e.g., reducing the amount of text, altering the game

to allow for winning) were taken forward.

¢ Elements of gameplay that altered focus from the target audience:
Feedback that suggested the inclusion of elements for other target groups,
rather than secondary school children and their parents, was not incorpo-
rated to avoid scope creep (e.g., the idea of making the game more generic

to be played in several settings).

As will be seen in the evolution of the game, in a couple of cases, changes
were suggested and taken through on the basis of the steps above, only for the
next round of families to suggest that they did not like the changes made. This
was particularly the case for the amount of text on the cards, where a reduction
in the amount of text came at a cost of losing background information (that was
provided in the accompanying booklet, but not on the cards itself); the size and
layout of the board similarly took all three rounds to get to a version that was

appreciated by the majority.

Likes, dislikes and confusions

Likes:

Despite the fact the game was in an early stage of creation for round one,
participants could still point to areas of enjoyment, or things that they liked. In
the main, these were aspects that would come out in later stages as well, and
perhaps in more muted tones than in later stages, particularly in the written
feedback. The ability to start a family conversation was noted — “..this
is a good way to communicate with younger ones, like C2, aged 10; [the ideas
covered in the game/ can be a bit abstract” (R1ILTAF). Children too expressed
how they would like to play the game in school and further at home, giving

more opportunities to continue learning from the game: “Can I take it home?”

197



(R1L5C2, aged 8); “We could use this in lessons!” (R1K3C1, aged 12). This
may have been in part because of the look of the game — adult participants
suggested that it could be enticing to younger children because of the range of
colours and symbols used, even if the application at this point was clearly quite
basic. “I really liked [the cards] because they have pictures and symbols. That
means you can recognise them quite quickly” (R1K3AF). That said, participants
also pointed out the potentially exclusionary element of an unconsidered approach
to using multiple colours: “Colour blind people cannot necessarily read words
against specific colours — and some fonts are better than others” (R1IK1AM).

The Quiz cards were by far and away the most enjoyed element of the game:
“You know, I love the Quiz” (R1L9A1). Many families reflected that that was
because of the element of competition that they introduced; they also allowed
for interaction between teams. As a result of the random nature of gameplay,
Family R1K1 did not encounter the Quiz component until quite late on in their
playing. R1K1AF reflected that “if we’d have had a few more quizzes, then we
would have had more interaction: ‘oh my gosh, the thing that’s the answer...[and]
I don’t know the answer to that’ — that kind of thing”.

Dislikes and confusions:

By far the biggest disappointment for many families — stemming directly from
the enjoyment of the competitive aspect mentioned above — was the fact that
the game was unwinnable. “This game is about not losing your data. So
it’s quite the opposite [of winning something]” (R1L2AM). The lack of a positive
goal to work towards was quite a mind shift from other board games: “..often at
the start of the game, you know there’s a goal. Ironically [with this game] you’re
already at the goal already and the goal is being slowly taken away.” (R1L3AF).
R1K1C3, aged 9, summed it up, when asked what he liked about playing board
games: “Winning!”

In addition to not being able to win, participants agreed that there was too
much text on the cards — for example, survey feedback from Family R1L2:
“it was a little wordy...”; “We had quite a lot to read on the cards, and the
kids are not a fan of reading...” (R1K5AF). Younger children, when asked to
read out threat scenarios or Quiz questions, sometimes struggled to read the
entire scenario, and occasionally would trip over more technical language (for

example, “authenticator” or “ransomware”). Quiz questions, too, whilst generally
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extremely popular, also caused problems in instances where the questions were
phrased in such a way that participants were asked to list things out (such as the
one shown in Figure . This proved complicated, and also created situations
where the team being asked would provide an answer in slightly different wording
than that provided on the card, leading to further confusion. “/The Quiz cards]
you had to guess...some of those were really hard”’ (R1L6C1, aged 12).

Question: We have come up with
19 possible pieces of data a cyber
criminal might want to get from
your from your device. Can you
guess five?

Quiz
Which of these might a cyber criminal
be able to get from your device?

A) Physical Address

¢ Name ¢ Voice recordings .
J B) When you are on holiday or

* Date of Birth

Physical Address

* Account name

e o o o o o

Account password
Other passwords
Credit card details
Device information
Family information
Device (IP) address

¢ Video recordings

e Search history

¢ Purchasing history
* Contacts

« Chat/message

history

¢ Home routine
« Employment/school

info

¢ Demographic info

(e.g. info on your
income, gender

away from home

C) Voice recordings

D) Video recordings

E) Information about all family
members

F) Passwords for other
accounts

G) Contacts

H) Maybe all of the above
If team answers five (or more):

Win £20.

Get the answer right? Choose a cyber
security card from the pile.

(a) Round one: listing out (b) Subsequent rounds: multiple choice

Figure 19: Quiz question: change from requiring participant to list out answers
to multiple choice

The complexity of certain aspects of the game process also felt difficult
and confusing to the participants. One aspect in particular stood out: teams could
lose data cards in one of two ways. This process was included to try and elicit
the understanding that data could be “exposed without your agreement” (the
game’s terminology for having data breached and potentially abused) at multiple
points in its existence. In particular, for the game, data could be exposed directly
(by someone stealing a smartphone, for example) or indirectly, through attacking
the device manufacturer. This was represented in the game by having scenarios
where data cards would be moved directly to the “data exposed without your

agreement” box; in other instances, the team would “connect their device” to
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carry out particular functions (streaming or purchasing, for example). This would
result in data cards being moved to the “manufacturer”. This data would then be
vulnerable to attack from Outside Threat cards, in particular, where adversaries
could attack the data storage of the manufacturer. In that case, the data held
by the manufacturer would be moved to the “data lost without your agreement”
square. It was generally agreed that trying to express this multistep relationship
was too complex to understand in the gameplay: “It was a bit tricky with some
of the cards moving from place to place” (R1L5AF); “..it was a bit difficult to get
my head around” (R1LICI, aged 18).

The lack of understanding around that element of gameplay was compounded
by the difficulties that were felt around understanding what the data cards
were. Families — especially children — could instinctively understand the value
of the play money that they had “I liked the money!” (R1L8C3, aged 9), “I
enjoyed playing with the money” (R1K3C2, aged 10). In fact, the focus on money
instead of data was so prevalent that participants sometimes suggested actions to
gain more at the expense of protecting their data: “Maybe you could sell that data,
so you could get more money?” (R1L10C1, aged 14). The same level of ownership,
and desire not to lose them, was not felt over the Data cards. R1K3AF summed
up the issue like this: “The [Data cards| seemed like property. And quite honestly,
if I don’t feel like I own the property in the first place, I don’t really care if it’s
gone somewhere.”

It should be noted, as something seen throughout all rounds, that a number
of families recognised that it would have been beneficial to be able to play
the game more than once. Again, R1IK3AF explained this most clearly of all

participants:

We knew it was only half an hour, so we wanted to speed through
the game. So we didn’t take too much time on reading the information.
I think if it was a game that we had at home, we probably all would
have played a game like that. But probably then read it all afterwards,
and then probably played it again, and again.
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Improvements suggested

This section will be broken down into two main areas: suggestions arising from
families about how to change or improve the gameplay, and more specific aspects
of the design of the board, cards and pieces. Some of these aspects flow naturally

from the dislikes and confusions arising in the game.

Gameplay

Make the game more positive:

As mentioned in the previous section, participants wanted to be able to play
to win, requiring an alteration of the core gameplay of the game. Several fam-
ilies thought that this could be achieved, in part, through shifting the focus to
collecting things, whether it be starting the game with no Cyber Security cards
and building up your security portfolio over time, or, as one participant sug-
gested, “maybe there’s a shield representing your knowledge growing and showing
how your defences are getting better. So you might only get 90%, but the other
team will have 10%, and if you’ve lost all your cards, at least you’ve gained more
knowledge than them!” (R1L7AM). This would put a more positive spin on what

could be seen as the inherently negative process of avoiding losing data and money.

Improvement 1: Make the game winnable.

Improvement 2: Focus on collecting things (possibly knowledge).

Mix up gameplay:

The Quiz was by far the most engaging aspect of the game. This prompted
participants to reflect upon what could not only make the game more engaging,
but how aspects of the game could become more integrated. One family reflected
upon how much they had enjoyed it when their opposing team had lost Quiz ques-
tions, and how that sentiment should be carried over to make a game where you
cared more about sabotaging the other team rather than simply considering
your own progress. “Could you have it that we’re basically working against each
other...that we’re the threat against each other?”( R1K3C1, aged 12). In addition
to this was an interest in expanding out the range of devices, from just the smart

TV and smart home assistant, to make them a more interesting feature in the
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game — “I would have more devices...” (R1K1C1, aged 14), “You could have
a little laptop or game console?” (R1K5AF), “Because the devices don’t mean

anything...I would have [more, like] a Playstation, laptops, Alexas, smartphones,

TVs...” (RIL10C1, aged 14).

Improvement 3: Improve interaction by adding adversarial play.

Improvement 4: Increase range of devices in gameplay.

Design Features

Board:

As makes sense for the stage of development of the game, participants thought
more could be made of the design of the board. This was particularly the case with
participants with professional graphic design experience. R1L7AM, for example,
made significant suggestions about the value having more considered graphics
might have both on the layout of the board, but also in terms of making the

“data exposed without your agreement” square scarier:

...from an illustrative point of view, I think you could make it a
lot more fun. You're starting to do stuff here. But, you know, rather
than clip art based stuff... That’s fine as placeholders to get everything
obviously, you know, this journey could feel a bit more of a...less of
a go around in circles kind of thing. [You could] just visualize what
the darkness [of the “data exposed without your agreement” square]

18...less of a person, it could be just like nasties or teeth...

Other participants thought that there could be a more interesting layout of
the board squares, such as “a snake” (R1IK5AF, and a better use of space on the
board. Family R1K3, for example, suggested that the board felt a bit “squashed”,
and that perhaps it might make sense to add things like the bank and other cards

around the board “like a pattern”.

Improvement 5: Improve graphics used on the board.

Improvement 6: Board layout improvements.

Cards and Pieces:
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As mentioned above, participants wanted cards to have fewer words, and be
more accessible by linking colours and pictures together. Watching the gameplay
also presented two further elements that did not work as expected: teams did
not follow the requirement to pay for Cyber Security cards, either a
one-off payment or a subscription payment (due each time they finished a
lap of the board), or, skip a turn to set up the devices. These elements were
supposed to highlight the trade-offs inherent in choosing cyber security measures
— that there is often a cost or time to set up incurred. A further complexity
arose in all Cyber Security cards having different levels of payment or skipping a
turn (with some having neither). Participants forgot to impose paying, both in
the case of one-off payments or subscriptions. In one case, a player immediately
realised that the best thing to do would be to chose Cyber Security cards that

allowed you to skip a turn, to avoid inevitable loss of data or money:

R1K3C2, aged 10: These cards were really good because you get to skip
a turn.
R1K3AF: It’s tactical, isn’t it?

Watching gameplay also allowed for two further realisations: firstly, the real-
isation that some cyber security measures were consistently misunderstood. In
particular, this was the case for “data breach monitoring”, which participants
typically assumed was the action of receiving an email from a data controller
post-breach (as opposed to signing up with services like Have I Been PwnedE]).
Given the confusion that subsequent discussion between researcher and partici-
pants had when discussing this measure, the decision was taken to remove that
card.

Secondly, the researcher had the realisation that having various types of
prizes for winning a Quiz or Threat card was imposing too much of a
cognitive load on the participants, and slowing down gameplay (as each time
they had to ensure they had won the correct prize). Standardisation, as much
as possible, would be a way to reduce time spent considering what a team had
just won. Finally, as mentioned above, the complexity of some of the Quiz

questions made them too hard to answer. This was the case in which the

"https://www.haveibeenpwned.com/
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team being asked the question had to list off things in order to answer the question
(e.g., types of personal data).

The data cards were also an element in need of significant improve-
ment. As mentioned above, participants struggled to conceptualise what the
data cards were, and that they were supposed to have a value akin to the money
they were also losing. Several participants suggested altering the shape of the
data, to stop them looking more like the other cards in the game. Family R1K5
suggested data could be represented with something else, perhaps “like a little
chip or like a little SIM card”. RI1L2AF suggested the idea of tokens: “I feel
like I almost feel like you need to have like a token or something. I know it’s
not a physical. . . .something representing that data that you feel like...like chips or
something.”

Improvement 7: Reduce words, improve clarity of cards.
Improvement 8: Simplify cards to remove actions that were ignored in
the gameplay.

Improvement 9: Standardise prizes won.

Improvement 10: Make Quiz questions have closed-ended answers.

Improvement 11: Alter the appearance and role of the data cards.

7.1.3 Game changes: round two

As described in Table 21 a number of changes were made to almost every aspect
of the game following the completion of the first round. These changes will now
be detailed out below, before reviewing the feedback of participating families in

round two.

Gameplay

In keeping with Improvements 1 and 2, the largest shift in the game between
round one and two was that of changing it from a game that could not be won,
to one that could. Both Improvements 1 and 2 worked together, as suggested by
the participants in round one, to produce a game that allowed players to create a
sense of collecting things, as well as being able to come to a final, defining point
of winning.

The aspect of collection, in fact, became a core aspect of winning the game.
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Table 21: Full list of game improvements

Round

Improvment number

Suggested Improvement

Improvement Made

1

1

10

Make the game winnable.

Focus on collecting things (possibly knowledge?)

Improve interaction by adding adversarial play.

Increase range of devices in gameplay.

Improve graphics used on the board.

Board layout improvements.

Reduce words, improve clarity of cards.

Simplify cards to remove actions that were
ignored in the gameplay.

Standardise prizes won.

Make Quiz questions have closed-ended answers.

Alter the appearance and role of the data cards.

The fundamental gameplay altered to allow teams to win the game.

The concept of collecting knowledge was introduced, by way of
collecting wedges in a shield, as part of the altered gameplay to
allow for winning.

The role of Inside Threat cards changed so that a team landing
on the Inside Threat square would be attacked by the other team.

Cyber Security Battles introduced to allow for more interactions
between teams.

Teams no longer the “smart TV” or “smart home assistant” team.
Rather, each team has three devices during the game that they
must protect using their Cyber Security cards.

The board in round two was designed using Canva, rather than
PowerPoint, allowing for more flexibility in terms of graphics used.

The layout of the playing board was altered to allow for a race to
the centre to signal a clear win; other aspects of gameplay were
added on to the board (such as the devices) to allow for

more structured gameplay

Text on cards substantially reduced: scenarios made shorter, more
graphics introduced to allow for easier interpretation.

Cyber Security cards no longer have costs or time spent associated
with their purchase.

Answering a Quiz correctly results in one prize.
Quiz questions were reworded so that no questions require
listing out of answers to win.

Data cards substantially reworked. The confusing flow between
team and manufacturer and “data exposed without your consent”
square removed, so that now teams just lose data.

Cards changed in appearance to become round, interchangeable
tokens.

Make the link between Device and Cyber Security
cards clearer.

Device cards made bigger (to A7 size) and include three suggestions as to

possible Cyber Security cards that might protect against attack.

Rules around card reuse made clear in the instructions (use the card, then

. . replace with a new one from the pile) and how payment for losing works

Tighte aspects of Cyber Security Battle. . - .
ighten up aspects of Cyber Security Battle (losing team plays winning team). Change ratings from numbers to stars.

Make the playing space bigger, and increase money and data tokens

accordingly. Relabel “data breach” squares to reflect more specific

cyber security failures.

Board layout improvements.
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In round two, special squares were introduced. Designated by being a golden
colour with a red border, there was one of these special squares for each type of
activity in the game (Quiz, Inside Threat, Outside Threat, and a new activity,
Cyber Security Battle, which will be discussed below). See Figure 24| for a layout
of the board. Winning, or protecting themselves in each of these special squares
would allow the team to collect a piece to put into the newly designed 3D printed
counters, shaped like a shield (an idea suggested by R1IL7AM). Although there
were four pieces to collect before heading to the centre to win overall, the rules did
not specify that pieces had to be won on each of the four special squares (given
the ongoing element of chance involved in being able to protect yourself from
an Inside or Outside Threat). See Figure [20| for the new counters and wedges.
It should still be noted, however, that it was also possible to lose the game, as
before, by running out of money or data tokens, in much the same way as round
one (through being unable to protect yourself). Requirements to give away money

just as a result of landing on a square were removed in round two.

Figure 20: Updated counters and wedges

As mentioned above, several of the same activity features from before re-
mained. Outside Threat and Quiz remained unchanged in their role in the game-
play. One activity was introduced and another altered to satisfy Improvement
3. The Cyber Security Battle activity was introduced not only to increase the
adversarial aspects of gameplay, but also to help incorporate more consideration
of the different ways in which Cyber Security cards could be more or less valuable.
When landing on a Cyber Security Battle square, the team had to pick one of their
Cyber Security cards, which now had five categories, with scores out of 100 on
the back: Small setup cost; No ongoing costs; Ease of set up; No further attention

needed; Whole family benefits (from the cyber security measure). Picking one of
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those categories, they would then challenge the other team to pick up one of their
Cyber Security cards and look at the chosen category. The card with the higher
number would win; the other team would lose £10. For an example of a Cyber
Security Battle card, see Figure . In order to allow for ratings (an example
from round two, with ratings given out of 100, can be seen in Figure that
did not overlap (ending in a stalemate), the researcher devised the ratings based
on their relative understanding of the merits of each measure. For example, tape
over camera had a higher “ease” score than setting up a guest network due to
the need (or lack of) skills to set up. Although, ultimately, these were subjective
decisions on the part of the researcher, the ultimate aim was to get participant
families to start recognising that not all cyber security measures are the same in

terms of setup and value, and to prompt discussions about whether they agreed.

(a) Cyber Security card: front (b) Cyber Security card: back

Figure 21: Cyber Security Card with first version of Cyber Security Battle back

The Inside Threat activity was altered, following the ideas brought up by
Family R1K3, so that each team started with five Inside Threat cards each (see
Figurefor updated cards). When a team lands on an Inside Threat square, they
have to protect their devices from an Inside Threat attack from the other team,

rather than pick up another card from the deck on the board (as previously).
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tent (front) tent (back)

Hacking default
passwords

A hacker tries to use devices with default
passwords to commit cyber crime.

You are protected if you have

(x| ora oré;.l

Strong, Unique  Change router Password
ds p manager

If you are not protected, you
lose two data tokens

(¢) Outside Threat: hacking default (d) Outside Threat: hacking default
passwords (front) passwords (front)

Figure 22: Round two: new Inside and Outside Threat cards
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At this point, it is helpful to discuss Improvement 4, introducing more de-
vices into the game. The counters used for moving around the board have, as
mentioned above, been swapped with shield-shaped ones. More devices, as sug-
gested by a number of families, have been explicitly added as part of the gameplay.
Twelve devices (all strictly things in the home with Internet connectivity that are
not typically considered to be technology products; no laptops or smartphones in-
cluded) were introduced as small blue cards (see Figure . They were designed
to be included, in particular, in relation to the process of the Inside Threat activ-
ity. The devices here serve two purposes at the same time, in terms of underlying
messages: firstly, not all Inside Threats attack all devices, so sometimes an attack
might be made by a team just to find that it fails because the other team simply
does not have the device(s) that could be affected. Secondly, the introduction
of specific devices started to underline that not all cyber security measures will
work for all devices. In round one, the link had been made (with both Inside and
Outside Threats) that not all cyber security measures will stave off all threats,
but this took the link somewhat further, to include the fact that the usefulness of
the cyber security measure would be dependent upon the device too. Squares to
change a device were added to ensure a relatively frequent alternation of devices
that would require different cyber security measures to keep safe. It was hoped
that teams might start to strategise about which devices they wanted to pick up,

based upon their knowledge of the cyber security measures that they owned.

o)
20 =

24’

Device: Device: Device:
Smart Speaker Smart TV Smart Thermostat
(a) Smart speaker (b) Smart TV (c) Smart thermostat

Figure 23: Round two: new Device cards

209



Board, cards and pieces

The layout and look and feel of the board changed significantly between rounds
one and two. These stemmed both from Improvements 5 and 6, but also from
the desire to make the board feel more like a board game board. In terms of
the design of the board, the second version of the board was designed in Canvaf]
a design tool allowing for a much more flexible approach to size and design, as
well as providing access, in its paid-for version, to a significant graphics library.
This allowed for a wider range of tools to make the board feel more like a genuine
board game. The shape of the board was altered to that of a standard board game
(50.2cm by 50.2cm); an image was added as a base underneath the gameplaying
space, and the layout of the board, to allow for the altered gameplay, was created
with additional areas for positioning of the device and data tokens in particular.
As suggested in round one, the place on the board where players were to put
their lost data was changed from a rectangle to a graphic that resembled a rip in
the board, to signify something sinister and scary about losing the data. Once
created, the board was then assembled using a standard blank board game board,
and a custom printed vinyl sticker, with the board printed to size on it. The
sticker was then carefully stuck to the board game board, and scored and cut as
necessary to allow the board to fold up. This immediately gave the impression of
a more professional-looking game than the foam-board board of round one.
Improvements 7, 8 9 and 10 were all made to the appropriate cards.
In particular, words were significantly reduced. This resulted in the removal
of text doing the job of explaining about cyber security measures, or perhaps
giving more background as to scenarios laid out in the Outside and Inside Threat
cards. Information, where possible, was relayed through images. This was possible
because of the ongoing use of a specific image for each cyber security measure,
and similarly an image for each newly introduced device. When payment or data
loss was mentioned as the outcome of failure to protect yourself in an Outside or
Inside Threat, images of money (along with an amount) and/or images of data
tokens were put on the cards (see Figure . This helped to standardise some of
the actions in the gameplay, requiring less time to stop and understand the unique

outcome of the specific card at hand, as was the case in round one. Similarly, Quiz

Zhttps:/www.canva.com
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Figure 24: Round two board layout

cards were given a single prize for a correct outcome (a correct answer allowed for
the winning team to pick up a new Cyber Security card); Cyber Security cards
no longer had the aspects of subscription, payment or time spent setting up. As
described above, although the element of nuance about the specificity of each
device had been removed, this concept was more engagingly picked up through
the Cyber Security Battle. Cyber Security cards now had to be picked up from
the top of the pile when the appropriate square was landed upon. Quiz cards,
too, had the structure of some questions altered — although the premise of all the
questions remained the same — so that every question was framed as a multiple
choice, leaving no aspect of interpretation for both teams, both in answering them
and accepting responses.

The role of data in the game was altered, in line with Improvement 11. Two
aspects were altered: the flow described above, where teams had to give data to
the manufacturer, and would have data “exposed without your agreement” both

directly and then through the manufacturer was removed. In round two, data
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Figure 25: Examples of data tokens (front and back)

was lost directly as a result of failing to protect yourself in Outside and Inside
Threats, or landing on the data breach squares, and placed into the space on the
board for “data exposed without your agreement”. Secondly, the representation
of data was changed. It was no longer in A7 card form, rather the new data
tokens were 2.5c¢m round tokens, with a standard graphic on one side representing
personal data, and the second side with different, specific types of personal data,
represented in both words and graphics (for examples, address, identity, search
history). Although there were the specific types of personal data on the tokens,
there was no requirement in the rules to start with or lose specific types.

Finally, one other small change was made to the game between round one and
two. The instruction sheet was made more compact — a double-sided 20cm x
20cm page which was laminated (see Figure — whilst working to ensure it

was clearer than the previous version.

7.1.4 Round two feedback

Round two was played between August and September 2022, again with ten fam-
ilies. Seven of the families had taken part in the first round: this overlap was
important to understand whether they were happy with the changes made be-

tween the rounds and if they considered those changes to be improvements. The
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Figure 26: Gameplay instructions for the second round
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three new families were also extremely important to serve as confirmation about
the enjoyability and ability to learn from the game without having the first version
to compare it to. The three new families all participated online. This was helpful
as it allowed for a wider geographical range of participants; it also helped by cre-
ating a bit of distance between the researcher and the family as they played. The
family knew, that as they played, the researcher would be watching (albeit with
camera and microphone off) and be able to help if needed, but this offered more
of an opportunity to explore the extent to which families could play the game, in
their own home setting, largely by themselves.

As with round one, the feedback will be considered in terms of likes, dislikes

and confusions, followed by specific suggestions for improvements.

Likes, dislikes and confusions

Likes:

Participants were broadly in agreement that this version of the game enabled
significant opportunities for discussion to happen within the family as they
were playing. The additional areas of adversarial play, the Cyber Security Battles
and Inside Threat, as well as the continued favourite the Quiz, naturally provoked
significantly more interaction between teams. “I like the mixture of, almost like
mini-games in between. I like that idea of a battle.” (R2K3AF); “I quite like the
way you're attacking their devices” (R202AF).

R2L6C2, aged 13: [The Quiz questions] were good. Some of the terms
were a bit confusing...
R2L6AM: But it’s good that it comes up and then if you don’t know

what it is we can discuss it.

Some families also found that having to make decisions about the devices
they wanted to have made for relatively strategic conversation — what device
might you want given the Cyber Security cards that you held at the time? “I
thought this [device swap] was a good thing. Because you’ve got to make a decision
about swapping, and what is the benefit? How is that making my team stronger?”
(R2L7AF).

The families playing the game for the second time uniformly agreed that the

second version was more engaging, straightforward to play, and better to
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look at, compared to the first round. “The game was better visually, and better
to play with” Survey feedback from R2L10. “I really liked the gameplay. I really
thought it was very helpful, and it was quick and easy to set up and understand.”.
“This was definitely easier than the first round, as it wasn’t as wordy.” Survey
feedback from R2L7.

Unsurprisingly, the ability to win, in addition to the additional com-
petitive aspects, was also popular. “It’s nice to have an end point [now]...it
makes it feel more enjoyable” (R2ZK1AM). That said, the ability to win was not
without issues, as in the majority of cases, the game was not close to finishing
when the 30 minutes finished. A number of participants commented along the
lines of “Maybe you want to make it a bit easier to win...[but] I don’t really know
[how]” (R201C1, aged 13). “I wasn’t quite sure how long [you expected it to take/
people to get into the centre.” (R201AF).

Dislikes and confusion:

As mentioned above, the benefit of having a game designed to be won came
as a double-edged sword. Participants commented that, because of the element
of chance in having the right devices and Cyber Security cards, it felt really quite
difficult to win pieces for the counters (a precursor to being able to win)
on the Inside and Outside Threat special squares (as noted above, though, there
was no rule that said that pieces had to be gained from each special square). “I
thought it was going to be very hard to win a piece because sometimes you don’t
have the right device...so even if you were doing the right things, you couldn’t
possibly win. Not that I’'m bitter.” (R2K1AF); “I thought it was difficult to get
the [pieces| though.” (R2K3AF).

Linked to this in some participants’ minds was the fact that the size of the
gameplaying space as a proportion of the entire board was too small
(“It was a very small board!” (R2L6C1, aged 12)) — the thinking here being, in
some part at least, that more squares might help make it easier to win “I think it
should be a bit bigger, so it’s easier to win...just a bigger board.” (R2L10C1, aged
14).

Certain aspects of the newly introduced adversarial play needed further
clarification. In particular, whilst participants enjoyed the Cyber Security Bat-
tles, there was a lack of clarity in the instructions about what to do with the card

used for the battle, particularly as some participants realised that, because of the
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relative laxity of the rules, they could retain a high-scoring card and keep using it
to win almost any battle. One participant, R201C2, aged 11, suggested a way to
deal with this: “Could you [alter the rules] so once you’ve used one you like, swap
it for another one?” This was an excellent idea for two reasons: not only did it
solve the immediate problem, but, going into the third iteration of the game, it
required teams to have a continually evolving calculus as to which devices to have
based on their Cyber Security cards, and vice versa.

Also in family R201, C1, aged 14, pointed out how confusing it was to have
scores in the Cyber Security Battle that were numerical, particularly
when two of the categories related to cost. The card’s rating worked on the basis
that higher the rating out of 100, the better the measure was for its user. Of
course, with cost, the higher the rating, typically, the lower the cost, which can
feel contradictory. R201C1 suggested “Stars, maybe? I think maybe [rating out
of] 10 stars would be good.” Tt was also agreed that the two cost categories should
be rolled into one, given the similarities of the figures in a number of cases.

The removal of significant amounts of text was one of the most agreed-upon
requests of round one and commented on as an improvement for many, as noted
above. This, however, lead to confusion in round two. In particular, some par-
ticipants missed the brief explanation given on Cyber Security cards,
which had been removed to avoid having overwhelming amounts of text. In gen-
eral, however, it was noticeable how much easier the reduced amount of text, and
increase in the number of images in the text’s place, helped facilitate gameplay.
Children no longer stumbled over long passages of words. Importantly, too, com-
ments around the need for more information allowed the researcher to point out
the inclusion of the explanation booklet (See Appendix [P)), a resource typically
overlooked by participants.

Finally, despite the inclusion of data tokens being better received than the
initial data cards, many participants still commented that the concept of the
data, and the importance surrounding the loss of data, felt quite re-
mote. In part, this may have been related to the squares the participant landed
on — not all threat cards, for example, would result in the loss of data. Funda-
mentally, the issue from round one remained — participants could conceptualise
the loss of money much more easily than the loss of data. To that end, R202AM

suggested that two of the squares — the black squares that automatically lost
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(a) Updated smart TV Device card (b) Updated smart thermostat card

Figure 27: Updated Device cards

participants’ data tokens by virtue of landing on the square — could provide a
learning opportunity to reflect how poorly people keep their data secure. “So
rather than data breach, lose two pieces of data: maybe it’s like ‘you forgot to back

up ). ”

Improvements suggested

The improvements suggested from round two were very minor in relation to those
coming out of round one. These are listed out below, along with pictures of the
changes made. For an overview of all the changes made, see Table 21}
Improvement 12: Make the link between Device and Cyber Security
cards clearer. Participants generally appreciated the inclusion of the devices to
the game, but there was a recognition that the links between the Cyber Security
cards and the devices that they were protecting were not immediately obvious.
This was in part because there was no mention on the Device cards as to which
Cyber Security cards might protect them; but also, as players were required to
pick up the next Cyber Security card when the option arose, as R2K1AF put it,
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Figure 28: Updated Cyber Security Card with Cyber Security Battle back

“sometimes [it is] a bit random, you’ve got [Cyber Security cards] that don’t relate
to the devices you have”. For round three, three potential cyber security measures
relevant to the device were added to the Device cards (see Figure [27).
Improvement 13: Tighten up aspects of Cyber Security Battle. Rules
around the reuse of cards were made clearer in the game rules, with ratings being
changed to stars out of ten (see Figure . The determination about how to rate
the categories remained the same as described in Section Also, tightening
up the rules to ensure that the losing team pays the winning team in any one
battle. These were reflected in the new version of the game rules (See Figure .
Improvement 14: Board layout improvements. It was suggested that
the gameplaying space on the board should be bigger — and so the additional
features added on to the board — as suggested in Improvement 6 — were rolled
back. The number of squares was increased as a result, and in line with this, the
amounts of Data tokens and money provided to each team at the start of the game
were increased. Finally, the “data breach” squares were relabelled to reflect the
idea of losing data because of commonly poorly adhered to cyber security practices

(not backing up and reusing a password). These can be seen in the board (see

218



Each team starts with

Two Cyber Security
cards (picked at random) -
the blue side of the card
is used for Cyber Security Battles

University of

Kent

Three Device cards
(picked at random)

£250 (use any notes) ﬁl

Board layout

uld
be returned to this

Outside Threat cards hero

One team starts here (withno
wedgesin their shield)

ining Cyber
Security cards here

—>L

(to use against
the other team)

Putlostdata
tokens here

Five Inside Threat cards

¢ One team starts here (withno.

Game Rules:

Go around the board

16 Data tokens

(useamy) in an anti-clockwise
direction. Only goin
(wif':‘:’u""w towards the centre
wedges in) when you have all
your shield's wedges

Once teams have
used a Cyber
Security Card fora
Cyber Security
Battle, both teams
have to put the card
they have used at
the bottom of the
unclaimed Cyber
Security cards pile,
and pick up a new
one to replace it
from the top of the
pile.

ing Device cards here

‘wedges n thelrshield)

Quiz cards here
(question side up)

To win: collect all the wedges in your shield and get to the centre square!

Watch

t, though: if you lose all your data tokens or money, you'll lose..

How do you use the boxes?

Change a
device

Quiz

(a) Page 1

Pick up an outside
threat card. Read out
the threat: do you have
the cyber security tools
to protect yourself?

If not, forfeit the amount
of data or money that
the card says.

‘Who has the strongest
cyber security?

Pick a category from the
back one of your cyber
security cards. Challenge
the other team to pick
one of their cards.

The highest rating wins!
Ifyou have the same
rating, start the battle
again.

The winning team wins
£10 from the losing team.

Switch one of the

devices you have

with one from the

remaining devices
pile.

Buy a new cyber
security card for £10.

Can you buy one that
might protect one of
your devices?

Answer the question
correctly
(without looking at the
answer on the back)
to win a cyber security
card.

University of

Kent

If you land on this square
the other team gets to try
to attack your device cards
with one of their inside
threat cards!

Do you have the cyber
security tools to protect
yourself against their
attack?

If not, forfeit the amount of
data or money that the
card says.

Your poor cyber security
behaviour gets you in
trouble!

Lose 2 pieces

of data You must forfeit two data

tokens to the "data you
have lost control of" hole.

If you win or
correctly answer
the activity
mentioned on
this type of box,
you win a wedge
for your shield.

Once you have
collected
all the wedges,
race to the
centre to win!

(b) Page 2

Figure 29: Gameplay instructions for the second round
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Figure and reflected in the new version of the game rules (see Figure .

Three suggestions, or areas of concern, mentioned above were not changed in
the third round. Although it remained a concern, the fact that it was proving
difficult to win (although two of the ten families did have a winning team) felt,
in some respects, less of a concern from a research point of view, as it allowed for
a sufficiently long period of time of consistent play. It also should be considered
against estimated times for other popular commercial games, which can often take
several hours to complete. There was no addition of extra text on the cards, again
with the understanding that any confusion should be a good driver to review the
explanation booklet. Finally, although participants still reported being unsure
of the value of the Data tokens, these remained the same (albeit increased in
number) in the final round, as the difficulty of conceptualising data, relative to
money, seemed to be an important finding that could not be fixed simply within
this game, without compromising other lessons to be taken away from the game
(notably, removing the need to pay as well as losing data).

The final set of cards used in round three can be found in Appendix

You forgot to
backup! Lose
2 pieces of
data

owpyo | N
sagaid g aso |4
ipromssod
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Figure 30: Round three board layout
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Round three

Round three, being the final round in the research, was focused less on eliciting
feedback for improved gameplay, and more on the cyber security learning from
the game. The third round was additionally valuable in being played by an en-
tirely new group of families, who had not been involved in the previous rounds at
all. All the sessions were undertaken online, too, which, as described previously,
enabled the researcher to be more remote, and look at how well gameplay could
be facilitated by the families themselves. This section will be structured in the
opposite way to rounds one and two, in that there will be a very brief overview of

dislikes and confusion before moving on to likes.

Dislikes and Confusion:

Very few issues were raised in the follow-up survey; in all cases, these were
issues that had been raised in the prior rounds. There were requests for con-
tinued clarification of game rules (around the Cyber Security Battle and when
to be able to move through the centre of the board); there were two comments
referring to the fact that it felt like the game may be hard to win; there
was also one comment referring to the continued difficulty of understanding
what the Data tokens were: “We didn’t know what the tokens were for and
wondered if they were needed as the monetary fine seemed to be enough” (R308).

Likes: The explicitly positive feedback came from the survey, rather than in

game sessions.

We really enjoyed the game! We play lots of board games and get
very competitive. It was a great opportunity to talk about digital safety

without actually forcing the children to have a conversation. (R304)
It is excellent; I would recommend. (R305)

We enjoyed playing the game together, and it did provoke further dis-
cussion about passwords and not making them all the same thing or
sharing them. (R308)

We all enjoyed playing the game, and I think it made the adults more

aware of some things than the kids, as they ve had lots of info at school.
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The layout was very engaging, and we actually did say later on that it
would be fun to play again! (R309)

We thought it was excellent! (R3012)
We really enjoyed the game. (R3013)

This is clearly a good indication that the UCD process worked to produce
an enjoyable game that could be learned from — particularly as participants in
round three were new to the game itself. As an onlooker, it was clear to see that
the game created engagement — in three cases, families begged for more time to
continue playing after the half an hour was up; one family reported that they had
waited until the end of the research session to play until completion afterwards.

Participants were asked, as part of the feedback survey, to rate whether they
thought that the game had helped knowledge and discussion around cyber security,
as well as rating their enjoyment of the game. It is clear to see the higher ratings
given for the final version, as shown in Figure I} The ratings between rounds
two and three show, in quantitative terms, negligible changes, compared with
rounds one and two. This is actually a positive finding, when it is considered
that seven of the families participating in round one also participated in round
two: the ratings show a clear improvement between rounds one and two. Round
three, undertaken with entirely new participant families, underlined the fact that
the incremental changes between rounds two and three made for a better game
still — even with no experience of the games used in the previous rounds. In
this respect, RQ4a — “Can UCD with families create an increasingly engaging
board game that increases awareness of cyber security?” — seems to have been

positively answered.

7.1.5 Cyber security findings

As well as testing the ability to participate in the design of an engaging version
of the game, RQ4b and RQ4c asked if families could improve their cyber security
knowledge in the short term and their cyber security standing in the home as a
result of playing the game over a longer-term. This section will report back on
the findings of this by analysing the data provided by families from data collected

in the game, and also from the feedback survey, to see if all versions of the game
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Figure 31: Average participant ratings from post-game survey
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produced cyber security learning opportunities (and if any were noticeably better
at doing so) based upon this feedback. Then, to understand if the game was
more successful at engendering changes to cyber security standings than if it had
not been played, answers from the feedback survey will then be compared to the
control group answers, to see if the families playing the game were more likely to
have changed aspects of their home cyber security setup than the control group

in the week following the gameplaying session.

How successful were the games at widening participants’ understanding

of cyber security?

This section will use answers given by participants at three points during the

gameplaying cycle: the pre-game questionnaire, the post-game questionnaire, and
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the feedback survey, filled in a week after gameplay. The questionnaires were used
to understand whether playing the game gave any immediate boost in knowledge,
and in particular, if certain concepts of the game were more likely to “stick” with
participants; looking to answer RQ4b. The feedback survey, performed, as it was,
a week later, was intended to show whether or not that the game had served as
a means of facilitating a change in cyber security practices at home; looking to
answer RQ4c. It should be noted again that in one case, a family did not fill
in the feedback survey (R1L4) — this means that, when considering information
from the feedback surveys of round one, there will only be nine surveys, not ten.
In another case, in round three, a participant family had a parent who worked
in the cyber security industry: this family’s results were different from other
participants, in that they had implemented, or had knowledge of, almost all of
the learning aspects of the game ahead of time, because of the parent’s professional
knowledge. In this case, a lack of action was not because of a lack of interest, but
rather, a recognition that they needed to make no changes to their current setup.

Did playing the game extend the family’s knowledge?

The game introduced players to three main ideas: data types, threat types,
and cyber security measures. The pre- and post-game questionnaires allowed for
an opportunity to see if participants’ understanding of these widened as a result
of playing the game. Looking at the responses, it would be possible to see if a
wider range of types were given in the post-game questionnaire; in particular,
concepts lifted from the game. A wider range of data types and threats being
recorded post-game would show — even if only in the period immediately after
the gameplay — that the participants had learned additional elements of each
category compared to before gameplay. The range of responses, rather than the
number of responses, were used, as the post-game responses were filled in after
participants had been concentrating for nearly an hour, leading to more briefly
answered questions in all cases. Responses are considered at the round level (so,
across all participants in the named round) unless otherwise stated.

Data types

Participants were asked “what is worth protecting on your smart TV /streaming
device/smart home assistant?”, and were told to interpret the question however
they wanted (should they have asked the researcher for guidance). Participants’

responses were coded against the data types provided on the data tokens in rounds
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Table 22: Reported data types pre- and post-game by participants by round

Round one Round two Round three

Pre-game Post-game Pre-game Post-game Pre-game Post-game
Address 1 1 1 1
Contact Information 1 2
Demographic information 3
Employment history 3
Financial information 7 5 11 5 4
Identity 13 10 25 9 15 4
Message history 1 1 2
Network information 4 g 3
Passwords 7 6 11 5 8 4
Personal safety 1 1
Photos 2 2 4
Physical device 2
Privacy 1 1 4 1 1 1
Profile Information 5 2
Purchase information 2 2 3 2
Search history 1 2 3 3 3
Voice data 2 1 2
Count of data types reported 10 8 9 8 10 13

two and three, to allow for uniformity of answers, where possibleﬁ Three answers
provided by participants were not coded against these types: “privacy”, “personal
safety” and “photos”, as they did not correspond directly. “Personal safety” and
“photos” were recorded in the pre-game questionnaires only: “privacy” — an ex-
tremely broad concept — was recorded in all pre-game questionnaires, as well as
post-game questionnaires in rounds two and three.

It is perhaps indicative of the different focus on data in the first round of the
game, with the larger Data cards rather than tokens, that participants did not
obviously learn from the game, being able to name nine data types in the pre-
game questionnaire, and only eight after (see Table . Round two found more of
an improvement, with eight data types named beforehand, and nine afterwards.
Round three showed the biggest improvement, with eight data types named in
the pre-game questionnaire, and thirteen in the post-game questionnaire. Online
families (in rounds two and three) were able, on average, to produce more data
types in the post-game questionnaire than offline families. Round one’s average
(all offline families) in the post-game questionnaire was 3 data types; round two
offline was 2.7, with round two online providing, on average, 3. Round three (all
online) participants provided an average of 3.4 data types afterwards. As men-

13

tioned above, “personal safety” and “photos” were not included post-game, but

“demographic information”, “employment information”, “contact details” (such

3The data types provided in rounds two and three were detailed out by data type rather than
grouped together at a higher level, as in round one.
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as telephone numbers) and “profile details” were included for the first time in the
post-game questionnaire, suggesting a widening of understanding in rounds two
and three.

Threat types

Participants were asked “Who do we want to protect [what we want to pro-
tect] from?” This question corresponded to the Inside and Outside Threat cards
in the game, and it was hoped that the inclusion of Inside Threats in particu-
lar might help participants think more broadly than the “hacker in a hoodie”
that came up so prominently in Chapters [ and [5.2l Round one had the same
number pre- and post-game — six each time, with one new category introduced:
that of “guests in the home”. This meant that the post-game questionnaire had
marginally more threats that emanated from inside the home. Rounds two and
three had a much clearer distinction pre- and post-game: round two went from
seven groups pre-game to twelve post-, and round three went from five pre-game,
to eight post-. New groups included in the post-game questionnaire were “acts
of God”, “burglars” and “power surges”, all of which were aspects in the game
(see Table [23). There were, as well, significantly higher numbers of participants
referencing threats posed by “pets” and “guests in the home”, which were, again,
threat aspects in the game. Online families fared worse at this task, on average,
compared to offline, with round one (all offline) participants averaging 2.22 threats
after the game; round two saw offline participants produce 3.13 threats on aver-
age, and online 1.66; in round three (all online), participants listed 2.20 threats.
It is interesting to note that, although “online data collection” was referenced, at
no point did any family reference “manufacturers” as an entity that they would
want to protect from.

The Inside Threat cards often prompted amusement and further discussion:
one family discussed how their teenage son had kicked a drink over a laptop
whilst sleeping (which prompted him to be more careful in future)(R202); another
had an in-depth discussion about the merits of having a board with their Wi-Fi
password at the front door (to stop having to explain it further to people)(R307);
a third realised it would be helpful to talk to their relatives, who took guests in as
AirBnB hosts, about how to provide guest Internet access without compromising
their security (R304).
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Table 23: Reported threat types pre- and post-game by participants by round

Round one Round two Round three
Pre-game Post-game Pre-game Post-game Pre-game Post-game

Acts of God
Burglars
Family at home 1 4 2
Foreign Governments

Guests at home 1 1
Hackers/scammers/criminals 10

—

1
2

= N

,_
~1
=
—
'S
© o

8 ¢
Neighbours 1 2 3
Online data collection 2 3 7 2 5 2
Other people 4 3 7 4 1 1
Pets 1 2 2
Power Surge 1
UK Government 3 1 1 1
Count of potential threats reported 6 6 7 12 5 8

Hackers and scammers remained relatively popular potential attackers through-
out, albeit with drops in numbers in the post-game questionnaire in rounds two
and three (from 17 to 10, and 14 to 9 respectively), showing a widening of un-
derstanding of the types of threat beyond this. Notably, these were discussed far
less frequently in the post-game activities. In fact, some children discussed how
their friends had actually acted as they would consider hackers to, by stealing
usernames (R1L4), spending other people’s online currency in games (R2L6), and
overriding school systems (R3013).

Cyber security measures

Cyber security measures were addressed slightly differently, as the questions
asked before and after gameplay were different. Participants were asked, before
gameplay, “what do we currently do to avoid it [things we want to protect being
taken by those we need to protect it from| happening?” and “Do we all do the
same things?” After gameplay, families were asked “What do we all agree to do
to keep the devices safer?”

In the most straightforward way, the families seemed to be aware, in general,
that different family members approached cyber security differently; 19 of all
families answered that they did not do the same thing. 13 said that they did;
the remaining eight families disagreed within their answers (with one team saying
yes, the other no), suggesting that there likely was some difference!

On average, across all families, 3.5 cyber security measures were listed as being
used in the pre-game questionnaire (see Table [24] for overall figures of measures
reported). The minimum number listed by a family was one, the largest nine. The

most popular cyber security measures listed as being already used were “strong
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Table 24: Pre-game reporting of cyber security measure use

Families reporting Percentage of

Cyber security measure pre-game using all familics
the measure
Antivirus 7 23.33%
Back up 1 3.33%
Decline cookies 1 3.33%
Delete search history 1 3.33%
Discussion 2 6.67%
Don’t interact with strangers 1 3.33%
Don’t share login details 7 23.33%
Don’t talk to strangers 1 3.33%
Don’t use devices 1 3.33%
Don’t use questionable websites 3 10.00%
Encryption 3 10.00%
Firewalls 3 10.00%
Limit online info 4 13.33%
MFA 4 13.33%
Not much 3 10.00%
Parental controls 4 13.33%
Parents control setup 1 3.33%
Passcodes 5 16.67%
Password manager 1 3.33%
Physical safety 2 6.67%
Read terms and conditions 1 3.33%
Strong passwords 19 63.33%
Unplug devices 1 3.33%
Use security 4 13.33%
VPN 2 6.67%

passwords” (listed by 19 families), not sharing login credentials (7 families), using
antivirus software (7 families) and passcode usage on smartphones (5 families).
When compared with the steps families decided that they would take (see Ta-
ble , there is some overlap, particularly on passwords, which suggests that,
in at least some cases, families may have written down that they used strong
passwords in the pre-game questionnaire and perhaps realised that this was not a
correct statement as the gameplay progressed. Of course, it is important to note
that a larger number of measures may not, necessarily, imply a stronger security
stance — as implied with the finding for passwords above, not all cyber secu-
rity measures may be relevant or appropriate in a situation, or for a particular
technology (or used consistently throughout all technologies).

One caveat that must be taken into account when considering the post-game
intentions (and actions): where, as in the case of the family with the expert par-
ent, the home setup was considered sufficiently secure, inaction is not necessarily
to be considered a negative outcome. However, outside of the expert family, when

comparing what families said that they would do in the post-game questionnaire,
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Table 25: Post-game intention to implement cyber security measures

Families reporting Percentage of

Cyber security measure iptending to all familios
implement
Antivirus 5 16.67%
Automatic software updates 4 13.33%
Backing up 2 6.67%
Be more aware 4 13.33%
Care with Internet/devices 4 13.33%
Close down old accounts 2 6.67%
Family Discussion 3 10.00%
Firewalls/network traffic control 2 6.67%
Limit sharing of personal data 4 13.33%
MFA 3 10.00%
Parental Controls 2 6.67%
Passcode hygiene 6 20.00%
Password hygiene 13 43.33%
Password Manager 3 10.00%
Physical device safety 6 20.00%
Router password 2 6.67%
Tape over camera 2 6.67%
Unplug devices 4 13.33%

Table 26: Actual cyber security measures implemented by families in the week
following gameplay

Measures implemented
Cyber security measure within week
following gameplay

Percentage of
all families

Antivirus 1 3.33%
Changes to be made imminently 3 10.00%
Closing old accounts 2 6.67%
Family Discussion 8 26.67%
Guest network 5 16.67%
Limit smart devices 1 3.33%
No changes made 9 30.00%
Parental Controls 1 3.33%
Password hygiene 6 20.00%
Password manager 1 3.33%
Physical device safety 1 3.33%
Router password 3 10.00%
Software Updates 1 3.33%
Tape over camera 1 3.33%
Unplug devices 2 6.67%
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compared with what they said that they already do, the answers were more specif-
ically focused towards cyber security measures that may have some impact on the
home. Rather than giving the types of answers seen in the pre-game question-
naire (such as “VPNs” (2 families), “encryption” (3 families) or “use security” (5
families)), more specific measures were written down, in keeping with examples
of good security practices provided on Cyber Security cards in the game: “use
stronger passwords (or passcodes)” (13 families) “automatic software updates” (3
families), “unplug devices” (3 families), “close down accounts” (1 family), and
“use tape over camera” (1 family).

In rounds two and three, seven of the ten families reported making, or immi-
nently intending to make, modifications to the cyber security settings that they
had in their homes (round one had 6 families reporting this). As mentioned, one
family in round three did not make any changes because of the expert status of one
of the adults playing, rather than through a lack of interest (they reported being
happy that the game had reconfirmed that they were doing what felt appropriate
for them). See Table 26| for overall figures of changes implemented. Interestingly,
despite being given the post-game questionnaire as an aide mémoire in the week
between gameplay and the follow-up survey, participants often reported making
entirely different changes in reality, compared to what they had suggested they
would do immediately after gameplay.

It is worth noting that the version of the game played seemed to make a
small difference in the effect that gameplay had. Round one had, on average,
1.11 cyber security measures implemented. Of those in round two who played
the game in person, the average number of changes made was 0.86 (which will
be further discussed below). Online participants in round two made an average
of 1.66 changes. Considering all ten families in round two together, the average
number of changes made was 1.10. The participants in round three (all of whom
were online) made an average of 1.60 changes. This seems to suggest two things:
that round three seemed to be more effective at making participants make changes
— but this is perhaps because online participation may have made making changes
easier, or more likely, given the setting at home (as it was noted in both rounds
two and three). It is important to note that the lowest average number of changes
was in round two, where participants were repeating the gameplay process. Across

the two rounds, these seven families (those that repeated gameplay in rounds one
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and two) reported making 12 changes (1.71 per family). Two families made no
changes in either round. Two families reported starting a process in round one
that was still ongoing in round two (one family was going through and closing old
accounts, the other had set up a guest network and was still making the requisite
changes when round two occurred). Four of the families reported making different
changes after each gameplaying session. This suggests two benefits of repeated
play of the game (albeit in different rounds) — the average number of changes
made was higher amongst these four families (with an average of 2.5 changes per
family across both games), almost certainly because they had the opportunity to
make the decision to change their security practices twice — and seem to have
taken advantage of it.

Of the families that participated, nine made no known changes after the event
(as discussed, in at least one of these cases, it was because of the expert knowledge
of one of the parents, who had already implemented the types of security measures
discussed in the game; another family did not complete the survey).

As is laid out in Table [18] the game was relatively open in terms of the types
of cyber security measures that participant families might decide to take away
from the gameplay session. This allowed to gain an understanding of which types
of security measures felt important — and which did not. It also allowed the
opportunity to understand where participant families appeared to be on the TTM
cycle. Having discussion bolstered with learning could be considered a vital first
step to move from precontemplation to contemplation — that is, to recognise there
might be a problem that needs to be solved. In fact, the most popular reported
measure was the ongoing family discussion as a result of playing the game. Nine
families reported discussing aspects that came up in the game in the immediate
family group that had taken part, as well as amongst wider friends and family
members too.

Following the TTM cycle, it would seem that a number of families moved be-
yond contemplation to action: implementing measures that seemed appropriate
to them. Implementation of measures might show a movement through to action,
but are the actions taken valuable in terms of creating a more secure home net-
work? The results show that strong passwords were both widely considered to be
already used, but also the most agreed to be implemented. Unsurprisingly, in line

with the finding above that most families already thought that they used strong,
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unique passwords before gameplay, despite 13 families agreeing to do this, only six
reported implementing changes relating to passwords. Although not possible in
the remit of this piece of research, it would be interesting to follow up the extent
to which this password changing was continued after the week-long period, which
would reflect a slip from action into relapse in the TTM model, rather than main-
tenance. Similarly, changes to passcodes (on smartphones) were considered (in
particular, to prevent younger children from opening up smartphones and apps),
but were not reported as being implemented at all.

Other relatively popular reported actions appear to be one-time in setting up
(four families reported setting up a guest network; three made changes to their
router password (or its password availability for guests), and a fourth planned to
do so imminently; one family reported tape over their smart device cameras). It
should be noted that two further families looked into setting up a guest network
and could not figure out how to make it happen. It is perhaps unsurprising that
one-time actions were popular, and, in the case of the router password and putting
tape over cameras, effective measures in terms of effecting tangible change (on the
assumption that the passwords were strong and unique!). Guest networks, as
discussed in Chapter 5| are complex, as they can often only be set up imperfectly:
it is not clear whether those families that made changes did so knowing that
complete isolation of home IoT devices from the other networked devices at home
is not always completely possible.

Cyber security measures that required ongoing effort or potential spending
money were reported less frequently. Three families reported unplugging their
devices when not needed, although one reported that they were close to giving up
because of the effort it took every time they used the device, perhaps suggesting
that single-time actions are much more likely to be maintained than cause a
relapse, in terms of the TTM cycle. Only one family reported actively looking
to get a password manager for their children (and then because of the positive
experience that one of the parents had had using a password manager for work).

These findings call for further consideration of the two most popular cyber
security measures, strong passwords and family discussion, taking into account

discussions in the gameplay itself.

Passwords: use and knowledge of strength
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Participant families seemed to have an overly-generous belief that they under-
stood what a strong password might practically look like, and how best to manage
those passwords. They came up both prominently in the “things we currently do”
and “things we will improve” sections for many families. Passwords have been
recognised as a problem in usable security for almost as long as they have existed
(with the earliest papers appearing in the 1970s (Morris and Thompson| 1979,
and papers still being published regularly now (Furnell|2022a; Lee, Sjoberg and
Narayanan|2022)) — they also came up in Chapter , in many similar ways as
will be reflected below. The ubiquity of this security method — both in general
as well as in the potential measures that families suggested they would try to
improve — as well as the acceptance that people do them poorly warrants special
attention here.

In total, seven of the families ended the game and subsequently discussed meth-
ods of creation and use of passwords that were at odds with that of the current
advice of the NCSCH Many families found that, in amongst their various places
of work and school, they had to adhere to different requirements about password
creation and length of time for using them. One participant, who had worked
in enterprise-level cyber security for a number of years, pointed out that, actu-
ally, organisational preferences for password management will likely be different
to individual password management best practice. Organisations must work on
the basis that their employees are not good at password management, and so will
reuse passwords, ending up at the point of needing frequent password changes to
lessen the risks coming out of a data breach. But this, arguably, goes on to embed
poor password management in personal practice, even where it might be easier to
do otherwise. “I've got children with a reading age of less than five [in the class
that they teach]. So try to get them to come up with a password that’s got numbers,
symbols, capital letters...what happens is they write it down.” (R202AF).

Four families — or more specifically, one member of each of these families —
had encountered the idea of using longer passphrases, in line with the idea of the
NCSC’s three random words campaign. This campaign was referenced in one of
the Quiz questions (as shown in Figure , but in instances in the post-game

interview where a family offered an answer of a strong password involving a version

4In particular the guidance around using three random words as a means of creating strong,
unique passwords.
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of “letters, symbols and so on” (R304C1, aged 15), they had not encountered the
question.E]

R1K3C2, aged 10, mentioned that they had known about three random words
because of an advert on the radio that had stuck in their head. The remaining
members of their family went on to point out that — even with the three random

words idea — there were just far too many passwords to keep track of.

R1K3C2, aged 10: You're also supposed to have lots of different pass-
words for different things.

R1K3AF: Yeah, that’s not realistic though, is it?

R1K3C1, aged 12: I'm not going to have 200 different passwords
for 200 things!

R1K3C2: Yeah, but that’s what’s recommended!

R1K3AF: But you know, how often do we do what’s recommended?
Who does all that exercising? Who doesn’t eat too much sugar?
R1K3C2: But like you have the label on with the grams of sugar...

AF: Yeah, but you skip that information because it doesn’t really

mean much.

)

Despite recognition that “it’s hard to have passwords for ten different things’
(R1L9AF), very few participants actively used password managers. The most
common finding was that adults had used password managers for work purposes,
but found them cumbersome to use, much the same as in Chapter [d Other
participants were unclear what they were, or why they might be beneficial, or
whether it was safe to use in-browser managers. As with the idea of three ran-
dom words, participants that encountered the Quiz question that asked what a
password manager did not subsequently display this uncertainty (see Figure

for the Quiz question on password managers).

5In these instances, the researcher then prompted the families to go and try the Quiz question.
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(3]
Quiz
How are password managers

designed to help with creating
secure, unique passwords?

A) Because once you've
decided the password to use
you can type them in and
look them up later.

B) Because they can
automatically generate
passwords and autofill when
you need (so you don't have
to remember each
password).

Get the answer right? Choose a cyber
security card from the pile.

Figure 32: Quiz question on password managers

As such, although by the final version of the game, there were Quiz questions
about both password strength, password managers, a square on the board directly
linking data loss to poor passwords, and threat cards where players would be
penalised for not having strong passwords, it still seems to remain the case that
passwords are both something that people know they must use, whilst also not
having the understanding of how to use them in the most efficient and effective
way.

Family discussion

As mentioned above, ongoing family discussion was reported as being the most
frequently implemented cyber security measure after a week had passed, in keeping
with findings from prior research (Ko et al|[2015; Blum-Ross and Livingstone
2020)), and with the main goal of the game itself as a primary means of evidencing
the awareness-raising ability of the game. It is worth taking some time, however,
to consider what family discussion looked like during the gameplay process to
understand what good discussion looks like, and also what types of discussions
came up.

One important aspect of discussion in the gameplay process itself was where
some, or all, of the participants had a lack of knowledge — whether they were

aware of this lack of knowledge or not. Some parents discussed how, perhaps
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despite appearances, there were obvious gaps in their children’s knowledge: “/they/
are just not very savvy, though. Like, they don’t understand the concept of mobile
data. Because the Internet’s just there...” (R1F1AF). R1IF1AF, a teacher, also
went on to discuss the children in her class (aged around 10 years old): “I think
[they] are so confident they can have incorrect assumptions, for instance one said
‘I think 1234 is a good password because no one would believe you’d use it.”.” One
participant, writing in the feedback survey, commented: “...my children seemed
very aware of not talking to strangers on the Internet and the risks around that,
but they didn’t seem to remember being taught about cyber security in any sense.
I'm not sure what our school is teaching on this front, so I've emailed to ask out of
interest. Whereas I know that it’s very important that children know the dangers
of talking to strangers on the Internet, it feels like cyber security is just as much
of a risk and my children didn’t seem to know anything about it” (R3010). Other
families pointed out that children do not necessarily get exposure to the types
of technologies that come with higher levels of security by default. Most adult
participants, for example, had encountered some form of two-factor authentication
in relation to online banking, an activity that most children will be too young to
engage with.

Children do occupy an unusual space when it comes to their use of technology.
Whilst, of course, the examples above show a lack of lived experience or appropri-
ate reasoning skills, perhaps, in other ways, some children have skills far beyond
their parents. Although this does not necessarily map over directly to home IoT
device security, children could explain about how and why they circumvented

barriers to accessing the Internet or devices directly:

R3OTAF: Anything else we can do to help keep our devices safer?
R307C3, aged 14:Use a VPN?
Researcher: Do VPNs help with devices?

R307C2, aged 14: No. Basically what it allows you to do is if it
creates a tunnel to the Internet that stops people from seeing how you
use it. But then you can also change locations — so if anyone would

track you later on, they wouldn’t know where you are.
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R3OTAF: Do you try and use VPNs to get around family controls?

R307C1, aged 18: It doesn’t really work for that. It’s more, it’s
more about getting access to websites. You can’t get around Screen

Time.
Parental controls also are a blunt instrument, particularly as children grow:

R304AF: I thought I'd get Family Link to limit the amount of time
they’re on the phone, I've got Family Safe...but they know how to get

around it!

Researcher: And why, R304C1, aged 15 and R304C2, aged 12, do

you try and get around the measures?

R304C1: “Well, R30O4AF’s not always here, and if they’re not,

then I can’t [access the Internet because of the parental controls).

R30O4AF: If C1, aged 15, comes home, and I'm still at work, why
wait for me? Because obviously I can’t do anything for the Internet
[when I'm at work]. The [difficult thing] is trying to find a way that it
works for all of us. I find that quite hard.

This mismatch, which could be described as a mix of a lack of wider-world
awareness, coupled with technical capabilities in some specific instances, under-
lines the importance of parents leading the way in trying to combine the two.
However, the ability to inform children relies on two main aspects: the conver-
sation has to be able to happen, and the person leading the conversation has to
have the right information to hand — and the confidence to impart it. On the
first: it was noticeable how many parents commented that it was unlikely that

this conversation would ever happen in the normal day-to-day:

R1L10AF: Family discussion...what is that?
Researcher: Well, it’s just talking. Talking about the rules of what

you want to do with technology.
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R1L10AF: Nobody talks about that! Well, that’s the reality. Nobody

knows.

Another participating family wrote in their feedback survey that they could
not “believe we haven't talked about this before” (R201), with other families recog-
nising that children simply may not want to have that discussion: “It was a great
opportunity to talk about digital safety without actually forcing the children to have
a conversation.” (R304). The game helped facilitate conversations that would
not otherwise naturally, or easily, have occurred.

All families, as part of the gameplay kit, were provided with the guide to
what some of the terms of in game meant. Many families either did not notice it,
or use it during the game: only two families decided to take it home to further
conversations at home, although many more recognised the need to “discuss what
[terms] are” (R2L6AF) as part of the game. One participant, R2K1AM, decided

14

to take it home as “..you have to have [definitions of] certain words. And that’s
the discussion [you have to have]. C1, aged 14 is reading the authenticator app
card. So we have to say, ‘Oh, do you know what that is?’ It’s this discussion; you
probably need to have an adult or a knowledgeable person being able to say what
does that mean?”. Sometimes the words themselves were a problem. In a sign of
the privatisation of security measures, one participant, RIL7AF, did not know the
term “authenticator app”, but when the researcher began to explain, they asked
“oh, s that, like, Duo?’ﬁ — a specific authenticator app. The privatisation
of security measures not only adds costs, but it also makes it harder to discuss
measures generically.

When family members could explain, there were good examples of knowledge

sharing, between both parents...

R309AF: What’s password manager because I've not come across
that?

R309AM: When you sign up to a website, and it says to create
a password, sometimes you get an option to use Password Manager.
And it will come up with a completely random [password] literally just

a mizture of letters and numbers.

Shttps://duo.com/
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...and parents and children:

R202C1, aged 14: I think automatic software updates... ['ve never

come across it. [Why] would it need to be in place?

R202AM: Because it affects security. So there’s lots of cases where
large organisations have that built into [their] laptops. [When vulner-

abilities are found] they have to do a big update.

Yet, far more common was a lack of confidence or understanding in parents,
meaning that they themselves either could not explain a coherent course of action,
did not completely understand it or did not consider the action important or
valuable. At the time of playing the second round of the game, Apple had asked
users to download a software patch in order to fix two zero-day vulnerabilities
(Abrams|2022). Most participants had heard this news, and some had actively
looked to fix it.

R2K1C2, aged 13: I didn’t get the notification to update, so I went
and found it myself.

R2K1AM: But then sometimes when you do get information like

that, you need to think — am I getting this from a trusted source?

The cynicism and mistrust around updates — one of the clearest ways of
keeping a device secure, on the whole — was shared by both adults and chil-
dren. As with R2K1AM, other participants were aware of being “constant/ly]
barraged” (R1L7TAM) with e-mails and notifications leading to confusion as to
what was reasonable to believe. Children had stories of their smartphones (typ-
ically older models) stopping working after security updates: “..that is how my
[smartphone] died because it couldn’t process a security update. And then the en-
tire thing malfunctions, and partly because of that it might put you off [doing it
again/.” (R30TC3, aged 14). Parents also struggled with the nuance required to
explain to children that some notifications, buttons or links must not be pressed
(whether to avoid phishing, or inadvertently buying something), yet that updates
should be done — despite both of those actions feeling very similar. Issues like this

are not easily sorted through gameplay alone, although anything — such as the
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Table 27: Participant and control outcomes

(a) Participant outcomes

Round one Round two Round three
Yes No Yes No Yes No

Purchased new device 0 9 1 9 0 10
Received training 1 8 2 8 2 8
Saw news articles 1 8 2 8 3 7
New cyber security measures 7 2 7 3 7 3

(b) Control outcomes

Round one Round two Round three
Yes No Yes No Yes No

Purchased new device 21 94 10 87 12 85
Received training 16 99 9 88 8 89
Saw news articles 23 92 26 71 6 91
New cyber security measures 9 106 6 91 6 91

terminology book — that arms participants with knowledge and some confidence
may help support trickier conversations.

In terms of RQ4b — “Do families understand a wider range of threats and
risks of using home IoT devices after playing the board game?” — it would
seem that playing any version of the game did help raise awareness, with the
third version of the game perhaps been most beneficial. Repeated playing may
help, too. However, issues around passwords and having the right knowledge to

facilitate accurate discussion remains problematic.

Game Results compared to the Control Group

We have seen in the previous section that 21 of the 30 gameplaying sessions
resulted in at least one known cyber security change a week later (see Table .
In order to try to understand a bit more clearly whether or not these changes
were likely prompted by the gameplay or by other events happening in at the
time, for each round of gameplay, a control survey was undertaken, as described
in Section [6.2.4 The possible difficulties of using differently sized participant and
control groups is considered in Chapter [0 These questions were also asked of the
participants filling in the feedback survey the week after gameplay. The overview
of the results can be found in Table 7l

What can be understood from a chi-squared analysis of the resultsJZ] is that the

”As mentioned in Section and Chapter @ given the small number of participants in each
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gameplay groups were statistically significantly more likely to have made changes
to their cyber security measures than the control group — no matter which round
of gameplay: round one: x?(1, N = 124) = 36.34, p < .001; both round two:
(1, N = 107) = 31.36, p < .001; and round three: x%(1, N = 107) = 31.36,
p < .001. Both groups were asked about whether they had bought new devices
(that might come with instructions) or received any cyber security training in the
period before answering the survey: the chi-squared analysis showed no statis-
tically significant answers, suggesting that these aspects should not have been a
factor in the higher number of changes made by the gameplay group (had they
received a higher amount of training or bought a larger number of devices, it could
be argued that these may have also had a bearing on the changes made). The sur-
veys also asked whether the respondent had taken notice of any technology news
in the period before the survey. Rounds one and two had non-statistically sig-
nificant answers, but in round three, more participants from the gameplay group
reported noticing the news than may have been expected (x?(1, N = 107) = 6.67,
p = .01). Further investigation into the news being reported by the gameplaying
families confirmed that they were not directly cyber security relatedﬁ suggesting,
perhaps, that the families had been more observant of technology news than might
have been expected (although, it is, of course, noted that the stories mentioned
were, at the time, large news events — although it was not reflected in the control
group survey despite both surveys occurring at the same time).

The results from the analysis of the non-control and control group shows that
the answer to RQ4c — “Do participant families make changes in the cyber security
methods they use at home in the period after playing the game?” — is yes, in

comparison with the actions of the control group.

round of the gameplay, and different sizes of control and participant groups, using statistical
methods of analysis may be considered questionable, but have been used as a means of trying
to show the comparison between gameplay and control groups.

8The news items reported were the takeover of Twitter by Elon Musk, by two families, as
well as reporting into a Bitcoin scam, and a report about the tapping of UK politicians’ smart
phones.
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7.2 Discussion

This section will consider some of the findings of the game and their implications.
In particular, the discussion will consider first whether the entire game experience
worked to provide answers to RQ4, and will detail out the new RF's generated

from the research.

Did the game work to provide answers to the RQ?

The game hoped to explore RQ4 — how can a board game act as an intervention to
support participant families to improve awareness in relation to the cyber security
of home IoT devices that they own and use?” Could the game positively serve as
an opportunity to provide training and education to provide the awareness needed
to move participant families from a state of precontemplation on the TTM cycle
to one of contemplation or beyond? Also, more negatively, could it show which
aspects of cyber security for home IoT devices seemed beyond the reach of the
participating families?

All the previous RFs (1-10) showed that understanding — and the ability
to begin to find knowledge and learn in order to have discussions and put good
practice into action — is difficult, if not impossible, for the average uninterested
family to achieve. This means that the majority of families will need awareness,
which is bolstered through training and education, to move forward in any cyber
security journey. Therefore, helping to bolster knowledge learning and discussion
within the family was the key starting point when considering how to support
the user, in trying to create an intervention that might work, or in understanding
what was just too complicated to take further. As such, the approach of a game
was, in part, a way of considering this question; the role of UCD was perhaps a
more indirect approach. But, as the researcher is far from a board game designer,
this step felt significant to create a game that felt enjoyable, not just passing on
knowledge. That said, the outcome of three rounds of design with families was a
board game that scored very highly not only for enjoyment, but also on feelings
about whether or not the participating families learned about both device use and
cyber security. It is important to recognise, too, that the content of the cyber
security knowledge in the game did not change throughout the rounds — there

were modifications to the delivery (particularly in the case of the Cyber Security
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Battle and the introduction of more devices), but the core aspects of learning did
not change. That the game became more enjoyable and also made families feel
like they were learning more hopefully means that the final version of the game
was a better educational tool, made so as a result of the improvement in design.

In showing that participants could name a broader range of threat types, more
specifically useful types of cyber security measures, and ultimately, in making
changes to the cyber security measures in their homes, the game seems like it
has been a successful intervention in giving a training and education opportunity
that showed evidence of awareness raising (through discussion) if not motivation
to action in the following week — particularly when compared against the control
group. That the most changed cyber security measure was discussion, suggests
the game has been successful in bringing families — both nuclear and wider, as
well as friends, in some cases — to a better place of awareness at least.

Yet, still, nine participating families made no known changes. This is still a
vastly smaller number than the participants in the control group that made no
changes, and in at least one case was because of existing expert knowledge, but
still a relatively high figure. This suggests there remains difficulty, complacency
or a lack of impetus to make changes in many cases. What else might be needed
to continue to improve understanding and, in theory at least, reduce the number

of families not taking any steps further, or mitigate this inaction?

7.2.1 Research Findings

This section will list out the RF's from the two aspects of the game research: the

UCD and cyber security awareness elements.

User-centred design

RF 11: Working with families created incrementally more enjoyable

versions of the game that families felt they learned more from

The feedback survey indicated that each version of the game was more enjoyable
than the last, and made participants feel like they learned more, and had more of

an opportunity for discussion, as well.
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RF 12: Nuance had to be removed to make for a more engaging expe-

rience

In particular, game mechanics about data flows, providing information on game
cards and the introduction of winning helped to improve enjoyment ratings —

whilst seemingly not impacting knowledge transfer and family discussion.

RF 13: Competitive gameplay is extremely popular

However, any type of gameplay is only valuable if they are covered in the game
— the chance nature of gameplay is such that not all cards were used in the
game, leaving areas of knowledge untouched, based upon one round of gameplay,

in many cases.

Cyber security awareness
RF 14: Scenarios seem to help broaden awareness

The use of Inside and Outside Threat card within the games, having, as they did,
small scenarios for teams to consider, seems to have broadened the awareness of
participants (immediately after the game at least) around the types of threats
that they might face as part of device ownership. Interestingly, however, device
manufacturers were not considered by any families as a threat before or after the
game — despite appearing in three Outside Threat scenarios in different guises,
suggesting that there may still be gaps in mental models when it comes to how

home IoT devices work.

RF 15: Understanding data — particularly in relation to money —

remains extremely hard

Throughout the gameplay sessions, participants found it hard to conceptualise
data, and the importance of the loss of data. In comparison, participants could —
and did — easily understand the value of the money. Although it is valuable that
participants began to understand the inherent costs of device ownership beyond
their privacy, the value of the money within gameplay was typically overstated by

participants.
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RF 16: There seem to be pros and cons of playing online and playing

face-to-face in a controlled setting

Although it is hard to draw definite conclusions based upon the small numbers of
participants for each round, online participants seem to have made more changes,
overall, and this might be because they were playing in the context (the home)
in which changes were to be made. That said, offline participants seemed to
take in more about the types of threats that could befall them — possibly this is
something to do with feeling more comfortable to think of “bad things” happening

out of the home setting.

RF 17: Playing more than once may be beneficial

Again, it is hard to draw firm conclusions based upon small numbers of partici-
pants, but it did seem, based upon the numbers of changes made, that playing the
game more than once conferred a benefit in terms of allowing for further consid-
eration of cyber security measures in the home, thus giving participants a second

chance to reflect and make changes.

RF 18: All versions of the game were better than doing nothing

The control group showed that playing the game made it significantly more likely
for a participant to make changes to their cyber security measures in the home.
RF 19: Discussion needs a prompt to start, but needs knowledge to
continue

Families were most likely to report having had discussions about cyber security
in the week following gameplay, but even the ability to play the game helped as
a starter for conversations that were difficult to have or that children appeared
resistant to. Parents recognised, however, that these conversations were harder to

have when they did not feel they had the knowledge themselves.

RF 20: Passwords remain a perpetual issue

As seen in the questionnaires and feedback surveys, as well as in conversation

with the participants, it is known that passwords should be strong and unique.
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It seems to be accepted, however, that this is too hard to achieve, and so people
do not do it. It is made worse by inconsistent password requirements in different

strands of people’s lives.

RF 21: Other cyber security measures remain hard

Although participants did make a range of changes, these were accompanied by
a number of problems, from implementation to understanding. Participants also
discussed the difficulty of finding measures that suited all family members —
with children being quite open about the fact that these measures were typically
imposed upon them, making it necessary to find workarounds to do what they

would want to do.

7.3 Limitations

The major limitation of the structure of the research links to the number of par-
ticipant families involved in participation. As mentioned in Chapter [0} a relatively
small number of participant families was inevitable and planned for, given resource
constraints. However, this number constrains the ability to perform meaningful
statistical evaluation of the results. This is doubly so in the case of the con-
trol group — the difference in size between participant and control groups makes
for arguably dubious evaluative statistical analysis. As such, the comparisons
made should be considered more descriptive than statistically rigorous in nature,
although the consistency of the results should act as some comfort as to the use-
fulness of the cyber security findings.

A second major limitation of the research method is the lack of time available
to do a thorough ongoing review of actions taken by participant families. This
is frustrating, as understanding the long-term aspects of TTM — whether users
continue maintaining their security measures or whether they relapse into not
using it — could be extremely useful when considering recommendations about
specific cyber security product use.

Finally, the game gave no particular weighting to any one cyber security mea-
sure, rather allowing participant families to explore a range of measures without
guidance. This meant that in some cases, measures may have been decided upon

with an inappropriate or incomplete basis of understanding (particularly as so few
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families interacted with the explanation booklet) — given the generality of some
of the measures (e.g. anti-virus software), it may be that the game provided too
wide a range of options, with the downside being that the most effective measures
were not necessarily chosen, or fully understood as such. In addition to this, with
cyber security methods often being subjective in their use, it could be that the
representation of the measures chosen was not the most objectively appropriate
for participant families. With more time and resources, it may have been possi-
ble to improve the objectivity around the usefulness of particular cyber security
measures through using a Delphi study, for example. However, in the event, given
the starting point of so many of the participant families (at a place of precontem-
plation), it was considered that any awareness raising would be beneficial, even if

nuances of description or surrounding use could have been further refined.

7.4 Conclusion

This chapter has recounted the findings from the final piece of research in this
thesis, which addresses RQ4 — how can a board game act as an intervention to
support participant families to improve awareness in relation to the cyber security
of home IoT devices that they own and use?, building on the previous pieces of
research detailed out in Chapters 4 and 5. The process of the research was broken
down into two main aspects: the UCD of a serious game that families could play
to further their knowledge together about the cyber security of home IoT devices,
and whether or not that game did, in fact,provide training and education that
could at least raise awareness, and possibly engender action in some cases. The
intention with the use of a serious game was, in part, to see if it could act as
an intervention in and of itself; it also allowed for an immersive experience for
families that could show which aspects relating to the threats or cyber security
measures brought up in the game did not land well with the families playing it.
It was thought that where this happened, it might make a case for interventions
occurring elsewhere — perhaps changes needing to be made by manufacturers, or
at a policy-level.

The first round of the UCD process started with a game designed by the
researcher, and piloted in the University department. Throughout the rounds

that followed, the key learning elements incorporated into the game — the types
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of threats, potential cyber security measuresﬂ the loss of data as well as money —
remained the same, albeit delivered in different ways as the rounds progressed. As
the rounds progressed, elements were included to improve engagement, through
a combination of more competitive gameplay, clearer playing materials, and the
removal of more complex game flow. By the third round, the families consistently
rated the game as more enjoyable, with better opportunities to discuss and learn
about cyber security as a family. This suggests that the improvement in gameplay
added to the game’s ability to raise awareness, if only through more discussion
that would otherwise not have been held. This is important as those families had
not seen or played any of the previous iterations of the game, suggesting that the
UCD process had worked to create a more enjoyable game.

The game seems to have helped in moving participant families around the
TTM cycle, whether just by starting the discussion as a family or even moving to
make changes to their cyber security setup at home. Participants, in all rounds,
were able to report a wider range of threat types immediately after playing the
game, and displayed a more nuanced understanding of the types of cyber security
measure more applicable to home [oT devices than immediately before the game.

Participants also reported making changes (moving through the TTM stage of
“action”) based upon things they had discovered in the game; significantly more
than those in the control group. A number of families suggested that the primary
thing that the game prompted was more discussion, with the understanding that
this discussion simply would not have happened otherwise. It is interesting to note,
however, that there seemed to be a slight preference for one-time-action measures
(guest networks, changing router passwords) — when they worked immediately.
Longer-term measures either were not changed (notably password management),
or started to grate within the week of the intention being noted (such as was the
case with unplugging devices when not in use). Although not considered in depth
in this work, this has important implications for the relapse/maintenance stage of
TTM.

As such, it seems that the game, in and of itself, did work well as a measure
of training and education leading to awareness raising, particularly by the final
round. It highlighted areas that may need intervention from elsewhere, too: dis-

cussion within the family is excellent, but it needs to be based upon evidence,

9With one measure removed as it caused confusion.
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which often is hard. Passwords remain extremely complex, and other measures
remain far from easy, often with less than perfect results. It is with these con-
clusions that we now turn to the final chapter of the thesis, to review what the
research has found, and what the implications of this must be for families, industry

participants, academics and policymakers alike.
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Chapter 8
Conclusions

This final chapter will provide a brief overview of the thesis as a whole, restating
the reasons for, and findings in relation to, each RQ. It will move on to reflect
upon these findings holistically, and then provide a number of recommendations

for various stakeholders.

8.1 Overview of thesis

At the start of the thesis, a literature review (undertaken in January 2020) found
that there were many aspects in relation to families’ use of home IoT devices, and
wider understanding of cyber security that had not been directly considered. It
pointed to significant consideration having been given — for adults, parents and
children individually — in relation to online harms, and how the family might
discuss threats like stranger danger or oversharing online. Perhaps because of the
relatively nascent nature of home IoT devices, literature about how families — as
opposed to any group, regardless of the composition — use these devices was not
prevalent at all: neither was literature focussing upon the understanding of cyber
security, rather than just the privacy concerns that such devices may pose.

As such, four RQs were posed, which will be set out and discussed below.

8.1.1 Overview of RQ findings

Having performed the literature review of this thesis, the following RQs were

posed:
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RQ1: What is the level of awareness exhibited by interviewed and surveyed families
in the UK in relation to the cyber security of home IoT devices that they

own and use?

RQ2: What knowledge is available online to those who wish to implement cyber

security measures for home [oT devices?

RQ3: How can a researcher effectively understand and act upon the lack of aware-
ness and motivation to consider the cyber security of home IoT devices

shown by families?

RQ4: How can a board game act as an intervention to support participant families
to improve awareness in relation to the cyber security of home IoT devices

that they own and use?

These RQs were mapped onto the work undertaken in Chapters [4] [5] and [6]
The overview of all RFs can be found in Table 28

8.1.2 Use of the Transtheoretical Model of Behaviour Change

This work was considered in light of the TTM theory, as framed by [Faklaris,
Dabbish and Hong (2018) for cyber security adoption. The use of the model helps
reflect the journey that individuals need to go on to get to a place of robust cyber
security that is appropriate for them, a really important part of understanding
how to support behaviour change. The initial assumption, which the research in
Chapter |4 showed, was that many families were in a state of precontemplation,
the very first step of the cycle, roughly equivalent to not even recognising that
there was a problem that may need to be solved. The following two pieces of
research helped to explore, first, what sorts of information was accessible — and
if it was sufficiently relevant to be used as a training or educational tool, and
second, what gaps could stop any sort of awareness being raised within the home.
The final piece of research used this information to create a game that provided
a variety of ways for families to learn about cyber security as it could pertain
to home IoT devices, with the idea that the level of training and the method
of a competitive board game face-to-face could help raise awareness. Awareness

raising, in the TTM model, is a key action to move to contemplation: should
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we use cyber security measures? In the game, it was considered that discussion
among family participants was a way of showing that the stage of contemplation
had been reached. In some cases, the game moved many families further still
around the cycle, through preparation to action — actually making a change in
their home IoT device security setup. The research did not take place over a long
enough period of time to consider the final stages of the cycle, either relapse (into
inactivity) or maintenance of security use, although there was suggestion from
those families that had made a cyber security change that single-action changes
were much more easily maintained, than those requiring ongoing work, even after

only a week.

8.1.3 RQ1:What is the level of awareness exhibited by in-
terviewed and surveyed families in the UK in rela-
tion to the cyber security of home IoT devices that

they own and use?

For RQ1, families were interviewed and surveyed. Despite being relatively keen
to have devices in the home, families did not have a clear understanding of the
threats and potential risks that these devices could pose. This lack of understand-
ing comes from the relative novelty of the devices: with neither adults nor children
having an opportunity to be taught, formally or informally, about these devices,
many participants could not understand how they might pose a problem, beyond
potential financial fraud. Participants were happy issues of financial fraud could
be resolved through working with their financial institutions, even though this
may not be the case. When asked, families reported that they discussed issues
of online safety significantly more frequently than even the most basic of cyber
security measures, and any such measures would be those applicable to using
computers, rather than home IoT devices. Even if there is overlap with the secu-
rity measures discussed, they were never discussed in relation to the devices. In
addition, rather than being concerned about cyber security issues, almost all par-
ents explored, directly or indirectly, how they promoted careful use of the devices
to the children, given the expense of replacing them — potentially introducing
further cyber security risks into the home as a result.

The answer that must be given for RQ1, based upon these findings, is that
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families do not discuss the cyber security of home IoT devices at present; any
management done is not discussed or necessarily holistically considered in most
families. In terms of the TTM model, participant families mostly seemed to be
at the precontemplative step (as assumed at the start of the research); further
training and education would be needed to provide the awareness needed to move
further around the cycle. Why is it that the existing method of support — search-
ing for the answers online — did not work as a training or education method, and
what in the home setting could prevent exacerbate problems around implementing

cyber security for IoT devices?

8.1.4 RQ2: What knowledge is available online to those
who wish to implement cyber security measures for
home IoT devices? and RQ3: How can a researcher
effectively understand and act upon the lack of aware-
ness and motivation to consider the cyber security

of home IoT devices shown by families?

Two pieces of research were undertaken to consider different aspects of RQ2 and 3.
The cyber security information review was undertaken, given the finding coming
out of the interviews and surveys that the Internet is the main source of solutions,
should issues occur with devices. Yet, the information that is available is too gen-
eral to be useful without the user having given some real thought as to the threats
that may affect them, and having some understanding of what credible guidance
may well be; both of which seem unlikely to be able to happen, based upon the
interviews and surveys. This is an active hindrance in terms of appropriate and
credible awareness raising.

The second piece of research covering this RQ was the autoethnographic diary
study. This piece of work, performed by the researcher about her own experiences,
found that cyber security rarely arises in everyday use, and so the ability to
discuss it is infrequent — even in an interested and informed household. When
these issues do come up, there are language issues immediately — how do you
describe how things work, or what cyber security measures are to young children

or older adults who do not have the language (or interest)? Setting devices up
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to be privacy-preserving and, in theory, with slightly higher levels of security,
may cause devices which are hungry for data and constant Internet access to work
poorly. Should cyber security issues arise, knowing about cyber security in general
may not be any help when faced with solving a real-life cyber security concern,
again explaining the state of precontemplation that so many families are currently
in.

The answer that must be given for RQs 2 and 3, based upon these findings, is
that there are several issues that families may encounter when trying to manage
the cyber security of home devices. As a start, and as considered in RQ1, they
may not have the information to manage devices securely to start with, and simply
not know where to find it — or be able to find it at all. Should they look online,
they will find a myriad of opinions with little to no specific guidance. Should steps
be taken to make devices more secure, the devices may not work properly. And
discussing cyber security remains incredibly hard, making the idea that it would

become something that families can discuss together extremely unlikely.

8.1.5 RQ4: How can a board game act as an intervention
to support participant families to improve awareness
in relation to the cyber security of home IoT devices

that they own and use?

Building upon the findings for RQs 1, 2 and 3, it was recognised that to start
understanding what types of interventions would be needed, the research to do so
would require the immersion of families into the subject, as passive observation
would likely be insufficient to draw conclusions. As such, the decision was taken
to create a board game, which could be tested as an intervention in its own right
by providing training and education that could raise awareness, but that could
also point out areas where more significant interventions by other stakeholders
may need to be undertaken.

The board game, which was designed with participant families, created a game
that was enjoyable, and as the rounds progressed, allowed for discussion and im-
mediate expansion of knowledge in relation to what may be a threat and what
type of cyber security measures may be helpful — that is to say, increasing aware-

ness by providing meaningful and engaging training and educational examples. It
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also seems that the game inspired participants to alter their home security setup
(moving through to the “action” step of the TTM cycle), when compared to a
control group. Almost all participant families engaged in discussion during and,
in some cases, after the gameplay session. With discussion being a reasonable
indicator of awareness sharing, the game could be said to be an awareness-raising
tool for families in its own right.

Despite this positive outcome, the gameplay still showed areas where fami-
lies could not do or understand the secure thing, even where the will was there.
Within gameplay, numerous families, at every round, questioned the importance
of the representation of data, relative to the money in the game — with children
particularly keen to play with the money, but not being concerned about the
data. In particular, and echoing the findings in the previous RQs, although some
participants made changes to specific aspects of their home network, for example,
this remained trial and error, to a degree, with at least one family being unable to
figure out how to make the intended measure work. Other aspects that required
long-term effort on the part of the participants had, in some cases, already become
a test of willpower within a week. Finally, as is well known, passwords remain
extremely hard for users, and despite being aware of this, the effort it takes seems
to outweigh the perceived benefit.

The answer that must be given for RQ4, based upon these findings, is that a
board game, such as the one created here, was shown to be able to act as an inter-
vention, as it allowed participants to immerse themselves in an experience close
to their own, but not real life. As they played, they were able to discuss things as
a family (showing “cognition”), and start to apply the concepts to their own lives
(showing “action”). Whilst this intervention acted as intended, participants still
showed a number of ways in which they would need support, meaning that other
complementary interventions remain necessary. These additional interventions
could range from improving security options and settings provided as standard
within home IoT devices, to ongoing support and explanation of best practice
cyber security measures from manufacturers and governmental organisations and
enhanced curricula to embed a security mindset for children at an early age.

Having laid out the findings as they relate to the RQs, overarching points

relating to these findings will now be discussed.
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Table 28: Research findings

Research
Finding

Number

Research Finding

From which piece of research

6

Families are happy to use devices, particularly Smart
TVs and Smart Home Assistants, without proactively
considering security

Families do not have a clear understanding of the
threats and risks their devices may pose

There is a lack of opportunities for learning for both
adults and children

Parents model behaviour promoting careful use of de-
vices, the importance of saving money and under-
standing consumer protection frameworks — but not
security

Users need to understand what is a threat to them
specifically to apply any cyber security information
they might find

Information about device security likely needs wider

context to be accurately applied

Interviews and surveys (Chapter
4)

Interviews and surveys (Chap-
ter 4)

Interviews and surveys (Chap-
ter (4]

Interviews and surveys (Chap-
ter (4]

Cyber security awareness infor-
mation review (Chapter (5.2)

Cyber security awareness infor-
mation review (Chapter [5.2)

Continued on next page
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Research

Finding Research Finding From which piece of research
Number
, . Cyber security awareness infor-
7 Hard to find credible guidance _ ]
mation review (Chapter
) o i Autoethnographic diary study
8 Cyber security rarely arises in everyday device use
(Chapter
9 Solving cyber security issues can be uncomfortable Autoethnographic diary study
and hard (Chapter
10 The language of cyber security is too complex for day Autoethnographic diary study
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8.2 Final discussion

8.2.1 How are families supposed to know what they are
buying into?

The interviews showed that people like the novelty — and sometimes, the practi-
cality — of home IoT devices. This possibly arises from a combination of things:
such devices tend to be marketed well — and, in the case of devices such as the
Amazon Echo, can be deeply discounted during sales periods — or slowly become
the only option (as is becoming the case with smart TVs and white goods). As
the interviewees (and the autoethnographic diary study) made clear, too, there
can be benefits from these devices too — starting to remove household burdens,
to help people feel safer in their homes, give access to things (such as books) that
may not otherwise be so easily available, or just feeling more comfortable.

The issue that home IoT devices users face today is that understanding
the longer-term implications of using the devices is too uncertain and
complicated. The game showed that people still cannot conceptualise, and do
not worry about, the data that they provide to these devices. They are also
provided with minimal information to be able to explore what cyber security
might need to look like for their family for each device, or cumulatively for their
entire home network. And this may lead users to be providing data to services
where they do not fully understand the purpose (or the possible end use) of the
data that is being collected: as an example, Amazon have recently scaled back
the teams that work on Alexa/Echo. Amadeo| (2022)) reported that the selling of
the Echo devices more or less at cost (to make them enticing) is too expensive
for the company, and users do not use them as intended, meaning that the stated

business model relating to Alexa/Echo °

‘...to make money when people use our
devices, not when they buy our devices” fails. Amazon’s goal was that people
would use their devices as a frictionless gateway to buy things. What seems to be
happening, however, is that this is not happening — but users will still provide
data to Amazon, and may still carry various risks from using the device. We have
seen similar extensions of purpose reported about the Ring doorbell systems,
where data has been provided to police without the user’s knowledge (Ng2022]).

These examples may not explicitly focus on the cyber security failings of these
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products, but they speak to the difficulty of trying to secure devices —
which in many cases may mean providing less data — when it is difficult
to understand precisely what the device may be trying to do, not just
for the user, but also for the manufacturer. The interests of manufacturer
and user are not aligned when it comes to security measures — the interviews and
autoethnographic diary study highlighted this — devices typically have very short
supported lives, and it is hard to know when that support stops. Should users try
to turn off settings to share additional data, their service may be degraded as a
result.

Without even a general knowledge, it is hard to take the next step of efficient
threat management based upon personal situations. Extending the suggestions
from |Parkin et al.| (2019) and [Emami-Naeini et al.[(2019a)), manufacturers must
do more to make the key threats of home IoT device use clearer at point
of setup, and periodically throughout device use. Documentation about
major threats relating to personal data and device misuse, and the recommended
baseline steps to mitigate these issues based upon the specific device may help
to increase awareness in adult users, which can, in turn, trickle down to children.
Manufacturers may also focus on providing this information clearly online, so that
when users are faced with trying to improve their knowledge, official sources are
plentiful.

Home IoT devices — particularly those that must have a reasonable ex-
pectation of use by multiple people, indeed, multiple generations, within a single
location — should be provided with better guidance as to how to set them
up for the situation it is located in. Every person and every household has its
own particular set of threats and risks that might make certain security options
more or less appropriate for them; however, there will be certain baseline security
features that should be promoted to users at the point of setup and periodically
thereafter. |Hiniker, Schoenebeck and Kientz (2016)) and Ko et al. (2015]) have
shown that families are more likely to come to agreements over rules for Internet
use if they agree upon these rules as a unit. Our findings agree with this: families
instinctively use discussion as a means of managing potentially tricky areas for
their children. However, previous research has shown children and adults may use

different words to discuss cyber security (Jones et al.|2019). In addition, children
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may not perceive devices in the same way that adults do, not only, as our inter-
views showed, failing to understand they are connected to the Internet, but also
in understanding how they work (Yip et al.[2019; |[Xu and Warschauer|2020)). As
such, the expectation that using discussion either to agree about home rules about
home IoT devices or as a means of providing children with additional knowledge

will fail, without further guidance for both parents and children.

8.2.2 Discussions need to be based on knowledge and un-

derstanding

A proactive family discussion about a topic is likely to be better than no discus-
sion at all, as it suggests a level of awareness. It seems from the responses of
the gameplaying participants that without the game, there would have been no
discussion about cyber security in the home at all. However, the game showed
the potential for the fragility of these discussions. As previously found in almost
all the RF's from the prior pieces of research, there is no infrastructure in place to
underpin these discussions. The game came with a guide (see Appendix [P|) with
details about the terminology raised in the game. In many cases, participants,
both adults and children, had a lack of understanding or some incorrect under-
standing — but reasonably held and based upon experience — about how best
to go about implementing security measures. Even though this guide was also
poorly used, the game gave visibility to cyber security measures that participants
may not have given second thought to otherwise and — by the third round of
gameplay — gave them the opportunity to get a feeling for what cyber security
measures may be more, or less, useful for each type of device they own. They
also had the opportunity to reflect, critically, on what the devices offered did, and
whether they considered them worth the effort of the measures that they might
need to implement to protect them. And even with these opportunities, real-life
issues with implementation occurred.

Outside the gameplaying sessions, these opportunities for training and educa-
tion leading to awareness raising, discussion and thought about implementation
do not exist. This echoes the findings of the previous chapters, and remains a
problem in the real world: how do we hope that parents can find the opportunity

to learn about cyber security, and have the confidence to discuss it with their
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children? It can be seen in the gameplaying family with the expert parent that
discussions about how to set up commonly agreed-upon cyber security measures
at home can be done: that said, the findings of the autoethnographic research,
and in particular RFs 8-10, show how difficult that can be without specialist
knowledge, or with younger children or older family members who are not keen
to learn.

In the UK, there is some expectation of support from the government for per-
sonal risk management. However, the interviewees showed a complete lack
of awareness of the existence of the body tasked with supporting them
with cyber security, the NCSC. There is an interesting case to be made for
learning the public health messaging lessons deployed to spread messages around
social distancing, and then the promotion of vaccination, in relation to COVID-
19. Additionally, it is perhaps at this point that the usefulness of the scenarios
created for the board game, or storytelling (Pfeffer et al.|2022), could be consid-
ered further. How can scenarios be woven into opportunities for cyber security
awareness? At least one (child) participant remembered the three random words
password radio campaign, precisely because the concept was clear and memorable.
Teachers in the gameplay participants, and those that work with vulnerable peo-
ple, also highlighted how much easier this concept would be to impart to those
they work with. Threat scenarios, as used in the game, can be vivid without be-
ing wordy, and could form the basis of similar educational campaigns — both for
adults, but also for children, in schools — from NCSC or equivalent government
agencies. The use of poster campaigns, short slogans and promotion
of positive behaviour by government agencies and trusted members of
society, whether in a personal capacity or through platforms, such as
TV shows or recognised websites, may serve to normalise good cyber
security measures. This should sit on top of school-based education, and would
serve to provide knowledge that is currently unavailable to both adults and chil-

dren alike.
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8.2.3 Appropriate levels of base security measures and ex-

planations for home IoT devices

In addition to the ability to find and gather the knowledge, those deciding to
make cyber security changes have to have the capacity to do it. In some cases,
such as setting up guest networks, that may be technical understanding (or the
confidence to try); in others, for instance, turning off devices when not in use or
limiting settings, it may require habit changing or the introduction of precisely
that sort of friction that the device was designed to minimise. It is also vital to
mention that none of the measures suggested in the board game is a panacea in
and of itself: a technical measure will help to mitigate a single technical problem.
But discussion and lateral thinking is still required to implement a holistic set of
security measures. As explored in Section for example, you can set up a guest
network, but what do you put on which network? How do you segregate devices
if you need your smartphone to be on the same network to connect to your home
[oT devices? There is no simple answer.

One group that was conspicuous in its absence, in terms of positive measures
provided in Chapter [5.2] were ISPs. In the majority of cases, ISPs provide users
with routers at the time of starting the contractual relationship for provision
of broadband services. ISPs, therefore, could play an enormous role in
facilitating secure network setup, both at point of setup and by having
prominent support sections on their websites. On the basis that it is
reasonable to assume that most houses have some home [oT devices, they should
provide details on guest network options and how best to set it up, either to provide
guests access or to segregate devices and computers, for example. Recent research
has also found that ISPs can play a preventative — and much more targeted
— role in stopping malware, either through ensuring more stringent technical
measures for each user (such as closing unnecessarily open ports), quarantining
affected networks and providing support directly to the customer to resolve the
issue (Cetin et al.[2019; [Noroozian et al.[2021)). Additionally, ISPs should replace
their customer’s routers when they no longer receive appropriate security updates,
a relatively simple process that could ensure significantly higher levels of security
for longer-term customers.

Passwords remain problematic, as has been long considered (Morris and
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Thompson|1979; Furnell|2022b; [Taneski, Hericko and Brumen|2019). There is very
little that the user can do in this situation. It has been discovered by Nicholson
et al. (2018)) that when users are instructed to create passwords that are longer,
they have difficulty in recalling them — possibly because longer passwords intro-
duce a greater likelihood of mistyping. Maybe password managers are a strong
part of the solution, but again, this requires the willingness to use and also, po-
tentially, a cost to do so — as well as having the ability to access the manager on
any and all devices required, and trusting the provider to store your most sensitive
data appropriately (Hay Newman|2022).

Calls to manufacturers and user alike have been to stop using passwords, if
possible, in favour of biometric data, which is harder to hack, even if it arguably
raises different data protection issues (Trotman|[2021)). This could be helpful when
accessing home IoT device apps from a smartphone as a particular user. Some
camera-based devices already have the options to use biometrics, but, help pages
from Google’s Nest Aware show|| that the management of this is practically hard
in the home: you may have to ask strangers if they consent to their biometric data
being taken by your doorbell as they stand, for instance, at your front door; it
cannot also not work for children under 13. MFA also feels complex for IoT device
systems: purchases or other designated restricted activity could require users to
click a link in an app, or read out a code sent through email or SMS, at a cost of
the frictionless experience that the devices intend to create.

However, for any IoT device that requires app interaction to make changes to
the device, such authentication becomes meaningless, as the authentication would
be sent to on the same device as being used to make the changes. One alternative
solution may be to require manufacturers to adhere to, and mandate the use of,
the password guidance of the government in which they are operating (or the most
secure of all the jurisdictions that they operate in). Chapter , backed up by
findings in |Lee, Sjoberg and Narayanan (2022), shows that this does not happen
in practice.

The evidence from the interviews in particular suggests that home IoT de-
vices that are expected to be used by groups of people — especially

children — should come with more stringent security measures set by

'https://support.google.com/googlenest/answer/92686257h1=en
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default. For example, although some steps seem to have been taken by man-
ufacturers to allow notifications when things are purchased, further work could
make spending money and downloading items harder (requiring purchases to be
confirmed with a PIN or other agreement from the primary account holder). Al-
ternatively, a clear signpost to the potential risks of not protecting purchases at
the point of setup, should be provided. The interviews show that, for example,
adults in the UK are used to being protected by strong consumer protection mea-
sures that should cover most cases of fraud — but crucially, not “gross negligence”
when, despite being the victims of fraud, they were deemed not to have taken the
proper precautions (Brignall 2020)). Although adult interview participants were
extremely concerned about financial fraud, few had enabled settings to limit pur-
chases on applicable home [oT devices, and no family considered the ease with
which significant sums of money could be spent fraudulently, potentially without
recourse.

It must be recognised that there are due to be measures brought in to mitigate
some of the security aspects explored here, such as the UK’s PSTI Act, mandating
some aspects of security by design in consumer smart products, and ETSI’s EN 303
645 baseline standard for consumer IoT (ETSI2020). Much like the devices they
seek to legislate and standardise, these measures are nascent, and may well need
to be extended and revised as the market matures. It should be noted that the
PSTI Act mandates a smaller subset of requirements, compared to the previous
DCMS Code. Subsequent research performed by DCMS after the implementation
of the Code found that even that wider range of measures did not do enough to
protect consumers (Datta Burton et al.2021). Policymakers should continue
to analyse the ongoing harms arising from the increased ubiquity of
such devices to understand whether more regulation or legislation may
be necessary to protect consumers and specific groups of vulnerable
people in the future.

An example of regulatory focus on a particularly vulnerable group would be the
UK’s Age Appropriate Design Code (AADC) (Information Commissioner’s Office
2020a)), which requires organisations to consider the safety of children explicitly,
when providing those services within the UK. Acting unilaterally, as the UK
government is in the case of the PSTI Act and AADC, works on the assumption

that the measures can be applied to — and enforced against — those devices
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that are for sale in the UK in a meaningful manner, despite home IoT devices
being made, and sold, globally. Some small shifts have been seen in large online
platforms’ age confirmation processes as a result of the AADC (Hern 2021), but
what the effect on the device market will be remains to be seen. Yet, in situations
where users are unaware of the risks of device use, either manufacturers have
to make these risks clearer to the user, or mitigate those risks themselves —
ideally both would happen, but in reality, there is typically little incentive for
manufacturers to take such steps until such time as not doing so would incur
penalties.

In a post-Brexit era, further policy — and potentially new legislation — may
be discouraged by the current government: imposing higher standards of, for
instance, cyber security controls (for instance ISO 27001) may form barriers to
entry into the market. The UK government (at time of writing) had proposed
the Data Protection and Digital Information Bill (2023)), a significant break away
from GDPR, in as much as the data subject, under the bill, would not be consid-
ered to have a fundamental right to data protection. This would have significant
impacts upon the type of privacy that data subjects in the UK could hope for,
at a time when devices have become increasingly opaque and take in more data
than ever. As the EU has already taken significant steps to impose ever
stricter standards on technology firms (Digital Markets Act|2022), and
continues to look to improve data subjects’ use of data from home IoT
devices (European Commission|2022), it is vital that the UK follows in
their footsteps to avoid damaging its citizens’ rights. This could also take
the form of emulating EU calls for comprehensive labelling of consumer
IoT products, as described in the proposed (European Commission/[2023)).

One aspect of user protection that the UK has taken up alongside the EU is
the right to repair for certain home electronic goods, including televisions and re-
frigerators (Harrabin|[2021)). As these devices are expected to be repairable
for up to ten years, so smart instances of these devices need to maintain
appropriate software updates and usable security processes for this pe-
riod. This must happen to ensure that users are not put at risk for being careful
with their devices, and that children do not need to learn that the ability to have
devices on a budget does not come at the expense of its, and their, security.

Manufacturers also need to take strides to reduce the burden that
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the heterogeneous nature of devices place on the consumer. This may
seem like quite the departure from the discussion above, however the more recog-
nisable the device interfaces and expected means of working (not to mention the
ability for devices to talk to each other as standard), the more the cognitive bur-
den will be reduced for users. Having the familiarity about what settings should
look like to provide a secure setup should look like — or having terminology that
is standard across all features — will go a long way to make users more secure,
simply because they do not have to think about all the different possibilities of
what right may look like for them.

8.2.4 Children need to be supported and involved more

A limitation of the feedback survey in Chapter [6] was that it only captured the
voice of the parents; it did not ask those filling in the survey to report back on each
family member, just on the family as a whole. Whilst that, obviously, included
discussions, there were few direct reports of actions taken by the children; in one
case, the family reported setting up extra parental controls, in practice further
limiting the children’s access to the Internet with less discussion. It is very likely
that this example could be widely applied to device use in the home: children are
spoken about, but not typically given much of an opportunity to get involved or
exercise their own agency in the use of devices.

It was mentioned in Chapter that UCD practitioners have long called for
children to be involved as “protagonists” in design (Iversen, Smith and Dindler
2017). This should be taken further: not only in considering how to
make the core features of the devices better, but also in terms of the
security features and exploring the unintended consequences that arise
from standard application of device security settings. We know that chil-
dren do have views about the uses of their data (Dowthwaite et al. [2020), and
can — and want to — participate in detailed discussions about data use and
practice (Pothong and Livingstone||2022b)). Given that manufacturers of devices
that can be used by children should be giving thought to have evidence that their
product(s) work “in the best interests of the child” (Information Commissioner’s
Oftice 2020b), this would be a very beneficial activity to undertake.

It is both understandable, yet also worrying, that children have such a limited
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window into household management of their devices. In many respects, this gap
is not dissimilar to the involvement they have in the financial running of a house:
children may gain experience of managing money through pocket money and
small jobs, but are unlikely to have to take steps to pay significant household
bills, or have access to understand the mechanisms of doing so, for example.
Neither will they receive meaningful financial literacy training in school. This
leaves a gap in which some children falter as they become adults — a 2021 survey
found that 75% of 16-to-24-year-olds would turn to their parents over their place
of education for advice on money (Student Beans 2021)), and, despite financial
education being on the secondary school curriculum since 2014, an interested
charity noted how it was regularly not taught due to “a lack of resourcing, teacher
training and prioritisation” (Staton|2022). Cyber security knowledge feels very
similar: household management of devices, so much as it exists, is likely invisible to
children: not taught at school, expecting to be taught by their parents — but this
is extremely hard when, perhaps unlike money, the controls are hidden away, as
they may be, in parents’ smartphones. As explored in Chapter [4] this invisibility
felt normal to parents with home IoT devices performing core household activities.
It would, indeed, be ostensibly poor cyber security measure to allow children access
to the controls, given the sharing of credentials that it may require. Yet, given
industry calls for increased use of home IoT devices in new-build homes (techUK
and GfK|2022) and the possible large-scale rollout of such devices in social housing
in order for housing associations to meet obligations in relation to the upkeep of
their housing stock (Levelling Up, Housing and Communities Committee 2022),
reaching a point of joint understanding feels more important than ever.

Parents and children interviewed and surveyed in this research portrayed the
learning provided by school as focusing only on the Internet as a place for social-
ising and commerce. Curricula must be updated to capture not only the
pervasive nature of the IoT, including exploring how the data collec-
tion from such devices is even more pervasive than that collected using
the Internet, and also why the threats are different to the Internet ac-
cessed via a computer. Helping children be able to better comprehend what
and who may actually constitute a threat, and how to apply knowledge about

cyber security skills to manage such threats, would be an excellent start.
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However, enhancing school curricula is not enough to improve the cyber se-
curity knowledge within the home in the short term — not only do children not
typically have the power in the familial relationship to engender change in their
parents’ activities, but accounts for the home IoT devices are unlikely to be theirs
to manage. As [Blum-Ross and Livingstone, (2020)) considered, the information
exchange between school and parents is poor: there can be no expectation that
parents would become significantly more knowledgeable simply because their chil-
dren are learning more. Parents need to find means of educating themselves, and
knowing how to extend this knowledge to their children, where the knowledge is
not gained at school. Further work should be undertaken by those third
parties that hold themselves out as providing online safety advice for
schools to provide to their children and parents. Childnet, for instance,
provides parents and carers with a Family Agreement template (Childnet|2021)) —
but only focusing on safe use of the Internet through a computer. Safer Internet
Day, held in February each year, would be a perfect opportunity for organisations
such as Childnet, the NSPqul or UK Safer Internet Centreﬂ (for example) and
for schools to broaden the scope of their resources to include home IoT device
safety — both for children, but also with resources for parents.

This leaves children in a difficult place — and their parents and guardians
too. As explored in the findings, children are often given conflicting and confusing
advice by their parents, which — just as their parents — means that they struggle
to pick up strong cyber security measures. School education at present does not
uniformly cover best practice enough to plug this gap. So this leaves children
in a similarly tricky situation to the parents, in not understanding what to do.
However, children — on the whole — may have the additional barrier of not being
the owner or having access to make cyber security decisions about devices in the
home. This leads to circumvention activities, as discussed in both the initial
interviews and gameplay findings.

The complicated thing about circumvention is that, on the whole, children feel
obliged to do it because the mechanism to keep them “safe” is too rigid. This
came up repeatedly throughout all the pieces of research: cyber security measures

do not work for families. They may work for individuals, without the need to

Zhttps://www.nspcc.org.uk/keeping-children-safe/online-safety/
3https://saferinternet.org.uk/

269


https://www.nspcc.org.uk/keeping-children-safe/online-safety/
https://saferinternet.org.uk/

interact with others — in this respect, for instance, password managers will work
well in a corporate setting, where there is one primary device (the work machine)
and one person using the password manager. But trying to extend solutions across
device types or across groups of people with different needs becomes extremely
hard to manage, and realistically brings us back to a fundamental issue: devices,
on the whole, need one primary owner, who has to make the decisions. This
creates the normalisation of security being handled by parents, which leads back
to the issues discussed above: if there is no need to discuss cyber security because
the decision is, by default, at the hands of the person associated with the device,
then discussions will never happen.

A child-focused approach to cyber security awareness would encompass mean-
ingful, up to date, ongoing education at school, enabling children to learn more
about the technological environment in which they are growing up in, and in par-
ticular to foster a curiosity about the devices around them and how they work.
This would, in part, provide children with the building blocks to start discussions.
This could quite easily be brought into places of education through games, such
as the one described here, allowing for enjoyment and play as a means of em-
bedding knowledge. Whilst technical measures to solving the complex interplay
between the primary users and others who are in the home do not exist — and
may continue not to exist in meaningful ways for children — discussion based on
up-to-date knowledge is arguably the only way for a family to understand what
their goals and understandings about device use, and the surrounding security,

are and should be.

8.3 Recommendations for stakeholders

The previous discussion section has provided several recommendations that arise
from the findings of this work, in order that families can get to a place where they
can use home IoT devices and have meaningful conversations relating to cyber
security. These will now be presented below, in stakeholder groups. Some of
the recommendations below relate specifically to UK legislation and government
agencies, by virtue of the geographical location of the research. The remainder
of the recommendations should obviously have a wider applicability. That being

said, even where there are references to specific UK policies and school curricula,
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for example, it is likely that such recommendations could serve as a basis for

similar considerations in other jurisdictions.

It is extremely important to notice that none of these recommendations fall

upon families themselves. This research has shown that families are right at the

start of their journeys around awareness of the need for more consideration of

what cyber security measures would be appropriate to use when it comes to home

[oT devices. Without change in the surrounding ecosystem, it is meaningless and

unfair to put the burden of change upon families themselves.

8.3.1 Manufacturers, designers and developers

M1: Do more to make the key threats of home IoT device use clearer at
point of setup, and periodically throughout device use. Relates to RFs 1, 2,
4, 9,6,7 8,9, 10, 19, 20, 21.

M2: Provide better guidance as to how to set up devices in a secure man-
ner, based upon a number of commonly expected location and other use

scenarios. Relates to RFs 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 14, 20, 21.

M3: Home IoT devices that are expected to be used by groups of people
— especially children — should come with more stringent security measures
set by default. Relates to RFs 1, 2, 5, 8, 9, 10, 19, 20, 21.

M4: Consider how to use other authentication mechanisms than passwords:
but, at a bare minimum, adhere to — and provide — password guidance
from the governmental agencies in which devices are sold about best practice.

Relates to RFs 1, 7, 9, 10, 20, 21.

M5: Be upfront about how long a device will have updated secure software
for, and how users should be able to use the device safely after that time,
or if support has to be stopped sooner (in case of bankruptcy, for example).
Relates to RFs 2, 4, 7, 8, 21.

M6: Work to reduce the friction — and subsequent security risks that people
may inadvertently create — caused by heterogeneity of devices. Relates to
RFs 1, 2, 4, 5, 6, 7, 21.
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e MT7: Include children (or entire families) in UCD of security features to
work toward measures that work for this user group. Relates to RFs 1, 10,
11, 12, 15.

8.3.2 Policymakers and governmental bodies

e P1: Update school curricula in all Key Stages to reflect the ubiquitous na-
ture of the Internet and explicitly cover the practical application of cyber
security across all device types that children may encounter in the home. Ed-
ucation must not focus only upon online safety. Schools specifically should
look to find more creative means to discuss these issues to avoid boredom
and repetition. Relates to RFs 1, 2, 3, 7, 8, 10, 19, 20, 21

e P2: Consider the wider use of awareness campaigns for core cyber security
messages (such as “three random words”), as well as raising awareness of
the role of the NCSC. Poster campaigns, short slogans and promotion of
positive behaviour by government agencies and trusted members of society,
whether in a personal capacity or through platforms, such as TV shows or
recognised websites, may serve to normalise good cyber security measures.
Relates to RFs 2, 3, 5, 6, 7, 8, 9, 10, 19, 20, 21

e P3: The PSTI Act must be reviewed and expanded as ongoing analysis
recognises the need to avoid further harms arising from home IoT devices.

Relates to RFs 1, 2, 4, 8, 21

e P4: The UK must look to keep in lockstep with the EU on core aspects
of technology governance and legislation, including data protection regimes.
Relates to RFs 1, 2, 4, 8, 15, 21

e P5: The UK government must consider ways of emulating certification
schemes, whether voluntarily or mandatorily, such as that set out in the
recently proposed amendment to the EU Cybersecurity Act (European Com-
mission| 2023). This will allow consumers to recognise, at point of sale, a
device or manufacturer that can meet pre-defined security criteria. Relates
to RFs 1, 2, 4, 8, 21
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8.3.3 Academic community

e A1l: Continue to research aspects of both specific technical and sociotech-
nical risks arising from home IoT devices, and ensure that such findings are
disseminated in ways that can be understood by the public and effect change
through policy and with manufacturers. Relates to RFs 8, 9, 10, 23, 24, 15,
18, 19, 20, 21

e A2: Continue to research the impact of the introduction of home IoT de-
vices, and ubiquitous computing, as part of the normalisation of personal
data use and the subsequent cyber security risks that this implies to both
adults and children alike. Relates to RFs 1, 2, 4, 8, 10, 15, 19, 20, 21

8.3.4 Other stakeholders

e O1: ISPs must provide more guidance and support in setting up and main-

taining a secure home network. Relates to RFs 1, 2, 6, 7, 8, 9

e O2: Internet safety organisations must broaden the remit of advice and re-
sources given from online safety to include ubiquitous computing and harms
arising from home IoT device use. Use these resources at key moments in
the year (such as Safer Internet Day) to help schools, as mentioned in Rec-
ommendation P1, create engaging teaching methods and provide resources
to share at home. Relates to RFs 1, 2, 3, 4, 5, 6, 7, 9, 10, 14, 15, 19, 20,
21

8.4 Limitations and future work

8.4.1 Limitations

As is the nature of all qualitative work, appendices and detailed methodology
have been provided as a means of explaining how replication should be possible,
although replication of process may yet end up with not only a different data
set to analyse, but a different set of conclusions based upon that data set. Our
findings can be said to be applicable to the situation that families — where families

are strictly defined only as those with school-aged children living with them (in
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itself a limitation of the work) — found themselves in the UK, at the time of
undertaking the research, and being able to participate in the research. Parenting
methods, trust in government, governmental entities and consumer protections
vary throughout the world: future work could be undertaken to understand where
the findings of this piece of research may differ in other jurisdictions and regions
globally. Taking the EU Kids Online survey as an example, which in its 2020
review, looked at online behaviours of children in 19 EU countries (Smahel et al.
2020)), it may even be beneficial to scale such research up to look at the security
differences in home IoT devices between countries: as devices are sold globally,
so their use, and misuse, need to be understood globally too. Of course, basing
research in the home in the period 2020-2022 may end up with results that may be
less applicable in future years because of the initial, and ongoing changes required
to life as a result of the COVID-19 pandemic.

As often happens in research relating to the home and family life, there was an
over-representation of women participating in both the surveys and the interviews.
Although this may serve to skew some responses, as women may have a tendency
to underplay their technology knowledge (Rode 2010; Branley-Bell et al. [2022),
this is to some degree balanced by the input of other family members in the
interview process, and the aim of having entire families undertake the session
in the game research. That said, in families where only one adult attended the
sessions, with one exception (due to illness on the part of the wife), the adult was
a woman, perhaps meaning that there is a slight blind-spot in the results as they
did not include any obviously single-father families.

One aspect that arose during interactions with participants was the lack of a
common understanding as to what a home [oT device was — and in particular,
why some devices would be included, and others, like laptop computers, smart-
phones and tablets, would not be. This continues to be a difficult problem when
trying to isolate particular aspects of usage and security. Arguably this problem
is one that the PSTT Act has continued to conflate, given the equal applicability
of the new act to those devices captured in the original DCMS Code (Department
for Digital, Culture, Media and Sport|2018), as well as computers, smartphones
and tablets.

There are limitations to using Prolific as a platform (and those platforms like
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it) for recruiting survey participants.ﬁ There is likely to be sampling bias in terms
of the type of person who would consider being recruited to participant in surveys
through such a platform. Recent research into the generalisability of questions
of perceptions and knowledge around cyber security measures, with US respon-
dents on Prolific, found that they were generally in line with external population
polling in relation to perceptions around security, but had more knowledge than
the average population (Tang, Birrell and Lerner| 2022). Although based upon
participants in the US, it is likely that this is the case in the UK too. However,
even in the case that participants have provided answers that reflect a higher level
of knowledge than the general population, the overall outcomes show a need for
further support: if this is true of the relative experts on Prolific, it is only going
to be more so in the general population. It must be considered also that the
research is focusing on technology that is, at present, largely discretionary in na-
ture; as such the higher proportion of employed participants may not be entirely
surprising.

This research looked at the way in which families considered and, ultimately,
made changes (or not) to the cyber security setup of their home IoT devices. It was
intentionally not focused in a way that considered psychological or behavioural
methods to facilitate changes, because of a lack of explicit researcher expertise in

the area.

8.4.2 Future work

There are many directions in which future work in this field could progress. As
mentioned in Section above, these results are specific to the UK, during the
period 2020-2022: replication of any or all of the individual pieces of research in
different countries or in future years, when home IoT devices are more embedded
in homes as a means of reducing energy consumption, for example, may yield
different findings. Different cultures have different parenting styles, and it would
be interesting to understand whether the ultimate finding of the importance of
family discussion might be broadly applicable across the world. It may also be of
vital importance to be more specific about the demographic groups covered: how

would the findings differ in families with different structures and living situations

4For example, Amazon’s MTurk https://www.mturk.com/.
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than most of the families involved here? What would be the impact of multi-
generational households, or situations where family members cannot freely, or
safely, discuss issues of security together because of reasons of, inter alia, disability,
family breakdown, or domestic abuse?

As mentioned above, because of the skills of the researcher, this work did not
focus on behavioural or psychological interventions that could have been intro-
duced. Future work could look more closely at the difficulties that power relation-
ships, for example, might bring into managing cyber security between parents and
children, particularly as children grow into teenagers. It would also be beneficial
to consider whether families would be a particular target for the use of existing
behavioural tools, such as nudges, in their cyber security setup.

In addition, other future work could look more at the specifics of threats to
home IoT devices. This thesis considered threats and devices extremely generally:
there would be benefit in exploring precisely which threats are relevant to which
devices, and what the mitigating factors — whether technical in nature or more
related to security behaviours could be. More work could also be carried out to
understand how to design specific features to encourage appropriate cyber security
behaviours of home IoT device users.

Due to the resources and time limitations of the final piece of research, it
was not feasible to extend the final survey with gameplaying families beyond one
week. It would have been valuable to extend out the final stages of the game
research, as a week is a short period of time to measure changes made — and
cannot necessarily say anything about the longer-term value of the knowledge
gained from the game.

There is some possibly more concrete future work that can occur in relation
to the game. During the course of this piece of research, children raised the idea
of playing the game at school, and other participants asked why the game was
not online, given the subject. Both of those permutations — a version that can
be played at school, and an online version — could be created, based upon this
work. Although the criteria for determining the success of the game as a way of
learning about cyber security would have to be different, it could be extremely
beneficial to have versions of the game that can be distributed amongst schools,

and also more widely as an online version.
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8.5 Concluding summary

This work has explored how UK families manage and discuss the cyber security
of home IoT devices. In order to do this, four pieces of research were undertaken,
and analysed through the framework of a version of the Transtheoretical Model of
Behaviour Change (TTM) (as conceived by [Faklaris, Dabbish and Hong (2018)).
Interviews and surveys with families (or family representatives) showed how
little families seemed to know about, or consider cyber security in relation to home
[oT devices at all, and in many cases seemed to consider cyber security to be one
and the same as online safety. In terms of TTM, this showed that participant
families exhibited signs of being at the precontemplation stage of adopting cyber
security — that is to say, not even at a stage of knowing it would be necessary.
Such a state would require awareness raising to move further through the cycle.
Subsequently, a review of information about cyber security for devices online
found that it is almost impossible to get targeted, appropriate advice around
home IoT device security online, thus hindering the ability to raise awareness. An
autoethnographic diary study explored just how rarely cyber security does come
up in conversation, even when the family is interested — and just how difficult it
is to have those conversations when it does come up. This helped the researcher
to understand more keenly why families may have such little awareness of the
appropriate cyber security measures to use in relation to home IoT devices.
Finally, as a result of seeing the lack of awareness and available information
on the subject in the prior pieces of research, the decision was taken to design a
game with families to consider the final research question. This research would
give the opportunity to see how well families would respond to being given infor-
mation about appropriate cyber security measures. Framed in terms of TTM, this
could allow participant families to move from a state of precontemplation further
around the cycle, by providing the structure to raise awareness and also, perhaps,
motivation to make a change. The reaction to the information used in the board
game, too could also be used to see where other forms of intervention may be
needed. The UCD aspect of this piece of research resulted in the creation of a
board game that received high enjoyment and learning ratings from participants;
it also showed that playing the game made it more likely for those families to alter

elements of their cyber security setup than in the control group (who did not play
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the game). There were still many elements in which external interventions are re-
quired — recommendations for stakeholders have been listed out to help families
in the future. There is the potential for future work, to see if the game could be

adopted for use in schools, or made widely available as an online version.
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Appendix A

Initial survey questions

A.1 Key to questions

Questions with a filled bullet point denote a single response question.

Questions with am empty bullet point denote that multiple choices are possible
in an answer.

Every “other” option has a text box that must be populated if chosen.

The questions for Device 1 and 2 are the same, so will only be included here once.
If a survey participant signals that they only have 1 device, they will be taken to
the section on “Support for digital technologies”.

[talicised questions only pop up if the initial question is answered “yes” (or, in
one case “no”).

All questions are mandatory; in the case that an indented question appears, it

becomes mandatory.

A.2 Household Information

How many adults (18+) live in your house? (choose one)
o1
o 2
° 3
o 4
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e 5
o 6+

What is/are the age ranges of child(ren) in your house? (choose all applicable)

o 0-5
o 6-10
o 11-15
o 16-17

A.3 Devices

What devices do you currently own or have in your household?

o Connected children’s toys

o Connected baby monitors

o Connected smoke detector

o Connected door lock

o Connected doorbell

o Other connected safety-relevant product

o Smart camera

o Smart TV

o Device to connect smartphone to TV (e.g. Chromecast, Fire Stick)
o Smart speaker

o Connected home automation system

o Connected alarm system

o Connected thermostat

o Connected heating or air conditioning unit
o Connected fridge/freezer

o Connected washing machine/tumble dryer
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o Other smart kitchen appliance
o Smart home assistant

o Smart lighting

o Smart plugs

o Smart kitchen appliance

o Smart vacuum

o Smart toothbrush

o Smart scale

o Other smart personal hygiene device
o Smart printer

o Smart meter

o Other device type not listed

A.4 Specific Devices

[At this point, user selects device one and two, based upon the list above]
When was it bought?

e In the last 6 months
e In the last year
e In the last two years

e More than two years ago
What was the purpose of buying the device?

o Make specific tasks easier for a certain family member (or members)

e}

Make specific tasks easier for all family members

Device looked fun

e}

e}

To work alongside other devices

e}

To optimise resource use (water, energy etc)
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o Landlord required it

o Utility company/other service provider required it

o It wasn’t bought for the smart/connected features

Was there discussion about buying the device amongst the household members

(including children) before it was bought?

e Yes

e No

e We did not make the decision to have the device in the house

e [ don’t remember

If yes, what did you discuss?

O

o

o

Whether having the device would solve a particular problem
Who would use the device

If everyone (including children) liked the idea of having the device in the

house

If everyone (including children) understood what the device did

If all adults liked the idea of having the device in the house

If all children liked the idea of having the device in the house

If all adults understood what the device did

If all children understood what the device did

Whether everyone would be able to use the device

If having the device would stop household members doing anything
Other

Did the household member buying the device research it prior to buying it?

Yes
No

I don’t know
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If yes, what was researched?

o Customer reviews on the Internet

o Customer reviews from other sources (word of mouth)
o Consumer body reviews (e.g. Which?)

o Cost of device relative to other products

o What the device looked like

o Whether the device was compatible with other devices or technology in the

house
o Reputation of the manufacturer
o Security features
o Privacy features
o How many users could use the device
o Data retention/privacy policies
o What associated apps looked like/how well they worked
o Other

When the device was set up, were there detailed instructions?

e Yes
e No

e [ don’t remember
If yes, were these instructions:

e Physically printed and within the packaging
e On a website that was signposted to during setup of the device

o Other
Did the household member setting up the device read the instructions?

o Yes

e No
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e [ don’t know
Does the device rely on an app?

e Yes
e No

e [ don’t know
Did setup involve changing the device’s password?
e Yes

e No

e [ don’t know
Did setup require individual users’ details to be input?
e Yes

e No

e [ don’t know
Did setup require individual user accounts to be created?

e Yes
e No

e [ don’t know
If yes, do you know how the user accounts are created and maintained?

o The user who set it up originally has more control than other users

o A wuser other than the one who set it up originally has more control than

other users
o Fach user can decide for themselves once their account is set up
o Predefined account restrictions based upon, for example, age

o Other

If users have different types of access to the device, do you know what this is

based upon?
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o

Having their own access to the app that controls the device

e}

Based upon the settings that the account was set up with

e}

Age restrictions

o Other

Do you know how you would completely delete the information the device has
collected?

e Yes
e No
e [ don’t know

If yes, how?

o Send an email to the manufacturer
o Can be done through the device or associated app

o Can be done through logging in to the manufacturer’s website

o Other

Has your current device ever broken? (or a similar device carrying out the

same activity)

e Yes
e No

e [ don’t remember
If yes, did you

o Find a way to repair the device

e}

Directly replace it, carrying over account information

e}

Directly replace it, without carrying over account information

o

Replaced it with a different model/brand
Other

e}

Do you know how the device was broken?
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o Broken by adult household member

o Broken by child household member

o Broken by other person (or pet)

o Battery stopped working

o Functionality stopped working

o Stopped working after a software update
o Other

Who was most impacted by the breaking of the device?

o Me

o Other adults in the house
e Child(ren)

e Landlord/service provider
o All of us

o We were not that bothered
o Other

If the device broke tomorrow, what would be your major concerns?

o How it should be replaced

o The data that might have been lost

o The functionality that has been lost

o Inability to use paired/compatible devices

o It is not my device; needs to be replaced by/for someone else (such as a

landlord, utility company)
o Other

Do you know how long for, or until when, the software on the device is sup-

ported until?

e Yes
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e No

e [ don’t know
Does one person in the house take ownership of managing the device?

e Yes; me

e Yes; another adult

e Yes; a child

e No one person in the household

e Managed by a landlord
Was this a deliberate decision by the household?

e Yes
e No

e [ don’t know

Have there ever been any problems arising from this decision?

e Yes
e No

e [ don’t know
If yes, and managed by no one person: what were they?

o Forgotten password/login credentials
o Disagreement over the best ways to manage the device

o Disagreement about user permissions

o Other
If managed by one person: what were they?

o User with control forgot password/login credentials
o User with control not present when needed

o User with control had to change phone or other means of managing device
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o User with control does not always understand what other users need from

the device

o Other
Does everyone in the household use the device in the same way?

e Yes
e No

e [ don’t know
If no, what sort of things do different household members do differently?

o Use different device settings
o Interact with it in different ways (through app, or voice)
o Use different features

o Not use the device at all

o Other
Do you have to help the child(ren) in the house to use the device?

e Yes; just me of all the adults in the house

e All/most of the adults in the house do

e Another adult in the household does; not me
e No

e Other

If yes, What do you (or other adult(s) in the household) have to do for them?

o Let them use a smartphone to control the device through an app (or equiva-
lent)
o Speak/interact with the device for them

o Explain how to interact with the device

o Explain what the device can and cannot do
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o

Stop the child(ren) from using the device in a way that might physically

damage it

Stop the child(ren) from using the device in a way that might damage the

service it provides

Let them use a smartphone or device to access the data the device has col-
lected

Other

Do you feel you, or the other adult(s) in the household, have to control your

child(ren)’s interactions with the device?

Yes
No

I don’t know

How do you (or the other adult(s) in the household) do this?

o

O

e}

o

o

o

Use the device with them

Use the device for them
Ezplaining how to use the device
Restricting their use of the device

Ezplaining how the device works

Other

What are your concerns with having to control your child(ren)’s use of the

device?
o I don’t know much about how the device works
o [ didn’t get much information about how to setup the device properly
o [t takes up too much of my time
o They seem to know how to use the device better than me
o They rely on another adult than me
o They get different advice from different adults in the house
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o [ don’t have any concerns

o Other

Do you do help with or control the use of devices differently for the different

children within your house?

e Yes
e No

o We only have one child in the house
What is this based on?

o Child’s age

o Child’s skill with the device

o Child’s level of interest in the device

Do you know if the child(ren) use the device by themselves?

e Yes
e No

e [ don’t know
Do they find it harder to use the device than the adults in the household do?

o Yes
e No

e [ dont know
If yes, why do they find it harder?

o Interaction with the device is harder
o They need an app (that they don’t have access to) to make the device work

o They need an app (that they cannot properly use) to make the device work

(0]

They don’t understand the limitations of the device

(0]

They cannot use the device interfaces properly
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(0]

Other

Do they find it harder to use the device than any equivalent non-smart device

that you have had in the past? (for example, do they find it harder to use a Smart
TV than a TV with a DVD player?)

Yes
No

I don’t know

Do you have concerns with your child(ren) using the device?

(0]

Physically breaking the device
Having to use an app to manage the device
Deleting data or settings from the device

Finding out information about your or another adult in the household’s use

of the device
That they may change the settings
That the device is not meant for their use (e.g. a smart meter)

That their using the device takes up too much of your time

A.5 Support for Digital Technology Use

Who or where do you turn to for support with digital technology issues?

e}

e}

(0]

o

o

O

o}

Other adults in my household
Child(ren) in my household

I don’t need support

Friend(s)

Family outside of the household
The Internet

Paid support
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o Other
Have you ever been a victim of a cybercrime or data breach?

e Yes
e No

e [ don’t know

If yes, did you incur a loss as a result of this?

o Yes
e No

o [ don’t know

Are you aware of the manufacturers of any of the devices you own publicly

reporting a security breach?

e Yes
e No

e [ don’t know

A.6 Children’s Education and Digital Technolo-
gies
Do you know if your child(ren)’s school syllabus has covered the following topics?

o Harmful online content

o

Stranger danger

O

Use of strong, unique passwords

e}

Personally identifiable data

e}

Cyber crime

e}

Cyber bullying

e}

Malware (including viruses, or ransomware)

292



Have you ever discussed any of the following topics with your child(ren)?

o Screen time

o Talking to strangers online

o Using strong and unique passwords

o How to minimise risks of becoming a victim of malware
o How digital technologies might use personal data

o What it means for a device to be “smart”

o How a device uses personal data to become “smart”

o The importance of software updates

o What data might identify or reveal about you
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Appendix B

Initial interview questions

B.1 *

Device questions

To each adult (+16) household member individually:

e How do you use the device?
e Do you have a separate account to other house members?

e Have you ever tried to change the settings of the device? If so, can you tell

me more about that?
e What information do you think the device has about you?

— How do you feel about that?

— Who do you think can access that information?
e Do you think the device is useful?
e Do you use the device for the purpose that you bought it?
e What would you change about the device?
e Do you have to use workarounds to use the device in the way you want to?

e Does the device work as well for every member of the household?
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Do you intend on buying or having any more devices installed in your home

in the next year?

If so, which and why?

To each primary school aged child (4-11):

To

How do you use the device?
Do your parents have to help you?

Do you have your own account? If so, does that limit what you can do with

it? Do your parents control what you can do (e.g. with an app)?

Do you do different things with the device to the adults in the house or your
siblings?

Can you tell me how you think the device works?
What do you like about the device?
What would you change about the device?

Do you know how to turn the device on or off, or make changes to how it

works? Have you tried to do this?

each 12-16 year old child:

How do you use the device?

Do you have a separate account to other house members? Do your parents

have to monitor what you do with the account?
How do you think the device works?
What information do you think the device has about you?

— How do you feel about that?

— Who do you think can access that information?

Do you think you use it differently to your parents and siblings?
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e Have you ever tried to change the settings of the device? If so, can you tell

me more about that?

Do you think the device is useful?

What would you change about the device?

Does the device stop you from doing things, physically or virtually?

B.2 *

Cyber security knowledge

Questions to adults:
e How well do you think you have secured the devices you have in your home?

— Can you give details?

— Is there one person in the house that is more likely to manage issues

with technology?

x Is this because of necessity or choice?

* Do the other members of the household wish they could do more?

e What do you consider to be the biggest risk that you have with the IoT

devices in your home?

— Is there anything you feel you could do immediately to minimise that
risk?

— What else would you like to see done to minimise that risk? By whom?

e Are you aware of ever having been the victim of a cyber crime or data
breach?

e Who manages the cyber security aspects of the devices that you use in the

home?

— Is that an intentional choice?
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e Which sources to do you use to get cyber security information?

— Are you aware of educational schemes run by the government or other
non-governmental organisations? If so, have you used them, and did
they help?

e What would be your ideal method of becoming informed about cyber secu-

rity issues that might affect you?

e Are you aware of any issues (on the news or otherwise) that have been raised

about the security of IoT devices?

— How does that make you feel?

Questions to all children:

e What have you learned at school about computers and the Internet?

— Can you describe to me what you know about staying safe when using
the Internet?

— Do you talk about what you've learned with your family?

Questions to 124 children:

e How much knowledge do you think you have about using the Internet com-

pared to your parents?
— Have you ever given them help?

e Could you describe to me what you think the biggest risks of using Internet-

connected devices in the house are?

— What changes would you like to make to stop those risks happening?
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Appendix C

Initial interviews code book
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66¢

Codes/subcodes

Description of subcode heading

Use of devices within the home
Family relationship with devices

Limitation of use

Lack of trust

Negative managing experiences
Positive /neutral managing experiences
Controls that people have

Negative device experiences

Positive device experiences

Joint device use

Elements of the family’s relationship

with home IoT devices

Adult relationship with devices

Adult device use

Specific instances of how adults use home
[oT devices, as described by both adults and children

Child relationship with devices

Overly comfortable with devices
Child device use

Child ease of use

Child managing or altering device

Child circumvents restrictions

Specific instances of how children use home
[oT devices, as described by both adults and children

Continued on next page



00€

Codes/subcodes Description of subcode heading

Child is not careful with devices

Child is careful with devices

. . Examples of where any interview participant
Confusion over device knowledge i '
expressed a lack of knowledge about their home IoT devices
Don’t understand how device works
Lack of personal confidence

Incompatibility

How do devices work Topics that came up when any interview participant
explained their understanding of how home IoT devices worked
Data devices have
Always listening?
Never considered
Not sure how secure it is
Comfortable about use in home
Not comfortable about use in home
How much can they do with the data?

Download of personal data

. Explanations of how interview participants
About the devices
viewed the devices and why they bought them

Just like any other white good
Why bought?

Continued on next page
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Codes/subcodes

Description of subcode heading

Parental relationship with devices

Devices aren’t different

to other technologies
Content concerns
Destruction of device

Kid’s filter is too restrictive
Concerns for children

Educating yourself to look after children

How parents view home [oT devices

with respect to their children’s use

Where to get support from

TV programmes

Online — specific source
YouTube

Bank

Government

No idea

Police

Family

Friends

Online — generic

Where participants explained they would

get information about security, should they need it

Continued on next page
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Codes/subcodes

Description of subcode heading

Concerns

Privacy

Security

Unintended consequences

Parental tracking

Lack of parental control
Restrictions

Children believing everything online
Child/restricted accounts

All concerns listed, by any participant,

about digital technology use

Risks

Data breach

Time waste

Physical damage

Malfunction

Inappropriate content

Viruses

Lack of accountability for online info
Identity Theft (real or accidental)

Unsolicited contact from strangers

The risks that participants saw in

relation to using home IoT devices

Continued on next page
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Codes/subcodes

Description of subcode heading

Scams/financial fraud
"Hacking”
Doxxing/identifying yourself

Information theft

Parent /child discussion

Discussing things learned at school
Discussion as a means of solving problem
Children learn from parents
Safeguarding

Child telling parent what to do

Types of family discussions described by participants

Cyber security management in the home
Knowledge

Tech negatively in the news

Tech in the news

How to do it

Not that concerned
Self-confidence

Too difficult to think about

Good level of security in the house

Unsure of level of security in the house

Instances in which the participant’s level of,

or means of acquiring, knowledge were explained

Continued on next page
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Codes/subcodes Description of subcode heading

What is taught at school

What school could cover

Strategies Examples of specific cyber security strategies
Turning off Wi-Fi

Password manager

Awareness of malicious things online
Smishing

Old devices

Biometrics

2FA

Data deletion

Antivirus

Password reuse/weak passwords
Personal data use

Passwords

Software updates




Appendix D

Word frequency analysis

background documentation

This appendix details out the 50 papers used for the word frequency analysis
undertaken in as part of the Cyber Security Awareness Information Review, and

the top 100 results generated from that analysis.
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Word Frequency Analysis — top 100 results

Word Length Count Weighted Percentage (%)
security 8 4179 1.99
cyber 5 2648 1.26
information 11 1280 0.61
awareness 9 1090 0.52
students 8 699 0.33
social 6 659 0.31
knowledge 9 658 0.31
research 8 654 0.31
learning 8 632 0.30
education 9 631 0.30
based 5 574 0.27
system 6 530 0.25
computer 8 487 0.23
study 5 487 0.23
systems 7 483 0.23
behavior 8 474 0.23
training 8 463 0.22
using 5 462 0.22
attacks 7 451 0.21
university 10 443 0.21
users 5 434 0.21
attack 6 427 0.20
technology 10 418 0.20
network 7 409 0.19
level 5 387 0.18
internet 8 380 0.18
cybersecurity 13 373 0.18
analysis 8 364 0.17
management 10 359 0.17
participants 12 351 0.17
results 7 347 0.17
model 5 342 0.16
different 9 336 0.16
threat 6 336 0.16
threats 7 326 0.16
https 5 318 0.15
environment 11 307 0.15
people 6 307 0.15
engineering 11 302 0.14




international 13 291 0.14
password 8 291 0.14
online 6 290 0.14
media 5 288 0.14
table 5 281 0.13
journal 7 278 0.13
related 7 271 0.13
paper 5 267 0.13
passwords 9 266 0.13
survey 6 266 0.13
design 6 263 0.13
section 7 263 0.13
application 11 262 0.12
conference 10 262 0.12
software 8 261 0.12
individual 10 250 0.12
questions 9 249 0.12
however 7 247 0.12
human 5 245 0.12
tools 5 245 0.12
games 5 244 0.12
access 6 240 0.1
approach 8 237 0.11
process 7 229 0.11
found 5 226 0.1
challenges 10 222 0.11
group 5 219 0.10
school 6 218 0.10
employees 9 217 0.10
privacy 7 216 0.10
control 7 215 0.10
development 11 215 0.10
factors 7 212 0.10
marketing 9 210 0.10
number 6 209 0.10
behaviors 9 207 0.10
educational 11 206 0.10
issues 6 206 0.10
critical 8 202 0.10
provide 7 202 0.10
example 7 201 0.10
framework 9 201 0.10
protection 10 195 0.09




future 6 193 0.09
available 9 192 0.09
theory 6 191 0.09
communication 13 190 0.09
figure 6 188 0.09
making 6 188 0.09
reported 8 188 0.09
personal 8 187 0.09
staff 5 185 0.09
scenario 8 184 0.09
skills 6 184 0.09
various 7 183 0.09
within 6 183 0.09
methods 7 180 0.09
science 7 180 0.09
order 5 179 0.09
support 7 176 0.08
digital 7 175 0.08




Appendix E

Cyber security awareness review:
Full list of advice and threats
provided and the organisation

types that provided them
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Full number of instances of advice types given

Table 30: Full number of instances of advice types given

Advice type give Number of instances
Strong passwords 149
Limit data access 145
Improve home networking 143
Disable devices 117
Automatic software updates 113
Use 2FA/MFA 61
Use VPN 50
Be cautious 49
Use anti-virus 48
Restrict children’s device use 45
Delete data 28
Don’t click links 29
Don’t use public connections/charging 28
Restrict physical location of device 25
Don’t use risky devices 24
Encrypt 23
Avoid 3rd party devices 22
Read privacy policy 22
Talk about use with all users 19
Use password manager 17
Wipe devices at the end of use 17
Back up data 16
Set up correctly 16
Know how devices work 15
Do not jailbreak/root 13
Log activity on devices 13
Understand data collection process 11
Have financial awareness 10
Research before you buy 8
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Table 30 continued from previous page

Advice type give Number of instances

Understand when end of life is
Use https (secure transmission)
Turn off when not in use

Use biometrics

Contact professionals for support
Don’t use illegal materials
Enforce least privilege

Isolate infected devices
Replace devices at end of life
Don’t use unnecessary devices
Investigate issues

Receive notifications

Reclaim accounts when lost
Segregate data

Use ad-blocker

Use credit card online

Use email to log data flows
Control Internet access

Don’t use insecure connections
Regulation needed

Report crime

Use physical deterrent

Use TOR

Use virtual machine

Write down IMEI
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E.2 Full number of instances of threat types given

Table 31: Full number of instances of threat types given

Type of threat Number of instances
Unauthorised access 144

None specifically 37
Malware 22

Data theft 13

Botnet

Ransomware
Insecure devices
Phishing

Physical harm

Cyber attack

Loss or theft

Attack on availability
Burglary

Data loss

Financial fraud
Identity theft
Inappropriate content
Privacy breach
Spying

Accidental purchase
Children’s lack of knowledge
Cyber bullying
Cyber crime

Data misuse

Fraud

Tracking

Corporate espionage
Credential theft
Eavesdropping
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Table 31 continued from previous page

Type of threat

Number of instances

Lack of knowledge
Social engineering
APTs

Attack on confidentiality
Attack on integrity
Blastware
Complexity of system
Cyber predators
Cyber terrorism
Damage

Data collection
Devices acting unexpectedly
Domestic abuse
Encryption
Ghostware
Hacktivism

Hardware issues
Insecure wifi

Internet dependency
Relay attack
Romance scams
Scams

SQL injection
Stranger danger
Theft

Threats

Too much device use

Vandalism
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E.3 Full number of instances of organisations

Table 32: Full number of instances of organisations

Type of organisation Number of instances
Blog 79
Media 46
Industry 31
Cyber security firm 21
Forum 13

Anti-malware provider
Government

Not for profit/charity
Comparison site
Consumer Protection
Education

Research

Financial

Mobile phone distributor
Retailer

Security provider

Supra-national body
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Appendix F

Autoethnographic diary study:
daily diary prompts

Daily diary prompts

Prompt questions: home IoT device use and cyber security discussions

How did it arise?

Was the conversation home IoT device use or cyber security related?

How long did it last?

Did everyone participate?

Did the children engage (ask questions, seem to take it in)?

What questions did they ask?

Did they use metaphors/examples? What were they, and how did they seem to
relate to the topic being discussed?

Have you discussed this before?

Did you ask any questions?

Did you use metaphors/examples from other areas? What were they?

Did this help in furthering the conversation or making a more meaningful inter-
action?

Did you refer to anything else?

Wias it a helpful conversation? What went well? What didn’t?

Were there any conversations on digital technologies or cyber security that you
avoided having today? — About what? Why?
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Appendix G

Autoethnographic diary study:
code book
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Autoethnographic diary study: codebook

Top-level code

Sub codes

Formal messaging around
home IoT devices

Home IoT devices uses

Emotions generated by
home IoT devices

Informal educational effort
around home IoT devices

Social media messages
Formal education

Technology for connection
Technology as means to an end
Gatekeeping technology

Technology with wrong features
Technology as additional family work

Privacy Concerns
Expensive tech
Parental concern

Not understanding what technology is trying to tell us
Useful technology
Attractive technology
Frustrating technology
Lack of knowledge
Lack of agency

Not having the words
Uncertain risks

Lack of interest

Too much effort

Technology and the outside world
Cyber security talk with family
Technology discussion with family
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Appendix H

Initial game cards

This appendix provides the versions of the cards that were created for the initial

version of the game.

321



Threat: Someone in the house has tried
to use your smartphone.

Inside Threat
Card

If you have the following cyber security
card, you don't need to take further
action:

Access codes for device apps

Your device cannot be used by people
who don't have the access code.

If you don’t have the card, roll the dice:

Odd Number. Your device settings have
been changed. Skip a turn as you sort it
out.

Even Number: They just wanted to look
at some cat photos on your camera roll
- no real harm for now...

Threat: Someone has decided to play a joke
on you by modifying the settings on your

Threat: One of the children in the house device.

has accessed content you're not happy

with on your device. If you have the following cyber security card,

you don't need to take further action:
If you have the following cyber security
card: Use an authenticator app with your devices
Family discussion: device use Without having access to the authenticator
app, they cannot log into the device.
You have a short discussion based on

what you've agreed before. If you don't have the card, roll the dice:

Odd Number. Nothing serious: they just
wanted it to tell you a joke next time you
started it.

If you don't have the card:

Skip a turn to discuss ground rules with

everyone else. o .
4 Even Number. They've modified the settings

and you can’t make it turn on! Skip a turn as

you perform a factory reset, or pay £10 to get

someone else to do it for you.

Threat: You need to do a project at
home, that requires talking to lots of
people over videochat about quite
sensitive things you don’t want to be
recorded.

Threat: Your house is burgled. Your
smartphone has been taken. You use your
smartphone to connect apps to your
device.

If you have the following cyber security

) . card, you don’t need to take further action:
If you have the following cyber security

card, you don’t need to take further
action:

Access codes for device apps

Your device cannot be used by people who
Unplug devices when not in use don't have the access code.
You are used to having the device on If you don't have the card, roll the dice:

only when you are actively using it. i
Odd Number: Thankfully, nothing seems to

If you don’t have the card: il
Even Number. There are £100 of purchases
made through your device. Pay £100. Move
all Purchase Data cards in your
Manufacturer box to the Data Exposed
Without Your Agreement box.

Skip a turn as you set up reminders to
switch off the device every time you
work on the project.

Threat: Your device has been targeted
by cyber criminals: if it still uses the
default password it came with, it can be
used by them to force websites offline.

Outside Threat
Card

Roll the dice:

Odd Number: You changed the
password when you set up the device,
so it's fine.

Even Number. Your Internet Service
Provider notices that your device is
acting maliciously and bars you from
their service. Pay £100 to connect to a
new ISP. Move all Connecting Data
cards in your Manufacturer box to the
Data Exposed Without Your Agreement
box.

Threat: Someone in the house has tried
to buy something through your device.

If you have the following cyber security
card, you don’t need to take further
action:

Threat: A relative visits your home, and
when looking at your device, presses
some buttons, and some settings get

X deleted.
Turn off automatic purchases on your

device. If you have the following cyber security

card:

Nothing can be purchased unless you
approve it. Profiles for devices

If you don’t have the card, roll the dice:  skjp a turn to restore everyone’s profile,
or pay £10 to get someone else to do it
Odd Number. Thankfully, nothing seems for you.

to have happened.

Even Number. Your device has been
used to buy a £30 product. Pay £30.

Threat: You have a serious falling out with Threat: A friend of the youngest member of

the family takes too much of an interest in
your device. They are too young to

understand how to use the device properly
and accidentally delete some data.

a neighbour who has, in the past,
connected to your home wifi with their
laptop and phone.

If you have the following cyber security
card, you don’t need to take further
action:

If you have the following cyber security
card, you don’t need to take further action:

Back up devices
Review devices on your network
You have a copy of your data that you can
You can make sure the neighbour’s restore.
devices are not connected to your

network. If you don’t have the card, roll the dice:

Odd Number. Thankfully, they’ve not

If you don’t have the card: StsHEic) eIy EERiaTi:

Skip a turn as you try to figure out if your
neighbour has access, or pay £10 to get
someone else to do it for you.

Even Number.: Skip a turn as you figure out
what data’s been lost, or pay £10 to get
someone else to do it for you.

Threat: A friend gives you a USB stick with a

game on it. As you plug it in to your laptop,

you realise there’s a virus on there. Threat: Your device is acting strangely.
You decide to Google for an answer,
and settle on following the steps of a

YouTube video that you found funny.

If you have the following cyber security card,
you don’t need to take further action:

Use anti-virus software
Did the solution suggested in the video
The anti-virus software will stop the virus fix the device? Roll the dice to find out...
infecting your computer and the wider
network. Odd Number: It worked!

If you don’t have the card, roll the dice: Even Number: It did not work and now

your device is unusable. Pay £100 to

Odd Number: Pay £50 to have a professional .
replace your device.

come to check your entire network for
viruses.

Even Number: Thankfully, nothing seems to
have happened, aside from needing to
reformat your laptop: skip a turn, or pay £10
to get someone else to do it for you.

Threat: Your device has a weakness in its
software. A cyber criminal tries to access
personal details on your computer through
using the weakness in the device.

Threat: A power surge has fried your
device: it no longer works. You decide to
buy a cheaper version from a different
manufacturer, and buy a subscription
to a new streaming platform that
comes discounted with it.

If you have the following cyber security card,
you don’t need to take further action:

Use your devices on a guest network Roll.the dice:
Your devices are on a separate network
from your computer, which means the cyber
criminal can't use the weakness to find the
personal details.

Odd Number. You remember to close down
the account with your previous streaming
service, and request that they delete your

data.

If you don’t have the card:

Even Number. You don't close down your old
account. The old streaming service suffers a
data breach, and your credit card details
are stolen — and used. Move all Purchase
Data cards in your Manufacturer box to the
Data Exposed Without Your Agreement box.

Skip a turn as you try to understand what'’s
happened, or pay £10 to get someone else to do it
for you.

The cyber criminal takes copies of all your data.
Move all Data cards in your Manufacturer box to
the Data Exposed Without Your Agreement box.



Threat: A streaming platform you use on
your device has data stolen, and
password information has been sold
online.

Move all Streaming Data cards in your
Manufacturer box to the Unwillingly
Exposed Data box.

If you have the following cyber security card,
you don‘t need to take further action:

Password manager

Your password is unique - you can change
it and it should cause no further harm.

If you don’t have the card:
Skip a turn to change your passwords.

Threat: A malicious hacker decides to scare
children by talking to them through devices
on insecure networks.

If you have the following cyber security
card, you don’t need to take further action:

Change your router password

As your router password isn't the default
one, the hacker can't get access.

If you don’t have the card, roll the dice:
Odd Number. You aren't targeted, simply
because there are too many other insecure

devices he can choose from before yours.

Even Number. The hacker gains access and talks to
your family. Skip a turn to change device and router
password, or pay £10 to get someone else to do it
for you. Move all Connecting Data cards in your
Manufacturer box to the Data Exposed Without Your
Agreement box.

Quiz Card

Question: How old do you have to be
to have an account on most
platforms and all social media sites
in the UK?

A)5
B) 10
c)I3
D) 16

If team answers correctly:
They get to roll again.

D Hlamsuy

Threat: Your smartphone has been
stolen.

Buy a new smartphone for £100.

If you have the following cyber security
card, you don't need to take further
action:

Use a passcode on your smartphone

The person who has stolen your
smartphone will need the passcode to
use your profile.

If you don’t have the card:

Skip a turn as you change all the
passwords to your accounts.

Threat: Your device manufacturer
announces that they have just been
made aware they had a data breach 5
years ago.

If you have this cyber security card, you
don’t need to take further action:

Data breach monitoring

You will be alerted if your data is
discovered online.

If you don't have the card, roll the dice:

Odd Number. You notice fraudulent activity
on your credit card. Skip a turn to go
through it with the bank, or pay £10 to get
someone else to do it for you.

Even Number: You don't notice anything
unusual.

Question: How does the UK’s
National Cyber Security Centre
recommend you create strong

passwords?

A) Use a long string of letters and
numbers and symbols and never
write them down.

B) Choose three random words and
use them as one long pass phrase.

C) Use a base password, and alter it
slightly for each account.

D) Use a password manager.

If team answers correctly:
Pick a new cyber security card.
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Question: Can you describe five
ways that free apps typically make
money?

Give a point for each bullet point
mentioned:

* Might collect data about the user

* Might collect data about the device

* Might sell data collected to third
parties

* Might encourage users to buy things
within the service/app

* Might limit free functionality and
require users to pay to upgrade

If team answers:
win £5, 2-3: win £10, 4-5: win £20

Threat: You read that your device has a
weakness that enables people to take a
copy of the search histories performed
on the devices, if the latest version of
the software isn't installed.

If you have the following cyber security
card, you don't need to take further
action:

Switch on automatic software updates

Your device will have automatically
installed the patch that fixes the
weakness.

If you don't have the card:

Move all Search Data cards in your
Manufacturer box to the Data Exposed
Without Your Agreement box.

Threat: Your device manufacturer goes
out of business. Effective immediately,
they are unable to provide support for
your device. You decide to keep using
the device for as long as possible.

Roll the dice:

Odd Number. You continue to use the
device. Some features no longer work.

Even Number. Newly discovered
weaknesses in the device’s software are
targeted by cyber criminals. They take
copies of all the data. Move all Data
cards in your Manufacturer box to the
Data Exposed Without Your Agreement
box.

Question: How might you set up your
home network to separate your
home IoT devices from your
smartphones and computers?

A) Using your router to create a
guest network.

B) Get a second Internet connection
in the house.

C) Connect smartphones and
laptops to the Internet with mobile
data only.

If team answers correctly:
Pick a new cyber security card.

v emsuy

Question: How might a ransomware
attack on your device's manufacturer
affect your device?

A) Device may no longer be able to do
anything on the Internet.

B) You might not be able to access any
account information.

C) Your personal data may be stolen
and given to others without your
permission.

D) There may not be any effect.

E) All of the above are possible.

If team answers correctly:
Pick a new cyber security card.

3 Lemsuy

Threat: The news reports that a group of
cyber criminals have found a weakness in
your device that enables them to record
video and take pictures using the camera.

If you have the following cyber security card,
you don’t need to take further action:

Tape/sticker over camera

The tape/sticker is a physical barrier to stop
anyone using the camera when you don't
want them to.

If you don’t have the card:

Skip a turn to find the recommended
instructions from the manufacturer to avoid
being recorded on camera, or pay £10 to get

someone else to do it for you.

Threat: Someone accesses your email
account and password for your device.

If you have this cyber security card, you
don’t need to take further action:

Use an authenticator app with your
devices

Without having access to the
authenticator app, they cannot log into
the device.

If you don’t have the card:

Skip a turn as you get your account back,
or pay £10 to get someone else to do it for
you. Move all Data cards in your
Manufacturer box to the Data Exposed
Without Your Agreement box.

Question: We have come up with
19 possible pieces of data a cyber
criminal might want to get from
your from your device. How many
can you guess?

* Name * Voice recordings
* Date of Birth * Video recordings
* Physical Address * Search history

¢ Account name ¢ Purchasing history
¢ Account password * Contacts

¢ Other passwords « Chat/message

¢ Credit card details history

« Device information
« Family information
« Device (IP) address

Home routine
Employment/school
info

Demographic info
(e.g. info on your
income, gender

If team answers:
1-5: win £5, 6-10: win £15, 11-15:
win £30, 16 or more: win £50

Question: Is performing a factory
reset enough to delete all your data
associated with a device?

A) Yes
B) No

If team answers correctly:
Pick a new cyber security card.
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Question: Can you give two main
reasons why apps need updating on
devices?

Give a point for each bullet point
mentioned:

e When bugs are found, software
needs to be updated to fix them.

e When new features are designed
or the device needs to do new
things, software needs to be
updated to include them.

If team answers:
I win £5, 2: win £15

Access codes for device
apps

Even if someone accesses your
smartphone, they will need to know
the code to use apps associated
with devices.

Cost: None
Time to set up: Skip a turn, or pay £10
to get someone else to set it up for
you

Pro
It's an extra level of security

Con
Forgetting it would make it difficult to
access your account

Password manager

Software to generate and save
strong and unique passwords.

Cost: £5 (when first picked up then
each time around the board)
Time to set up: None

Pro
Generate and save unique
passwords for every account

Con
You have to pay for a subscription

You have to have the password
manager on all your devices, or you
won't be able to log in

Question: What five steps should
you take before you sell or get rid of
a device?

Give a point for each bullet point
mentioned:

e Back up any important data.
Make sure you know if the device
links to any other accounts, and
how you will manage this once
you don't have the device.
Perform factory reset.

If necessary, close your account.
If necessary, ask manufacturer to
delete your data.

If team answers:
win £10, 2: win £10, 3 or more: win
£20

Back up devices

Backing up data allows it to be
available, even if something goes
wrong with the device.

Cost: £5 (when first picked up then
each time around the board)

Time to set up: Skip a turn, or pay £10

to get someone else to set it up for
you

Pro
If important data is backed up in a safe
place, it should remain accessible in an
emergency

Con

Hard to access data from smart devices

Harder to put data back into smart
devices

Profiles for devices

Devices can often allow for
multiple profiles to be set up to
enable different types of access.

Cost: None
Time to set up: Skip a turn, or pay
£10 to get someone else to set it
up for you

Pro
Each user can have their own
settings and passcodes

Con
Can be difficult to juggle many
profiles

Change your router
password
Your router’s password is typically

printed on the side of the device, so
could be seen by many people.

Changing the password will make it less

likely that people you don't want will
access it.

Cost: None
Time to set up: Skip a turn, or pay £10 to
get someone else to set it up for you

Pro
Makes accessing the network harder

Con
It can feel quite technically hard to
do this

Question: Which government
organisation is responsible for
giving UK citizens advice for
protecting themselves when using
technology?

A) Department for Education

B) National Cyber Security Centre
C) Cabinet Office

D) National Crime Agency

If team answers correctly:
They get to roll again.
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Tape/sticker over cameras

You can put something, like dark
tape or a post-it note, over a camera
that does not have its own cover to
ensure that no-one can watch in
without it being removed.

Cost: None
Time to set up: None

Pro
It's a very low-tech, easy solution

Con
It may be tricky to see where the
cameras are in some devices

Unplug devices when not in
use

You can turn devices off when they
are not being used. Some devices
may also offer a muting function.

Cost: None
Time to set up: None

Pro
You control when the device is on

Con
It's difficult to remember to do this

Devices are not designed to work like
this

Use your devices on a guest
network

Some routers can provide two wifi
networks, allowing you to put home loT
devices on a different network to
computers and phones.

Cost: None
Time to set up: Skip a turn, or pay £10 to get
someone else to set it up for you

Pro
This can protect devices from malware
(like viruses) introduced through
computers or phones (on the other
network)

Con
It can be tricky to set up

Devices are not designed to work like this

Question: How long does a typical
smartphone receive automatic
software updates ?

A) Android 2-3 years, Apple 5-6 years
B) Android 6-7 years, Apple 4-5 years

C) Android 1-2 years, Apple 2-3 years

If team answers correctly:
They get to roll again.

Vv emsuy

Data breach monitoring

If your data is taken in a data breach,
there are services that can inform
you of this, so that you can take
steps (change passwords, be very
careful of any odd looking emails) to
protect your identity.

Cost: None
Time to set up: None

Pro
If informed your information has
been breached, you can take action

Con
You will only find out if the breach is
made public

Family discussion: device
use

Research has shown that families
that agree on common rules about
device use ahead of time do better

at sticking to them.

Cost: None
Time to set up: Skip a turn

Pro
Better device understanding
You decide on what works for you all

Con
Everyone needs to agree

Use an authenticator app
with your devices

An authenticator app creates codes for
you to use, in addition to user name and
password, when logging into an account.

Cost: None

Time to set up: Skip a turn, or pay £10 to
get someone else to set it-up for you

Pro
This is an additional layer of defence
compared to just having a password

Con
You need your phone nearby

Set up can be tricky and take a little
time
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Content explanation

Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Inside Threat

Inside Threat

Inside Threat

Someone in the house
has tried to use your

smartphone.

Someone in the house
has tried to buy some-
thing through your de-

vice.

A relative visits your
home, and when look-
ing at your device,
presses some buttons,

and some settings get

deleted.

Access codes for

device apps.

Turn off auto-
matic purchases

on your device.

Profiles for de-
(Skip a

vices.

g0)

“Some devices may be insecure when they are first
switched on, so you’ll need to take some quick steps
to protect yourself.” https://www.ncsc.gov.uk/gu
idance/smart-devices-in-the-home

“Mum hit with huge Amazon bill as daughter, 5, or-
ders diamond necklace and £300 of same Disney toy”
https://www.mirror.co.uk/news/uk-news/mum-h
it-huge-amazon-bill-11438787 and evidence from
initial interview participants

“I deleted devices and home by accident!” Smart-
Things community forum https://community.smar
tthings.com/t/i-deleted-devices-and-home-b
y-accident/145013/8

Continued on next page


https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.mirror.co.uk/news/uk-news/mum-hit-huge-amazon-bill-11438787
https://www.mirror.co.uk/news/uk-news/mum-hit-huge-amazon-bill-11438787
https://community.smartthings.com/t/i-deleted-devices-and-home-by-accident/145013/8
https://community.smartthings.com/t/i-deleted-devices-and-home-by-accident/145013/8
https://community.smartthings.com/t/i-deleted-devices-and-home-by-accident/145013/8

8¢CE

Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Inside Threat

Inside Threat

Inside Threat

One of the children
in the house has ac-
cessed content you're
not happy with on

your device.

Someone has decided
to play a joke on you
by modifying the set-

tings on your device.

You have a serious
falling out with a
neighbour who has, in
the past, connected
to your home Wi-Fi
with their laptop and

phone.

Family  discus-
sion: device

use

Use an authen-
ticator app with

your devices

Review devices

on your network

Continued on next page

“Alexa tells 10-year-old girl to touch live plug with
penny” https://www.bbc.co.uk/news/technolog
y-59810383 and following research from |Ko et al.
(2015) and |Blum-Ross and Livingstone| (2020).

“If the device or app offers two-factor authentica-
tion (2FA), turn it on [sic]. 2FA provides a way
of ’double-checking’ that you really are the person
you are claiming to be.” https://www.ncsc.gov.u
k/guidance/smart-devices-in-the-home

Following research presented at BlackHat: Hacking
A Capsule Hotel https://i.blackhat.com/USA21
/Wednesday-Handouts/us-21-Hacking-A-Capsu
le-Hotel-Ghost-In-The-Bedrooms.pdf and “If
someone else gains access to that network—whether
a remote hacker or your next-door neighbour—it can
be quick work to compromise those devices.” https:
//www.wired.com/story/secure-your-wi-fi-rou

ter/



https://www.bbc.co.uk/news/technology-59810383
https://www.bbc.co.uk/news/technology-59810383
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-Hacking-A-Capsule-Hotel-Ghost-In-The-Bedrooms.pdf
https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-Hacking-A-Capsule-Hotel-Ghost-In-The-Bedrooms.pdf
https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-Hacking-A-Capsule-Hotel-Ghost-In-The-Bedrooms.pdf
https://www.wired.com/story/secure-your-wi-fi-router/
https://www.wired.com/story/secure-your-wi-fi-router/
https://www.wired.com/story/secure-your-wi-fi-router/
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Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Inside Threat

Inside Threat

A friend of the
youngest member of
the family takes too
much of an interest in
your device. They are
too young to under-
stand how to use the
device properly and
accidentally delete
some data.

You need to do a
project at home, that
requires talking to
lots of people over
videochat about quite
sensitive things
don’t

recorded.

you

want to be

Back up devices.

Unplug devices

when not in use.

https://www.ncsc.gov.uk/collection/top-tip
s-for-staying-secure-online/always-back-u

p-your—-most—-important-data

Following research from |Dubois et al.| (2020) and ad-
visories from firms such as Mischon de Reya to turn
off or mute devices when working https://www.te
legraph.co.uk/technology/2020/03/30/1lawyer

s-urged-switch-alexa-working-home/

Continued on next page


https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/always-back-up-your-most-important-data
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/always-back-up-your-most-important-data
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/always-back-up-your-most-important-data
https://www.telegraph.co.uk/technology/2020/03/30/lawyers-urged-switch-alexa-working-home/
https://www.telegraph.co.uk/technology/2020/03/30/lawyers-urged-switch-alexa-working-home/
https://www.telegraph.co.uk/technology/2020/03/30/lawyers-urged-switch-alexa-working-home/

0€€

Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Inside Threat

Inside Threat

Inside Threat

Your house is burgled.
Your smartphone has
been taken. You use
your smartphone to
connect apps to your
device.

A friend gives you a
USB stick with a game
on it. Asyou plug it in
to your laptop, you re-
alise there’s a virus on
there.

Your device is acting
You de-

cide to Google for an

strangely.

answer, and settle on
following the steps of
a YouTube video that

you found funny.

Access codes for

device apps

Use antivirus
software.
N/A

“Some devices may be insecure when they are first
switched on, so you’ll need to take some quick steps
to protect yourself.” https://www.ncsc.gov.uk/gu

idance/smart-devices-in-the-home

“ Your devices can become infected by inadvertently
downloading malware that’s in an attachment linked
to a dubious email, or hidden on a USB drive, or
even by simply visiting a dodgy website.” https:
//www.ncsc.gov.uk/guidance/what-is-an-antiv

irus-product

Evidence from initial interview participants and the

Cyber Security Awareness Information Review.

Continued on next page


https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/what-is-an-antivirus-product
https://www.ncsc.gov.uk/guidance/what-is-an-antivirus-product
https://www.ncsc.gov.uk/guidance/what-is-an-antivirus-product
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Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Outside Threat

Outside Threat

Your device has been
targeted by
if it still

uses the default pass-

cyber

criminals:

word it came with,
it can be wused by
them to force websites
offline.
Your device has a
vulnerability in its
A cyber

criminal tries to ac-

software.

cess all your devices
on the same network,
including computers
and phones, through

this vulnerability.

N/A

Use your devices
on a guest net-

work

“Some devices may be insecure when they are first
switched on, so you’ll need to take some quick steps
to protect yourself.” https://www.ncsc.gov.uk/gu

idance/smart-devices-in-the-home

“Secure your network. Your fridge and your laptop
should not be on the same network. Keep your most
private, sensitive data on a separate system from your
other IoT devices.” https://www.fbi.gov/contac
t-us/field-offices/portland/news/press-rel

eases/tech-tuesday-internet-of-things-iot

Continued on next page


https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/tech-tuesday-internet-of-things-iot
https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/tech-tuesday-internet-of-things-iot
https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/tech-tuesday-internet-of-things-iot

438

Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Outside Threat

Outside Threat

A power surge has
fried your device: it no
longer works. You de-
cide to buy a cheaper
version from a differ-
ent manufacturer, and
buy a subscription to
a new streaming plat-
form that comes dis-

counted with it.

A streaming platform
you use on your de-
vice has had a data
leak,

have been leaked.

and passwords

N/A

Password man-

ager

Continued on next page

“Having too many digital accounts raises your risk of
data being misused or stolen.” https://www.cons
umerreports.org/privacy/how-to-delete-onlin

e-accounts-you-no-longer-need-al194263953/

“A password manager ... can store all your passwords
securely, so you don’t have to worry about remem-
bering them. This allows you to use unique, strong
passwords for all your important accounts.” https:
//www.ncsc.gov.uk/collection/top-tips-for-s

taying-secure-online/password-managers


https://www.consumerreports.org/privacy/how-to-delete-online-accounts-you-no-longer-need-a1194263953/
https://www.consumerreports.org/privacy/how-to-delete-online-accounts-you-no-longer-need-a1194263953/
https://www.consumerreports.org/privacy/how-to-delete-online-accounts-you-no-longer-need-a1194263953/
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/password-managers
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/password-managers
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/password-managers

€ee

Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Outside Threat

Outside Threat

Your smartphone has

been stolen.

You read that your de-
vice has a vulnerabil-
ity that enables people
to take a copy of the
search histories per-
formed on the devices,
if the latest version of
the software isn’t in-
stalled.

Use a passcode
on your smart-

phone.

switch on au-
tomatic software

updates.

“Screen locks offer your devices an important extra
layer of security.” https://www.ncsc.gov.uk/coll
ection/top-tips-for-staying-secure-online/
secure-your—-tablet-or-smartphone-with-a-scr

een—-lock

“As with your computers and smartphones, installing
software updates promptly helps keep your devices

secure.” https://www.ncsc.gov.uk/guidance/sma

rt-devices—-in-the-home

Continued on next page


https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/secure-your-tablet-or-smartphone-with-a-screen-lock
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/secure-your-tablet-or-smartphone-with-a-screen-lock
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/secure-your-tablet-or-smartphone-with-a-screen-lock
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/secure-your-tablet-or-smartphone-with-a-screen-lock
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home

289

Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Outside Threat

Outside Threat

The news reports that
a group of cyber crimi-
nals have found a vul-
nerability in your de-
vice that enables them
to record video and
take pictures using the

calera.

A malicious hacker de-
cides to scare children
by talking to them
through devices on in-

secure networks.

“If Zyou can’t
turn off a cam-
era but want
to — a simple
of black

over the

piece
tape
camera eye is a
back-to-basics

option.” https:
//flashalert
.net/id/FBI0
regon/129449

Change your

router password

Continued on next page

“A Mississippi family said someone hacked a Ring
security camera set up in their children’s bedroom
and taunted their 8-year-old daughter.” https://ww
w.nbcnews.com/news/us-news/man-hacks-ring-c

amera-8-year-old-girl-s-bedroom-n1100586


https://flashalert.net/id/FBIOregon/129449
https://flashalert.net/id/FBIOregon/129449
https://flashalert.net/id/FBIOregon/129449
https://flashalert.net/id/FBIOregon/129449
https://www.nbcnews.com/news/us-news/man-hacks-ring-camera-8-year-old-girl-s-bedroom-n1100586
https://www.nbcnews.com/news/us-news/man-hacks-ring-camera-8-year-old-girl-s-bedroom-n1100586
https://www.nbcnews.com/news/us-news/man-hacks-ring-camera-8-year-old-girl-s-bedroom-n1100586

Gee

Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Outside Threat

Outside Threat

Outside Threat

Your device manufac-
turer announces that
they have just been
made aware they had
a data breach 5 years
ago.

Your device manufac-
turer goes bust. Effec-
tive immediately, they
are unable to provide
support for your de-
You decide to

keep using the device

vice.

for as long as possible.

Someone accesses

your email account
and password for your

device.

Data breach
monitoring
N/A

Use an authenti-

cator app

Continued on next page

“Now would also be a good time to check if your ac-
count has appeared in any other public data breaches.
Visit https://haveibeenpwned.com, enter your
email address and go from there.” https://www.nc
sc.gov.uk/guidance/ncsc-advice-british-air

ways—-customers

“As with your computers and smartphones, installing
software updates promptly helps keep your devices
secure.” https://www.ncsc.gov.uk/guidance/s
mart-devices-in-the-home and following evidence

from initial interview participants.

“If the device or app offers two-factor authentication
(2FA), turn it on [sic]. 2FA provides a way of 'dou-
ble checking’ that you really are the person you are
claiming to be.” https://www.ncsc.gov.uk/guid

ance/smart-devices—-in-the-home



https://haveibeenpwned.com
https://www.ncsc.gov.uk/guidance/ncsc-advice-british-airways-customers
https://www.ncsc.gov.uk/guidance/ncsc-advice-british-airways-customers
https://www.ncsc.gov.uk/guidance/ncsc-advice-british-airways-customers
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home

9¢€

Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Cyber Security
Tool

Cyber Security
Tool

Cyber Security
Tool

Cyber Security
Tool

Back up devices

Tape/sticker over

caleras

Data breach monitor-

ing

Access codes for de-

vice apps

N/A

N/A

N/A

N/A

Continued on next page

“As a rule of thumb, you should back up anything
that you value [sic].” https://www.ncsc.gov.uk/
collection/top-tips-for-staying-secure-onl
ine/always-back-up-your-most-important-data
“If you can’t turn off a camera but want to — a simple
piece of black tape over the camera eye is a back-to-
basics option.” https://flashalert.net/id/FBIO
regon/129449

“Now would also be a good time to check if your ac-
count has appeared in any other public data breaches.
Visit https://haveibeenpwned.com, enter your
email address and go from there.” https://www.nc
sc.gov.uk/guidance/ncsc-advice-british-air
ways-customers

“Some devices may be insecure when they are first
switched on, so you’ll need to take some quick steps
to protect yourself.” https://www.ncsc.gov.uk/gu

idance/smart-devices—-in-the-home



https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/always-back-up-your-most-important-data
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/always-back-up-your-most-important-data
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/always-back-up-your-most-important-data
https://flashalert.net/id/FBIOregon/129449
https://flashalert.net/id/FBIOregon/129449
https://haveibeenpwned.com
https://www.ncsc.gov.uk/guidance/ncsc-advice-british-airways-customers
https://www.ncsc.gov.uk/guidance/ncsc-advice-british-airways-customers
https://www.ncsc.gov.uk/guidance/ncsc-advice-british-airways-customers
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home

LEE

Type of Card Text on Card

Tool for Miti-

gation

Explanation for inclusion

Cyber Security
Tool

Profiles for devices

Cyber Security Unplug devices when

Tool not in use

Cyber Security Family discussion: de-

Tool vice use

N/A

N/A

N/A

“If you provide a connected device then you need
to pay attention to the potential for it to be used
by multiple users of different ages. This is particu-
larly the case for devices such as home hub interac-
tive speaker devices which are likely to be used by
multiple household members, including children, and
may also be used by visitors to the home.” https:
//ico.org.uk/for-organisations/guide-to-dat
a-protection/ico-codes-of-practice/age-app
ropriate-design-a-code-of-practice-for-onl
ine-services/14-connected-toys-and-devices/
Following research from Dubois et al.| (2020) and ad-
visories from firms such as Mischon de Reya to turn
off or mute devices when working https://www.te
legraph.co.uk/technology/2020/03/30/1lawyer
s-urged-switch-alexa-working-home/

Following research from [Ko et al.|(2015) and [Blum-
Ross and Livingstone| (2020).

Continued on next page


https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-a-code-of-practice-for-online-services/14-connected-toys-and-devices/
https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-a-code-of-practice-for-online-services/14-connected-toys-and-devices/
https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-a-code-of-practice-for-online-services/14-connected-toys-and-devices/
https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-a-code-of-practice-for-online-services/14-connected-toys-and-devices/
https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-a-code-of-practice-for-online-services/14-connected-toys-and-devices/
https://www.telegraph.co.uk/technology/2020/03/30/lawyers-urged-switch-alexa-working-home/
https://www.telegraph.co.uk/technology/2020/03/30/lawyers-urged-switch-alexa-working-home/
https://www.telegraph.co.uk/technology/2020/03/30/lawyers-urged-switch-alexa-working-home/

8€€E

Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Cyber
Tool

Cyber
Tool

Cyber
Tool

Cyber
Tool

Security

Security

Security

Security

Password Manager

Change your router

password

Use your devices on a

guest network

Use an authenticator

app with your devices

N/A

N/A

N/A

N/A

Continued on next page

“A password manager ... can store all your passwords
securely, so you don’t have to worry about remem-
bering them. This allows you to use unique, strong
passwords for all your important accounts.” https:
//www.ncsc.gov.uk/collection/top-tips-for-s
taying-secure-online/password-managers
“...it’s essential to keep your router secure.” https:
//www.wired.com/story/secure-your-wi-fi-rou
ter/

‘Secure your network. Your fridge and your laptop
should not be on the same network. Keep your most
private, sensitive data on a separate system from your
other IoT devices.” https://www.fbi.gov/contac
t-us/field-offices/portland/news/press-rel
eases/tech-tuesday-internet-of-things-iot
“If the device or app offers two-factor authentica-
tion (2FA), turn it on [sic]. 2FA provides a way
of ’double-checking’ that you really are the person
you are claiming to be.” https://www.ncsc.gov.u

k/guidance/smart-devices-in-the-home


https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/password-managers
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/password-managers
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/password-managers
https://www.wired.com/story/secure-your-wi-fi-router/
https://www.wired.com/story/secure-your-wi-fi-router/
https://www.wired.com/story/secure-your-wi-fi-router/
https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/tech-tuesday-internet-of-things-iot
https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/tech-tuesday-internet-of-things-iot
https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/tech-tuesday-internet-of-things-iot
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home

6€€

Type of Card

Text on Card

Tool for Miti-

gation

Explanation for inclusion

Cyber Security
Tool

Cyber Security
Tool

Cyber Security
Tool

Turn off automatic
purchases on your de-

vice

Use antivirus software

Switch on automatic

software updates

N/A

N/A

N/A

Continued on next page

“Mum hit with huge Amazon bill as daughter, 5, or-
ders diamond necklace and £300 of same Disney toy”
https://www.mirror.co.uk/news/uk-news/mum-h
it-huge-amazon-bill-11438787 and evidence from
initial interview participants

“...it’s important that you always use antivirus soft-
ware, and keep it up to date to protect your data and
devices.” https://www.ncsc.gov.uk/guidance/w
hat-is-an-antivirus-product

‘As with your computers and smartphones, installing
software updates promptly helps keep your devices
secure.” https://www.ncsc.gov.uk/guidance/sma

rt-devices—-in-the-home



https://www.mirror.co.uk/news/uk-news/mum-hit-huge-amazon-bill-11438787
https://www.mirror.co.uk/news/uk-news/mum-hit-huge-amazon-bill-11438787
https://www.ncsc.gov.uk/guidance/what-is-an-antivirus-product
https://www.ncsc.gov.uk/guidance/what-is-an-antivirus-product
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home

0v€

Type of Card

Tool for Miti-
Text on Card

Explanation for inclusion

Cyber Security
Tool

Cyber Security
Tool

gation
Review devices on
N/A
your network
Use a passcode on
P N/A

your smartphone

Continued on next page

Following research presented at BlackHat: Hacking
A Capsule Hotel https://i.blackhat.com/USA21
/Wednesday-Handouts/us-21-Hacking-A-Capsu
le-Hotel-Ghost-In-The-Bedrooms.pdf and “If
someone else gains access to that network — whether
a remote hacker or your next-door neighbour — it can
be quick work to compromise those devices.” https:
//www.wired.com/story/secure-your-wi-fi-rou
ter/

‘Screen locks offer your devices an important extra
layer of security.” https://www.ncsc.gov.uk/coll
ection/top-tips-for-staying-secure-online/
secure-your—-tablet-or-smartphone-with-a-scr

een—-lock



https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-Hacking-A-Capsule-Hotel-Ghost-In-The-Bedrooms.pdf
https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-Hacking-A-Capsule-Hotel-Ghost-In-The-Bedrooms.pdf
https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-Hacking-A-Capsule-Hotel-Ghost-In-The-Bedrooms.pdf
https://www.wired.com/story/secure-your-wi-fi-router/
https://www.wired.com/story/secure-your-wi-fi-router/
https://www.wired.com/story/secure-your-wi-fi-router/
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/secure-your-tablet-or-smartphone-with-a-screen-lock
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/secure-your-tablet-or-smartphone-with-a-screen-lock
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/secure-your-tablet-or-smartphone-with-a-screen-lock
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/secure-your-tablet-or-smartphone-with-a-screen-lock

e

Type of Card Text on Card

Tool for Miti-

gation

Explanation for inclusion

Cyber
Tool

Security Regularly delete de-

vice histories

N/A

“If you haven’t been regularly deleting your voice his-
tory with Amazon’s voice assistant, Alexa, you could
have a good reason to start: a recently fixed vulner-
ability that would’ve exposed all your conversations

7

with the smart speaker.” https://www.cnet.com/h
ome/smart-home/alexa-vulnerability-is-a-rem

inder-to-delete-your-voice-history/



https://www.cnet.com/home/smart-home/alexa-vulnerability-is-a-reminder-to-delete-your-voice-history/
https://www.cnet.com/home/smart-home/alexa-vulnerability-is-a-reminder-to-delete-your-voice-history/
https://www.cnet.com/home/smart-home/alexa-vulnerability-is-a-reminder-to-delete-your-voice-history/

Appendix J

Pre-game survey questions —
both non-control and control

groups

J.1 Key to questions

Questions with a filled bullet point denote a single response question.

Questions with an empty bulletpoint denote that multiple choices are possible in
an answer.

Every “other” option has a text box that must be populated if chosen.

All questions are mandatory.

J.2 Household Information

How many adults (18+) live in your house? (choose one)

o 1
°

[ ]
ot H—~ w \V}
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What is/are the age ranges of child(ren) in your house? (choose all applicable)
[checklist range from 0-18]

J.3 Devices

What devices do you currently own or have in your household?

o Connected alarm system

o Connected baby monitors

o Connected children’s toys

o Connected door lock

o Connected doorbell

o Connected fridge/freezer

o Connected heating or air conditioning unit
o Connected home automation system

o Connected smoke detector

o Connected thermostat

o Connected washing machine/tumble dryer
o Other connected safety-relevant product

o Other smart kitchen appliance

o Other smart personal hygiene device

o Robot cleaner

o Smart camera

o Smart home assistant (sometimes referred to as smart speaker)
o Smart kitchen appliance

o Smart lighting

o Smart meter

o Smart plugs

o Smart printer
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o Smart scale

o Smart toothbrush
o Smart TV

o Smart vacuum

o Streaming device (typically connects a smartphone to TV, e.g. Chromecast,
Fire Stick)

o Other device type not listed

Do you take responsibility for the majority of decisions around device purchase
and management in the home?

o Yes

e No, another adult in the house does

e No, a child in the house does (give age of child)

J.4 Smart TV /Streaming Device/Smart Home

Assistant use

How often do you use the smart features (i.e. features that require you to be
connected to the Internet) on your smart TV and/or home assistant a week?
Smart TV:
e Every day
e 4-5 days of the week
e 2-3 days of the week

e Once a week

Less frequently

n/a
Streaming device:

e Every day
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4-5 days of the week

2-3 days of the week

e Once a week

Less frequently

e n/a
Smart home assistant:

e Every day

4-5 days of the week

2-3 days of the week

e Once a week

Less frequently
e n/a
Does your family use paid for services/apps/skills on your devices (e.g. streaming

services such as Netflix or Amazon Prime)?
Smart TV:

Yes, 5+

Yes, 3-4

Yes, 1-2

e No

e 1n/a

Streaming Device:
e Yes, 5+

e Yes, 3-4

e Yes, 1-2

e No

n/a
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Smart home assistant:

e Yes, b+
e Yes, 3-4
e Yes, 1-2
e No
e n/a
Does your family use free services/apps/skills on your devices (e.g. streaming

services or apps)?
Smart TV:

Yes, 5+

Yes, 3-4

Yes, 1-2

e No

e n/a

Streaming Device:
e Yes, 5+

e Yes, 3-4

e Yes, 1-2

e No

e n/a

Smart home assistant:

Yes, 5+
Yes, 3-4
Yes, 1-2

e No

n/a
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Thinking about the majority of the services you use on these types of smart
devices, do they give you the option to set up profiles for your family members?
e Yes, all of them do
e Yes, more than half of them do
e Yes, fewer than half of them do
e No, none do

e | don’t know

Do you take advantage of separate profiles for family members where available?

Yes, for all accounts with the option

Yes, for some of the accounts with the option

Yes, for one of the accounts with the option

No, we do not use this feature when offered

I don’t know

Smart TVs, streaming devices and smart home assistants can collect significant
amounts of data about their users; some of these data types are listed below.
Looking at this list, rank the data types you would consider the most important
to keep safe from those people or organisations you don’t want to give it to. Rank
from 1 (most important) to 10 (least important): each data type must have a

different rating.

o Account log in details

o Account usage information (e.g. voice recordings, video recordings, usage
history, public and private communication/messaging history, search histo-

ries, purchase history)
o Biometric data (e.g. fingerprints, voice signature, facial recognition data)
o Contact information (e.g. e-mail addresses, home addresses, phone numbers)

o Demographic info (including information on age, sex, gender identity, race,
ethnicity, employment, income levels, marital status, education levels, reli-

gious affiliation) of people in the household
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o Device information (e.g. IP addresses, IMEI numbers, operating system

information)

o Financial information (e.g. credit card details, debit card details, banking

information)

o Network information (e.g. type of router, Internet Service Provider used,

devices connected to the network, firewall set up)
o Passwords

o Personal information (e.g. names of users, date of birth, place of birth)

Were there any other data types not mentioned here that you are aware of pro-
viding your smart TV, streaming device or smart home assistant? Detail below,
and provide an explanation of how important it is to keep that data type to keep
safe from those people or organisations you don’t want to give it to.

[Free text answer]

J.5 Cyber security

When you think about the potential for the misuse of smart TVs, streaming de-
vices or smart home assistants that you own or use, whom are you most concerned

about? Choose up to 3.

o Adults within the house

o Children within the house (give age(s) of children you are concerned about)
o Device manufacturers

o External malicious parties (e.g. hackers, criminals)

o Other family members with access to your network

o Other occasional visitors (tradespeople, cleaners, carers, childcare etc)

o People who have access to your network but do not live with you (e.g.

friends, neighbours)
o The government (your own or other country)

o Yourself
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o Your Internet Service Provider

o Other

Can you give a reason?

[Free text answer]

When you think about the potential for the misuse of the smart TV(s), streaming
device(s) or smart home assistant(s)that you own or use, what are you most
concerned about? Choose up to 3.

o Corporate/company /school /organisation financial loss

o Financial fraud

o Inability to perform core tasks (e.g. work, schooling, keeping family safe
and healthy)

o Inability to solve the problem

o Inability to use devices

o Inability to use home network setup as intended
o Loss of access to services

o Other financial loss (such as inability to use subscription services)
o Personal data leak

o Personal data loss

o Physical harm to device

o Physical harm to individuals

o Physical harm to other things

o Other

Can you give a reason?

[Free text answer]

Which of these measures do you currently use to protect your smart TV(s) and/or
streaming devices and/or smart home assistant(s) on your home network? Click

all that apply.
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o Back up important data

o Change default passwords to strong, unique passwords
o Disable UPnP and port forwarding on your router

o Discuss appropriate device use with other home users

o Limit privileges or change default permissions

o Limit sensitive data stored in the cloud

o Limit sensitive data stored in the device/supporting apps
o Not using unsupported devices

o Performing factory reset when getting rid of your device
o Put a cover over cameras attached to devices

o Regularly delete usage history

o Regularly update software

o Save/store passwords (in device, in password manager, in offline/physical
notebook)

o Use a virtual private network (VPN)
o Use antivirus software
o Use two-factor authentication

o Using a guest network

o Other
Which of these security options have you heard of but do not use?

o Back up important data

(0]

Change default passwords to strong, unique passwords

o

Disable UPnP and port forwarding on your router

o}

Discuss appropriate device use with other home users

e}

Limit privileges or change default permissions

Limit sensitive data stored in the cloud

(0]
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o Limit sensitive data stored in the device/supporting apps
o Not using unsupported devices

o Performing factory reset when getting rid of your device
o Put a cover over cameras attached to devices

o Regularly delete usage history

o Regularly update software

o Save/store passwords (in device, in password manager, in offline/physical
notebook)

o Use a virtual private network (VPN)
o Use antivirus software
o Use two-factor authentication

o Using a guest network

Can you explain why for any or all of the selected answers?

[Free text answer]
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Appendix K

Pre-game questionnaire

This appendix shows the pre-game questionnaire provided to participating families

at the start of the gameplaying session, to be filled out by each team.
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University of

Pre-game device considerations Kent
(one per team)

What is worth protecting on our smart TV/streaming
device/smart home assistant?

Who do we want to protect it from, and how likely are we going
to have to protect it from them?

How bad is it if we fail?

What do we currently do to avoid this happening?

Do we all do the same things?




Appendix L

Post-game questionnaire

This appendix shows the post-game questionnaire provided to participating fam-

ilies at the end of the gameplaying session, to be filled out by the family as a
group.
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Post-game device considerations University of
Q
(one for the entire family) Kent

What is worth protecting on our smart TV/streaming
device/smart home assistant?

Who do we want to protect it from, and how likely are we going
to have to protect it from them?

How bad is it if we fail?

Are we going to do anything new to stop this from happening?

What do we all agree to do to keep the devices safer?




Appendix M
Post-game interview questions

These questions are asked to each family player individually, children first, with

language modified for younger children):

e How did you think playing the game went?

e What elements did you enjoy?

e Did you learn anything when playing the game?
e What elements didn’t you enjoy?

e Were there any parts of the game where you needed support from other

family members? Can you remember why?

e Was there anything that left you confused, or feeling like you didn’t under-

stand what was being said?

e Were there any parts of the gameplay that you would see changed, removed,
or added?

e Were there any parts of the written aspects (the instructions, the cards)

that you would see changed, removed, or added?

e Do you have any thoughts of the look and feel of the game? What would
you change? Which colours and types of graphics would you use?

e Do the cards and pieces used in the gameplay feel appropriate to you? Would

you change, remove, or add anything?
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Have you done any work or training or anything else related to the topics
covered by the game in the last week? What happened there, and did you

see overlaps with the choices and options in the game?
Do you think the gameplay took the right amount of time?
Were there the right amount of boxes around the board?

Do you think that the amount of money used throughout the game was

sufficient for what you had to do with it?

Did the way you had to use the money make sense to you?
Did the data cards make sense to you?

Did the cyber security tools cards make sense to you?

Were there any of the Internal, External Threat or Quiz cards that par-
ticularly made you think? Or any that you did not understand or would

remove?

Are there other smart home devices that you might have felt this game

would work better with?
Will you be taking any learning home today to put into practice?

Were there any scenarios, questions or tools that you did not understand
the point of, that you would never consider applying to your life or that

otherwise didn’t seem useful?

Did you write down any other notes or ideas as you were playing the game

that we haven’t discussed yet?
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Appendix N

Post-game survey questions —

non-control, then control groups

N.1 *

Key to questions
Questions with a filled bullet point denote a single response question.

All questions are mandatory.

N.2 *

Non-control group survey Do you and your family have any more thoughts or
comments that could help further development of the game that you played with
us the other day?
[Free text answer]
Please rate the following phrases from 1-5 (1 being the least, 5 being the most):
e We enjoyed playing the game
e We learned about device use because of playing the game

e We learned about cyber security because of playing the game

e We discussed device use as a family because of playing the game

We discussed cyber security as a family because of playing the game
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Have you received any other training, or been exposed to anything else (e.g. news
articles, TV shows) since you played the game that had the intention of helping
you understand cyber security or home IoT devices better?

[Free text answer]
If you decided, as a family, to implement new or different security solutions, has
that happened? Have you encountered any problems?

[Free text answer]
Are you aware of any data breaches or cyber security stories in the news since you
played the game? If so, which?

[Free text answer]
Have you bought any other home IoT devices since you played the game? If so,
which?

[Free text answer]

N.3 *

Control group survey

Have you received any training (e.g. in a work, educational or voluntary
context), or been exposed to any other sources of information (e.g. news articles,
TV shows) since answering the first survey that had the intention of helping you
understand cyber security or home IoT devices better?

[Free text answer/
Have you decided to implement new or different cyber security solutions for the
home IoT devices in your home since answering the first survey? Have you had
any difficulties doing this? Did anything specifically prompt this?

[Free text answer]
Are you aware of any data breaches or cyber security stories in the news since you
answered the first survey? If so, which?

[Free text answer/
Have you bought any other home IoT devices since you filled in the first survey?
If so, which?

[Free text answer]
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Appendix O

Game interviews code book
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Game Interviews Code Book

Top-level code

Second-level code

Sub codes

Cyber security

Participatory Design

Known cards/known cyber security solutions

Family discussion during session

Unknown cards/unused cyber security solutions

Cyber security knowledge children

Cyber security knowledge adult

Improvement between Round 1 to 2

Game confusion

Game dislikes

Game likes

Gameplay

Design

Cards

Board and Pieces

Round three
Round two
Round one

Round three
Round two
Round one

Round three
Round two
Round one

Round three
Round two
Round one

Round three
Round two
Round one

Round two

Round three
Round two
Round one

Round two
Round one

Round three
Round two
Round one

Round three
Round two
Round one

Round two
Round one

Round three
Round two
Round one

Round two
Round one
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Appendix P

Information booklet

This chapter includes the information booklet given to game participants alongside

the game.
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What
does that
mean?

A Guide To Some
of the Terms In the
Game




Term

Explanation

Access code

Account

Anti-virus (anti-malware) software

App

Authenticator App

A short combination (usually 4 or 6 digits) that
have to be entered in order to access an app. May
also be referred to as a PIN.

An account is an identity created for a person in a
computer or computing system. An account may
enable the creation of several profiles within it.

Anti-virus software is a computer program used to
prevent, detect, and remove viruses (malware). It
can be used on computers and smartphones, and
some Internet of Things devices. For more
information, you can read the NCSC's pages on
anti-virus here:
https://www.ncsc.gov.uk/guidance/what-is-an-
antivirus-product

An app is a piece of software typically designed to
run on a mobile device, such as a smartphone,
tablet or smartwatch.

Authenticator apps generate a one-time code that
you use to confirm that it's you logging in to a
website or service; they provide the second part of
what's called two-factor authentication (2FA). They
are considered to be more secure than receiving
SMS codes. There are many options of
Authenticator apps, based on things like the
smartphone operating system you have, as well as
personal preference. For more, you can read
Which?'s guidance here
https://computing.which.co.uk/hc/en-
gb/articles/360006153539-How-to-set-up-an-
authenticator-app-for-two-factor-authentication,
or the NCSC's guidance here:
https://www.ncsc.gov.uk/collection/top-tips-for-
staying-secure-online/activate-2-step-
verification-on-your-email

University of Institute of -
Cyber Security
Ont for Society
I (_ (iCSS)



Term

Explanation

Automatic software updates

Back up

Biometric Data

Allowing software to update automatically
(typically when it has a stable connection to the
Internet) allows for fixes to weaknesses in the
underlying code to be applied without you having
to do anything. Such updates also will include new
tools and features, so it is worth your while!
Importantly, though, most software is only
supported for a limited time, and will not receive
updates - even important ones, in many cases -
after that time. To read more, see the NCSC's page
here: https://www.ncsc.gov.uk/collection/top-tips-
for-staying-secure-online/install-the-latest-
software-and-app-updates

A back up is a copy of (typically) important data
that is stored in a separate, safe, location - often
online (sometimes called cloud storoge), or on
removable media (such as a USB stick or external
hard drive). If you lose the original data, the idea is
that you can retrieve it from the back up location.
To read more, see the NCSC's page here:
https://www.ncsc.gov.uk/collection/top-tips-for-
staying-secure-online/always-back-up-your-
most-important-data

Biometrics are body measurements and
calculations related to human characteristics.
Typically used in smart technologies are biometrics
related to the face (facial recognition), or
fingerprint (fingerprint recognition), but could also
refer to voice recognition or gait (movement)
recognition, for instance. These pieces of
information will be "read” by the appropriate sensor
type (a camera or microphone, for example), and,
when used as a passcode, will be checked against
a mathematical representation  of  that
measurement to allow access.

for Society

University of ‘ Institute of
(iCSS)

Cyber Security
Kent



Term

Explanation

Bugs

Cloud (storage)

Cyber security

Data breach

Software bugs are errors or faults in computer
software that causes it to produce an incorrect or
unexpected outcome. They are named, in part at
least, after the account of computing pioneer
Grace Hopper who discovered a moth trapped
within a relay of the computer she was working with
(the Mark II). The offending moth was removed, and
taped to her logbook.

"The cloud" refers to servers that are accessed over
the Internet, and the software and databases that
run on those servers. This is in contrast to running
locally on your computer. Typically, individuals
today will use a cloud service (such as Google
Drive, Microsoft's Office 365/OneDrive, Apple's
iCloud) to back up files.

Cyber security is the term given to the protection of
computer systems and networks. This can be
protection from unwanted information disclosure or
theft, from damage to hardware, software or data
or from disruption of services.

A personal data breach means a breach of security
leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or
access to, personal data. This includes breaches
that are the result of both accidental and
deliberate causes. You can read more about
personal data breaches at the ICO's website here:
https://ico.org.uk/for-organisations/guide-to-
data-protection/guide-to-the-general-data-
protection-regulation-gdpr/personal-data-
breaches/#whatisa

for Society

University of ‘ Institute of
(iCSS)

Cyber Security
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Term

Explanation

Data breach monitoring

Default Password

Device (IP) Address

Device/Search History

External Hard Drive

Data breach monitoring services are typically
websites (although they can also be offered as part
of password management tools) that track publicly
disclosed data breaches. You provide details -
typically an email address - to the service, and
should that email address match with any
confirmed leak of data, you will be notified (so that
you can, at the least, assess whether you need to
change a password or take further action). The
most famous website, that works with several
governments, is haveibeenpwned.com.

A default password is a standard pre-configured
password for a device. Such passwords are the
default configuration for many devices and, if
unchanged, present a serious security risk. Typical
examples of default passwords include admin,
password, 1234, and guest. You should check to see
that any time you set up a new device, that the
password is changed.

An IP (or device) address is a network address for
your computer or device so the internet knows
where to send your data. IP stands for ‘Internet
Protocol’. Each address is unique, and is linked to
the activity that happens online from that device.

The search history of a device is a list of Internet
activity (often, but not always, web pages) that a
user has undertaken, along with additional
information (called metadata) about the specifics
of the visit (e.g. time of visit). Users can usually
search through this history within apps or search
engines, and should be able to delete details of the
history within the app or search engine.

An external hard drive is a device that you plug into
a computer; you can transfer data on to the
external hard drive, then remove it. This is helpful as
a means to backup.

for Society

University of ‘ Institute of
(iCSS)
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Term

Explanation

Factory Reset

Guest Network

Hardware

Information Commissioner's Office
(ico)

Internet of Things

Internet Service Provider (ISP)

Interoperability

A factory reset is the restoration of a device to the
state it was in when it left the factory. It is important
to note that doing a factory reset affects the device,
but will still keep data in accounts that are kept in
the cloud.

A guest WIiFi network provides an access point to
the internet separate from the one your primary
devices connect to. This is managed through your
router.

Hardware is the word used to refer to the physical
aspect of a piece of technology. Hardware works
because of the software that runs on it.

The Information Commissioner's Office is the UK's
regulator for data protection. The Commissioner's
mission is to "uphold information rights in the public
interest, promoting openness by public bodies and
data privacy for individuals.” You can find out more
here: https:/[ico.org.uk/

The Internet of things describes physical objects
with sensors, processing ability, software, and other
technologies that connect and exchange data with
other devices and systems over the Internet or
other communications networks.

An Internet service provider is an organization that
provides services for accessing, using, or
participating in the Internet.

Interoperability is the ability of computer systems or
software to exchange and make use of information.
This is particularly important in internet of things
devices, that often work together in a home (for
example).

for Society

University of ‘ Institute of
(iCSS)
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Term

Explanation

National Cyber Security Centre
(Ncsc)

Network

Password manager

Personalisation

Phishing

PIN

The National Cyber Security Centre (NCSC)
provides cyber security guidance and support
helping to make the UK the safest place to live and
work online. Find out more here:
https://www.ncsc.gov.uk/

A home network is a group of devices — such as
computers, game systems, printers, and mobile
devices — that connect to the Internet and each
other, whether through wired connections or over
wireless connections.

A password manager is a computer program that
allows users to store, generate, and manage their
passwords for local applications and online
services. To read more about what to consider
when looking for a password manager, read more
here:
https://www.ncsc.gov.uk/collection/passwords/pas
sword-manager-buyers-guide

Personalisation is the process whereby the data
that you are providing to a service is used to target
other information to you - often to try and sell you
more specific products.

Phishing is a type of social engineering attack,
typically involving a contact over email, in which
cyber criminals trick victims into handing over
sensitive information or installing malware.

A PIN (a personal identification number) can also
be referred to as an access code. A PIN is a
passcode used in the process of authenticating a
user accessing a system.

for Society

University of ‘ Institute of
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Term

Explanation

Privacy

Ransomware

Removable Media

Router

Smart Assistant

Smart Home

SmartTV

Privacy, in relation to personal datg, is the ability of
individuals to control their personal information.

Ransomware a type of malicious software designed
to block access to a computer system until a sum
of money is paid.

Removable media is a type of storage device that
can be removed from a computer whilst the system
is running. Examples include: USB memory sticks.
External hard drives. They are good for use as a
back up.

A router is a device that communicates between
the Internet and the devices in your home that
connect to the Internet. As its name implies, it
“routes” traffic between the devices and the
Internet. It is very often the piece of hardware
provided by your ISP when changing broadband
providers, and is the piece of hardware that
provides your WiFi connection. Some routers can
also provide the ability to set up guest networks
(although this depends on the router).

A smart assistant - also known as a virtual
assistant - is software installed in a smart device
(such as a smart speaker or a smart phone) that
can perform tasks or services, or answer questions.

A smart home is a home setup where Internet-
enabled appliances and devices can be
automatically controlled remotely using a
networked device (such as a smartphone).

A smart TV - also known as a connected TV - is a
traditional television set with integrated Internet
and interactive features, which allows users to
stream music and videos, browse the internet and
view photos.

for Society

University of ‘ Institute of
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Term

Explanation

Social engineering

Smishing

Software

Streaming (media)

Threat Model

Two/Multi-Factor Authentication
(2FA, MFA)

USB Flash Drive

Virus (Malware)

Social  engineering is the  psychological
manipulation of people into performing actions or
divulging confidential information.

Smishing is a type of social engineering attack,
typically involving a contact over SMS or text, in
which cyber criminals trick victims into handing
over sensitive information or installing malware.

Software is a collection of instructions that tell a
computer how to work.

Streaming media is multimedia that is delivered
and consumed in a continuous manner from a
source, typically over the Internet, with no storage
on the device used to stream the multimedia.

Threat Modelling is a process of determining how to
mitigate potential threats, and prioritise those
mitigations. For more details on how to threat
model in relation to personal data, see
https://ssd.eff.org/en/module/your-security-plan.

Two, or Multi-Factor, Authentication is an
authentication method that requires the user to
provide two or more (multi) verification factors to
gain access to a piece of software. Methods of
authentication can include a combination of
passwords, biometric data, physical tokens,
authenticator apps, and one time codes.

A USB flash drive (also called a thumb drive) is a
data storage device. It is a type of removable
media, and can be useful for saving back up data
on.

Malware (sometimes referred to as viruses -
although, in fact, viruses are a subset of all
malware) is intrusive software that is designed to
damage and destroy computers and computer
systems.

University of ‘ Institute of

Cyber Security
Kent
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Term

Explanation

Vishing

Vulnerability (Weakness)

Vishing is a type of social engineering attack,
typically involving a contact over telephone calls or
answerphone messages, in which cyber criminals
trick victims into handing over sensitive information
or installing malware.

A vulnerability is a weakness in an IT system that
can be exploited by an attacker to deliver a
successful attack. They can occur through flaws,
features or user error, and attackers will look to
exploit any of them, often combining one or more,
to achieve their end goal. To read more, see:
https://www.ncsc.gov.uk/information/understandin
g-vulnerabilities.
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Appendix Q
Final game cards

This appendix provides the finalised game cards that were created for the third

round of the game.
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Access smartphone

You try to access the other team's
devices through their phone.

The other team
Affects is protected

by
S i

Passcodes

If not protected,
the other team loses two Eﬁ ﬁ
datatokens

Deleted data

You try to delete all the data from the
other team's devices.

The other
Affects e

protected by

Back up
devices

If not protected,
the other team loses
two data tokens

Altering device preferences

You try to alter the way the devices
are set up to work automatically by
the other team.

The other
teamis
protected by

(R

Passcodes

Affects

SN
£40

Nosy intruders

You're feeling nosy, and decide to
set the other team's devices up to
record them using cameras and
microphones in their devices.

Affects The other
teamis

O@ 6 protected by

Tape over

camera or
Unplug
devices

If not protected,
the other team loses
two data tokens

Attempted purchase

You try to buy something through the
other team'’s devices.

Affects The other
teamis
O @ protected by
Turn off
automatic
purchases
If not protected,
the other team "”
loses £30

.
Inappropriate content
You try to access content you should
not through the other team'’s
devices.

Affects The other
teamis

O @ protected by
%

Family discussion
about security

or

®

If not protected,

the other team loses 3 )
two data tokens

Annoyed neighbour

The next door neighbour is angry at the
other team. You tell them to access and
break the other team's devices, as the
neighbour thinks they have the wifi
password.

The other
teamis
protected by

E @ Change router

password

If not protected,
the other team loses
two data tokens

Virus
You plug a USB stick with a virus on into the
other team'’s laptop, to see if the virus will

affect their devices.
Affects The other

(1 [ | oo
=X 2 @‘ d @

Anti virus
E @ software g
. 2o
9

< | Guest network

(=]
thlof :l‘::o':rt‘:.:::f:s'u @”
£30




Pet attack

You leave your pet in a room with the

other team's device.
Affects Roll the
dice

'O @ @ 4¥
’ - . d 5 ﬁ @
. Rollan even
“ number:
a The pet wanders
off. The device is

unharmed: no
action is needed.

Roll an odd number:
The pet breaks the . .’

device. The other team
must pay £50 for repairs. ‘ '
Hacking default
passwords

A hacker tries to use devices with default
passwords to commit cyber crime.

You are protected if you have

"*aor oré{I

Strong, Unique Chungarouur Password
Passwords password manager

If you are not protected, you
lose two data tokens

Forgotten account
data breach

You forget to close an account. You
find out that data linked to that
account has been stolen.

You are protected if you have

=g or &t]

Strong, Unique Password
Passwords manager

If you are not protected, you
lose two data tokens

Device software
weakness

The software on your device has a
This can be exf

You are protected if you have

@)

If you are not protected,

roll the dice
Roll an even number: @

You are unaffected:

Automatic
software updates

no action is needed.
Roll an odd number:
Your device is
exploited.
Lose two data tokens.

Stolen device

You decide to take the other team's devices.

The other
teamis
protected by

78
Wl

Delete device
history

Affects

If not protected,
the other team loses
two data tokens

Accessing network
through software
weakness

A hacker tries to access your
ion by using a
in your device software.

You are protected if you have

%8

Guest network

If you are not protected, you
lose two data tokens

Stolen smartphone

Your smartphone has been stolen.

You are protected if you have

)
Passcodes
Evenif you're
protected, pay '. .’
£50 towards a ‘ 7
new smartphone o2

2

If you are not
protected, you
lose two data
tokens

Malicious device
access

A hacker accesses your devices with
cameras, and intends to share access
details on the dark web for anyone
who wants it.

You are protected if you have

Vi

-

Tape over
camera

If you are not protected, you
lose two data tokens

(2="0 (2]



Quiz

How does the UK’s National Cyber
Security Centre recommend you
create strong, unique passwords?
A) Use a long string of letters

and numbers and symbols
and never write them down.

B) Choose three random
words and use them as one
long pass phrase.

C) Use a base password, and
alter it slightly for each
account.

D) Use a password manager.

Get the answer right? Choose a cyber
security card from the pile.

Quiz
Which of these might a cyber criminal
be able to get from your device?

A) Physical Address

B) When you are on holiday or
away from home

C) Voice recordings

D) Video recordings

E) Information about all family
members

F) Passwords for other
accounts

G) Contacts

H) Maybe all of the above

Get the answer right? Choose a cyber
security card from the pile.

Malicious access to
login details

Someone gets holds of the login and
password details for one of your
devices.

You are protected if you have

[y

Authenticator app

If you are not protected, you
lose two data tokens

Device
manufacturer goes
out of business

The company that has made one of your
devices goes out of business.

You have to replace your device and lose
access to all your data.

Pay £50 towards a
new device

E g Lose two
a
data tokens

Quiz

(iGU!} sl yjoq 1o JQL])!G) @ 10 g uamsuy

Quiz

H :omsuy

Quiz
How might you set up your home
network to separate your home loT

from your smar
and computers?

A) Using your router to create a
guest network.

B) Get a second Internet
connection in the house.

C) Connect smartphones and

laptops to the Internet with
mobile data only.

Get the answer right? Choose a cyber
security card from the pile.

Quiz
How old do you have to be to have an
account on most platforms and all
social media sites in the UK?

A)5
B) 10
c)13

D) 16

Get the answer right? Choose a cyber
security card from the pile.

Power surge
destroying device

There is a power surge, and
your device is destroyed.

You are protected if you have

L]
Back up devices
Evenif you're
protected,
pay £50 towards a
new device

If you are not

protected, you
lose two data
tokens

Burglary

Your house is burgled, and your device
is stolen.

You have to replace your device and
lose access to all your data.

Pay £50 towards a
new device

E E Lose two

(2] (2] data tokens
L]
Quiz
v Jemsuy
L]
Quiz

0 HleMsuy



L]
Quiz
How might free apps make money
from their users?
A) Collect and sell data about the
user and their device.

B) Might encourage users to buy
things within the service/app.

C) Might show adverts within the
service/app.

D) Might limit free functionality

unless the user pays (or give a free

trial).
E) Maybe all of the above.

Get the answer right? Choose a cyber
security card from the pile.

Quiz

Is performing a factory reset enough
to delete all your data associated with

adevice?

A) Yes

B) No

Get the answer right? Choose a cyber
security card from the pile.

Quiz

Which government organisation is
responsible for giving UK citizens
advice for protecting themselves

when using technology?

A) Department for Education

B) National Cyber Security
Centre

C) Cabinet Office

D) National Crime Agency

Get the answer right? Choose a cyber
security card from the pile.

o
Quiz
How are password managers
designed to help with creating
secure, unique passwords?

A) Because once you've
decided the password to use
you can type them in and
look them up later.

B) Because they can
automatically generate
passwords and autofill when
you need (so you don't have
to remember each
password).

Get the answer right? Choose a cyber
security card from the pile.

Quiz

3 uemsuy
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Quiz

g :lomsuy

Quiz

g JJemsuy

Quiz Quiz

How might a ransomware attack on
your device's manufacturer affect your

device?

A) Device may no longer be able to
do anything on the Internet.

B) You might not be able to access
any account information.

C) Your personal data may be
stolen and given to others without
your permission.

D) There may not be any effect.
E) All of the above are possible.

Get the answer right? Choose a cyber
security card from the pile.

Quiz Quiz

Why do apps need updating on
devices?

A) To fix weaknesses that have
been found since the last update.

B) To add new features and
functionality.

C) To slow down your device.

3 aMsuyY

ipalemsup Ajiny

Get the answer right? Choose a cyber
security card from the pile.

Quiz Quiz

For how long does a typical
smartphone receive automatic
software updates?

A) Android 2-3 years, Apple 5-
6 years

B) Android 6-7 years, Apple 4-
5 years

C) Android 1-2 years, Apple 2-3
years

Get the answer right? Choose a cyber
security card from the pile.

Quiz Quiz

When you use a device, where does
the data typically get processed and
stored by the manufacturer?

A) On the device.
B) The data is not stored.

C) On the manufacturer's
physical servers, or in the cloud
(servers that are distributed
globally and accessed through
the Internet).

Get the answer right? Choose a cyber
security card from the pile.

usaq 3usby uopsanb ayj ‘pouonusW
1,UBID U3OQ JI - § PUD Y IOMSUY

Vv Jomsuy

D lamsuy



.o
Quiz
What does an

authenticator app do?

A) Provides two-factor
authentication (another level of
security) for accounts.

B) Acts as a password.

C) Stores your login details.

Get the answer right? Choose a cyber
security card from the pile.

Y amsuy

Back up

devices

Cost

Yk ok K
*v

Ease of set up

Kk k

No further attention
nheeded

2 stars out of 10

2

6.5 stars out of 10

3 stars out of 10

Whole family benefits
1 2.8

3.5 stars out of 10

Quiz

How do you change a router

password?

A) Contact your Internet Service

Provider (ISP).

B) Log into the router using its IP

address.

C) You can't.

Get the answer right? Choose a cyber
security card from the pile.

g amsuy

Tape over __
camera FEEEE 000
Cost
ek Aok ok
Fk kk Y

Ease of set up
e kk ok
12008

No further attention

heeded
2.0, 0

2.5 stars out of 10
Whole family benefits

) 2,800 ¢
*7

9.5 stars out of 10

9.5 stars out of 10

6.5 stars out of 10

Unplug 5\ %

devices

Cost
Yok okk
Yk Kok ok

Ease of set up

ek hkok
ek Kok ok

No further attention
heeded

2 stars out of 10

10 stars out of 10

10 stars out of 10

Whole family benefits

Kk Aokk
10,8801

10 stars out of 10

Password
manager

Cost
2.0.0.0.¢ |

Ease of set up

** 2 stars out of 10

No further attention
heeded

*i 1.5 stars out of 10
Whole family benefits
Fkk

4.5 stars out of 10

3 stars outof 10

e

h

Family discussion ﬁl
about security ‘W‘ _1:%5
Cos
ek kok
1.0, 0. ¢

Ease of set up

KAKAK s
*7

No further attention
heeded

3 stars out of 10

Whole family benefits
Ak Aok ok
12,88

8 stars out of 10

8.5 stars out of 10

Authenticator <
app seee

Cos
. 0. 0.0.0.
2. 0.0.%

Ease of set up

T****

No further attention
heeded

kY

Whole family benefits
Kk Y

8.5 stars out of 10

5.5 stars out of 10

3.5 stars out of 10

2.5 stars out of 10




Turn off
automatic BUY
purchases

Cost
ek hkok
Ik ke

Ease of set up
***** 7.5 stars out of 10
*k

No further attention
needed

Yk ok

Kok y . .

Whole family benefits
KKK

ook ok

9 stars out of 10

7.5 stars out of 10

Anti-virus
software
Cost
**** 4 stars out of 10

Ease of set up

) © & .0 | P

No further attention
nheeded

1. 0.0.0.¢ p—

Whole family benefits

Yk kk F——

Automatic (7
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