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missions or operations), Psychological harm (e.g., confusion or
anxiety faced by customers or employees), Reputational harm
(e.g., damaged defence or enterprise brand) and Social and
Societal harm (e.g., negative impact on the nation).

The enhanced understanding of harms that may result

from cyber-incidents is extremely valuable because it forces
organisations to broaden their thinking on what they need to
protect against, and thus better appreciate the comprehensive
nature of cyber resilience. Currently, when most organisations
reflect on cyber risk and its management, the focus is on direct
harms to themselves (e.g., disruption of services) or their
customers and suppliers (e.g., loss of confidential or private data).
However, the connectivity of modern-day systems means such a
limited view is no longer sufficient, given that the harm emerging
from cyber-attacks can easily propagate and aggregate.

One interesting case example is the malware and denial-of-
service attack on a Ukraine powerplant in December 2015. This
was one of the first incidents that demonstrated the importance
of incident recovery and resilience in the cyber-physical systems
CNI domain. Through a series of carefully crafted attacks,
hackers were able to seize direct control of power systems from
official operators, and eventually cut power to an estimated
225,000 people in one of the coldest months of the year.

While all of the details of this case have not been revealed,
there are undoubtedly questions around the plant’s prevention
and response defences, as well as whether there was a full
consideration of the harms to consumers without power at
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such a time. A Prepare-Absorb-Recover-Adapt approach that
incorporates, and thus reasons about, the full complement

of cyber-harms could have helped planning for this case. In
particular, it would have supported an adequate scoping of how
a malware attack could impact internal and external operations,
and how such a vast number of cyber-harms could propagate and
mount over short periods of time. Here, harms can be witnessed
in not only the internal environment, but psychologically (in
terms of individuals who faced hardship) and societal (lack of
trust in connected CNI systems). This and similar analyses can
be applied across a wide range of current and future cyber-attack
cases.

As we look towards creating organisations, infrastructure and
systems that can effectively withstand cyber-attacks, cyber
resilience will become an even more significant consideration.
Any factors that can further inform and enhance the resilience
process will provide organisations with a greater advantage in
preparing for attacks and recovering quickly when they arise.
We believe that cyber-harm is one of such factors and that its
integration can provide the pathway for a more holistic form
of cyber resilience, where organisations are well-prepared for
responding to all types of attacks and harms.
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