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Abstract

Despite apparent political concern and action—often fuelled by high-profile cases
and campaigns—Ilegislative and institutional responses to image-based sexual abuse
in the UK have been ad hoc, piecemeal and inconsistent. In practice, victim-survivors
are being consistently failed: by the law, by the police and criminal justice system, by
traditional and social media, website operators, and by their employers, universities
and schools. Drawing on data from the first multi-jurisdictional study of the nature
and harms of, and legal/policy responses to, image-based sexual abuse, this article
argues for a new joined-up approach that supports victim-survivors of image-based
sexual abuse to ‘reclaim control’. It argues for a comprehensive, multi-layered, multi-
institutional and multi-agency response, led by a government- and industry-funded
online or e-safety organisation, which not only recognises the diversity of victim-sur-
vivor experiences and the intersection of image-based sexual abuse with other forms
of sexual and gender-based violence and discrimination, but which also enables vic-
tim-survivors to reclaim control within and beyond the criminal justice system.

Keywords Image-based sexual abuse - Intimate image - Justice - Law reform - Non-
consensual porn - Social rupture

Introduction

Image-based sexual abuse is a pernicious form of abuse.! Its impacts are sometimes

life-ending, often devastating, relentless and isolating. For some, it dramatically
alters every aspect of their lives, causing a ‘social rupture’—a schism between life

! We use the term ‘image-based sexual abuse’ to include the non-consensual creating and/or sharing of
nude or sexual images (or videos), including threats to share images and altered images (McGlynn and
Rackley 2017; Powell and Henry 2017; Henry et al. 2019a, b; Henry et al. 2021).
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‘before’ and ‘after’ the abuse (McGlynn et al. 2020). Accordingly, across the world,
courts and legislatures have been grappling with how best to prevent it from happen-
ing, and how to restrict and respond to its harms (Haynes 2018; Nigam 2018; Flynn
and Henry 2019). In the UK, despite apparent political concern and action—often
fuelled by high-profile cases and campaigns—Ilegislative and institutional responses
have largely been ad hoc, piecemeal and inconsistent. In practice, victim-survivors
of image-based sexual abuse are being consistently failed: by the law, by the police
and criminal justice system, by traditional and social media, website operators, and
by their employers, universities and schools (McGlynn et al. 2019).

The time is ripe, therefore, for significant change. This article seeks to provide
evidence-based recommendations for reform, drawing on the most comprehensive
study to date of law and policy measures relating to image-based sexual abuse,
including interviews with victim-survivors and stakeholders in the UK, Australia
and New Zealand. Indeed, while the immediate policy and legal focus of this arti-
cle is the UK, we rely on data from across our multi-jurisdictional data set, and it
is likely that our arguments and recommendations have application more broadly.
We begin by outlining our methodology and participants, and locating our project
within current academic literature. We then go on to explore the operation and effec-
tiveness of current legal and policy responses. We argue that despite public and
political rhetoric, as yet, policy, practice and law fail to offer an effective counter
to the significant harms of image-based sexual abuse as articulated by those with
whom we spoke. Law reform—while essential—is not enough. Rather, we need a
new joined-up approach that supports victim-survivors of image-based sexual abuse
to ‘reclaim control’. Accordingly, we make the case for a comprehensive multi-lay-
ered, multi-institutional and multi-agency response, led by a government- and indus-
try-funded online or e-safety organisation, which not only recognises the diversity of
victim-survivor experiences and the intersection of image-based sexual abuse with
other forms of sexual and gender-based violence and discrimination, but which also
enables victim-survivors to reclaim control within and beyond the criminal justice
system.

Researching Image-Based Sexual Abuse

This article draws from a three-year, cross-jurisdictional project examining the per-
vasiveness, nature and impacts of image-based sexual abuse by means of quantita-
tive surveys and qualitative interviews in the UK, Australia and New Zealand.? It
is the largest study of image-based sexual abuse to be conducted to date, and this
article examines the qualitative data gathered.® Across the project as a whole, we

2 This project, ‘Revenge Pornography: the implications for law reform’, was funded by the Australian
Research Council (DP170101433) (CI Nicola Henry, RMIT University). For further details on our meth-
odologies, see Henry et al. (2021). The project had ethics approval from RMIT, which was ratified by
Durham University, the University of Kent, Monash University and the University of Auckland.

3 For a discussion of the survey data, see Henry et al. (2021).
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interviewed 75 victim-survivors: 25 in each jurisdiction, and 43 stakeholders across
New Zealand and the UK. Victim-survivor participants were recruited via opt-in,
opportunity sampling through a combination of notices via local charities, univer-
sities, relevant social media groups, word of mouth and through paid Facebook
advertisements. The interviews were conducted either face-to-face, via telephone
or a Voice over Internet Protocol (VoIP) service, and typically lasted around an
hour. The interview questions were semi-structured in order to facilitate consistency
across the project and between interviewers, and to allow for focus on particular
areas of interest and concern. Victim-survivor participants were reimbursed in retail
vouchers for their time and travel.* With permission, the interviews were recorded
and transcribed, with participants given pseudonyms by the researchers.

Stakeholder participants were recruited through snowball sampling within profes-
sional networks, as well as targeted approaches, in order to address potential gaps in
our victim-survivor interview data. Accordingly, we spoke to representatives from
organisations across the UK and New Zealand who work with survivors of sexual
abuse and/or image-based sexual abuse, with black and minoritised women and with
children, as well as charities focused on internet safety, police officers, lawyers, legal
advice and support workers, and policymakers.” The interviews were conducted
either face-to-face or via telephone or a VoIP service and typically lasted around
an hour. As with the victim-survivor interviews, the questions were semi-structured
and the interviews were recorded and later transcribed. For all interviews, appro-
priate consent was obtained, as well as agreement to individual and institutional
anonymity.°

Once data collection was complete, the de-identified victim-survivor and stake-
holder data were exported into NVivo, a qualitative data analysis software pro-
gramme. The data were coded across the research team through an iterative pro-
cess in order to identify, analyse and report on patterns or themes. In so doing, our
analysis is grounded in the insights of feminist standpoint epistemology and meth-
odology, which views victim-survivors as having expert knowledge of image-based
sexual abuse, and which is fundamental and central to our analysis (Harding 2004;
McGlynn et al. 2020).

# UK participants received vouchers to the value of £40, Australian participants, $50AUD, and New
Zealand participants, $50NZD.

5 We identify our stakeholders according to three broad categories: police and criminal justice person-
nel, lawyers and those working with victim-survivors. We conducted 35 interviews with a total of 43
stakeholders (some interviews involved more than one staff member): five with police and criminal jus-
tice personnel, 10 with lawyers from law firms or legal services and 20 with individuals working in vic-
tim support services. Ten stakeholder interviews were conducted in New Zealand with 10 participants,
seven interviews were conducted in England and Wales and Northen Ireland with 23 participants, and
eight interviews were conducted in Scotland with 10 participants. No interviews were conducted with
Australian stakeholders, as members of the team had already conducted extensive stakeholder interviews
in Australia in an earlier project. See e.g. Henry et al. (2018a; 2019a, b).

% We recognise that institutional anonymity prevents us from publicly acknowledging the support of
charities, organisations and individuals that might benefit from being named as participants in this pro-
ject, e.g. through increased recognition or funding. However, for a number of our participants, it was
important that they were able to speak freely and without association.
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Of our 75 victim-survivor participants, the vast majority identified as women
(89.3%, n=67), compared with men (8%, n=06), trans (1.3%, n=1) and self-iden-
tified ‘other’ (1.3%, n=1). This was reflected in our UK sample of victim-survivors
(n=25) of which 22 identified as women, with three identifying as men. Overall, our
participants also predominately identified as heterosexual/straight (62.7%, n=47),
followed by bisexual (18.7%, n=14), lesbian (2.7%, n=2), gay (2.7%, n=2), queer
(2.7%, n=2), ‘other’ (8%, n=6) and ‘unsure’ (2.7%, n=2). Of the 25 UK victim-
survivors, one identified as gay (4%), one as lesbian (4) and four as bisexual (16%).
In terms of race and ethnicity, 81.3% (n=61) identified as either White, European or
Pakeha, while the remaining respondents selected either indigenous or Black, Asian
and Minority Ethnic (BAME) backgrounds, including New Zealand Maori (2.7%,
n=2) and Black British (1.3%, n=1). Three of the UK victim-survivor participants
identified as BAME (12%). Twenty-four percent (n=18) of our participants overall
identified as living with a disability, including six based in the UK (12% of UK vic-
tim-survivors). Unsurprisingly, and in line with other projects, the majority of par-
ticipants in the study overall were younger adults’: 68% (n=51) aged 18-29 years,
followed by 20% (n=15) aged 30-39 years, and 12% (n=9) aged over 40 years.
Of the UK participants, 18 (72%) were aged 18-29 years, four (15.3%) were aged
30-39 and three were aged over 40 (12%).

Despite the size of the study, we were not able to recruit evenly across demo-
graphic categories when compared to broader population demographics, including
ethnicity, age, sexuality, gender and disability. This meant that we were unable to
investigate in depth the ways in which different vectors of marginalisation might
intersect with image-based sexual abuse—insofar as this would have been possi-
ble to do robustly with a sample of 25. Therefore, while our analysis offers some
insights into the intersectional harms of image-based sexual abuse, these are neces-
sarily limited. The narrative accounts included in this article do not speak compre-
hensively to marginalised peoples’ experiences, or to the range of intersectional con-
texts in which image-based sexual abuse victimisation can occur. They cannot and
do not fully represent the experiences of black and minoritised individuals for whom
the harms of, and responses to, image-based sexual abuse are racialised, nor do they
speak to the full spectrum of experiences of LGBTQI+ victim-survivors or of those
with a disability (see further Thiara and Roy 2020). Similarly, though a number of
the victim-survivors spoke about abuse that had happened while they were at school,
we were unable to draw specific conclusions relating to the impacts of image-based
sexual abuse on children and teenagers (see further Childnet International 2019).
Further work is urgently needed to address the experiences of individuals and groups
facing interlocking forms of oppressions in society, inclusive of racism, xenophobia,
ableism, transphobia, heterosexism and ageism (see Henry et al. 2021; Dodge 2020).

7 Individuals were required to be 18 years of age or older to participate in this study.
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Experiencing Image-Based Sexual Abuse

The victim-survivors we interviewed across the UK, Australia and New Zealand
reported a diverse range of experiences of image-based sexual abuse, and in this
section we draw on the experience across all three jurisdictions. A significant
majority reported having had nude or sexual images of them distributed without
their consent. This included those who had initially shared the images consensu-
ally and those who were unaware they were being filmed or photographed at the
time. Many participants described how images of them were shown to groups
of friends or colleagues via mobile phones or mobile apps, or posted on porno-
graphic websites, social media sites, chat rooms or imageboard sites. More than a
third of UK participants, for example, also experienced someone explicitly threat-
ening to share nude or sexual images of them, sometimes with the purpose of
control and/or coercion into an unwanted act, such as paying money (blackmail),
sending more images, or controlling the victim-survivor within the context of
an ongoing or former intimate relationship. The significance of threats is further
emphasised by the findings of our multi-jurisdictional quantitative study, where
one in five (18.7%) respondents reported experiencing threats, with more than
half of participants identifying as victim-survivors of image-based sexual abuse
reporting threats (Henry et al. 2021, 11, 30). These results are striking, particu-
larly because the use of threats is less recognised and not always criminalised in
many jurisdictions internationally, unless prosecuted under extortion or blackmail
laws.

A majority of participants (across all jurisdictions, including the UK) also
reported that someone had created or taken nude or sexual images of them with-
out their consent. In some cases, participants were filmed or photographed with-
out their knowledge when they were changing, showering, asleep, or drug- or
alcohol-affected, or with the aid of a hidden camera. For a very small number
of participants, images of them were digitally altered to make it look as if they
were posing or performing in a nude or sexual photograph or video (for example,
through image editing software). Others described being pressured or coerced
into either having photos or videos taken of them, for example being groomed or
coerced into sharing sexual images when they were children by predators online,
or by intimate partners as adults. Additionally, these abuses were not limited by
location: victim-survivors spoke of having images taken or shared at home, work,
school and parties, as well as more widely online and offline. It was common
for participants to identify that intimate photographs or videos of them had been
spread ‘virally’ among their social networks.

The overwhelming majority of perpetrators that participants identified were
men. Most of the reported abuse had taken place within the past five years, but,
for some, the experiences had taken place a decade or so ago, with the effects
continuing to impact on their lives.

Significantly, more than half of the UK victim-survivors had experienced
multiple forms of image-based sexual abuse, by the same perpetrator or by
multiple perpetrators. These findings closely parallel those from the wider
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multi-jurisdictional qualitative study where overall two thirds of victim-survi-
vors interviewed experienced more than one form of image-based sexual abuse.
Indeed, across all participants, we found that the most frequent form of image-
based sexual abuse was images being taken without consent, followed by images
shared without consent, and threats being made to share images. These qualita-
tive findings further resonate with evidence from our survey of over 6000 partici-
pants across the UK, New Zealand and Australia, where 37% of respondents had
experienced at least one form of image-based sexual abuse (Henry et al. 2021,
11). It is likely, however, that these proportions are underestimates, because vic-
tim-survivors did not always know for certain whether images of them had been
shared or taken. In addition, for many, the image-based sexual abuse occurred
in conjunction with, or alongside, multiple experiences of other forms of sexual
violence, domestic violence, stalking and sexual harassment—both online and
offline. Across all participants, including the UK data set, approximately one
third of the image-based sexual abuse occurred in the context of a broader pattern
of intimate partner violence and abuse.

Harms of Image-Based Sexual Abuse: Constancy, Isolation and ‘Social Rupture’

What was also clear from our interviews with victim-survivors across all three coun-
tries is that image-based sexual abuse for many can be a devastating form of abuse,
engendering serious, multifaceted and enduring harm (see further Bates 2017; McG-
lynn et al. 2019, 2020). A significant number of participants in our study spoke of
their experiences in terms of an extreme, unsettling and intrusive violation: a form of
‘social rupture’ where they experienced the abuse as “life-ruining,” “hell on earth,”
a “nightmare ... [that] destroyed everything.” It is, in the words of Anna, “torture for
the soul”.® Additionally, many participants did not speak of the abuse in terms of a
discrete incident which happens and then comes to pass, but rather in terms of the
‘constancy’ of the harms: their “permanence,” “ongoingness” and “endlessness”.
The abuse is often ongoing, cumulative and relentless because the photographs or
videos remain ‘out there’, constantly available to be shared online, viewed and re-
discovered, with each new viewing or distribution a form of abuse. Accordingly,
many victim-survivors experienced a profound sense of ‘isolation’, shattering con-
nections with family and friends, from the online world and social media, as well
as from society as a whole. Many of those we spoke to had withdrawn from social
media, notwithstanding the significant adverse impacts on their social and profes-
sional lives, cutting them off from friends, family, peers and other forms of civic
engagement.

8 Throughout this article, we use a variety of quotes from our interviews with victim-survivors. While
we provide the pseudonym of participants for longer quotes, we have chosen not to do this for shorter
quotations. This is because many of the words were used by multiple participants, and even more partici-
pants conveyed experiences which resonated with these terms, even if they did not use the identical word.
We decided to adopt this approach to avoid creating a hierarchy between participants and/or quotes (on
the basis of frequency used) in the depiction of short phrases.
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In short, image-based sexual abuse can effect all-encompassing social harms, fre-
quently generating such significant impacts due to the lived reality for many of ine-
quality and discrimination, with misogyny and sexual double standards, for exam-
ple, shaping the impacts of abuse. The often devastating, constant and far-reaching
harms of image-based sexual abuse underscore the importance of responding
comprehensively and holistically to this pernicious form of abuse. To emphasise:
we found that victim-survivors described their harms in more holistic and nuanced
ways than commonly suggested in law and policy approaches to this issue. Thus,
they experienced harms explained as, for example, social rupture, isolation and con-
stancy, rather than separating their lives into categories such as psychological, phys-
ical and/or financial harms (see also McGlynn et al. 2020).

Intersectional, Racialised and Gendered Harms

Our intention in emphasising the commonality of ‘social harms’ experienced by
many victim-survivors is not to suggest there is a single way of understanding or
experiencing these harms or image-based sexual abuse more broadly. Nor, in seek-
ing to emphasise and gain recognition for particular understandings of harm, are
we wishing to place more importance on some experiences over others (McGlynn
et al. 2020; McGlynn and Johnson 2021)—not least because this can risk new
ways of “othering, stigmatizing, violating” those who have experienced sexual vio-
lence (Gavey and Schmidt 2011, 452). The harms of image-based sexual abuse are
experiential, contingent and intersectional. Individuals are differentially exposed
to image-based sexual abuse, and the risk of victimisation is distributed unequally
across demographic patterns and vectors of marginalisation, including gender, age,
sexuality, indigeneity, race and ethnicity. And while women, LGBTQI+ people and
those from minority racial and ethnic communities are more significantly affected
by image-based sexual abuse and experience greater adverse impacts (Henry et al.
2021, 177), there is no essential experience within or across these groups. Accord-
ingly, any account of the experience and harms of image-based sexual abuse there-
fore needs to engage both with the dominant conceptual paradigms of sexual vio-
lence as predominantly reflective of systems of gender inequality, and with the
multiple, interlocking structural inequalities that produce multiple relations of power
and abuse (Crenshaw 1991; Hill Collins and Billge 2016).

While a number of studies have found similar rates of image-based sexual abuse
victimisation for both women and men (Powell et al. 2018; Henry et al. 2021), it is
clear that the impacts and perpetration of image-based sexual abuse are experienced
differently according to gender. Many of the women victim-survivors who shared
their stories with us have experienced significant, often all-encompassing harms—in
large part because of the social stigma and shame around women’s sexuality. To
understand image-based sexual abuse is then to recognise that we continue to live
in deeply gendered societies which are characterised by misogyny, male entitlement
and sexual double standards. Compare, for example, a comment from one of our UK
participants, Vicky, when asked why she thought her boyfriend had shared intimate
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images of her, with her description of her experience when reporting that abuse to
the police:

[Why did he do it?] It’s this whole thing of “how many girls have you slept
with?” “T’ve slept with this many.” It’s all this lad point, laddish lifestyle ... I
felt like [the police] just did think “oh, it’s just a girl sending nudes out, what
does she expect?” And I don’t know, it didn’t have a good feeling to it at all ...
It was almost like “...well, you should’ve been more careful. Why did you let
him have this picture?” And obviously all that is important, but I did definitely
feel like I was back in school and sat down by a teacher and getting told off or
something.

A number of the victim-survivors we spoke to reflected on how their particular
socio-political positions and identities intersected with gender and inflected the
harms, oppressions and consequences they encountered—emphasising the impor-
tance of an intersectional and situated understanding of image-based sexual abuse.
For example, UK participants reflected on how their age and life stage at the time of
experiencing the abuse intersected with the shame they experienced. This was the
case for Mary, for example, who is the mother of a teenage son:

I felt like I was too old for [the image-based sexual abuse] to happen! Espe-
cially when I look at the conversations and the group chats my son’s having
at 13, and I think, gosh ... How could [my intimate pictures] have been put in
a group chat at [my] age? I feel like it’s something that happens to teenagers/
early 20s. I think probably my age carries part of the shame. It does; the fact
that I feel like I’'m way too old to be in that situation.

Additionally, Zoe was sexually abused at the age of 13 by an older teenage male
who also took, shared, and threatened to share, her sexual images as part of the
abuse. Below, Zoe reflects on how her age at the time of the abuse compounded her
feelings of shame, which in turn impacted her ability to report the abuse and receive
support:

At the time I didn’t know that him taking a picture was illegal, I just knew that
having sex was illegal ... because I knew that I was under the age [of consent]
and he was over the age. And I was worried that I was going to get in trouble
for that ... I told my mum ... she was quite disgusted by ... me saying I’d had
sex ... [ really played [the abuse] down, which meant that I couldn’t then ask
my mum to go to the school to support, to stop people from ridiculing me
about it. Because when you’re a teenager you think the worst thing to do when
you’re being bullied is to report it because it will make it worse.

Even though the sexual abuse took place more than a decade ago, Zoe described
how she still continues to experience a lingering sense of shame, which she connects
to her then young age:
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It’s something I feel a lot of shame for it now ... it’s not something that I tell
to anybody. So it’s not a story I took with me to university or that I took to,
you know, into my life now. And it’s not something that I would ever con-
verse with my mum about anymore, it’s just something that happened and
I would never bring that up to anybody because I feel a lot of shame for it.
Not just the photo but for being sexually active at such a young age.

Many survivors also reflected on the ways in which the image-based sexual abuse
had profound impacts on their mental and physical health, and a range of stress-
related conditions such as chronic pain, headaches, spasms and nausea. However,
the health impacts of image-based sexual abuse were particularly pronounced for
victim-survivors living with disabilities. Vicky, for example, recounted how she
was greatly upset after she discovered her boyfriend had shared intimate images
of her, which in turn destabilised her epilepsy and required emergency medical
care:

So obviously he didn’t cause the seizures but I feel like if I hadn’t been so
upset ... stress can trigger seizures and ... I wasn’t looking after myself,
you know, I hadn’t been eating, and sometimes when my blood sugars drop
that can trigger a seizure as well ... so I was just so weak, I was highly dis-
traught, I’d had no sleep because I'd literally been crying, I was so upset all
night, I hadn’t really ate anything and I just think my body, obviously with
being epileptic as well, it just completely gave out... I had something like
over 30 seizures ... I was in hospital for a while ... they say I could’ve died.

Further, Fiona described how her partner taking a series of intimate images of
her without her consent compounded her pre-existing mental health conditions,
which has impacted her ability to work:

My whole mental health has been a bit crap like pretty much all my life.
But at that point ... I was working part-time ... But I sort of I don’t know, I
just stopped ... my anxiety got [a] lot worse ... I haven’t worked since then
... People think it’s because you’ve got mental health problems ... Like no
actually, you’re not understanding [the abuse] has made my mental health
problems worse, like my whole situation.

Although some UK interview participants identified as BAME and/or LGBTQI+,
our data did not clearly speak to the ways in which ethnicity and sexuality can
impact experiences of, or responses to, image-based sexual abuse. However,
across the international data set we are able to identify such examples. Tia for
instance, a participant from New Zealand, reflected that not only was her expe-
rience of abuse deeply violating, but it also potentially jeopardised her safety
by putting her at increased risk of so-called honour-based violence. Addition-
ally, one of our Australian participants, Maya, told us how the harassment and
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victim-blaming she experienced after someone created digitally altered images
of her, and then circulated them online, were imbued with racism and misogyny:

I got a lot of hate and a lot of it was because I'm brown-skinned, I'm a
woman of colour, I’'m not conventionally attractive in that I’'m not skinny
and I’m not white. The hate was not only sexist and sexualised but it was
also racialised as well. I had racialised hate and misogynistic hate, and the
commentary was, “You’re ugly and gross, why would this happen to you?”
or “You should be flattered,” or “You’re asking for it, you're a slut, you're a
whore, what do you expect?”

In relation to sexuality, another Australian participant, Kyle, who identifies as
pansexual, reflected on how his experience of having sexual images shared online
without his consent was imbued with homophobic abuse, with the abuser call-
ing him a “slut” and falsely claiming he had HIV and had “gone around infecting
people.”

Taking account of these varied experiences, there can be little doubt that privi-
lege and power (and the lack thereof) shapes the nature, experience and harms of
image-based sexual abuse. It is vital, therefore, that in seeking justice and redress for
victim-survivors, law, policy and practice recognise and remedy this.

Redressing the Justice Gap: Toward a Comprehensive Criminal Law
in the UK

Victim-survivors and stakeholders were clear that the current UK criminal law is
consistently failing those who experience image-based sexual abuse. The law is
confusing, inconsistent, unduly complex, out of date and difficult to prosecute, and
contains many significant loopholes (Rackley and McGlynn 2018; Dymock and van
der Westhuizen 2019; McGlynn et al. 2019). In the following sections, we narrow
our focus to concentrate on the accounts of the UK victim-survivor and stakeholder
participants in order to examine several different strands through which image-based
sexual abuse is, and might be, responded to in the UK. In terms of law reform, our
specific focus is on the law in England and Wales, with Scots law currently provid-
ing a far higher level of protection from these abuses (Chalmers and Leverick 2017).
We do so not because experiences of, and responses to, image-based sexual abuse
are necessarily jurisdictionally different, but rather because when exploring what is
‘justice’ for victim-survivors of image-based sexual abuse, the local law and crimi-
nal justice system, as well as the (un)availability of support structures, are highly
relevant.

In arguing for a criminal sanction, we are not suggesting that criminalisation
should be the first or only response to image-based sexual abuse, or that it is the
best means to tackle such behaviours. As reflected in our multifaceted strategy out-
lined below, the criminal law should only ever be seen as one of many varied and
multiple means of ensuring justice and redress. The criminal law does, however,
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have a role to play in providing recognition and redress to some victim-survivors of
image-based sexual abuse, as well as supporting education and prevention measures;
albeit within a framework that appreciates the considerable challenges of deploy-
ing the criminal law, not least its uneven application in practice (see Waldron 2010;
McGlynn and Rackley 2017; McGlynn and Johnson 2021). Moreover, as McGlynn
and Johnson have argued in the context of cyberflashing, engagement with the law
is vital in the current political climate where criminal law reform is being actively
considered:

Without change, the law will continue to ignore the harms experienced by
women, it will marginalise their experiences, neglecting to recognise them
or provide redress. Engaging with the law, therefore, is a complex equation:
seeking to harness its transformative power, while resisting its capacity to dis-
tract, and reinforce disadvantage and oppression ... To abandon this terrain
now would be to concede ground to what can be a powerful tool against harm
and abuse. It would also risk new criminal laws being introduced that do not
adequately or effectively provide recognition, redress or a sense of justice to
victim-survivors. (McGlynn and Johnson 2021, 62)

Understanding the Nature of Image-Based Sexual Abuse

Many of our participants reported that one of the fundamental problems with the
current criminal law is its failure to understand the experience and nature of image-
based sexual abuse. This misunderstanding takes two forms: first, a failure to recog-
nise the experience as one of sexual abuse; and, second, an erroneous presumption
that the perceived motivation for abuse is either malicious intent or ‘revenge’.

“It's an abuse of me and my body... it's sexual abuse”

One of our stakeholders, who supports victim-survivors, described how the law fails
to “capture the real essence” of image-based sexual abuse by not understanding it
as a form sexual abuse. For example, many victim-survivors described to us how
they experienced these harms as a form of abuse similar to sexual assault. This ech-
oes earlier research (Henry et al. 2017; McGlynn and Rackley 2017; McGlynn et al.
2017; McGlynn 2017; North Yorkshire Police and Fire Commissioner 2018; Powell
et al. 2018). Lucy, whose ex-boyfriend had uploaded sexual images without her con-
sent onto porn websites, commented: “I feel like it’s on a par with sexual abuse, just
the toll it’s taken on me. And I know people might say that sounds like an exaggera-
tion, but that is genuinely how I feel.” This was echoed by Sonia, who said: “I just
feel like it’s more like sexual abuse ... like cyber sexual abuse.” Deborah described
it as a “digital version” of rape: “you’re still being exploited, you’re still being made
very vulnerable and it’s still against your will ... you’re being raped, it’s just in a dif-
ferent way, it’s just a new version of it.”

And yet, non-consensual disclosure offences are not categorised as sexual
offences, leading to a number of unjustifiable and discriminatory consequences,
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the most egregious of which is the lack of automatic anonymity for complainants.
This means that their names can be—and are—published in news reports and across
social media and the internet. This ironically magnifies the abuse by drawing fur-
ther attention to the primary abuse, thus likely increasing visibility and vulnerability
for victim-survivors. This risk of further exposure through publicly naming victim-
survivors can have a significant impact on their lives and those of their friends and
family. As one stakeholder who works with victim-survivors told us:

The saddening part is that they named [the victim-survivor] in the court ...
her name was in the [news]papers, and then it went viral. ... She’s told me that
was worse than the crime. ... The fact that everybody knew who she was and
what had happened to her, it was quite bad really. ... She’d got a young child
as well.

Unsurprisingly then, and in line with other research (e.g. North Yorkshire Police,
Fire and Crime Commissioner 2018), we found that the absence of anonymity is a
key barrier to victim-survivors reporting to the police. Lucy’s comment is reflective
of others:

Because there is no anonymity ... [reporting to the police is] not something I
would do again. Even if you could guarantee me that the police would be very
sympathetic and take it seriously and investigate, I still wouldn’t do it because
there’s no anonymity.

The lack of automatic anonymity in this context is—in the words of our interview-
ees—ridiculous”, “crazy,” “outrageous” and “such an obvious disaster”. It is not,
however, the only consequence of the failure to correctly categorise image-based
sexual abuse. A number of police officers expressed their frustration at their ina-
bility to take appropriate action against a perpetrator, for example by seeking to
secure a sexual harm prevention order, despite the perpetrator being at high risk of
future offending. Other stakeholders highlighted negative procedural consequences,
including the use of special measures and the allocation of an appropriately trained
judge: “whereas a sexual assault has to go before a judge ... who’s had the specialist
training ... I don’t think [image-based sexual abuse] would” (lawyer working with
victim-survivors).

“It's not one act of revenge after a breakup”: the multifarious motivations
of image-based sexual abuse

Our participants also considered there to be widespread misunderstandings relating
to the motivations of perpetrators. In particular, the law assumes the abuse is moti-
vated either by sexual gratification or aiming to cause harm or distress. This fails to
understand the breadth of motives, and therefore provides no redress for many vic-
tim-survivors. In fact, our research reveals a complex picture in which there is rarely
a single motivation for image-based sexual abuse. Participants identified a range
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of multiple, overlapping and interlocking motivations, including control, attention
seeking, jealousy, obsession, misogyny and ‘lad culture’, sexual gratification, a
“prank”, distress, humiliation, entitlement, and to build up social capital.9

Over half of the victim-survivors we spoke to considered a primary motivation for
the perpetrator was “control”. This parallels extensive research on other forms of
domestic and sexual violence which identifies power and control as being a central
motivation for perpetrators (see e.g. Kelly 1988; Stark 2007). It also parallels sur-
vey findings, where over half of those self-reporting as perpetrators stated that one
of their motivations was control (Henry et al. 2021; see also Powell et al. 2019).
Additionally, many of our interview participants who identified control as being a
key motive had experienced image-based sexual abuse within the context of an inti-
mate relationship—emphasising the strong relationship between this form of abuse,
domestic abuse and coercive control (Stark 2007). As one participant, Liz, reflected:

He just was not a nice guy. ... He was very controlling and manipulative. So,
when we were going out ... he would jokingly say ... “If we ever fall out I can
show people these photographs™ ... And in hindsight now, I realise that that is
very controlling behaviour.

Similarly, one of the stakeholders who works with victim-survivors told us: “It’s not
one act of revenge after a breakup. It’s a continued pattern of control. ... It’s another
means to degrade them, to humiliate them, shame them, control them, maybe coerce
them into coming back”.

Although control was the dominant motivation, another key theme was ‘misogyny
and entitlement’, where men are more motivated by how they are perceived by oth-
ers, as opposed to harming the victim-survivor (McGlynn et al. 2019). Victim-survi-
vors reported motivations relating to misogyny, sexual entitlement and ‘lad culture’,
highlighting the gendered dimension to experiences of image-based sexual abuse.
Mary, for instance, spoke of her partner seeking “more notches on his bedpost,”
while Alison reflected that her ex-boyfriend was “probably a bit of a show-off” in
sharing her sexual images without her consent. Participants also spoke of the per-
petrator’s sense of entitlement. In a number of cases, the victim-survivor had sought
to protect herself by refusing to take and/or send private sexual images, only to find
that the perpetrator had taken images of them without her knowledge (see further
McGlynn et al. 2019).

This range of motivating factors is not reflected in the current law in England and
Wales, where the offence of non-consensual distribution of private sexual images
requires a single identifiable intention to cause the victim-survivor distress.!® Not

° Of course no one, including victim-survivors, can really say what someone else’s motivations are.
Nonetheless, the motivations identified by our participants reflect the findings of other research with per-
petrators (see further Hall and Hearn 2017; Mortreux et al. 2019; Powell et al. 2019; Henry et al. 2021).

101 England and Wales: Sects. 33-35 of the Criminal Justice and Courts Act 2015, extended to North-
ern Ireland by virtue of ss 50-53 of the Justice (Northern Ireland) Act 2016. Scots law includes reckless
intention alongside distress, see Sect. 2 of the Abusive Behaviour and Sexual Harm (Scotland) Act 2016.
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only does this requirement only cover one type of motivation; it adds an additional
threshold which is restricting the application of the law. As one police officer noted:

I don’t really see why anybody would share images of an ex-partner without
realising that it might cause them some distress. ... It shouldn’t be included as
something that we need to prove. Because all they’ve got to do is turn around
in interview and say “oh, no, I just did it as a joke, or I never thought they’d
see it.” And it’s very easy to get out of I think. Unless you’ve got something
like a text or an email that says, “I’'m doing this to you.” ... Then yeah, it’s
very difficult to get anywhere with it.

This was also reflected in the experiences of victim-survivors. Only a very small
number of those we spoke to had seen the perpetrator prosecuted and convicted of
a crime, and none were based on legislation specifically criminalising the non-con-
sensual dissemination of intimate images. Many of our participants were told they
were unable to bring their case within the remit of the criminal law because it was
not possible to demonstrate the limited intention requirements. Julia, for example,
whose ex-partner used her sexual images to set up a fake profile on a porn web-
site on which he encouraged people to “take [her] down dark alleys and rape [her]”,
was told by the police that there wasn’t sufficient evidence to suggest he intended
to cause her distress, as they believed he didn’t ever want her to find out what he
was doing. Rhona, whose ex-boyfriend also posted images of her on porn and social
media websites, alongside comments encouraging people to make up sexual fanta-
sies about her, was told by the police she had no case because “[the police officer]
didn’t think it was revenge porn because there wasn’t any revenge in it” (despite, of
course, this not being a legal requirement) (see also Bond and Tyrell 2018; Henry
et al. 2018a).

This focus on intention is not only out of step with other sexual offences, labelled
not because of the motivation of the perpetrator but because of the mode of per-
petration (McGlynn 2018), but it also highlights the problem with legislation that
requires one or two identifiable reasons for behaviour from a list of ‘acceptable’
motives. We know that there is rarely a single motivation for image-based sexual
abuse (see also Ruvalcaba and Eaton 2020; Powell et al. 2019; Henry et al. 2021).
This not only leaves many victim-survivors without a (criminal) legal remedy, but
also encourages and legitimates the still prevalent view that (some forms of) image-
based sexual abuse are ‘a laugh’ or ‘harmless’, or the victim-survivor is in some way
culpable. Our research found that victim-blaming continues to be widespread, par-
ticularly online and among the police and schools. As one stakeholder who works
with victim-survivors told us:

When we promote articles or we promote posts on social media ... most of the
comments will be, “Well, that’s what you get for sharing images.” “Well, they
shouldn’t have shared them in the first place.” “What did they expect? ... [Or]
they’re just a really passive, kind of, “This won’t happen to me. I'm very care-
ful” ... passing the blame [to victims].
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Another stakeholder described a situation where a school had asked her to come in
to “terrify” pupils into not sending images:

How they decided to approach it was to call [up] individual young women
who’d been victims ... literally in front of the whole school and to ... say “if
you didn’t take images of yourself then you wouldn’t be like these girls”. It
was horrific.

It is little wonder that a number of the victim-survivors we spoke to had experienced
victim-blaming attitudes (or, in some way, blamed themselves). As Louise, whose
intimate pictures with a woman work colleague were shared without her consent,
told us.

... I didn’t see myself as a victim. I saw myself as a person that had, it wasn’t
a relationship, it was an affair ... While we were in this quite lustful affair, that
was just what we did, and I just sent her pictures and that was kind of the rela-
tionship and how the relationship evolved. It was always my choice to send the
pictures, so I kind of felt like you just can’t turn around and go, “It’s not my
fault” when actually, if you hadn’t have sent those pictures in the first place,
she wouldn’t have those pictures. Does that make sense?

Victim-blaming can have serious, life-threatening consequences. Heather, for exam-
ple, told us about her experience reporting her abuse to the police:

The case officer I was given came around two days after I reported it and they
took my first statement ... and they instantly like victim-blamed me for what
had happened. She said “well I guess you’ve learnt your lesson.” And I was
really sad by that. Because it felt like if the police didn’t have any sympathy
or anything, then nobody else probably would either. So it made me feel really
bad. And I had to get my friend to come over that night because I felt really
unsafe in myself. I thought I’d probably harm myself.

“Still a picture of you": deepfakes and developing technology

Another failure identified by participants is the exclusion from English law of the
distribution of images or videos that have been digitally altered to make them sex-
ual.!! This can involve manipulation of photos, commonly known as ‘photoshop-
ping’ and ‘fakeporn’, as well as the use of recently created artificial intelligence
programmes to create realistic pornographic videos, often referred to as ‘deepfakes’
(Chesney and Citron 2019). While this technology is driving political debates about
potential interference in democracy, not surprisingly, the vast majority of deepfakes

"' In England and Wales and Northern Ireland, ‘altered” images are explicitly excluded by virtue of s
34(5) of the 2015 Act. Altered images are not, however, excluded from the Scots provisions — s 3(2)
Abusive Behaviour and Sexual Harm (Scotland) Act 2016.
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created are pornographic (Ajder et al. 2019; Holmes 2019). Sarah experienced this
form of abuse:

I got an email ... saying ... “Are you sure you want this on the internet?”
And it was a load of very explicit porn with my name attached and my face
attached. But it was photoshopped. ... He’d clearly gone through my Facebook
photos ... and then photoshopped me into some very hardcore porn and had
put it on the internet under my real name with my Facebook profile picture as
the profile picture up there. So it was very identifiably me.

While ‘photoshopping’ technology has been available for decades, the use of arti-
ficial intelligence is making ‘fakeporn’ videos increasingly sophisticated (Henry,
Flynn and Powell 2018b). It also appears to be increasingly common. In our survey
of over 6000 participants across the UK, New Zealand and Australia, 14% disclosed
that someone had either created or shared digitally altered nude or sexual images
of them without their consent (Henry et al. 2021). Indeed, of those whose images
had been taken without their consent, in one third (34%) of cases the images had
been digitally altered (Henry et al. 2021). So far, the UK Government has refused
to strengthen the law to cover ‘fakeporn’. Indeed, in 2016, the Minister responsible
stated that the harms experienced by the non-consensual sharing of altered images
were not as great as for ‘original’ images (Bradley 2016). Our research would sug-
gest that this is misguided. Advancements in artificial intelligence have made it
increasingly difficult to tell the difference between the fake and real images, and so
the harm and harassment experienced by victim-survivors can be just as significant
(see also Flynn 2019). Sarah, for example, told us she was left feeling “extremely
exposed and very much attacked, and just really, really vulnerable” after her ex-part-
ner distributed fake pornographic photos of her. As one stakeholder, who works with
victim-survivors, explained to us: “it’s still a picture of you. ... It’s still abuse”.

Excluding ‘intimate’images

For the current criminal law in the UK to bite, a non-consensually distributed image
must be both ‘private’, that is showing “something that is not of a kind ordinar-
ily seen in public”, and ‘sexual’, that is exposing the victim-survivor’s “uncovered
genitals or pubic area,” or its “content, taken as a whole, is such that a reasonable
person would consider to be sexual because of its nature”.'? This definition has the
effect of excluding a whole range of images that might be considered ‘intimate’ but
which are not ‘sexual’ and/or are of activities ordinarily seen in public and therefore
not included. In particular, the exclusion of some ‘intimate images’ risks reinforcing
dominant norms, particularly around gender, race, ethnicity, religion and sexuality.

12 Criminal Justice and Courts Act 2015, s 35. See also s 3 of the Abusive Behaviour and Sexual Harm
(Scotland) Act 2016, which though using the language of intimacy, adopts much the same approach.
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As one stakeholder who supports black and minoritised women experiencing
abuse told us:

A lot of times what would be considered as being sexually explicit or a sexual
image for BME communities is very different than what would be considered
sexually explicit in mainstream communities. So it could be as simple as a
photograph of a girl without her headscarf when she normally wears a head-
scarf. It could be a picture of a girl with boys or vice versa, boys with girls.

The current approach, therefore, excludes many images which, if distributed without
consent, may cause significant harm including the examples above of an image of a
Muslim woman without her usually worn headscarf, or of a Hasidic Jewish woman
with her legs or ankles exposed.

There are also other examples of potentially ‘intimate’ images that are not cur-
rently covered. The same stakeholder also suggested that current definitions simi-
larly exclude cases involving sexuality:

It could be a young person who is in a place they shouldn’t be. So like, for
example, if they’re transgender or if they are gay or lesbian and they are pho-
tographed in like a gay bar or something like that, that would be enough of a
threat.

Therefore, a more inclusive approach, with broader definitions of the types of
images covered, would be welcome to ensure that the criminal law extends to all
forms of intimate images that an individual has not chosen to share publicly.

The “panic that something is going to happen”: the life-threatening and paralysing
nature of threats

A number of victim-survivors we spoke to had experienced threats to share nude or
sexual photographs or videos of them without their consent, echoing survey findings
which have found that as many as one in five respondents had experienced someone
threatening to share a nude or sexual image without their consent (Henry et al. 2021,
11). While many of the threats made to our participants were subsequently carried
out, this was not always the case. Threats to share images can in and of themselves
have significant, life-threatening impacts. Participants described the paralysing
effect it had had on their daily lives. Stephen, for example, who was threatened by a
former woman friend, told us:

Before all this happened, I had no problem sleeping eight hours a day. [Now]
I’ll be lucky if I sleep two hours straight and don’t get up and check my phone
and then I go back to sleep and wake up again and check my phone. ... And
it’s just this panic that something is going to happen. And it’s like, as time goes
on, it doesn’t really fade. Because I think like the second that ... I'm not pre-
pared for it, then it’s going to happen.
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For others, the threat of disclosure is continuous, cumulative and can become over-
whelming. As Louise told us, the fear of images being shared by a former girlfriend
was such that she tried to end her life: “I was embarrassed and I was ashamed ...
and I felt stupid. ... Even now I'm still not sure whether or not she will send them.
... My mental health deteriorated quite significantly. ... I took an overdose”. While
many of our participants who had experienced threats did so in the context of an
abusive relationship, this was not always the case. Threats can be made in a wide
variety of contexts and relationships.

In light of these experiences, it is deeply concerning that threats are not cov-
ered by English law (McGlynn and Rackley 2017). Unlike in Scotland, where the
threat to distribute private sexual images is criminalised,'* in England and Wales
and Northern Ireland there is no specific provision covering threats, with the result
that there is often nothing the police or victim-survivor can do to pre-empt or stop
the abuse from happening. The urgent need to criminalise threats was also recom-
mended by a recent domestic homicide review where police were hindered in the
action they could take when a victim was being threatened (Lyons 2019). As one
stakeholder who works with victim-survivors commented: “they go to the police
and the police say, ‘Well, there’s not really anything we can do. Because they’re not
really breaking any laws. Come back to us if it gets shared.”” Further, while threats
to distribute images may be part of a broader pattern of coercive control within the
context of domestic abuse, legislation criminalising coercive control is itself limited,
as it would primarily only apply to ongoing intimate relationships (see e.g. Home
Office 2015).

“The Law Has Got to Catch Up”: A Framework for a Comprehensive Criminal Law

Participants in our study identified that the criminal law is, without doubt, failing
victim-survivors of image-based sexual abuse. It is failing to protect people’s sexual
integrity and autonomy and it is failing to provide victim-survivors of image-based
sexual abuse with justice and an adequate form of redress. In addition, the inadequa-
cies and gaps in the law often make the experience worse by causing, or contribut-
ing to, additional harms such as widespread naming and shaming. Furthermore, the
inconsistencies in the treatment of victim-survivors of image-based sexual abuse,
depending on how the abuse was manifested, are unjustified and lead to unnecessary
complexity and injustices. These distinctions between forms of abuse are even more
problematic when a victim-survivor is forced to turn to multiple laws in respect of
the same matrix of abuse.

As noted above, the majority of victim-survivors we spoke to in the UK (and
across all three jurisdictions in our study) had experienced more than one form of
image-based sexual abuse, most often having had images taken, threatened and
shared without their consent (these findings are also supported by our survey results,
see Henry et al. 2021). Thus, a criminal law which separates out these experiences,

13 Abusive Behaviour and Sexual Harm (Scotland) Act 2016, s 2.
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applying different thresholds, motivations and other requirements for the different
elements of abuse, fails to recognise and understand the nature of these offences.
The abuse is not experienced separately as ‘distribution without consent’ and
‘voyeurism’, or whatever particular criminal law category applies in that situation.
Rather, victim-survivors experience image-based sexual abuse, sometimes multiple
differing abuses, sometimes over time, but all connected and related, needing to be
understood as a whole. As Liz Kelly has described in relation to sexual harassment
and violence, and affirmed by our participants, victim-survivors’ experiences “shade
into and out of a given category” (Kelly 1988, 48)—meaning that it is vital to under-
stand these abuses on a ‘continuum’.

This is the rationale for the concept of ‘image-based sexual abuse’ which
describes a range of interrelated forms of abuse and which draws on the conceptual
insights of Liz Kelly and her idea of the ‘continuum of sexual violence’ (Kelly 1988;
McGlynn and Rackley 2017; McGlynn et al. 2017). Kelly’s predominant concern
was to provide the conceptual tools by which women’s experiences of men’s vio-
lence could be better understood, as they were (and still are) not reflected in the
“legal codes or analytic categories” of existing research (Kelly 1988, 74; McGlynn
et al. 2017, 27). Fundamentally, therefore, the continuing mis-categorisation of
image-based sexual abuse, and the ad hoc and piecemeal categorisation of offences,
fails to ensure legal remedies are grounded in victims’ experiences and harms.
For these reasons, what is needed is a conceptualisation and legal approach which
embraces some breadth and flexibility, creating a “framework in which new expe-
riences can be located and accurately understood as abusive—something which is
especially important in this area where modes of perpetration rapidly change due to
advances in technology” (McGlynn et al. 2017, 28).

Our research, therefore, supports the criticisms of the existing laws and the calls
for reform that have been made by academics, stakeholders and victim-survivors
alike (see e.g. Gillespie 2015; McGlynn and Rackley 2017; North Yorkshire Police
and Fire Commissioner 2018; Gallagher 2019; Gillespie 2019; Dymock and van der
Westhuizen 2019). It is vital that the criminal law moves away from the current ad
hoc and piecemeal approach which fetishises specific forms of image-based sexual
abuse. Research across the UK, New Zealand and Australia has found widespread
community support for the criminalisation of image-based sexual abuse, with more
than four in five respondents supporting legislation (Henry et al. 2021). What is
needed is a comprehensive law criminalising all forms of image-based sexual abuse,
including threats and altered or fake images, and which focuses on the absence of
consent, rather than the perpetrator’s motives, the location of the conduct, or the
form of the images.
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Reclaiming Control: A Multi-stranded Approach to Justice
for Victim-Survivors of Image-Based Sexual Abuse

While many of the victim-survivors had engaged (with varying degrees of success)
with the criminal justice process, it is clear that few saw this as the only—or indeed
best—avenue for support and redress. Rather, what is clear from their responses is
a desire to ‘reclaim control’ of their images, bodies, lives, relationships, careers,
and physical and mental health. For many, this—rather than punishment of the per-
petrator of the abuse—was their primary concern. What is required, therefore, is
an approach which provides a multi-stranded, multi-institutional and multi-agency
response that allows victim-survivors to simultaneously or consecutively pursue one
or more of a number of options within and beyond the criminal justice system. In
this final section, we discuss four avenues identified by the UK victim-survivors and
stakeholders we spoke to, through which victim-survivors of image-based sexual
abuse might seek justice and reclaim control. We then make a case for the establish-
ment of an Office for Online Safety in the UK charged with putting this approach
into practice, much like that currently operating in Australia (Henry et al. 2019a, b).

Recognition, Education and Restorative Approaches

m

“I wish that someone had sat him down and said ‘this is wrong

As with other survivors of sexual violence, what constitutes ‘justice’ for victim-sur-
vivors of image-based sexual abuse is, to use McGlynn and Westmarland’s term,
‘kaleidoscopic’. Justice is neither fixed nor linear, but rather a “continually shifting
pattern ... constantly refracted through new circumstances, experiences and under-
standings ... [with] multiple beginnings and possible endings” (McGlynn and West-
marland 2019, 186). There are, in other words, many different ways of enabling a
sense of justice, from securing consequences for the perpetrator, developing edu-
cational and prevention responses, and treating victim-survivors with dignity and
affording them recognition of the harms experienced. While almost all of the UK
victim-survivors we spoke to (and indeed across the larger study) referred to the
criminal justice system when considering what justice looked like, it was equally
evident that for most, this was just one route among many to securing justice, and
for some, not an option at all. For example, Kimberly, whose ex-boyfriend took
naked photos of her without her consent while she was sleeping, was wary of engag-
ing with the criminal justice system due to its potential long-term consequences:

[The criminal justice system] was never really on my radar. ... Because ... he
was, what, 20 at the time. And I thought I don’t really know what could hap-
pen but I just thought he’s very young and actually the person who he is when
he’s 40 or 50 years old is probably not going to be that same person, and is it
worth ruining so much for him?
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Overall, what emerged was a complex and varying picture, at the heart of which
was a desire to ensure greater recognition of the wrongfulness of the abuse and the
harms of their experiences; often a desire for “some kind of punishment, but not
prison,” possibly through more ‘restorative’ approaches which were seen by some to
be more effective (in terms of attitudinal change) than a prison sentence.

Thus, some victim-survivors spoke of wanting to convey to the perpetrator and
others the full impact and harms of what had happened to them, often (but not
always) with the hope that the perpetrator would take responsibility for what they
had done. Mary, who had had images taken and posted on a WhatsApp group chat
without her consent, commented: “I think, looking back now, an apology would
have been nice, or some ownership of, ‘Okay, I thought you would have been okay
with that and I'm sorry, I should have asked.”” This comment is indicative of others.
A number of the victim-survivors had contacted the perpetrator directly. For Kim-
berly this had helped her to obtain ‘closure’:

Maybe two years, three years [later], I sent him ... [a] WhatsApp message
basically saying “I know what you did. I want you to know that this is very
wrong. ... This is the impact it’s had on me since. ... I hope you haven’t done
it to anyone else. Don’t do it to anyone else in the future.” And then ... [I said]
“I have genuinely forgiven you.” And it actually was such a release for me to
be able to say that as well, which felt really good. ... Within about five min-
utes, probably less than that, he’d sent me a response [in which he admitted it
was wrong].

While any such encounters must be approached with great caution, and will be more
or less appropriate depending on the circumstances of the abuse, it is clear that some
victim-survivors would find a form of facilitated engagement a helpful option. Echo-
ing the experiences of other sexual violence survivors (McGlynn et al. 2012), and a
sentiment similar to Kimberly, Danielle expressed her wish to:

Confront [the perpetrator] about it and just tell him what he’d done and like
how awful it made me feel, and just make it clear to him like what he did was
wrong and why it was wrong and what the consequences were of it.

“It isn"t normal ... and it’s not okay to do”

Understandably, many of those we spoke to did not want to—or could not—speak
to the perpetrator directly, with others seeking a response which extended beyond
the individual perpetrator. In these and other cases, the police we spoke to had also
engaged in a variety of informal responses. For approximately half of the cases
where victim-survivors had reported their abuse to the police, the police resorted
to using informal methods of direct action, for example, by issuing requests that
images be taken down or destroyed, or informing the perpetrator that their ongoing
behaviour could amount to a criminal offence. Such responses commonly took place
in situations where the abuse fell outside the current criminal law, or where they felt
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there was not enough evidence to prosecute. Sarah, whose ex-boyfriend had posted
‘fake’ pornographic pictures of her on a mainstream porn website, told us:

So the police officer and I agreed that I would get hold of [the perpetrator’s]
mobile number and the officer would call him and give him an informal cau-
tion and tell him to take [the sexual images] down immediately or they would
come down and go through all his computers with a fine-toothed comb. ... I
think the threat ... was a complete bluff, but it did seem to do the trick ... they
[were taken] down within about 20 minutes of that phone call being made.

Some victim-survivors felt that these informal responses allowed the perpetrators—
in the words of Frances—to “get off scot free,” or were simply another way in which
the police minimised the seriousness of the abuse. Nonetheless, in some cases, they
offered (at least partially) some form of resolution. This was particularly in relation
to threats, where an informal warning of the likely legal consequences of the threat
being carried out, on some occasions, appeared to be enough to prevent the images
from being disseminated and the occurrence of future threats. While these infor-
mal responses raise many questions, including the motivations and constraints of the
police (see also McGlynn et al. 2018), they at least identify avenues where proactive
policing could have an effect.

Other participants talked of the need for a ‘cultural change’, identifying the need
for widespread and bespoke education on the impact and effects of image-based sex-
ual abuse. Echoing the views of many, Heather commented:

They’re sharing it because they think it’s a cool thing to do and [do] not realise
the effect that it actually has on the person, and I think if they were more aware
[that might change] ... even if it was just one of them that changed their view.

This highlights not only victim-survivors’ desire for education, as a form of jus-
tice, but also emphasises the fallacy of the criminal law in assuming perpetrators are
motivated purely by malice. Victim-survivors are telling us their apparent motives
are wider than this, and therefore educational responses must also be broader. Fur-
ther, in view of research finding little awareness of current criminal laws against
image-based sexual abuse (Henry et al. 2021), there is also a need for comprehen-
sive education and awareness-raising on the nature of the criminal law.

Utilising the Civil Law

The criminal law is, of course, not the only option for redress, with the civil law
offering another avenue through which victim-survivors may be able to reclaim con-
trol. While some jurisdictions have introduced bespoke civil remedies (see e.g. the
Crimes Amendment (Intimate Images) Act 2017 in New South Wales, Australia),
this is not the case in the UK. What this means is that while civil law options can be
effective, they are often underused and expensive. The victim-survivors we spoke
to were either unaware of civil law remedies, or had dismissed them because, in the
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words of one stakeholder working with victim-survivors, they are “not economically
viable for most of the human race”.

This is a considerable injustice, because civil claims for image-based sexual
abuse are, in the words of one lawyer we spoke to, “nearly all slam-dunk cases”.
Certainly, there is a veritable smorgasbord of civil law options—including harass-
ment, privacy, data protection, defamation and the pre-emptive use of injunctions
and non-disclosure orders—and a growing case law in the UK putting posters, for-
warders and hosters of image-based sexual abuse on notice: the civil law has teeth
and—if it bites—can leave perpetrators, and (in some cases) those who enable them,
liable for substantial damages (Horsey and Rackley 2018; Brown 2018).

Unlike the criminal law, civil law puts the victim-survivor—at least for those who
can afford it—back in control (Godden-Rasul 2015; McGlynn and Rackley 2017).
As one lawyer told us:

When you bring a civil action, you retain control over the position; whereas, if
you deliver something to the police, you don’t have to gather evidence, which
is great, but essentially the issue is taken out of your hands and it is processed
by the police and given to the CPS [Crown Prosecution Service], and they can
decide what to do.

In the context of image-based sexual abuse, where one of the ongoing harms is the
inability to control who sees your image, and how or when they do so, this power is
particularly important. The civil law also offers more opportunity for recognition.
Another lawyer we spoke to explained:

At the end of the case ... you can have a moment ... during which you can
have an open statement read in court. And the importance of this is that you
are publicly vindicated as the claimant ... and because it’s an open statement it
can be publicised, ... anyone can listen to it. ... [In] that statement the defend-
ant will acknowledge what they’ve done, they will retract it or apologise for it
[and it will state] the outcome of the case, like “it was settled for substantial
damages”. ... And I think that’s extremely important for claimants. ... I think
it does really empower victims.

The sticking point, of course, is money. Many perpetrators may well be, in effect,
“judgment-proof”, having neither the means nor the inclination to respond appro-
priately to a judgment against them (Citron and Franks 2014, 358). Despite ongo-
ing efforts by law firms to reduce the costs of initial consultations, including the
possibility of ‘no win, no fee’ arrangements, the cost of raising a civil claim often
means that access to this form of redress is dependent on the availability of sub-
stantial resources and an ability to access legal advice and is therefore distributed
unequally, for example, excluding certain socio-economic groups from redress.
Access to civil legal aid is limited (unless the image-based sexual abuse takes
place within the context of domestic abuse) and non-existent for individuals with
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no recourse to public funds; and, even with such funding, bringing a civil suit can
still be a huge undertaking.

That said, while perpetrators of image-based sexual abuse may not be worth
pursuing, websites and others hosting the images may well be. Many victim-sur-
vivors spoke of their desire to hold the online platforms accountable—and for
them to take responsibility—for the perpetuation and constancy of the harms
they were experiencing (O’Connell 2020). Though most digital platforms and
services, including social media and search engine companies, have processes
to remove images, these are often slow, complicated, and sometimes reliant on
personal connections with organisations. Lucy, whose ex-boyfriend had uploaded
images onto porn websites without her consent, reflected a common view when
she said that it feels as if the sites “can just wash their hands of it

For me it would be a way of ensuring that the websites themselves aren’t
able to publish these pictures, or that they’re shut down. ... I'm not par-
ticularly vengeful, ... so I wouldn’t even be that bothered about seeing my
ex behind bars or anything like that. I would just prefer to be able to move
forward and live my life normally. But I don’t feel that I can do that if these
pictures are constantly popping up, and people are sharing them.

This is extremely worrying in light of our survey results finding that of those who
have had sexual images shared without their consent, more than half (55%) of
victim-survivors discovered their images had been uploaded online; for almost a
quarter (23%) this included onto pornographic websites (and indeed many more
may be unaware that this had happened) (Henry et al. 2021). A number of the
victim-survivors with whom we spoke talked about “bringing claims against web-
sites” who are making money from their abuse, and there was a strong sense, par-
ticularly among the lawyers we spoke to, that this is the next frontier in the fight
against image-based sexual abuse. As one lawyer told us:

Our “legal crusade”, for want of a better word, is really to try and create
precedent that will hold websites to account for [hosting] these images. ...
The problem there that we face is pinning down a website, finding its juris-
dictional locus as it were. Because they are often, particularly the websites,
... owned through this extremely labyrinthine structure of offshore compa-
nies and shell companies and affiliate companies and subsidiaries. And it’s
very difficult to trace back who owns the actual website that’s posted the
image.

What this means is that at present such claims are time, technologically and
financially expensive—they can require a heady mix of cross-jurisdictional law-
yers and technological expertise (see also Henry et al. 2018a). And, of course,
websites are likely to be ‘extremely aggressive’ in defending claims and resisting
regulation. One lawyer stated: “I’m sure they would get out all their lobbying
big guns to try and resist this as much as they possibly could.” However, should
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this avenue prove to be successful, the technological landscape would change dra-
matically—images would disappear far more quickly, or not be posted at all and/
or victim-survivors would be eligible for significant financial compensation.'*

Practical, Technological and Emotional Support

Without exception, the key priority for victim-survivors in whatever jurisdiction is
the removal or take-down of their images from wherever they have been posted. The
first port of call for many was the police, often believing them to have more power
and/or influence than they did (see also Henry, Flynn and Powell 2018a). In fact, the
vast majority of police have very limited expertise or resources in this area. While
in the UK organisations and peer communities like the Revenge Porn Helpline and
Victims of Internet Crime (VOIC) provide excellent technical and practical support,
they do so either unfunded or underfunded and have limited capacity. As one stake-
holder who works with victim-survivors told us:

We’ve had cases where things have ... been online for years. ... You do get
that slight sinking feeling when you search one image ... and they say “I've
found it on three websites”, and you do a reverse image search ... and you find
it on 10 pages ... of Google search results. And then you go, “OKk, this is going
to take a while to go through”.

As a result, victim-survivors can often conduct their investigations alone, or with the
help of trusted friends. But this is not without significant consequences. As another
stakeholder who works with victim-survivors put it, “they have to look for their own
abuse online, to find it, in order to report it” and this constant viewing of the images
can itself be significantly traumatising.

Due to the significant harms of image-based sexual abuse, victim-survivors also
need access to specific emotional and psychological support to help them deal with
their experiences. The limited understanding of the constancy and enduring nature
of the harms of image-based sexual abuse means that securing appropriate coun-
selling and support has proven challenging for our participants. Further, as with
other forms of sexual abuse, accessing such services is often difficult due to limited
resources which cause long waiting lists. In Anna’s words:

The support system for people who have had this happen to them, it needs to
be more available to people, because if you're waiting on the NHS to give you
help with anything, any therapy or anything like that, you’ll be off the bloody
bridge and you’ll be gone by the time they phone.

4 The UK Government is considering further regulation of websites including a ‘statutory duty of care’
to protect users from harm (DCMS 2020).
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In the UK, cuts and underfunding have significantly restricted the availability of
specialist support services in particular, including specialist services for black and
minoritised women (see e.g. NCVO 2019; Thiara and Roy 2020). This is despite
these services providing crucial support and expertise that address the intersectional
risks and harms that may be engendered by image-based sexual abuse. Stakehold-
ers who work with black and minoritised women, for example, highlighted the
additional risks, institutional discrimination, barriers and impacts that such women
often face, due to interlocking structural inequalities and oppressions such as rac-
ism, xenophobia, migrant status and the related ‘hostile environment’, misogyny and
so-called honour-based violence. It is vital that efforts to improve the provision of
emotional, psychological and practical support for victim-survivors ensure that there
is a range of well-resourced services equipped to support all victim-survivors, across
BAME, LGBTQI+ and disability sectors.

Conclusions: An Embedded, Co-ordinated and Resourced Response
to Image-Based Sexual Abuse

Image-based sexual abuse is a pernicious and multifaceted form of abuse. Its pres-
ence and impact spans multiple jurisdictions. A multi-dimensional response is
needed in order to provide some measure of justice and redress for victim-survivors.
This requires targeted investment and political leadership. The current ad hoc situ-
ation is not only failing victim-survivors of image-based sexual abuse, but is mak-
ing their experiences worse. This article has sought to provide an evidence base,
detailing victim-survivors’ experiences and perspectives on what justice and redress
means to them. It also provides clear evidence that action is urgently required to pro-
vide redress and reduce further victimisation.

Reforming the criminal law, while necessary, is not enough. What is also needed
is a coherent strategy that combines proactive and reactive practical, legal and emo-
tional support led by a public body accountable to Parliament for the implementa-
tion of this strategy. To this end, we recommend the establishment of an ‘Office
for Online Safety’, a national, Government and/or industry-funded body.'> This fol-
lows the approach of similar organisations in Australia (the eSafety Commissioner),
New Zealand (Netsafe) and South Korea’s Advocacy Centre for Online Sexual
Abuse Victims, as well as that proposed by the Irish Law Reform Commission (Law
Reform Commission 2016, [4.18]). The Office would provide a central and authori-
tative hub of well-resourced and expert technological and legal assistance, and adopt
a proactive educative role in combating image-based sexual abuse. Drawing on
the best practice of the Internet Watch Foundation (charged with eliminating child

15 Such an organisation may form part of the Government’s broader regulatory mechanisms dealing with
online harms (such as those proposed in DCMS/HD 2019). But, so far, these do not include direct help
and support for victim-survivors, and the educative focus is on individuals protecting themselves, rather
than challenging abusive and misogynistic attitudes and behaviours (End Violence Against Women
2019).
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sexual abuse imagery online) and others, the Office would be positioned to provide
international guidance and support, building the cross-jurisdictional relationships
needed in order to provide practical assistance to victim-survivors to regain control
of their images. It would oversee the resourcing of specialist support services for
victim-survivors, including counselling and legal advocacy through organisations
such as the Revenge Porn Helpline and VOIC. It would also fulfil a duty to resource
and champion educational initiatives to challenge cultural attitudes and behaviours
that sustain online and image-based sexual abuse.

Now is not the time for tinkering around the edges of current law and support. It
is time to listen to victim-survivors of image-based sexual abuse, taking their experi-
ences and perspectives as the foundation from which to build a co-ordinated strat-
egy. It is time for political leadership and targeted resources. It is time for fundamen-
tal change.
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