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Abstract

Current biometric systems references information stored on templates and it possess
major drawbacks in their inability, if lost or stolen, to be revoked and re-issued as
would be the case with passwords. Thus, once a biometric source has been
compromised, the owner of the biometric, as well as the data protected by the
biometric, is compromised for life. This research investigates the potential of the voice
modality for employment in a template-free biometric system, which requires storage of
neither biometric templates nor encryption keys. It works by directly encrypting the
biometric data provided by the human voice and therefore eliminates the need for
storing templates used for data validation, and thus increasing the security of the
system. The research also introduces feature concatenation as a novel method of
combining the binary information from the feature sets and also introduces five new
revocation strategies based on the template-free method. The promising results allow us
to conclude that voice may potentially form the basis for a practical template-free

biometric system.
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Chapter 1 Introduction

Chapter 1

Introduction

Biometrics can be defined as an automated method of recognising humans based on
physiological or behavioural characteristics. Biometric recognition on the other hand,
deals with measuring an individual's suitable behavioral and biological characteristics in
a recognition inquiry and comparing these data with the biometric reference data which

had been stored during a learning procedure, in order to determine the identity of a

specific user.

Following from above, a biometric characteristic is a biological or behavioural property
of an individual that can be measured and from which distinguishing, repeatable
biometric features can be extracted for the purpose of automated recognition of
individuals. Examples of such characteristics include voice, face image, gait (which is
the way of walking), fingerprint, iris, etc. It is from these characteristics that specific
features are derived for use by computers as digital representation of persons which the
computer can learn and store, as well as recognize when the same features are re-
presented to it at a later time. Therefore, biometric features are information extracted
from biometric samples which can be used for comparison with a biometric
reference. For example, characteristic measures extracted from a face photograph such
as eye distance or nose size etc. A biometric sample is the representation, in analog or
digital form, of biometric characteristics obtained from a biometric capture device like
camera, scanner, microphone etc, prior to the extraction of features process. Examples
of biometric samples include electronic face photograph, fingerprint image, voice

sample, etc.



Chapter 1 Introduction

In current traditional biometric systems, there exist stages as identified below:

(i) An initial stage of image capture or signal acquisition (i.e. the image or signal
that is acquired from a human being and presented to the computer in a machine

readable form).

(ii) Feature extraction and processing stage. The aim of the extraction of biometric
features from a biometric sample is to remove any superfluous information
which does not contribute to biometric recognition. This enables a fast
comparison, an improved biometric performance, and may have privacy

advantages.

(iii)Template creation and storage. A biometric template is a digital reference of
distinct characteristics that has been extracted from a biometric sample. It
represents the biometric measurement of an enrolee used by a biometric system
for comparison against subsequently submitted biometric samples. The template
is generated during the process of feature extraction, which frees the raw data
coming from the biometric sensor from irrelevant information. The template is
the digital representation of the biometric data like the analysis of the locations
of minutia contained in fingerprints or a mathematical summary of the patterns
in an iris image or the digital representation of voice prints that is created and
stored. These templates contain the unique characteristics of an individual's
biometric information to which future biometric data would be compared in
order to achieve authentication or verification. When templates are created, they
are stored in computers (may be a database in a centralised server), in a token or
smart card that can be carried around, on a workstation, or directly on the

biometric sensing device.

(iv)Data comparison for the purpose of authentication (identification or
verification). The wuser subsequently provides his/her biometric data for
verification / authentication, during which the sample is quickly processed into a

2



Chapter 1 Introduction

digital template, which is then compared to those existing in the database to
determine a match. This process of converting the provided biometric samples
into a digital template for comparison is repeated each time the user attempts to

use the system.

A typical template-based biometric system is as represented in figure 1.1. below:

Enrollment:
la
: No Match
Present __o | Capture | — | Process | —P
Biometric /1
Verification:
Present 3| Capture | — | Process \A
Biometric
Match
Fig. 1.1: schematic diagram of a template-based biometric system

Stages (i) to (iii) above represent the enrolment process in current biometric systems,
which basically obtain an individual’s physical and behavioural characteristics and
process them by a numerical algorithm to create a digital representation of the obtained
biometric and stores it as a template [1]. For the purpose of verification, the same

process is followed, except that the new data obtained is compared against the stored

template to determine a match.
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1.1 Problem Definition

The need to store the biometric data on a medium to be referenced before achieving
verification/ authentication has created a potential security risk in biometric technology
because the stored data can be stolen, copied, cloned, etc. [2] - [9], [15], [16]. Although
it is not easy to do this, it is a major threat that has made the processes in current
biometric systems possess the risk of an attacker gaining access to the stored template
for fraudulent or unauthorised use. Once biometric systems are successfully
compromised, the owner of the biometric as well as the data protected by the biometric
is compromised for life because humans cannot ever change their features, and unlike
passwords that can be cancelled and reissued if lost or stolen, biometrics cannot be re-
issued [10], [11]. In the area of privacy, it has been argued that although technology
has improved to the extent that the template cannot be decoded back to the biometric
data, it could be used to track the activities of an individual because if there is a
database anywhere that ties the user to the unique biometric template, it could be used
to perform tracking functions [12]. Public confidence and acceptance of the biometrics
technology will depend on the ability of system designers to demonstrate that these
systems are robust, have low error rates and are tamper proof. This is therefore the

challenge that this research is set out to address.

1.2 Motivation

From section 1.1 above, it has been shown that biometric data stored on templates are
susceptible to risks. Jain et al [13] clearly showed that data stored on a template can be
attacked and subsequently compromised. As a result of these fears for the safety of
biometric data, there have been various attempts at securing such captured biometric
measurements [14]. Thus, a new trend in biometric research is in the protection of
biometrics systems themselves. Such efforts have looked at revocable biometrics [2] -
[9], [15], [16], and broad based Template Security [13], [14], [17]. However, these

efforts are still dependent on some form of template storage and as long as template
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data are stored somewhere to form the basis for matching, the security of the system
will be susceptible to cases of compromise because it largely depends on several other
factors. For instance, if the owner of the biometric sensor fails to keep the biometric
private, then the confidence in revocable biometrics will be eroded because its security
depends on the secure management of the distortion parameters (i.e. the disguised or
cancellable parameters), which must be used for enrolment and made available at
matching. The storage of the original or distorted information on a template equally
makes the system vulnerable because if the individual responsible for the safety of such
template deliberately or by error exposes the system to attack, the entire system will be

compromised.

It has therefore become justifiable to design biometric systems that will eliminate the
need for template storage of data before achieving authentication. In addition, the need
for remote authentication using existing infrastructure is ever increasing. Such needs are
found in e-banking, e-commerce, smartcards, remote password reset etc., and voice has
been found useful in achieving remote authentication. The choice of voice as the
modality to employ in this research stems from the fact that it has many advantages

over other biometrics such as:

- In many applications, speech may be the main or only modality (e.g. telephone
transactions), so users do not consider providing a speech sample for

authentication as a separate or intrusive step.

- The telephone system provides a ubiquitous, familiar network of sensors for
obtaining and delivering the speech signal. Therefore, in telephone based
applications, there is no need for special signal transducers or networks to be

installed at application access points since a cell phone gives one access almost

anywhere.

- Infrastructure for other non-telephone applications are readily available e.g.
sound cards and microphones are low-cost and readily available.

5
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- Speech is a natural signal to produce and users do not consider its provision

threatening,.

- Speaker recognition area has a long and rich scientific basis with over 30 years

of research, development, and evaluations.

- Finally, voice has a higher advantage over other biometrics characteristics
because in voice, we can change what password or code that an individual says.
Thus it combines the advantage of two factor authentication (‘what you are’ e.g.

your voice and ‘what you know’ e.g. a password).

Therefore, the challenge that this research secks to address is in the development of a
new approach to biometric encoding which will eliminate the need for a template of
pre-captured data being used as a basis for comparison before authentication is
achieved, thereby significantly reducing both fraudulent authoring of information and
fraudulent access to confidential documents. This technique will exploit the possibility
of directly encrypting the biometric data provided by the individual’s voice and develop
a method of directly generating an encryption key based on the voice features. This will
eliminate the need for storing templates used for data validation, therefore increasing
the security of the system. The implication is that the system proposed in this research
seeks to combine the advantages in voice biometric to build a template-free system that
will essentially directly encrypt the biometric data provided by the individual’s voice,

thus eliminating the need for storing templates used for data validation, and in turn

increasing the security of the system.
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1.3 Scope of the Research

This research initially presents the processes involved in current biometric systems and
the issues of concerns raised by the storage of biometric data on a template. In order to
overcome these concerns related to template storage of biometric data as outlined
above, this research proposed and investigated the possibility of directly encrypting the
biometric data provided by the individual using the potential of the human voice
modality. In order to achieve this, the study considered the characteristics that made
voice to be useful in biometric recognition and investigated the stable features derivable
from the human voice that can be used to directly generate biometric keys. The research
subsequently presents the basic operating principles of template-free biometrics and
introduced feature concatenation as a novel method of combining the binary

information generated from the voice feature sets to build an efficient template-free

biometric system.

Bearing in mind that template-free biometrics aims only at eliminating template-based
vulnerabilities, and that other vulnerable points in biometric systems can introduce
compromises that may affect the keys generated based on template-free biometrics, the
research further investigated the techniques used in revocable biometrics with the view
to establishing the possibility of using the concept to annul keys generated from
template-free biometrics. This is mainly by disguising the biometric information used to
generate keys in template-free system; hence a new set of biometric information is
produced to annul previously used keys and thus reduces problems of compromise

associated with other vulnerable points in biometric systems.

This research scope does not include studies on the voice capture infrastructure like the
microphone or the telephone handset and their various types which may introduce
variations in the value of the signals introduced into the encryption algorithm. This is
because it is expected that the choice of the infrastructure used for implementing voice

based template-free systems is made ab-initio.
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1.4 Aims and Objectives

The overall aim of this research is to investigate and develop strategies for the novel

concept of template-free biometrics using human voice modality.

To achieve this aim, the research targeted the following objectives:

e Evaluating candidate features extracted from the human voice that can be
employed in template-free systems.

e Outline the principles of template-free biometrics based on voice strategy

e Introducing feature concatenation as the novel technique for voice feature
combination as a means of combining the biometric codes generated from
template-free systems.

o Investigating techniques for the integration of revocable biometrics with
template-free biometrics in order to enhance security and preserve privacy by
taking away the control of biometric system from the hands of either an attacker,
the owner of the biometric sensor used for signal/sample capture, or those with

access to the algorithm.

1.5 Thesis Outline

Following from the problem definition and introduction of the main focus of this

research, this thesis further reports the following:

Chapter 2 reviews existing biometric systems and the human traits that are used, their
advantages, limitations and their basic operating principles. It further reviews the
challenges associated with the current system which can be potentially solved with

template-free systems.

Chapter 3 reports the evaluation of the properties of the human voice that qualifies it as
a biometric trait, how the human voice is produced, and the basic operating principles of

voice biometric systems, its drawbacks and applications. This chapter also reviews the
8



Chapter 1 Introduction

existing voice features used for template-based biometrics, an overview of template-free
biometric technology based on the human voice and how it proposes to solve problems
associated with template-based vulnerabilities, and analyses the suitability of human

voice features for employment in template-free biometrics.

Chapter 4 covers an in-depth analysis of the operating principles of template-free
biometrics. It reviews the principles behind existing cryptographic systems, introduces
the principles of operation of the template-free system based on voice modality and the
generation of biometric keys there from. Finally, it introduces a novel key combination

method with the overall system yielding feature stability of 65.5%.

Chapter 5 examines existing revocable biometric systems and how it can be integrated
with the evolving concept of template-free biometrics. This chapter further discusses
how these keys may be revoked as well as an evaluation of the system’s performance

+50

showing that an attacker will have to carry out up to 8.32¢™" permutations in order to

hack into the system. The concluding part of the work however identified potential

challenges to this result and made recommendations for improvement.

Finally, the conclusions from the research were presented while future research

directions are given in chapter 6.

1.6 Chapter Summary

This chapter has introduced the subject of the research in template free biometric
systems using voice modality. It specifically identified the issues of concern with
current biometric systems and how they may be overcome by the technique of template
free biometrics. The motivation for using voice modality in this research was also
discussed, with the scope ranging from introduction of the subject to the experimental
layout to show that voice may potentially form the basis for a practical template-free

biometric system. Broadly, this thesis reports the research on the technique that exploits
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the possibility of directly encrypting biometric data provided by the individual and
therefore eliminates the need for storing templates used for data validation, thus

increasing the security as well as users’ confidence in the system.

The next chapter broadly reviews extant literature on template-based biometric systems

and highlights the economic benefits as well as the drawbacks.

10
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Chapter 2

Overview of current biometric systems

Automatic human identity verification/authentication is becoming very critical due to
the advancement in technology like in e-commerce, access control, banking, etc. [10].
The need for automatic recognition has led to the increase in the use of computers to
recognize humans from physical and behavioral traits especially since the digital

computer evolution of the 1960°s [10].

The word ‘Biometrics’ represent an automated method of recognising humans based on
a physiological or behavioural characteristic [10]. Biometrics also has an older
meaning/application used in biological studies or biological statistics including forestry.
Here it is referred to as the collection, synthesis, analysis and management of
quantitative data on biological communities [145] such as forests. However, this
research deals with a more recent use of the term which include the study of methods
for uniquely recognizing humans based upon one or more intrinsic physiological or
behavioural traits. Simply put, a ‘biometric trait’ is a physiological or behavioural
characteristic of a human being that can distinguish one person from another and that
can be used for identification or verification of identity. The broad definition as well as

the stages involved in biometrics has been mentioned in the general introduction in

chapter 1.

Biometrics deals with measuring an individual's physical features in an authentication
inquiry and comparing this data with stored biometric reference data to determine the

identity of a specific user. The Authentication process could be either verification or

11
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identification. In the verification mode, the system validates a user’s identity by
comparing the captured biometric data with the user’s own biometric template(s) stored
in the system database [18]. Verification systems are used for positive identification
and in such a system, an individual who desires to be recognized willingly claims and
enrol an identity by choosing to be given a user name, a personal identification number
(PIN), or a smart card. The system will usually have several of such user identities
stored on it and when a particular user verification is required, the system conducts a
one-to-one comparison to determine whether the claim is true or not. In most cases,
identity verification is used to prevent multiple people from using the same identity
[19]. Examples range from access control into a machine, building like a library or a

club, and computer or in international passports.

In the identification mode, the system searches the biometric templates of all the users
in the database to determine a match for a particular individual. An example is when the
system is used for crime detection and it uses samples lifted from a crime scene to
search through a database of known criminals to determine who among the previously
enrolled criminals perpetuated the crime. Therefore, the system conducts a one-to-many
comparison to establish an individual’s identity (or fails if the subject is not enrolled in
the system database) without the subject having to claim an identity [18]. Identification
is a critical component in negative recognition applications where the system
establishes whether the person is who he or she (implicitly or explicitly) denies to be.
The purpose of negative recognition is to prevent a single person from using multiple
identities [19]. This is only possible through biometrics, because in traditional

passwords or token authentication, a user can have as many identities as possible.

While verification prevents multiple people from using the same identity, identification
prevents a single person from using multiple identities. Sometimes, identification may
also be used in positive recognition for convenience during which a user is not required
to claim an identity. An example is in access to a conference hall or an office building

where a user is allowed to enter so long as he or she is enrolled in the database.

12
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As increasing number of biometrics based identification systems are being deployed for
many civilian and forensic applications, biometrics and its applications has evoked
considerable interest. The current state of affairs is that the technical and technological
literature about the overall state-of-the-art in biometrics is dispersed across a wide
spectrum of books, journals, and conference proceedings [20]. However, despite
decades of research and hundreds of major deployments, the fields of biometrics
remains fresh and exciting as new technologies are developed and old technologies are
improved and fielded in new applications [10]. Thus, Worldwide over the past few
years, there has been a marked increase in both government and private sector interest
in large-scale biometric deployments for accelerating human-machine processes,
efficiently delivering human services, fighting identity fraud and even combating
terrorism[10]. This is because Biometric technologies provides the link between
human-machine interface, but like all technologies, by themselves they can provide no
value until deployed in a system with support hardware, network connections,
computers, policies and procedures, all tuned together to work with people to improve
some real business process within a social structure [10]. In order to choose the right
human traits and the infrastructure to build an effective biometric security system, it is

important to understand the basic requirements of a biometric system as described in the

next section.

2.1 Requirements of Biometric Systems

Several human physical or behavioural traits have been used in biometrics. Such
physiological or behavioural traits must satisfy the following requirements [13], [18],

[20], [21]:

Universality: Every relevant person should have an identifier.

Uniqueness: Each relevant person should have only one identifier, and no two
people should have the same identifier. In essence, any two persons
should be sufficiently different in terms of the characteristic.

Permanence: The identifier should not change, nor should it be changeable i.e. the

13
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Indispensability:
Collectability:
Storability:
Exclusivity:
Precision:
Simplicity:

Cost:

Convenience:

Acceptability:

Circumvention:

characteristic should be sufficiently invariant (with respect to the
matching criterion) over a period of time.

The identifier should be one or more natural characteristics, which
each person has and retains.

The characteristic can be measured quantitatively and should be
collectible by anyone on any occasion.

The identifier should be storable in manual and in automated systems.
No other form of identification should be necessary or used.

Every identifier should be sufficiently different from every other
identifier such that mistakes are unlikely.

Recording and transmission should be easy and not error prone.
Measuring and storing the identifier should not be unduly costly.
Measuring and storing the identifier should not be unduly
inconvenient or time-consuming.

Its use should conform to contemporary social standards. This
indicates the extent to which people are willing to accept the use of a
particular biometric identifier (characteristic) in their daily lives.

This reflects how easily the system can be fooled using fraudulent
methods. A good biometric system should have a null or minimal

circumvention tendency.

It is therefore important that biometric systems meet all or most of the criteria listed

above in order to be considered useful. Since a robust biometric system is a function of

the modality used and the infrastructure, we first have to look at the various human

traits that are used in biometrics as well as their strengths and weaknesses. A good

knowledge of this as well as an understanding of the basic infrastructural requirements

will be important for building the right biometric solution for any given scenario. In

addition, subsequent sections and chapters will show why voice was chosen as the

specific biometric used for this research.

14
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2.2 Human traits used in Biometrics

Some human traits have been identified to meet the criteria listed in section 2.1 above
and are therefore employed in biometrics. A practical biometric system should meet the
specified recognition accuracy, speed, and resource requirements, be harmless to the
users, be accepted by the intended population, and be sufficiently robust to various
fraudulent methods and attacks to the system. Based on the preceding requirements,
human physiological and behavioural traits commonly used in biometrics include the

following:

Physiological traits (these are related to the shape of the body): these include
fingerprints (which are the commonest and oldest traits used), face recognition, hand

geometry, iris recognition, retina, hand veins, ear canal, facial thermogram, and palm

prints [20].

Behavioural traits (the se are related to the behaviour of a person): these include

signature, keystroke dynamics, voice, gait (way of walking), odour and scent [20].

Physiological biometrics are based on direct measurements and data derived from
measurements of a part of the human body, whereas behavioural biometrics are based
on measurements and data derived from human actions, and indirectly measures
characteristics of the human body over a period of time. It should be noted that although
voice is also a physiological trait which is unique in every human (except a few who
cannot speak), the science of voice recognition is mainly based on the study of the way

a person speaks, which can be classified as behavioural.
The characteristics of the various traits are described below:

2.2.1 Fingerprints
With the exception of those natural ways that humans recognise each other, fingerprints

are about the oldest biometric in use for automatic personal identification and the

matching accuracy using fingerprints has been shown to be very high [11]. A fingerprint
15
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is the pattern of ridges and valleys on the surface of a fingertip, the formation of which

is determined during the first seven months of foetal development.

According to Jain, et al [20], major representations of the finger are based on the entire
image, finger ridges, or salient features derived from the ridges (minutiae). Four basic
approaches to identification based on fingerprint are prevalent: (i) the invariant
properties of the gray scale profiles of the fingerprint image or a part thereof;, (ii) global
ridge patterns, also known as fingerprint classes; (iii) the ridge patterns of the
fingerprints; (iv) fingerprint minutiae - the features resulting mainly from ridge endings
and bifurcations. It is believed that no two persons (including identical twins) share the
same fingerprints because the fingerprint patterns are part of a person's phenotype and
do not apparently depend on genetics [21], [22]. Fingerprints have been used to identify
humans for a long time—there is some evidence that thousands of years ago ancient
Chinese were aware of the uniqueness of fingerprints [21] and have used it to
distinguish between people. Despite other evidences of pre-historic use of fingerprint
technology for human recognition [10], modern application of fingerprint based
biometrics gained prominence since the evolution of digital computer and has continued
to remain popular in applications like forensics, genetics, Government, civil and
commercial. It is perhaps the most widely used biometric trait and there are several
write-ups on fingerprint technology available in literature. Recognition performance of
fingerprint systems are also very high: 90% [150]; 81.9% [151]; 87.6% [152].

2.2.2 Face Recognition

Like Voice, humans do a lot of face recognition on a daily basis. It seems to be one of
the most acceptable biometrics we have (unlike, for example, fingerprints, which are
often associated with criminal prosecution). In automatic biometric systems, face
recognition refers to an automated or semi-automated process of matching facial
images. The image of the face is captured using a scanner and then analysed in order to
obtain a biometric “signature” [25]. It is considered as a passive biometric because it
does not necessarily require the cooperation of the individual to achieve recognition and

the unobtrusive nature of its technology makes it an attractive choice for wide range
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surveillance and security applications. For example, an automated face recognition
system can use a video camera to capture face images from a distance and detect, track
and finally recognize people such as terrorists or drug traffickers. According to Maltoni
et al [10], an automated face recognition system includes several related face processing
tasks, such as detection of a pattern as a face, face tracking in a video sequence, face
verification, and face recognition. Face recognition performance reported in literature
include: FFR and FAR of 0% [8]; and EER of 2.5% [42].

The application of facial recognition ranges from a static, controlled “mug-shot”
verification to a dynamic, uncontrolled face identification in a cluttered background
(e.g., airport) [18]. The most popular approaches to face recognition are based on either:
(1) the location and shape of facial attributes such as the eyes, eyebrows, nose, lips and
chin, and their spatial relationships, or (2) the overall (global) analysis of the face image

that represents a face as a weighted combination of a number of canonical faces.

2.2.3 Hand Geometry
The physical dimensions of a human hand contain information that is capable of

authenticating the identity of an individual [1]. This information has been popularly
known as hand or palm geometry. Biometric authentication based on hand geometry is
extremely user-friendly. Features measured and used by hand geometry biometrics
typically include length and width of fingers, different aspect ratios of palm and fingers,
thickness and width of the palm, and so on [21]. These features are extracted from

images of a hand and used in the representation.

Jain et al [72] proposed a hand geometry based system with performance of FRR of
15% and FAR of 2% in one scenario and FRR of 4% and FAR of 0% in a second

scenario. A summary of another typical performance based on hand geometry is

identified in table 2.1 below [152]
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Table 2.1 Typical performance of hand geometry based system

150 dpi | 400 dpi 600 dpi | 150 - 600dpi
VP (Verification performance) 99.42 [99.12 98.09 98.83
IP (Identification performance) | 99.42 98.83 89.18 98.25

Table 2.2 is another performance based on hand geometry, showing average

identification rate obtained with four methods [153]

Table 2.2: Average identification rate obtained with four methods

Recognition method Average identification
Rate

Minimum Euclidean distance classifier | 97.2 %

k-nearest neighbor (k=3) 98.0 %

Neural network Training: 100 %
Generalization: 98.5 %

Support vector machine 99.0 %

Hand geometry based identity verification systems are being widely used in a number

of access control, time and attendance, and point-of-sale applications.

2.2.4 Iris Recognition

The iris is the externally-visible, coloured ring around the pupil. Although it is
externally visible, it is an internal part of the eye and like fingerprints, the iris image is a
part of human phenotype and is believed to be unique in every individual [21]. An iris
‘scan’ is a high-quality photograph of the iris taken under near-infrared (near-IR)
illumination [25]. Iris recognition-based biometric systems are believed to be very
reliable and accurate [21]. The accuracy and speed of currently deployed iris-based
recognition systems is promising and point to the feasibility of large-scale identification
systems based on iris information [25]. Daugman [154] shows a typical recognition
performance based on iris in the form of error probabilities for several decision criteria

as shown in table 2.3 below:
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Table 2.3 Recognition performance based on Iris

Performance
HD Criterion Odds of False Accept Odds of False Reject
0.25 1 in 13.5 billion 1 in 1490
0.26 1 in 2.04 billion 1 in 2660
0.27 1 in 339 Million 1 in 4850
0.28 1 in 60 Million 1 in 9000
0.29 1 in 12 Million 1in 17100
0.30 1 in 2.4 Million 1 in 32800
0.31 1 in 603000 1 in 64200
0.32 1in 151000 1 in 128000
0.33 1 in 39800 1 in 260000
0.34 1in 11500 1 in 536000
0.35 1 in 3630 1 in 1.12 Million

Daugman [155] also showed an improved recognition result as indicated in table 2.4

below:
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Table 2.4: Iris recognition performance

HD Criterion | Observed False Match Rate
0.220 0 (theor: 1in 5 x 10")
0.225 0 (theor: 1in 1 x 10")
0.230 0 (theor: 1in3 x10™)
0.235 0 (theor: 1in 9x10")
0.240 0 (theor: 1in3 x 10™)
0.245 0 (theor: 1in 8 x 10'%)
0.250 0 (theor: 1in2x 10'%)
0.255 0 (theor: 1in 7x10"")
0.262 1 in 200 billion

0.267 1 in 50 billion

0.272 1 in 13 billion

0.277 1 in 2.7 billion

0.282 1 in 284 million

0.287 1 in 96 million

0.292 1 in 40 million

0.297 1 in 18 million

0.302 1 in 8 million

0.307 1 in 4 million

0.312 1 in 2 million

0.317 1 in 1 million

2.2.5 Signature

Signature, which is the way a person signs his or her name, is a characteristic unique to
an individual and it enjoys a high degree of acceptance, largely because of their
everyday use and familiarity [18]. Although signatures require contact with the writing
instrument and an effort on the part of the user, they have been accepted in government,
legal, and commercial transactions as a method of verification. Signature is a
behavioural biometric, which lack permanence: they may change at the will of a person,
or under influence from such factors as illness, mental state, medicines, emotions, or
age. Signatures of some people vary substantially: even successive impressions of their
signature are significantly different. In addition, professional forgers may be able to
reproduce signatures that fool the system. Two subtypes of signature verification
systems exist: static signature verification systems, where only the graphical

representation (image) of the signature is used, and dynamic signatures, where the
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dynamics, pressure, and speed of the movement of a special pen are used for
verification [18].
A typical signature verification results from the work of Azlinah Mohamed et al [156] s

tabulated in table 2.5 below:

Table 2.5: Typical signature verification performance

Data | Syste | Questionnaire Result System Vs

m Ascnd Strgh | Dscnd | Questionnaire
1 S 8.3% 75% | 16.7% | Identical
2 A 87.5% | 83% |4.2% | Identical
3 S 41.7% | 45.8% | 12.5% | Identical
4 S 12.5% | 70.8% { 16.7% | Identical
5 A 79.2% | 4.2% | 16.7% | Identical
6 S 0 % 100% | 0% Identical
7 S 42% | 87.5% | 8.3% | Identical
8 A 70.8% 0% | 29.1% | Identical
9 A 58.3% |41.7% 0% Identical
10 |S 25.0% | 66.7% | 8.3% | Identical
11 S 75.0% | 12.5% | 12.5% | Non Identical
12 |S 37.5% | 54.2% | 8.3% | Identical
13 D 70.8% | 12.5% | 16.7% | Non identical
14 | A 79.2% 8.% | 12.5% | Identical
15 A 75% 10% | 15% | Identical
16 A 70.8% 25% | 4.2% | Identical
17 |S 8.3% | 87.5% | 4.2% | Identical
18 | A 70.8% | 12.5% [ 16.7% | Identical
19 | A 79.2% | 12.5% | 8.3% | Identical

A

20 79.2% | 4.2% | 16.7% | Identical
S - Normally Straight; A — Ascending; D - Descending

In addition, Soedjianto et al [157] reported an average result of signature recognition of
96 % for 20 people and everyone tries the software for 20 times. Another recognition

performance [158] is tabulated below:
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Table 2.6: Another signature recognition result

Person’s name | Accuracy
Mr. X 99%

Mr. Y 72%

Mr. Z 60%

Mr. U 9%

Mr. V 12%

Mr. W 27%

Other recognition performance results include: up to 97.60% in [159], and 78.92%
[160].

2.2.6 DNA

Deoxyribonucleic acid (DNA) is currently used in forensic applications for person
recognition. Although the DNA patterns of identical twins are similar, it is the one-
dimensional (1-D) ultimate unique code for one’s individuality [18]. It is associated

with three major issues of concern which limits its use in biometric applications. These

are:

i) Abuse: it is easy to steal a piece of DNA from an unsuspecting subject that can
be subsequently abused for an ulterior purpose;

ii) Automatic real-time recognition issues: the present technology for DNA

matching requires cumbersome chemical methods (wet processes) involving an
expert’s skills and is not geared for on-line non-invasive recognition;

iii)  Privacy issues: information about susceptibilities of a person to certain diseases
could be gained from the DNA pattern and there is a concern that the

unintended abuse of genetic code information may result in discrimination, e.g.,

in hiring practices [18], [20].

Despite these concerns, DNA is still considered as a biometric modality inasmuch as it
involves the use of physiological characteristic for human identification. However,

reference to it as a biometric sometimes contested because DNA differs from standard

biometrics in several ways:
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- In standard biometrics, image impressions (like fingerprint, palm, iris, etc) or pre-
recordings (e.g. voice) can be used while DNA requires a tangible physical sample

of the individual.

- Most biometric operates in real-time mode, with all stages being automated as
against DNA, in which matching is not done in real-time, and currently not all

stages of comparison are automated.

- Matching of DNA does not employ templates or use of extracted features. Rather, in

DNA, actual samples are compared.

2.2.7 Ear
Ear Biometrics measures the shape of the ear and the structure of the cartilaginous

tissue of the pinna [18]. The ear recognition approaches are based on matching the
distance of salient points on the pinna from a landmark location on the ear. Biometrics
based upon the ear is viable because the ear anatomy is unique to each individual and
features based upon measurements of that anatomy are comparable over time. Like face,
ear biometrics is passive in nature because it can be captured at a distance and
sometimes does not require the active participation of the subject. However, it has more
advantage over face because unlike the difficulty with face biometrics like hair growth,

cosmetics, ageing, etc, the ear biometrics is robust and simple to extract [20].

Recognition performances in ear based biometrics are high: 98.7% [163]; 89% [164];

and ear recognition performance according to [162] is indicated in table 2.7 below.
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Table 2.7: Ear recognition performance

Approach Ear Image | Ear Database Recognition Rate
LABSSFEM 2D 77 (training), 77 (test), 85%
USTB ear database
Neural Networks 2D 84(training), 28 93%
(validation), 56 (test)
Force Field 2D 252 (test) XM2VTS face 99.2%
Transformation database
PCA 2D 197 (training), 88 71.6%
(registrant) ND Human ID
database
Moment 2D 120 (training), 60 (test) 96%
Invariants USTB ear database
Local Surface 3D 10 (training), 10 (test) 100%
Patch
Two-step ICP 3D 30 (training), 30 (test) 93.3%
Improved ICP 3D 302 (training), 302 (test) 98.8%
ND Human ID database

2.2.8 Palm Print

Palm print recognition is similar to fingerprint recognition since both are represented by
the information presented in a friction ridge impression. This information combines
ridge flow, ridge characteristics, and ridge structure of the raised portion of the
epidermis. The data represented by these friction ridge impressions allows a
determination that corresponding areas of friction ridge impressions either originated

from the same source or could not have been made by the same source [18].

Palm print images are easy to capture as they can be acquired by a variety of sensor
types (capacitive, optical, ultrasound, and thermal). Like fingerprints, the three main
categories of palm matching techniques are minutiae-based matching, correlation-based
matching, and ridge-based matching [27]. Minutiae-based matching, the most widely
used technique, relies on the minutiae points described above, specifically the location,
direction, and orientation of each point. Correlation-based matching involves simply
lining up the palm images and subtracting them to determine if the ridges in the two

palm images correspond. Ridge-based matching uses ridge pattern landmark features
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such as sweat pores, spatial attributes, and geometric characteristics of the ridges,
and/or local texture analysis, all of which are alternates to minutiae characteristic
extraction. This method is a faster method of matching and overcomes some of the

difficulties associated with extracting minutiae from poor quality images.

There are several palm pint recognition systems available in literature and typical
performance include: [165] where the overall accuracy of the system is more than 97%,

FAR & FRR of 2.4% & 0.8% respectively; and EER (%) of 0.74 [165].

2.2.9 Thermal Sensing

Thermal Sensing investigates the pattern of heat radiated by human body, especially
from the facial, hand, and hand vein infrared tissues, and this can be captured by an
infrared camera without an active participation of the subject [20]. Therefore, it has the
advantage of covert recognition. However, it becomes difficult in some environment

where artificial heating is present like room heaters.

2.2.10 Gait
Gait refers to the way of walking of humans, and like face and voice, has been used

regularly and naturally by humans to recognise each other. It is one of those biometric
traits that can be used to recognize people at a distance [18]. Gait is a behavioural
biometric and may change over a long period of time, possibly due to changes in body
weight, major injuries involving joints or brain, pain in the leg, the choice of footwear,
nature of clothing, walking surface, etc [18]. Most gait recognition algorithms attempt
to extract the human silhouette in order to derive the spatio-temporal attributes of a
moving individual [22]. Acquisition of gait is similar to acquiring a facial picture and,
hence, may be an acceptable biometric. It uses the video-sequence footage of a walking
person to measure several different movements of each articulate joint, making it input

intensive and computationally expensive. However, it has an advantage in surveillance
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scenarios where the identity of an individual can be surreptitiously established. It also

offers the possibility of tracking an individual over an extended period of time.

Gait biometrics is an evolving research and several publications are available in
literature [29] - [39].

Recognition performance of gait systems published include: EER of 16% [167]. In
addition, [168] reported that performance based on shoe type (A vs. B), view (right
camera vs. left camera), briefcase (carrying vs. not carrying) and surface (grass vs.

concrete), the recognition rates were 78%, 73%, 61% and 32%, respectively.

2.2.11 Keystroke

Keystroke is a behavioural biometric which offers sufficient discriminatory information
to permit identity verification [40]. Keystroke dynamics is susceptible to large intra-
class variations in a person's typing patterns due to changes in emotional state, position
of the user with respect to the keyboard, type of keyboard used, etc [22]. It can be
monitored unobtrusively as that person is keying in information and continuously over a

session after the person logs in using a stronger biometric such as fingerprint or iris.

Some performances reported on keystrokes include:
[169] reported results for laptop keyboards (99.5% accuracy on 36 users, which
decreased to 97.9% on a larger population of 47 users); for desktop keyboards (98.3%

accuracy on 36 users, which decreased to 93.3% on a larger population of 93 users)

The overall performance achieved by [170] includes a false acceptance rate (FAR) of

0.0152% and a false rejection rate (FRR) of 4.82%.
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2.2,12 Retina Scan

Retina scan technology is claimed to be the most secure biometric measyre, as it is
almost impossible to change or replicate the blood vessel structure of the eye. It
measures the retinal vasculature which is a characteristic of each individual and each
eye [18]. The user is required to stand close to the sensor which comprises of a bright
light source. However, its acceptability is low because it involves users’ full
cooperation and participation, entails contact with the eyepiece, requires a conscious

effort on the part of the user, and the fear that it might reveal other disease conditions.
Retinal recognition performance was given as 85% by Ravi Das [171]. Farzin etal [172]
also had an average result of 99%. Identification result for [173] is also indicated in

table 2.8 below:

Table 2.8: Retina recognition performance

No. of training samples | Identification rate
86.18%
92.63%
95.68%
97.59%
99.09%

B |WiN|—

The overall advantages and limitations of biometric systems are subsequently

enumerated,

2.3 Advantages of Biometric Systems

The use of biometrics in personal authentication has several advantages over other
forms of security like password or token based systems. These advantages have made
their use popular in several applications as described earlier. A number of these

advantages available in literature [10], [18], [19], [20] are described below:
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- In Commercial applications, the traditional technologies available to achieve a
positive recognition include knowledge-based methods (e.g., PINs and passwords)
and token-based methods (e.g., keys and cards). However, these can be easily lost,
stolen or forgotten. Biometrics cannot be lost, ‘stolen’ (in the physical sense of it) or

forgotten.

- Biometrics are more secure than passwords which are easy to crack by guessing or

by a simple brute force dictionary attack.

- In some applications that require user authentication e.g. a subscription to a Virtual
Library or an Internet Service Provider, passwords can be shared among users
thereby denying the provider revenue. However, if biometric authentication is

required, it is not possible for multiple users to share the same login information.

- Keys and tokens can be shared, duplicated, lost or stolen and an attacker may make
a “master” key that may open many locks. It is significantly more difficult to copy,

share, and distribute biometrics with as much ease as passwords and tokens.

- It is difficult to forge biometrics and extremely unlikely for a user to disclaim, for

example, having accessed a building or a computer network.

- All the users of the system have relatively equal security level and one account is no

easier to break than any other (e.g., through social engineering methods).

- Biometrics is more convenient for users because users are no longer required to
remember multiple, long and complex frequently changing passwords while
maintaining a sufficiently high degree of security. They are also not expected to

worry about carrying tokens or keys as they naturally carry around their biometrics.

- Multimodal biometrics allows the use of several combination of biometric modality

and makes the system more secure.
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Negative recognition applications are in cases such as employee background

checking and preventing terrorists from boarding airplanes.

In most negative recognition system, personal recognition is required to be
performed in the identification mode and the accuracy of identification is less
compared to verification due to the large number of comparisons that are required to
be performed [18]. Traditional personal recognition tools such as passwords and
PINs cannot be applied for negative recognition applications. Background checks

and forensic criminal identification are also negative recognition systems.

It is these advantages that have made the use of biometric as a means of identification

very popular worldwide. However, despite these advantages and the numerous

applications, biometrics does have lots of limitations that are subject of several research.

A few of these limitations are described in section 2.4.

2.4 Limitations of biometric systems

There are several limitations associated with biometrics, which have not allowed their

use to be completely acceptable worldwide. Overcoming these limitations are still the

subject of continuing research, aiming at improving on currently available technologies.

Some of these limitations are described below.

Noise in sensed data: Noisy data can result in error in biometrics. Noisy data may
include a fingerprint image with a scar or a voice sample altered by cold. Defective
or improperly maintained sensors can also result in noisy data. Such defects may
include accumulation of dirt on a fingerprint sensor or unfavourable ambient
conditions like poor illumination in a face recognition system. When noise is
introduced into biometric systems, recognition error may result as the data may not
be successfully matched with corresponding templates in the database, resulting in a

genuine user being incorrectly rejected [18].
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- Variations in user characteristics: this refers to changes in an individual’s
characteristics over a period of time. Also known as Intra-class variations, its
examples include the change in the human voice due to stress, ageing, etc or change
in hand geometry over time or way of walking due to injury, change of signature
over a period of time, and so on. Intra-class variations are more prominent in

behavioural traits [18].

- Similarities in multiple users: This is also referred to as Inter-class similarity and
it refers to the overlap of feature spaces corresponding to multiple individuals. This
can lead to false match in a multi user identification system comprising of a large

number of enrolled individuals [18].

- Non-universality: The biometric system may not be able to acquire meaningful
biometric data from a subset of users. A fingerprint biometric system, for example,
may extract incorrect minutiae features from the fingerprints of certain individuals,

due to the poor quality of the ridges [18].

- Interoperability issues: When biometric data obtained from different sensors are
used for matching, there may be errors introduced due to the operating
characteristics of the capture device. An example is in the voice signals captured by

two different handset technologies or face images captured by different camera

types.

- Design flaws in biometric systems, both in terms of False Reject Rate (FRR) and
False Accept Rate (FAR). High FRR causes inconvenience for legitimate users and
prompts the system administrator to lower a verification threshold. This inevitably

can give rise to FAR, which, in turn, lowers the security level of the system.

Although these limitations exist, biometrics has continued to gain prominence and is
currently used in several applications as seen in the last section. These limitations

notwithstanding, there are other forms of vulnerabilities associated with biometrics

requiring further research to address.
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2.5 Security Vulnerabilities of a Biometric System

Despite the numerous advantages of biometrics over knowledge and token based
authentication methods, there are some security vulnerabilities associated with
biometrics, a few of which are mentioned below. These are mostly in the form of
attacks or compromises that are deliberately carried out on the system, in order to

undermine it as well as loss of privacy and flaws in the system. Some of them are

described below:

Substitution attack: In current biometric systems, the biometric template must be
stored as reference for user verification. If an attacker gains access to the stored
template, he can overwrite the legitimate user’s template with his/her own. Stealing of

template records compromises the users for life as they cannot ever change their

biometrics [3].

Tampering: In a number of cases, feature sets on verification or in the templates can be

modified in order to obtain a high verification score, no matter which image is

presented to the system [3], [48], [53].

Spoofing: This refers to the ability to fool a biometric system by applying fake
fingerprints, face or iris image. It involves the deliberate manipulation of one's
biometric traits in order to avoid recognition or the creation of physical biometric

artefacts in order to take on the identity of another person [22], [48], [54].

Replay attacks: This can happen in voice based systems where an attacker can replay
a pre-recorded voice print. Also, an attacker can circumvent the biometric sensor by

injecting a recorded image in the system input [3], [9], [13], [23], [48], [53].

Masquerade attack- also known as a “spoofing™ attack. The most usual masquerade
attacks happen when one computer pretends to be another computer in order to gain

access to restricted resources or otherwise infiltrate another computer [48].
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Trojan horse attacks: This is an attack on the feature extractor module. In this attack,
the attacker can replace the feature extractor module with a Trojan horse. A Trojan
horse program refers to an executable code that is not a translation of the original
program but was added later, usually maliciously, and comes into the system disguised
as the original program [11]. Trojan horses in general can be controlled remotely.
Therefore, the attacker can simply send commands to the Trojan horse to send to the

matcher module feature values selected by him [48].

Overriding the match result: The output of the system is always a binary Yes/No
(match/no match) response. If an attacker were able to interject a false Yes response at a
proper point of the communication between the biometrics and the application, he could

pose as a legitimate user to any of the applications, thus bypassing the biometric part

[3], [48].

System and Design Issues: A number of factors need to be considered when designing
a biometric system. Some of the most important biometric system design and

implementation considerations include security, accuracy, privacy, cost, speed etc [21].

Security: Although biometrics are most times used for security purposes, biometrics
itself needs to be secured because it is susceptible to theft, compromise, etc. and a loss
of confidence in it will invariable mean a loss of confidence in the system that is being

protected with the biometrics. Some of these vulnerabilities have been discussed earlier

[21].

Accuracy: Every biometric system is expected to have a high degree of accuracy
otherwise the real essence of using it will be lost. The system should correctly tell

people apart with minimal False Accept and False Reject Rates [21].

Speed: In some cases, speed is a relative term, it becomes obvious that higher speeds
are required when a particular system begins to cause some inconvenience. Therefore, if

a biometric system is in an access control, airports or border crossing points where a
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large number of people needs to be reliably and quickly identified and authenticated,

then speed becomes a major factor of consideration [21].

Exceptions: In many everyday life situations, provision needs be made for exceptions.
Therefore, a biometric system should be able to handle exceptions like a person without
the required biometric (e.g. someone without fingers or someone who cannot speak) or
a person whose biometric may not be usable for some reason. These are a few cases that
requires that the system be switched to manual mode to enable such exceptions be
handled. However, these will lead to tradeoffs with problems associated with manual
processes like speed, accuracy, sincerity etc. [21], [55]. Although this is a major area of

research, it is outside the scope of this research.

Cost: Although biometrics introduces several advantages in security system, its use is
in mostly commercial, government, and social environment and it needs not be too

expensive compared to the system that it is to protect [3], [21].

Privacy: Several factors affects users’ confidence in a system but privacy appears to be

among the first issue of concern to many people when using biometrics [3], [21].

2.6 Overview of Voice Biometric Systems

Voice can be classified as a combination of physiological and behavioural biometrics.
All humans, except a few, can speak and each one’s voice is unique. The features of an
individual’s voice are based on the shape and size of the appendages (e.g., vocal tracts,
mouth, nasal cavities, and lips) that are used in the synthesis of the sound. These are the
physiological part of voice characteristics which are permanent for an individual. The
behavioural part of a person’s voice changes over time due to age, medical conditions
(e.g. cold), and emotional state [18]. Voice recognition systems depend on numerous
characteristics of a human voice to identify the speaker. Just like face recognition,
humans do voice recognition on a daily basis e.g. recognising the voice of a loved one
(or an enemy) on a telephone. Voice recognition holds much potential because it is

acceptable and it does not require expensive input devices, unlike some other
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biometrics. It is ideal for many practical and widespread telephony applications, and in
theory voice recognition systems may even function in the background without forcing
the users to go through a separate identification and verification process, saving us from

another password to remember.

Voice recognition could be text dependent or text independent. A text-dependent voice
recognition system is based on the utterance of a fixed predetermined phrase. A text-
independent voice recognition system recognizes the speaker independent of what is

voiced out [56].

2.6.1 Basic operating principles of voice biometrics

Voice Biometrics is basically the unique representation of the characteristics that make
up an individual's voice. The differing physical components of a human throat and
mouth produce a unique sound which can be analysed, measured and stored. This is
known as a voice print. In the current methods of voice biometrics, a sample of speech
is recorded and analysed as part of an enrolment process [56], [57]. The characteristics
extracted from this sample are fed into a complex algorithm which produces
information that is encrypted and securely stored on a template. At the verification
stage, a new sample of the same individual’s voice is recorded and analysed in the same
way described above. If the result of the calculation based on the characteristics in the
verification sample matches the result obtained during the enrolment then the identity
can be verified. To overcome security challenges like ensuring that pre-recorded
samples of an individual is not replayed to achieve verification, a process called
liveliness detection [11], [179], [180], [181] where the caller is asked to repeat a

random phrase or sequence of numbers can be added to the verification process.

Speaker recognition encompasses verification and identification i.e. to identify a
particular person or to verify a person’s claimed identity. While Speaker identification
is defined as deciding if a speaker is a specific person or is among a group of persons,
Speaker verification is defined as deciding if a speaker is who he claims to be [56]. It

has been a subject of research since 1974 when Atal [57] reported the use of pattern
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matching method to process cepstrum as inputs to do text dependent speaker
recognition. Speaker recognition could be text-dependent or text-independent. Text-
dependent recognition involves selection and enrolment of one or more voice pass-
phrases. In this case the system knows what will be spoken and can perform a pattern
match, but does not necessarily have explicit (phonetic) knowledge about the pass-
phrases. Text-independent mode would allow free speech for verification where the
variability of words and the natural personal variability have to be compensated. In this
mode, the verification is performed independently of what is spoken. Explicit
knowledge could only be gained after successful speech recognition and possibly
language identification [58]. Markel and Davis [59] pioneered text independent speaker
recognition in 1979 by using a method that extracts the linear predictive coding (LPC)

coefficients from the speech input.

Speaker recognition possesses several advantages over other methods of biometric

recognition. These advantages include the following:

e It delivers remote authentication capabilities [49], [56]: It is one of the few (in
addition to gait and face) biometric that does not require the individual's
physical presence during the enrolment or verification process. This makes it
ideally suited in the context of communication applications and has the ability to
leverage existing telephony infrastructure, standard microphones, as well as
web-based applications where remote authentication is required. This makes it
possible to support broad-based deployments of voice biometric applications in
a variety of settings unlike most other biometrics that requires proprictary

hardware such as the vendor's fingerprint sensor or iris-scanning equipment.

o Its initial investment expense is low: it represents a low cost authentication
solution as no additional end user hardware is required. Following from above,
the caller will typically use a standard telephone or a microphone, although
sometimes, there are challenges with variable and inferior microphones and

telephones which give rise to extreme hoarseness [49], [128].
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It leverages existing infrastructure: It complements both automated phone based

services and call centre operative-based operations [49], [128].

Voice Biometrics facilitates strong two-factor authentication: Two-factor
authentication combines both biometrics and knowledge-based information to
deliver remote identity verification. Voice biometrics combines ‘something you
are’ (your voice) with ‘something you know’ (a pass phrase or shared secret) to
deliver a strong two-factor authentication. This provides significantly higher
levels of security than a single factor ‘PIN’ or knowledge based authentication
process [49], [128].

It is perceived as a non-intrusive technology. This means that it is an Intuitive
and natural technology since it uses only spoken words. This is unlike systems
that rely on scanners or similar devices. In addition, it requires no end-user

training as it is such a natural process. Therefore, it is widely accepted by end

users [49], [128].

It allows for synergy effects in combination with other processes such as speech

recognition [49], [128].

Perhaps, the most significant difference between voice biometrics and other
biometrics is that voice biometrics is the only commercial biometrics that

process acoustic information. Most other biometrics are image-based [49],

[128].

Cost reductions in the commercial sector: Implementation of a voice

verification system can reduce administrative and operational costs associated

with handling lost/forgotten passwords or PINs [49], [128].

Digital signature: Voice verification systems can also be used to digitally sign

phone or web based transactions [49], [128].
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e Multi- Channelling: Voice verification can be used seamlessly across multiple
direct channels including the Internet. For example, a financial institution that
implements voice verification in its call centre could use the same voiceprints to

authenticate customers accessing its online services [46], [49], [128].

These advantages have made voice a very important biometric trait that is widely used.
In some cases, it is the only biometric that can be applied, especially in remote
authentication, telephone based recognition system, and in two-factor authentication.
However, despite these advantages, voice biometrics is faced with a number of

challenges which are worth mentioning,

2.6.2 Drawbacks of voice based biometric system

Voice based biometrics are vulnerable to some conditions like:

- Background and channel noise: Noise within the environment or noise within the
transmission channel can affect the accuracy of voice based biometric systems. In
some cases, €.g. in a bus station, stadium, or other noisy environments, it may be

impossible to use the voice authentication device [182].

- Variable and inferior microphones and telephones; and extreme hoarseness: these
are errors generated by inferior or damaged signal capture device like microphone
or telephone. In addition, a biometric system calibrated with a particular type of
microphone or telephone may not authenticate well with a different brand whose
specifications are significantly different as well as the difference on the networks
that they operate. An example is in a situation where a user enrols with a home

telephone and tries to authenticate with a mobile telephone [182].

- Fatigue or vocal stress: these factors can affect the signals produced by the

individual and may introduce intra class variations in the voice prints [182].
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- A few cannot speak: the universality factor may be affected in situations where the
dumb or people with other forms of voice disorders or inability to speak are unable

to use the system.

- Variation across ageing: voice is one of those human features that changes as an
individual ages. It will therefore be difficult to authenticate enrolments made at a

younger age.

- Tllness (e.g. cold) can affect the signals transmitted to the authentication device and

therefore affects its accuracy.

- High false non-matching rates: FNMR is the ratio between numbers truly matching

samples, which are not matched by the system and total numbers of tests [18].

- Replay of pre-recorded voice sample or mimicry by humans and tape recorders. In
addition, Impostors or Hackers might attempt to play back a pre-recorded voice
sample from an authorized user in order to gain access to a voice based biometric
protected system. It has been suggested to use challenge response system to thwart
this sort of attack [60]. The Challenge response system enables the system to prompt
the user to repeat a random set of words or phrases in a specified order before
verifying that the voice sample matches, and that the sample contains the requested

words and phrases in the correct order.

- The fact that it is still an evolving biometric also makes it less attractive in

commercial applications [18].

- Another disadvantage is that it cannot be used in security surveillance applications

except in text independent scenario which is more difficult to implement [18].

Despite these disadvantages mentioned above, voice biometrics has continued to be a

popular choice in commercial and security applications as enumerated in the next

section.
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2.6.3 Applications of voice biometrics

Voice biometric systems have found use in several telephony-based applications. Many
institutions like Government, healthcare, call centres, banking, e- commerce, etc uses
voice authentication systems. A catalogue of some typical current applications is

detailed below:

Use of Voice Biometrics in Smart Card Applications

Blythe [177] presented a typical case of the use of voice biometrics in smart card
applications. Smart card solutions have been severally used with the sole objective of
tightening security for physical and/or logical access to company buildings and

resources.

Voice Biometrics for Information Assurance Applications

According to Kang and Lee [61], the United States Government has established an
organization within the Department of Defense (DOD) to develop and promulgate
biometrics technologies to achieve security in information, information systems,
weapons, and facilities. This organization has been tasked to study voice biometrics for

applications in which other biometrics techniques are difficult to apply.

Forensic Applications

Fingerprints have previously been used in forensics but voice based systems are
increasingly becoming popular because of the increasing number of remote criminal
activities. For example, telephone based criminal activities related to drug trafficking,

terrorism, kidnapping, and advance fee fraud can only be combated by voice based

systems.

Other uses include Forensic evidence in the court of law, Telephone and Internet

Banking applications, and Password Reset services.
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2.7 Overview of biometric key generation

Cryptographic systems generally uses encryption keys (basically bit strings long enough
to be difficult to crack, usually 128 bit or more) which could be symmetric, public, or
private. These are in form of long random key that is difficult for a person to remember
and it is usually generated, after several steps, from a password or a PIN that can be

memorized [48].

The use of password or PIN introduces challenges as the password can be guessed, lost,
hacked, or stolen by an attacker. On the other hand, biometrics uses unique
characteristics that are fairly permanent and more secure from theft, guessing, etc., and
which do not place additional challenge (on the user) of having to memorise
information. Therefore, biometrics can be used for password management [48].
Biometric Encryption uses a process that securely binds a PIN or a cryptographic key to
a biometric such that neither the key nor the biometric can be retrieved from the stored
template. This key is created at the point of enrolment and it is re-created only if the

correct live biometric sample is presented on verification.

Research in the generation of encryption keys from biometrics has been ongoing for a
while and there are currently a number of publications. Within the context of this

research, it is important to review extant literature on biometric based encryption key

generation.

In [134], Hoque et al considered the fact that live biometric samples can reliably verify
not only user identity but also their physical presence at a remote station. They therefore
investigated whether the present two-tier approach can be merged into a one-step
process in such a way that encryption key(s) are extracted directly from the biometric
samples. Their method is a modification of the Vector Quantisation approach in which
the codebook is replaced by a series of partitions induced in the feature subspaces, each
created by a subset of feature dimensions and the partitions define a number of cells in
these subspaces. Each cell is tagged with a key component (usually its identity). When a

live sample is available, it is checked against these partitions to ascertain its
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membership of a cell. Each feature subspace (denoted by its own set of partitions) is
treated independently and contributes its share of the encryption key. As there are many
subspaces, by concatenating these key segments a complete key can be obtained. In this
proposition, users do not need to declare individual identities to have access to a
secured file. The capability to provide a biometric sample that can decipher the file is an
acceptable proof of identity. On the other hand, the partitions are created based on
feature-point distribution in the subspace (rather than user identities). Therefore,
multiple users may share the same cell space, and their biometrics will lead to the same
encryption key. Such unintended impersonation, where an individual tries to access a

document secured by his cellmate, is found to be very unlikely.

Lalithamani and Soman [135] proposed an effective scheme for generating irrevocable
cryptographic key from cancelable fingerprint templates. Initially the minutiae points
are extracted from the fingerprints. Afterwards, cancelable templates are generated and
irrevocable keys are extracted from the cancelable templates. As the cryptographic key
is generated in an irreversible manner, obtaining cancelable fingerprint templates and

original fingerprints from the generated key is impossible.

Chen and Chandran [136] introduced a new method which uses an entropy based
feature extraction process coupled with Reed-Solomon error correcting codes that can
generate deterministic bit-sequences from the output of an iterative one-way transform.

The technique is evaluated using 3D face data and is shown to reliably produce keys of

suitable length for 128-bit.

Zheng et al [137] proposed a lattice mapping based fuzzy commitment method for
cryptographic key generation from biometric data. The proposed method not only
outputs high entropy keys, but also conceals the original biometric data such that it is

impossible to recover the biometric data even when the stored information in the system

is open to an attacker.

Perhaps, one of the most referenced works in the use of voice data for key generation is

that of Monrose et al [138], which proposed a technique to reliably generate a
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cryptographic key from a user’s voice while speaking a password. The key resists
cryptanalysis even against an attacker who captures all system information related to
generating or verifying the cryptographic key. In this method, Monrose et al proposes

the use of entropy from how a user speaks a password.

Kuan et al [139] also proposed a method of extracting cryptographic key from dynamic
handwritten signatures that does not require storage of the biometric template or any
statistical information that could be used to reconstruct the biometric data. Also, the
keys produced are not permanently linked to the biometric hence, allowing them to be
replaced in the event of key compromise. This is achieved by incorporating randomness
which provides high-entropy to the naturally low-entropy biometric key using iterative

inner-product method.

In [140], Dodis et al proposed an efficient secure technique for (1) turning biometric
information into keys usable for any cryptographic application, and (2) reliably and
securely authenticating biometric data. The paper proposed two primitives: a fuzzy
extractor extracts nearly uniform randomness from its biometric input; the extraction is
error-tolerant in the sense that the uniform randomness will be the same even if the
input changes, as long as it remains reasonably close to the original. Thus, the

randomness can be used as a key in any cryptographic application.

In [40], Monrose et al also used user's typing patterns (e.g. durations of keystrokes, and
latencies between keystrokes) in combination with the user's password to generate a

hardened password that is convincingly more secure than conventional passwords

against both online and offline attacks.

Also, in Monrose et al [143], a scheme that repeat-ably generates cryptographic keys
from spoken user input was proposed. In this scheme, a device generate a key (e.g., for
encrypting files) upon its user speaking a chosen password (or passphrase) to it. An

attacker who captures the device and extracts all information it contains, however, will

be unable to determine this key.
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Uludag et al [141] proposed various methods that monolithically bind a cryptographic
key with the biometric template of a user stored in the database in such a way that the

key cannot be revealed without a successful biometric authentication.

Livia et al [142] also developed a scheme that uses a static typing biometrics in user
authentication. The inputs are the key down and up times and the key ASCII codes
captured while the user is typing a string. Four features (key code, two keystroke
latencies and key duration) were analyzed, and, seven experiments were performed
combining these features. The results of the experiments were evaluated involving three
types of user: the legitimate, the impostor and the observer impostor users. The best
results were achieved utilizing all features, obtaining a false rejection rate (FRR) of

1.45% and a false acceptance rate (FAR) of 1.89%.

In [144], Costanzo used feature and parametric aggregation for Biometric cryptographic
Key generation. The proposed approach uses a method referred to as Biometric
Aggregation in which the encryption process begins with the acquisition of the required
biometric samples. Features and parameters are extracted from these samples and used
to derive a biometric key that can be used to encrypt a plaintext message and its header
information. The decryption process starts with the acquisition of additional biometric
samples from which the same features and parameters are extracted and used to produce
a “noisy” key as done in the encryption process. Next, a small set of permutations of the
“noisy” key are computed. These keys are used to decrypt the header information and
determine the validity of the key. If the header is determined to be valid, then the rest of
the message is decrypted. The proposed approach eliminates the need for biometric

matching algorithms, reduces the cost associated with lost keys, and addresses non-

repudiation issues.

Several other biometric key generation schemes exist. However, they are all based on
the same principle of using features that are unique to individuals to generate encryption
keys for the purpose of data protection and other forms of security. In addition, most of

the literatures on key generation described above are template based, requiring storage
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of some information (either in its original form or distorted form as in the case of

revocable biometrics).

In the area of template-free biometrics, key generation has been addressed in two major

researches:

Harmer [130] investigated the direct key generation from biometric samples for
implementation in a cryptosystem using the fingerprint modality. The research reported
that an encryption key, with 21 effective bits, was reproduced correctly ~80% of the

time with 55% unique keys in the resultant key-space.

Papoutsis [131] also examined the possibility of generation of the encryption keys for
the desired encryption algorithm directly from properties (or features) of a given
hardware (i.e. satellites). In such a way, security will be maximised since access to
transmitted data will only be achievable by determining these encoding properties to
regenerate the encryption keys or breaking the encryption cipher itself. The additional
potential validation of the initiator node of a message will prevent the unauthorized
introduction of malicious messages into the network communication spectrum, designed
to deliberately corrupt its operation, which is a significant risk for any wireless
communication system. This will serve both to minimize the need for key sharing as

well as to validate the initiator node in a message.

The reviews above, although not the focus of this research, provide basic background
information. It was also important to have mentioned the work done by Harmer and
Papoutsis and to state that they are significantly different from this work which deals
with the voice modality. While Harmer’s work deals with fingerprint images and
extracts useful features from it, Papoutsis work is similar to this research as it is signal
based. However, it differs in the sense that the signals in Papoutsis work are from IC’s
and most times generates multiple modes and the subjects do not necessarily have
control on the signals that they generate. It is therefore unlike in the case of this
rescarch where the subjects are humans who can sometimes choose not to allow the use

of their samples, the signals from their samples could be altered by their mood, ailment,
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age, etc, as well as the fact that human voice do not generate multiple modes which are

considered unusual distributions.

2.8 Introduction to Template-free biometrics

Several recognition and authentication systems based on biometric measurements have
been proposed in the last few years owing to the current security and data integrity
challenges worldwide [47]. As a result, several algorithms and sensors have been
developed to acquire and process many different biometric data sources. The recent
introduction of biometric data in electronic documents, such as passports, has further
increased the relevance of the secure storage and processing of personal biometric data.
Currently, most biometric systems are based on templates and operate by measuring an
individual's physical features in an authentication inquiry and comparing this data with
biometric reference data stored on a template [62]. As the need for security increases,
several concerns about biometrics, especially in the safety of the personal biometric
information that is stored on the template have come to the fore [10], [63]. One of these
concerns is that once a biometric source has been compromised, it cannot be re-issued,
unlike passwords that can be cancelled and reissued if lost or stolen. Therefore, the
owner of the biometric as well as the data protected by the biometric is compromised
for life because users cannot ever change their features. Although revocable biometrics
are in use today [2] - [9], [13] - [17], it is challenged by the integrity of the owner of the
biometric sensor who may pre-record biometric samples, and those with access to the

algorithm who may have, and can use, privilege rights to decipher measurable values

unique to individuals.

A Template-Free biometric system is a novel approach to the security of biometric
technology, which eliminates the need to use a template of pre-captured data as a basis
for comparison before authentication is achieved. This technique exploits the possibility
of directly encrypting the biometric data provided by the individual and therefore
eliminates the need for storing templates used for data validation, thus increasing the

security, and in turn user’s confidence, in the system. Current research into template-
45



Chapter 2 Overview of Current Biometrics and Introduction to Template-free Biometrics

free biometrics seeks to address concerns associated with template storage of an
individual’s physical features as reference data for authentication/verification [62], [67].
In a template- free biometric system, a user provides samples of the given biometric
allowing encryption keys to be generated directly from certain features in the samples.
As a result, the proposed system requires no storage of the biometric templates and no
storage of any private encryption keys is required. Template-free encryption possesses
the significant advantages of removing the need for users to enrol or have personal

biometric template data or private keys recorded.

Although an evolving system, research so far on template-free biometrics [68] - [71],
[86] — [88], [97] —[100], [108], [109], [115] indicates that it basically operates via a two
stage process called Calibration and Operation respectively. The Calibration phase is
performed once per application domain and the Operation phase is employed

subsequently every time an encryption key is required.

Abstractly, in the Calibration phase, a user provides samples of the given biometric to
generate a global normal distribution functions or probability density curves formed
from the probability distribution of the users’ biometric keys within a quantised interval
(details of which are described in this chapter). These are called normalisation maps
from which encryption keys can be generated directly from certain features in the

samples. As a result, the proposed system requires no storage of the biometric templates

and no storage of any private encryption keys [87], [109].

In the Operation phase, a new set of samples are provided by the same user from
which new keys may be generated directly. These are previously unseen samples (that
have not been stored anywhere). The system then proceeds as a standard asymmetric
encryption system where the message data is encrypted first with the receiver's
asymmetric public key and a digest of the message is then encrypted with the sender's
asymmetric private key regenerated via new biometric samples to form a digital
signature. The encrypted message is then sent to the receiver [87], [109]. Figure 2.1

shows a conceptual key generation system.
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Figure 2.1: A conceptual biometric key generation system
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Figure 2.2: Working flow in a standard biometric system

Referring to Figure 2.2, to send a message using the biometric system, the following

steps occur:

e Message data is encrypted first with the receiver's asymmetric public key.
e A digest of the message is then encrypted with the sender's asymmetric private key
regenerated via new biometric samples to form a digital signature.

e The encrypted message is sent to the receiver.
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e The encrypted message is decrypted first with the sender's asymmetric public key to
verify the sender.
e The decrypted message is then further decrypted with the receiver’s asymmetric

private key again regenerated via further biometric samples.

Subsequent chapters will dwell on the details and how this applies to template-free
systems.

Figure 2.3 is a block diagram of the calibration phase, depicting an initial single
calibration which analyses typical biometric samples to determine the characteristics of

the biometric modality in question.

Obtain samples from
multiple users

Extract features

Normalise feature
values

Calculate means and
co-variances

|

Calculate decorrelated
value for each feature

I

Calculate left and right
margin of bits to
discard from result

Fig. 2.3: Calibration

In the Operation phase, the encrypted message is decrypted first with the sender's
asymmetric public key to verify the sender. Thereafter, the decrypted message is further

decrypted with the receiver’s asymmetric private key again regenerated via further

48



Chapter 2 Overview of Current Biometrics and Introduction to Template-free Biometrics

biometric samples. From a user perspective. the system may be simply viewed as an
entirely self-contained operation as shown in Figure 2.4. It should be noted that no

record of any biometric sample or communication with any networked resource is

required [87]. [109].
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Fig. 2.4: Key generation in the Operation phase

Figure 2.5 is a block diagram of the Operation phase, depicting the Operation phase
which is applied whenever keys are required from the system. Thus, ssubsequently,
keys may be generated directly for previously unseen user samples as depicted in figure

-

2.
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Figure 2.5: Operation
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Subsequent chapters will provide more details on this subject and how it relates to the
subject of voice based template-free biometrics.

Research in template-free systems has exploited the use of features from fingerprint
[67], [130], Voice [62], [86] — [88], [108], [109], [115] and IC (Integrated Circuit)
metrics [97] - [100], [131] (which although addressing non human features, but is based

on the same principle of not storing template values to achieve authentication).

The novelty of the current proposal lies in the development of techniques for the direct
encryption of data extracted from biometric samples of the human voice which
characterise the identity of the individual. This research has identified a number of
features from the human voice that can be useful in template-free biometric system and
also introduced novel method of combining the biometric keys generated from the

features. Such a system offers the following significant advantages:-

- The removal of the need to store any form of template for validating the user, hence

directly addressing the disadvantages of template compromise.

- The security of the system will be as strong as the biometric and encryption
algorithm employed (there is no back door). The only mechanisms to gain
subsequent access are to provide another sample of the biometric or to break the

cipher employed by the encryption technology.

- The (unlikely) compromise of a system does not release sensitive biometric
template data which would allow unauthorised access to other systems protected by

the same biometric or indeed any system protected by any other biometric templates

present,

- A further significant advantage relates to the asymmetric encryption system
associated with the proposed technique. Traditional systems require that the private
key for decrypting data be stored in some way (memorising a private key is not
feasible). With the proposed system, the key will be uniquely associated with the

given biometric sample and a further biometric sample will be required to generate
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the required private key. As there is no physical record of the key, it is not possible

to compromise the security of sensitive data via unauthorised access to the key.

The investigation of voice as a suitable modality for template-free biometric systems is
the main subject of this research and a number of publications have been made by the
author [62], [86 — 88], [108], [109], {115], [149]. The research has looked at extractable
features in the human voice that can be used in template-free systems and in addition, a
number of features and methods currently used in template-based systems were also
studied and subsequent chapters will catalogue the success/failures recorded in the use

of the various schemes.

2.9 Chapter Summary

This chapter reviewed extant literature on biometrics; the various types and
applications. It also presented the economic activities that are generated by this field of
research. However, there is paucity of information on template-free biometrics and no
information on voice based template-free systems. It is this vacuum that the research
reported here found as a niche. This research, which is, in the use of human voice
features in a template-free biometric system introduces several novelties that seek to

address template-based vulnerabilities in biometric systems.

In the succeeding chapter, this research will examine the suitability of using voice in a
template-free system. Template-free system is a new trend in biometric research that
aims at protecting the user of the biometric system and the biometric system itself. The
next chapter also evaluated a number of human voice features useful for template-free

system, and utilised a number of newly identified human voice features useful for

template-free systems.
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Chapter 3

Strategies for implementing voice
features in Template-free Biometrics

The Science of Biometrics has to do with automatically recognising a person using
distinguishing traits. Voice possesses very useful features and is considered a suitable
biometric measure because it can be obtained from most humans. It is a primary mode
of communication that is unique to individuals and can be identified by others (who are
familiar with us), either physically or even on the telephone, microphone or across

networks.

Voice satisfies the acceptable requirements of a biometric trait because it is robust,
distinct, available, acceptable, and accessible. By “robust”, we mean changing in a
predictable fashion in an individual over time. By “distinctive”, we mean showing great
variation over the population. By “available”, we mean that the entire population should
ideally have this measure. By “accessible”, we mean easy to measure using electronic
sensors. By “acceptable”, we mean that people do not object to having this
measurement taken from them [18] — [20]. In addition, voice cannot be forgotten or
misplaced, unlike knowledge-based (e.g. password) or possession-based (e.g. key)
attributes. Specifically, voice has a higher advantage over other biometrics

characteristics because in voice, we can change what password or code that an
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individual says as well as the fact that it is the only biometric with which authentication

can be achieved across a long distance medium like the telephone.

Voice is regarded as a performance biometric because an individual must perform a task
to be recognized (in this case, speak). The above attributes qualify voice to be used as a
biometric trait. The applications of voice biometrics are found in smartcards, forensics,
healthcare, call centres, banking, and a host of other information assurance applications.
In commercially available voice biometric systems, a wide range of features as will be

described in this chapter are in use.

As described in section 1.2, the choice of voice as the modality to employ in this
research stems from the fact that it has many advantages over other biometrics.
However, a major thrust of this research is to determine the suitability of the voice
modality in a template-free environment. The concept of template-free biometrics has
been introduced in the previous chapter and its requirements the key elements in the
features generated from voice to determine their suitability in template-free systems will
be subsequently discussed. This chapter will describe the detailed analysis of those
features from the human voice that are considered useful and how they are measured,
indicating how they are distinct between different subjects (humans). Finally, the
chapter will present experimental data to support the identification of some voice

features that are suitable for template-free biometrics.

3.1 Analysis of voice features for suitability in
template-free biometrics

As described earlier, voice is a primary mode of communication that is unique to
individuals and can be identified by others, especially those who are close to us, even
on the telephone, microphone or across networks. It is a good biometric characteristic
because it is robust, distinct, available, acceptable, and accessible [19]. Voice is
regarded as a performance biometric because an individual must perform a task to be

recognized; in this case, speak. Voice, like other biometrics, cannot be forgotten or
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misplaced, unlike knowledge-based (e.g., password) or possession-based (e.g., key)
access control methods. Voice possess one more advantage over other biometric
characteristics like fingerprint, iris, etc. as we can easily alter the phrase or word spoken
which is used as the biometric sample. Therefore, it has the advantage of 2-factor

authentication which combines what you have with what you know.

This section focuses on the study of the various characteristics (features) in the human
voice which can be useful in directly generating encryption keys without having to store
the features on a template, which subsequently improves the security of the data
protected by it [62], [86] - [88], [108], [109], [115].

This study has looked at a number of voice features that have some measure of stability
as well as distinguishing properties which makes them suitable for a template-free
system [62], [86] - [88], hence the stability of biometric keys based on voice. Therefore,
a set of criteria needs to be established to determine that features that meet those criteria
are suitable. However, before drawing up the criteria, it is important to note a number of
statistical properties to look out for in the features and which can be measured over a

wide range of subjects to determine their consistency and uniqueness over a wide range

of subjects.

For a template-free biometric system, the proposed features ideally need to be distinct to
each individual. We therefore propose to investigate the arithmetic mean score of the
samples taken from the same individual a number of times as a distinct measure of a
feature’s score [89], [90]. This is the arithmetic mean defined as “The mean of a list of

numbers is the sum of all the members of the list divided by the number of items in the

list”. For a set of data X=(xi, X2,...... Xn), the mean x is given by:

where X, represents the value of each sample
In addition, it is important to investigate the following statistical properties:
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Statistical variances between several samples from a user and between different
users: The variance of a random variable, probability distribution, or sample is a
measure of statistical dispersion, averaging the squares of the deviations of its
possible values from its expected value (mean). Campbell [56] says that for speaker
recognition, features that exhibit high speaker discrimination power, high inter-
speaker variability, and low intra-speaker variability are desired. Therefore, for this
system, it is required that the features be fairly stable over a large number of
samples of an individual and therefore should have very low intra-sample variances
(i.e. the variance between several samples from the same user), but high inter-
sample variances (i.e. the variance between the arithmetic mean of samples from

different users). Standard variance function is used as given by:

where x, represents the value of each sample and xis the mean of all the samples
and ‘n’ is the number of samples.

Covariance between the features: Covariance is a measure of how strongly
variables are correlated to each other [91]. We used this principle to investigate the
relationship between the features like the effect of the change of one feature on
another which provides an idea of how much the feature vary from the mean with
respect to each other. This is useful in order to investigate if the value of one feature
can be guessed from another. If the result of the covariance calculation is zero then
the two variables are independent of each other. When the result is positive it
signifies that the two variables have moved in the same direction. As the value
increases in the positive direction, the more strongly related the two variables are. If
the result is negative, then the two variables have a negative relationship with one

another, that is, are moving in opposite directions [89], [90]. Covariance is given as:
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=1

CoX,Y) = %Z[(x -5() . (Y, - Y)] ............................................ (3.3)

where n=number of samples, X =mean of variable X, ¥ =mean of variable Y, X,

=a single sample of variable X, ¥,= a single sample of variable Y.

e The Correlation between the features is also an important factor to consider.
Correlation is a method for establishing the degree of probability that a linear
relationship exists between two measured quantities [89], [90]. When there is no
correlation between the two quantities, then there is no tendency for the values of
one quantity to increase or decrease with the values of the second quantity. If the
value of one feature tends to increase as the value of a second increases, the two
features are said to be positively correlated or just correlated. If the value of one
feature tends to increase as the value of a second decreases, the two features are
negatively or inversely correlated. If the value of one feature has no influence on the
value of a second, they are independent or non-correlated. The measure of the
correlation between the features was also considered in the choice of the features
considered suitable. For two variables X and Y given as x; and y; where i=

1,2,3.....n, the Correlation between X and Y is given as:

- LXjy;— nxy
T (n=1)s,S,

_ nIxyi- Txi— XYi
e 3.4
Jan? -(Z x)? JnZy,-z -(Ty)?

These measurable properties can be applied to potential features and used as the basis

for determining the absolute values derivable from the voice signals to form a unique
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representation. Considering this general overview on how to ascertain the suitability of

the features, we define the criteria for a good feature as shown in table 3.1.

Table 3.1 Criteria for a good feature

1 [ Intra-sample variance Low compared to inter sample variance

2 | Inter-sample variance Higher than intra-sample variance

3 | Mean Value Must be distinct

4 | Correlation between the features | Should be minimal. Ideal value is 0. Therefore

should be as close to zero as possible

5 Covariance between the features | Should be minimal. Ideal value is 0. Therefore
should be as close to zero as possible

We therefore measured every characteristics defined in the human voice against the
criteria to determine their suitability. In arriving at a good judgement, equations 3.1 —

3.4 and the procedures involved as detailed in this section were used.

As detailed in the experimentation, preliminary investigation of statistical properties of
the mean, inter and intra sample variances, the covariance and correlations were
employed in order to determine the useful features. Useful features possess distinct
mean, low intra-user sample variance, high inter-user variance between user mean
values, and almost zero covariance. It is important to note that the investigation was not
restricted to features that are already in use in template-based systems since the focus is

to look out for features with properties that can be measured without necessarily storing

the samples from which the features were determined.

3.1.1 Review of features used in current voice
based biometrics

Several strategies are employed to extract features for use in current template-based
biometric systems. These schemes include the use of systems that directly extract

specific features from the voice samples and those that use statistical methods to

identify patterns in the human voice that are user specific.
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Since research on speaker recognition became prominent in 1974 [57], various features
have been extracted from the human voice for use in automatic identification. These
include hidden features of human voice that cannot be directly measured, such as
volume (soft or loud), pitch (high or low frequency), but first need to be processed in
order to measure the value [76]. Most of the features described in this section are those

available in research literature and which may be in use in commercial applications.

Many of the speaker identification systems available in literature use Mel frequency
cepstral coefficients (MFCC), and linear predictive cepstral coefficients (LPCC) as
features [80], [146]. The Mel-frequency represents a warping of the frequency band that
is linear from 0 to 1 kHz and logarithmic at the higher frequencies, and the analysis is
performed over this warped axis (in principle). This warping function has its origins in
the human perception of tones. The speech signal is constrained to a bandwidth of about
150-3500 Hz for telephone speech and about 50 Hz-8 kHz for broadband
communications [183]. The cepstral features are obtained by analyzing the Mel-scaled
speech every 0.01 seconds over a time interval of about 20 milliseconds (nominally) in
duration. This yields the Mel-scale spectrum and the Fourier coefficients of the
logarithm of this function are produced. Depending on the system there are about 12-20
such coefficients produced every 0.01 seconds. These coefficients, MFCCs, are used to
generate cepstral derivatives by differencing techniques, resulting in about 24 to 40
features and sometimes second derivatives [10]. One or more normalized energy
features also employed to round out the basic feature set. Linear predictive analysis
provides both an accurate estimate of the speech parameters and also an efficient
computational model of speech. The basic idea behind linear predictive analysis is that a
specific speech sample at the current time can be approximated as a linear combination
of past speech samples. Through minimizing the sum of squared differences (over a
finite intcrval) between the actual speech samples and linear predicted values a unique
set of parameters or predictor coefficients can be determined. These coefficients form
the basis for linear predictive analysis of speech. These two features have proved to be

very good in speech recognition, but are not necessarily good in speaker identification;
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hence currently, some researchers are focusing on improving these two features as well

as appending new features to them [146].

Reynolds {102] also listed four features used in different speech and speaker recognition
systems reported throughout the literature. The features are melfrequency and linear-
frequency filterbank cepstral coefficients, linear prediction cepstral coefficients, and
perceptual linear prediction (PLP) cepstral coefficients. Reynolds [102] presented an
experimental evaluation of these different features and channel compensation
techniques for robust speaker identification using the King speech database. This
system used the Gaussian mixture speaker classifier which is a weighted sum of M

components densities [121] and which is algebraically given as:

PRIA) = TM L Dibi(E) oo (3.5)

where % is a D-dimensional random vector, b;(X), { =1, ...., M are the component

densities and p;, i =1, ..., M, are the mixture weights. [121].

The best recognition performance based on this method was 92%.

Hirsimaki [77] measured the characteristics of the cochlea, which are its critical
bandwidths in frequency domain that are equal to band pass filters with bandwidth

spaced linearly at low frequency. The same method was also adopted by [1 85]

Atal [57] used pattern matching method to process cepstrum as inputs to do text
dependent speaker recognition. Under this scheme, Atal reported that several different
parametric representations of speech derived from the linear prediction model are
examined for their effectiveness for automatic recognition of speakers from their voices.
Twelve predictor coefficients were determined approximately once every 50
milliseconds from speech sampled at 10 kHz. The predictor coefficients and other
speech parameters derived from them, such as the impulse response function, the

autocorrelation function, the area function, and the cepstrum function were used as
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input to an automatic speaker-recognition system. The speech data consisted of 60
utterances, consisting of six repetitions of the same sentence spoken by 10 speakers.
The identification decision was based on the distance of the test sample vector from the
reference vector for different speakers in the population; the speaker corresponding to
the reference vector with the smallest distance was judged to be the unknown speaker.
In verification, the speaker was verified if the distance between the test sample vector
and the reference vector for the claimed speaker was less than a fixed threshold. Among
all the parameters investigated, the cepstrum was found to be the most effective,
providing an identification accuracy of 70% for speech 50 msec in duration, which
increased to more than 98% for a duration of 0.5 sec. Using the same speech data, the
verification accuracy was found to be approximately 83% for a duration of 50 msec,
increasing to 98% for a duration of 1 sec. In a separate study to determine the feasibility
of text-independent speaker identification, an identification accuracy of 93% was

achieved for speech 2 sec in duration even though the texts of the test and reference

samples were different.

Markel et al [59], while carrying out research on text independent speaker recognition,

extracted the linear predictive coding (LPC) coefficients from the speech input.

Abdul Wahab et al [76] identified five features that are used in voice biometrics viz:

(a) Energy of the signal or Log energy which is defined as:

E~= 10log (s + TN s (n)) .............................................. (3.6)

where ¢ is a small positive constant added to prevent the computing of log of
zero and s(n) is the amplitude of the sampled signal.

(b) Zero crossing rate of the signal, which is an indicator of the frequency at which
the energy is concentrated in the signal spectrum. Voiced speech is produced as
a result of excitation of the vocal tract by the periodic flow of air at the glottis
and usually shows a low zero crossing count. Unvoiced speech is produced due
to excitation of the vocal tract by the noise-like source at a point of constriction
in the interior of the vocal tract and shows a high zero crossing count. The zero
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crossing count of silence is expected to be lower than for unvoiced speech, but
quite comparable to that for voiced speech. Silence in this case means noise at

very high SNR (Signal to Noise Ratio) [184].

(c) Normalized autocorrelation coefficient at unit sample delay, C which is defined
as:

C = IN_ 1 S()S(n-1) .
et sm)

where C is the normalized autocorrelation coefficient and S(n) is the amplitude
of the sampled signal. This feature is the correlation between adjacent speech
samples. Due to the concentration of low frequency energy of voiced sounds,
adjacent samples of voiced speech waveform are highly correlated, thus the

coefficient is close to 1. On the other hand, the correlation is close to zero for

unvoiced speech.

(d) First predictor coefficient: This is derived using the covariance method. It can be
shown that this feature is the negative of the Fourier component of the log
spectrum at unit sample delay. Since the spectra of the three classes (voiced,

unvoiced, silence) differ considerably, so does the first LPC coefficient.
(e) Energy of the prediction error. This is defined as

E,= E;— 10log (1076 + | Z}_, ax® (0,k) + @ (0,0) |.)......3.8)

B (LK) = BN 50 = D0 = k) (3.9)

where E; is the log energy as defined in (a) and @ (i, k)is the (i, k) term of the
covariance matrix of the speech samples, oy is the predictor coefficient and P is

the total number of predictor coefficients.
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Wahab [76] also reported that most researchers chose features in the frequency domain,
such as LPC, pitch, formants, maximum and minimum amplitude frequencies while
others use the time domain approach based on the auto correlation, covariance or zero
crossing rate (ZCR). The frequency domain approach is also called the quefrency
domain, which is derived from the word ‘frequency’ since the features extracted from
this domain are first processed in frequency domain before they are finally converted
back to the time domain. Some examples of the features belonging to this domain are

real cepstrum and melcepstrum.

Zhu and O’Shaughnessy {79] also used Log-Energy Dynamic Range Normalization for
Robust Speech Recognition to improve recognition result by 30.83% over the reference

front-end algorithm in clean-condition training.

Abdulla [80] also introduced a feature called perceptual log area ratio (PLAR), which
depends on notions from psychoacoustics where the robustness can be assured. Abdulla
also identified the log area ratio as an effective feature for recognizing speakers as it
embodies the geometry and dynamics of the vocal tract, which are very much person-
dependent. This method modeled the speakers’ vocal tracts in form of transforming
LPC into LAR feature in which the vocal tract of an individual is modeled as a non-

uniform acoustic tube. The LAR coeffients are therafter calculated by the equation

1-oy

A 1+
LAR; = log Ai—’- = log ( ocl),A,,H = 1 e (3.10)
+1
where o, is the ith partial correlation (parcor) coefficient which can be found by

Xy = ai(i) 1<i<p
where a;() is the ith coefficient calculated by the ith order LP model

Subramanya et al [81] used the following features: (i) the raw likelihoods resulting from
each recognizer pass, (ii) the difference between the raw likelihoods (LR), and (iii) the
durations. This system used the CUT YOHO corpus with varying lengths of

passphrases. The result obtained shows an improvement of 36.41% in EER.
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Avci [82] introduced an expert speaker recognition system based on optimum wavelet
packet entropy parameter values. Avci [82] further mentioned speech features which are
usually obtained via Fourier transforms (FTs), short-time Fourier transforms (STFTs) or
linear predictive coding techniques, as well as wavelet and wavelet packet analysis. The

classification result obtained from this system is 85%.

Kuwabara and Sagisaka [83] mentioned prosodic features such as the fundamental

frequency contour, the duration of words, timing, rhythm, pause, and power levels.

In addition, Kuwabara and Sagisaka [83] identified two types of acoustic
characteristics, the voice source and the vocal tract resonance. Voice source comprises
of (1) the average pitch frequency, (2) the time-frequency pattern of pitch (the pitch
contour), (3) the pitch frequency fluctuation, (4) the glottal wave shape, while Vocal
tract resonance comprises of (1) the shape of spectral envelope and spectral tilt, (2) the
absolute values of formant frequencies, (3) the time-frequency pattern of formant
frequencies (formant trajectories), (4) the long-term average speech spectrum, (5) the

formant bandwidth.

Monrose et al [138], proposed a method that uses entropy from the way a user speaks a
password. The proposed technique reliably generates a cryptographic key from a user’s
voice while speaking a password. The key resists cryptanalysis even against an attacker

who captures all system information related to generating or verifying the cryptographic

key.

Several other features are in use, especially in commercial applications, which are not
readily available for listing because of commercial competition reasons. This research
reviewed the suitability of the existing features mentioned above in addition to other

features suggested in this work as will be detailed in the next section.
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3.1.2 Review of additional features proposed in this
system

Maximum, Minimum, and Average Power Spectral Densities (PSD)

Power spectral density function (PSD) shows the strength of the variations (energy) as a
function of frequency. In other words, it shows at which frequencies variations are
strong and at which frequencies variations are weak [186]. The power spectral density
(PSD) is intended for continuous spectra. The unit of PSD is energy per frequency
(width) and energy can be obtained within a specific frequency range by integrating
PSD within that frequency range. Power spectral density is commonly expressed
in watts per hertz (W/Hz) or dBm/Hz [92], [187].

From [186], the power spectral density (PSD) of a stationary random process X, is

mathematically related to the autocorrelation sequence (RXX) by the discrete-time

Fourier transform. This is given by:

P, (w) = %z;’;:_w Ry (M)ETTO™ e, 3.11)

Which can be written as a function of physical frequencyw = 2rf/f;; where f; is the

sampling frequency. Therefore,

1 woo —omi 2
P.(f) = E2m=-°° Ry (M)e ™2 MU s i (.12)

According to Matlab™ documentation [188], the integral of the PSD over a given
frequency band computes the average power in the signal over that frequency band.
Since Matlab was used in many of the experimentation (refer to experiment section), the
bitstreams generated from the audio input has a measure of its maximum, minimum,
and average values. Consequently, the PSD functions can also be measured in terms of

its maximum, minimum, and average values.
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Cepstrum Analysis (Maximum, Minimum, and Mean cepstrum)

Bogert et al [93] introduced the term cepstrum. They observed that the logarithm of the
power spectrum of a signal containing an echo had an additive periodic component due
to echo. Voiced speech generally can be regarded as the response of the vocal tract
articulation equivalent filter driven by a pseudo periodic source. Cepstrum analysis is a
nonlinear signal processing technique with a variety of applications in areas such as
speech and image processing. Thus, it is a potential feature that can be used in voice
based template-free biometric system. The Signal Processing Toolbox [183] provides

three functions for cepstrum analysis.

1. Complex cepstrum
- Maximum CCEPS
- Minimum CCEPS
- Average CCEPS

2. Inverse Complex cepstrum
- Maximum ICCEPS
- Minimum ICCEPS
- Average ICCEPS

3. Real Cepstrum
- Maximum RCEPS
- Minimum RCEPS
- Average RCEPS

A complex cepstrum can be defined as the inverse Fourier transform of the complex
logarithm of a Fourier transform. According to Bogert et al [93], for a sequence x, the

complex cepstrum can be calculated by

4
£[n] = 'Zln log [X(e/@)]e/“"dw
-
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;1; J” llog|X(e@)| + jarg (X(e/))]e“da..........oooc.......... (3.13)

where arg is the continuous (unwrapped) phase function.
The toolbox function cceps in Matlab is used to perform this operation.

The real cepstrum is used to design an arbitrary length minimum-phase FIR filter from a
mixed-phase sequence [192]. The real cepstrum of a signal x, is calculated by
determining the natural logarithm of magnitude of the Fourier transform of x, then

obtaining the inverse Fourier transform of the resulting sequence. It is given by

X
c, = ‘)i-n' I log|X(e/«)les/wndw
-

Matlab function ‘rceps’ performs this operation.

Maximum, Minimum, and Average Fast Fourier Transform (fft)

Fourier Transform (FT) is used in a number of signal and image processing
applications. It is a representation of an image as a sum of complex exponentials of
varying magnitudes, frequencies, and phases. It can also be described as a wavelet
transform with basis vectors defined by trigonometric functions. Defined
mathematically [188], if f(m,n) is a function of two discrete spatial variables ‘m’ and

‘n’, then the two-dimensional Fourier transform of f(m, n) is defined by the relationship

flwy, W) = S8 o T2 o f(m,n)e JO1Mg-jwam .. (3.15)

Where w;,w, are frequency variables; f(w,,w,) is the frequency domain

representation of f(m, n).
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When signals in time domain are transformed into frequency domain, a special variant
of Fourier Transform called Discreet Fourier Transform (DFT) is used i.e. the
Discrete Fourier Transform (DFT) is used to produce frequency analysis of discrete
non-periodic signals. DFT is usually the FT method used when working with computers
because its input and output values are discrete samples, making it convenient for
computer manipulation. However, a faster method of computing DFT is the Fast
Fourier Transform (FFT). This method can be investigated to determine special

properties of the voice signal for biometric purpose.

Mathematically, for a vector of length N, the function X=fft(x) and X=ifft(x) implement

the transform and inverse transforms of the vector given by:

2(k) = L1 x(D@T VU e (3.16)
x() = (1/N) ZN_ x(R)wy U™ DE ™ (3.17)
Where

wy = e("2™/V is an Nth root of unity [188].

Maximum, Minimum, and Average Hilbert function

The Hilbert transform is useful in calculating instantaneous attributes of a time series,
especially the amplitude and frequency [188]. These are signal attributes that have
potential uses in voice based biometrics and consequently proposed for investigation in

this research. According to Kschischang [189], Hilbert transform H[g(t)] can be

defined as
Hlg®] =gty » 2= 2 [2 L gr =2 [~ 98D §7 o, (3.18)

Where the Hilbert Transform of g(t) is the convolution of g(t) with the signal 1/ mt
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The function x = hilbert(xr) returns a complex helical sequence, sometimes called the
analytic signal, from a real data sequence [188]. The analytic signal x = xr + i*xi has a
real part, xr, which is the original data, and an imaginary part, xi, which contains the

Hilbert transform.

Linear Predictive Coding (LPC)

Linear Predictive Coding (LPC) is a method of measuring speech parameters
accurately, It uses a process called inverse filtering to remove the effect of formants
from the speech signal and then estimate the intensity and frequency of the remaining
signal which is called the residue. The formants and the residue can be estimated
accurately in form of integers which are measured as the special characteristics

(features) and which are unique to individuals. The application of LPC varies from filter

design to speech coding.

According to [188], [a,g] = Ipc(x, p) is given by

n)=-ax(n-D-aBlx(n-2)- - —alp+ Dxln-p) (3.19)

pis the order of the prediction filter polynomial,a=[1 a(2)...a(p+1)]. Ifpis
unspecified, Ipc uses as a default p = length(x)-1. If x is a matrix containing a separate
signal in each column, Ipc returns a model estimate for each column in the rows of

matrix a and a column vector of prediction error variances g. The length of p must be

less than or equal to the length of x.

Cross Correlation
Cross correlation is the method of estimating the similarity of two waveforms. It Is

mostly used in pattern recognition, single particle analysis, electron tomographic

averaging, cryptanalysis, and neurophysiology. It can be represented as:
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Ry (m) = Elxmynl = Bty yom)

where x, and y, are jointly stationary random processes, —oo <n <o, and E {-} is the

expected value operator [188].

Auto Correlation

Autocorrelation is used to identify repeating patterns in a signal. It is like the cross
correlation of a signal within itself. Autocorrelation can also be defined as a
mathematical representation of the degree of similarity between a signal and its lagged
version over consecutive time intervals. Its value usually range from -1 to +1 with an
autocorrelation of +1 representing a perfect positive correlation in which case the
increase in a time series signal will lead to a proportionate increase in the lagged
version of the same signal. On the other extreme, a n autocorrelation of -1 represents a
perfect negative correlation in which case the time series signal and its lagged version

moves in proportionately opposite direction [190].

Many of these other features used are standard mathematical/ signal processing
functions whose details and were measured using functionalities available in Matlab.

Their mathematical derivations are not very necessary to provide an understanding of

the research.

It is therefore now necessary to show the experimental setup used to determine the

suitability of these features.
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3.2 Experimental evaluation of suitable features

Experimental evaluations were carried out to ascertain that the proposed features will
meet the requirement for a template-free system as summarised in table 3.1. The
datasets are described in 3.2.1. All the experiments were conducted using functions
available in Matlab. A code was developed to read the audio samples using the
Microsoft based ‘wave audio format’ in combination with the ‘wavread’ function in
Matlab. This acts as a simple algorithm that extracts features from the human voice. The
Waveform Audio File Format (WAVE or WAV) is a standard file format for storing an
audio bitstream [92]. Matlab “WAVREAD’ function reads Microsoft WAVE (".wav")
sound file and returns a sampled value which can be denoted as ‘y’. The value of ‘y’
that returns a new value for each of the functions representing the respective features
(fft, cceps, rceps, psd, etc.) which is unique to each individual. Therefore, the steps for

testing a feature is as summarized below:

i. Take several voice samples from an individual. (In one of the datasets used in
this research, 106 users were evaluated and each provided 5 samples while in the
second datasets, there were 4 Enrollment sessions per subject with 24 phrases
per session and 10 test sessions per subject with 4 phrases per session

ii. Convert the samples into ‘wav’ format. This uses existing standard conversion
software and need not be dwelt upon.

iii. Use the wavread function to extract the signal values from each of the samples
taken. This is the value represented as ‘y’ above.

iv. Take the average of all the values from the respective samples of the same
individual i.e. the average of ‘y’.

v. For the various features, use the respective functions to read ‘y’ in order to

obtain the value of that feature i.e. feature= function (y).

To further illustrate the steps above, consider a typical feature to be measured as

described below.
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Step 1
Take a number of audio samples from a subject and label them as ‘sample 1°, ‘sample

2’, ‘sample 3’ ‘sample 4°, ‘sample 5’ ...... ‘sample n’

Step 2
Use standard audio conversion tools to convert the samples into wave form with ‘.wav’

extension.

Step 3

Read each sample by applying the ‘wavread’ function.

Step 4
Take the average of each result obtained from step 3 and apply the function as

described in 3.1.2

Step 5

Calculate the mean of the results for all the samples in step 4

Step 5
Take the variance of each value for the samples in step 4

As part of the check for the criteria in table 3.1, steps 6 and 7 below which are basically

to investigate the effect of the change of one feature on the other will be considered.

Step 6
Measure the covariances between the features using equations (4.3)

Step 7
Measure the correlations between the features using equations (4.4)
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These steps are repeated for each feature to be tested and those that meet the criterion
set in table 3.1 are considered useful. A further review of the practical experimentation

is detailed subsequently.

3.2.1 Datasets

The experiments were carried out on two main databases - the VALID Datasets and the
YOHO Datasets. The two databases comprises of voice samples collected over a period

of time from varying subjects with diverse ethnic and gender backgrounds.

The VALID database [94] contains 530 samples (consisting of five recordings for each
of 106 individuals over a period of one month), each one uttering the sentence "Joe
Took Father's Green Shoebench Out" and the numbers “5 06 92 8 1 3 7 4”, The
recordings were acquired across different environments/ background — noisy, real

world, and others in office scenario with no control on acoustic noise.

The YOHO speaker verification Database [95] consists of:
e "Combination lock" phrases (e.g., 36-24-36)
e 138 subjects: 108 males, 30 females
e Collected over 3 month period in a real-world office environment
e 4 Enrollment sessions per subject with 24 phrases per session
e 10 Test sessions per subject with 4 phrases per session
o Total of 1932 validated sessions
e 8 kHz sampling with 3.8 kHz analog bandwidth

o 1.2 gigabytes of data (when uncompressed)
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3.2.2 Tests

The initial part of the research carried out extensive tests on various features to
determine their suitability for template-free system. A number of candidate features
were tested (including those that are currently in use in template-based systems) to
determine their suitability in template-free system. The tests were carried out to
ascertain features with distinct means whose intra sample variances are lower compared
to the inter-sample variances between the mean values. The aim is to look out for
features that exhibit high speaker discrimination power, high inter-speaker variability,
and low intra-speaker variability. Therefore, for this system, it is specifically required
that those features are fairly stable over a large number of samples, possessing very low
intra-sample variances (i.e. the variance between several samples from the same user),
but high inter-sample variances (i.e. the variance between the arithmetic mean of
samples from different users). Therefore, we used the criteria outline in Table 3.1 and
subjected the features through steps 1 to 7 above. Tables 3.2 to 3.6 are examples of

results obtained using this procedure.

According to the proposed criteria for a useful feature, a distinct mean value should be
determinable. Secondly, intra-sample variance needs to be smaller in comparison with
inter-sample variances. Furthermore, the covariance between the features should show
that there is almost zero covariance between the features, except for those within the
same domain (e.g. all features from Amplitude domain like minimum, average, and
maximum amplitude will normally be correlated). The features that were successfully

evaluated are indicated in the next section.

Using the datasets described in 3.2.1, the percentage of subjects with Intra-sample
variance value lower compared to inter-sample variance were evaluated for each
proposed feature in which it was possible to determine a distinct mean value.
Furthermore, the percentage of each feature correlations and covariances with other
features (i.e. the number of feature correlations and covariances amongst the useful

features) were evaluated. For each of the subjects in the datasets, the proposed features

were tested and results obtained are as summarised subsequently.
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3.2.3 Results

The system was evaluated against the datasets described in section 3.2.1. The purpose
of the experiments was to ascertain the features that are potentially suitable for use in

voice based template-free biometric system.

The first step in all cases was to be able to measure a distinct mean value which was
possible in all the twenty nine proposed features evaluated. These are typical intra-
sample means of the samples from the same subject at varying intervals and locations.
In addition, the intra-sample variances between these samples are calculated using the

method proposed in equation 3.2 in section 3.1

An example for peak-to-peak amplitude feature is shown in table 3.2, showing typical

mean values and intra sample variance of peak-to-peak amplitude for different subjects

denoted by x0, x1...... Xn,

Table 3.2: samples of intra-sample means and variances for various subjects (x) from
the VALID database for peak-to-peak amplitude

Sample | Intra sample Means | Intra sample variances
x0 0.2862 0.0132

x1 0.2478 0.0017

x2 0.2901 0.00061421
x3 0.4201 0.0181

x4 0.3417 0.0056

x5 0.2091 0.0039

x6 0.2476 0.0034

x8 0.4566 0.0031

x9 0.3411 0.0018
x10 0.4029 0.0138

This is pictorially represented in figure 3.1 below which clearly shows the mean of

each set of samples (x), and the corresponding value of intra-sample variances.
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samples of intra-sample means and variances for various subjects using Peak-to-Peak Amplitude

0.45

0.4
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Variances

M Intra sample mean

0.2 ® Intra Sample Variances

0.15

x0 x1 X2 x3 x4 x5 X6 x8 x9 x10

Users

Figure 3.1: comparing intra sample means and variances

The blue bar represents intra-sample mean while the red bar represent intra-sample

variances.

Another typical case for maximum power spectral density is shown in Table 3.3. This

table shows samples of normalised mean scores with the inter sample variance values

for successive users.
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Table 3.3: Samples of normalised mean scores and inter-sample variances for
maximum power spectral density from the VALID database

User candidate | Mean scores | Inter-sample variables | Inter-sample
variances
x0 0.5297 x0-x1 0.003362
x1 0.4477 x1-x2 0.0080264
x2 0.321 x2-x3 0.0369376
X3 0.5928 x3-x4 0.0035617
x4 0.5084 x4-x5 0.007688
x5 0.3844 x5-x6 0.0054184
X6 0.2803 x6-x8 0.049707
x8 0.5956 x8-x9 0.0064752
x9 0.4818 x9-x10 0.0001824
x10 0.5009 x10-x11 0.001245

This table is plotted in figure 3.2 below which clearly shows the comparison between

the mean of a set of sample (x), and the corresponding value of intra-sample variances.

Chart showing mean and variances

M| Intra sample mean

M Intra sample Variance

Mean and Variance

x0 x1 x2 x3 x4 x5 x6 x8 x9 x10

Users

Figure 3.2: comparing mean and inter sample variance values for power spectral density
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The sample results in Tables 3.2 and 3.3 as well as figures 3.1 and 3.2 is the first step in
every feature evaluation. For any feature to be evaluated for suitability in this research,
it should first be measureable, although this measurement is not an indication of
whether all other criteria for suitability will be met. The overall result indicates that

twenty nine (29) features were measurable and consequently used for further evaluation

as detailed subsequently. These include:

VRN ANRWON -~

Maximum Power Spectral Density (PSD)
Average Power Spectral Density (PSD)
Minimum Power Spectral Density (PSD)

Maximum fft

Mean fft

Minimum fft

Maximum Amplitude

Peak to Peak Amplitude
Mean Amplitude

Minimum Amplitude
Maximum Cepstrum
Minimum Cepstrum

Mean Cepstrum

Maximum ifft

Minimum ifft

Mean ifft

Maximum hilbert function
Minimum hilbert function
Mean hilbert function
Maximum LPCC

Minimum LPCC

Mean LPCC

Log Energy

Maximum Cross Correlation
Minimum Cross Correlation
Mean Cross Correlation
Maximum Auto Correlation
Minimum Auto Correlation
Mean Auto Correlation
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Subsequently, this study experimented to view the difference between the intra and inter
sample variances so as to determine criterion 1 and 2 in table 3.1. The twenty nine (29)
features above were evaluated to ensure that beyond the possibility of measuring their

sample mean values, they can meet the additional criteria specified.
Table 3.4 below is an extract of a typical evaluation of a feature showing that inter-

sample variance values are higher compared to intra-sample variances in some of the

features.

Table 3.4: Sample mean scores, intra and inter-sample variances, showing higher inter

sample variance values for maximum amplitude from the VALID database

User | Mean |intrasample | Inter sample variances Positive Difference
variance between successive indicating higher inter
means sample variance

x0 0.2967 | 0.0021 0.038198 0.036098

x1 0.5731 ] 0.000503 0.023762 0.023259

x2 0.3551 | 0.005 0.015647 0.010647

x3 0.532 | 0.0024 0.01234 0.00994

x4 0.3749 |0.0011 0.002911 0.001811

x5 0.2986 | 0.006 0.009814 0.003814

x6 0.4387 | 0.00065 0.000169 -0.00048

x8 0.4203 | 0.0029 0.007296 0.004396

x9 0.2995 |0.0023 0.036073 0.033773

x10 [ 0.5681 |0.0011 0.013613 0.012513

x11 0.4031 | 0.000317 0.019582 0.019266

x12  10.601 0.0014 0.014878 0.013478

x13  10.4285 |0.000985 0.00236 0.001375

x14 10.3598 |0.0071 0.015789 0.008689

x16 [ 0.5375 10.0011 0.007357 0.006257

x17 10.4162 | 0.0011 0.009194 0.008094

x18 | 0.5518 | 0.0065 0.029452 0.022952

x19 [0.3091 |0.001 0.010382 0.009382

x20 | 0.4532 | 8.02E-05 0.000293 0.000213

This table can better be represented in figure 3.3 below which clearly shows that for

each mean of a set of sample (x), the corresponding value of inter-sample variances

between the mean are higher compared with intra-sample variances.
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Comparing inter and intra sample variances
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Figure 3.3: Comparing inter and intra sample variance values for respective subjects using Maximum

Amplitude

Figure 3.3 graphically explains the comparison between intra-sample and inter-sample
variances. The blue bar represents intra-sample variance while the red bar represents
inter-sample variances. For a useful feature, it can be seen that inter-sample variance is
higher compared to intra-sample variances. From table 3.4, it can be deduced that for
each user (x) the intra-sample variances are lower compared to the inter-sample
variances for a typical useful feature. Table 3.7 summarises the results of the percentage
of users in both the VALID and the YOHO databases in which the inter-sample

variance is higher than intra-sample variance and vice versa, and which contributes the

use-ability or otherwise of the proposed features.
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A further step is to evaluate the useful features to determine the relationships between
them in terms of the covariances and correlations. Sample results of feature covariance
for features using the VALID database are shown in table 3.5 below. The covariance
between the features shows that there is almost zero covariance between the features,
except for those within the same domain (e.g. Minimum Amplitude and Maximum
Amplitude), which implies that the change in the value of one feature does not affect
another feature. Therefore the value of one feature cannot be guessed from the other. In
terms of correlation, some of the features tend to be anti-correlated (i.e. have values
closeto -1 and as such have negative linear relationship) and in some cases tends to be
close to 1 (indicating a linear relationship). Thus, there are indications that the values of
some features are likely to move in the same direction (for those close to 1) and in

diverse direction (for those close to -1).

Table 3.5: Samples of feature covariance for VALID database features
Legend:

X= User

A=Mean Amplitude
B=Maximum Amplitude
C=Minimum Amplitude
D=Peak to Peak Amplitude
E=Mean Frequency
F=Maximum Frequency
G=Minimum Frequency
H=Maximum PSD

I=mean PSD

J=Minimum PSD

K= Maximum Hilbert function
L= Mean Hilbert function

M= Minimum Hilbert function
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Covariance Matrix for Speaker xO

A B C D E F G H | J

A 8.13E-10 | -8.28E-07| 7.47E-07 | -1.58E-06 | -1.30E-05| -8.02E-04 | 366E-09| 6.71E-10| -1.17E-09 | -1.13E-12 |
B -8.28E-07 | 3.30E-03 | -3.30E-03{ 6.60E-03| 4.39E-02 | 289E+00| 1.62E-05 160E-04 | 6.31E-06| 3.32E-09
C 7.47E-07 | -3.30E-03 ] 3.30E-03| -6.60E-03| -446E-02 | -3.14E+00 | -1.78E-05| -1.68E-04 | -6.41E-06 | -3.19E-09
D -1.58E-06 | 6.60E-03| -660E-03| 1.32E-02} 884E-02}| 603E+00| 340E-05| 328E-04| 127E-05] 6.51E-09
E -1.30E-05 | 4.39E-02 | -446E-02 | 8.84E-02| 6.57E-01| 6.94E+01 2.15E-04 | 3.00E-03 | 926E-05| 3.54E-08
F -8.02E-04 | 2.89E+00 | -3.14E+00 | 6.03E+00 | 694E+01{ 2.19E+04 | 1.80E-02 | 1.03E+00| 1.39E-02 | -2.36E-06
G 3.66E-09| 162E-05| -1.78E-05| 3.40E-05§ 2.15E-04 1.80E-02 1.97E-07 1.10E-06 | 348E-08§ 9.78E-12
H 6.71E-10 | 1.60E-04 | -1.68E-04 | 3.28E-04| 3.00E-03| 1.03E+00| 1.10E-06| 6.27E-05| 8.18E-07 | -6.52E-11
{ -1.17E-09 | 6.31E-06 | 6.41E-06| 1.27E-05| 926E-05| 1.39E-02| 348E-08| 8.18E-07 | 1.69E-08| 4.19E-12
J -1.13E-12 | 3.32E-09| -3.19E-03%} 651E-09| 354E-08| -2.36E-06 | 9.78E-12 | -652E-11 4 19E-12{ 5.10E-15
Covariance Matrix for Speaker x1

A B Cc D E F G H | J
A | 206E-11| 421E08| 3.36E-08| -7.57E-08 | -3.57E-07 1.15E-04 | 4.29E-10| 3.48E-09 | 8.25E-11 2.37E-14
B! 421E-08 | 7.44E-04 | -3.38E-04 1.10E-03 | 9.50E-03§ 8.51E-02 1.22E-05 1.86E-05| 6.55E-07 3.68E-10
C|{ 3.36E-08{ -3.38E-04 | 2.50E-04| -588E-04 | -6.30E-03| 946E-02 | -598E-06 | 2.77E-06| -1.71E-07 | -2.15E-10
D | -7.57E-08 1.10E-03 | -5.88E-04 1.70E-03 1.58E-02 | -9.60E-03 1.82E-05 1.58E-05 8.26E-07 5.84E-10
E | -3.57E-07 | 9.50E-03 | -6.30E-03 168E-02 | 252E-01{ 4.67E+00 3.79E-04 | 2.79E-04 1.81E-05 141E-08
F | 115E-04 | 851E-02 946E-02 | -9.60E-03 | 4.67E+00 | 9.68E+02 1.63E-02 | 4.41E-02 1.30E-03 6.09E-07
G| 4.29E-10 1.22E-05 | -5.98E-06 1.82E-05| 3.79E-04 1.63E-02 7.20E-07 | 9.22E-07| 4.01E-08 266E-11
H| 3.48E-09 1.86E-05| 277E-06 1.58E-05| 2.79E-04; 441E-02 9.22E-07{ 277E-06| 7.29E-08 3.04E-11
i 8.25E-11 6.55E-07 | -1.71E-07 8.26E-07 1.81E-05 1.30E-03 | 4.01E-08| 7.29E-08| 2.55E-09 1.45E-12
J | 237E-14 | 368E-10| -2.15E-10 5.84E-10 141E-08 | 6.09E-07 2 66E-11 3.04E-11 1.45E-12 1.01E-15

81



Chapter 3

A

Strategies for implementing voice features in Template-free Biometrics

Covariance Matrix for Speaker x2

A D F G H | J
A 1.68E-11 7.66E-08 6.19E-09 7.04E-08 -1.05E-06 | -1.20E-05 5.48E-10 2 45E-08 4.56E-10 3.75E-15
B 7.66E-08 4.50E-04 -3.561E-05 4.86E-04 -1.70E-03 2.33E-04 1.79E-06 1.30E-04 2.75E-06 4 10E-11
C 6.19E-09 -3.51E-05 9.34E-051 -1.29E-04 -2.60E-03 | -1.22E-01 6.14E-07 8.93E-06 5.55E-08 -6.24E-13
D 7.04E-08 4.86E-04 -1.29E-04 6.14E-04 9.44E-04 1.23E-01 1.17E-06 1.21E-04 2.70E-06 4 .16E-11
E | -1.05E-06 -1.70E-03 -2.60E-03 9.44E-04 1.65E-01 2.93E+00 -6.15E-05 -1.10E-03 | -1.18E-05 3.22E-10
F | -1.20E-05 2.33E-04 -1.22E-01 1.23E-01 293E+00 | 1.74E+02 -6.99E-04 -2.53E-02 | -4.53E-04 -1.03E-08
G 5.48E-10 1.79E-06 6.14E-07 1.17E-06 6.16E-05 | -6.99E-04 3.73E-08 8.97E-07 1.53E-08 2.03E-13
H 2.45E-08 1.30E-04 8.93E-06 1.21E-04 -1.10E-03 | -2.53E-02 8.97E-07 4 49E-05 9.36E-07 1.66E-11
| 4.56E-10 2.75E-06 5.55E-08 2.70E-06 -1.18E-05 | -4.53E-04 1.53E-08 9.36E-07 2.08E-08 4.38E-13
J 3.75E-15 4 10E-11 -6.24E-13 4 16E-11 3.22E-10| -1.03E-08 2.03E-13 1.66E-11 4.38E-13 1.45E-17
Covariance Matrix for Speaker x3
A B C D E F G H | J

A 6.45E-11 | -3.70E-07 3.59E-07 | -7.29E-07 | -4.94E-06 -2.41E-04 | -7.34E-09 177E-08 | -261E-10| -6.06E-13
B -3.70E-07 4.40E-03 -4.50E-03 8.90E-03 4.19E-02 1.27E+Q0 6.17E-05 | -1.21E-04 4.07E-06 5.27E-09
C 3.59E-07 | -4.50E-03 4.70E-03 | -9.20E-03 | -4.38E-02 | -1.39E+00| -5.39E-05 1.37E-04 | -3.99E-06 -5.59E-09
D -7.29E-07 8.90E-03 -9.20E-03 1.81E-02 8.57E-02 2.66E+00 1.16E-04 | -2.58E-04 8.06E-06 1.09E-08
E -4 94E-06 4.19E-02 -4.38E-02 8.57E-02 5.20E-01 3.01E+01 5.82E-04 | -1.50E-03 4.26E-05 7.34E-08
F -2.41E-04 1.27E+00 | -1.39E+00 | 2.66E+00 | 3.01E+01 4.03E+03 2.06E-02 | -1.95E-02 3.50E-03 6.01E-06
G -7.34E-09| 6.17E-05| -5.39E-05 1.16E-04 | 5.82E-04 2.06E-02 1.39E06 | -1.23E-06| 6.25E-08| 7.03E-11
H 1.77E-08 | -1.21E-04 1.37E-04 | -2.58E-04 | -1.50E-03 -1.95E-02 | -1.23E-06 8.50E-06 { -1.10E-08 | -1.44E-10
1 -2.61E-10 4.07E-06 -3.99E-06 8.06E-06 4.26E-05 3.50E-03 6.25E-08 | -1.10E-08 6.87E-09 7.43E-12
J -6.06E-13 5.27E-09 -5.59E-09 1.09E-08 7.34E-08 6.01E-06 7.03E-11] -1.44E-10 7.43E-12 1.19E-14
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Covariance Matrix for Speaker x4

A B Cc D E F G H ! J
A 1.89E-11 5.92E-08 1.26E-07 | -6.65E-08| -2.18E-06| -565E-05{( -9.80E-11| -1.87E-09 2.10E-11 | -3.52E-13
B 5.92E-08 1.50E-03 | -8.84E-04 2.40E-03 1.35E-02 8.21E-01 5.92E-06 7.15E-05 3.13E-06 1.80E-09
C 126E-07| -8.84E-04| 2.30E-03| -320E-03| -360E-02} -891E-01| -233E-06| -9.11E-05| -3.32E-06 | -5.57E-09
D -6.65E-08 2.40E-03 | -3.20E-03 5.60E-03 495E-02 | 1.71E+00 8.24E-06 1.63E-04 6.45E-06 7.37E-09
E -2.18E-06 1.35E-02 | -3.60E-02 4 95E-02 577E-01 | 1.77E+01 6.11E-05 1.40E-03 4.88E-05 8.88E-08
F -5.65E-05 821E-01| -891E-01] 1.71E+00| 1.77E+01| 1.72E+03 1.64E-02 5.35E-02 1.10E-03 2.18E-06
G -9.80E-11 5.92E-06 | -2.33E-06 8.24E-06 6.11E-05 1.64E-02 2.53E-07 2.64E-07 | -2.92E-09 | -1.06E-12
H -1.87E-08 7.15E-05| -9.11E-05 1.63E-04 1.40E-03 5.35E-02 2.64E-07 4.72E-06 1.86E-07 2.12E-10
| 2.10E-11 3.13E-06 | -3.32E-06 6.45E-06 4.88E-05 1.10E-03 | -2.92E-09 1.86E-07 8.56E-09 7.65E-12
J -3.52E-13 1.80E-09 | -5.57E-09 7.37E-09 8.88E-08 | 2.18E-06( -1.06E-12 2.12E-10 7.65E-12 1.41E-14

Appendix 1 is the complete result of the covariance matrix for 106 users. From these tables it can be observed that the correlation
between the users differ even for the same feature. In some cases, there are positive correlations while there are negative correlations

in some cases. This can be considered as a good result because the behavior of successive features cannot be guessed by merely

knowing the behavior of one feature because in all cases they do not move in the same direction.
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Similarly, samples of correlations between features are shown in table 3.6.

Table 3.6: Samples of feature correlations

User | AB AC AD AE

x0 -0.5071 |0.4535 {-0.4807 | -0.5641
x1 -0.3404 |0.4677 |-0.4082 |-0.1567
x2 0.8812 }10.1564 {0.6936 |-0.6314
x3 -0.6913 | 0.6531 -0.6747 | -0.8527
x4 0.3471 0.6001 -0.204 -0.6605
X5 0.4287 |-0.3327 |0.3845 |-0.1373
x6 0.8677 -0.4858 |[0.7316 -0.7624
x8 0.9673 0.2218 0.6613 -04719
X9 0.8189 |-0.5617 | 0.8063 | 0.4396

Using the same legend as in table 3.5, we can observe typical correlation relationships
between the features indicated in table 3.6. Additional results of correlation between the

features for all the 106 users in the VALID database is attached as appendix 2.

Preliminary investigation of statistical properties of the mean, inter and intra sample
variances, the covariance and correlations to determine the useful features indicates that
some of the features tested met the criteria in table 3.1 and were considered useful. In
addition, some of those tested that did not meet the criteria are as shown in table 3.7.
The results shown represent the evaluation of all the 29 features that were measurable

and those that are useful based on the set criteria are indicated. The steps detailed in this

section yielded the results.
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Table 3.7: Summary of features that met and those that failed prescribed criteria of table 3.1based on both databases

Feature % subjects with | Distinct | % Feature correlations with | %  Feature
Intra-sample mean other features (i.e. no. of | co-variances
variance value | score feature correlations out of the | with  other
lower compared | (Yes/No) | 15 useful features). Correlated | features
to inter-sample features are mainly those
variance within the same domain. The

closer to zero, the better
1. | Maximum Power Spectral Density (PSD) 93.4% Yes 16.67 % 16.67 %
2. | Average Power Spectral Density (PSD) 100% Yes 16.67 % 16.67 %
3. | Minimum Power Spectral Density (PSD) 100% Yes 16.67 % 16.67 %
4. | Maximum fft 0% Yes 16.67 % 16.67 %
5. | Mean fft 0.94% Yes 16.67 % 16.67 %
6. | Minimum fft 100% Yes 16.67 % 16.67 %
7. | Maximum Amplitude 75.47 % Yes 22.2% 22.2%
8. | Peak to Peak Amplitude 50 % Yes 22.2% 22.2%
9. | Mean Amplitude 100% Yes 22.2% 22.2%
10. | Minimum Amplitude 72.64% Yes 22.2% 22.2%
11. | Maximum Cepstrum 0% Yes Feature not useful
12. | Minimum Cepstrum 100% Yes 11.11% 11.11%
13. | Mean Cepstrum 74.53% Yes 11.11% 11.11%
14. | Maximum ifft 99.06% Yes 16.67 % 16.67 %
15. | Minimum ifft 100% Yes 16.67 % 16.67 %
16. | Mean ifft 100% Yes 16.67 % 16.67 %
17. | Maximum hilbert function 72.64% Yes 16.67 % 16.67 %
18. | Minimum hilbert function 97.17% Yes 16.67 % 16.67 %
19. | Mean hilbert function 96.23% Yes 16.67 % 16.67 %
20. | Maximum LPCC 0% Yes Feature not useful
21. | Minimum LPCC 0% Yes Feature not useful
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22. | Mean LPCC 0% Yes Feature not useful
23. { Log Energy 0% Yes Feature not useful
24. | Maximum Cross Correlation 0% Yes Feature not useful
25. | Minimum Cross Correlation 0% Yes Feature not useful
26. | Mean Cross Correlation 0% Yes Feature not useful
27. | Maximum Auto Correlation 0% Yes Feature not useful
28. | Minimum Auto Correlation 0% Yes Feature not useful
29. | Mean Auto Correlation 0% Yes Feature not useful

Table 3.7 above summarises the average results for the features based on the VALID and the YOHO databases. Some features within
the same domain have differing percentage of users that meets the suitability criteria. Average Power Spectral Density (PSD),
Minimum Power Spectral Density (PSD), Minimum fft, Mean Amplitude, Minimum Cepstrum, Minimum ifft, and Mean ifft have the
highest number of subjects in which the intra-sample variances are lower compared to inter-sample variances. Therefore, they are the
most useful features by that criteria. Maximum fft, Maximum Cepstrum, Maximum LPCC, Minimum LPCC, Mean LPCC, Log
Energy, Maximum Cross Correlation, Minimum Cross Correlation, Mean Cross Correlation, Maximum Auto Correlation, Minimum
Auto Correlation, and Mean Auto Correlation do not have any users in which the feature is useful. It can also be deduced from the

table 3.7 that the features within the same domain tend to be correlated and they possess the same percentage of users whose features

were correlated.

Figure 3.4 compares the various features, showing the percentage of the number of subjects per feature with low intra sample

variances compared to high inter sample variances.
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Figure 3.5 also pictorially represent the percentage of feature correlations and co
variances with other features.
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Figure 3.5: comparison between the feature covariance and correlations
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It is clear from table 3.7 and figures 3.4 and 3.5 that the features that have proven useful
include:

(i) Maximum Power Spectral Density (PSD)
(ii) Average Power Spectral Density (PSD)
(iii) Minimum Power Spectral Density (PSD)
(iv) Minimum fft

(v) Maximum Amplitude

(vi) Mean Amplitude

(vii) Minimum Amplitude

(viii) Minimum Cepstrum

(ix) Mean Cepstrum

(x) Maximum ifft

(xi) Minimum ifft

(xii) Mean ifft

(xiii) Maximum hilbert function

(xiv) Minimum hilbert function

(xv) Mean hilbert function

The evaluated features that did not meet the prescribed criteria include:

(i) Maximum {1t

(ii) Mean fft

(iii) Peak to Pcak Amplitude

(iv) Maximum Cepstrum

(v) Maximum LPCC

(vi) Minimum LPCC

(vii) Mean LPCC

(viii) Log Energy

(ix) Maximum Cross Correlation
(x) Minimum Cross Correlation
(xi) Mcan Cross Correlation
(xii) Maximum Auto Correlation
(xiii) Minimum Auto Correlation
(xiv) Mean Auto Correlation
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3.3 Chapter Summary

The chapter reviewed existing features that are commonly extracted and used in current
voice based biometrics. The chapter equally explored the suitability of voice features
for use in a template-free biometrics and the various characteristics (features) in the
human voice which can be used in directly generating encryption keys without having
to store the features on a template, which subsequently improves the security of the data
protected by it. The distinguishing properties of the candidate voice features are a
measure of the various statistical properties outlined (mean, variance, correlation, and
covariance), which suggests that for the features to effectively work in a template-free
biometric system, they must be distinct in every individual, have less effect of the
change of one feature on another and with less probability that a linear relationship
exists between two features. The features outlined above meets the stated criteria in
table 3.1. The results of the suitability (or otherwise) of the features are tabulated in
table 3.7 and are equally listed. These results have shown that the features identified
can be theoretically used as a basis for generating template-free biometric keys as will
be seen in the next chapter, which looks at the operating principles of template-free
biometrics and how voice based keys are generated and reproduced when required, with

experimental results shown high performance values.

Voice is one of those recognition traits that humans use on a daily basis to recognise
those persons already known to us. Just like face recognition, where we can remotely
recognize individuals from their photograph or video, we have the ability of recognising
the voice of a loved one (or an enemy) physically or even remotely on a telephone.
Voice recognition holds much potential because it is acceptable and it does not require
expensive input devices, unlike some other biometrics. It is ideal for many practical and
widespread telephony applications, and can even function in the background without
forcing the users to go through a separate identification and verification process, saving
us from another password to remember. As a result of these advantages, voice is now

used in several commercial applications as described in this chapter. However, like
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other current biometrics, voice based systems suffer from vulnerabilities associated with

templates and has therefore led to the research presented in this report.
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Chapter 4

Operating Principles of a Template-free
biometrics

The concept of Template-free biometrics has been defined earlier, but in order to
understand its basic operating principles and the justification for its operation, it will be
helpful to understand the technique of basic cryptographic systems. This chapter will
dwell on the core principles of a template-free voice based biometric system and the
justification for its operation, as well as report on how encryption keys can be generated
from the template-free scheme using voice modality. The evaluation in this chapter is
based on the voice features that have been considered useful in chapter 3. The system
uses these features to generate keys based on the template-free system to be evaluated in
this chapter. To aid the understanding of how the system works, an overview of
cryptographic systems has been introduced in the next section. The experimental results

show that the system is potentially useful with an accuracy of 65.5% reproducibility of

the same users’ keys.

4.1 An Overview of Cryptographic systems

Cryptography can be defined as the science of writing in secret code or the conversion
of data into scrambled but decipherable codes which can be transmitted across networks
or exchanged between several people. It has been in existence for long, with recorded
evidence dating back to 1900 B.C. when an Egyptian scribe used non-standard

hieroglyphs in an inscription [96]. There are however modern day uses like diplomatic
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communication, war-time battle plans, secret coding, data and telecommunications,

ATM cards, computer passwords, electronic commerce, etc [96].

There are basically three types of cryptographic schemes viz: secret key (or symmetric)
cryptography, public-key (or asymmetric) cryptography, and hash functions. In all
cases, the initial unencrypted data is referred to as plaintext. It is this plaintext that is

encrypted into ciphertext, and which in turn, is usually decrypted into usable plaintext.

Symmetric Key Cryptography

Symmetric-key cryptography is the encryption methods requiring both the sender and
receiver to share the same key [96]. In a symmetric cipher, the sender and the receiver
uses the same key for encryption and decryption. This means that the encryption key
must be shared between them before any messages can be decrypted. Although
symmetric ciphers are significantly faster than asymmetric ciphers, the requirements for
key exchange make them difficult to use. The major disadvantage of symmetric key
cryptography is the fact that before any two parties can exchange information
confidentially, they must agree on a key beforehand [193]. This is usually very difficult,
especially in the current internet age. Owing to the inherent difficulty in using

symmetric key cryptography, a new method of encryption was developed in the 1970’s

by Diffie and Hellman called Asymmetric key cryptography [193].

Asymmetric Key Cryptography

Asymmetric cipher is the system in which each person has two keys (i.e. the encryption
key and the decryption keys are separate). One key, the public key, is shared publicly
while the second key (the private key) is not shared. When a message is sent using
asymmetric cryptography, the message is encrypted using the recipient’s public key
which was previously shared or published. The recipient then decrypts the message

using his private key i.e. only the recipient’s private key which is known to him/her

alone can be used to decrypt the message [96], [193].
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The difference between symmetric and asymmetric key cryptography is that Symmetric
cryptography uses the same secret (private) key to encrypt and decrypt its data while
Asymmetric uses both a public and private key. While symmetric requires that the
secret key be known by both the party encrypting the message and the party decrypting
the message, Asymmetric allows for the distribution of the public key to the public.
Users can then encrypt their message securely and it can only be decoded by the person
with the private key. Thus the need to give someone the secret key which can be

compromised is avoided.

Hash Functions

A Hash function (also called message digests and one-way encryption) is a
transformation that takes in a variable size input and returns a fixed size string that may
serve as an index to an array. Unlike in Symmetric and Asymmetric systems, it is an
algorithm that uses no key; instead, a fixed-length hash value is computed based upon

the plaintext that makes it impossible for either the contents or length of the plaintext to

be recovered [96].

This section provides a background to cryptography in order to aid the understanding of
the subject of this chapter but is not necessarily the focus of this research. In addition,
section 2.7 provides an overview of biometric key generation as a foreword to this
chapter. It is important to mention these basic principles before looking at how keys are
generated and reproduced in template-free systems for the purpose of encryption and
decryption respectively. The next section explains the basic principles of operation of a

template-free biometrics.
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4.2 Biometric Key Generation and Reproducibility
Based on Calibration and Operation Principles

As described earlier, template-free biometric systems operate in two stages-Calibration
and Operation. Although still an evolving subject of research there are a number of
publications proposing the use of the same two-stage process of calibration and
operation [68] - [71], [86] — [88], [97] — [100], [108], [109], [115]. This research
pioneered the use of voice based modality in template-free system along with a number

of proposed innovations on how the system should operate.

This section describes the detailed technical methods of the calibration and operation in

template-frec biometrics with specific reference to a voice based system.

4.2.1 Calibration

The initial phase in template-free biometrics is the Calibration phase which begins with
the presentation of known biometric samples by the users of the system. Samples could

be from voice, fingerprint, iris, etc; however, this research addresses the voice modality.

The calibration process is as depicted in Figure 4.1.
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Figure 4.1: Schematic representation of the calibration phase

From the Figure (4.1), it can be shown that the calibration stage consists of six major
stages: signal input, pre-processing, feature extraction, normalisation and quantisation,
normalisation maps generation, and data encryption. Each of these stages are explained

below:
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Signal input stage

In a voice based system, typical capture device is a standard microphone or a
telephone handset. Although the operating parameters differ in some
microphones, for experimental purpose those with fixed known parameters are
used as the detail technicalities of the operation of the microphone is outside the

scope of this research.

Signal pre-processing

As shown, the biometric samples undergo pre-processing (e.g. to determine
sampling  frequency, the frame etc) and to ensure relative
stability/standardisation because of the variances in the capture device. These
are standard pre-processing methods used in template-based system and its

detailed description may not be relevant in this report.

Feature Extraction
The purpose of feature extraction stage is to extract the features from the speech

samples that can uniquely verify the speaker. These are features that met the
suitability criteria described in chapter 3. There are several commercially
available voice feature extractors. In this research, we used existing Microsoft
based ‘wave audio format’ in combination with the ‘wavread’ function in

Matlab to develop a simple algorithm that extracts features from the human

voice.

WAVE or WAV is short for Waveform Audio File Format which is a standard
audio file format used for storing an audio bitstream on PCs [92], [191]. A
WAV file name has the file extension of ‘.wav’

In Matlab, the “‘WAVREAD’ function reads Microsoft WAVE (".wav") sound
file using the matlab syntax ‘Y=WAVREAD (FILE)’ which reads a WAVE file
specified by the string FILE, returning the sampled data in Y [188].

Based on the capabilities of the Microsoft Wave file format and the Matlab

wavread function, the feature extractor uses standard audio samples from the
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iv.

VALID and YOHO Databases to generate signals representing feature values
which are used for further processing, but discarded later as the system stores no
sample values (refer to Figure 4.1 above). The feature extractor accepts pre-
processed samples and isolates special characteristics of the human voice which
are unique to individuals (also called features) for use in the system. These are
extracted and represented in the form of feature scores. The features used in this
system were extracted from several samples provided by the same user and the
evaluation of those features was presented in chapter 3. The technique of
template-free biometrics does not employ the storage of samples; therefore, as
soon as the features are extracted, the various samples from which the features
were extracted are discarded. These features are taken in form of decimals,
making them easier for further manipulation. The manipulations follows the
entire calibration procedure described in steps 1 to 8 in the following example to

generate feature normalisation maps that are then stored.

Feature score normalization

Normalization is necessary in order to transform the scores of the various
features into a single common domain or a common scale [62]. The goal of this
is to independently normalize the feature components into the [0,1] range. In this
case, normalisation is applied to the feature values of all users within a given
feature space in order to reduce the effect of score variability. Some
normalisation techniques have been developed as used by Papoutsis et al [97] -
[100]. However, these methods were found unusable because they only work

well with systems that gencrate multiple modes, leading to unusual distributions.

The normalisation method employed in this research is one in which for each
normalised feature space, the mean and standard deviation for each user are
calculated; in this case, we used the min-max normalisation technique since the
voice modality to a reasonable extent does not generate unusual distributions
(multiple modes). This method can use other existing normalisation schemes to

achieve this. They include linear scaling to unit variance or Z-score
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normalization, linear scaling to unit range or the min-max normalization,
decimal scaling method, median method, transformation to a uniform [0,1]
random variable, and rank normalization. Suppose that x; = xj, X3.....X, is a
score to be fused, then each of the normalization technique given as x' is

described in the equations below:

Min-max method

1 x, —max(x,)
X max(x,) — min(x;) (4.1) [89], [90]

Z-score method

I
H 4.2)
where p and o are the mean and the variance respectively [89], [90]

Decimal scaling method

Y 4.3)  [89]
1 Ologwmaxx,

Median method

1 x, = median(x;) [89]
" median(| x, — median(x,) )

X

The technique adopted in this system takes feature values from the extraction
algorithm (as shown in Figure 4.1) and applies the normalisation to each of the
extracted value before the samples are deleted. The resultant normalised score is

fed into the binarisation algorithm as subsequently described.

V. Feature Score Binarisation
The signals content up to the point of generating feature distribution maps in the
operation phase, i.e. all the normalised score values are given in decimals.
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Binarisation in this case is a process that converts the decimal values into Gray
code patterns. It is necessary in order to ensure precision and absolute score
stability to the encryption algorithm at every instance of encryption and
decryption. In addition, the binarisation process is introduced to convert the
probability distribution scores within the quantised intervals into Gray code in
order to generate the appropriate key from the feature values to represent the
users. Gray code is used because of its single distance code property, which
implies that adjacent code words differ by ‘1’ in one digit position only. This
property is important because unlike straightforward binary encoding, this
avoids the possibility that, when several bits change in the binary representation
of a signal, a misread could result from some of the bits changing before others
when a requirement of the current system is key stability. Because of this

property, the first and last values of the sequence in the signal differ by only one

bit.

For the signal to be thus converted to Gray code, the acceptable quantisation
intervals used in this case corresponds to the probability distribution values
within the range of 10% deviation from the highest probability value (as would
be explained subsequently). As part of the design for this system, a section of

the algorithm accepts normalised decimal values representing the features and

converts them to Gray code as depicted in table 4.1 below:
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Table 4.1: Binarisation example

Max Amplitude

User
Candidate

Sample

norm(x)

Norm(x)
multiplied
by a
constant

Gray code equivalent of norm (x)
multiply a constant

x0

0.0712

0.054604

5460361

00000000011110101111100101001101

0.1829

0.309801

30980123

00000001001101001110010000010110

0.1348

0.199909

19990861

00000001101010011000110111101011

0.1205

0.167238

16723783

00000000100000001011100011100100

olajolocio

0.2396

0.439342

43934202

00000011110100010101000100000111

x1

0.1133

0.150788

15078821

00000000100101010001111101110111

0.1098

0.142792

14279187

00000000101101010001001100011010

0.1727

0.286498

28649760

00000001011011111011110110110000

0.1644

0.267535

26753484

00000001010101000010010100101010

olalo|lo|w

0.1168

0.158785

15878456

00000000100010110110110110100100

x2

0.1885

0.322595

32259539

00000001000110100010001100111010

0.1534

0.242403

24240347

00000001110010010001000010110110

0.1447

0.222527

22252685

00000001111110100100101011001011

0.1464

0.226411

22641078

00000001111101011100010101101101

olajlojoi®

0.123

0.17295

17294951

00000001100001000001010101010100

Table 4.1 shows the binarisation for a typical feature for 3 users (x0, x1, and

x2). Each user produces 5 samples (a,b,c,d, and €) whose score (x) are

multiplied by a constant factor (long enough) to eliminate the floating points.

This is because Gray codes can not use floating points. Subsequently, the values

of samples a,b,c,d, and e, each multiplied by a constant, are converted to the

Gray code equivalent. This represents the binarised values. As can be observed

from table 4.1, for each user, there is a vertical section where the bits are similar

irrespective of the sample. That region represents the unique portion that

establishes the portion from which the biometric key can be determined.
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vi.

The above postulation however needs further strengthening as there are bound to
be similarities among users as well as inconsistencies within a user’s samples
when only one feature is used. Thus, a combination of features is necessary to
provide a wide interval from which such uniqueness can be experimentally
established. Therefore, a feature combination method that aligns the information

from a number of features for the same user is introduced.

Binarised score concatenation

It is required that a long biometric key be generated for each user of the system
as the tendency for attack is less with a long key. Therefore, a combination of
the bits generated from all the useful features is necessary to generate a very
long key which can be used with any of the encryption systems. It therefore
means that the length of the key is a function of the number of features used.
Feature bits concatenation is a novel method of bit combination introduced in
this rescarch. In this case, it is a process of bringing all the feature scores
together to form a global bit clusters. As depicted in the table below, F1 to F10

represents the various features while sl to s5 represents the samples from a

particular user.

Table 4.2: Schematic representation of mapped pattern for a typical user
S1|{Fl1 |F2|F3 {F4|F5 |F6|F7 |F8|F9 | F10

S2|F1 |F2|F3 |F4|F5 |F6 | F7 |F8|F9 | F10
S3|F1 [F2|F3 |F4|F5 |F6 |F7 |F8|F9 | F10
S4|F1 {F2|F3 |F4 |F5 |F6|F7 |F8|F9 | F10
S5|F1 |F2|F3 |F4|F5 |F6 [F7 | F8 F9 | F10

This report proposes that rather than regarding the features as independent
components, they are merged along the rows to form a single set of information

derivable from the sample ‘S’. Thus, table 4.2 above now becomes like the table

4.3 below
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vii.

Table 4.3: Merged schematic representation of mapped patterns
S1 F1,F2,F2,F3, ... ... Fn

S2 F1,F2,F2,F3, ... ... Fn
S3 F1,F2,F2,F3, ... ... Fn
S4 F1,F2,F2,F3, ... ... Fa
S5 F1,F2,F2,F3, ...... Fq

Setting Quantization intervals and generating Distribution Maps

Quantisation intervals are determined for the users’ normalised scores and
within this quantised space, the probability distribution function for that users’
features are calculated. Two scenarios were employed: quantisation between ‘0’
and ‘1’ at an interval of 0.01 and quantisation between ‘0’ and ‘100’ at an
interval of 1. There was no difference in the shape of the distribution curve
when plotted on a normal distribution as shown in Figure 4.2. For useful
features, the distribution gives a bell shape curve for the users within the
quantised interval, but this does not necessarily provide information on the
discriminability between users. As a result of this and as shown in Figure 4.3, a
plot of the Gaussians for the same feature but from different users shows feature

overlaps within the same quantised space.

For each user (x), the signal information is read using the Wavread function

described earlier.
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Typical User Distribution
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Figure 4.2: Single user distribution map
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Figure 4.3: Multi users’ distribution map showing overlaps
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In arriving at this distribution maps, features specific to each user are plotted

using the steps outlined below for a typical user calibration:

Consider a typical voice feature e.g. average power spectral density denoted

by ‘x’ for a typical user. The min and max sample score values of all users

within each feature space are determined.

Users’ sample values within the feature spaces are normalised, using the

norm _ X, —min(x,)
max(x;) - min(x,)

min-max normalisation method given by

where x,is the individual sample value; min(x,)is the smallest value of x in

all the users for that feature space, and max(;) is the largest value of x in

all the users for that feature space.

Calculate the mean (u) and standard deviation (o) of the normalised values

per user in that feature space.

Dectermine a fixed quantization interval (say between 0 and 1 at an increment

of 0.1 or 0.01).

For each value in the quantization interval, use the mean p and standard

deviation o per user calculated in 3 above to determine the normal

probability distribution function given by:

1 x — pt)?
p(x) = oo P (—"——( 552 ) ) ,

p(x) provides the probability that the binary bits that is most unique to the

user lies within the specific point in the quantisation interval.

6. Plot p(x) against the quantization space as given in Figure 4.3. It should

however be noted that there are overlaps in users characteristics increasing the
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likelihood of one user’s unique information to be similar to that of the others.
These overlaps indicate a similarity in the information from the voice samples of
various users, however, the peaks in each case differs. Because of these
overlaps, the key information contained in each user’s feature will be difficult to
determine. This research overcame this challenge by not using the entire feature
space to generate biometric keys because there will be similarity in any key
generated using the entire feature information. Therefore, for the purpose of
discriminability, a pre-defined small percentage of the interval from the highest
probability value of each user’s feature within the quantised space is considered
for generating the binary integers used for the biometric keys. From
experiments, the limit of pre-defined percentage of the interval from the highest
probability is determined from the point at which the unique pattern in the
binary integers generated starts to differ. Figure 4.4 shows a fixed interval (k)
from the mean within which the specific user biometric keys can be determined.
Specifically in this research, the acceptable quantisation intervals used in this
case corresponds to the probability distribution values within the range of k=
10% deviation from the highest probability value. Uniqueness of the information

and consistency in all users has been found within the region of 10 % deviation

from the highest probability as shown in the experiment.

7. Following from step 6, a problem of discriminability is introduced. In order to
overcome this, values within the range of an acceptable percentage deviation
from the highest probability point are considered most useful for generating the

encryption keys for the user from that particular feature.

8. The p(x) values from the acceptable region around the highest probability are

further converted into Gray code to provide more specific information needed to

build the key in the operation phase.
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et
0.4 0.6 0.8 1

Figure 4.4: Specific user key generation interval

At this stage, the feature distribution maps are stored and calibration process will not be
repeated again. It should however be noted that the maps are a completely transformed
representation of the users’ information obtained directly from the biometric samples
which would have been deleted and it is unlike templates from which privacy

information can be deduced when the template is compromised.
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4.2.2 Operation

The Operation phase is shown in Figure 4.5. The signal pre-processing and feature
extraction stage in the operation phase is the same as in the calibration phase. But unlike
the Calibration phase which is employed once, the operation phase is employed at each
instance that an encryption key is required. Actual biometric keys are generated and
reproduced when required by the operation phase and for every instance of key
generation, the information obtained from the allowable percentage of deviation from

the highest probability as described in step 7 in the example above is converted into

binary form.

Signal input

Pre-Processing

v

Feature Extraction
(Features are represented
as scores) and Original
Samples are deleted

v

Feature Score
normalization and
Quantization

v

System references feature
distribution maps to
generate binarised
information

v

Combination of bits from
various features

aseyd uolnesadp

v

Encryption and decryption
keys are generated as
required

Figure 4.5: Schematic representation of the Operation phase
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4.2.2.1 Key Generation

Keys are determined from the region where the bits are equal in all the samples from a
particular user. In addition to the actual bits that are generated as keys from
concatenated feature spaces, the position(s) at which the stable bits occur holds very
useful information from which additional bits serving as keys can be generated. As
these keys are the same every time samples from the same candidate are taken, key
generation could be based on bits position value or signal pattern that emerges, but a
combination of the position and signal pattern as well as the distance between these
position (if there are more than one) can effectively generate a very long biometric key
that is almost infallible. The signal pattern in this case is the uniform value that is

produced when several samples from the user are aligned as illustrated below:

00011100010 for sample 1
00011100010 for sample 2
00011100010 for sample 3

From the above, we can say that the signal pattern is 00011100010

To further illustrate key generation, consider tables 4.4a, 4.4b, and 4.4c below formed

from a single feature space (using maximum amplitude).

Table 4.4a: lllustration of signal pattern
Information from a typical feature space

00001000001010011111101010101101
00001001111110011111110101010011
00001111111110100000100111011110
00001100110010111010000011100101

Each row in table 4.4a is formed from samples from the same user used to generate

information representing the same feature. For ease of understanding, we separated each

column as depicted in tables 4.4b below.
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Table 4.4 b. lllustration of signal pattern

1 {2 (3 |4|5/6|7{8[9110}11(12(13}14{15]16
0[O0 O j0O{1][0O]JOjO|O]O |1 JO |1 JO [0 |1
0 (O[O JO]L[O]jOfT {1 |1 [1 |1 |O |0 |1
0|0 (O JOf{1 (2|11 J1T (1 {1 [0 [1 |O
0 ({0 (O JjOf1]1]0OfO|1]1 O [O [1 |O |1 |1

Table 4.4 b continued
17 [ 1811912012122 (23124(25/26|27|28]29|30]31}32
1 I {1 |t {t {0 {1 {0 {1 (O {1 |O (1 |1 |0 |1
1 1 (1 {1t (v |t o |1t [0 1 |O |1 10 O |1 |1
0 0 [0 (O |1 |O JO |1 {1 j1 (O [ |1 {1 |1 ]0
1 O 1|1 {0 {0 {0 (0 0 |1 1 1 {0 {0 |1 {0 |1

Following the procedure outlined above, for this user, this feature produces absolute
stable bits at column numbers 1,2,3,4,5,13,14. This research also considered regions
with most probable bit uniformity. In this case for three or more stable bits, we assume
that the bits in that region are stable. Therefore, column numbers 7, 9, 11, 16, 17, 19,
21, 23, 25, 26 are equally considered in the key generation. For a typical user denoted

by Xo within a given feature space, the biometric key generation process provides

information as below:
From the table, information for biometric key generation is in three ways:

(1) The first way to obtain the biometric key is to use the information derived from the
region of stable signal pattern =00001-0-111-1-0-111--1001---1-1.

(2) The sccond way to obtain the biometric key for the same user within the same
feature space will be to use the information derived from the value of the column
number within the table which in this case is =1,2,3,4,5, 7, 9, 11, 13,14, 16, 17, 19,

21, 23, 25, 26, The binary equivalent of these position values are represented below:
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Table 4.5 a: binary equivalent of the position at which equality occurs

1 2 3
00000100001 1000010
Table 4.5 b

4 5 7
000110/0001 11000100
Table 4.5 ¢

9 11 13
001101001 110001011
Table 4.5d

14 16 17
001001/01100001100°1
Table 4.5 ¢

19 21 23
01101001 11 11{011100
Table 4.5 f

25 26
010101010111

(3) The third way to generate the biometric key will be to use the difference
between the values of these positions and in this case, it is given as: 2-1=1; 3-2=1;
4-3=1; 5-4=1; 7-5=2; 9-7=2; 11-9=2; 13-11=2; ,14-13=1; 16-14=2; 17-16=1; 19-
17=2; 21-19=2; 23-21=3; 25-23=2; and 26-25=1, This translates to the values:
1,1,1,1,2,2,2,2,1,2,1,2,2,3,2,1 which represent key information.

A further combination of the first, second and third methods of generating the biometric
keys described above will increase the number of bits that can be used to build the key
and thus strengthen the key representing the user within that feature space. When all the
keys so generated from other feature spaces are combined through concatenation, then a
single user’s biometric key which can be considered as long and stable is generated.

The length of the key as proposed here is relative as it is dependent on the number of
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features employed. However, stability is not affected as the unused bits outside the

allowable percentage from the mean are discarded.

As users must always present their samples every time a key is required, none of the
candidate’s samples will be recorded. Thus the key that is used for the system are
reproduced at every instance of operation, but neither this key nor the samples from

which they are derived are stored on any form of template.

4.3 Key combination Method (bit concatenation)

For each user, the keys generated are mostly stable within the region of 10% deviation
of the highest probability distribution function within a defined quantisation interval. As
discussed in Section 4.1.1, the keys begin to degenerate when bits beyond this range is
considered. As a result, the information used to generate the key is more precise but
shorter per feature space. Therefore, it is required that as many features as possible be
combined to produce a single long key. A novel key combination method (bits
Concatenation) was introduced in this research. This follows the same method as in
item vi in scction 4.2.1 Concatenating the bits from the entire feature space produces a
long biometric key. As in the first cycle of the operation phase, in order to generate a
long key size, this system considers additional novel ways of building the keys based on

a combination of the position and signal values as well as the distances between these

positions.

It should be noted that individually, these feature information represents some measure
of unique identification. However, as the number of bits produced individually is not
very long, the features are combined such that a longer key length can be achieved. The
specific advantage of this method of combination includes:

- It yields a longer bit size for the unique representation of the individual

- It forms the basis for randomisation revocation strategy as detailed in chapter 6
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- It makes it easier to for the designer to exclude a block of data from a particular
feature in cases where the accuracy of the system is affected by any of the feature

in use.

4.4 Key reproducibility

Key reproducibility is necessary to ensure that keys are correctly regenerated in the
operation phase. It happens when the system further references the feature distribution
maps to generate the bits used as biometric keys that represent individual users. The key
is then used to encrypt message/ data. For the purpose of decrypting the system, the
same process is followed and a new key is generated from previously unseen samples

provided by the user. The key generated at this stage forms the basis for decrypting the

information.

4.5 Key stability analysis and Performance evaluation

Key stability analysis is carried out to justify the utility of the system. Based on the
proposed system, samples from the YOHO speaker verification database [95] was used.
There are 138 users (108 males, 30 females) in the database which was collected over a

period of three months with a total of 1932 validated sessions.

Samples from a total of 100 users were investigated to establish the consistency in the
key from the points of stable bits between various samples of a particular user. The
performance evaluation looks more at the number of times a key can be reproduced

correctly from the 40 samples per speaker in the test sessions rather than an evaluation

against template-based system.
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4.6 Evaluating the percentage of success

Consider one feature (in this case maximum amplitude) generated from 10 sets of
samples (with a set containing four samples each) from a user. We evaluated the
robustness of the key by first normalizing each feature score (a total of 40 scores, with
each set of samples comprising of 4 normalised scores). Each score is binarised and
values are concatenated. We then evaluated the points in sets 1 to 10 where the number
of bits is equal. The experiment shows that each user’s bits in the features considered
useful have a very high chance of being equal. We further considered each column to
see the number of sets where within the same position value (or column number) there
are less than 3 out of 4 chances that the bits are equal. Using the columns in which there
are predominantly 3 and above chances of bits equality, in some of the features there is
at least 96% probability that the system will correctly recognise the user. Using this
level of established accuracy this evaluation was repeated for one hundred user samples
yielding key reproducibility accuracy for all users between 40.62% in the features with

least suitability and 93.75% in the features with most accuracy.

4.7 Strength of the biometric key

Using this system, the strength of the biometric is a function of the number of features
and combinations uscd. Combination in this case refers to the position value and
distances between positions as described earlier. A substantial length of key can be
achieved using at lcast two features. As indicated in the experiment, combination of bits
from 13 diffcrent features yiclded an average accuracy of 65.55%. As more features are

concatenated, the length of the key increases.
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4.8 Performance Evaluation against other voice based
biometric systems

Several rescarches on speaker verification or voice biometric systems are available in
literature [80], [101] - [103]. These are all template-based systems which are associated
with template related compromises. This system generally has eliminated administrative
compromises like template modification, and cloning, improved on the integrity of the
enrolment process, reducing compromises due to collusion at enrolment, forced
enrolment, and abuse of exception processes. It has also improvement on intrinsic errors
which normally lead to false accept and false reject. The focus of this research is not a
direct comparison of the performance against template-based system, but rather to show
that having eliminated the need for templates and its associated vulnerabilities, this

biometric system still possesses a high level of accuracy that can increase users’

confidence.

4.9 Experimental Evaluation and testing of Key
Generation and key Stability

Following from chapter 3 (table 3.7 and Figures 3.5 and 3.6), a number of features have
been theoretically established as useful, haven met the set criteria for a useful feature in

table 3.1. The summary of the result indicates that the following features are useful in

the context of this rescarch.

(i) Maximum Power Spectral Density (PSD)
(ii) Average Power Spectral Density (PSD)
(iii) Minimum Power Spectral Density (PSD)
(iv) Minimum fft

(v) Maximum Amplitude

(vi) Mcan Amplitude

(vii) Minimum Amplitude
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(viii) Minimum Cepstrum

(ix) Mean Cepstrum

(x) Maximum ifft

(xi) Minimum ifft

(xii) Mean ifft

(xiii) Maximum hilbert function
(xiv) Minimum hilbert function

(xv) Mean hilbert function

The evaluated features that did not meet the prescribed criteria include:;
(i) Maximum fft

(i1) Mean {1t

(iii) Peak to Pecak Amplitude

(iv) Maximum Cepstrum

(v) Maximum LPCC

(vi) Minimum LPCC

(vii) Mean LPCC

(viii) Log Encrgy

(ix) Maximum Cross Correlation
(x) Minimum Cross Correlation
(xi) Mean Cross Correlation
(xii) Maximum Auto Correlation
(xiii) Minimum Auto Correlation

(xiv) Mean Auto Correlation

Consequently, subsequent evaluation in this chapter is based on the features that are

listed as useful.
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4.9.1 Datasets and tests

The experiments were carried out on two main databases- the VALID Datasets and the
YOHO Datasets described in chapter 3. In both databases, the identity, ethnicity, or
other specific information about the subjects were not disclosed, rather a broad mention
of the diversities like the number of males and females, the different backgrounds under
recording (noisy, real world, office scenario etc), the period over which data was
collected are the information available. Therefore, the results reported did not include
details about the identity of the subjects involved, hence the subjects were labelled as
X0, X1,.....Xn where X0 represent User 1, X1= User2, and so on. It should be noted
that User 1 in VALID Database is not the same as User 1 in the YOHO Database and in

each case, the database from which results were obtained has been stated in the

experiment section.

The Calibration and Operation tests were carried out using voice features that show
some promisc in terms of stability and suitability as indicated in chapter 3 and in
previous publications [62], [86] — [88], [108], [109], [115]. This follows the steps in the
example procedure outlined in section 4.2.1 to generate normalisation maps from the
featurcs. For cach dataset, the maximum and minimum values were calculated and for

each uscr within the system, the normalised values [norm (x)] are used to calculate the

mean and standard deviation per user as shown in table 4.6.
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Table 4.6: Example normalisation table as obtained from the VALID Database

Max Amplitude
User Sample
Candidate
X norm(x)
x0 a 0.0712 0.054604
b 0.1829 0.309801
c 0.1348 0.199909
d 0.1205 0.167238
e 0.2396 0.439342
Mean 0.234179
Standard deviation | 0.146384
Variance 0.021428
xl a 0.1133 0.150788
b 0.1098 0.142792
c 0.1727 0.286498
d 0.1644 0.267535
e 0.1168 0.158785
Mean 0.201279
Standard deviation | 0.069692
Variance 0.004857

These normalised values are used to determine the probability values at each point in

the quantisation interval per user as detailed in 4.2.1.

A typical user distribution table and graph are in table 4.7 and Figure 4.6 respectively.
They are formed from the probabilities at each point in the quantization interval

between 0 and 1 using the mean and standard deviation of the normalized values of

each user as shown in table 4.7.
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Table 4.7: Typical user distribution table as obtained from the VALID Database

Quantization

Interval Normal PDF
0 0.128575
0.1 2.102475
0.2 5.421213
0.3 2.204202
0.4 0.141318
0.5 0.001429
0.6 2.28E-06
0.7 5.72E-10
0.8 2.27E-14
0.9 1.42E-19
| 1.4E-25

Typical User Distribution
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Figure 4.6: Typical user distribution graph

The experiment on 106 users in the VALID database generates unique biometric keys
representing the users. The subjects in the VALID database were taken through the
outlined procedure in section 4.2.1 to evaluate the codes obtained and in order to

ascertain the region within the distribution curve that presents some level of consistency
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in the codes. The results for each of the features evaluated are indicated in table 4.8

below.

Table 4.8: Percentage of consistent bits for the subjects in VALID database

Feature Number of subjects evaluated | Percentage of  consistent
pattern in the bits from the
various samples for the
evaluated subjects

Minimum Amplitude 6 20

Mean Amplitude 6 10

Mean Frequency 6 8

Minimum Frequency 6 10

Maximum Frequency 6 8

Minimum PSD 6 10

Mean PSD 6 10

Maximum PSD 6 10

Peak to peak Amplitude 6 10

For the features that are useful, the best results are obtained within the 10% deviation
from the highest probability value and consistency in the codes (i.e. its ability to be
reproduced correctly) is high. It should be noted that only a few subjects and features
were evaluated because a random evaluation of other subjects indicate that it is safe to
keep to the 10% range because the data obtained generally becomes inconsistent beyond
this range. However, future work may consider additional evaluations. Thus, for all
probability values within the quantisation interval in the distribution, values beyond
10% interval from the highest probability are not consistent when binarisation is applied

and are therefore not considered useful in generating the keys.
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4.9.2 Analysis of Key stability based on the YOHO
Database

A typical consistency in the key as established from the points of stable bits between the
subjects in the YOHO samples is shown in table 4.9. Since the investigation is studying
the feasibility of template-free biometrics, we used only the test sessions in the YOHO
database which contains 10 test sessions per subject with 4 phrases per session making a
total of 40 samples per speaker in all the 138 subjects. The aim is to reproduce the same
biometric key from each sample without referencing any stored template; therefore we
disregarded the enrolment sessions. The performance evaluation is not an evaluation
against template-bascd system, but the number of times a key can be reproduced
correctly from the 40 samples per speaker in the test sessions.

Table 4.9 contains 16 samples per user and it indicates the consistency in the bits
gencrated from a number of samples belonging to the same user. In these results, the
level of consistency in the bits occurs in over 80 % of the bits in the samples and the
region of consistency can safely be used to represent the users. It is also noted that the
keys gencrated based on the bits within these region of consistency differs between

users as indicated in the bits from user 1 and 2 for example.
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Table 4.9: key generation sessions showing consistency in keys from various samples of the same user in YOHO
Database.
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Chapter 4 Operating Principles of template-free Biometrics

Table 4.9 above is an analysis of key stability for various users using different features.
Using all the methods outlined in this chapter, each sample produces 32 separate bits
which can be separated in a table as shown above. The essence of representing them in
a table is to enable all equivalent bits to be neatly arranged in a column. It can be
observed (as shown in the shaded portions) that there is consistency within a large
portion of the table, indicating that irrespective of the sample there is some form of
consistency within a user’s information and this can largely be reproduced correctly
when the same user’s sample is repeatedly collected. This result however differs

between samples i.e. the percentage of consistency or stability in the shaded portion.

Following the pattern in table 4.9, 13 features were evaluated for 138 subjects in the

YOHO Database with the following results.

Table 4.10: percentage of stable bits in each feature for subjects in YOHO Database

Feature Percentage of stable bits
Maximum Amplitude 70.96%
Average Amplitude 93.75%
Minimum Amplitude 71.87%
Peak to pcak Amplitude 68.75%
Maximum Frequency 43.75%
Minimum Frequency 40.62%
Mcan Frequency 62.5%
Maximum PSD 84.37%
Mean PSD 46.87%
Minimum PSD 87.5%
Maximum Hilbert 68.75%
Mean Hilbert 90.62%
Minimum Hilbert function 87.5%

Table 4.11: Overall results for the features and subjects in YOHO Database

Average pcrcentage of bit contribution | 65.55%
from 13 features

Average percentage of stable bits for 138 | 62%
subjects in 13 fcatures

The results shows the percentage of the stable bits contributed by each feature for each
user and the average result in a situation where key generation is based on the 13
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features. Mean amplitude and mean Hilbert have the highest percentage of stability
while maximum frequency is the least stable. The overall average for the 13 features is
65.55%.

4.9.3 Discriminability Analysis

Discriminability in this case is determined from the value of each bit at a particular
position. Following from table 4.9, the bits for user 1 changed at column 19 and
changed again in column 20 and then 22. For user 2, the bits changed at columns 22 and
25. When plotted on a graph, the positions of these bit changes can be well appreciated

as below.

User 1

|
1
J
|
%
|
\
|
9 5 10 15 - 20 25 30

Figure 4.7.: Pattern of change between 0 and 1 in the bits for user 1in YOHO Database
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Figure 4.8: pattern of change between 0 and 1 in the bits for user 2 in YOHO Database

With similar changes occurring in all the thirteen features, discriminability can be
determined from (i) the values of these bits (ii) the positions at which the changes occur,
and (iii) the difference between the positions as described in the operation phase in

section 4.2.2.
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Figure 4.9: The positions at which the bits changes for user 1 in YOHO Database
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Figure 4.10: Distances between the positions at which the bits changes for user 1 in YOHO Database
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Figure 4.12: Distances between the positions at which the bits changes for user 2 in YOHO Database

From the results for the 13 features in section 4.9.2 above, the positions of bit changes

for each feature is indicated in the result below.

Table 4.12: Number of bit changes in each feature for subjects in YOHO Database

Feature Column at which bits change
Maximum Amplitude 23

Average Amplitude 235,27, 28, 31
Minimum Amplitude 24 and 25
Peak to peak Amplitude 22 and 24
Maximum Frequency 15

Minimum Frequency 14

Mean Frequency 20
Maximum PSD 28

Mean PSD 16

Minimum PSD 29
Maximum Hilbert 23

Mean Hilbert 30

Minimum Hilbert function 28

The concatenation of the thirteen features yielded 18 bit changes, making it robust for

individual distinction. This is based on the assumption that in all key generation

procedures, there will be up to or close to these number of bit changes which, in
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addition to considering the positions at which these changes occur, can form the
elements of distinction between the subjects.

In all cases the key is found within the columns where the bits from the samples are
equal as shown in table 4.9. This was repeated for 138 subjects in the YOHO database.
The results shows that for each feature, the bit changes are consistent for each subject,
thus the key is stable within the shaded region but the accuracy of this key as analysed
is 93.75% in average amplitude which is the feature with the highest region of stable

bits, while it is 40.62% in the feature (Minimum frequency) with the lowest region of

stability

This is an improvement over other speaker verification experiments using the same
database [40], [80], [101], [107], [120], [121] which are all associated with template-

based compromise.

Table 4.13 compares the result of this research to that of other template free systems
(non voice based) evaluated so far to the best of our knowledge. These are based on

fingerprint and ICMetrics.

Table 4.13: Comparison with results obtained from other template-free systems

Paper Result summary

reference

ICMetrics by | By applying addition combination technique and considering the case
Papoutsis at which ICMetrics work with unseen devices, the produced key was
[131] 35-bit long with its stability varying from 55.6% to 92.6% depending

on the number of samples used (5 and 1000 respectively).

By applying concatenation combination technique and considering the
case at which ICMetrics work with unseen devices, the produced key’s
stability varying from 23% to 77% depending on the number of
samples used (5 and 1000 respectively).

Fingerprint by { Template free keys reproduced correctly ~80% of the time with 55%
harmer [130] | unique keys in the resultant key-space

This system 93.75 % in best case; 65.55% average in 13 features

(Voice based)
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It is expected that future studies will evaluate other modalities like palm print, gait, iris,

etc and compare with these results.

4.10 Chapter Summary

This chapter describes the processes involved in Template-free biometrics which are
grouped into two broad stages: the Calibration and the Operation stages. The initial
Calibration stage is carried out once to build normalisation maps while the Operation
phase is carried out whenever encryption keys are required. The chapter shows vividly,
examples on the proposed algorithm for template-free biometric systems and
demonstrates how key generation takes place in the operation phase at high accuracy (>
65.55% accuracy). Since in this process, raw biometric data are not stored, but keys are
directly encrypted from the biometric data provided by the individual, this technique
eliminates the need for storing templates and thus increases the security, and in turn
user’s confidence, in biometric systems. This result was evaluated against other

template-bascd systems as well as the research so far on template-free systems using

other biometric modes.

Although tcmplate-based compromises have been addressed by this system, concerns
about other vulnerable points in biometric systems still exist. In order to ensure that
these other vulnerable points do not significantly degrade the performance of this

system, we further investigated the revocability of the keys based on template-free

systems in the subscquent chapter.
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Chapter 5

Revocability of biometric keys generated
from a voice based template-free
biometric system

There are several advantages and reasons for using biometrics. In the first place, it is a
mechanism that has been accepted universally as an automated method of recognising
humans bascd on physiological or behavioural characteristics. It offers many
advantages for personal authentication because it cannot be forgotten, stolen, lost,
misplaced, guessed or shared among uscrs [14]. In addition, it helps in overcoming the
weakness in traditional authentication systems that use tokens, passwords or both (like

sharing of passwords, losing tokens, guessable passwords, forgetting passwords etc

[10D.

However, protection of Biometric Systems itself is necessary because most current
biometric systems arc bascd on templates and operate by measuring an individual's
physical features in an authentication inquiry (for identification and verification) and
comparing this data with stored biometric reference data. Hence they are associated
with risks especially in the safety of the personal biometric information that is stored on
the tecmplate [10], [14]. As mentioned earlicr, once biometric systems are compromised
the owner of the biometric as well as the data protected by the biometric is
compromised for life, because users cannot ever change their biometric features, and
unlike passwords that can be cancelled and reissued if lost or stolen, biometrics cannot
be re-issued. Thus, a new trend in biometric research is in the protection of biometrics

systems itsclf. Previous efforts at protecting biometrics have looked at revocable
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biometrics [2] — [9], Template Security [14], [13], [17], and lately, Template-free
Biometrics [62], [67], [87], [88], [97] - [100], [102], [115].

5.1 Need for cancelling template-free keys

Elimination of all risk factors associated with biometric templates is possible in
template-free systems. However, biometrics generally are associated with several
vulnerable points other than templates. Therefore, some possible cases of compromise

may still exist and have to be mentioned.

- Administration (insider) attack due to the integrity of the system managers who
may pre-record the voice passphrase used and attempt to replay it in order to
regencrate the key of the operation phase.

- Utilisation attack: In this case, a beneficiary at the operation phase (who had
witnessed a file that nceded to be unlocked before use) may secretly place a

recorder within the interface to capture the passphrase and attempt to replay it

subscquently.
- Privacy and safety of biometric sensor: if the owner of the biometric sensor fails

to keep the biometric private.

Although there is so far no evidence in literature to support these possibilities in
template-free system (since they are not template associated risks), they are however
worth guarding against whilst designing a template-free biometric system since those
vulnerable points arc also part of the template-free process. We however, need to bear
in mind that these scenarios are only possible if the system accepts such spoofed
biometric trait. The following sections iterate possible techniques for addressing these

issues. Their effectiveness will be evaluated in the subsequent sections.

While pioneering the research into template-free biometrics, we could theoretically
conclude that the elimination of all risk factors associated with biometric templates is

possible using template-free systems. This may also apply to cancellable or revocable
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biometrics to a certain extent. However, Ratha et al. [3] identified several different

levels of attacks that can be launched against a biometric system as listed below:

i.  afake biometric trait such as an artificial finger may be presented at the sensor,
ii.  illegally intercepted data may be resubmitted to the system,
iii.  the feature extractor may be replaced by a Trojan horse program that produces
pre-determined feature sets,
iv.  legitimate feature sets may be replaced with synthetic feature sets,
v.  the matcher may be replaced by a Trojan horse program that always outputs
high scores thereby defying system security,
vi. the templates stored in the database may be modified or removed, or new
templates may be introduced in the database,
vii.  the data in the communication channel between various modules of the system

may be altered, and

viii.  The final decision output by the biometric system may be overridden.

Thus we recognise that biometrics generally is associated with several vulnerable points
other than templates; therefore, some possible cases of compromise may still exist,
especially at points like the signal capture stage or at the point of data decryption. Other
non template-bascd vulnerabilities like the integrity of the owner of the biometric sensor
who may pre-record biometric samples, the owner of the algorithm who may have, and
use, privilege rights to decipher measurable values unique to individuals or an attacker,
as well as those with access to the algorithm to decipher biometric key from a
previously unlocked information or data are some broad based fears to bear in mind. It
is in considcration of these fears that this research introduces a new concept that
essentially disguises the biometric information generated based on the method used in a
template-frce system; does not store any template values, thereby eliminating all
template associated risks; and reverses cryptographic information when necessary
through randomisation of featurc distribution maps and introduction of deliberate
distortions in fcature and pass phrase, thus cancelling previously generated (but

disguiscd) biometric information from the same user candidate.
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This chapter explores revocation strategies for biometric keys generated from a voice
based template-free biometric system using five generic approaches listed below, whose

details are described later in this chapter:

i. Randomisation of feature distribution maps prior to key re-generation in the
operation phase to annul previous user keys

ii. Complete replacement of the set of features

iii. Partial replacement of some of the features

iv. Alteration of the spoken phrase

v. Deliberate introduction of distortions in the user distribution maps.

In the next scction, this research will briefly look at existing revocable biometric
systems to understand how it can leverage on the evolving concept of template-free
biometrics that this rescarch has pioneered. This will be better understood within the
context of the reader’s comprehension of the previous chapter which provides an in-
depth of how keys are gencrated in template-free biometrics from individual features as
well as a novel concept of key combination. The last section in this chapter

hypothesizes how these keys can be revoked and an evaluation of the system’s

performancc.

5.2 Evaluation of previous works on Revocable
Biometric System

Revocable or Cancellable biometrics is a way of building protection into biometrics,
making it possible to re-issuc biometric keys or features. Essentially, the original
features are kept hidden and never exposed to any risk as a distortion of the features is
carried out before matching. The variability in the distortion parameters provides the
cancellable nature of the scheme. Revocable biometrics were first introduced by Bolle

et al. [55], and scveral other related works have been performed on the subject. Maltoni
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et al [11] stated some principal objectives of revocable biometrics. Davida et al [107]
worked on iris data without stored references, Monrose et al [40] used keystroke
dynamics which uses the duration of the keys and the latency between each pair of keys.
Souter et al [111] also used identification code recovery from the optical integral
correlation of fingerprint data. Its principal objectives are: Diversity, Reusability, Non-

invertibility, and Performance [2].

Other template protection schemes that can be found in literature are in two broad

categories: feature transformation and biometric cryptosystem [13] [14].

5.2.1 Feature transformation

In feature transformation, a fixed transformation function (e.g. a random key or a
password) is applicd to the template and the transformed template is stored. The same
transformation function is introduced to the matching phase to obtain a transformed

query that can be matched against the transformed template. Some examples of feature

transformation scheme arc:

Salting: this is also known as Bio-hashing [2] [112] - [114]. A user specific key or
password is introduced as a transformation function to distort the original features. The
introduction of the key or password as an additional information further strengthens the
biometric system. It also reduces the tendency for false accept and since the key is user
specific, multiple templates of the same user can be created by simply changing the
keys or password. The problem here is that the key or password needs to be
remembered and sccurely stored. Loss of this key presents a lot of challenges as the
system will be difficult to operate without it. Also, theft of this key will compromise the
system as the original template can be deduced by ‘reversibility’. In addition, this form

of distortion may introduce intra user variations which can reduce the recognition

performance.
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2-N discretization: This is a method proposed by Yip et al [114] to guard against the
storage of biometric information that may be reconstructed to decode the original
biometric data. This method produces keys that are not permanently linked to the
biometric information and it works incorporating randomness, hence, a compromised
key can be easily replaced. [114]. In this scheme, it is computationally infeasible to
recover the underlying biometric data from the output. This method incorporates the
inner product-based mixing with random token, multiple-bit discretization and
permutation to result in replaceable cryptographic keys, in addition to a longer and
unpredictable key space. The improvement that this brings to the fore over other
methods of revocable biometrics include (i) It uses population-wide instead of user
specific boundaries for multiple-bits discretization, (ii) It forces the number of segments
in discretization space to be of be 2" so that an adversary has to search all possible
space, (iii) It permutates the pre-keys to deter multiple keys attack, and (iv) It uses error

correction codes to compensate for the loss of accuracy due to (i) and (ii).

Dynamic Quantisation Transform: [17] uses a technique which converts biometrics
into bitstring, allowing authentication to take place in the transformed domain rather
than the original biometric fcature space, thereby having the advantage of template
security. Another advantage is that this method simultancously satisfies the four major
requirement of a revocable template protection scheme which are: accuracy, non-
invertibility, privacy, and auxiliary data secrecy. However, this is still an evolving

scheme with little information in literature to support its utility.

Non invertible transform: this method is a one way function that is easy to compute
but irreversible or when possible, may be very difficult to invert [13]. The scheme is
designed such that even if the key or transformed template is known, it is
computationally difficult to recover the original template. This makes the scheme very
secure. Also, revocability is made possible by using application or user specific
transformation function [13]. However, the challenge in this scheme is in the trade-off

between discriminability and non-invertibility of the transformation function [13] since
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it will be difficult to design a transformation function that satisfies both discriminability

and non-invertibility simultaneously.

5.2.2 Biometric cryptosystem scheme

This method works with a helper data to serve as a template protection scheme. Helper
data are public information about biometric data that are stored and used to extract
cryptographic key from the database during matching [13]. The validity of the extracted
key forms the basis for the matching [13]. An example of biometric cryptosystem
scheme is Key binding. In a key binding system, the template is secured by binding it
with a key within a cryptographic framework. A helper data is used to bind the key and
the template which is then securely stored, but the helper data is unable to reveal any
information about the template or key. Examples of this scheme include fuzzy
commitment [122], fuzzy vault [123], shielding function [124], distributed source
coding [125], and Fuzzy extractor [126]. The major advantage of this scheme is that it is
tolerant to intra-uscr variations in biometric data and this tolerance is determined by the
error correcting capability of the associated codeword [13]. The major draw backs
according to [13] include: (i) Reduced probability of matching accuracy since matching
has to be donc using crror correction schemes and does not use sophisticated matchers
developed specifically for matching the original biometric template (i) In general,
biometric cryptosystems are not designed to provide diversity and revocability (iii) The
helper data nceds to be carefully designed; it is based on the specific biometric features

to be used and the nature of associated intra-user variations.

According to Nandakumar et al [127], the Summary of biometric template protection

approaches is shown in the table 5.1 below:
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Table 5.1: Summary of Biometric Template protection schemes available in literature

Template Methodology Advantages Limitations
Protection
Approaches
Encryption | Template is encrypted Matching algorithm Template is
using well-known and accuracy are exposed during
cryptographic techniques | unaffected every
authentication
attempt
Non- One-way function is Since transformation | Usually leads to
invertible applied to the biometric | occurs in the same increase in the
transform features feature space, matcher | False reject Rate
need not be redesigned | (FRR)
Hardening/ | User-specific external Increases the entropy | If the user-specific
Salting randomness is added to | of biometric features | random information
the biometric features. resulting in low False | is compromised,
Accept rate (FAR) there is no gain in
entropy
Key A key is derived directly | Most efficient and Tolerance to intra-
generation from biometric features | scalable approach user variations is
limited, resulting in
high FRR
Secure A sketch is derived from | More tolerant to intra- | Template is
sketch the template; sketch is user variations in exposed during

secure because template
can be reconstructed only
if a matching biometric
query is presented

biometric data; can be
used for securing
external data such as
cryptographic keys

successful
authentication.
Non-uniform nature
of biometric data
reduces security

Fuzzy vault

A hybrid approach where
the biometric features are
hardened (using
password) before a
sccure sketch (vault) is
constructed

Hardening increases
the entropy thereby
improving the vault
security; also enhances
user privacy

Not user-friendly;
user needs to
provide both the
password and the
biometric during
authentication

Although, revocable biometrics represents a very promising approach to address

template-based biometric security, there are still several concerns about the security of

such schemes [11], [107]. In addition, if the owner of the biometric sensor fails to keep

the biometric private, then the confidence in revocable biometrics will be eroded

because its sccurity depends on secure management of the distortion parameters, which

must be used for enrolment and made available at matching. The storage of the original

137




Chapter 5 Revocability of keys generated from a voice based template-free biometric system

or distorted information on a template equally makes the system vulnerable, hence the

justification for this chapter.

The next section will look at the proposed revocation schemes and explain the reasons

for using it.

5.3 Proposed Key Cancellation Technique

The main focus is to enhance the security of biometric systems and increase confidence.
By using template-free systems, we have eliminated the need to store biometric samples
on templates. The next focus is to completely remove inherent problems associated with
non template vulnerabilitics e.g. information extracted at the signal pre-processing stage
as well as concerns with the integrity of individuals for whom the system had been
decrypted using specific biometric information, passphrases as the case may be. This is
just in case such individuals or an eavesdropper copies the information at the point of
decryption and trics to re-use it illegally. Revocability is introduced at the key building
stage by disguising the binarised biometric information used for cryptography in such a
way that it can be cancclled after use, but preserving the actual biometric information
on the individual. To fully appreciate this section, it is important to understand how

keys may be generated in template-free system as elaborated in chapter 4.

5.3.1 Randomisation of feature distribution maps

Randomisation of fcaturc distribution maps prior to key re-generation can annul
previous user keys. Randomisation in this case is achieved by alteration of feature
positions and (conscquently) distances between the positions. Since this key
combination method is bascd on bit concatenation, the pattern of the key changes if the
successive feature positions within the algorithm are altered. This also automatically
changes the position value used as additional key building technique. As an illustration,

and following from key gencration scheme outlined in chapter 4, consider a biometric

key gencrated from a sct of features as below:
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Table 5.2: Hllustration of feature randomisation
Feature A | Feature B | Feature D | Feature C
111101 100110 101011 001100

=111101100110101011001100

Note that these keys are not stored anywhere but for a template-free system, the keys
needs to be the same at all instances of re-generation This key becomes completely

different if we change the order of feature occurrence as below:

Table 5.3: llustration of feature randomisation
Feature D | Feature A | Feature C | Feature B
101011 111101 001100 100110

=101011111101001100100110

The implication of this revocation strategy is that there will be a complete re-calibration
to interweave the features used for building the maps i.e. the order of feature occurrence
before generating the distribution maps is altered to consequently annul previously
generated keys based on the operation phase.

However, there are some weaknesses in this scheme as follows:

(i) The randomisation process cannot be automated because once the algorithm is
compromised, it may be possible to predict how the maps will be reordered.
The solution to this will be for the randomisation scheme to be external to the
system and be unpredictable. The proposed option is to build a randomisation
algorithm that can be resident on a server or the features can be tied to random
numbers that can be chosen by the user. It should be noted that remembering
these random numbers may not necessarily become a challenge because the
uscr only needs to choose them once and not bother about remembering them.

(ii) In order to ensure proper association of the keys to individual users, the new
key necds to relate to the original key, and this brings up the need for some
form of storage with the associated risks with storage of biometric information.
The solution to this is to incorporate ‘time stamps’ and ‘liveness detection’
which are subjects for future research.
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(iii) If the same fcatures are used at all times and are merely reordered, then the
system can be exhaustively attacked easily since it will contain the same
number of ‘0’s and ‘1’s and which reduces the search space significantly. This
will therefore make the sole use of this scheme not reliable but it can be used

in combination with other schemes.

5.3.2 Complete and fraction feature replacement

If a set of features A, B, C, and D are used at the first instance, new sets of features D,
E, F, G, H, and I can be used subscquently. (Note that these are selected from the
features discussed in Chapter 3). This is a case of complete replacement of features
from the same uscr. In another scenario, a partial replacement can also be made. In this
casc, the introduction of an additional fecature alters the entire feature distribution maps
and conscquently, key configuration. This scheme is also prone to challenges as
follows:
- The neced to relate the new key with the original key.
- The need to use a medium cxternal to the system to select the new sets of features to
be used.
The fact that the system can run out of features after several revocations are carried

out.

5.3.3 Alteration of spoken phrase

The spoken word or phrasc fed into the system also affects the configuration of keys
generated as representation of the individuals. A simple alteration of the pass phrase or
spoken word from which the features are derived will completely alter the keys. Getting
the users to speak a particular phrase rcduces intra sample variations and makes the
system stronger. In addition, the spoken phrase becomes another level of password. The
challenges in this scheme include the common challenges to voice biometrics like cold,

variation as the individual ages, background and channel noise, variable and inferior
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microphones and telephones; and extreme hoarseness, fatigue or vocal stress, and it is

not suitable for use by individuals who cannot speak (e.g. the deaf and dumb).

5.3.4 Introduction of Transformation function

This scheme allows addition of a transformation function to the feature distribution
maps and the same transformation function at the operation phase. This follows the
same principle as in BioHashing, but it is applied to the feature distribution maps as
against the stored template in BioHashing. A user specific key or password is
introduced as a transformation function to distort the feature distribution maps and the
same distortion mcasure used at the Operation Phase when keys are being re-built from
previously unseen user samples. In addition to this, and depending on the type of
biometric modality being used, helper data can be introduced deliberately to change the
property of the keys gencrated by a fixed measure. The problem here is that storage of
the helper data is required and will make it vulnerable to template-based attack. Despite
these challenges, the use of this method in combination with others proposed above will

reduce the probability of successfully attacking the system.

5.3.5 Hybridization of several cancelling schemes

Hybridization in this case combines a number of options to deliberately alter the
biometric key, making it difficult to re-create for fraudulent purpose. The proposed
scheme can usc a distortion value; combined with phrase alteration, helper data,
randomisation of distribution maps and so on. The performance of the hybrid scheme

is a function of the strength of the various schemes employed.
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5.4 Non invertibility

The essence of revocable biometrics is to protect the original biometric data belonging
to individuals. This system has proposed a number of schemes that can be used to
cancel keys generated from a template-free biometric system. Such a scheme should
however not allow the original biometric information to be deduced from the keys, even

if the transformation parameters are known.

According to Kong et al [7], for any invertible transform y = f(x); x=f ()can be
derived, where f'(y) is the inverse of £ . Within the concept of this system, the codes

obtained from the system should be such that it is non invertible i.e. the inverse g’(x)

should not be deduced from the transform y = g(x).

Considering that this system does not store template information, this research therefore
proposed to use feature domain quantisation and the transformation from measurable
feature values to normalisation maps as described in chapter 4 to guard against the

reversibility of the scheme.

5.5 Performance evaluation

The primary difference between this system and other revocable biometric systems is
that while revocable biometrics disguises or transforms template information from the
original template safely stored, this system completely eliminates storage of templates.
This system principally annuls biometric keys generated based on the referenced
normalisation maps at the operation phase. This approach eliminates all vulnerabilities

associated with template-based system, and defeat other attacks based on

administrative, technical and enrolment process.

Initial examination of this system against existing revocable biometrics system shows

the following possibilities:
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i) There are less opportunities for compromise in this system than in traditional
revocable biometric system as the number of vulnerable points are greatly

reduced.

ii) Unlike this system, traditional revocable biometrics are still subject to intrinsic

failure which are due to limitations in the sensing device, which leads to false

accept/reject.

iii) The integrity of the enrolment process in revocable biometrics introduces a
weak point that can be exploited e.g. collusion at the point of enrolment, forced

enrolment, and abuse of exception processing [13].

iv) Modification of template records and operating parameters are other

administrative abuses possible in traditional biometric systems, but which have

been eliminated based on this system.

5.6 Challenges to the proposed system

This system is based on voice biometrics, an evolving biometric modality which is
susceptible to environmental interferences. Another issue of concern is the high
instability of voice systems over a given period in an individual’s life, e.g. between
childhood to Adolescent to old age, and in periods of illnesses. This can possibly result
to high intra class variability of the voice samples used within the different periods.
Although the effect of these changes on voice as a biometric modality is outside the

scope of this research, it is noteworthy for future work.

These techniques offer advantages over existing revocable biometrics systems because
they use a method that incorporates a number of advantages drawn from both template-

free and revocable biometrics. The basic operating principle (which will be described

in detail later) is as follows:
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(i) It uses keys generated from a template-free biometric system and then
incorporates revocability, therefore having all the advantages of template-
free system.

(ii) It does not store any template values as a basis for comparison, therefore
eliminating template associated risks that are still possible in traditional
revocable systems.

(iii) It disguises the biometric information used for cryptography by using the
values of feature positions and distances rather than the actual biometric
samples, and

(iv)  Itcan reverse information passed from a user to a cryptographic algorithm at
every instance of the operation phase in a template-free system through
randomisation of feature distribution maps, deliberate introduction of
distortions in features and pass phrase, thus cancelling previously generated

(but disguised) biometric information from the same user candidate.

5.7 Experimental analysis of revocation strategies

The experimentation in this Chapter follows from the keys generated from suitable
features uscd in the template-free system (during the operation phase) as described in
previous Chapters and using the VALID and YOHO Datasets already described in
chapters 3 and 4. It follows from the identified voice features that met the template-free
criteria as detailed in previous publications [62], [86] - [88], [115], [108], [109]. Some
examples include: Maximum Power Spectral Density (PSD), Average Power Spectral
Density (PSD), Minimum Power Spectral Density (PSD), Minimum fft, Mean
Amplitude, Minimum amplitude, minimum cepstrum, mean cepstrum, maximum ifft,
minimum ifft, mean ifft, maximum hilbert function, minimum hilbert function, mean
hilbert function, Maximum Amplitude; Peak to Peak Amplitude; Mean Frequency;
Maximum Frequency. These features are used in [108] to establish that the results for
template-free biometric system based on the voice modality produces keys for all the

subjects tested at an average of 65.55% accuracy. These are the keys that form the basis
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for the experiments under the revocation strategies outlined in this chapter. The

experimental evaluation of each strategy is outlined subsequently.

Randomisation of feature distribution maps Strategy
The main aim of the investigation of this particular revocation strategy is to show that
there is a lot of difference between the code that is generated based on the traditional

template-free scheme and the code based on a random feature distribution.

Keys produced from samples taken from 130 users from the YOHO database were
investigated. These are keys based on the concatenated features for individual subjects
as in the previous chapter. The sequence of the bits (made up of ‘0’s and “1°s) and the
points at which they change between the ‘0’s and ‘1’s were noted (they are a function of
the specific feature from which they were generated) as illustrated in tables 5.2 and 5.3.
A typical illustration is the result for user 101 in the YOHO database indicated in table
5.4 below. In this table, the points at which the bits changes between ‘0’ and ‘1’ have
been underlined. Although the number of bits in the original code and the randomized
codes are the same, when the key generation method outlined in Chapter 4 is taken into
considcration, it will be noted that the points at which these bits changed between ‘0’s
and ‘1’s is a significant method of distinction. Hence, even though the codes belong to

the same subject, it has been altered to provide a sense of revocation and re-issue.

Table 5.4: An example of random feature distributions using samples of user 101 in
YO!I10 database showing that the original codes are different from the transformed

code.

User | Codes based on regular template-free Same user code based on random feature

scheme distributions

101

000000000000000000000100000000000
000000000000100000000000000000010
011000000000000000000000010000000
000000010000000000000010100000000
000000000011000000000000000000000
000000010000000000000011000000000
000000110000000000000000000001100
000000000000000000000000110000000
00000000001

0000000000000000000000100000000000000
0000000001000000000000000000110000000
0000000000000001100000000000000000000
000000001000000000000001 1000000000000
0000001001100000000000000000000001000
0000000000001100000000000001010000000
0000000001000000000000001000000000000
00000000000000110
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Note the points at which the bit changes from 0" to *1° in all cases. For this particular
case, the bits changed at 23. then the next change from point 23 occurred at 19, then at
2,24, 15,15, 2. 19. 29, 15, 16, 22, 26, 18 for the left hand row while it is at points 23,
24, 19.24, 29.15. 19. 3, 22. 16. 13 . 16,15 an 26 for the right side. In order to better

understand this table the Figures below shows the shape of the distribution when plotted

on a scale for the region between bits 65 and 92.

Shape based on original template-free code

12 - —

08 - - Y |

05 L | -

04 |—

02 —t

0

—o

-0.2

Fig.5.1 Shape based on regular template-free scheme

Shape based on Random feature distributions
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Figure 5.2: Same user's shape based on random feature distributions
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The graphical illustration in Figures 5.1 and 5.2 shows the points on a scale where the
bits changed between ‘0’ and ‘1’ for the same user but based on different structures of
the normalisation maps. This means that the sequence of the features within the map
affects the value of the bits contributed to form the key and a random re-ordering of the
map will change the sequence and consequently the entire structure as illustrated

between Figures 5.1 and 5.2.

The import of this scheme is that in an automated process, using several samples and
features from the same subject, a significant bit re-ordering can be achieved to create

multiple keys representing the same identity.

This evaluation was repeated for 130 subjects and it was observed that for each change
in the positions of the features in the distribution maps at the calibration phase, the code
changes and these changes differ between individual users. However, since the same
features are used in this case, the number of ‘0’s and ‘1’s that make up the code are
equal between the original code and the new code. Therefore, to attack the system, a
hacker nceds to carry out a number of permutations to obtain all the possible
arrangements between the old and the new code. This can be achieved by the

knowledge of the number of ‘n’ bits taken ‘k’ at a time denoted by

!
L S A 5.1
KT -k

Since the permutation of a number of objects is the number of different ways they can
be ordered; i.e. which is first, second, third, etc, we chose the number of 1’s in the bits
generated taking cognisance of the positions of the 1’s. In a typical case evaluated, there
are 21 bit changes (1’s) out of the 276 bits. Therefore, the number of permutations

(reordering) that an attacker needs to do to obtain the new key from the compromised

key is
AT
(276 -21)!

~8.3205143025148075575761419041786¢*° =8.32 x 10%

147



Chapter 5 Revocability of keys generated from a voice based template-free biometric system

=832,051,430,251,480,000,000,000,000,000,000,000,000,000,000,000,000 number of

possible combinations.

Therefore, for the random feature distribution scheme, the number of times an attacker
can make an attempt before recovering the new code, granted that the old code is

compromised is
832,051,430,251,480,000,000,000,000,000,000,000,000,000,000,000,000 times.

The overall result for this scheme and other schemes are as shown in table 5.9.

Complete or Partial replacement of some of the features

In this scheme, even though the same features were used, the revocable code is
dependent on the fraction of the features used. The scheme is as outlined in section
5.3.2. As in the previous scheme, 130 subjects were evaluated. A set of features were
selected to form the normalization maps and subsequently, keys were generate based on
these features. At a second instance, a different set of features from the same subjects
were usced and the scquence of the bits (made up of ‘0’s and ‘1’s) and the points at

which they change between the ‘0’s and “1°s were noted for both instances.

Using the codes gencrated for user 101 as illustrated in table 5.5, the keys based on a
fraction of the fcatures and another fraction is shown.

Table 5.5: Fraction feature replacement using codes of user 101 in YOHO database
User | Codes based on regular template- Same user code based on fraction
free scheme feature replacement

101 | 00000000000000000000001000000 | 0000000000000000000000100000000
00000000000000000100000000000 | 0000000000000001000000000000000
00000001001100000000000000000 | 000110000000000000000000000110
00000100000000000000100000000 OR
00000010100000000000000000011 | 0000000000000000000000000001000
00000000000000000000000000001 | 0000000000011000000000000000110
00000000000000110000000000000 | 00000000000000000000110
00110000000000000000000001100
00000000000000000000000011000
000000000000001
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A further illustration for user 103 the code generated using the respective features are as

indicated below:

Maximum Minimum Average Max

Amplitude Amplitude Frequency Hilbert
0000000000000000 | 0000000000000000 | 0000000000000000 | 0000000000000000
0000001 000000110 00011 0000001

The code for this user based on a fraction of the feature distributions
00000000000000000 | 0000000000000000 | 0000000000000000 | 0000000000000000
000001 000000110 00011 0000001

The above translates to a code for this user as shown below;
0000000000000000000000100000000000000000000001 100000000000000000000110

0000000000000000000001

When another set of the features for the same subject are used it will produce a different

code as follows:

Maximum Minimum Average Max

PSD PSD PSD Hilbert
0000000000000000 | 0000000000000000 | 0000000000000000 | 0000000000000000
00000000000010 00000000000001 10 0000001

The above now translates to the code

for the same user as shown below:

0000000000000000000000000000100000000000000000000000000000010000000000
0000001000000000000000000000001.

In each resultant code, the order of the bits and their respective values should be noted.

The advantage of this scheme is that the system is re-calibrated with new sets of

features and so the user or the system needs not remember or know the feature. These

features can be sclected randomly and the code produced from each set differs from the

initial code and also differs between users. Thus it is difficult to work out the initial

code from just a fraction of the revoked code or a completely new set of the features

which produces a new code. For an attacker to successfully work out the original code,

a user must have used all the possible combinations of features and all the combinations

would have to have been compromised and this may not happen over an individual’s
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lifetime. In addition, the attacker must also overcome the hurdle of cracking a template-
free scheme to first of all have sufficient knowledge of the initial code. The evaluation

for this scheme for 130 subjects is also reported in table 5.9

Deliberate introduction of distortions in the user distribution maps
Table 5.6 is for the addition of a transformation function. In order to attack the system
based on this scheme, the attacker needs to:
i.  Know the transformation function added to the code,
ii.  Beable to crack the template-free code, a possibility that is yet to be proven
iii.  Decode the features that were used and their respective order of occurrence and
be able to re-arrange them to work out the new code as well as obtain the

transformation function.

The problem here is that the transformation function will need to be stored or be in the
form of a password; therefore the transformation function is only as secured as the
password. However, the user only needs to type in the password or the random number

used as a helper data just once to avoid the issues with remembering the transformation

function.

Table 5.6: Addition of a transformation function to the code of user 101 in YOHO
database

User | Codes based on regular template-free scheme | Same user code based on addition
of a transformation function

101 | 0000000000000000000000100000000000000 | simply a case of the code on the
0000000001000000000000000000100110000 | left + a fixed function which is
0000000000000000001000000000000001000 | only known to the user
0000000000010100000000000000000011000
0000000000000000000000000100000000000
0001100000000000000011000000000000000
0000001100000000000000000000000000110
00000000000000001

For this scheme, 130 subjects were evaluated and in each case a fixed value was added

in all cases. For experimental purpose, this known fixed value yielded the same bits and
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in all the subjects, the code changed by the value of the fixed distortion added and when
the distortion value is changed, the code automatically changed. Thus the code was
successfully altered in 100% of the users as indicated in table 5.9. It should however be
noted that when another method of distortion other than a fixed value is used, the
success rate maybe less as such distortion parameter may introduce some margin of

error. This was however not investigated as it is out of scope of the research.

Alteration of the spoken phrase

This scheme was the most difficult to evaluate as all the inherent problems associated
with voice based systems had a role to play. For each phrase altered, the values are not
100 % the same. Table 5.7 is an illustration of user 101 codes for the case of altering the
spoken phrase in which case the phrase becomes the password for the system. Tables

5.7 and 5.8 shows that for each phrase spoken by the same user, there is a difference in

the resultant codes generated.

Table 5.7: Alteration of spoken phrase using user 101 of YOHO database

User | Codes based on regular template-free scheme Same user code
based on altered

phrase

101 | 0000000000000000000000100000000000000000000000 | see table 5.8
1000000000000000000100110000000000000000000000
1000000000000001000000000000001010000000000000
0000011000000000000000000000000000010000000000
0000110000000000000001100000000000000000000011
0000000000000000000000000011000000000000000001
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Table 5.8: User 101 based on altered phrase (Note the positions at which the bits
changes between ‘0’ and ‘1’).

Uttered Code for the same user

phrase
Maximum Average Minimum Peak to peak
Amplitude Amplitude Amplitude Amplitude

27_82_39 | 0000000000000 | 000000000000 | 0000000000000 | 0000000000000
0000000001001 | 000000100110 | 0000000001110 | 0000000010111
100001 10111111 011100 110101

61_75_53 | 0000000000000 | 000000000000 | 0000000000000 | 0000000000000
0000000001010 | 000000100111 | 0000000001110 | 0000000011100
000011 10010111 100010 100111

62_91_59 | 0000000000000 | 000000000000 | 0000000000000 | 0000000000000
0000000001101 | 000000100111 | 0000000001100 | 0000000011001
110100 11010111 110111 000011

75_43_34 | 0000000000000 | 000000000000 | 0000000000000 | 0000000000000
0000000011000 | 000000100111 | 0000000001110 | 0000000010010
100011 10001110 000101 101101

Table 5.8 shows how the codes changes for the different phrases from the same user. In
all the 130 subjects evaluated, the code was correctly revoked (while still representing
the same uscr) in 70 % of the subjects. This level of accuracy could be attributed to the
inherent problems associated with voice biometric systems as each sample from the

different phases contributes some form of errors that reduces the level of accuracy.

Analysis of revocability rates of the various schemes
Table 5.9 shows the summary of the percentage of key revocability and reliability of the

various schemes based on the YOHO datasets for 130 users. It also shows the possible

weakness of each scheme.
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Table 5.9: Analysis of revocability rates of the various schemes

Number | Revocability Percentage of | Weakness Remarks

of scheme key

subjects revocability

per 130 users

130 Randomised 100% See section
distribution 53.1
maps

130 Complete and | 100% See section
fraction feature 53.2
replacement

130 Alteration  of | 70% See section
spoken phrase 5.3.3 Also, it is

useful only in
text dependent
systems.

Cannot be used
if spoken
phrase is not
the basis for
key generation
in the first

place

130 Introduction of | 100% See section
Transformation 534
function

130 Hybridization 100% This is the most
of several suitable technique
cancelling which will benefit
scheme from all the

advantages of the
various schemes and
can still do well even
with the disadvantage
of any of the schemes

Tables 5.4 to 5.9 indicates that for each of the proposed schemes, the value of the codes
gencrated for the same individual differs, implying that using a number of possible

combination of the schemes, new codes can be created to replace previously used codes

as many times as necessary.
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Overall, the proposed revocation strategies enhances security and preserves privacy by
taking away the control of biometric system from the hands of either an attacker, the
owner of the biometric sensor used for signal/sample capture, or those with access to

the algorithm.

5.8 Chapter summary

It is important to note that the various schemes outlined in this chapter are postulations
based on which this chapter establishes the possibility of integrating the concept of
revocable biometrics with ongoing research in template-free biometrics. By disguising
the biometric information used to generate keys in template-free system, a new set of
biometric information can be produced to annul previously used keys. This can help to
reduce problems of compromise associated with all vulnerable points in biometric
systems. The system revokes biometric keys generated from the operation phase of a

voice based template-free system using four approaches viz:

(i) Randomisation of feature distribution maps prior to key re-generation in the
operation phase to annul previous user keys

(i) Complete replacement of the set of features

(iii) Partial replacement of some of the features

(iv) Changing the spoken phrase
This method introduces several novelties as follows:

- does not store any template values as a basis for comparison,

- disguises the biometric information used for cryptography by using the values of
feature positions and distances rather than the actual biometric samples, and

- reverscs cryptographic information when necessary through randomisation of

feature distribution maps and introduction of changes in feature and pass phrase,
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thus cancelling previously generated (but disguised) biometric information from the

same user candidate.

This chapter makes some contribution to addressing non template-based vulnerabilities

and the result of the experiments represents some credible solution to this problem.
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Chapter 6

Conclusions

This chapter summarises the work done on the strategies for template-free biometrics
using features from the human voice as well as a discussion on the major research
findings and suggestions for future research. The conclusion reviews the entire research
report to ascertain if the aims and objectives were met. As stated in the introductory
chapter, the overall aim of this research was to investigate and develop strategies for the
novel concept of template-free biometrics using human voice modality. Towards

achieving this aim, the research targeted a number of objectives like:

e Evaluating candidate features extracted from the human voice that can be
employed in template-free systems,

¢ Outline the principles of template-free biometrics based on voice strategy

e Introducing feature concatenation as the novel technique for voice feature
combination as a means of combining the biometric codes generated from
template-free systems.

o Investigating techniques for the integration of revocable biometrics with
template-free biometrics in order to enhance security and preserve privacy by
taking away the control of biometric system from the hands of either an attacker,

the owner of the biometric sensor used for signal/sample capture, or those with

access to the algorithm,
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In terms of the specific objective, this research evaluated a number of features (both in
use for template-based application and a set of new ones) and identified those that meet
set criteria for use in a template-free system. In addition, an overall strategy for
template-free biometric was introduced, with further evaluation of how the voce
features can be used to develop a template-free application. The results also show how

template-free biometric keys can be revoked and re-generated using a number of

revocation strategies.

In terms of a final reflection on the aims and objectives of the research, the overall aim
of investigating strategies for the novel concept of template-free biometrics using
human voice modality was achieved but a lot of further work is required to develop a

practical system based on the pragmatic appraisals in the next section.

6.1 Summary of contributions

This rescarch has introduced a new concept in biometric technology in which biometric
keys are gencrated from a combination of information derived from a number of newly
identified human voice features without referencing a stored biometric template. The

following summarises the main contributions of the research.

o A sct of criteria for evaluating voice features suitable in template-free biometrics
was developed based on references to standard biometric evaluation criteria and

previous work on template-free systems based on fingerprint and ICMetrics.

e A number of candidate voice features were found to possess useful
characteristics that can be used in a template-free biometric system. These are
features that met the sct criteria above and they include existing features used in

voice biometrics as well as newly identified features detailed in chapter 3.

e Following from an initial review of cryptographic systems and biometric
encryption, the research further suggested a new method of generating
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encryption keys from the human voice in a template-free scenario. In doing this,
the research addressed the two main phases in template-free biometric systems —
the Calibration and Operation phases and introduced nine steps involved in the
voice calibration process which are carried out once per application domain
while the operation phase is employed subsequently every time an encryption

key is required.

e Furthermore, a new method of feature combination called ‘Feature
concatenation’ was introduced. It was used as a means of combining the features

as well as a basis for further evaluations and generation of the normalization

maps.

e The rescarch was the first to investigate the possibility of integrating the concept
of revocable biometrics with template-free biometrics in order to combine the
strengths of the two concepts. The findings lay the foundation for eliminating
problems of compromise associated with all vulnerable points in biometric
systems as it postulates a system that (i) does not store any template values as a
basis for comparison, (ii) disguises the biometric information used for
cryptography by using the values of feature positions and distances rather than
the actual biometric samples, and (iii) reverses cryptographic information when

necessary through using five newly identified revocation strategies.

e The rescarch also identified five new strategies for revoking biometric keys and
reproducing them at high accuracies (depending on the number of schemes
combined). Thus, a system that will require an attacker to make 832, 051, 430,
251, 480, 000, 000, 000, 000, 000, 000, 000, 000, 000, 000, 000, 000 attempts
before recovering the code from an exposed biometric was theoretically

developed. This is based on the results obtained as the percentage of revocation

per user tabulated in chapter 5.
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In addition to cataloguing these contributions, it is important to note a number of

challenges that were encountered which will form the basis for future research on this

subject. These include:

The use of normalization maps is associated with some concerns because
though substantial evaluations established that the elimination of templates as a
source of reference data can be achieved, this system still stores some form of

distorted or scrambled reference called normalization maps which are available

for attack.

The research has also shown that the length of the biometric key produced is
necessarily a function of the number of features employed as fewer features
produces less possibilities of consistent bits that can be used for biometric keys.
Thus, the need to further research into identifying more features is obvious in

order to provide a sufficient length of biometric key that cannot be exhaustively

attacked.

Unfortunately, voice is still an evolving biometric and there are very few voice
databases with the required flexibility for evaluations. This therefore limited the
scope of evaluations to a few databases. Therefore some research thoughts like
the performance of the system across various ethnic background could not be
tested. Other thoughts include the behavior of the system using samples taken
when a subject is well and when he or she is sick; the samples taken from the
same subject as he or she ages; and so on. Since there are no voice databases

that addresses peculiar situations like these, it was impossible to address such

rescarch thoughts.

Voice is still associated with the tendency for high inter-class similarities and
intra-class variations depending on the environment, the state of health of the
subject, the hardware, and several other factors that makes voice more difficult
to evaluate compared to other biometric modes. Therefore, this research was
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unable to test the effect of using the system in varying environments with
different background noise and weather conditions. Furthermore, the effect of
variable microphones or capture device on the system was another resecrh
thought that could not be exploited due to lack of suitable data. This is
important to note because the hardware may introduce distortions that may

yield varying results for the same candidate.

Based on the pragmatic appraisal in this section, it can be concluded that this research
makes some initial contribution as well as lays the basic foundation towards building a
voice based template-free biometric system. It can also be concluded that given an
improved result, the practical application of the system when integrated with alternative
security systems can bring about a solution to template-based compromises in biometric
systems. In addition, the proposed revocation strategies will revolutionise biometric
security by ensuring that stolen or exposed biometric data does not necessarily mean a
life time of compromise to the subject especially as it currently stands when users

cannot change a compromised biometric.

This research can form the basis for building a system that eliminates administrative
compromises like template modification and cloning; and improve on the integrity of
the enrolment process, reducing the potential for compromise due to collusion at

enrolment, forced enrolment, and abuse of exception processes.

The potential application of the system range from secure document exchange over
electronic media to instant encryption of mobile telephone conversations based on the
voice samples provided by the speaker, access control systems, banking, etc. Thus, it is

important to recommend further evaluations as detailed in the next section.
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6.2 Recommendations for Future Work

The advantages introduced by this research can be further improved upon. The

recommendations for improving on the various strategies outlined in future research

include:

e The main goal of building a system that will not store any form of reference

data (including the normalization maps) still remains to be achieved and hence

is recommended as future research challenge.

¢ Future research needs to further look at ‘feature concatenation’ as an alternative
method of feature combination with a view to establishing that it is a superior

form of feature combination.

e It is a well known fact that there are common challenges to voice biometrics
like high inter-class similarities and intra-class variations, cold (ill-health),
variation as the individual ages, background and channel noise, susceptibility to
environmental interferences, variable and inferior microphones and telephones;
and extreme hoarseness, fatigue or vocal stress, and it is not suitable for use by

individuals who cannot speak (e.g. the deaf and dumb). Future research needs to

address these basic challenges.

o It has been shown in this research that the strength of the biometric is a function
of the number of features used to build the key. Therefore, evaluation and
gencration of more features to strengthen the keys as well as to provide enough

codcs for use in the revocation strategies could also be explored further.

o There is also the need to improve on the accuracy of the keys which is currently

at 65.55% accuracy in this research.
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In terms of the revocation strategies, opportunities exist for a lot of further
research. In a practical scenario, the system must be automated; however,
further research is required as currently, the randomisation process in the
revocation scheme cannot be automated because once the algorithm is
compromised, it may be possible to predict how the maps will be reordered. In
addition, further research is required to develop asch eme that will ensure
proper association of the keys to individual users because the new key needs to
relate to the original key, and this brings up the need for some form of storage
with the associated risks with storage of biometric information. The proposal to
addressing this could be to incorporate ‘time stamps’ and ‘liveness detection’
which are subjects for future research. Furthermore, if the same features are
used at all times and are merely reordered, then the system can be exhaustively
attacked easily since it will contain the same number of ‘0’s and ‘1°s and which
reduces the scarch space significantly. This will therefore make the sole use of
this scheme not reliable but it can be used in combination with other schemes
which requires further research to develop the integration. Finally, the
revocation strategy requiring deliberating introduction of distortions in the
distribution maps is a bit challenging. The problem here is that storage of the

helper data is required and will make it vulnerable to template-based attack.

There is the need to research into developing the right metrics for template-free
biometrics as the current metrics used in template-based biometrics do not
sufficiently represent measurements in template-free systems. Suggestions on
such metrics which may be addressed by future research include comparative
time, calibration crror, margin of useful deviation from the mean to build

normalization map, concatcnation error, normalization map distortion

cocfficient, ctc.
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Appendix

Appendix 1
10 X 10 Covariance Matrix for the 106 samples

A B C D E F G H | J

A 5.89E-11 2.96E-08 4 02E-08 -1.06E-08 -1.19E-06 -1.18E-04 -1.35E-09 3.79E-09 1.13E-10 -1.88E-13
B 2.96E-08 2.33E-03 -1.72E-03 4 06E-03 2.15E-02 3.98E-01 1.02E-05 2.56E-04 8.88E-06 1.47E-09
C 4.02E-08 -1.72E-03 2.41E-03 -4 13E-03 -3.23E-02 -1.23E+00 -1.95E-05 -2.23E-04 -8.83E-06 -3.21E-08
D -1.06E-08 4.06E-03 -4 13E-03 8.19E-03 5.37E-02 1.63E+00 2.97E-05 4.78E-04 1.77E-05 4 68E-09
E -1.19E-06 2.15E-02 -3.23E-02 5.37E-02 7.09E-01 3.15E+01 4.22E-04 3.65E-03 1.63E-04 7.23E-08
F -1.18E-04 3.98E-01 -1.23E+00 1.63E+00 3.15E+01 1.23E+04 2.08E-02 6.07E-01 1.23E-02 2.57E-06
G -1.35E-09 1.02E-05 -1.95E-05 2.97E-05 4 22E-04 2.08E-02 1.19E-06 9.71E-07 5.49E-08 1.04E-10
H 3.79E-09 2 56E-04 -2.23E-04 4.78E-04 3.65E-03 6.07E-01 9.71E-07 1.19E-04 2.69E-06 1.09E-10
1 1.13E-10 8.88E-06 -8.83E-06 1.77E-05 1.53E-04 1.23E-02 5.49E-08 2.69E-06 7.69E-08 9.02E-12
J -1.88E-13 1.47E-09 -3.21E-09 4.68E-09 7.23E-08 2.57E-06 1.04E-10 1.09E-10 9.02E-12 4.09E-14
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Appendix

Covariance Matrix Table

AA [AB |AC [AD |AE |AF |AG |AH |Al |A]
BA (BB |BC |BD |BE |{BF |BG |BH |BI BJ
CA |{CB |{CC |CD |CE |CF |CG |CH |G |d
DA |DB |DC |DD |DE (DF |DG |DH |DI |DJ
EA [(EB |EC |ED |EE |EF |EG |EH |EI EJ
FA (FB |FC |FD |FE |FF |FG |FH |Fl FJ
GA |GB |GC |GD |GE |GF |GG |GH |Gl |G
HA |HB (HC |HD |HE |HF |HG {HH [HI [HIJ

1A IB iIC 1D IE IF IG iH I 1
JA {JB {JC {ID [JE |JF G |JH I 1)
Legend

A=Mean Amplitude
B=Maximum Amplitude
C=Minimum Amplitude
D=Peak to Peak Amplitude
E=Mean Frequency
F=Maximum Frequency
G=Minimum Frequency
H=Maximum PSD

I=mean PSD

J=Minimum PSD
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Covariance Matrix for Speaker x0

A B C D E F G H ! J
A 8.13E-10 | -8.28E-07 747E-07 | -1.58E-06 | -1.30E-05| -8.02E-04 3.66E-09 6.71E-10 | -117E-09 | -1.13E-12
B -8.28E-07 3.30E-03 | -3.30E-03 | ©660E-03} 4.39E-02| 2.89E+00 1.62E-05 160E-04 | 6.31E-06 3.32E-09
C 7.47E-07 | -3.30E-03 3.30E-03 | -6.60E-03 | -4.46E-02| -3.14E+00 | -1.78E-05} -1.68E-04 | -6.41E-06 | -3.19E-09
D -1.58E-06 6.60E-03 | -6.60E-03 1.32E-02 | 8.84E-02| 6.03E+00 3.40E-05 3.28E-04 1.27E-05| 6.51E-09
E -1.30E-05 4 39E-02 | -4.46E-02 8.84E-02 | 6.57E-01| 6.94E+01 2.15E-04 3.00E-03 | 9.26E-05| 3.54E-08
F -8.02E-04 { 2.89E+00 | -3.14E+00 | 6.03E+00 | 6.94E+01 | 2.19E+04 180E-02 | 1.03E+00 1.39E-02 | -2.36E-06
G 3.66E-09 1.62E-05 | -1.78E-05 3.40E-05 2.15E-04 1.80E-02 1.97E-07 1.10E-06 3.48E-08 | 9.78E-12
H 6.71E-10 1.60E-04 | -1.68E-04 3.28E-04 3.00E-03 | 1.03E+00 1.10E-06 6.27E-05 8.18E-07 | -6.52E-11
{ -1.17E-09 6.31E-06 | -6.41E-06 1.27E-05 9.26E-05 1.39E-02 3.48E-08 8.18E-07 169E-08 | 4.19E-12
J -1.13E-12 3.32E-09 | -3.19E-03 | 6.51E-09 3.54E-08 | -2.36E-06 9.78E-12 | -6.52E-11 4.19E-12 5.10E-15
Covariance Matrix for Speaker x1
A B C D E F G H | J

A| 206E-11 | -421E-08 3.36E-08 | -7.57E-08| -3.57E-07 1.15E-04 4 29E-10 3.48E-09 8.25E-11 2.37E-14
B| 4.21E-08 744E-04 | -3.38E-04 1.10E-03 9.50E-03 8.51E-02 1.22E-0§ 1.86E-05 6.55E-07 3.68E-10
C| 3.36E-08 | -3.38E-04 250E-04 | -5.88E-04| -6.30E-03 9.46E-02 | -5.98E-06 277E-06{ -1.71E-07 | -2.15E-10
D| -7.57E-08 1.10E-03 | -5.88E-04 1.70E-03 1.58E-02 { -9.60E-03 1.82E-05 1.58E-05 8.26E-07 5.84E-10
E | -3.57E-07 9.50E-03 | -6.30E-03 1.68E-02 252E-01 | 467E+00 3.79E-04 2.79E-04 1.81E-05 1.41E-08
F{ 1.15E-04 8.51E-02 9.46E-02 | -9.60E-03 | 4.67E+00 | 9.68E+02 1.63E-02 4.41E-02 1.30E-03 6.09E-07
G| 4.28E-10 1.22E-05 | -5.98E-06 1.82E-05 3.79E-04 1.63E-02 7.20E-07 9.22E-07 4.01E-08 2.66E-11
H| 3.48E-08 1.86E-05 2.77E-06 1.58E-05 2.79E-04 4 41E-02 9.22E-07 2.77E-06 7.29E-08 3.04E-11
| 8.25E-11 6.55E-07 § -1.71E-07 8.26E-07 1.81E-05 1.30E-03 4.01E-08 7.29E-08 2.55E-09 1.45E-12
J | 2.37E-14 3.68E-10 | -2.15E-10 5.84E-10 1.41E-08 6.09E-07 2.66E-11 3.04E-11 1.45E-12 1.01E-15
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Covariance Matrix for Speaker x2

A B C D E F G H J

A 1.68E-11 7 66E-08 6.19E-09 7.04E-08 | -1.05E-06 | -1.20E-05 5.48E-10 2.45E-08 4 56E-10 3.75E-15
B 7 66E-08 4 50E-04 | -3.51E-05 4 86E-04 | -1.70E-03 2.33E-04 1.79E-06 1.30E-04 2.75E-06 4 10E-11
C 6.19E-08 | -3.51E-05 9.34E-05 | -1.29E-04| -2.60E-03| -1.22E-01 6.14E-07 8.93E-06 555E-08 | -6.24E-13
D 7.04E-08 4 86E-04 | -1.29E-04 6.14E-04 9.44E-04 1.23E-01 1.17E-06 1.21E-04 2.70E-06 4.16E-11
E -1.05E-06 | -1.70E-03 | -2.60E-03 9.44E-04 165E-01| 293E+00| -6.15E-05] -1.10E-03| -1.18E-05 3.22E-10
F -1.20E-05 2.33E-04 | -1.22E-01 1.23E-01| 293E+00| 1.74E+02 | -6.99E-04 | -2.53E-02| -4.53E-04 | -1.03E-08
G 5.48E-10 1.79E-06 6.14E-07 1.17E-06 | -6.15E-05| -6.99E-04 3.73E-08 8.97E-07 1.53E-08 2.03E-13
H 2.45E-08 1.30E-04 8.93E-06 1.21E-04 | -1.10E-03 | -2.53E-02 8.97E-07 4 .49E-05 9.36E-07 1.66E-11

[ 4 56E-10 2.75E-06 5.55E-08 2.70E-06 | -1.18E-05| -4.53E-04 1.53E-08 9.36E-07 2.08E-08 4 38E-13
J 3.75E-15 4 10E-11 | -6.24E-13 4 16E-11 3.22E-10 | -1.03E-08 2.03E-13 1.66E-11 4.38E-13 1.45E-17
Covariance Matrix for Speaker x3

A B c D E F G H | J

A 6.45E-11 | -3.70E-07 3.59E-07 | -7.29E-07 | -4.94E-06 | -2.41E-04 | -7.34E-09 177E-08 | -261E-10]| -6.06E-13
B -3.70E-07 4 40E-03| -4.50E-03 8.90E-03 4.19E-02 1.27E+00 6.17E-05 | -1.21E-04 4.07E-06 5.27E-09
C 3.59E-07 | -4.50E-03 470E-03 | -9.20E-03 | -4.38E-02| -1.39E+00 | -5.39E-05 1.37E-04 { -3.99E-06 | -5.59E-09
D -7.29E-07 8.90E-03 | -9.20E-03 1.81E-02 8.57E-02 2.66E+00 1.16E-04 | -2.58E-04 8.06E-06 1.09E-08
E -4 94E-06 4 19E-02 | -4.38E-02 8.57E-02 5.20E-01 3.01E+01 5.82E-04 § -1.50E-03 4 26E-05 7.34E-08
F -241E-04 | 1.27E+00 | -1.39E+00| 2.66E+00| 3.01E+01 4.03E+03 2.06E-02 | -1.95E-02 3.50E-03 6.01E-06
G -7.34E-09 6.17E-05 | -5.39E-05 1.16E-04 5.82E-04 2.06E-02 1.39E-06 | -1.23E-06 6.25E-08 7.03E-11
H 177E-08 | -1.21E-04 1.37E-04 | -2.58E-04 | -1.50E-03] -195E-02 | -1.23E-06 8.50E-06 | -1.10E-08 | -1.44E-10
l -261E-10 4.07E-06 | -3.99E-06 8.06E-06 4 26E-05 3.50E-03 6.25E-08 | -1.10E-08 6.87E-09 7.43E-12
J -6.06E-13 5.27E-09 | -5.59E-09 1.09E-08 7.34E-08 6.01E-06 7.03E-11 | -1.44E-10 7.43E-12 1.19E-14
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Covariance Matrix for Speaker x4

A B C D E F G H i J
A 1.89E-11 5.92E-08 1.26E-07 | -6.65E-08| -2.18E-06 | -565E-05| -9.80E-11} -1.87E-09 210E-11 | -3.52E-13
B 5.92E-08 1.50E-03 | -8.84E-04 2.40E-03 1.35E-02 8.21E-01 5.92E-06 7.15E-05 3.13E-06 1.80E-09
o 1.26E-07 { -8.84E-04 2.30E-03 | -3.20E-03 | -3.60E-02| -891E-01| -2.33E-06| -9.11E-05} -3.32E-06 | -5.57E-09
D -6.65E-08 2.40E-03 | -3.20E-03 5.60E-03 495E-02 | 1.71E+00 8.24E-06 1.63E-04 6.45E-06 7.37E-09
E -2.18E-06 1.35E-02 | -3.60E-02 4 .95E-02 5.77E-01 1.77E+01 6.11E-05 1.40E-03 4.88E-05 8.88E-08
F -5.65E-05 8.21E-01| -8.91E-01 1.71E+00 | 1.77E+01 1.72E+03 1.64E-02 5.35E-02 1.10E-03 2.18E-06
G -9.80E-11 5.92E-06 | -2.33E-06 8.24E-06 6.11E-05 1.64E-02 2.53E-07 264E-07 | -2.92E-09| -1.06E-12
H -1.87E-09 715E-05{ -9.11E-05 1.63E-04 1.40E-03 5.35E-02 2.64E-07 4.72E-06 1.86E-07 2.12E-10
| 2.10E-11 3.13E-06 | -3.32E-06 6.45E-06 4 88E-05 1.10E-03 | -2.92E-09 1.86E-07 8.56E-09 7.65E-12
J -3.52E-13 1.80E-09 | -5.57E-09 7.37E-09 8.88E-08 2.18E-06 | -1.06E-12 2.12E-10 7.65E-12 1.41E-14
Covariance Matrix for Speaker x5
A B C D E F G H | J

A 1.42E-11 5.06E-08 | -4.02E-08 9.08E-08 | -1.89E-07 1.78E-05 | -7.37E-10 2.70E-09 5.70E-11 | -9.38E-15
B 5.06E-08 9.81E-04 | -9.60E-04 1.90E-03 9.50E-03 8.44E-01| -5.13E-08 1.77E-05 1.20E-06 1.14E-10
C -4.02E-08 | -9.60E-04 1.00E-03| -2.00E-03| -9.80E-03] -9.52E-01| -1.84E-06 | -2.15E-05| -1.28E-06| -2.32E-11

D 9.08E-08 1.90E-03 | -2.00E-03 3.90E-03 1.94E-02 | 1.80E+00 1.79E-06 3.92E-05 2.48E-06 1.38E-10
E -1.89E-07 9.50E-03 | -9.80E-03 1.94E-02 1.33E-01 9.04E+00 4.31E-05 7.89E-05 1.22E-05 1.80E-09
F 1.78E-05 8.44E-01| -9.52E-01 1.80E+00 | 9.04E+00 | 1.48E+03 2.20E-03 4.80E-03 8.42E-04 2.43E-07
G -7.37E-10 | -5.13E-08 | -1.84E-06 1.79E-06 4 31E-05 2.20E-03 6.89E-08 261E-10 2.53E-09 | -1.06E-12
H 2.70E-09 1.77E-05 | -2.15E-05 3.92E-05 7.89E-05 4.80E-03 261E-10 1.31E-06 3.62E-08 | -1.29E-11

1 5.70E-11 1.20E-06 | -1.28E-06 2 48E-06 1.22E-05 8.42E-04 2.53E-09 3.62E-08 1.80E-09 | -1.25E-13

J -9.38E-15 1.14E-10 | -2.32E-11 1.38E-10 1.80E-09 243E-07| -1.06E-12 | -1.29E-11] -1.25E-13 2.56E-16
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Covariance Matrix for Speaker x6

A B C D E F G H J

A 1.96E-11 1.29E-07 | -5.90E-08 1.88E-07 | -5.66E-07 8.62E-06 8.11E-10 3.11E-08 5.78E-10 8.35E-15

B 1.29E-07 1.10E-03 | -7.44E-04 1.90E-03 | -4.70E-03 4 87E-01 5.56E-06 2.83E-04 §.29E-06 | -1.00E-11

C -5.90E-08 | -7.44E-04 7.53E-04 { -1.50E-03 2.10E-03 | -6.24E-01| -254E-06| -2.00E-04 | -3.90E-06 1.42E-10
D 1.88E-07 1.80E-03 | -1.50E-03 3.40E-03{ -6.80E-03| 1.11E+00 8.10E-06 4. 83E-04 9.19E-06 | -1.52E-10
E -5.66E-07 | -4.70E-03 2.10E-03 | -6.80E-03 281E-02| -3.73E-01] -244E-05| -1.10E-03 | -2.03E-05| -5.07E-10
F 8.62E-06 4 87E-01 ( -6.24E-01 1.11E+00 | -3.73E-01 1.15E+03 1.10E-03 1.46E-01 2.60E-03 | -9.26E-08
G 8.11E-10 5.56E-06 | -2.54E-06 8.10E-06 | -2.44E-05 1.10E-03 3.46E-08 1.35E-06 2.47E-08 4.66E-13

H 3.11E-08 2.83E-04 | -2.00E-04 483E-04 | -1.10E-03 1.46E-01 1.35E-06 7.19E-05 1.35E-06 | -8.68E-12

1 5.78E-10 5.29E-06 | -3.90E-06 9.19E-06 | -2.03E-05 2.60E-03 2.47E-08 1.35E-06 2.56E-08 | -2.82E-13

J 8.35E-15 | -1.00E-11 1.42E-10| -1.52E-10| -5.07E-10| -9.26E-08 466E-13 | -8.68E-12 | -2.82E-13 8.08E-17
Covariance Matrix for Speaker x8

A B C D E F G H i J

A 3.67E-11 2.69E-07 4.54E-08 2.24E-07 | -1.71E-06 -2.50E-03 § -3.53E-09 3.54E-11 | -9.59E-14| -1.81E-13
B 2.69E-07 2.10E-03 6.32E-05 2.10E-03 | -1.06E-02] -1.85E+01 | -1.88E-05| -1.14E-05 3.00E-07 { -9.21E-10
C 4.54E-08 6.32E-05 1.10E-03 -1.10E-03 | -161E-02| -4.52E+00 | -3.27E-05 6.78E-05 | -7.50E-07 | -1.48E-09
D 2.24E-07 2.10E-03 -1.10E-03 3.10E-03 5.50E-03 | -1.40E+01 1.40E-05 ] -7.92E-05 1.05E-06 5.59E-10
E -1.71E-06 -1.06E-02 -1.61E-02 5.50E-03 3.60E-01 2.67E+02 6.38E-04 1.70E-03 4. 58E-05 2.68E-08
F -2.50E-03 | -1.85E+01 | -4.52E+00 | -1.40E+01 2.67E+02 4. 04E+05 4. 80E-01 4.78E+00 7.12E-02 2.13E-05
G -3.53E-09 -1.88E-05 -3.27E-05 1.40E-05 6.38E-04 4. 80E-01 1.26E-06 2.56E-06 8.23E-08 5.72E-11
H 3.54E-11 -1.14E-05 6.78E-05 -7.92E-05 1.70E-03 4 78E+00 2.56E-06 1.10E-04 1.48E-06 9.47E-11
l -9.59E-14 3.00E-07 -7.50E-07 1.05E-06 4 58E-05 7.12E-02 8.23E-08 1.48E-06 2.27E-08 3.43E-12
J -1.81E-13 -9.21E-10 -1.48E-09 5.59E-10 2 68E-08 2.13E-05 5.72E-11 9.47E-11 3.43E-12 2.73E-15
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Covariance Matrix for Speaker x9

A B C D E F G H J
A | 311E-11| 1.03E-07| -858E-08| 1.88E-07 | 1.27E-06| 1.32E-04 | -679E-10| 628E-08| 1.34E.09| -3.19E-13
B 1.03E-07 | 5.03E-04 | -250E-04 | 7.53E-04 | 2.20E-03| -247E-01| -393E-06| 1.356-04| 367E06| -2.91E-09
C | -858E-08 | -2.50E-04 | 7.50E-04 | -1.00E-03 [ -1.33E-02 | -1.64E+00 | -529E-06 | -3.77E-04 | -6.04E-06 | -4.34E-09 |
D | 188E-07| 7.53E-04| -1.00E03| 1.80E-03| 1.54E02| 1.40E+00 | 136E-06| 513E-04| 991E06| 143E09
E 127E-06 | 2.20E-03| -1.33E-02| 1.54E-02| 269E-01| 251E+01| 1.35E-04| 630E-03| 9.97E05| 4.62E.08
F 132E-04 | -247E-01| -164E+00| 140E+00 | 251E+01| 1.06E+04 | 1.18E-02| 1.30E+00| 1.81E02| 4.26E-05
G | -6.79E-10| -3.93E-06| -529E-06| 1.36E-06| 1.35E-04| 1.18E-02| 1.37E-07 | 140E-06| 417E-09| 4.95E-13
H | 628E-08| 135E-04| -377E-04| 513E-04| 6.30E-03| 1.30E+00| 140E-06| 249E-04| 417E-06| 3.66E.09
[ 134E-09 | 367E06| -6.24E-06| 9.91E-06| 9.97E-05| 181E-02| 4.17E-09| 417E-06| 7.54E-08| 3.91E-11
J_ | -319E13| -291E-09| 4.34E-09 | 1.43E-09| 462E-08| 426E05| 495E-11| 366E-09| 391E11| 2.08E-13
Covariance Matrix for Speaker x10

A B c D E F G H | P
A | BOTEA1| 229E-07 | -337E-07 | 565E-07 | -349E-07| -179E-04 | 1.29E-09 | -121E-09 | 356E-10| -1.49E.13 ]
B | 229E07| 5O00E-03| -310E-03| 810E-03| 6.50E-03| -293E+00 | 3.76E-06 | 4.98E-05 | B871E-06| -1.50E.09]
C | -337E-07 | -3.10E-03 | 250E-03 | -570E-03 | -190E-03| 197E+00| -581E-06| -2.79E-05 | -547E-06 | 1 .18E-05 ]
D | 565E-07 | B810E-03 | -570E-03| 138E-02| 840E-03| -491E+00| O957E-06| 7.77E-05| 142E-05] 268605
E | -349E-07 | 650E-03 | -190E-03 | B840E-03| 947E-02| -1.04E+01| -7.17E-05| -2.80E-03 | -266E-05 | -8.51E.09
F | -1.79E-04 | -293E+00 | 1.97E+00 | -491E+00 | -1.04E+01| 243E+03| 280E-03| 242E-01 | 150603 1.68E.08]
G | 129E-09 | 3.76E-06| -581E-06| ©57E-06| -7.17E-05| 280E03| 7.55E-08| 2.37E-06 | 370608 | 36912
H | 121E09 | 498E-05| -279E-05| 777E-05| -280E-03| 242E-01| 237E-06| 110E-04 | 15608 2.87E70]
[ 356E-10 | B8.71E-06 | -547E-06 | 142E-05| -266E-05| -1.50E-03 | 3.79E-08 | 156E-06 | 350E08| 1 47E15]
J | -149E-13 | -150E-09 | 118E-09| -268E-09| -8BS1E-09] 168E-06] 3.69E-12| 287E-10| 14112 | 141675
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Covariance Matrix for Speaker x11

A B C D E F G H | J
A 5.96E-11 | -3.36E-07 2.44E-07 | -5.80E-07 | -468E-06 | -1.27E-04| -196E-09| -9.14E-09| -6.08E-10| -4.66E-13
B -3.36E-07 2.40E-03 | -2.30E-03 4.70E-03 4.07E-02 9.63E-01 3.10E-05 8.51E-05 5.31E-06 3.70E-09
C 2.44E-07 { -2.30E-03 2.90E-03| -5.20E-03{ -469E-02 [ -1.12E+00| -3.79E-05| -8.12E-05| -5.53E-06| -3.67E-09
D -5.80E-07 4 70E-03 | -5.20E-03 9.90E-03 8.76E-02 2.08E+00 6.89E-05 1.66E-04 1.08E-05 7.37E-09
E -4 68E-06 407E-02 | -4.69E-02 8.76E-02 7.97E-01 1.72E+01 6.88E-04 1.70E-03 1.02E-04 6.26E-08
F -1.27E-04 9.63E-01| -1.12E+00| 2.08E+00| 1.72E+01 5.82E+02 1.30E-02 1.85E-02 1.80E-03 2.12E-06
G -1.96E-09 3.10E-05| -3.79E-05 6.89E-05 6.88E-04 1.30E-02 1.80E-06 2 86E-06 1.34E-07 1.37E-10
H -9.14E-09 8.51E-05| -8.12E-0S5 1.66E-04 1.70E-03 1.85E-02 2.86E-06 6.72E-06 3.04E-07 1.83E-10
| -6.08E-10 5.31E-06 | -5.53E-06 1.08E-05 1.02E-04 1.80E-03 1.34E-07 3.04E-07 1.57E-08 1.06E-11
J -4 66E-13 3.70E-09 | -3.67E-09 7.37E-09 6.26E-08 2.12E-06 1.37E-10 1.83E-10 1.06E-11 1.54E-14
Covariance Matrix for Speaker x12
A B C D E F G H | J

A 7.13E-11 8.26E-09 | -2.96E-09 1.12E-08 | -2.82E-06 | -3.80E-04 | -144E-09| -469E-08] -9.28E-10| -9.82E-13
B 8.26E-09 1.10E-03 | -8.08E-05 1.20E-03 2.00E-03 | -1.08E+00 4 33E-06 3.57E-05 2.75E-06 | -2.50E-09
C -2.96E-09 -8.08E-05 2.85E-04 | -366E-04| -1.03E-02| -143E-01| -4.05E-06 | -7.07E-05| -1.93E-06 6.53E-10
D 1.12E-08 1.20E-03 | -3.66E-04 1.50E-03 1.23E-02 | -9.38E-01 8.38E-06 1.06E-04 4 68E-06 | -3.16E-09
E -2.82E-06 2.00E-03 | -1.03E-02 1.23E-02 5.20E-01 2.86E+01 3.47E-04 5.30E-03 1.22E-04 4.58E-08
F -3.80E-04 | -1.08E+00| -143E-01| -9.38E-01| 2.86E+01 5.24E+03 4.74E-02 5.01E-01 7.90E-03 1.52E-05
G -1.44E-09 4 33E-06 | -4.05E-06 8.38E-06 3.47E-04 4.74E-02 9.14E-07 6.70E-06 1.39E-07 1.66E-10
H -4.69E-08 3.57E-05| -7.07E-05 1.06E-04 5.30E-03 5.01E-01 6.70E-06 7.61E-05 1.64E-06 1.37E-09
| -9.28E-10 2.75E-06 | -1.93E-06 4 68E-06 1.22E-04 7.90E-03 1.39E-07 1.64E-06 3.93E-08 2.05E-11

J -9.82E-13 | -2.50E-09 6.53E-10 | -3.16E-09 4 58E-08 1.52E-05 1.66E-10 1.37E-09 2.05E-11 5.14E-14
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Covariance Matrix for Speaker x13

A

B

Cc

D

E F G H | J
A 1.64E-11 278E-07 | -7.39E-08 3.52E-07 1.11E-06 2.57E-05 3.32E-10 4. 58E-09 3.08E-10 3.82E-14
B 2.78E-07 6.00E-03 | -9.25E-04 6.90E-03 7.53E-04 | -1.03E+00 | -2.44E-05| -8.66E-06 3.95E-06 | -2.01E-10
C -7.39E-08 -9.25E-04 5.37E-04 | -150E-03 | -145E-02 -8.46E-01 -8.84E-06 | -452E-05] -2.04E-06 | -2.18E-10
D 3.52E-07 6.90E-03 | -1.50E-03 8.40E-03 1.52E-02 -1.81E-01 -1.55E-05 3.55E-05 5.98E-06 1.68E-11
E 1.11E-06 7.53E-04 | -1.45E-02 1.52E-02 5.42E-01 3.87E+01 4 87E-04 1.70E-03 543E-05 9.68E-09
F 2.57E-05 | -1.03E+00 | -8.46E-01 -1.81E-01 3.87E+01 3.00E+03 4 08E-02 1.27E-01 3.20E-03 7.87E-07
G 3.32E-10 -2.44E-05] -8.84E-06 | -1.55E-05 4 87E-04 4.08E-02 9.36E-07 2.58E-06 4 52E-08 2 99E-11
H 4. 58E-09 -9.66E-06 | -4.52E-05 3.55E-05 1.70E-03 1.27E-01 2.58E-06 8.18E-06 1.98E-07 8.31E-11
| 3.08E-10 3.95E-06 | -2.04E-06 5.98E-06 5.43E-05 3.20E-03 4.52E-08 1.98E-07 8.36E-09 1.49E-12
J 3.82E-14 -2.01E-10 | -2.18E-10 1.68E-11 9.68E-09 7.87E-07 2.99E-11 8.31E-11 1.49E-12 1.24E-15
Covariance Matrix for Speaker x14
A B C D E F G H | J

A 9.70E-12 | -2.66E-08 7.20E-08 § -9.86E-08 | -1.43E-06 -5.89E-06 | -3.02E-09} -574E-09] -140E-10| -1.36E-13
B -2.66E-08 6.50E-04 -8.60E-04 1.50E-03 1.52E-02 6.13E-01 1.61E-05 7.43E-05 2.62E-06 1.74E-09
C 7.20E-08 | -8.60E-04 1.90E-03 | -270E-03| -3.47E-02 | -1.37E+00 | -355E-05] -1.36E-04| -4.61E-06| -2.99E-09
D -9.86E-08 1.50E-03 -2.70E-03 4. 30E-03 4 99E-02 1.99E+00 5.16E-05 2.10E-04 7.22E-06 4.74E-09
E -1.43E-06 1.52E-02 -3.47E-02 4 99E-02 6.44E-01 2.41E+01 6.67E-04 2.50E-03 8.29E-05 5.43E-08
F -5.89E-06 6.13E-01 § -1.37E+00 1.99E+00 2.41E+01 1.43E+03 1.68E-02 9.10E-02 3.50E-03 1.99E-06
G -3.02E-09 1.61E-05 -3.55E-05 5.16E-05 6.67E-04 1.58E-02 1.09E-06 2.74E-06 8.14E-08 6.43E-11
H -5.74E-09 7.43E-05 -1.36E-04 2.10E-04 2.50E-03 9.10E-02 2.74E-06 1.05E-05 3.52E-07 2.37E-10
[ -1.40E-10 2.62E-06 -4 61E-06 7.22E-06 8.29E-05 3.50E-03 8.14E-08 3.52E-07 1.24E-08 7.98E-12
J -1.36E-13 1.74E-09 -2.99E-09 4.74E-09 5.43E-08 1.99E-06 6.43E-11 2.37E-10 7.98E-12 5.46E-15
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Covariance Matrix for Speaker x16

A B C D E F G H J

A 3.00E-11 147E-08 | -4.96E-08 6.42E-08 | -9.76E-07 | -6.59E-05 1.25E-09 1.95E-08 4.40E-10 | -3.57E-14
B 147E-08 2.90E-03 | -1.50E-03 4 40E-03 7.30E-03 | -4.83E-01 4.08E-07 3.39E-04 1.00E-05| -9.69E-11
C -4 96E-08 { -1.50E-03 1.70E-03 | -3.20E-03| -660E-03| -203E01{ -6.17E-06| -2.35E-04| -6.81E-06 1.41E-10
D 6.42E-08 4.40E-03 | -3.20E-03 7.60E-03 1.39E-02 | -2.80E-01 6.58E-06 5.74E-04 1.68E-05| -2.38E-10
E -9.76E-07 7.30E-03 | -6.60E-03 1.39E-02 9.09E-02 | 7.10E+00 | -8.24E-06 5.98E-04 2.04E-05 6.33E-10
F -6.59E-05 | -4.83E-01| -2.03E-01| -2.80CE-01 7.10E+00 | 1.27E+03 240E-03 | -3.78E-02{ -1.20E-03 4.24E-08
G 1.25E-09 4.08E-07 | -6.17E-06 6.58E-06 | -8.24E-06 2.40E-03 8.21E-08 1.05E-06 245E-08 | -1.76E-12
H 1.95E-08 3.39E-04 | -2.35E-04 5.74E-04 598E-04 | -3.78E-02 1.05E-06 5.39E-05 1.49E-06 | -3.48E-11

| 4 40E-10 1.00E-05| -6.81E-06 1.68E-05 2.04E-05{ -1.20E-03 2.45E-08 1.49E-06 4 18E-08 | -8.60E-13
J -3.57E-14 | -9.69E-11 1.41E-10| -2.38E-10 6.33E-10 424E-08 | -1.76E-12 | -348E-11{ -8.60E-13 4.72E-17
Covariance Matrix for Speaker x17

A B C D E F G H | J

A 2.53E-11 1.24E-07 -4.07E-08 1.65E-07 5.47E-07 6.50E-05 8.17E-10 2.06E-08 5.07E-10 1.08E-13
B 1.24E-07 2.30E-03 -2.00E-03 4.30E-03 3.52E-02 1.55E+00 8.12E-06 1.32E-04 5.85E-06 2.28E-09
C -4 07E-08 | -2.00E-03 2.00E-03| -3.90E-03] -3.77E-02 | -1.38E+00 | -9.96E-06 | -464E-05] -4.28E-06| -2.03E-09
D 1.65E-07 430E-03 | -3.90E-03 8.20E-03 7.29E-02 2.93E+00 1.81E-05 1.78E-04 1.01E-05 4.31E-09
E 547E-07 3.52E-02} -3.77E-02 7.29E-02 7.95E-01 2.45E+01 3.24E-04 | -3.36E-04 6.37E-05 4 46E-08
F 6.50E-05 1.65E+00 | -1.3BE+00 | 2.93E+00 | 245E+01 1.06E+03 4 60E-03 8.04E-02 3.80E-03 1.48E-06
G 8.17E-10 8.12E-06 | -9.96E-06 1.81E-05 3.24E-04 4 60E-03 3.47E-07 | -1.19E-06 7.51E-09 2.11E-11
H 2.06E-08 1.32E-04 | -4.64E-05 1.78E-04 | -3.36E-04 8.04E-02 | -1.19E-06 3.07E-05 6.17E-07 1.74E-11
| 5.07E-10 585E-06| -4.28E-06 1.01E-05 6.37E-05 3.80E-03 7.51E-09 6.17E-07 1.88E-08 4.35E-12
J 1.08E-13 228E-09{ -2.03E-09 4 31E-09 4 46E-08 1.48E-06 2.11E-11 1.74E-11 4 35E-12 3.07E-15
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Covariance Matrix for Speaker x18

A B C D E F G H | J
A 1.07E-10 1.65E-07 | -1.51E-07 3.16E-07 2.27E-07 2.57E-05 | -549E-09 3.96E-08 8.88E-10| -1.92E-13
B 1.65E-07 1.10E-03 | -442E-04 1.50E-03 1.24E-02 4.34E-01 6.36E-06 1.13E-04 3.19E-06 | -1.00E-10
C -1.51E-07 | -4.42E-04 467E-04 | -9.09E-04| -8.80E-03| -1.11E+00 | -8.68E-06 | -1.28E-04| -2.99E-06 | -3.18E-12
D 3.16E-07 1.50E-03 | -9.09E-04 2.40E-03 2.11E-02 1.54E+00 1.50E-05 2.42E-04 6.18E-06 | -9.70E-11
E 2.27E-07 1.24E-02 | -8.80E-03 2.11E-02 4. 92E-01 4 63E+01 4 51E-04 4 10E-03 1.00E-04 1.43E-08
F 2.57E-05 4 34E-01 | -1.11E+00 | 1.54E+00 | 4.63E+01 6.11E+03 5.94E-02 4 64E-01 1.04E-02 1.62E-06
G -5.49E-09 6.36E-06 | -8.68E-06 1.50E-05 4 51E-04 5.94E-02 1.41E-06 1.69E-06 4 60E-08 2.46E-11
H 3.96E-08 1.13E-04 | -1.28E-04 2.42E-04 4.10E-03 4.64E-01 1.69E-06 5.23E-05 1.19E-06 6.42E-11
1 8.88E-10 3.19E-06 | -2.99E-06 6.18E-06 1.00E-04 1.04E-02 4 60E-08 1.19E-06 2.78E-08 1.52E-12
J -1.92E-13 | -1.00E-10| -3.18E-12| -9.70E-11 1.43E-08 1.62E-06 2.46E-11 6.42E-11 1.52E-12 8.40E-16
Covariance Matrix for Speaker x19
A B C D E F G H [ J

A 271E-11| -3.14E-08 1.27E-07 | -1.58E-07 | -1.36E-06 | -6.44E-05| -1.78E-09 1.64E-09 2.74E-11 | -4.87E-14
B -3.14E-08 3.17E-04 | -3.47E-04 6.64E-04 1.03E-02 9.85E-02 1.09E-05 1.43E-05 9.80E-07 6.24E-10
C 1.27E-07 | -3.47E-04 7.99E-04 | -1.10E-03 | -1.35E-02( -513E-01| -1.57E-05| -1.12E-06 | -5.95E-07 | -6.72E-10
D -1.58E-07 6.64E-04 { -1.10E-03 1.80E-03 2.38E-02 6.11E-01 2.66E-05 1.54E-05 1.67E-06 1.30E-09
E -1.36E-06 1.03E-02{ -1.35E-02 2.38E-02 3.83E-01 ] 9.22E+00 3.26E-04 5.16E-04 3.65E-05 2.16E-08
F -6.44E-05 9.85E-02 | -5.13E-01 6.11E-01 | 9.22E+00 | 9.54E+02 3.70E-03 2.77E-04 5.51E-04 3.56E-07
G -1.78E-08 1.09E-05 | -1.57E-05 2.66E-05 3.26E-04 3.70E-03 5.21E-07 9.22E-08 1.78E-08 2.01E-11
H 1.64E-09 143E-05] -1.12E-06 1.54E-05 5.16E-04 2.77E-04 9.22E-08 1.81E-06 9.05E-08 3.23E-11

i 2.74E-11 9.80E-07 | -5.95E-07 1.57E-06 3.65E-05 5.51E-04 1.78E-08 9.05E-08 5.10E-09 2.20E-12
J -4 87E-14 6.24E-10 | -6.72E-10 1.30E-09 2.16E-08 3.56E-07 2.01E-11 3.23E-11 2.20E-12 1.29E-15
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Covariance Matrix for Speaker x20

A

B

Cc

D

E F G H | J
A 594E-11| -8.29E-08 7.81E-08 | -1.61E-07 | -4.98E-06 6.76E-04 | -549E-09| -329E-08] -1.08E-09| -6.52E-13
B -8.29E-08 1.40E-03 -1.50E-03 2.90E-03 3.71E-02 3.28E+00 247E-05 3.17E-04 1.05E-05 8.14E-09
C 781E-08 | -1.50E-03 1.90E-03 | -3.50E-03 | -4.47E-02 | -3.78E+00 | -237E-05| -3.13E-04| -1.12E05| -1.11E-08
D -1.61E-07 2.90E-03 -3.50E-03 6.40E-03 8.17E-02 7.08E+00 4 84E-05 6.29E-04 2.17E-05 1.92E-08
E -4 98E-06 3.71E-02 -4 47E-02 8.17E-02 1.24E+00 1.08E+02 7.90E-04 7.00E-03 2.71E-04 2.70E-07
F -6.76E-04 | 3.29E+00 | -3.78E+00| 7.08E+00 1.08E+02 1.71E+04 946E-02 | 1.43E+00 3.97E-02 2 51E-05
G -5.49E-09 2.47E-05 -2.37E-05 4.84E-05 7.90E-04 9 46E-02 8.06E-07 8.13E-06 2.42E-07 1.20E-10
H -3.29E-08 3.17E-04 -3.13E-04 6.29E-04 7.00E-03 1.43E+00 8.13E-06 1.66E-04 4.11E-06 1.58E-09
i -1.08E-09 1.05E-05 -1.12E-05 2.17E-05 2.71E-04 3.97E-02 2.42E-07 4 11E-06 1.12E-07 6.09E-11
J -6.52E-13 8.14E-09 -1.11E-08 1.92E-08 2.70E-07 2.51E-05 1.20E-10 1.58E-09 6.09E-11 7.41E-14
Covariance Matrix for Speaker x21
A B C D E F G H I J

A 8.54E-11 1.88E-08 260E-07 { -2.41E-07 | -3.37E-06 -3.77E-04 | -3.59E-09 | -264E-08| -5.60E-10 2.97E-14
B 1.88E-08 9.85E-04 -5.48E-04 1.50E-03 1.35E-02 4.78E-01 1.85E-05 7.61E-05 2.68E-06 6.62E-11
(] 260E-07 | -5.48E-04 1.30E-03 | -1.90E-03| -2.51E-02| -1.79E+00{ -2.39E-05| -1.63E-04| -425E-06| -1.37E-10
D -2.41E-07 1.50E-03 -1.90E-03 3.40E-03 3.86E-02 2.27E+00 4 24E-05 2.39E-04 6.94E-06 2.04E-10
E -3.37E-06 1.35E-02 -2.51E-02 3.86E-02 5.95E-01 3.90E+01 4 36E-04 3.60E-03 9.62E-05 6.83E-09
F -3.77E-04 4.78E-01| -1.79E+00{ 227E+00| 3.90E+01 4.13E+03 1.81E-02 2.41E-01 5.90E-03 4.43E-08
G -3.59E-09 1.85E-05 -2.39E-05 4.24E-05 4.36E-04 1.81E-02 6.14E-07 2.84E-06 8.30E-08 291E-12
H -2.64E-08 761E-05 -1.63E-04 2.39E-04 3.60E-03 2.41E-01 2.84E-06 2.19E-05 5.82E-07 3.40E-11

| -5.60E-10 2.68E-06 -4 25E-06 6.94E-06 9.62E-05 5.90E-03 8.30E-08 5.82E-07 161E-08 9.78E-13
J 297E-14 6.62E-11 -1.37E-10 2.04E-10 6.83E-09 4.43E-08 2.91E-12 3.40E-11 9.78E-13 2.94E-16
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Covariance Matrix for Speaker x22

A B C D E F G H | J
A 6.57E-12 -1.95E-08 3.22E-08 -5.17E-08 -6.86E-07 -3.81E-05 | -1.14E-09 1.54E-08 2.53E-10 2.23E-13
B -1.95E-08 7.10E-03 | -5.90E-03 1.30E-02 1.37E-01 | -9.57E+00 5.79E-05 ] -7.23E-05 1.76E-05 | -3.44E-09
C 3.22E-08 -5.90E-03 5.00E-03 -1.09E-02 -1.22E-01 5.95E+00 | -5.33E-05 3.86E-05| -149E-05| -1.86E-10
D -5.17E-08 1.30E-02 | -1.09E-02 2.39E-02 2.59E-01 | -1.55E+01 1.11E-04 | -1.11E-04 3.25E-05 | -3.26E-09
E -6.86E-07 1.37E-01 | -1.22E-01 2.59E-01 3.53E+400 | -9.28E+01 1.30E-03 4.80E-03 5.02E-04 4.26E-07
F -3.81E-05 | -9.57E+00 | 5.95E+00 | -1.55E+01 -9.28E+01 3.05E+04 | -3.30E-02 5.22E-01 | -1.46E-02 3.73E-05
G -1.14E-09 5.79E-05| -5.33E-05 1.11E-04 1.30E-03 -3.30E-02 6.91E-07 | -2.10E-06 1.10E-07 | -2.22E-11
H 1.54E-08 -7.23E-05 3.86E-05 -1.11E-04 4.80E-03 5.22E-01 | -2.10E-06 9.21E-05 2.00E-06 4.68E-09
l 2.53E-10 1.76E-05( -1.49E-05 3.25E-05 5.02E-04 -1.46E-02 1.10E-07 2.00E-06 9.72E-08 1.13E-10
J 2.23E-13 -3.44E-09 | -1.86E-10 -3.26E-09 4.26E-07 3.73E-05 | -2.22E-11 4.68E-09 1.13E-10 3.20E-13
Covariance Matrix for Speaker x23
A B C D E F G H i Jd

A 3.25E-11 | -5.57E-08 1.30E-07 | -1.86E-07 | -1.74E-06 -2.35E-04 | -1.87E-09| -3.73E-08| -8.84E-10 1.48E-13
B -5.57E-08 1.10E-03 -1.30E-03 2.40E-03 3.23E-02 1.13E+00 1.81E-05 2.33E-04 7.58E-06 3.28E-09
C 1.30E-07 | -1.30E-03 2.30E-03 | -3.70E-03| -526E-02 | -237E+00| -3.60E-05| -3.85E-04| -121E-05| -4.97E-09
D -1.86E-07 2.40E-03 -3.70E-03 6.10E-03 8.49E-02 3.50E+00 5.41E-05 6.18E-04 1.97E-05 8.24E-09
E -1.74E-06 3.23E-02 -5.26E-02 8.49E-02 | 1.29E+00 5.57E+01 8.32E-04 7.90E-03 2.60E-04 1.34E-07
F -2.35E-04 1.13E+00 | -2.37E+00 | 3.50E+00 | S5.57E+01 4.10E+03 4. 13E-02 4.25E-01 1.18E-02 3.60E-06
G -1.87E-09 1.81E-05 -3.60E-05 5.41E-05 8.32E-04 4 13E-02 5.90E-07 5.58E-06 1.76E-07 7.89E-11
H -3.73E-08 2.33E-04 -3.85E-04 6.18E-04 7.90E-03 4.25E-01 5.58E-06 7.56E-05 2.20E-06 5.53E-10

i -8.84E-10 7.58E-06 -1.21E-05 1.97E-05 2.60E-04 1.18E-02 1.76E-07 2.20E-06 6.73E-08 2.22E-11

J 1.48E-13 3.28E-09 -4 97E-09 8.24E-09 1.34E-07 3.60E-06 7.89E-11 5.53E-10 2.22E-11 1.78E-14
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Covariance Matrix for Speaker x24

A B (o} D E F G H J
A 3.59E-11 | -1.09E-07 270E-07 | -3.79E-07 | -3.57E-06 | -1.51E-04| -1.26E-09 8.09E-09 | -1.59E-11| -2.67E-13
B -1.09€E-07 1.10E-03 | -8.56E-04 1.90E-03 8.60E-03 477E-01 ] -5.82E-06 3.79E-05 1.84E-06 1.99E-10
Cc 2.70E-07 | -8.56E-04 2.20E-03 | -3.00E-03 | -3.06E-02 | -8.82E-01| -7.77E-06 6.81E-05| -3.68E-07 | -4.40E-09
D -3.79E-07 1.90E-03 | -3.00E-03 5.00E-03 3.92E-02 | 1.36E+00 1.95E-06 | -3.02E-05 2.20E-06 4.60E-09
E -3.57E-06 8.60E-03 | -3.06E-02 3.92E-02 4 85E-01 ] 6.33E+00 9.99E-05( -1.30E-03 4.78E-07 9.07E-C8
F -1.51E-04 477E-01 | -8.82E-01 1.36E+00 | 6.33E+00| 1.29E+03 1.02E-02 | -5.60E-03| -1.09E-04 | -2.03E-06
G -1.26E-09 | -5.82E-06 | -7.77E-06 1.95E-06 9.99E-05 1.02E-02 221E-07 | -8.75E-07 | -2.25E-08 1.57E-11
H 8.09E-09 3.79E-05 6.81E-05| -3.02E-05| -1.30E-03| -5.60E-03| -8.75E-07 8.07E-06 1.35E-07 { -2.45E-10
l -1.59E-11 1.84E-06 | -3.68E-07 2.20E-06 478E-07 | -1.09E-04 | -2.25E-08 1.35E-07 4 46E-09 2.19E-12
J -2.67E-13 1.99E-10| -4.40E-09 4 60E-09 9.07E-08 | -2.03E-06 157E-11 | -2.45E-10 2.19E-12 5.61E-14
Covariance Matrix for Speaker x25
A B (o D E F G H 1 J

A 269E-11 ]| -1.38E-07 127E-07 | -2.66E-07 | -1.58E-06 | -4.25E-05 1.06E-09 1.06E-08 1.07E-10 | -3.52E-13
B -1.38E-07 6.50E-03 | -5.30E-03 1.18E-02 7.40E-02 1.47E+00 7.55E-05 | -1.19E-04 4.72E-06 1.52E-08
C 1.27E-07 | -5.30E-03 5.10E-03 | -1.04E-02 | -6.57E-02 | -1.33E+00 | -6.68E-05 1.40E-04 | -3.72E-06 | -1.18E-08
D -2.66E-07 1.18E-02 | -1.04E-02 2.21E-02 1.40E-01 2.81E+00 1.42E-04 | -2.58E-04 8.44E-06 2.70E-08
E -1.58E-06 7.40E-02 | -6.57E-02 1.40E-01 1.36E+00 1.11E+01 9.21E-04 | -1.70E-03 9.79E-05 3.08E-07
F -425E-05 | 1.47E+00{ -1.33E+00| 2.81E+00| 1.11E+01 4 51E+02 1.69E-02 | -3.53E-02 3.72E-04 1.47E-06
G 1.06E-09 7.55E-05| -6.68E-05 1.42E-04 9.21E-04 1.69E-02 1.24E-06 | -8.34E-07 7.91E-08 1.72E-10
H 1.06E-08 | -1.19E-04 140E-04 | -258E-04| -1.70E-03| -3.53E-02] -8.34E-07 6.66E-06 | -2.75E-08 ) -2.93E-10
| 1.07E-10 4.72E-06 { -3.72E-06 8.44E-06 9.79E-05 3.72E-04 7.91E-08 | -2.75E-08 9.29E-09 2.36E-11
J -3.52E-13 1.52E-08 ] -1.18E-08 2.70E-08 3.08E-07 1.47E-06 1.72E-10| -2.93E-10 2.36E-11 7.63E-14
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Covariance Matrix for Speaker x26

A B C D E F G H ( J
A 9.72E-11 -4 87E-08 | -1.22E-07 7.34E-08 2.10E-06 297E-05| -1.00E-08 1.96E-08 7.31E-10 9.33E-13
B -4 87E-08 1.00E-03 | -1.10E-03 2.10E-03 2.01E-02 5.58E-01 2.78E-05 1.38E-04 4 93E-06 3.66E-09
C -1.22E-07 | -1.10E-03 2.00E-03} -3.10E-03} -2.92E-02} -8.80E-01 -1.22E-05) -1.82E-04| -6.62E-06| -5.89E-09
D 7.34E-08 2.10E-03 | -3.10E-03 5.30E-03 4 93E-02 1.44E+00 4 00E-05 3.20E-04 1.16E-05 9.65E-09
E 2.10E-06 2.01E-02 § -2.92E-02 4 93E-02 7.18E-01 | 2.35E+01 3.89E-04 4 50E-03 1.59E-04 1.42E-07
F 2.97E-05 5.58E-01| -8.80E-01| 1.44E+00| 2.35E+01| 8.51E+02 1.56E-02 1.35E-01 4.70E-03 4.24E-06
G -1.00E-08 2.78E-05 | -1.22E-05 4.00E-05 3.89E-04 1.56E-02 1.62E-06 1.96E-06 6.51E-08 1.82E-11
H 1.96E-08 1.38E-04 | -1.82E-04 3.20E-04 4.50E-03 1.35E-01 1.96E-06 3.08E-05 1.0SE-06 9.59E-10
1 7.31E-10 4 93E-06 | -6.62E-06 1.16E-05 1.59E-04 4 .70E-03 6.51E-08 1.09E-06 3.86E-08 3.40E-11
J 9.33E-13 3.66E-09| -5.89E-09 9.55E-09 1.42E-07 4 24E-06 1.82E-11 9.59E-10 3.40E-11 3.14E-14
Covariance Matrix for Speaker x27
A B C D E F G H | J

A 2.75E-11 6.33E-09 8.78E-09 | -245E-09 | -2.04E-07 | -1.12E-04 3.79E-09 | -3.15E-09| -3.87E-11| -7.78E-14
B 6.33E-09 8.02E-05 | -7.97E-05 1.60E-04 1.50E-03 5.56E-02 5.81E-06 8.43E-06 1.20E-07 6.50E-11
C 8.78E-09 | -7.97E-05 143E-04 | -2.23E-04 | -3.40E-03| -1.54E-01| -646E-06 | -9.60E-06 | -1.16E-07 | -4.06E-10
D -2.45E-09 1.60E-04 | -223E-04 3.83E-04 4 90E-03 2.10E-01 1.23E-05 1.80E-05 2.36E-07 471E-10
E -2.04E-07 1.50E-03 | -3.40E-03 4 90E-03 9.07E-02 3.21E+00 1.48E-04 1.89E-04 2.30E-06 9.28E-09
F -1.12E-04 5.56E-02 | -1.54E-01 2.10E-01 3.21E+00 584E+02 | -8.70E-03 2.03E-02 2.31E-04 7.89E-07
G 3.79E-09 581E-06 | -6.46E-06 1.23E-05 1.48E-04 | -8.70E-03 9.49E-07 9.41E-08 1.25E-09 8.56E-12
H -3.15E-09 8.43E-06 | -9.60E-06 1.80E-05 189E-04 | 2.03E-02 9.41E-08 1.52E-06 | 2.21E-08 2.53E-12
l -3.87E-11 1.20E-07 { -1.16E-07 2.36E-07 2.30E-06 | 2.31E-04 1.25E-09 2.21E-08 3.44E-10 | -2.32E-13
J -7.78E-14 6.50E-11 | -4.06E-10| 4.71E-10 9.28E-09 7.89E-07 8.56E-12 2.53E-12 | -2.32E-13 3.50E-15
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Covariance Matrix for Speaker x28

A

B

C D E F G H | J
A 2.16E-11 | -4.36E-08 8.56E-08 | -1.29E-07 | -217E-06 | -1.21E-04| -1.31E-09 2.05E-09 ] -426E-11| -1.20E-13
B -4 36E-08 2.45E-04 | -3.78E-05 2.83E-04 3.60E-03 198E-01| -859E-07 | -143E-05| -5.50E-07 263E-10
C 8.56E-08 | -3.78E-05 4 66E-04 | -5.04E-04 | -8.90E-03| -482E-01| -9.17E-06 | -4.32E-06 | -7.12E-07 | -4.38E-10
D -1.29E-07 2.83E-04 | -5.04E-04 7.87E-04 1.25E-02 6.80E-01 8.31E-06 | -9.96E-06 1.62E-07 7.01E-10
E -2.17E-06 3.60E-03| -8.90E-03 1.25E-02 3.10E-01 | 9.10E+00 140E-04 | -4.15E-04 7.91E-06 9.42E-09
F -1.21E-04 1.98E-01 | -4.82E-01 6.80E-01 | 9.10E+00 | 1.06E+03 3.90E-03 | -1.28E-02 4 01E-04 8.15E-07
G -1.31E-09 | -8.59E-07 | -9.17E-06 8.31E-06 1.40E-04 3.90E-03 2.48E-07 3.85E-07 1.67E-08 4 16E-12
H 2.05E-09| -143E-05| -432E-06| -9.96E-06 | -4.15E-04 | -1.28E-02 3.85E-07 2.35E-06 3.52E-08 | -1.37E-11
l -4 26E-11 | -5.50E-07 | -7.12E-07 1.62E-07 7.91E-06 4.01E-04 1.67E-08 3.52E-08 2.66E-09 1.36E-13
J -1.20E-13 263E-10 | -4.38E-10 7.01E-10 9.42E-09 9.15E-07 416E-12 | -1.37E-11 1.36E-13 8.38E-16
Covariance Matrix for Speaker x29
A B C D E F G H | J

A 2.91E-11 1.58E-08 1.79E-09 140E-08 | -542E-07 | -1.44E-04 3.77E-10 6.16E-09 2.58E-10 | -3.59E-14
B 1.58E-08 1.60E-03 | -5.83E-04 2.20E-03 7.40E-03 | -5.77E-01 6.04E-06 5.51E-05 3.60E-06 6.91E-10
C 1.79E-09 | -5.83E-04 3.92E-04 | -9.76E-04 | -8.50E-03 747E-02 | -6.80E-07 | -4.98E-05| -1.69E-06{ -3.37E-10
D 1.40E-08 2.20E-03 | -9.76E-04 3.10E-03 1.60E-02 | -652E-01 6.72E-06 1.05E-04 5.29E-06 1.03E-09
E -5.42E-07 7.40E-03 | -8.50E-03 1.60E-02 2.46E-01 | 1.20E+00 2.93E-05 8.35E-04 1.95E-05 9.19E-09
F -144E-04 | -5.77E-01 7.47E-02 | -6.52E-01 1.20E+00 | 1.25E+03 | -1.21E-02 1.17E-02 | -1.30E-03 | -3.86E-07
G 3.77E-10 6.04E-06 | -6.80E-07 6.72E-06 2.93E-05] -1.21E-02 2.15E-07 | -9.44E-07 | -6.74E-09 1.05E-11

H 6.16E-09 5.51E-05| -4.98E-05 1.05E-04 8.35E-04 117E-02 | -9.44E-07 1.37E-05 3.48E-07 | -2.01E-11

| 2.58E-10 3.60E-06 | -1.69E-06 5.29E-06 1.95E-05 | -1.30E-03 | -6.74E-09 3.48E-07 1.31E-08 4.32E-13
J -3.59E-14 6.91E-10| -3.37E-10 1.03E-09 9.19E-09 | -3.86E-07 1.05E-11 | -2.01E-11 4.32E-13 8.46E-16
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Covariance Matrix for Speaker x30

A B Cc D E F G H |
A 8.27E-12 § -3.52E-09 9.88E-08 | -1.02E-07 | -183E-06 | -145E-05| -1.14E-09 1.24E-09 | -1.07E-10| -1.76E-13
B -3.52E-09 6.75E-04 | -4.49E-04 1.10E-03 2.01E-02 9.44E-01 8.02E-05 7.23E-05 3.33E-06 2.00E-08
Cc 9.88E-08 | -4.49E-04 160E-03 | -200E-03 | -327E-02| -1.00E+00{ -7.55E-05| -4.57E-05]| -3.58E-06| -1.72E-08
D -1.02E-07 1.10E-03 { -2.00E-03 3.20E-03 5.28E-02 1.94E+00 1.56E-04 1.18E-04 6.91E-06 3.72E-08
E -1.83E-06 2.01E-02 | -3.27E-02 5.28E-02 9.70E-01 2.71E+01 2.40E-03 1.70E-03 1.18E-04 5.71E-07
F -1.45E-05 9.44E-01| -1.00E+00 | 1.94E+00 | 2.71E+01 211E+03 1.54E-01 1.36E-01 5.00E-03 3.80E-05
G -1.14E-09 8.02E-05 | -7.55E-05 1.56E-04 2.40E-03 1.54E-01 1.17E-05 1.04E-05 4 15E-07 2.90E-09
H 1.24E-09 7.23E-05| -4.57E-05 1.18E-04 1.70E-03 1.36E-01 1.04E-05 1.01E-05 3.64E-07 2.58E-09
| -1.07E-10 3.33E-06 | -3.58E-06 6.91E-06 1.18E-04 5.00E-03 4 15E-07 3.64E-07 1.84E-08 1.01E-10
J -1.76E-13 2.00E-08 | -1.72E-08 3.72E-08 5.71E-07 3.80E-05 2.90E-09 2.58E-09 1.01E-10 7.23E-13
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Appendix

Appendix 2
Additional correlation results for users in the VALID Database

User | AB AC AD AE AF AG AH Al AJ BA BC BD BE

x0 -0.5071 045351 -04807 | -0.5641 -0.1904 0.2886 0.003 -0.3154 | -0.5543 | -0.5071 -0.9962 0.999 0.9446
x1 -0.3404 0.4677 | -0.4082 | -0.1567 0.8139 0.1113 0.4613 0.36 0.1644 | -0.3404 | -0.7839 0.9707 0.6936
x2 0.8812 0.1564 0.6936 | -06314 -0.2233 0.6926 0.8939 0.7724 0.2407 0.8812 1 -0.1712 0.9232 | -0.1969
x3 -0.6913 0.6531 -0.6747 | -0.8527 | -04724 -0.7758 0.7548 -0.3928{ -0.69181{ -06913 | -0.9837 0.9958 0.8724
x4 0.3471 0.6001 -0.204 | -06605§ -0.3136 -0.0448 -0.1978 0.0523 | -0.6811 0.3471 -0.4678 0.8233 0.4535
x5 0.4287 | -0.3327 0.3845 | -0.1373 0.1233 -0.745 0.6249 0.357 | -0.1555 0.4287 | -0.9548 | 0.9884 0.8336
x6 0.8677 | -0.4858 07316 | -0.7624 0.0576 0.986 0.8308 0.8181 0.2102 0.8677 | -0.8077 | 0.9603 -0.837
x8 0.9673 0.2218 06613 | -04719 ] -0.6544 -05195| S557E-04 | -1.05E-04 | -0.5704 0.9673 0.0407 | 0.7976 | -0.3845
x9 0.8189 | -0.5617 0.8063 0.4396 0.2303 -0.3292 0.7133 0.8723 | -0.1252 0.8189 | -0.4061 0.8016 0.1853
x10 0.3629 | -0.7473 0.5384 | -0.1266 } -0.4069 0.5239 -0.0129 02127 | -0.4427 0.3629 ;| -0.8853 | 0.9799 0.2997
x11 -0.8925 0.5869 -0.756 | -0.6796 | -0.6793 -0.1895 -0.4565 -06277 | -0.4858 | -0.8925| -0.8753 0.965 0.9359
x12 0.0296 | -0.0208 0.0339 | -04632| -0.6208 -0.1789 -0.6363 -0.55837 | -0.5128 0.0296 | -0.1449 0.905 0.0822
x13 0.8887 | -0.7884 0.9509 0.3714 0.1157 0.0848 0.3959 0.8334 0.2677 08887 | -05167 | 09762 0.0132
x14 -0.3347 0.5324 | -0.4853 1 -0.5705 -0.05 -0.9274 -0.5703 -0.4034 | -05916 | -0.3347| -0.7758 | 0.9074 0.7424
x16 0.0501 -0.2226 0.1344 -0.591 -0.3376 0.7955 0.4836 0.3924 | -0.9471 0.0501 -0.7133 | 0.9451 0.4539
x17 0.5106 | -0.1812 0.3605 0.1219 0.3975 0.2759 0.7383 0.7355 0.3881 0.5106 [ -0.9101 0.979 0.8174
x18 0.4859 | -06767 0.6206 0.0314 0.0318 -0.4482 0.5301 05159 | -0.6436 04859 | -06224 | 0.9392 0.5369
x19 -0.3387 0.8626 -0.715 | -0.4212 | -0.4004 -0.4739 0.2348 0.0736 | -0.2609 | -0.3387} -0.6896| 0.8766 0.9369
x20 -0.2913 0.2323 -0.262 { -0.5796 | -0.6708 -0.7934 -0.3312 -0.4205 | -0.3107 | -0.2913 | -09598 | 0.9881 0.8996
x21 0.065 07762 -04482 | -04726 | -0.6351 -0.4956 -0.6117 -0.4776 0.1877 0.065| -0.4814 0.838 0.5565
x22 -0.09 01776 | -0.1306 | -0.1425 -0.085 -0.5334 0.6241 0.3163 0.1535 -0.09 | -09782| 0.9955 0.8631
x23 -0.2939 04716 | -0.4162 | -0.2684 | -0.6436 -0.4264 -0.7537 -0.5977 0.1946 | -0.2939 | -0.8341 0.9401 0.8541
x24 -0.5518 0.9677 -0.897 { -0.8544; -0.7005 -0.4484 0.4747 -0.0397 { -0.1883 | -0.5518{ -0.5581 0.8369 0.3734
x25 -0.3305 0.3435 | -0.3441 -0.2605 | -0.3856 0.1832 0.789 0.2146 | -0.2458 | -0.3305| -09136 | 0.9808 0.7874
x26 -0.1528 | -0.2741 0.1025 0.251 0.1032 -0.7956 0.3591 0.3777 0.5343 | -0.1528 | -0.7477 0.9106 0.733
x27 0.1348 0.14 | -0.0239 | -0.1294{ -0.8806 0.7422 -0.4876 -0.398 | -0.2508 0.1348 | -0.7438 0.9126 0.5536
x28 -0.5989 08528 | -09907 | -0.8378 | -0.7993 -0.5649 0.2873 -0.1776 -0894 | -05989 | -0.1117 | 0.6442 04171
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x30 0.0739 0.0168 0.0464 | -0.2024 | -0.7555 0.1504 0.3087 04176 | -0.2286 0.0733 | -0.7439 | 0.9716 0.3795
x31 -0.0471 0.8646 -0634 | -06477 | -0.1088 -0.1163 0.1358 -0.2745 | -0.0722 | -0.0471| -0.4342 | 0.7701 0.7838
x32 0.2783 0.4469 | -0.0431 | -0.3823| -0.0554 -0.7553 0.5512 0.5216 | -0.6827 0.2783 | -0.6587 | 0.9324 0.3262
x33 0.5888 0.2932 | -0.0197 | -0.4466| -0.4044 -0.2422 0.8125 0.5829 | -0.6221 0.5888 | -0.0793 | 04758 | -0.2154
x34 0.8038 0.5737 0.4669 ] -06979 | -0.7952 -0.2172 -0.9134 -0.8432 | -0.8577 0.8038 05729 1 0.7031 | -0.4649
x35 0.5532 | -0.7393 06704 { -0.2347 | -0.8396 -0.0413 0.7497 0.8407 | -0.2875 0.5532 | -0.7958 0.959 | -0.7921
x36 0.093 0.2563 0.0087 | -0.8407 | -0.1026 -0.3662 -0.9092 -0.9238 0.0154 0.083 -0.425 | 09692 -0.5677
x37 -0.0473 0.1325 -0.091 | -0.3431| -0.2924 -0.0612 -0.3428 -0.3575 | -0.1792 | -0.0473 | -0.7866 0.955 0.8212
x38 0.5762 | -0.6727 0.6319 0.3939 | -0.3659 0.409 0.8067 0.8079 0.1961 05762 | -0.9332| 09853 0.8776
x40 0.5902 | -0.5884 0.596 0.4668 0.18 0.0454 0.4713 0.492 0.7732 0.5902 | -0.9537 | 0.9852 0.9566
x41 -0.4489 0.2414 -0.3307 | -0.3777 0.6869 -0.5707 0.5585 0.0668 -0.433 | -04489 | -09301( 0.9748 0.9595
x42 -0.9863 0.8211 | -0.9487 | -0.8712 | -0.7975 0.4482 -0.866 -0.8958 | -0.8066 | -0.9863 | -0.8284 | 0.9599 0.8823
x43 0.7181 0.2615 0.3958 0.6887 0.4172 -0.3326 0.8244 0.7522 0.3534 0.7181 | -0.3702 | 0.8984 0.7101
x44 -0.4078 0.2482 | -0.3162 | -0.6291 0.4572 -0.598 0.0169 -0.4507 | -0.7362 | -0.4078 | -0.9363 | 0.9765 0.9334
x46 0.4149 | -0.3383 0.3756 0.1644 0.0692 -0.9722 0.1564 0.1851 | -0.1026 04149 -09532| 0.9847 0.9035
x48 0.1326 | -0.2824 0.2144 0.5909 | -0.4276 0.8213 0.2758 0.6922 0.229 01326 | -0.5529 | 0.9323 0.402
x49 -0.1013 | -0.0023 | -0.0608 | -0.3616 | -0.3062 -0.3095 0.1864 0.1128 | -0.1208 | -0.1013 | -0.8422 | 0.9726 0.5809
x50 0.0721 0.573 | -0.3864 | -0.4526 | -0.5461 -0.8991 0.3801 0.2701 | -0.9241 0.0721 | -04033 | 0.7435 0.3511
x52 0.2023 | -0.1526 01773 0.2107 0.2912 0.4078 0.3864 0.3616 0.2471 0.2023 -0.997 | 0.9992 0.9695
x53 -0.0166 0.123 | -0.0552 | -0.4962 | -0.2399 0.0381 0.8731 0.5844 0405 | -00166 | -06017 ! 0.9608 | -0.0662
x56 -0.5521 0.5969 | -06193 | -0.7745| -0.3299 -0.3516 0.0054 -0.307 | -0.4298 | -0.5521 | -0.7363 | 0.9064 0.8063
x57 -0.3013 0.7774 -0612 | -0.3235 0.33 -0.7169 0.3847 0.2039 | -0.4699 | -0.3013 | -0.7717 | 0.9205 0.6251
x58 -0.636 0.9827 | -09304| -0.8739 ) -0.5357 -0.4429 -0.581 -0.6701 | -0.9248 -0.636 | -0.5727 | 0.8624 0.2788
x59 0.5282 0.0852 0.1707 0.1757 0.2192 0.0919 0.7927 0.5789 0.4359 0.5282 | -06255| 0.8516 0.645
x60 0.1108 02413 | -0.0647 | -0.5914 | -0.6244 -0.5137 -0.2589 -0.3883 | -0.5284 0.1108 | -0.8392 | 0.9605 0.6412
x61 0.8269 | -0.6257 08168 | -0.3703 0.1054 -0.3751 0.6161 0.8784 | -0.7917 0.8263 | -06878 | 0.9618 0.0035
x62 -0.5765 0.3929 -0.491 | -0.4107 | -0.1261 0.4585 -0.1626 -0.299 | -0.2827 | -0.5765| -0.8545| 0.9527 0.8758
x63 0.5348 0.0931 0.0779 | -0.3053] -0.0758 0.611 0.075 0.0272 -0.58 0.5348 | -0.6007 | 0.7673 0.4929
x64 0.0707 0.6629 -0.399 | -0.8551( -0.3483 -0.404 0.4134 -0.2546 | -0.6212 0.0707 | -0.0579 | 0.7376 § -0.1456
x65 0.0912 ; -0.1282 0.1091 -0.163 0.1171 0.2704 0.2826 0.3009 0.1607 0.0912 | -0.9837 | 0.9964 04757
x67 0.8523 -0.724 0.8352 0.9228 0.5134 -0.276 0.7454 0.7822 0.2906 08523 | -0.8655 | 0.9854 0.9106
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x68

0.1103

0.1031

0.0154

0.0962

0.5077

-0.8014 0.1531 0.1814 | -0.2292 0.1103 | -06702 | 09306 | -0.1871
x69 06069 | -0.1831 06749 0.2601 0.3977 | -3.73E-04 0.6304 0.6861 0.1642 0.6069 0.5281 | 09925 | -0.3585
x70 -0.3814 0.1191 | -0.2247 | -0.1621} -0.6341 -0.4079 -0.0431 -0.1933 04814 | 03814 | -0.8839 | 09544 0.7495
x71 05771 | -0.6695 0.6741 0.5441 | -0.3316 -0.3753 0.0297 0.2426 0.7198 0.5771 | -0.7824 | 0.8801 0.6228
x72 0.8548 | -0.9541 0.9102 0.6828 -0.182 0.3431 0.8558 0.9102 -0.451 0.8548 -0.96 | 0.9913 0.5886
x73 0.846 | -0.7768 0.9215 0.8333| -0.1052 0.2771 0.282 0.554 | -0.6996 0.846 | -0.5456 | 0.9488 0.4793
x74 0.2854 -0.11 0.1818 | -0.3807 0.3747 -0.8216 0.4412 0.0558 | -0.5597 0.2854 | -0.8554 | 0.9419 0.5687
x75 0.7914 | -0.6698 0762 | -0.1025 0.5211 -0.3927 0.6279 0.6105 0.1636 0.7914 | -0.8461 | 0.9628 0.5013
X76 -0.2457 0.6282 | -0.5301 | -0.8953 | -0.5791 -0.4396 0.0481 0.0649 | -0.3094 | -0.2457 | -0.8708 | 09342 0.5557
x77 -0.1116 0.4932 | -0.3821 0.2126 0.77 -0.0675 0.8511 0.6291 0.5527 | -0.1116 -0.89 | 0.9474 0.9166
x78 0.7215} -0.5885 0.6737 0.083 0.2675 -0.3557 0.9057 09373 | -0.1034 0.7215 | -0.9682 0.995 0.1697
x79 -0.0107 0.5057 § -0.3217 | -0.4645 0.444 -0.6723 0.6041 0.5308 | -0.5879 -0.0107 | -0.5993 | 0.8655 0.3504
x81 0.7697 | -0.4488 0.7077 | -0.6609 0.2667 -0.8124 0.8772 06475 | -0.6357 0.7697 | -0.8153 | 0.9861 | -0.4107
x82 0.8088 | -0.5341 0.8563 0.8017 0.1759 -0.2175 0.8391 0.9064 0.0233 0.8088 -0.332 | 0.9503 0.9162
x83 0.3072 | -0.3403 0.3237 0.2771 0.114 0.1965 0.0345 0.0699 0.5106 0.3072 | -0.9236 | 0.9917 | -0.7987
x85 0.0781 | -0.1564 0.1219 0.3739 | -0.2067 -0.3654 0.3237 0.4893 0.1746 0.0781 | -0.9585| 0.9877 0.9142
x86 0.8627 | -0.9227 0.9003 0.3815 0.8198 0.7884 0.7151 0.8525 | -0.3549 0.8627 { -0.9838 | 0.9948 0.4322
x87 0.0795 0.5985 | -0.1428 0.6543 | -0.0897 0.7019 -0.2051 -0.0644 0.2363 0.0795 | -0.4199; 0.9496 0.1123
x88 -0.7741 0.7276 | -0.7721 | -0.0544 | -0.3413 -0.8181 0.8699 0.7977 0.1197 | -0.7741 | -0.8102 ] 0.9019 0.6665
x89 -0.0394 0.2966 | -0.1431] -0.8072 | -0.4394 0.2278 -0.3476 -0.2888 | -0.27911 -0.0394 | -0.9563 [ 0.9931 0.5749
x90 0.4052 0.6825| -0.1606 -0.667 | -0.0543 -0.0756 -0.3952 -0.1512 | -0.2806 04052 | -0.2663 | 0.8048 | -0.5225
x91 -0.0652 0.2816 | -0.1637 | -0.7909 | -0.1108 -0.659 -0.4391 -0.664 -0.089 | -0.0652 | -0.8263 | 0.9884 0.5099
x92 0.3074 0.5953 -0.28 | -0.8194 | -0.9188 0.0873 -0.67 -0.869 0.4701 0.3074 0.2826 0.54 1 -0.6409
x94 0.5591 § -0.2876 0.4551| -0.3162| -0.8974 0.7772 -0.8111 -0.4676 -0.88 0.5591 -0.846 | 0.9686 0.4852
X395 0.4731 0.8353 | -0.3535 -0.756 | -0.7344 -0.4095 0.2872 -0.0017 | -0.9279 0.4731 | -0.0836 0.655 0.1575
x96 0.3681 | -0.2356 0.3097 -0.147 0.6425 -0.554 0.8155 0.7145 | -0.5467 0.3681 | -0.9174 0.98 0.7405
x98 0.4045 | -0.0062 0.2575 -0.64 0.1823 -0.5703 0.8867 0.5834 | -0.6585 04045 | -0.8702 | 0.9802 | -0.2838
x99 0.537 -0.34 04732 0.553 0.6805 -0.3106 0.4202 0.7974 0.7862 0.537 | -0.8603 | 0.9767 0.9136
x100 -0.2618 0.3216 -0.302 | -0.4304 0.0669 0.4171 0.0787 -0.1458 | -0.7142 | -0.2618 -0.855 [ 0.9652 0.7634
x101 0.4273 -0.475 0.4948 -0.408 0.1897 -0.7714 0.2401 -0.1692 | -0.1488 04273 | -0.6551 | 0.9175 0.3975
x102 0.2438 0.3524 | -0.0466 | -0.4881 -0.37 -0.8652 -0.171 -0.1672 | -0.6636 0.2438 | -0.7405| 0.9378 0.5032

199




Appendix

x103

-0.124

0.1288

-0.1319

-0.364

0.5674

-0.0586 0.8099 06387 | -0.4335 -0.124 | -0.8238 | 0.9675 0.2357
x104 -0.7881 0.8277 | -0.82098| -0.7431 0.2002 -0.5318 0.891 0.5893 -0.894 | -0.7881 -0.944 | 0.9836 0.9925
x105 0.0528 0.1089 | -0.0163 | -0.4507 0.1538 -0.8176 0.5497 07329 | -0.2371 0.0528 | -0.7697 | 0.9584 0.5722
x106 0.4289 -0.357 0.4044 | -0.1158 0.2512 0.1986 0.2038 0.1696 0.2969 0.4289 | -0.9311 | 0.9868 0.7938
x107 0.668 0.1523 0.3703 -0682 | -0.7382 -0.8813 -0.6633 -0.5299 | -0.7629 0668 | -0.5498 | 0.9198 | -0.0332
x108 -0.6572 0.5339 | -0.6043 | -0.6685 0.103 -0.9109 0.8085 0.5948 -0613 | -06572| -0.9327 | 0.9822 0.7186
x110 0.0628 04748 | -0.3023 | -0.7823( -0.5584 -0.2964 -0.6345 -0.5653 | -0.3993 0.0628 | -0.4882 | 0.7938 0.3981
x111 -0.4697 0.1064 | -0.2543 | -0.1115 0.1346 -0.8581 0.108 0.0266 0.5133 | -0.4697 | -0.8298 | 0.9323 0.8652
x113 0.8197 0.8665 0.1786 |1 -0.5416{ -0.8129 -0.2251 0.7123 06727 | -0.3483 0.8197 0.6041 | 06499 | -0.5921
x114 -0.015 01732} -0.1002 | -0.6453 | -0.8901 -0.048 -0.5459 -0.4331 0.2244 -0.015| -0.8727 | 0.9652 0.6104
x115 0.2747 0.2177 0.103 | -06689 | -0.5271 -0.9083 -0.5688 -0.4523 | -0.2927 02747 | -0.7294 | 0.9643 0.2814
x116 -0.6084 0.79S -0.74 -0.769 -0.489 -0.8185 -0.3723 -0.4658 | -0.5076 | -0.6084 | -0.8709 | 0.9579 0.9284
x117 0.1043 0.0657 0.0038 | -0.4974 | -0.9499 -0.9557 -0.5571 -0.6872 | -0.7737 0.1043 | -0.7365| 0.9032 0611
x118 06778 | -06977 0.7053 0.3112 0.7084 0.5172 0.76 0.7432 | -0.6121 06778 | -0.8881 | 0.9813 0.1487
x119 -0.5675 0392 -0.6546 | -0.3803 | -0.8311 0.7543 -0.6408 -0.4524 0.3703 | -0.5675| -0.1184 0.847 | -0.1992
x121 0.8846 | -0.8398 0.8826 0.5448 0.6789 -0.0554 0.9662 0.949 | -0.6088 0.8846 | -0.9315§ 0.9912 0.6764
x122 -0.0132 0.0679| -0.0511 | -0.0426 0.4962 0.6908 0.3543 0.1605 02718 | -0.0132; -02989| 0.7963 | -0.3956
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User

BF

BG

BH Bl BJ CA cB CD CE CF CG CH Ci
x0 0.3411 0.6355| 0.3526 0.8472 0.8112 04535} -09962| -0.9991 | -0.9521| -0.3678 | -0.6942; -0.3665| -0.8545
x1 0.1002 0.526 | 0.4096 0.4752 0.426 04677 | -07833| -09101| -0.7976 0.1823 | -0.4456 0.1054 | -0.2147
x2 8.34E-04 0.4356 0.9108 0.8998 0.5067 0.1564 | -0.1712 | -0.5367 | -0.6732 -0.96 0.3285 0.1378 0.0398
x3 0.3003 0.7856 | -0.6239 0.7377 0.7248 0.6531 | -0.9837 -0.996 | -0.8858 | -0.3186 -0.668 0.6838 -0.702
x4 0.5051 0.2999 0.8389 0.863 0.3868 0.6001 ) -04678| -0.8869 -0.984 -0.446 | -0.0959 -0.87 | -0.7454
x5 0.7014 ] -0.0062 0.4926 0.9014 0.2283 | -0.3327} -0.9548| -0.9889 | -0.8386 | -0.7718 | -0.2189 | -0.5862 -0.942
x6 0.4283 0.8908 0.9939 0.9863 | -0.0332{ -0.4858 | -0.8077 j -0.9401 0.4628 -0671 | -04972| -0.8589] -0.8878
x8 -0.6325| -0.3638 | -0.0237 0.0433 -0.383 0.2218 0.0407 | -0.5703 | -0.7937 | -0.2106 | -0.8636 0.1913 | -0.1472
x9 -0.1068 -0.474 0.3825 0.5964 | -0.2838( -0.5617 | -04061] -0.8719} -0.9325| -0.5825| -0.5225| -0.8725| -0.8296
x10 -0.8461 0.1944 0.0673 06616 | -0.5667 | -0.7473 | -0.8853 | -0.9603 | -0.1203 0795 | -0.4203 | -0.0528 | -0.5811
x11 0.8189 04752 0.6737 0.8684 0611 0.5869 | -0.8753] -09714 | -0.9761 -0.86 | -0.5253 | -0.5818 | -0.8195
x12 -0.4515 0.137 0.1238 0.4197 | -0.3338| -0.0208 | -0.1449 | -0.5521 -0.849 ( -0.1169 | -0.2508 | -0.4799 | -0.5754
x13 -0.2425 | -0.3259 | -0.0437 0.5585| -0.0737| -0.7884 % -0.5167 | -0.6901 | -0.8489 | -0.6668 | -0.3943 | -06817 | -0.9607
x14 0.6346 0.6041 0.9007 0.9223 0.9246 0.5324 | -0.7758 | -09691 | -0.9958 | -0.8348 -0.782 | -0.9644 | -0.9523
x16 -0.254 0.0267 0.8646 0.9163 | -0.2641 | -0.2226 | -0.7133 | -0.9032| -0.5395 -0.14 | -05299 | -0.7867 (| -0.8187
x17 0.9898 0.2858 0.4929 0.8851 0.8529 | -0.1812| -09101{ -0.9754 | -0.9484 1§ -0.9483 | -0.3791| -0.1877| -0.6999
x18 0.1692 0.1632 0.477 0.5831 ] -0.1054 | -06767 | -0.6224| -0.8534 -0.578 | -06563 | -0.3382  -0.8211 | -0.8284
x19 0.1793 0.85 0.5961 0.7709 0.9773 0.8626 | -0.6896 -0.953 | -0.7734 | -0.5869  -0.7689 | -0.0296 | -0.2945
x20 0.6808 0.743 0.6658 0.8462 0.8092 0.2323 | -09598 ) -0.9915| -09168 | -06617 | -0.6052 | -0.5559| -0.7683
x21 0.2372 0.7527 0.5187 0.6736 0.123 0.7762 | -0.4814| -0.8817 | -0.8968 | -0.7677 | -0.8411| -0.9583 | -0.9225
x22 -0.6479 0.8234 | -0.0891 0.6687 | -0.0719 01776 | -0.9782| -0.9935{ -0.9171 04809 ; -0.9068 0.0568 | -0.6754
x23 0.5294 0.7081 0.8055 0.8792 0.7392 04716 | -0.8341| -09722| -09565| -0.7665| -0.9691| -0.9162| -0.9664
x24 0.4015 -0.375 0.4042 0.8332 0.0254 09677 | -05581 | -09213| -0.9462| -0.5272 -0.3555 0516 | -0.1188
x25 0.8614 0.8407 | -0.5708 0.6073 0.6827 03435| -09136| -09754| -0.7894 | -0.8775| -0.8408 0.7582 | -0.5405
x26 0.5919 0.6749 0.769 0.7771 0.6385 | -02741| -0.7477 | -0.8553 | -0.7621 -0.668 | -0.2115| -0.7283 | -0.7468
x27 0.257 0.666 0.7643 0.7226 0.1227 0.14 | -0.7438 -0.952 | -0.9504 | -0.5326 | -0.5539 | -0.6509 | -0.5225
x28 0.3874 | -0.1101 | -0.5941 -0.681 0.5793 0.8628 | -0.1117 -0.832 | -0.7397 | -06842 | -0.8524 | -0.1303| -0.6397
x30 -0.4122 0.3288 0.3768 0.7944 06 0.0168 | -0.7439 -0.881 | -0.8674 0.1067 -0.074 | -0.6802 | -0.7459
x31 0.7915 0.9023 0.876 0.9446 0.9055 0.8646 | -0.4342 -0.909 | -0.8361| -0.5474| -0.5553 | -0.3623 | -0.6641
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x32 0.2542 0.3637 0.7124 0.8437 | -0.1607 0.4469 | -0.6587 -0.886 | -0.2413 0.0503 | -0.7994 ; -0.4465 -0.523
x33 -0.0445 | -0.6858 0.9481 0.8645 | -0.7562 02932 -0.0793 | -0.9145| -0.5428 | -0.9708 -0.426 0.0411 | -0.4278
x34 -0.3484 | -05718 | -0.7388 | -0.5751| -0.4662 0.5737 0.5729 -0.18 | -0.9026 | -0.5491 ) -0.4202 | -0.4488 -0.766
x35 -06972 | -0.4047 0.9142 0.8853 | -0.6838 | -0.7393| -0.7958 | -0.9348 0.3519 0.5475 06148 { -0.7111 | -0.7718
x36 -0.2752 | -0.1324 0.0725 -0.08 | -0.1949 0.2563 -0425| -06348 0.0861 0.3738 0.7281 | -0.3412} -0.2304
x37 06948 0.8048 0.6863 0.8003 0.8781 0.1325| -0.7866 | -0.9343 1 -09684 | -09731| -09922| -0.9688 j -0.9687
x38 -0.2408 0.3907 0.6415 0.9188 0.122 | -06727 | -0.9332| -0.9809 -0.825 0.5395 -0.567 | -0.6927 | -0.9419
x40 0.7851 0.774 0.9783 0.9714 0.8707 ] -0.5884 | -0.9537| -0.9912| -0.9591 | -0.7636 | -0.7428 | -0.9344 | -0.8963
x41 -0.7001 09695 | -0.3537 0.5591 0.9137 0.2414 | -0.9301| -0.9886] -0.8832 0.6229 | -0.8447 0.4042 | -0.4293
x42 0.8683 | -0.4331 0.9359 0.9565 0.7568 0.8211| -0.8284 ] -09523} -0.9898 | -0.8024 0.2959 | -0.7322 | -0.8014
x43 -0.2807 | -0.0924 0.7422 0.9283 | -0.3051 0.2615] -0.3702; -0.7406 | -0.3577 0.863 -0.52 0.2254 | -0.2312
x44 -0.5321 0.8224 { -0.4519 0.363 0.7074 0.2482 | -0.9363 -0.99 | -0.8745 0.2114 | -0.6967 0.2194 | -0.4919
x46 0.8618 | -0.4193 0.924 0.934 0.0511§ -0.3383| -0.9532| -0.9913 -0.98 | -0.9572 0.3834 | -0.9817 | -0.9868
x48 0.1968 0.1537 0.6336 06993 | -0.5057 | -0.2824| -0.5529| -0.8169 | -0.9275| -0.5517| -0.5109| -0.0465| -0.6635
x49 0.6867 0.6527 0.4389 0.6812 0.5992 | -0.0023 | -0.8422| -09445| -0.7283 | -09112| -0.1474 | -0.6352| -0.8468
x50 0.6045| -0.2092 0.2524 0.5068 0.0136 0.573 | -0.4033 | -0.9118 -0.391 -0.821 | -0.1787 0.5714 0.4137
x52 0.9645 0.9643 0.8654 0.8919 0.8835| -0.1526 -0.997 [ -0.9993 | -0.8725; -0.9658 -0.9438 -0.862 | -0.8885
x53 -0.7329 | -0.7052 0.3394 0.6238 | -0.7718 0.123| -06017| -0.7996 | -0.6761 0.7021 { -0.1121 -0.369 | -0.7028
x56 0.6259 06141 { -04291| -0.1767 0.2982 0.5969 | -0.7363 | -09532 | -0.8849 0.0041 | -0.0473 0.7104 0.2608
x57 0.0936 0.703 | -0.2442 0.0268 0.8327 07774 | -07717( -09588 | -0.6053 0.3868 | -0.7581 0.6296 0.3479
x58 -0.1008 -0.198 0.2479 0.4466 0.8603 0.9827 | -0.5727 | -0.9089 | -0.8289 | -0.5282 | -0.5723 -0.469 | -0.5518
x59 0.3828 0.4072 0.8358 0.8608 0.3739 0.0852 | -0.6255| -0.9416 -0.894 | -0.5885 | -0.6219| -0.1577 | -0.6669
x60 0.6673 0.7422 0.8534 0.7783 0.7638 0.2413 | -0.8392| -09574 | -0.9133 -0.8578 | -0.8012 | -0.8091| -0.9178
x61 -0.4603 | -0.5653 0.299 0.9279 | -0.6801| -0.6257 | -068781! -0.8603 | -04728 0.3418 0.7819 0.2248 | -0.4352
x62 0.3885 | -0.2848 0.603 0.896 0.7204 0.3929 | -0.8545| -09719| -0.9951 0.1071 ( -0.2032 | -0.1675| -0.6278
x63 0.7864 0.6002 0.8165 0.7326 0.1568 0.0931 | -0.6007 | -0.9736 -0.875 | -0.8743 | -0.6232| -0.9448 | -0.9707
x64 0.2713 | -0.6989 0.7828 0.6541 | -0.3959 0.6629 | -0.0579 | -0.7168 | -0.8774 | -0.8146 0.0131| -0.1393 | -0.7144
x65 0.9939 0.1106 0.9688 0.9664 | -0.4424 | -0.1282 | -0.9837 | -09954 | -0.3813| -0.9616 | -0.1547 | -0.9405 -0.94
x67 0.6023 | -0.4979 0.9744 0.9838 | -0.2392 -0.724 | -0.8655| -0.9382 | -0.8824 | -0.8645 0.0431 | -0.9228 | -0.9258
x68 0.042 | -0.0724 0.8798 0.9369 0.8178 0.1031 | -0.6702| -0.8954 | -0.4767 0.6461 0.2287 | -0.2403 | -0.3907
x69 -0.2505 | -0.2583 0.9295 0.8901 | -0.6794 | -0.1831 0.5281 04203 | -0.9728 | -0.1878 | -0.6973 0.4481 0.1718
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x70 0.9377 | 04326 0.7787 0.8937 | -0.2288 0.1191 | -0.8839| -0.9832| -09113| -0.7066 | -0.6664 | -0.8029 -0.971
x71 0.3893 01378 0.4149 0.563 0.5097 | -06695| -0.7824 | -0.9843 | -0.9472| -0.3709| -0.2969 | -0.5488 | -0.7221
x72 -0.6184 0.155 0.648 0.8471 | -0.3019| -0.9541 -0.96 | -0.9885 -0.704 04281} -0.3166 | -0.7289 | -0.8739
x73 -0.2501 0.0673 0.2238 04467 { -04766 | -0.7768 | -0.5456| -0.7825}| -0.8648 | -0.2208 | -0.3147 | -0.5205} -0.6895
x74 0.1248 -0.146 | -0.5467 0.6954 0.3087 -0.11} -0.8554} -0.9797 -0.794 -0475| -0.2123 0.2968 | -0.9292
X75 0.6485 | -0.6307 0.7353 0.8199 | -0.2421| -06698 | -0.8461 ) -0.9587 | -0.3104 | -0.6564 0.4086 { -0.7661 | -0.8229
x76 0.8778 0.862 0.9433 0.9073 0.986 06282 | -08708 | -0.9889| -0.7668 | -0.9676 -0.862 | -0.6764 | -0.5947
x77 0.1565 0.795 0.2265 0.6908 0.7653 0.4932 -0.89 | -0.9891 | -0.6364 0.0695 | -0.5898 0.064 | -0.3058
X78 -0.1892 | -0.8555 0.8165 09123 | -0.7458| -0.5885| -0.9682 | -0.9884 0.0033 0.2439 0.8211 | -0.7834 | -0.8312
x79 06179 | -0.2087 0.7459 0.8191 0.3977 0.5057 | -0.5993| -0.9197 | -0.9501 | -0.4927 -0.233 0.0157 [ -0.1594
x81 0.03; -0.4081 0.8137 0.8824 | -0.7094 | -0.4488 | -0.8153 | -0.9002 0.2248 0.2708 | -0.1245| -0.5581| -0.9686
x82 0.7156 0.1963 0.9542 0.9689 | -0.2175| -0.5341 -0.332 | -06092 | -0.6716 0.1847 0.8391 | -0.3687 | -0.3059
x83 -0.711 | -03384 | -0.6648| -06311| -0.4246| -0.3403 | -0.9236 | -0.9653 0.6413 0.4549 0.1933 0.3334 0.2922
x85 0.5589 0.8529 0.8391 0.8611 0.88051 -0.1564{ -0.9585| -09913 | -0.9712 | -0.7183 | -0.7297 | -0.9433 | -0.9198
x86 0.5703 0.6445 0.8022 0974 | -0.3367 | -0.9227 | -0.9838 -0.997 | -0.5129 | -0.6848 } -06566| -0.7345} -0.9409
x87 0.0996 0.3991 0.2227 | -0.0096 | -0.6626 0.5985 | -0.4199 | -0.6832 0.1467 | -0.3349 | -0.1404 | -0.6682 | -0.6531
x88 0.1222 09787 | -0.7251 | -0.3819 0.4797 0.7276 { -0.8102 | -0.9839 | -04192} -0.4393 | -0.7573 0.4589 0.1695
x89 -0.3758 | -0.9364 0.2266 0.7701 | -0.7711 0.2966 | -0.9563 -0.984 | -0.7471 0.3229 0.9114 -0.323 | -0.8165
x80 -0.4852 [ -04789; -0.3292| -0.0366 | -0.4833 06825 -0.2663 | -0.7864 | -0.2235| -0.0972 0.5046 | -0.5175] -0.5008
x81 -0.8685 | -0.3183§ -0.4582 0.1135{ -0.1581 0.2816 | -0.9263 | -0.9728 | -0.6961 0.9088 0.3206 0.5502 | -0.0256
x82 -0.3001 { -0.3862 | -0.3797 | -0.3498 | -0.5889 0.5953 0.2826 | -0.6547 | -0.3551 | -0.4221 0.0365 | -0.0373 | -0.1434
x94 -0.3325 06295 -0.0205 0437 | -0.2063 | -0.2876 -0.846 -0.952 | -0.8153 0.0309 | -0.4838 -0.172 | -0.5136
x95 -0.3473 | -0.1703 0.892 0.851 | -0.6443 0.8353 | -0.0836| -0.8077 | -0.9475| -0.5579 | -0.3436 -0.259 | -0.5402
x96 0.7327 0.0637 0.6514 0.8653 0.2442 | -0.2356| -09174| -0.9783 | -0.9141 -0.473 | -0.3174 -0.381 | -0.6686
x98 -0.7926 0.4346 0.1777 0.3298 -0.18 | -0.0062 | -0.8702}| -0.9506 | -0.0378 0.9803 | -0.6145 0.1324 | -0.1661
x99 0.6343 06101 | -0.0466 0.9236 0.7965 -0.34| -0.8603| -0.9496 | -0.8751| -0.1727 | -0.6502 0.4137 | -0.6764
x100 0.3039 0.5495 0.8174 0.8851 0.6775 0.3216 -0.855| -0.9608 | -0.4911 | -0.7106 | -0.2263 | -0.8036 -0.78
x101 0.8542 | -0.5954 0.2832 0.7171 0.6544 -0475 | -06551| -0.9016 | -0.3859 | -0.1704 0.1073 0.3675| -0.0919
x102 0.7094 0.1221 0.8673 0.8839 0.0714 0.3524 | -0.7405| -09277 } -0.8351 | -0.7841| -05757 | -0.9172 -0.964
x103 -0.6925 0.1046 | -0.0017 0.4221 0.3833 0.1288 | -0.8238 | -0.9405| -0.6727 0.7983 | -0.6036 0.2193 | -0.4723
x104 0.2897 0.4859 | -0.4355 0.0174 0.7748 0.8277 -0.944 -0.988 | -0.9401 | -0.3562 | -0.5491 0.5445 0.1556
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x105 0.5245 0.1443 | -0.4151 0.3627 | -0.5293 0.1089 | -0.7697 | -0.9199 | -0.9136| -0.8881 -0.5625 | -0.0208 | -0.5234
x106 0.5307 0.9024 0.8989 0.9236 0.9552 -0.357 { -0.9311 -09779 | -0.8854 | -0.6308 -0.984 -0.941 -0.9406
x107 -0.2456 | -0.7615 0.0669 0.276 | -0.4202 0.1523 | -05498( -0.8335| -0.7701 -0.2874 0.0695 | -0.6001 -0.8446
x108 0.3101 0.3289 | -0.2423 -0.062 06471 05339 -09327| -0.9839 -0.841 -0.5998 -0.209 0.062 | -0.0941
x110 0.6746 0.2308 0.6789 0.705 0.5302 0.4748 ) -04882} -09183 | -09115} -0.9271 -0.8896 | -0.7678 | -0.8453
x111 -0.6448 0.7092 | -0.6067 -0.207 0.4535 0.1064 { -08298 | -09754| -0.8673 0.2582 | -0.2446 0.407 0.0061
x113 -0.5003 | -0.1991 0.3002 0.3586 | -0.5382 0.8665 06041 -0.2131 -0.7295 -0578 | -0.3104 0.571 0.4953
x114 -0.2969 0.013 0.7195 0.7426 | -0.4417 0.1732 | -0.8727 -097 ) -0.8009 1 -0.0352 -0.474 -0.839 | -0.8446
x115 -0.8482 0.1121 0.3571 0.5803 | -0.8988 02177 | -07294§ -08846 | -0.8343 0.2723 -0.41 -0.7899 -0.89§—1
x116 0.2027 0.1014 0.706 0.8505 0.1509 0799 | -08709| -09754 | -0.9909 | -0.4563 | -0.4508 -0.756 | -0.8225
x117 -0.0494 | -02043} -06212| -0.0056 0.4754 0.0657 | -0.7365| -0.9556 | -0.8979 | -0.2016 0.0435 0.0533 | -0.6109
x118 0.5978 | -0.0375 0.7447 0673 -0698{ -06977 | -0.8881 -096 | -0.5859 | -0.8791 -0.3324 | -0.7314| -0.8025
x119 0.1187 | -0.8623 0.7449 0.6041 -0.5713 0392| -0.1184 | -0.6282 | -0.9131 -0.7026 0.1786 | -0.7505} -0.8331
x121 0.7944 | -0.0101 0.9743 09762 | -03296} -08398| -09315{ -09714 | -0.8772| -06592 | -0.2414 | -0.9057| -0.9572
x122 -0.2803 | -0.5471 0.9114 0.4311 -0.4147 00679 -02989( -0.8153 | -0.5023 0.1133 06654 | -04189( .0.8329
Legend:

X= User

A=Mean Amplitude
B=Maximum Amplitude
C=Minimum Amplitude
D=Peak to Peak Amplitude
E=Mean Frequency
F=Maximum Frequency
G=Minimum Frequency
H=Maximum PSD

I=mean PSD

J=Minimum PSD

K= Maximum Hilbert function
L= Mean Hilbert function

M= Minimum Hilbert function
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