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ABSTRACT

The identification of individuals, particularly at international border crossings, coupled with the
evolving sophistication of identity documents are issues that authorities must contend with.
Particularly, the ability to distinguish legitimate from counterfeit documents, with high
throughput, sensitivity, and selectivity is an ever-evolving challenge.

Over the last decade, an increasing number of security features have been introduced by
authorities in identification documents. The latest generation of travel documents (such as
passports and national ID cards) forego paper substrates for several layers of polycarbonate,
allowing security features to be embedded within the documents. These security features may
contain information at either the superficial and sub-surface levels, thus increasing the
document’s resilience to counterfeiting.

As the documents become harder to forge, so does the sophistication of forgery detection.
There appears to be an unmet and evolving need to identify such sophisticated forgeries, in a
non-destructive, high throughput manner.

In this publication, we report on the application of optical coherence tomography (OCT)
imaging on assessing security features in specimen passports and national ID cards. OCT
allows sub-surface imaging of translucent structures, non-destructively enabling quantitative
visualisation of embedded security features.

1. Introduction

The identification of individuals, especially at international border crossings, has always been
an issue that authorities must contend with. In particular, the ability to distinguish legitimate
from counterfeit identification documents, and to do so quickly and with high sensitivity and
selectivity are recurring challenges. Experts within law enforcement and border security cite
passport fraud as the greatest threat to global security [1]; such are the significance and
consequences where technology falls behind criminals, who would seek to exploit identity

documents for illegitimate travel or money laundering purposes.

The UK government point out and acknowledges the large number of fraudulent identity
documents in circulation [2] and continue to invest in the field of identification document
validation technology. A review of contemporary literature [2—6] point towards a large-scale
crime problem linked with organised, transnational crime and raising the threat of criminals
and terrorists crossing borders undetected. A considerable body of knowledge suggests that
in order to provide high levels of security, the document should combine a number of different,

multifunctional features [8].

While significant advances have been made to ensure that these documents are not easily
forged or altered, it is important that we stay one step ahead of the criminals and forgers.
Hence, Governments are regularly refining production methods to add levels of security. The

manufacturing of these documents has become ever more sophisticated, with a range of



security features making counterfeiting ever more difficult. As the design of these documents
becomes ever more complex the greater the challenges in detecting forgeries becomes, and
consequently an increased need for more complex forensic technologies to uncover such

counterfeits.

These technologies are introduced in response to the identified needs of law enforcement,
and their level of complexity range from the simple, manual check at one extreme and increase
in line with the levels of assurance needed for those checks associated with employment or
access to critical infrastructure. At the simplest level, the examination of these (and other)
documents can be achieved by both simple and complex optical imaging systems employing
a wide wavelength range of polarised and oblique light sources [9,10], coupled with computer-
based pattern detection and comparison [11]. Without seeking to give a lower profile to the
other methods used to detect counterfeit identity documents [12], the prevailing need within
contemporary forensic investigation may be categorised as: speed of analysis; straightforward
and easily understood applications and non-destructive testing. Among the more
sophisticated, deployable technologies is the video spectral comparator (VSC) [13]. The VSC
can differentiate between genuine and counterfeit documents using a combination of
transmitted, direct or oblique light, incorporating light sources with wavelengths of radiation
spanning the ultraviolet to the infrared regions of the electromagnetic spectrum. This
equipment is widely used to differentiate between inks, reveal alterations and most importantly
to visualise security features in documents as well as examining the characteristics of
hologram, watermark features, and fibre disturbance in documents [14]. Similarly, techniques
of passport examination by confocal type laser profile microscopes have been suggested

focusing particularly upon the thickness of the polycarbonate film layer [9].

Since the launch of the machine-readable passports, circa 1980s, the manufacture and design
of identification documents have gone through several iterations. The latest generation of
identification documents are manufactured by fusing together several semi-transparent layers
of varying thicknesses, each of them containing different security features and/or information,
producing a final, single-page, document. In this manner, the security features are distributed
not just in different superficial areas of the document, but also located along several sub-

superficial depths.

Each technical development increases the resistance to fraud but despite this, the threats
posed by fraudsters in 2020 are both widespread and serious [8]. Although, undoubtedly more
secure than their predecessors, the latest generation of identity documents manufactured
using polycarbonate layers remain susceptible to counterfeiting. Amongst the tactics used by

fraudsters are the copying of paper or polycarbonate, reproducing the documents using



sophisticated computer technology, reproducing hologram images and re-laminating. Any of
these tactics will affect the inner structure of the document, showing the importance of its sub-

surface characterisation.

Sub-surface imaging would address several points: (i) by assessing the depths at which each
layer is placed, and comparing their depth values against a ‘ground truth’ (supplied by the
manufacturer), we would be able to assess whether tampering or forgery has occurred; (ii) if
there is evidence of the latter, one might be able to retrieve evidence from the document itself
(for instance, fingermarks embedded into the laminates); (iii) aid in quality control processes

employed by the manufacturers of identification documents themselves.

Based on our experience and a review of the available literature, one technique which shows
significant potential for sub-surface characterisation of documents is optical coherence
tomography (OCT). Since its debut in 1991 [15], OCT imaging has been widely used in the
medical and biomedical fields, recognised as transforming the field of clinical ophthalmology
[16]. This technique [17] relies on the principle of low-coherence interferometry to depth profile
scattering samples, with a resolution of tens of microns and over a range of a few millimetres
(sample-dependent). By coupling the low-coherence interferometry with a 2-D beam-scanning
system (such as a pair of galvanometric scanners) it is possible to obtain a 3-D volume of the
object being studied, non-invasively and non-destructively. Given its potential for non-
destructive imaging applications beyond the biomedical field, OCT imaging has found uses in
several aspects of forensic sciences, including forensic anthropology, forensic medicine, and
entomology [16], including blood stain imaging [18] and reconstruction of tattoos in
decomposed skin tissue [19]. We also note reports of OCT in the field of banknote
authentication [10,20], automotive paint characterisation [21,22] and art fraud — with even the
potential for creating authenticity databases [23]. Moreover, owing to its non-destructive
nature, considerable interest has been devoted to the use of OCT imaging in detection of
latent fingermarks in translucid substrates [24—27]; given the near real-time aspect of this
imaging technique, there have also been reports on using OCT imaging as a reliable anti-
spoof fingerprint authentication method [28,29]. These examples and more would, we feel,
benefit the forensic science community as a whole and, in particular, the field of document

authentication.

In this publication, we aim to apply OCT imaging specifically to a structural assessment of the
latest-generation of identification documents, such as passports and national ID cards. These
documents possess sub-surface security features. OCT will be able to accurately reveal the
separate polycarbonate layers for both passports and identity cards in real-time and non-

destructively. Our research would point towards the benefits of OCT in the detection of



sophisticated counterfeits and also by the introduction of OCT-readable features during the

manufacture of identity documents.

2. Materials and Methods

The OCT imaging system used in this study is a custom-built swept-source-based system,
similar to the one reported by Marques et al. [30]. The optical source (Axsun OCT engine)
emits light in the near infra-red, with an imaging wavelength of 1.06 ym, allowing acquisition
of a dense volume (500 x 500 x 500 pixels, covering up to 12 x 12 x 6 mm?3) in roughly 5

seconds, with an axial resolution of ~ 10 ym, and a lateral resolution of ~ 15 pm.

In the sub-sections that follow, a brief explanation of the working principle of OCT is presented,

along with the different manners the acquired data is processed and represented.

2.1. Anatomy of an optical coherence tomography system

Optical coherence tomography (OCT) imaging is based upon the principle of low-coherence
interferometry, coupled with a scan head which allows the beam to probe the sample under
examination in the two orthogonal directions to the beam propagation. A schematic

representation of an OCT system like the one employed in this study is shown in Figure 1.

Object scanning
system

Tunable optical source

Reference arm path\,"""

Computer workstation

Figure 1. Simplified schematic diagram of the swept-source OCT system employed in this study.

Light from a tuneable laser, with a broad tuning range, is split between two paths: one of a
known length, the reference path, and one containing the sample under study, the object path.

In the reference path, light is reflected back from a mirror placed at its end; in the path leading



to the sample, light is focused into the sample, and it can either be back-reflected specularly
(due to changes in the index of refraction) or backscattered by the inner structure of the
sample. After light returns from both paths, it is then recombined, and the resulting optical
signal is detected by a photodetector unit. The sketch aimed to reduce the complexity of the
optics employed, details are in [30], where the reference is recirculated, two splitters are used,

and the photodetector unit consists in two photodetectors in a balance detection scheme.

Since the optical source varies its output wavelength constantly over time (at 100 kHz), a time-
resolved optical signal detected by the photo-detector unit will equate to the source’s optical
spectrum, with frequency modulations on top of it caused by the returned light from under (and

from) the sample surface interfering with the light returning from the reference path.

These modulation frequencies are proportional to how deep light has penetrated into the
sample, therefore, it is possible to reconstruct a 1-D depth profile of the sample, up to a few

millimetres (albeit this may vary depending on the kind of sample being investigated).

In order to characterise the sample in the other two physical dimensions, the beam of light
probing the sample is steered using a set of X/Y scanners (Figure 1, top left) in conjunction
with an objective lens focusing the beam into the sample, thus allowing the system to raster-

scan it.

By combining the two lateral scanned directions with the demodulation of the optical spectra
detected, it is possible to obtain full three-dimensional representations of the sample under

study.

2.2. OCT image rendering

Depending on the raster scan pattern employed, and how the data is processed, it is possible

to obtain and represent images across different planes within the imaged volume.
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Bottom layer
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Figure 2. Application of different OCT orthogonal slicing capabilities to a multi-layered identification
document. (a) exploded view of identification document in (b). Sub-diagram (b) also shows the
different imaging planes which can be rendered using OCT imaging

Figure 2 illustrates the capabilities of the instrument in imaging slices along orthogonal
directions in a modern identification document, equipped with security features/biographical

details at different depths.

The red dashed section in Figure 2 (b) depicts the region scanned over by the X/Y scanners.
It is possible to obtain constant-depth slices (termed “C-scans” in OCT literature), such as the

orange shaded region present in both sub-figures of Figure 2.

It is also possible to have depth maps by fixing one of the lateral directions and constructing

a X/Z or Y/Z image, which are termed “B-scans” in OCT literature, as shown in Figure 2 (b).

To render all these images, the optical spectra are demodulated, so that the individual depths
can be resolved. In conventional OCT processing, this demodulation operation is typically
achieved by inverse Fourier transforming the spectral information (utilising a Fast Fourier
Transform (FFT) algorithm). However, before this operation can take place, it is necessary to
ensure that the spectral information is sampled in the correct domain [31,32], as the depth z
and the wavenumber k are Fourier pairs, but the spectral information is typically acquired in
the wavelength A domain, where A = 2r/k; some other signal conditioning may be necessary,
such as compensating for any dispersion mismatches caused by different optical materials
present in either path of the interferometer [33]. Not only this introduce additional complexity
in the system, but it can also adversely affect the performance of the instrument (namely, the

imaging rate).

The Complex Master-Slave OCT (CMS-OCT) processing, pioneered by our group [34,35],
addresses the issues presented above by carrying out the spectral processing in a slightly
different manner. Instead of Fourier transforming each individual spectra following all

necessary signal conditioning operation, CMS-OCT demodulation relies on a comparison
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operation between the spectra arriving from the sample and a set of pre-generated/captured
spectra (called “masks” in our previous publications) representing all possible distinct axial

positions that the system is capable of imaging.

Due to its operating principle, it is easier to achieve direct C-scan image rendering with CMS-
OCT, by performing the comparison operation against a single “mask”, which is particularly
useful when imaging planar samples containing different features placed at each constant

depth plane, which is effectively the structure of most modern identity documents.

' ™

)

L.

Figure 3. Procedure for virtually flattening curved/tilted documents with CMS-OCT. (a) the
curved/tilted document as retrieved from the reconstructed OCT volume, with (i) being the document
surface, (ii) being the layer of interest, and (iii) the depth coordinate below the surface. (b) surface
detection and depth-mapping (colour-coded (iv)); (¢) a curvature correction map (v) is constructed
from the surface map (iv); (d) all the planes below the surface (i) are flattened by means of the
curvature correction map (v), allowing full reconstruction of layer (ii).

With CMS-OCT, itis also possible to virtually “flatten” curved documents by synthesising a x,y
distribution of masks which follow the top surface. Not only will this allow compensating for the
inherent curvature of the imaged region (which becomes particularly critical when large
scanning areas are considered, due to the limitations of the imaging objective), but in some
cases it might actually be beneficial to have the document slightly tilted, to avoid saturating

the photo-detector with strong specular back-reflections from the first surface of the document.

This procedure, shown schematically in Figure 3, is achieved by detecting the first surface of
the volume, (i), (which can be done by a simple thresholding operation), and isolating the
corresponding masks, thus creating a 2-D x,y surface height distribution, (iv) (which is colour-

coded, as shown in Figure 3 (b)), with each point associated with the mask which in turn



corresponds to the height of the surface layer at that local (x,y) point, generating the curvature
correction map (v). Afterwards, any C-scans constructed will be generated from a sub-set of
masks, taking into consideration the relative depth (iii) to the surface layer (i), yielding a
flattened volume, as shown in (d). Effectively, the depth coordinate z is transformed into a

relative depth coordinate z’ (relative to the surface map (v)), with a dependency on the lateral
coordinates (x,y).

3. Results and Discussion

(a)

01.09.2010

" : 31.08.2020 \.. “/‘1 ﬁ(}__ ( b)

P<UTOPIA<JONES<ANGELINA<GABRIELA<<<<LLLLLLLK
P331278564UT08002077F2008310452188901134<<82

Figure 4. Documents analysed in this study. (a) specimen polycarbonate passport; (b) expired
Portuguese national ID card. (i) to (v) correspond to the imaged regions in each document, to be
presented throughout this section.

In order to illustrate the practical utility of our OCT system for forensic document examination,
we have investigated two distinct documents: a modern polycarbonate specimen passport,
supplied by Trib AG (Switzerland), and a national identification (ID) card (expired), issued by

the Portuguese Government (manufactured by Imprensa Nacional Casa da Moeda [36]). Full
colour photographs of both documents are shown in Figure 4.

Due to the small lateral scan range of the system (up to 12x12 mm?), we have taken a number
of small-scale volumes over both documents, labelled (i)-(v) in Figure 4; (i)-(iii) refer to different

positions over the biographical page of the polycarbonate passport, and (iv)-(v) to two security
features taken in the front and back of the national ID card, respectively.



3.1. Polycarbonate passport biographical page
JONES

Given names

ANGELINA GABRII

Nationality

UTOPIA

.....

i__[ljt of birth
07.02.1980

Sex Mace of birth

F UTO%
Date of issue

3

Surface - 132 pm below surface

294 um below surface

1 mm

{
S —
into the sample

Figure 5. Volume (i) from the specimen passport. (a) close-up of the full-colour photograph showing
the scanned region (red dashed square); (b) 3-D render of the reconstructed OCT volume, with
depth-dependent colour-coding; (¢) B-scan taken along the middle of the volume (dashed region in
(b)); (d1)-(d4) C-scans covering different depths below the surface of the document, yellow arrows
correspond to features mentioned in the text; (e) colour-coded surface map, used to flatten the C-
scans in (d1)-(d4). Lateral scanned area is 2 x 2 mm2,

Images obtained from the volume (i) in Figure 4 are shown in Figure 5. The scanned region
intersects the label for the “Date of birth” field in the biographical page of the passport, with
the first two characters being visible in both the 3-D volume reconstruction (b), and one of the
C-scan images (d2). It is possible to discern four separate layers in this region of interest, as
shown colour-coded in the 3-D volume reconstruction (b). By taking a B-scan across the

volume (c), the measured region spans roughly 0.35 mm in depth from the surface of the
document, (d1).

10



The aforementioned four separate layers, shown in (d1)-(d4), include the surface of the
document itself (d1), with an embossed feature, which is part of the larger spiral seen in (a),
and a number of surface scratches, which were also picked up by the surface map (e). The
actual printed characters “Da” are part of a layer (d2) which is roughly 132 um below the
surface. Further below this layer, one can appreciate a textured layer (d3) which then gives
rise to a patterned layer (d4). This last layer, however, seems to only be present in half of the
region considered; according to (a), the region considered has a non-uniform background,
(with a gradient), hence, this is not totally unexpected. Due to its high scattering properties,

the embossed feature seen in (d1) produces a shadow visible in all layers below it.

NES

ames

GELINA GABRIELA

ality

JPIA
[ birth
J2.1980
Placeiof birth

UTOPIA

g
pUm below surface

420 ph’t below s?zrfgcel"..

(d3)

1mm
—
into the sample

Figure 6. Volume (ii) from the specimen passport. (a) close-up of the full-colour photograph showing
the scanned region (red dashed square); (b) 3-D render of the reconstructed OCT volume, with
depth-dependent colour-coding; (¢) B-scan taken along the middle of the volume (dashed region in
(b)); (d1)-(d3) C-scans covering different depths below the surface of the document, yellow arrows
correspond to features mentioned in the text; (e) colour-coded surface map, used to flatten the C-
scans in (d1)-(d3). Lateral scanned area is 2 x 2 mm?2.
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Volume (ii), as shown in Figure 6, was collected from a different region of the biographical
page. In this case, the background is more uniform, and there are no embossed features in
the surface. The thickness of the transparent layers above the polycarbonate substrate is

similar to volume (i) (around 0.35-0.4 mm), with the layer containing the printed characters
being 162 ym below the surface.

LY TR T PO T P N R N TR N RN

L2

E-y

VAR e B S Y e

(c2)

1 mm
. R —
into the sample

Figure 7. Volume (iii) from the specimen passport. (a) close-up of the full-colour photograph showing
the scanned region (red dashed square); (b) 3-D render of the reconstructed OCT volume, with
depth-dependent colour-coding; (¢1)-(c2) B-scans taken along the middle of the volume over the two
orthogonal directions (dashed regions in (b)); (d1)-(d4) C-scans covering different depths below the

12



surface of the document, yellow arrows correspond to features mentioned in the text; (e) colour-coded
surface map, used to flatten the C-scans in (d1)-(d4). Lateral scanned area is 2 x 2 mm?.

The final volume (iii) acquired from the specimen passport (main results in Figure 7) covers
an optical-based security device, a kinegram. The region covered by the scanning beam
intersects the right shoulder of the person depicted in the photograph, along with a portion of

the number “2”, as shown in (a).

The surface presents a regular sawtooth-like structure, which is also visible in the surface map

(e). This structure repeats itself along the y direction, as evidenced by the B-scan (c2).

There are two separate patterns in this security feature, one located at 165 um below the
surface, (d2), which contains a pair of diagonal lines, and another at 240 um, containing the
aforementioned portion of the person’s photograph and the number “2”, both of which are

visible in the colour photograph.

Similarly, to what was observed in volume (i), the surface elements are highly scattering,
producing shadows which can be seen across all C-scans below the one corresponding to the
surface, (d1).

13



3.2. National ID card

Surface & 320 pm below surface

1 mm
—_—

into the sample

Figure 8. Volume (iv) from national ID card. (a) close-up of the full-colour photograph showing the
scanned region (red dashed square); (b) 3-D render of the reconstructed OCT volume, with depth-
dependent colour-coding; (c) B-scan taken along the middle of the volume (dashed region in (b));
(d1)-(d3) C-scans covering different depths below the surface of the document, yellow arrows
correspond to features mentioned in the text; (e) colour-coded surface map, used to flatten the C-
scans in (d1)-(d3). Lateral scanned area is 10 x 10 mm?2.

In the front of this card, across its lower-left corner, there is a kinegram, similar to the one
present in volume (iii). In this case, the security feature contains a thresholded version of the
document holder’s photograph, along with a control digit. Figure 8 presents the results from
volume (iv), covering the kinegram. The layer containing the thresholded photograph and
control digits is located 320 ym below the document surface. Again, due to the surface

roughness, and high scattering present in layer (d2), some shadowing artefacts are present

14



in the lower layers, namely in (d3), where we should expect to see the plastic substrate of the
card as a relatively uniform surface.

288 um below surface

1 mm
—
into the sample

Figure 9. Volume (v) from national ID card. (a) close-up of the full-colour photograph showing the
scanned region (red dashed square); (b) 3-D render of the reconstructed OCT volume, with depth-
dependent colour-coding; (¢) B-scan taken along the middle of the volume (dashed region in (b));
(d1)-(d4) C-scans at different depths below the surface of the document, yellow arrows correspond to
features mentioned in the text; (e) colour-coded height map, used to axially shift the sets of masks
relatively to each other from one lateral pixel to the next, leading to flattening the C-scans in (d1)-(d4).
Lateral scanned area is 5 x 5 mm?2.

The last sample volume investigated in this study is represented in Figure 9Figure 9. Volume
(v) from national ID card. (a) close-up of the full-colour photograph showing the scanned
region (red dashed square); (b) 3-D render of the reconstructed OCT volume, with depth-

dependent colour-coding; (c) B-scan taken along the middle of the volume (dashed region in

15



(b)); (d1)-(d4) C-scans at different depths below the surface of the document, yellow arrows
correspond to features mentioned in the text; (e) colour-coded height map, used to axially shift
the sets of masks relatively to each other from one lateral pixel to the next, leading to flattening
the C-scans in (d1)-(d4). Lateral scanned area is 5 x 5 mm2.. Along the back of the card, there
is a stripe containing a multi-layered hologram; volume (v) intersected part of this hologram,

along with part of two digits from the national tax number, embossed on the card.

The hologram is split into several layers, ranging from 100 to 288 um below the document
surface. It is interesting to note that the hologram is placed below the transparent cover

material, i.e., not actually flush with the surface.

Due to the hologram being mainly composed of metal films, some shadowing is observed in

the deeper layers, since light will be specularly reflected from the shallower layers.

4. Conclusions

The results presented demonstrate that OCT can perform quantitative, non-destructive, high-
resolution sub-surface analysis of multi-layered identification documents. The imaging
throughput is also quite high, with a high-density volume (500x500 lateral points) typically
taking less than 10 seconds to acquire, and with the CMS-OCT procedure allowing for direct
visualisation of C-scan images, it is possible to obtain immediate virtual slices of the document
under study. While a certain degree of depth selection would also be possible when employing
a confocal microscope (whilst retaining the non-destructive nature of the technique), to
achieve the same order of magnitude in terms of axial resolution of the OCT system presented
here (~ 10 um), one would require a much higher numerical aperture objective (over 0.3),
which would then sacrifice lateral range, and would require placing the sample very close to
the imaging optics. Moreover, due to its interferometric principle, OCT is more sensitive than
confocal microscopy, as the weak signal from the sample is multiplied with a stronger
reference wave to enable interference. This enhanced sensitivity reflects in deeper penetration

into the document.

Inherently a non-destructive imaging method, OCT can preserve evidence which may be
useful for a criminal investigation, or, on the other hand, prevent destruction of legitimate
documents which may have been previously flagged as suspected forgeries. Our review of
the literature has identified some application of OCT to target forensic science problems we
feel these are inconsiderable when compared against the great, yet underutilised potential of
the interferometric imaging technique of OCT in a range of forensic applications. Taking into
consideration some of the published reports on latent fingermark detection with OCT imaging

[24—27], we conjecture it should be possible to virtually “lift” fingerprints that may have been
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left behind in the laminates of forged documents, without physically destroying the evidence

in question.

OCT can also be integrated with other imaging modalities, such as fluorescence imaging [37],
or photo-acoustic imaging [38,39], the spectroscopic variant of the latter allowing for the

detection of specific chemical profiles.

Depth penetration into laminates of up to 0.5 mm is demonstrated in this study. Achieving
longer imaging depths will depend on several factors: (i) the sample being imaged, as if the
scattering coefficient is too high, or the sample is too absorbing, not enough light will reach
the deeper layers (creating the shadowing artefacts visible in some of the results in Section
3); (ii) the wavelength of the light used, as longer wavelengths (into the mid-infrared, above
1.5 ym) tend to be scattered less, and therefore light will penetrate further into the structure.
OCT systems in the mid-IR region have been reported [40—42]; due to a combination of
reduced imaging applications at these wavelengths (increased water absorption for
wavelengths > 1.3 pm render these systems unsuitable for any biomedical imaging
applications) and technical limitations in terms of photo-detection hardware, they are not as

widespread and developed as their shorter wavelength counterparts.

Newer electronic (e-)passports introduce an additional and perhaps less easily imitated
security feature, in the form of embedded mini-controller RFID chips which store more
personal data than that listed in the biographical page, along with other secure details. Beyond
e-passports, the UK biometric residence permit (BRP), issued by the Home Office to non-EU
nationals, also share several security features with electronic passport — namely
polycarbonate body and the mini-controller which securely stores ID data; this type of
identification card is expected to be rolled out to all European Union citizens across the EU-
27 by mid-2021 [43]. Unlike passports, these identity documents are often opaque and
perhaps not ideally suited to traditional optical methods of identification. In this sense, mid-IR
OCT systems may be useful to locate and characterise embedded mini controllers, as
demonstrated by Israelsen et al. [40], where a contactless debit card chip was imaged non-

destructively at an imaging wavelength of 4 um.

It is important to note that all distance measurements in the axial direction are done in respect
to a reference path, which has been implemented in air, with a refractive index of 1. Since the
materials composing the multi-layered identification documents under study tend to have
refractive indices larger than 1, to obtain the “real” physical distances, one will need to know
the refractive indices of the materials, or determine them via an alternate method, such as
refractometry. While this may seem to be a very significant limitation of the technique, it

effectively provides an additional layer of security, as only the document manufacturer can

17



supply the exact information concerning the materials employed in the construction of the

document, which includes the refractive indices of the materials.

The typically small lateral scan area (up to 12x12 mm? with the system presented here, but
requiring more time when covering larger areas due to more pixels being needed) presents a
limitation in the use of OCT imaging systems on typically large documents (up to 100x50 mm?
for a biographical passport page). Yet, documents tend to present specific security markings
in very distinct locations, which will be known to a trained investigator. One could address this
issue by combining an OCT system with a wide field-of-view, multi-wavelength imaging device,
one example being a video spectral comparator, with the resulting device providing
correspondence between a wide field-of-view, colour image of the entire document provided
by the video scan comparator and local, small field of view, depth-resolved volumes provided

by the OCT scan head, targeting the security markings.

In terms of equipment cost, OCT imaging systems can range from $10k [44] to upwards of
$50k, depending on the detection scheme, imaging speed and range, and scanning protocol,
meaning that these systems are most suited for back-of-the-house forensic laboratories, and
not necessarily for front-line use (in line with the typical use case of devices similar to, and
including, the Foster and Freeman VSC). The VSC (and other surface-based complex imaging
technologies) may be supported by the interferometric capabilities of OCT to investigate
details which are below the surface of the document. Scanner-less systems are possible,

such as those used in full-field OCT [45], where a 2-D camera is used as the detector.

The cost can be diminished even further if no scanning is needed, if the system in Figure 1
has its sample imaging system removed, and a fixed-direction, focused beam is directed to
the sample, one would still retrieve a depth profile of the document under study, which may

be sufficient to gauge whether the different layers have been tampered with.

In conclusion, manufacturers and issuing authorities are constantly playing catch-up from
criminals involved in forgery of documents. We believe that the technology presented in this
study can be used by multiple stakeholders in the field, namely the forensic scientists working
to validate suspected forged documents in back-of-the-house laboratories, and the document

manufacturers, having access to a non-destructive manner of quality control.

Effectively, a partnership between these stakeholders could culminate in the design of specific
security features which can only be validated by means of the overarching principle of OCT
imaging, low-coherence interferometry, with only relatively simple and low-cost technology

necessary to check such features.
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Highlights

Need to distinguish legitimate from counterfeit documents.

High-throughput, sensitive, high-resolution imaging methods required.

Modern documents present sub-surface security features.

Optical coherence tomography (OCT) allows sub-surface, non-destructive imaging.
OCT was used here to image security features embedded in questioned documents.
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