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a b s t r a c t

Digital forensic practitioners are increasingly facing examinations which are both complex in nature and
structure. Throughout this process, during the examination and analysis phases, the practitioner is
constantly drawing logical inferences which will be reflected in the reporting of results. Therefore, it is
important to expose how all the elements of an investigation fit together to allow review and scrutiny,
and to support associated parties to understand the components within it. This paper proposes the use of
‘Structured Argumentation’ as a valuable and flexible ingredient of the practitioners' thinking toolbox. It
explores this approach using three case examples which allow discussion of the benefits and application
of structured argumentation to real world contexts. We argue that, despite requiring a short learning
curve, structured argumentation is a practical method which promotes accessibility of findings facili-
tating communication between technical and legal parties, peer review, logical reconstruction, jury
interpretation, and error detection.
© 2020 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND

license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

Forensic investigators are frequently required to gather large
amounts of data from a diversity of seized devices, online forums
and/or cloud storage for the investigation of criminal cases. This
exponentially growing volume, increasing variety and complexity
of data to be analysed, known as a “big data problem” (Noel and
Peterson, 2014), imposes numerous challenges to investigators
(Quick and Choo, 2014). This data typically contains numerous
pieces of evidence of different types collected using a variety of
individual forensic tools and techniques such as hard drive evi-
dence, mobile device evidence, social media evidence, physical
evidence, and evidence from interviews. Tools provide recon-
struction capabilities limited to their specific domain, e.g., timeline
analysis of files metadata, or relational analysis of who communi-
cated with whom. It is left to the human investigator to reason
about how evidence of different types are logically connected and
how they fit together in the case's “big picture” to be able to pro-
duce a summary narrative of findings and of conclusions. However,
Franqueira), g.horsman@tees.
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humans' ability to make sense of a large volume of evidence is
restricted, and unlikely to keep pace with trends of increasing data
volume for single cases (Quick and Choo, 2014), not only impacting
on forensics practitioners but also on the ability of other stake-
holders to logically understand and process findings. Therefore,
there is a need for methods and tools to better equip digital forensic
investigators with logical analytical capabilities.

Alongside the above mentioned phenomenon, there has been a
push both in the domain of Forensic Science and of Digital Forensics
(DF) to increase rigor, standardization and transparency in practices
and reporting (see for example the Codes of Conduct documenta-
tion set by the Forensic Science Regulator in the UK (Forensic
Science Regulato, 2014)). Such a move is seen as a way of
improving the reliability of results produced from any given
forensic examination (Casey, 2018). Given the reliance placed upon
forensic evidence in many criminal cases, methods which ensure
both the robustness of this work and the ease in which it can be
interpreted must be seen as beneficial. The European Network of
Forensic Science Institutes (ENFSI) published, in 2015, guidelines
for evaluative reporting in forensic science aiming to ensure “that
the reports capture both the value and the limitations of the find-
ings expressed in a manner understandable to awide range of users
including the Police, lawyers and juries” [5, Page 3]. Aligned with
this initiative, the Royal Statistical Society (RSS) published a series
under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/
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Fig. 1. The layout of an argument (adapted from Toulmin [16, Page 104]).

1 Toulmin (1958) calls this element “Data”. To avoid confusion, we adopt the
terminology used by Haley et al. (2008).
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of 4 guidelines related to communication and interpretation of
statistical evidence (Royal Statistical Society, 2019). The guide
number 3 aims at enriching the “thinking toolbox” of forensic
practitioners presenting two graphical methods for inferential
reasoning (Roberts and Aitken, 2014) (refer to Section 2). The DF
community is arguably at a cross roads in relation to how it pro-
ceeds in the reporting of case data. Despite calls to move towards a
more forensic science-orientated model for results reporting in
terms of providing a “quantifier” in relation to the evidential weight
of any given results and methods for offering the concise and ac-
curate description of case-based events, in reality this is a difficult
task to achieve (Kwan and Lai, 2008; Council, 2009). The nature of
digital evidence means that, in many cases, whilst factual content
can be established, there are often areas of uncertainty in regards to
the digital actions of an user which are in some cases difficult to
quantify (Nordgaard and Rasmusson, 2012). As a result it remains
important that DF practitioners understand where any areas of
concern may exist within the results of their case and that they are
able to structure the elements which their investigation comprises
of, in a way which allows them and other parties related to a given
case to be able to understand all of the components within it, and
how these have been addressed within the examination.

1.1. Problem statement

Digital forensics examinations are complex in nature and
structure. Often, multiple elements are collected, examined and
interpreted by the practitioner where these results are brought
together to address an investigation hypothesis. Dependant on the
number of evidential elements of any case, it can become difficult to
logically organise all key facts of a given case to allow full, trans-
parent scrutiny and evaluation of the investigatory process both by
the practitioner themselves, peers who may undertake review of
the work, and those involved with the wider investigation of the
case (such as law enforcement, legal professionals, defence council,
and jury) (Horsman, 2019).

1.2. Contribution of the paper

The contribution of this paper is threefold. (1) It proposes the
use of Toulmin's structured layout for arguments as a practical
mechanism for logical reconstruction, where inferences between
digital and/or non-digital evidence can be exposed and refined for
forensic argumentation. (2) It illustrates Toulmin's model using
three case examples that permit exploring its applicability in real
world contexts, motivating discussion about potential benefits and
limitations. (3) The examples also show the flexibility of structured
argumentation for use at different levels of abstraction and for
different purposes e e.g., to help support case conclusions and
summaries in a readable and accessible way, to help with hypoth-
eses elaboration and falsification, and to focus further investigative
work.

2. Inferential reasoning for forensic proof

“Forensic scientists are constantly drawing inferences at all
stages of their work” [7, Page 23]. For example, they are the basis to
link evidence to proof, determine new hypotheses, decide on next
course of actions and draw conclusions.

There are different types of logical inferences which, collec-
tively, represent a “thinking toolbox” (Paul Roberts and Jackson,
2015). They are: deduction, induction and abduction.

Deduction is helpful to reach (i.e., deduce) a conclusion
anchored on premises known (or widely accepted) to be true. A key
aspect of deduction is that a conclusion invariably follows if the
premises are sound. This means that, even when new premises
emerge or additional premises are added to the pool of premises,
the same conclusion must necessarily hold with certainty (Paul
Roberts and Jackson, 2015). This form of logic only occasionally
happens in forensic practice and in combinationwith other types of
reasoning. For instance, premises resulting from mathematical
theorems may allow a specific conclusion to always be drawn e

such inferences are considered as “logically robust” [7, Page 42].
Induction is the mostly used type of inference in forensics

practice [7, Page 43]. It allows reasoning under uncertainty and
reaching conclusions which are probabilistic (under a certain de-
gree of confidence), defensible (if new evidence or information
emerges), and ampliative (establishing generalisable new knowl-
edge or theories based on case specific knowledge (Pollitt et al.,
2018)). Therefore, conclusions are never 100% doubt-free. A base-
line must be set to determine the level of uncertainty considered
acceptable. For instance, under civil law, the baseline of acceptance
required by the standard of proof is expressed as “under the bal-
ance of probabilities” (i.e., more likely than not (Roberts and Aitken,
2014)) while, under criminal law, the baseline of acceptance is
much higher and expressed as “beyond reasonable doubt”.

Abduction is a variant of induction, and yet another type of
inference useful for forensics practitioners. It allows the formation
of hypotheses and their validation by questioning “how” or “what
if”, a practice known as falsification [14, Page 54].

Blending all the above types of reasoning, there are also what is
called common-sense inferences (Roberts and Aitken, 2014). They
often remain implicit, unexpressed, and take the format of gener-
alisations, presumptions, assumptions, story filling-gaps, or beliefs
(Twining, 2006). These are “rarely subjected to systematic critical
examination” [12, Page 540].

The next section elaborates on a structure useful for inferential
reasoning of these different types, including common-sense
inferences.
3. Toulmin’ structured argumentation

Stephen Toulmin (1958) proposed a layout for arguments which
exposes the logical process behind them, and allows reasoning
about their validity. The layout is composed of 6 elements, as
illustrated in Fig. 1.

A claim (C) is what is under evaluation, i.e., is what onewants to
establish as true or false. It can be, e.g., a conclusion, a decision, an
expert opinion, a hypothesis, or a case statement.

A ground1 (G) can be an evidence collected, a fact, a piece of
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information, data produced, a scientific finding, a legal precedent or
an observation which gives support to a claim. A claim not sup-
ported by one or more grounds does not constitute an argument
[16, Page 106].

Awarrant (W) is an inferential leap which connects a ground to
a claim, i.e., it is a bridge-statement. Such connection can be of
different types, e.g., a cause/effect relationship, an empirical
generalisation, an interview statement, and any form of “common
sense” glue statement regarded as true, as discussed in Section 2.

A backing (B) adds credibility or authority to a warrant. It may
be, e.g., laws, statistics, test results, regulations, standards and
accepted best practices.

A quantifier provides a degree of certainty or confidence
attached to a claim without considering rebuttals. It can be
expressed in terms of qualitative measurements (like “probably”,
“frequently”, “sometimes”, “usually”) or in terms of quantitative
measurements (like probabilities).

A rebuttal is a counter-argument which diminishes confidence
in a claim, therefore, affecting the initial quantifier (i.e., the confi-
dence) attached to that claim. It can take the form of an exception, a
reservation, a new fact, additional evidence and novel information.
It is, by its very nature, an argument which can be either detailed
using elements of an argument layout (Fig. 1) or summarized in the
format of a statement. A rebuttal can “attack” a ground, a warrant
and, occasionally, a backing.

The layout of an argument by Toulmin is rather static, and has
been adapted by Newman et al. (Newman and Marshall, 1991) to
incorporate recursiveness. This concept enables the notion of
“threads of argument” or “dialog” where counter-arguments (i.e.,
rebuttals) can be attacked recursively as well, therefore, restoring
(to a certain extent) the confidence on the original claim.

Toulmin recognised arguments of the type G/W/C or G/
B/C [16, Page 124]. In practical argumentation applied to
Computing (e.g. (Kelly, 1998; Huhn and Zechner, 2010;
Burgemeestre et al., 2010; Cyra and G�orski, 2007; Potts and Bruns,
1988; Graydon and Knight, 2008; Goodenough et al., 2013; Haley
et al., 2008; Franqueira et al., 2011),), these 6 elements have been
used as building blocks with flexibility. For instance, arguments
may be abstracted from quantifiers (as we consider in this paper), a
claim may be supported by several grounds, and not every single
ground may be linked to the claim through a warrant or backing.
Such flexibility supports well the “thinking toolbox”, allowing
representation of the different types of inferences discussed in
Section 2.

3.1. Related work

Structured argumentation has been applied to different pur-
poses where the common goal was to expose knowledge and as-
sumptions, which led to a conclusion, to systematic critical scrutiny.
This practice helps to build confidence on a target audience that the
conclusion reached is justifiably true. For example, it has been
applied to build safety cases (Kelly, 1998) and dependability cases
(Huhn and Zechner, 2010), to demonstrate compliance to laws and
regulations (Burgemeestre et al., 2010; Cyra and G�orski, 2007), to
trace and justify software design decisions (Potts and Bruns, 1988),
to establish confidence in software development (Graydon and
Knight, 2008; Goodenough et al., 2013), to show security re-
quirements satisfaction (Haley et al., 2008), and to expose threads
of risks/mitigations for risk assessment (Franqueira et al., 2011; Yu
et al., 2015).

In fields indirectly related to forensics, Toulmin's argumentation
has also been extensively used. For example, it has been applied to
help decision making aiming at transparent accountability in cases
of child protection (Duffy, 2011). It has been used as an instrument
for validation of claims about offenders' profile (Laurence Alison
et al., 2003); in this study, results indicated that 80% of the 4000
claims analysed were unsubstantiated and 31% were falsifiable. For
a survey of developments in argumentation, refer to Bench-Capon
and Dunne (2007).

In the field of Digital Forensics, Toulmin's argumentation
scheme has been scarcely applied. Boddington (2012) used it to
expose a claim in a child abuse imagery case, and validate it. The
validation considered admissibility of the evidence, plausibility of
the evidence and corroboration among evidence; these consisted
the basis for rebuttals. Pasquale et al. (2013) applied it in the
context of forensic readiness for incident response.

Analytical methods and models to validate digital evidence
based on other argumentation schemes, and to evaluate uncer-
tainty of forensic inferences have also been proposed in the liter-
ature. For instance, they have utilised Bayesian Networks (e.g.
(Biedermann and Vuille, 2016; Kwan and Lai, 2008),), Probability
Theory (e.g. (Overill et al., 2013),) and Complexity Theory (e.g.
(Overill and Silomon, 2011),). The Royal Statistical Society also
recommends the use of Bayesian Networks or the Wigmore Chart
Method to model inferential relations for forensic proof (Roberts
and Aitken, 2014). Those mathematical approaches can be used to
complement Toulmin's argumentation model as the quantifier
element (Fig. 1). The model, however, makes it much clearer with
regards to what exactly is under evaluation. Moreover, the fact that
Toulmin's arguments are “readable” is another benefit which
makes it suitable for all stakeholders and digital forensic practi-
tioners. In terms of visual representation of argument schemes,
Wigmore charting (i.e., modified Wigmorean analysis (MWA)
(Anderson, 2007)) produces a diagram accompanied by a legend-
like key list. Evidences of different types may be connected via
directed lines and a set of 8 symbols. For example, “vertical lines
indicate tends to support; horizontal lines indicate tends to negate
or weaken or tends to corroborate” [36, Page 101]. Roberts and
Aitken [7, Page 93] note that a number of related charts may end up
nested. Although MWA, likely the Toulmin scheme, exposes the
logical structure of inferences, unlike Toulmin's model, its
complexity and applicability for practical use for DF remains to be
established.

In comparison to developments and proposals in traditional
forensic science evidence evaluation techniques (see (Iyer and
Lund, 2017; Berger and Slooten, 2016)), the DF community has
yet to see significant in-roads in the creation and acceptance of
methods for determining uncertainty in any given digital evidence.
Whilst as noted above, some approaches have been proposed, there
are arguably none which are widely adopted.

The next section illustrates Toulmin's scheme for practical
argumentation using three example cases.

4. Case studies

In order to illustrate the benefits of structured argumentation,
the following three examples are offered.

4.1. Case 1

Case one is an advanced-fee fraud case judged around 5 years
ago. The report of the case has been made available to one of the
authors by law enforcement at the time.

The case involved a gang of criminals which operated for at least
6 years. Its participants were based in several countries, but tar-
geted elderly people in the UK and the USA. The investigationwas a
big operation led by UK agencies where the defendant, leader of the
gang (hereinafter called suspect ‘X’), resided andwas arrested from.
The investigation involved hundreds of interviews with victims, a



Fig. 2. Claims for case 1 e an advanced-fee fraud case.

2 https://www.gazettelive.co.uk/news/teesside-news/murder-accused-mitesh-
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number of search and seize operations, and a high volume of
money transactions. Several mobile phones, loose SIM cards, lap-
tops, USB sticks, and a bulk of paperwork containing PII (personal
identifiable information) and material related to fraud were
collected from the suspect's address at the time of arrest.

This case was selected to illustrate structured argumentation
applied to a large case. The initial allegation which triggered the
arrest of suspect ‘X’ was another type of crime; only during the
investigation, digital forensic examiners realised that they faced an
advanced-fee fraud case. Fig. 2 shows several claims which are
typical for this type of crime. They are the basis for a logical
reconstruction and validation of evidence.

Fig. 3 provides a refinement of Claim 2. It starts with the fact
(captured in Ground 1) that suspect ‘X’ had in his possession, at
time of arrest, a number of mobile phones (n mobiles) and a
number of loose SIM cards (m cards). There is another fact based on
evidence collected, and captured in Ground 2: all the seized mo-
biles and SIM cards were linked as well since they had contact
entries matching each other.

There are three warrants (Warrant 1, 2 and 3) which link the
claim to Ground 1, i.e., they link victims to the seized mobiles and
SIM cards. These are evidence which show information on the
devices related to known victims, and Western Union (WU) refer-
ence numbers recovered from these devices associated with known
victims and money transferred by them (according to paperwork
handed over by known victims to the Police). Warrant 2 is sup-
ported by statistics (Backing 1) showing that WU and Money Gram
are preferred method by criminals for fraudulent activities. This is
the case because money can be transferred without any association
with a bank account, therefore, transactions leave no trail apart
from their reference numbers (MTCN (Money Transfer Control
Number) in case of WU transfers). Therefore, the main argument
for claim 2 is contained within an outer box with the claim,
grounds, warrants and backing.

Fig. 3 also shows Rebuttal 1 as a counter-argument expelled out
by suspect ‘X’ in interview after arrest. The suspect affirmed that he
owned only one of themobile phones seized and received it as a gift
one year before (therefore, implying having no connectionwith the
other devices and SIM cards seized). However, Rebuttal 2 brings
forward the (counter-) counter-argument that all of the phones and
SIM cards contained evidence linking suspect ‘X’ with family
members prior to one year before being seized. Rebuttal 3 links all
phones and SIM cards based on the uncovered fact that they
contained photos with associated gang agents. These rebuttals are
backed by testing which showed no signs of photo tampering and
of them been downloaded. Rebuttal 4 adds another counter-
argument to Rebuttal 1 e suspect ‘X’, at the time of arrest, when
search and seize were taking place, confirmed ownership of the
seized phones and SIM cards. Therefore, rebuttals 2e4 restore
confidence in the initial argument (i.e., Claim 2).

The first case highlights the ability of using structured argu-
mentation for logical reconstruction of a large case, well beyond the
role fulfilled by case management tools. It allows the breakdown of
the case into a set of claims and the organisation of evidence of
different types, acquired at various points in time during the
investigation, in a logical but still readable way. The rebuttals are
not spelled out in full arguments here; they are summarised in
statements although one is supported by a backing. Nevertheless,
together, Rebuttals 2e4 might be enough to counter Rebuttal 1, and
restore confidence on the initial claim.

4.2. Case 2

Case two (set out in Fig. 4) provides the structured argumen-
tation based on the facts of the Mitesh Patel investigation reported
via the media.2 To stress, some additional details of this case have
been assumed or added via creative licence in order to demonstrate
the application of structured argumentation. This case was chosen
given it provides a vehicle for discussion when a mix of digital
evidence types are present within an investigation, where all are
crucial to determining the activities of a suspect and each supple-
ment the overarching investigation.

Fig. 4 commences with the defining of a primary Claim, that
suspect ‘X’ murdered victim ‘Y’, where through an examination of
available sources of digital evidence, this claim may be capable of
being addressed. There are three supporting facts which underpin
this investigation, notably that ‘Y’ is dead, ‘Y's’ body was located at
their jointly owned dwelling and that both ‘X’ and ‘Y’were married.
Such facts exposes their underpinning relationship and are
confirmed via the course of available documented records and
Police interviews. From the outset it is warranted that ‘X’was in the
dwelling at the point in which ‘Y’ was still alive on the day of the
incident. At this stage, a suspect rebuttal is faced whereby ‘X’
patel-cheated-15409286https://www.bbc.co.uk/news/uk-england-tees-46348189.

https://www.gazettelive.co.uk/news/teesside-news/murder-accused-mitesh-patel-cheated-15409286
https://www.gazettelive.co.uk/news/teesside-news/murder-accused-mitesh-patel-cheated-15409286
https://www.bbc.co.uk/news/uk-england-tees-46348189


Fig. 4. Structured argumentation applied to case 2.

Fig. 3. Refinement of claim 2 for case 1.
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affirms to have been out of the dwelling at the time of ‘Y's’ death,
came home to find ‘Y’ dead and went outside the dwelling to
contact the Police. This initial argument (contained in an outer box)
provides the underpinning structure from which subsequent
investigatory processes are both based, and which they must
address. Any rebuttal raised is a question towards the validity of any
assumed facts of the case which legal processes may seek to rely
upon. As a result, rebuttals must be addressed both in terms of
counter-argument or by acknowledging the potential validity of the
original rebuttal itself.

An unacknowledged rebuttal provides a potential threat to the
reliability of any set of results/hypotheses derived from the inves-
tigation. As demonstrated here, Rebuttal 1 is countered via the use
of CCTV evidence. Facts regarding the implementation of CCTV are
established in order to dispute ‘X's’ rebuttal regarding their actions.
Backing in the form of testing and validation procedures should be
offered to provide support for warrants (whenever possible),
increasing their evidential weight. As part of the course for all in-
vestigations, multiple rebuttals may be raised, each in need of being
addressed. In turn, multiple counter-arguments may exist to
address a single rebuttal.

Case 2 highlights two further challenges faced by the practi-
tioner when describing their evidence. If we consider Rebuttals 2, 3
and 4, each are addressed with Backings 1e4. Yet, arguments could
be made to neither ‘out-weigh’ the other in terms of argumenta-
tion. Cases for either can be made, despite arguably that robust
testing should overcome arguments of data inaccuracy. Neverthe-
less, a possibility of the Rebuttal's truth still remains, regardless of
its strength. Herein lies the need for a “quantifier”; a measure of
certainty. As previously stated (in Sections 1 and 3.1), this
measurement is currently one of the key research problems for the
field of DF to date, one which is arguably still to be addressed.

The second challenge relates to Rebuttal 5, a valid rebuttal
without refute backed by scientific evidence. Rebuttal 5 is arguably
controversial, where counter claims are capable of being made in
various forms. Yet, the point which is being made is valid, there is
no way to confirm that the health data presented represents an act
of murder. This is a matter of subjective interpretation, supported
by all the presented facts of the case.



Fig. 5. Structured argumentation applied to case 3 (adapted from (Casey, 2018)).
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4.3. Case 3

Case three is adapted from Casey's presentation in (Casey, 2018).
Fig. 5 provides a breakdown of a fictitious sexual assault scenario as
introduced by Casey involving the discovery of a picture on a sus-
pects phone of a victimwho they have allegedly sexually assaulted.
This case demonstrates the development of a primary argument,
followed with the raising of eight rebuttals.

The founding claim lies with an alleged sexual assault
committed by suspect ‘X’ against victim ‘Y’. The grounds of this
claim lie with the discovering of a deleted image file (photo p)
recovered from phone n and that ‘X’ owns ’n’. Warrants (which link
the claim to Grounds 1 and 2) include both the contents of p
showing ‘Y’ and that metadata suggests p was taken on n, at an
appropriate time and date. Both warrants are supported through
Backings 1 and 2. This initial argument is based on accepted testing
and interpretation of EXIF data retained within.jpg pictures (of
which p is a type).

Rebuttal 1 questions the procedural elements of the in-
vestigations which can be counter-rebutted in Rebuttal 2 providing
correct device handling, seizure and processing has occurred.
Rebuttal 3 focuses on the content of p. A counter-argument for
Rebuttal 3 is elaborated as a full argument where Ground 3 is based
on the evidence that ‘Y’ acknowledged their presence in the photo.
Warrant 4 accompanying forensic analysis (Backing 3) confirms the
authenticity of the photo and ‘Y's’ presence.

Rebuttals 4 and 5, are also counter-arguments for the original
claim, and provide a challenge to the practitioner given p was
recovered from unallocated space where associated file system
metadata is no longer available. Rebuttals 4 and 5 are viable and
difficult to factually refute, albeit PRNU data is offered in Rebuttal 6.

Finally, Rebuttal 7 (also counter-argument for the original claim)
involves consent. For some activities, consent is not a defence,
however it is assumed for the purpose of this hypothetical case that
it could be. Here, surrounding circumstances of the case can sup-
port a refute of this, including those noted in Ground 4 andWarrant
5 e evidence of ‘X’ and ‘Y's’ surrounding interactions and
relationship.

This case highlights several arguments “attacking” the original
argument, included in the outer box with the claim. The argu-
mentation here uses some simple statement-like rebuttals but also
some full counter-arguments with ground, warrant and sometimes
backing as well. It documents, and tries to anticipate defense
counter-arguments, and exposes how the evidence logically
follows.

5. Discussion

This section elaborates on perceived benefits and limitations of
structured argumentation applied to digital forensics practice (Sec-
tions 5.1 and 5.2). It is worth noting, as already mentioned in Sec-
tion 3, that this paper abstracts from the element “quantifier” of an
argument.

5.1. Potential benefits of structured argumentation

Following the proposals made in this work for the use of
structured argumentation as a means of displaying the results of a
digital investigation, the following assumed benefits of this method
are offered.

5.1.1. Decipher-ability
One of the challenges surrounding cases involving digital evi-

dence types is the presentation of often complex and diverse forms
of information. Presenting the importance and value of evidential
content along with how such information fits within the overall
investigation scenario is a goal for the practitioner, but also a
difficult task. Using structured argumentation, it is argued that case
information can be represented in both a readable and accessible
way. This is important as case information is not only in need of
interpretation by the DF practitioner but also by legal and law
enforcement entities who require investigative findings to be pre-
sented in amannerwhich is digestible to thosewho do not have the
same level of forensic knowledge as the investigating practitioner.
It is proposed that structured argumentation as a technique can
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offer support.
5.1.2. Logical reconstruction
Structured argumentation is designed to support the logical

representation of a scenario. A structured argumentation repre-
sentation of a case offers a clear understanding of what a practi-
tioner has done, why any process work has been done and the
meaning of this workwithin the greater context of a given scenario.
Those viewing such a representation of a case are in a position to
see the justification for all investigatory processes undertaken by a
practitioner and how they have dealt with rebuttals and counter-
arguments to warrants made. In this way, this proposal also offers
another approach to reconstruction, one of “logical reconstruction”
rather than temporal, relational or functional (Casey, 2011).
5.1.3. Peer review
A structured argumentation approach facilitates peer review at

both technical level and legal level. In doing so, the gap between the
legal and forensics/technical disciplines is bridgedwhere both sides
are able to understand, input to, and critically evaluate the work
that has been undertaken. As a result, structured argumentation
could also be viewed as a tool for quality management, by allowing
increased accessibility to investigatory procedures for the purposes
of review.
5.1.4. Jury interpretation
Structured argumentation may also support juries in their

interpretation of evidence, allowing them to identify where there is
a strong argument and weak areas which may be counter-able. As
noted above, this method of case presentation arguably provides a
more accessible way into the intricacies of criminal investigation
processes.
5.1.5. Error detection
If we consider that structured representations allow the greater

ability to peer review by all those entities involved in an investi-
gation, by this very nature there is an increased ability to detect
case errors. Any method which increases the transparent scrutiny
of both investigation processes and results will arguably provide for
a more robust evaluation of findings and a greater chance of
detecting any apparent weaknesses in the work undertaken.
5.1.6. Flexibility
The last benefit worth mentioning is the flexibility provided by

structured argumentation applied to DF. The case examples dis-
cussed in Section 4 show such flexibility to a certain extent. In case
1, it has been used as a mechanism for logical reconstruction for a
number of claims as manageable building blocks for the forensic
specialist to summarise and support transparent conclusions to be
considered by the Court. In cases 2 and 3, it has been used for hy-
pothesis elaboration driving, e.g., focus of further investigative
work, preemptively considering likely arguments from the defence
council or vice-versa. Furthermore, different purposes may use
structured argumentation at different levels of abstraction. On the
one hand, it may be used during the process of investigation as a
working tool to help the forensic specialist to understand how
recovered digital evidence fit together at atomic level, or to help
preparing for challenging interviews with suspects where details
are paramount. On the other hand, it may be used after the process
of investigation as a tool to help document the results of the
investigation at a higher level of abstraction suitable for discussion
and appreciation by other stakeholders.
5.2. Potential limitations of structured argumentation

This section discusses three potential limitations of the struc-
tured argumentation proposed: quality, risk, and overhead.

5.2.1. Quality of argumentation
Quality is one aspect often discussed in the literature in regards

to Toulmin's structured argumentation are convincingness,
soundness, and completeness.

Convincingness relates to whether the argumentation is
compelling enough to assure an intended audience that the
conclusion reached is reasonable (Haley et al., 2008).

Soundness relates to whether the argumentation fulfills the
argumentation schema and whether it is based on “true premises”
(Graydon and Knight, 2008).

Completeness relates to whether nothing has been omitted that
could lead to a different outcome about a claim (Shum and
Hammond, 1994).

A known problem in argumentation is the subjectivity involved
in identifying arguments and counter-arguments (affecting
soundness), and the difficulty in determining completeness. Pro-
posals to reduce these problems have relied upon the help of (1)
pre-defined critical questions (Walton, 1996), (2) what-if scenarios
(Baroni et al., 2009), (3) expert assurance checks (Graydon and
Knight, 2008), (4) guidelines (Lipson and Weinstock, 2019) and
(5) how/why questions (Haley et al., 2008). Although we can
certainly adapt some of these approaches (e.g. (3) and (4)), attri-
butesmore tailored to the domain of digital forensics investigations
should be considered.

Boddington (2012) proposed the following attributes to validate
argumentation in digital forensics: admissibility, plausibility and
corroboration. Both former attributes relate to whether the evi-
dence used in arguments were obtained lawfully, are relevant to
the case, are accurate, consistent or unambiguous (often captured
bymeans of backings), while the latter attribute prompts for checks
about linkage among evidence (captured in grounds, warrants,
backings and rebuttals in relation to a claim) and consistency along
the argumentation threads.

5.2.2. Risks involved in or exposed by argumentation
One risk practitioners may face is to be trapped into the dangers

of exploring every single theoretical possibility in terms of argu-
ment and counter-argument and their refinement with too much
detail. This approach would lead to the phenomenon of “combi-
natorial explosion” (Shum and Hammond, 1994). This means that a
certain level of imagination and creativity [7, Page 46], together
with experience in using the argumentation scheme, is required to
set the correct level of granularity.

Another risk, not really involved in argumentation but exposed
by argumentation, is the possibility of unacknowledged rebuttals.
In such circumstances, either the investigators may be required to
check if any further examination could be done, or they might raise
an informed discussion with the Crown Prosecution Service (CPS)
regarding when, and when not, to proceed with a prosecution
attempt. What is important, however, is to avoid results identified
in the study reported by Alison et al. (Laurence Alison et al., 2003)
regarding offenders profile where 80% of the 4000 claims analysed
were unsubstantiated and 31% were falsifiable.

5.2.3. Overhead of argumentation
Structured argumentation may be seen as an overhead if ben-

efits are not recognised as outweighing drawbacks, i.e., without
buy-in from digital forensics practitioners. Undoubtedly, there is a
learning curve involved to understand the basic rules and to gain
practice with the approach proposed. However, since the approach
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does not require any specialised background (theoretical or math-
ematical) and draws from inferences that forensic practitioners
already make subconsciously during their work, a short training
should suffice.

Structured argumentation may also be viewed as time
consuming (in the already stressed environment of forensic labo-
ratories) and effort draining. It can, however, become a very prac-
tical tool to support practitioners all the way through their
investigations embedded in case management.

6. Conclusion

This paper proposed the use of structured argumentation based
on Toulmin's argument layout with 6 elements (5 were used in this
paper) for digital forensics practice. It illustrated the approach with
three examples based on real cases or on the literature. Despite the
need for further empirical evaluation, the method indicated several
relevant benefits aligned with the push for a more science-oriented
model for digital forensics investigations, which is gaining mo-
mentum among the community.

Structured argumentation helps to organise knowledge logically
although preserving readability. Therefore, on the one hand, it
becomes a way to exercise “logical reconstruction” in contrast to
temporal, relational and functional types of reconstruction. On the
other hand, it uses a simple structure along with open text making
the approach accessible to all parties involved along a case (such as
juries and Crown Prosecution Service), helping to bridge the
communication gap between technical and legal parties. Another
potential benefit relates to a gain in transparency and account-
ability derived from the fact that structured argumentation exposes
knowledge thus facilitating peer review and error detection. By
making the logical connections among evidence of different types
clearly laid out, it is possible to find inconsistencies, unsupported
arguments or counter-arguments, informing decisions and further
investigative work.

We plan to develop further the argument element we abstracted
from in this paper, namely “quantifier”, and work on the aspect of
validation of arguments. The quantification of evidence in terms of
weight/reliability is a much debated area, which requires careful
evaluation and development due to its potential impact on the
delivery and presentation of digital evidence. Future developments
will focus on evaluating the concept of a quantifier and how this
will function in practice.
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