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Abstract 

Risk-taking is a pivotal feature of entrepreneurship and business development. Poor management of 

business risk often leads to the loss of competitiveness with the consequence of business failure, and 

in contrast, it improves business sustainability when risks are managed effectively. In this editorial, 

we present an overview of the literature on conventional business risks and new emerging risk with 

an attempt to clarify some key issues on the subject. This introduction depicts an illumination of the 

papers included in the special issue on ‘contemporary business risks’ and highlights several novel 

ideas, emerging trends and uncharted territories for future research. Keywords: business risks, 

business failure; global environment. 

 

Introduction  

In an increasingly interconnected world characterised by declining trade barriers and communication 

cost, and technological developments, risks increasingly transcend national borders precipitating 

business failures in some instances (see World Bank, 2013). By business risk, we are referring to 

threats posed to the focal business stemming from the political, economic, societal and technological 

environment of the firm (Souder & Bethay, 1993). These risks may stem from unexpected changes 

in government policies and actions by rival firms. The nature of risks may involve aspects related to 

politics, cross-cultural issues, currency as well as both commercial and supply disruption risks 

(Cavusgil, Knight and Riesenberger, 2012; World Bank, 2013).  

 

Over the course of this new century, a host of new and old threats including cyber-attacks, terrorism, 

food product safety in the developing world and cybercrimes have emerged or resurfaced, confronting 

businesses and triggering a quest for unique resources and expertise to respond. With an increasing 

reliance on information technology for most businesses, cyber risk presents a significant part of a 

company’s risk exposure. A single incident such as a technical glitch, human error or cyber-attack, 

often results in severe business interruption, loss of stock value and damage to company reputation. 

In 2017, an IT meltdown caused by human error led to travel chaos for 75,000 British Airway 

passengers (BBC 2017). In the same year, the National Health System (NHS) in the United Kingdom 

experienced an unprecedented level of disruption after a ‘ransomware’ cyber-attack, which also 
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affected many other organisations around the world including FedEx, Renault and Germany’s 

railways (O’dowd, 2017). 

 

Academics have argued for decades that the management of business risk is central to any 

organisation and it is the determinant of which organisations survive and grow and which decline and 

fail (Amit and Wernetfelt 1990). Poor management of business risk results in the loss of 

competitiveness with the consequence of business failure, and in contrast, it improves business 

sustainability when risk is properly managed and mitigated.  

The main purpose of this special issue is to provide space for scholars to showcase new ideas and 

concepts in a quest for better understanding of business risks and the consequential business effect. 

In this introductory piece, our main objective is to outline some main types of business risks including 

emerging risks (e.g., cyber-attacks and incidents, disruptive innovations and technologies, and supply 

chain disruptions), introduce the papers in this issue and set our directions for new streams of research. 

 

Contemporary Business Risks : an Overview 

According to the Royal Society (1992), risk is defined as ‘the probability that a particular adverse 

event occurs during a stated period of time, or results from a particular challenge’ (p. 2). For business, 

risk is regarded as the potential threats to, and unwanted impacts on, a firm’s operations, reputational 

capital, market share and profitability, as a consequence of operational and strategic decisions, and 

the exogenous responses of other actors to these decisions (Graetz and Franks 2016). In this 

constantly and rapidly changing global environment, the decisions and events taking place within or 

outside the organisation can lead to internal and external risks. Internally, different types of business 

risk can occur ranging from strategic, financial, operational, compliance to other risks (Everett and 

Watson, 1998; Shepherd et al. 2000; Deumes and Knechel 2008; Wang et al. 2010; Wang, Li, and 

Shi 2012). Externally, there is a growing trend for business cooperation with various stakeholders 

(Kanda and Deshmukh 2008; Chen, Wan, and Wang 2017; Chen, Wang and Chan 2017). As a result, 

the external market environment and complex supply network also brings uncertainties that 

significantly threaten normal business operations of individual firms. These internal and external risks 

are further exposed and magnified by an increasingly unpredictable economic, natural and political 

environment including changes in registration and regulation (e.g. protectionism and economic 

sanctions) and natural catastrophes (e.g. storm, flooding and earthquakes).  

 

Furthermore, the increased globalisation of the marketplace over the past few decades has generated 

a significant surge in the volume and variety of cross-broader transactions in goods, services and 

capital. Firms are therefore exposed to different types of risk when they actively extend their business 
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operations in the international markets. In the international business study literature, business risk is 

broadly classified into four categories: commercial, country, cross-cultural, and currency risks. Here, 

commercial risk refers to the potential loss from the market or the transaction with business partners 

caused by various factors such as weak partners (Child and Yan 2003), operational problems (Wang, 

Tiwari and Chen 2017), timing of entry (Gaba, Pan, and Ungson 2002), competitive intensity (Boso, 

Cadogan, and Story 2012) or poor execution of strategy (Fawcett et al. 2015). 

 

Country risk, defined as the probability of future events within a country that a given organisation’s 

operation could be adversely affected, has received major concern among the business community 

for decades (Fitzpatrick, 1983; Brown, Cavusgil, and Lord 2015; Stevens, Xie, and Peng 2016). It is 

widely acknowledged in the existing literature that country risk is the consequence of country-specific 

contextual factors including political, social and economic aspects (Cosset and Roy 1991; Oetzel et 

al. 2001; Brown, Cavusgil, and Lord 2015; Khoury, Junkunc, and Mingo 2015). Both qualitative (e.g. 

expert assessment) and/or quantitative (e.g. econometric and statistical modelling techniques) 

approaches have been applied to measure the probability and severity of adverse effect to business 

profits and assets, taking into account the complexity of the political, social and economic aspects of 

risk when investing in a country. 

 

Cross-cultural risk is another main type of business risk. Cultural differences between 

organisations/staff members, either at organisational or national level, may cause conflicts and affect 

performance if they are not managed correctly. Many previous studies show that cultural mismatch 

in communication, decision making styles and ethical practices are often among the key reasons 

contributing to the failure of business relationships (Rauch, Frese, and Sonnentag 2000; Meschi and 

Riccio 2008). Interestingly, in the context of international business, there are conflicting views among 

the existing studies about whether the national cultural difference between partners have a negative 

(Hennart & Zeng, 2002; Meschi and Riccio 2008), positive (Park & Ungson, 1997; Pothukuchi et al. 

2002) or significant impact on survival of relationships (Fey & Beamish, 2001). Therefore, cross-

cultural risk management makes a key significant difference between business success and failure.   

 

Currency risk, defined by Adler and Dumas (1984) as statistical interpretation of deviations of the 

actual purchasing power of foreign or home currency from its originally anticipated value on a given 

future date, has been studied extensively in the finance and international business literature (Collier 

et al. 1990; Miller 1992; Walker 2008). It is widely acknowledged that currency risk originated from 

the currency exchange market should not just be the interest of financial specialists because it often 

creates problems and opportunities for many businesses. No matter the scale of business or the 
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country base (e.g. multinational corporations and small firms), there will be some exposure to 

currency risk if the business incurs costs or earns revenue from other countries. Interestingly, opinions 

of whether currency risk should be fully, partially or not hedged are divided among the existing 

literature (Walker 2008).  

 

New emerging business risks 

Businesses are facing a host of new risks including cyber-attacks and incidents; the rapid speed of 

disruptive innovations and new technologies (e.g. artificial intelligence, robots and big data 

analytics); business interruption including supply chain disruption and vulnerability, and many 

others. This host of new risks requires businesses to re-think current tools and strategies that are 

deployed to monitor and manage risks. Cyber-attacks and incidents have emerged as a significant 

business risk as a constant threat of exploitable vulnerabilities of cyberspace which could cause 

significant reputational and economic damages. We have seen an increasing number of high-profile, 

high-cost security breaches in recent years. For instance, Yahoo was reported as discovering a major 

cyber‐attack, in which data from more than one billion user accounts were compromised in August 

2013, doubling the number of affected accounts of another major breach in 2014 and making it one 

of the largest cyber security breaches in history (Goel & Perlroth, 2016). Accompanying the growing 

treats of cyber-attacks is the rising cost of cyber-attacks and incidents. Facebook, the social network 

firm, could face a $1.63bn fine under the General Data Protection Regulation (GDPR) over its latest 

data breach which had impacted approximately 50 million accounts (Solon 2018). How to respond to 

cyber-attacks and manage risk has significant implications to most businesses. Amir, Levi and Livne 

(2018) found in their investigation that firms’ equity values declined by 0.33% on average if firms 

immediately disclosed the cyber-attack. The decline of equity values amplified if firms take longer to 

disclose the cyber-attack encountered and the magnitude is even more significant if the outside parties 

discovered it. Facing the treats of cyber-attack, despite having access to basic tools associated with 

technology risk management, for many small businesses, there is a lack of policies, procedures and 

training to secure their information resources (Beery and Berry 2018). 

 

Rapid technological advancement such as artificial intelligence, robots, 3D printing and big data 

analytics is transforming and disrupting firms across all industry sectors. While digitalisation and 

automation create new business opportunities, early adopters of these technologies have to bear 

substantial risk. For example, while the disruptive impacts of 3D printing on business model 

innovation and the supply chains have been extensively reported in the existing literature, there is 

also concern about how the technology increases competition (whether legal or illegal) from SMEs 

and individual entrepreneurs (Mohr and Khan 2015; Rayna and Striukova 2016). Airbnb, a new 
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business innovation, has grown exponentially in the last few years, with millions of room nights sold 

through the Internet platform across the world. The rise of Airbnb has attracted wide debate about its 

potential disruption to the traditional tourism accommodation sector as well as its rental legality issue 

and tax concerns (Guttentag 2015; Zervas, Proserpio, and Byers 2017). In addition, an increasing 

reliance on technology and automation also means that technical IT failure or human error can halt 

production or service which results in costly damages. For instance, TSB, whose botched IT upgrade 

in April 2018 led to one of UK’s worst banking outages, was hit by another technology glitch in 

September in the same year (Rumney 2018). 

 

Supply chain risks have been extensively studied over the past two decades, as demonstrated in some 

recent comprehensive reviews such as Ho et al. (2015) and Heckmann et al. (2015). Supply chain 

management scholars tend to focus on risks related to demand, supply and process uncertainty, and 

coordination between supply chain partners due to the interrelation and increasing complexity of 

modern supply chains (Tang and Tomlin 2008; Wang et al. 2012; Chan and Wang 2013). In recent 

years, supply chain disruption risks as a consequence of natural disasters, labour strikes and terrorism 

have attracted considerable attention from both practitioners and academics (Kleindorfer and Saad 

2005; Knemeyer et al. 2009; Scheibe and Blackhurst 2018). For instance, the 2011 earthquake and 

tsunami in Japan also severely disrupted global supply chains. In addition to the devastating human 

and environmental damage, the factories that manufacture semiconductor chips, automotive parts and 

other key components had to shut down or halt their productions in the earthquake/tsunami-affected 

region. There were knock-on effects in the domestic and global supply chains, particularly those 

related to aerospace, automotive, electronics, and semiconductor industries (Park et al. 2013). Taking 

the automotive industry as an example, Toyota incurred $72 million per day additional cost due to 

supply chain disruptions caused by the earthquake/tsunami disaster (Pettit et al. 2013), and in the 

same year, the automotive supply chains had another severe disruption because Japanese automotive 

companies with plants in Thailand were disrupted by catastrophic flooding (Chopra and Sodhi 2014). 

The vulnerability of supply chain disruption risks has been further exacerbated due to globalisation 

and the adoption of management practices (e.g., lean operation) in many business sectors including 

the automotive industry. Therefore, it is important to strike a balance between the operational 

efficiency and disruption risk for effective supply chain management (Kleindorfer and Saad 2005). 

 

Overview of papers in this issue 

Below, we provide a summary of the papers included in this issue. The first set of papers (Mamman 

et al. in this issue; You et al. in this issue; and Chen et al. in this issue) explore how country risk, 
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particularly political risk, stems from government actions (or inactions) or regulatory changes 

impacting on business. For instance, with reference to recent policy failures in the pharmaceutical 

industry, Chen et al. (in this issue) evaluated the price cap regulations through modelling the 

pharmaceutical supply chain firms’ decision behaviours and their economic and social performance 

under alternative regulatory settings. The research provided a novel approach for policy makers to 

foresee the policy impact on the regulated industry. As one of the papers on contemporary business 

issues, You et al. (in this issue) examined: 

‘the state of technological progress in Africa by applying an innovative two-step total factor 

productivity (TFP) analysis and found that three convergence clubs with TFP levels relative to South 

Africa, where only most developed African countries have been able to catch-up’ (p.1). 

 

 Furthermore, Mamman et al. (in this issue) presented an interesting discussion of how SME policy 

and environmental conditions shapes development and role of SMEs focusing on Africa. The authors 

shed some light on SME policy and potential contributory factors to SME success or failure. 

 

A number of papers (Min in this issue; Li et al. in this issue; and Russell et al. in this issue) focus on 

commercial risks. For instance, Min (in this issue) examined the mechanisms and timing of vicarious 

crises and their effects in terms of learning spill over through an analysis of the fatal events in the 

global airline industry from 1994 to 2012. The author found that ‘nonlocal alliance partner's crisis 

can prevent future crises for a focal firm without performance downfall’ (p.1). Li et al. (in this issue) 

investigated the dynamic capabilities of multinational companies (MNCs) operating in high-velocity 

industries in China using a qualitative multiple-case study. The research found that dynamic 

capabilities increase in complexity and frequency in this kind of market environment. Through a field 

study of the fast service restaurant market in New Zealand, Russell et al. (in this issue) examined 

consumers' continued relationships with a defunct brand and shed some light on some of the risk. 

 

Focusing on emerging risks such as disruptive innovations and technologies and supply chain 

vulnerability, several other papers (Gozman and Willcocks in this issue; Sheng and Lan in this issue; 

and Tse et al. in this issue) explored the relationship between these risks and business failure/success. 

In the view of disruptive innovation of cloud technologies, Gozman and Willcocks (in this issue) 

examined risks in relation to cloud adoption, and the associated regulations and penalties for non-

compliance. They emphasised the requirement for executives to innovate to manage compliance risk. 

In the business era in which the mass media plays a critical role, Sheng and Lan (in this issue) found, 

through an analysis of news coverage of Chinese underperforming listed firms over the period 2006–

2017, that ‘firms whose stocks are put under ‘special treatment’ status due to consecutive annual 

losses experience greater news volume and lower news sentiment relative to other firms in the quarter 
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in which the ‘delisting risk warning’ announcements are made’ (p.1). From the upstream supply chain 

quality risk perspective, Tse et al. (in this issue) found through an analysis of survey data from 209 

Chinese manufacturers that risk management practices, namely supplier development and proactive 

product recall, significantly contribute to firms’ quality and financial performances. 

 

Concluding Thoughts and Directions for Future Research  

There are several fruitful directions for future research regarding business risk. There are new sources 

of threats to businesses that can cascade into small business failures. These sources include cyber-

attacks against firms and resulting thefts of intellectual and key assets climaxing into failure (Dawson, 

2018); the opportunities/threats of technological breakthroughs (e.g., artificial intelligence and robot 

technologies) on various industry sectors (Howell, 2015); and media coverage (particularly new 

media such as social media platforms) of company issues and the resulting financial impacts (Kölbel, 

Busch, and Jancso, 2017; Sheng et al. 2017). These new sources of risks in triggering business failure 

also require additional attention. 

 

Decisions and events within or outside an organisation can all bring risks to business. The unintended 

consequences of these risks can negatively or positively impact businesses simultaneously. Therefore, 

it is important for managers to analyse trade-offs considering the contradicting negative and positive 

factors, rather than simply mitigating the risks (Shrader, Oviatt, and McDougall, 2000; Nooraie and 

Parast, 2016). Managers should be aware of the potential conflicts of interests and dilemmas that are 

often inherent in risk management decisions and actions. One future research avenue is to explore 

mechanisms and methods that enable an analysis of the trade-offs in a dynamic business environment.  

 

Furthermore, it is essential to highlight the important roles of both qualitative and quantitative 

approaches in risk management. Despite the critique of quantitative approaches to risk management 

in measuring the effects of risky business decisions or aggregating firms’ risk exposure, it is important 

to recognise the values of quantitative risk management models in triggering analytical and rigorous 

discussion among managers and stakeholders about the different types of risks encountered by firms 

(Tang and Musa, 2011). It is the combination of scientific rigor in surfacing and assessing risks and 

humanity in decision-making and resource allocation that enables managing and mitigating risk in an 

effective and efficient manner. One future research avenue is to explore mechanisms that support the 

integration of qualitative and quantitative approaches in risk management.  
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