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Résumé

Plusieurs outils ont été développé pour vérifier automatiquement les propriétés de sécurité sur des
protocoles cryptographiques. Jusqu’a maintenant, la plupart de ces outils permettent de vérifier
des propriétés de trace (ou propriétés d’accessibilité) tel que le secret simple ou 'authentification.
Néanmoins, plusieurs propriétés de sécurité ne peuvent pas étre exprimées en tant que propriétés
de trace, mais peuvent ’étre en tant que propriétés d’équivalence. L’anonymat, la non-tragabilité
ou le secret fort sont des exemples classiques de propriétés d’équivalence.

Typiquement, deux protocoles P et Q sont équivalent si les actions d’un adversaire (intrus) ne
lui permettent pas de distinguer P de Q. Dans la littérature, plusieurs notions d’équivalence ont
été étudié, par exemple I’équivalence de trace ou ’équivalence observationnelle. Néanmoins, ces
équivalences se révelent étre trés difficiles & démontrer, d’otu I'importance de développer des outils
de vérification automatique efficaces de ces équivalences.

Au sein de cette thése, nous avons dans un premier temps travaillé sur une approche reposant
sur des techniques de résolution de contraintes et nous avons créé un nouvel algorithme pour
décider I’équivalence de trace entre deux protocoles pouvant contenir des conditionnelles avec
branches "else", et pouvant également étre non-déterministe. Cet algorithme a donné naissance
a loutil APTE (Algorithm for Proving Trace Equivalence) et a été appliqué sur des exemples
concrets comme le "Private authentification protocol" ainsi que le "E-passport protocol".

Cette theése propose également des résultats de composition pour I’équivalence de trace. En par-
ticulier, nous nous sommes intéressés a la composition paralléle de protocoles partageant certains
secrets. Ainsi dans cette thése, nous avons démontré que, sous certaines conditions, la compo-
sition paralléle de protocoles préserve les propriétés d’équivalence. Ce résultat fut appliqué au
"E-passport protocol".

Enfin, cette thése présente une extension & 'outil de vérification automatique ProVerif afin
de démontrer automatiquement plus de propriétés d’équivalence. Cette extension a été implé-
menté au sein de ProVerif ce qui a permis de démontrer la propriété d’anonymat pour le "Private
authentification protocol".






Abstract

Many tools have been developed to automatically verify security properties on cryptographic
protocols. But until recently, most tools focused on trace properties (or reachability properties)
such as authentication and secrecy. However, many security properties cannot be expressed as
trace properties, but can be written as equivalence properties. Privacy, unlinkability, and strong
secrecy are typical examples of equivalence properties.

Intuitively, two protocols P, Q are equivalent if an adversary cannot distinguish P from Q by
interacting with these processes. In the literature, several notions of equivalence were studied, e.g.
trace equivalence or a stronger one, observational equivalence. However, it is often very difficult
to prove by hand any of these equivalences, hence the need for efficient and automatic tools.

We first worked on an approach that rely on constraint solving techniques and that is well suited
for bounded number of sessions. We provided a new algorithm for deciding the trace equivalence
between processes that may contain negative tests and non-determinism. A new tool called APTE
(Algorithm for Proving Trace Equivalence) was born from this algorithm and we applied our results
on concrete examples such as anonymity of the Private Authentication protocol and the E-passport
protocol.

We also investigated composition results. More precisely, we focused on parallel composition
under shared secrets. We showed that under certain conditions on the protocols, the privacy type
properties are preserved under parallel composition and under shared secrets. We applied our
result on the e-passport protocol.

At last this work presents an extension of the automatic protocol verifier ProVerif in order to
prove more observational equivalences. This extension have been implemented in ProVerif and
allows us to automatically prove anonymity in the private authentication protocol.
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Chapter 1

Introduction

1.1 Security challenge

Successfully exchanging secret information has always been a difficult and important task.
Several issues raise when secretly communicating with someone from a distance. Can the sender
be sure that the expected receiver of a message actually receives it? Was someone able to intercept
the message, and if there is one, was he able to understand the message? Ensuring that such
communication successfully holds can have a huge impact. For example, during the second world
war, the german army used a machine, called Enigma, for the generals to encrypt and decrypt
the orders they convey to their army. The allied forces spent huge amount of resources to gather
information, codenamed Ultra by the British army, by breaking many messages that had been
enciphered using the Enigma. Winston Churchill told King George VI after the war: "It was
thanks to Ultra that we won the war".

With the emergence of personal computers in the eighties and the internet in the nineties,
privately and secretly conveying informations has become a problem in our daily life. All the
international economy now goes through internet, most of the transactions of the stock market
are done online and all banks provide services that allow a client to access his bank account, make
transaction,... over the internet.

This last decade also witnesses the raise of wireless technology. The number of electronic devices
that communicate wirelessly in a single house increased drastically (e.g. smartphone, electronic
tablet, computer, printer, internet box). Even though users profit from the multiple interactions
between all the different devices, they also present serious security risks that are regularly reported
by the media. For instance, in 2009, during the creation of the french governmental organisation
Hadopi, concerns were raised in the public opinion about the capability of one to protect and
prove the security of his wireless internet connection.

The emergence of small communication devices (e.g. RFID tags, mobile phone) that we carry
almost all the time also raises the issue of traceability. Although the traceability of mobile phones
is already part of the cinematographic folklore, recent work reveals that the current communication
protocols between a mobile phone and its operator present major security flaws [AMRT12].

Even simple electronic devices might present a security risk. For example, the current paper
passports also contain a RFID chip that stores the critical information printed on the passport.
Such a passport is called an electronic passport or e-passport. It facilitates the checks at the airport
border and also ensures the authenticity of the passport. Although there exists an international
specification for such an electronic passport, parts of the implementation only depend on the
country that delivers the passport. Hence, recent studies have highlighted that the first versions
of the French electronic passports could be easily traced [ACRR10] whereas the English electronic
passports were not subject to such a flaw.

The previous examples are not of course an exhaustive list of applications whose security are
critical for the privacy of their users. In fact, new applications are still emerging in order to face
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the society needs and present new security challenges. It is therefore crucial to ensure that the
applications we use are indeed secured.

1.2 Cryptographic protocols

1.2.1 Cryptographic primitives

Until few decades ago, the transmission of secret information consisted of modifying a message
using small algorithms so that it becomes unreadable to anyone but the sender and the intended
receiver of this message by relying on a secret key that they agreed on before hand. A symmetric
encryption algorithm allows the sender to encrypt his message using the shared secret key, whereas
a symmetric decryption algorithm allows the reader to decrypt the cipher using the shared secret
key (see Figure [[I)). Ideally, a third party cannot understand (or decrypt) the cipher if he does
not know the secret key shared between the sender and the receiver. Several symmetric encryption
schemes were invented over the years. One of the oldest is the Caesar cipher which was supposed
to be used by Julius Caesar. Typically, this encryption scheme consists of replacing the letters in
the text by shifting letters in the alphabet, the length of the shift being the encryption key. Hence,
"hello word" would be encrypted into "khoor zrug" with the key 3, i.e. A — D, B — E, ...,
Z — C'. To decrypt this message, it suffices to reverse the shift of letters, i.e. D — A, F — B,
..., C — Z. This encryption scheme and the slightly more sophisticated methods were shown to
be easily breakable by using statistical analysis.

the plain text the cipher text the plain text
M encrypt C decrypt M
k the shared key k

Figure 1.1: Symmetric encryption scheme

The security of a symmetric encryption scheme relies on the length of the key. Indeed, with
the advent of powerful computers, an intruder might guess the shared secret key by trying every
possibility, called a brute-force attack. In 1977, the United States Federal Information Processing
Standard adopted the Data Encryption Standard (DES). While this encryption scheme was in-
ternationally used, this encryption method was shown to be vulnerable to brute-force attack due
to the length of the keys. This encryption scheme was later on replaced by the AES (Advanced
Encryption Standard) but DES is still used nowadays in several applications (e.g. ATM, email)
usually in combination with an other encryption schemes.

One of the downsides of the symmetric encryption schemes is the key-management. Indeed,
each pair of network members has to share a secret key, hence the number of required keys
increases quadratically with the number of network members. Moreover, when two new members
want to communicate, they first have to agree on the shared key, which can only be done if they
already share some secret key or have access to a secure channel (e.g. by meeting face-to-face).
Hence, this leads to the problem of "a dog chasing its tail". In 1976, W. Diffie and M. Hellman
invented the notion of asymmetric encryption schemes. In such encryption schemes, each member
of the network possesses a pair of keys, one private only known by the owner and used to decrypt
ciphers, and the other one public shared to anyone in the network and used to encrypt messages
(see Figure [[2). Even though the keys are mathematically related, an intruder cannot deduce
the private key of a member from its public key. For example, in the Diffie-Hellman asymmetric



encryption scheme, this property is ensured by the fact that the discrete logarithm problem is
considered as difficult.

the plain text the cipher text the plain text

M encrypt C decrypt '—> M

|

pk sk

the public key the private key

Figure 1.2: Asymmetric encryption scheme

This encryption scheme has the advantage to solve the problem of key-management since on
the one hand, the number of required keys increases linearly in the number of network members
and, on the other hand, two members do not have to agree on a shared key beforehand (they only
have to send each other their own public key). Over the time, new asymmetric encryption schemes
have been proposed such as RSA, invented by R. Rivest, A. Shamir, and L. Adleman in 1978.

However, the computational cost of most of the existing asymmetric encryption schemes is
too high to be used in all applications (e.g. nobody would want to wait several minutes to get
a 20 euros bill at the ATM). Thus, key-establishment protocols have been developed such as the
Diffie-Hellman key exchange protocol [DHT76]. In such protocols, two members of the network first
communicate using an asymmetric encryption scheme in order to establish a fresh secret key for a
symmetric encryption scheme e.g. AES. Once the shared key is established, the two members can
communicate using the symmetric encryption scheme. These fresh secret keys are called symmetric
sesston keys.

While the encryption schemes are designed to prevent anyone to understand a message unless
the decryption key is known, another cryptographic primitive called digital signature was designed
to demonstrate the authenticity of message. A valid signature gives some reason to believe that
the message was created by a known sender, and was not altered during the communication. In
1985, T. Elgamal proposed a signature scheme based on discrete logarithms [Gam85|, which is
also based on a pair of public and private keys. Typically, a participant can sign a document using
his private signing key and anyone can verify the signed document using the public key of the
participant (see Figure[[3]). In contrast to the asymmetric encryption scheme, a signed document
does not necessarily hide the content of the message.

the message the signed message

M signature M verification |—> ok

sk pk

the private key the public key

Figure 1.3: Digital signature scheme

Another cryptographic primitive called cryptographic hash function was designed to demon-



strate the integrity of a message. Typically, a hash function is a one-way function that takes
an arbitrary message and returns a fixed-size bitstring, i.e. a sequence of 0 and 1. Ideally, one
cannot recover the content of a message from its hash value. Moreover, an hash function should
be collision resistant, i.e. it should be difficult to find two messages with the same hash value. Of
course, this last property depends on the length of the bitstring returned by the hash function.
Typical examples of hash functions used nowadays are the MD5 and SHA-1. Similar cryptographic
primitives exists, called message authentication codes (or MAC), that allow one to authenticate
the hash value thanks to a secret key.

The cryptographic primitives previously described are probably the most common primitives
used in practice. In fact, these primitives are also the ones that will be used the most in this thesis.
There exist several other primitives that are specific to an application such as blind signatures
and trap door commitments for the electronic voting.

1.2.2 Protocols

Although it is essential to develop cryptographic primitives that are unbreakable, it is not
sufficient to ensure the security of the whole communications between members of the networks.
Even if an intruder is not able to break the cryptographic primitives, he can still gain some crucial
knowledge or mislead a participant by intercepting, modifying and comparing the messages that
are sent over the network. Hence it is crucial to analyse and verify not only the cryptographic
primitives but also the complete communications between members of the network.

To that extend, we rely on cryptographic protocols that describe the computations and commu-
nications between the different participants. For illustration purposes, we consider the communica-
tion protocols specified by the International Civil Aviation Organisation (ICAO) standard [ICA04]
and used for the electronic passports. In particular, the ICAO standard indicates that before any-
thing else, the reader (e.g. a customs officer) has to recover some keys ke and km that are printed
on the passport at the same page as the personal data and picture (usually, the customs officer
recovers them by optically scanning the passport). Then the reader and the e-passport must
execute the Basic Access Control (BAC) protocol in order to establish session keys to prevent
skimming and eavesdropping on the subsequent communications with the e-passport. The Alice
& Bob representation of this protocol is given in Figure [[4

Passport Tag Reader

challenge

nr

zenc + senc({ng,nr, kr), ke)
xmac < mac(zenc, km)

(xenc, xmac)

yenc < senc({nr,nr, kr), ke)
ymac < mac(yenc, km)

(yenc, ymac)

Figure 1.4: Basic Access Control protocol

senc(m, k) represents the application of a symmetric encryption scheme on the message m
with the secret key k. The choice of the symmetric encryption scheme is not relevant, as long



as it satisfies the desired properties. In fact, in the ICAO standard, the choice of the symmetric
encryption scheme is up to the state implementing the electronic passport. mac(m, k) represents
a message authentication codes of the message m with the secret key k. (mq,...,my) represents
the pairing of messages.

In this protocol, the participants proceed as follows: The reader starts by sending a challenge
to the passport. Upon receipt of such a challenge, the passport creates a fresh nonce, i.e. a random
bitstring, denoted np, and sends it to the reader. Once the reader receives np, he also creates two
fresh nonces, denoted ng and kg, and encrypts the pairing of the three nonces with the secret key
ke. The reader then creates a MAC of the cipher using the secret key km and sends both MAC
and cipher to the passport. The passport first verifies the integrity of the message he received by
computing himself a MAC of the cipher he received with the secret km and comparing with the
received MAC. Then it decrypts the cipher using the secret key ke and retrieves the three nonces
from the result of the decryption. After checking that the first nonce indeed corresponds to the
nonce nr that it generated at the beginning, the passport generates a fresh nonce kr and sends
back to the reader the encryption of the three nonces np,ng and kr by the secret key ke with the
MAC of such an encryption using the secret key km. After checking the integrity of the MAC, the
reader checks the nonce nr and retrieves the nonce k1 by decrypting the cipher with the secret
key ke.

Hence at the end of such a protocol, both participants, i.e. the reader and the passport, know
the values of the nonces kr and kg that will be used later on to extract key sessions. The security
of such a protocol should be ensured by the checks of the MACs and the nonces nr and ng
respectively by the passport and the reader.

1.2.3 Security properties

Verifying the security of a cryptographic protocol depends on the goal of such a protocol. For
example, the ICAO standard indicates that the data in the e-passport cannot be accessed except by
an authorised person or organisation. Hence, when describing a cryptographic protocol, it is crucial
to properly describe the security properties that such a protocol is supposed to achieve. Although
each cryptographic protocol might have its own security properties, there exist classical security
properties that are grouped into two different families: the trace properties and the equivalence
properties. Intuitively, the trace properties, such as authentication, specify that the protocols
cannot reach a bad state, whereas the equivalence properties specify the indistinguishability of
some instances of the protocols. In the literature, most of the work and tools focused on the trace
properties. Fewer works focus on equivalence properties and even fewer tools can automatically
verify equivalence properties. In this thesis, we will focus on equivalence properties and more
specifically on the following ones:

Anonymity In most of protocols, there is no guarantee concerning the privacy of the partici-
pants. Typically, a participant disclosing his identity to an intruder is not considered as a flaw in
the protocol. However, for some applications such as electronic voting, requiring that the iden-
tity of the voters cannot be disclosed is a necessity. Informally defined by the ISO/IEC standard
15408 [ISO09], anonymity is the property ensuring that a user may use a service or a resource with-
out disclosing the his(her) identity. The private authentication protocol [AF04], was specifically
designed to ensure mutual authentication between participants but also to ensure the anonymity
of the participants.

Unlinkability A protocol satisfying the anonymity property may still disclose informations on
a user by allowing an intruder to track several uses of this protocol by the same user. Such
informations might at the end allow the intruder to deduce or at least restrict the possible identities
of a user. Unlinkability is the property ensuring that a user may make multiple uses of a service
or a resource without others being able to link these uses together. For example, being able to
track the different purchases of a user on an online-shop may reveal the habits of a user. In an



other area, the french subway company of Paris provides cards that contain RFID chip to their
clients in place of the underground tickets. However, if the protocol used to communicate with
the RFID chip does not satisfy the unlinkability property then an intruder might be able to track
the daily movement of a user thus deducing for example his place of residence or workplace. The
Basic Access Control protocol on e-Passports was designed, according to the ICAO standard, to
make the passports unlinkable.

1.3 Difficulties of security verification

Verifying the security of a cryptographic protocol is a difficult task. Compared to trace prop-
erties, verifying equivalence properties is even more difficult.

1.3.1 General difficulties

The degree of security that we verify on a protocol is directly correlated to the capabilities (or
power) that we give to the intruder. As such, verifying a security property for a passive intruder
(i.e. when the intruder can only eavesdrop the communications between the participants) provides
less guarantees on the security than the case where we consider an active intruder (i.e. when the
intruder can intercept and modify the communications between the participants). However, the
more capabilities we give to the intruder, the more difficult it is to verify some security property on
a protocol. In fact, in the general case, deciding whether a protocol satisfies some security property
is undecidable ([DLMS99, [AC02]) which is mainly due to the many sources of unboundedness in
the modelling of the capabilities of the intruder. We describe below some of these sources.

Number of sessions When verifying the security of a protocol, it is reasonable to consider that
the attacker can interact with any number of sessions of the protocol. In the case of the e-passport
protocol, the number of sessions would correspond to the number of people going through customs
which is usually a lot in any airport. However, since considering unbounded number of sessions
usually leads to undecidability, many works present decidability result for verification of security
properties for a bounded number of sessions of the protocol [MS0I, [Bau05l [CD09%)]. Note that
even when considering a bounded number of sessions, verifying the security of a protocol is still
difficult since an intruder can intercept messages and replace them by any message that he can
compute himself, which represent an infinite number of messages.

Cryptographic primitives As previously mentioned, there exists many different cryptographic
primitives, all of them having different behaviours, and some being more difficult to model than
others. For example, it is more difficult to verify some security property on a protocol that relies
on blind signatures rather than a protocol relying on symmetric encryption only. As such, decision
procedures usually fix or at least limit the the number of cryptographic primitives they can handle.

Environment Most of the time, security properties are ensured when considering the crypto-
graphic protocol in isolation. Indeed, no one can predict all the protocols that are running on a
network at the same time. Furthermore, real life protocols are usually complex and composed of
several sub-protocols that rely on the same cryptographic material. For example, the UMTS stan-
dard [3GP11l BGPI10b, [3GP10a] specifies tens of sub-protocols running in parallel in 3G mobile
phone systems. And, while one may hope to automatically verify each of these sub-protocols in
isolation, it is unrealistic to expect that the whole suite of protocols can be automatically checked.

On the other hand, we still want some guarantees on the security of the protocols when placed
in an environment with other protocols running at the same time, hence the need for secure
composition of cryptographic protocols. Whereas securely composing protocols when they do
not share any secret is an easy task, it is unrealistic to assume that a user always uses a different
password for each protocol. Even if it was the case, some applications rely, as previously mentioned,
on several sub-protocols that share passwords by construction.



1.3.2 Specificities of equivalence properties

As previously mentioned, equivalence properties intuitively indicate the indistinguishability of
some instances of the protocol whereas trace properties indicate that the protocol cannot reach a
bad state. More formally, when verifying a trace property, we have to verify that any execution
of the protocol cannot reach a bad state. On the other hand, when verifying an equivalence
property, we have to verify that for any execution of one of the instances of the protocol there
exists an indistinguishable execution of the other instance of the protocol. Hence, the alternation
of quantifiers makes even more difficult the verification of equivalence properties.

Even the modelling of indistinguishability is a difficult task and requires an extensive knowledge
of the capabilities of the intruder. Indeed, depending on what a real intruder can observe (e.g.
messages sent over the network, internal computation of honest participants), two executions
might not always be considered as indistinguishable. Therefore in the literature, several notions
of indistinguishability have been proposed (e.g. trace equivalence, may-equivalence, observational
equivalence [MNP02] [AG99, [AF01]) and the question of knowing which notion is best-suited to
model an intruder is disputable.

1.4 Automatic verification using symbolic models

One of the first task when verifying the security of a cryptographic protocol is to create a
model that represents the behaviour of the protocol and also the behaviour of an intruder.

1.4.1 Existing models

Early in the eighties, two different kinds of models emerge. This first ones, called computational
models, consider the messages sent over the network as bitstrings. Moreover, the behaviour of the
intruder is modelled as any probabilistic polynomial-time Turing machine. The cryptographic
primitives are also represented as polynomial algorithms. These models, since they are close to
the reality, offer strong guarantees on the security of cryptographic protocols. However, the proofs
are usually difficult, error prone and are almost impossible to automate.

In the second kind of models, called symbolic models, the behaviour of the protocols and in-
truders are abstracted. Typically, the messages are abstracted by terms and the cryptographic
primitives, assumed to be perfect (i.e. unbreakable), are abstracted by function symbols, hence
symbolic models are much simpler than computational models. As such, the verification of se-
curity properties on a protocol using a symbolic model also becomes simpler and can be auto-
mated. In the literature, there exists dozen of symbolic models, (e.g. spi-calculus [AG99], strand
space [FHG99]) that usually correspond to the need of a specific application or a theoretical result.
For example, symbolic models based on constraint systems (e.g. [MS01} [CLS03|) were shown to be
well-adapted to deal with a bounded number of sessions whereas symbolic models based on Horn
clauses (e.g. [Wei99l Bla01l [CLCO3]) are more adapted to an unbounded number of sessions.

However, because of these abstractions, the guarantees provided by the verification of a security
property using symbolic models is usually weaker than the guarantees provided by the verifica-
tion of the same security property using computational models. Typically, whereas an attack in
symbolic models implies an attack in computational models, the conserve is not necessary true.
Hence when creating a cryptographic protocol, one could first rely on the automatic tools offered
by symbolic models to quickly detect possible attacks and so modify accordingly the protocol.
Then when no more attack is detected by symbolic models, one can rely on a computational
model to conclude. Recently, several works have attempted to derive conditions under which the
symbolic security implies the computational security, starting with M.Abadi and Ph. Rogaway in
2000 [AROQ]. Although the first results mainly targeted trace properties, H. Comon-Lundh and
V. Cortier [CCO8] showed that computational indistinguishability in presence of an active intruder
is implied by the observational equivalence of the corresponding symbolic protocol. This research
area is crucial since it allows one to use the automatic tools developed in the symbolic models to
obtain the strong securities of the computational models.



1.4.2 Existing results

As previously mentioned, verifying the security of a cryptographic protocol is a difficult task
even in symbolic models. Thus, all existing decidability results always consider restrictions of some
sort. The most common one consists of bounding the number of sessions of the protocol. Other
restrictions consist of fixing the cryptographic primitives that are considered or even studying
stronger notions of indistinguishability than the one modelling the capabilities of the intruder
(e.g. by giving too much power to the intruder) in the case of equivalence properties.

Automating the decision of equivalence properties. The automated verification of equiv-
alence properties for security protocols was first considered in [Hut02] (within the spi-calculus).
[Bau05), [CD09] gives a decision procedure for the trace equivalence of bounded deterministic
processes. In particular, the processes are restricted to be determinate and do not contain (non
trivial) conditional branching. Furthermore, the procedure seems not be well-suited for an imple-
mentation. [CR12| gives a decision procedure for the trace equivalence of bounded processes for
a class of primitives (that are defined by a subterm convergent rewrite system). The procedure is
probably not well-suited for an implementation. Furthermore, again only determinate processes
and trivial conditional branching are allowed.

Tools. Several techniques and tools have been designed for the formal verification of crypto-
graphic protocols. For instance CSP/FDR |[RSGT00|, PROVERIF [Bla01], ScyTHER [Cre0§],
Avispa [Vig06] and others. However, most results and tools only consider trace properties. To our
knowledge, there are only three tools that can handle equivalence properties: PROVERIF [Bla01],
SPEC [TD10] and AKiSs [CioIl]. Note that the last two tools were built in parallel of this thesis
thus ProVerif was the only existing tool at the beginning of this thesis.

The tool PROVERIF [Bla01] originally was designed to prove trace properties but it can also
check some equivalence properties (so-called diff-equivalence) [BAF08| that are usually too strong
to model a real intruder. Note that this is the only tool that can handle an unbounded num-
ber of sessions of a protocol with a large class of cryptographic primitives in practice. However,
PROVERIF is not a decision procedure in the sense that it may not terminate, especially if the
equational theory modelling the cryptographic primitives is complex such as exclusive-or. Nev-
ertheless, this tool was used by several researchers to prove the security properties of protocols
(e.g. proving the absence of guessing attacks in EKE or proving the core security of JFK [BAF08],
privacy properties for electronic voting protocol [DKR09]).

The tool SPEC [TD10] gives a decision procedure for open-bisimulation for bounded processes
in the spi calculus. This procedure has been implemented. The scope is however limited: open-
bisimulation coincides with trace equivalence for determinate processes only and the procedure
also assumes a fixed set of primitives (symmetric encryption and pairing), and a pattern based
message passing, hence, in particular, no non-trivial conditional branching.

More recently, the tool AKISs [Cioll] was developed in order to decide the trace-equivalence of
bounded processes that do not contain non-trivial conditional branching. Although this tool was
proved to be sound and complete, the algorithm was only conjectured to terminate for subterm
convergent equational theory.

Composition results. As previously mentioned, verifying some security property when con-
sidering several protocols running at the same time is usually too difficult, even when relying on
the automatic tools previously presented. Indeed, each tool requires a lot of computation time to
prove some equivalence properties, without taking into consideration the cases of non-termination.
Hence, there are a number of papers studying the secure composition of security protocols in sym-
bolic models (e.g. [GT00, [CC10]) and in computational models (e.g. [Can01) [KT11]). Actually,
a lot of results have been established for trace-based security properties, e.g. [GT00, |ACST08,
MV09, [CC10].



Regarding equivalence-based properties, it has been shown that composition works for resis-
tance against guessing attacks in the passive case without any additional hypothesis [DKR08|, and
in the active case when the protocols are tagged [DKROS8, [CDK11].

Other works study universal composability of protocols [Can01]. This approach consists of
defining for each sub-protocol an ideal functionality and then showing that a certain implementa-
tion securely emulates the ideal functionality. Since this initial work, the universal composability
framework has been improved in several ways, e.g. with joint states [BCNP04], without pre-
established session identifiers [KT1I].

1.5 Limitations of existing results

Despite all the existing results, none of them can decide equivalence properties such as unlink-
ability on the Basic Access Control protocol described in Section [[.2.2l Moreover, the ICAO stan-
dard indicates that after a successful execution of the BAC protocol, several other sub-protocols
can be executed in any order. However, no existing composition result can handle unlinkability for
such sub-protocols. Indeed, the previous composition results in symbolic models [DKR0S|, [CDK11]
assume that passwords are the only shared secrets and are not well-suited to analyse privacy-type
properties such as unlinkability. Hence the need to study the secure composition of protocols for
privacy-type properties.

Furthermore, from all the decision procedures (implemented or not) we described in the previ-
ous section, only PROVERIF is able to handle non-trivial conditional branching. However, coming
back to the Basic Access Control (BAC) protocol, the ICAO standard indicates that if the pass-
port fails to check the MAC or the value of the nonce nr then it must output an error message.
On the other hand, it does not specify what the error message should be. Since the output of an
error message implies some non-trivial conditional branching in the protocol, only PROVERIF can
take as input the Basic Access Control protocol.

One could argue that such error messages could be dismissed of the BAC protocol when
verifying some security properties but [ACRR10| showed that the early versions of French passports
did not satisfied the unlinkability property due to these error messages.

Attack on the French e-passport. [ACRRI10| experimented on French, English, German,
Russian and Irish e-passports and discovered that for all of these passports but the French ones,
an error code "6300" is sent over the network when the check of the MAC or the nonce nt fails.
However, in the case of the French passports, [ACRRI10] indicates that an error code "6300" is
sent when the check of the MAC fails and a different error code "6A80" is sent when the check
of the value of np fails. The difference between these two error codes yields an attack on the
unlinkability property. The intruder proceeds as follows:

First the intruder eavesdrops an execution of the BAC protocol between a reader and the
passport he wants to track. Thus, from this execution, he obtains the message (m, mac(m, km,))
that was send by the reader to the passport where m = senc({ng, nr, kr), ke,), kep, km, being the
keys of the targeted passport and ny is the random nonce generated by this passport. Then, when
a new passport comes along, the intruder plays the role of a reader by sending a challenge to this
passport. After discarding the freshly generated nonce that the passport sent and denoted n/., the
intruder replays the message (m, mac(m, km,)). When receiving this message, the new passport
will necessary send an error message since either this passport is not the targeted passport (i.e
the check of the MAC will fail) or the check of the nonce n/. will fail (ny being different from n/.).
However, in the case of French passports, if the error code "6 A80" is outputted then it means that
the check of the MAC succeeds and so the key used to compute the MAC is the key km,, of the
targeted passport. Thus by checking if the error code is either "6A80" or "6300", the intruder can
determine when the targeted passport executes the BAC protocol.

[ACRR10] showed that English passports satisfy the unlinkability property. It is therefore
crucial to include the error message in the description of the protocol thus to consider non-trivial



conditional branching, which discards all the existing procedures other than PROVERIF. However,
the notion of equivalence decided by PROVERIF is stronger than the usual behavioural equivalence
used to model the unlinkability property. Thus, PROVERIF will fail to prove unlinkability on
English passports and yield a false attack. Even in the case of French passports, PROVERIF also
yields a false attack.

In fact, these limitations are not specific to the e-passport protocol and can be found in several

case studies, e.g. the private authentication protocol [AF04] and the mobile telecommunication
protocols [AMR12].

1.6 Contributions

This thesis is organised in three parts. In Part [l we study the privacy-type properties in the
applied pi calculus which are modelled by an equivalence between processes and we show that
the equivalence between processes compose well, provided some conditions on the protocols. In
Part [Tl we show that deciding the equivalence between processes is possible for a class of bounded
protocols with standard primitives. At last, in Part [T, we propose an extension to the existing
tool ProVerif that removes some specific false attacks. We detail our contributions below.

1.6.1 Privacy-type properties in the applied pi calculus

In Chapter Bl we show how equivalence properties of cryptographic protocols can be expressed
in the applied pi calculus [AF0I] by means of a behavioural equivalence on processes. More specif-
ically, we formalise the resistance to guessing attack, strong secrecy, anonymity and unlinkability
properties, and we provide with concrete examples of cryptographic protocols to illustrate the
equivalence properties. In particular, we describe in detail the different protocols that compose
the e-passport protocol and show how anonymity and unlinkabiltity are expressed in this protocol.

We also show the relations between classical behavioural equivalences, i.e. trace equivalence,
observational equivalence and may-testing equivalence. More specifically, we show that although
may-testing equivalence and trace equivalence are two very close notions, they are not equivalent.
We prove that trace equivalence indeed implies may-testing equivalence but we provide with an
example of processes that are may-testing equivalent but not trace equivalent. However, we
show that trace equivalence and may-testing equivalence coincide for image-finite processes (e.g.
processes without replication).

1.6.2 Composing trace equivalence in a modular way

The last chapter of Part[Ilis devoted to the study of the preservation of trace equivalence under
parallel composition of processes. We identify sufficient conditions of disjointness, under which
protocols can “safely” be executed in parallel. We first state a composition result that also allows
the protocols to share the usual cryptographic primitives of symmetric and asymmetric encryption,
hashing, and signing, provided that these primitives are tagged and that public and verification
shared keys are not derivable. In this setting, we are able to establish a strong result that basically
says that the disjoint scenario, i.e. where protocols do not share any secret, is equivalent to the
shared one, i.e. where protocols share some secrets. This allows us to go back to the disjoint case
for which composition works unsurprisingly well.

Then, we further relax this condition. A second theorem shows that it is possible to compose
protocols that share public and verification keys even if those are known by the attacker, provided
that they are given to him from the beginning. However, in our setting such a sequence has to be
finite, and thus our result can only be applied in presence of a bounded number of public shared
keys. This is not a real limitation for the analysis of the e-passport application, but this could
lead us to an unrealistic situation for some other applications.



1.6.3 A decision procedure for trace equivalence

Part [l is dedicated to a decision procedure for the trace equivalence between bounded pro-
cesses. We allow processes with non-trivial else branches and non-deterministic choice. Our
procedure is sound, complete and always terminate. In contrast to the tools PROVERIF and
AKISs, our algorithm only accepts a fixed set of primitives other than one-way functions, namely
symmetric and asymmetric encryption, digital signature and pairing. In addition, any one-way
function is accepted such as hash function. The behaviour of our cryptographic primitives are
expressed using rewriting systems and we assume that our destructors may fail.

In Chapter [l we reduce the problem of trace equivalence to the problem of symbolic equiva-
lence between sets of constraint systems. A similar reduction is done in Chapter @ for the applied
pi calculus. Due to the restricted sets of cryptographic primitives we consider, we show, in Chap-
ter [0 that it is possible to refine the symbolic equivalence by only considering canonical actions
of the intruder. In Chapter [l we detail the procedure for deciding the symbolic equivalence be-
tween sets of constraint systems. The general idea of our algorithm consists of simplifying the
constraint systems until we reach sets of constraint systems that are simple enough to easily decide
the symbolic equivalence. Chapter [ is dedicated to the proofs of soundness, completeness and
termination of our decision procedure of symbolic equivalence between sets of constraint systems.

Thanks to our algorithm, we are now able to automatically prove the anonymity and unlinka-
bility properties on the e-passport protocol [ACRR10], or the anonymity property on the private
authentication protocol [AF04] for a bounded number of sessions. An Ocaml implementation of
an early version of the procedure described in Part [[Il has already been completed and concludes
within a few minutes for the private authentication protocol. The final implementation of the
decision procedure is still ongoing.

1.6.4 Proving more observational equivalences with ProVerif

As previously mentioned, due to the presence of non trivial conditional branchings in the BAC
protocol and the private authentication protocol, PROVERIF yields false attacks when verifying the
unlinkability and anonymity properties respectively on such protocols. However, since PROVERIF
is currently the only tool that can handle an unbounded number of sessions, we address the issue
of these particular false attacks and propose an extension of the PROVERIF tool in Chapter

The general idea of our extension is to transform before hand the input processes by simplifying
their control structure. To do so, we extend the behaviour of destructor function symbols so that
the tests previously performed by conditional branchings will now be performed directly inside
terms. We show in Chapter [0 how the original algorithm of ProVerif [BAF0S] is adapted to our
new framework. Moreover, we propose an algorithm to automatically simplify the input processes
when such a simplification is possible.

Relying on an ongoing implementation of our extension, we can now automatically prove that
the private authentication protocol satisfies its desired anonymity property for an unbounded num-
ber of sessions. However, even with our extension, PROVERIF still cannot prove the unlinkability
property for the BAC' protocol and yields a new false attack.

1.7 Research Publications

Almost all the results obtained in this thesis have been published or submitted for publication.
The results on PROVERIF (Chapter [l) should be submitted this fall.
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Chapter 2

Preliminaries

Contents

In this chapter, we review several standard definitions and concepts that we will use in this
thesis.

2.1 Term Algebra

One starts with an infinite set of names, denoted N' = {a,b,...,sk,n,m...}, which are used
to model atomic data, e.g. random numbers. We also define an infinite set of variables, denoted
X =A{z,y,....X,Y,...}.

Let F be a signature, i.e. a finite set of function symbol. Let ar : F — N be the function
that associates to a function symbol a natural number, called arity. We call constant any function
symbol of arity 0.

We define a set of types, sometimes called sorts, denoted Type = {base, channel, key,...}. We
define a type system that associates to each variable and each name a type, and that associates
to each function symbol the types of its arguments and return value, denoted n : s, x : s and f :
$1 X ...x 8 — s, wherene N,z e X, feF with ar(f) =k, and s, s1,..., s, € Type.

Terms are defined as names, variables, and function symbols applied to other terms. Let
NC N, XC X and F C F the set of terms built from N and X by applying the function symbols
in F is denoted by T (F,N U X). Formally, 7 (F, N U X) is the smallest set such that:

— XUNC T(F,NUX)

— forallf e F,ifar(f) =kandf:syx...xs; — sthenforallty :s1,...,t1 : s € T(F,NUX),
we have that f(¢1,...,t5) : s € T(F,NUX).

We say that the set T (F,NUX) is untyped when each term in the set have the same type. In such
a case, the types are omitted for the sake of simplicity.

The size of a term ¢, denoted |¢| is defined recursively as follows:
— ift e NUX then |t| =1
— if t = f(t1,...,tx) with f € F and ar(f) = k then [¢| = 1+ 3, [t

Example 2.1. Consider the following untyped signature

F = {senc/2, sdec/2, pk/1, {)/2, m1/1, m2/1, h/1}
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that contains function symbols for asymmetric encryption, decryption and pairing, each of arity 2,
as well as projection symbols and the function symbol pk, each of arity 1. The ground term pk(sk)
represents the public counterpart of the private key sk.

Let a,b, ska € N', we have that {senc(a, pk(ska)),b) is a ground term of T(F,N).

The set of positions of t, denoted Pos(t), is a set of word over the alphabet of positive integers,
defined recursively such that:

— if t e N UX then Pos(t) = {¢}
— if t = f(t1,...,tx) with f € F, then Pos(t) = {e} UU_,{i-p | p € Pos(t;)}

where - is the concatenation operator. For all p € Pos(t), we denote by t|, the subterm defined
by induction on the length of p such that:

— if p=cthent|, =t
— ifp=i-qgand t ="f(t1,...,t) then t|, = t;|,
We denote by root the function that associates to each term ¢ € T(F,N U X) the function
symbol at position € (root position) in ¢. For t € N'U X, we define root(t) = L, where L is a new

symbol.
The set of subterms of a term t, denoted st(¢), is the set such that

st(t) = {u | there exists p € Pos(t) such that ¢|, = u}
The set of variables of a term ¢, denoted wars(t), is the set such that
vars(t) = {x € X | there exists p € Pos(t) such that t|, = x}

We say that ¢ is a ground term when vars(t) = (). The set of names of a term ¢, denoted names(t),
is the set such that

names(t) = {n € N | there exists p € Pos(t) such that t|, = n}

These sets can be extended to any structure that contain terms.

A (k-)context C'is a term in T(F,NUXU{ ,,..., ,}) such that for all i € {1,... k}, _,
appears at most once in C. Given a k-context C, and ¢y, ..., t; terms, we denote by Clty, ..., 1]
the terms C' where we replace _, by t; for each i € {1,...,k}.

2.2 Unification

A substitution is a function o : X — T(F,N U X). Given a variable x and a substitution o,
we denote by xo the application of o on x. We extend the application of a substitution to term
or any structure that contains variables in the expected manner. Given two substitutions o7 and
o9, we denote by o109 the composition of oy and o3, i.e. for all x € X, xoy109 = (x071)03.

The domain of a substitution o is the set {x € X | zo # o}, denoted dom(c). The image of
a substitution o is the set {xo | € dom(o)}. The identity substitution, denoted id, is the only
substitution with empty domain.

Let X C X and a substitution o. The restriction of o to X is the substitution denoted o|x (or
o)x) such that dom(o|x) = X Ndom(c) and for all 2 € dom(c|x), zo = z0|x.

We adopt the notations {1 +— t1;...;2, +— t,} and {"/,,;...;'" /., } to represent a substi-
tution o of domain {x1,...,x,} and such that ;0 =t;, fori=1...n.

A wariable renaming is a bijection p from X to X. Note that a variable renaming is a substi-
tution such that img(p) = dom(p).

A name renaming is a bijection p from A to N. Similarly to substitutions, the application of p
on a name n is denoted np. We extend the application of a renaming to any structure that contains
names in the expected manner. The domain of a name renaming p, denoted dom(p), is the set



{n € N | np # p}. The image of a name renaming p, denoted img(p), is the set {zp | x € dom(p)}.
Note that img(p) = dom(p).

Two terms t1,ts € T(F, NUX) are unifiable if there exists a substitution ¢ such that t,0 = ts0.
In such a case, the substitution o is a unifier of ¢t; and to.

Given a finite set of equation between terms S = {t; = s1;...;t, = s,}, we say that a
substitution o is a unifier of S if t;0 = s;o for i = 1...n. Moreover, a substitution ¢ is the most
general unifier of S, denoted mgu(S), if

— wvars(img(o)) C vars(S); and
— o is a unifier of S; and

— for all substitution ¢’, ¢’ is a unifier of S implies that there exists a substitution 7 such that
o' =o'r.
In case S contains only one equation, i.e. S = {t = s}, we might denote the most general unifier

of S by mgu(t = s) or mgu(t,s). Moreover, we might sometimes use the symbol < instead of =.

2.3 Equational theory

An equational theory is an equivalence relation on terms of 7 (F, X UN) that is closed under
application of contexts, closed under substitutions of terms for variables and closed under name
renaming. In most cases, an equational theory is derived from a finite set E of equations between
terms of T (F,X). In such a case, we denote by =g the smallest equational theory containing E.
A slight abuse of language is usually done and we say that E is an equational theory. Given two
terms s and ¢, we say s and t are equal modulo the equation theory E when t; =g to.

Example 2.2. Consider the signature F of Ezample 21l We define the equational theory Ejenc
by the following equations:

adec(aenc(z, pk(y)),y) = = mi({(z1,22)) = ax; forie{1,2}.

The first equation represents asymmetric decryption whereas the second one represents the first
and second projections of the pair.
For example, we have that m (adec(aenc({ni,ns), pk(sk)), sk)) =g,... n1.

In this thesis, we always consider that an equation theory is E is consistent, i.e. there exist
terms s and ¢ such that s #pg t.

2.4 Rewriting systems

A rewriting system R is a set of rewrite rules { — r such that £ € T(F,X) N\ X and r €
T(F,vars(f)). A term s is rewritten into ¢ by a rewriting system R, denoted s —x t if the there
exists a rewrite rule £ — r € R, a position p € Pos(s) and a substitution o such that s|, = lo
and t = s[ro],. The reflexive transitive closure of the relation —x is denoted by —%.

A rewriting system R is subterm if for all { — r € R, r is a subterm of ¢, i.e. r € st({).

A rewriting system R is confluent if for all terms s, u,v such that s =% u and s =% v, there
exists a term ¢ such that v =% ¢t and v —% t. Moreover, we say that R is convergent if R is
confluent and terminate.

A term ¢ is in normal formal (w.r.t. to a rewrite system R) if there is no term s such that
t —gr s. Moreover, if t =% s and s is in normal form then we say that s is a normal form of ¢.
When the rewriting system R is convergent, the normal form of a term ¢ is unique and is denoted

t].
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Modelling of cryptographic protocols
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When verifying any security properties on a cryptographic protocol in a symbolic model, one
first have to properly define the model in which the cryptographic protocol and the security
property will be expressed. As mentioned in the introduction, there exist dozen of symbolic
models in the literature, but we focus our attention on the applied pi calculus [AF0T], an expressive
model in which several results on trace and equivalence properties can be found in the literature
e.g. [BMUOS, [ABF04]. As any symbolic model, the applied pi calculus abstracts the
messages by terms and the cryptographic primitives by function symbols. To model the properties
of such cryptographic primitives, the applied pi calculus relies on equational theories which are
most of the time represented by a set of equations between terms.

Since equivalence properties are expressed by the means of behavioural equivalence, we focus in
Section on four main definitions of equivalence (observational equivalence, labeled bisimilarity,
may-testing equivalence, trace equivalence) and present the relations between these equivalences.
In particular, we show that may-testing does not imply trace equivalence. The difference between
the two notions is subtle. We exhibit a counter-example that relies on the fact that may-testing
equivalence requires the attacker to commit in advance on part of its behaviour, yielding a slightly
weaker attacker. We further show that may-testing equivalence does imply trace equivalence in
case the processes have finitely many successors (e.g for processes without replication): trace
equivalence and may-testing equivalence coincide for image-finite processes.

At last, we detail in this chapter the private authentication protocol and some sub-
protocols that are described in the ICAO standard [[CA04] for the e-passport protocol, namely
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Basic Access Control protocol, Passive Authentication protocol and Active Authentication proto-
col. The last two protocols will be used in Chapter [0 to illustrate our result about composition
of trace equivalence. Moreover, all these protocols will be part of our benchmark for the imple-
mentation of the decision algorithm of trace equivalence presented in Part [[Il At last, the private
authentication along with the BAC protocol will also serve as guidelines for our work on the tool
ProVerif [Bla01] (see Chapter [@).

3.1 The applied pi calculus

The applied pi calculus [AF01] is a derivative of the pi calculus that is specialised for modelling
cryptographic protocols. Participants in a protocol are modelled as processes, and the communi-
cation between them is modelled by means of message passing.

3.1.1 Syntax

To describe processes in the applied pi calculus, we rely on a sort system for terms defined in
Section 2.1l More specifically, we rely on two subsets of types: base types and channel types. The
details of the sort system are unimportant, as long as base types differ from channel types. As
such, we will denote N, C M and &, C X the infinite sets of names and variables of base type.
Similarly, we denote by A., C A and X,; C X the infinite sets of names and variables of channel
type.

In the applied pi calculus, the function symbols only operate on and return terms of base type.
It implies that any term of channel type is either a variable in X,; or a name in Ny,.

P,Q,R:=0 plain processes A, B,C:= extended processes
PlQ P
P A|B
vn.P vn.A
if w =wv then P else Q vx.A
in(c,z).P {"/}
out(c,u).P

where u and v are terms of any type, n is a name, z is a variable and c is a term of channel type,
i.e. a name or a variable.

Figure 3.1: Syntax of processes

The applied pi calculus defines plain processes, denoted by P,Q, R, and extended processes,
denoted by A, B,C. Plain processes are built up in a similar way to processes in pi calculus
except that messages can contain terms rather than just names. Extended processes add active
substitutions and restriction on variables (see Figure Bl). The substitution {*/,} is an active
substitution that replaces the variable x with the term u. Active substitutions generalize the “let”
construct: va.({*/,} | P) corresponds exactly to

“let £ = u in P”.

Example 3.1. Let Fsene = {senc/2, sdec/2, f/1} be the signature composed of the symmetric
encryption/decryption and a unary function f. Consider the Handshake protocol [GML™ 95, [D.J06]
describe in the Alice € Bob representation as follows:

0. A— B: senc(N, kap)
1. B—A: senc(f(N),kap)
In this protocol, we consider that the two participants A and B share a secret key kap.

1. A starts by creating a fresh nonce N, i.e. a random number, and then sends to B this nonce
encrypted with the secret key kap.



2. B recovers N by decrypting the message received, then applies a certain function f on N and
sends the result to A encrypted with the same secret key kap.

3. At last, A also applies f on N, compares the result with the decryption of the message received
and then executes a certain protocol P if the test is successful.

We model this protocol using the applied pi calculus as follows:

vkap. (vN.out(c,senc(N,kag)). in(c,z). if sdec(x,kap) = f(N) then P else 0.
| in(c,y). out(c,senc(f(sdec(y, kagn)), kan)))

where ¢ represents the public channel on which A and B communicate.

As usual, names and variables have scopes, which are delimited by restrictions and by inputs.
We write fvars(A), bvars(A), fnames(A) and bnames(A) for the sets of free and bound variables
and free and bound names of A, respectively. We say that an extended process is closed if all its
variables are either bound or defined by an active substitution. An evaluation context C[ ] is an
extended process with a hole instead of an extended process.

Active substitutions are useful because they allow us to map an extended process A to its frame,
denoted ®(A), by replacing every plain process in A with 0. Hence, a frame is an extended process
built up from 0 and active substitutions by parallel composition and restriction. The frame ®(A)
accounts for the set of terms statically possessed by the intruder (but does not take into account
for A’s dynamic behavior). The domain of a frame ®, denoted by dom(®), is the set of variables
for which ® defines a substitution (those variables = for which ® contains a substitution {*/,}
not under a restriction on z).

Example 3.2. Consider the signature Fsene of Example[31 and the following process A made up
of three components in parallel:

vs.wsk.vy.(out(ey, z1) | in(cr,y).out(co, sdec(y, sk)) | {sn<=F) /1.

Its first component publishes the message senc(s, sk) stored in x1 by sending it on ¢;. The second
receives a message on c1, uses the secret key sk to decrypt it, and forwards the result on ca. We
have ®(A) = vs, sk, x1.{"(>5%) /1 and dom(®(A)) = O (since x; is under a restriction).

3.1.2 Semantics

We briefly recall the operational semantics of the applied pi calculus (see [AF01] for details).
First, we associate an equational theory E to the signature F. The purpose of this equational
theory is to represent the behaviour of the cryptographic primitives. We require the equational
theory to be closed under one-to-one renaming.

Structural equivalence, noted =, is the smallest equivalence relation on extended processes that
is closed under a-conversion of names and variables, by application of evaluation contexts, and
satisfying some further basic structural rules such as A |0 = A and !A =14 | A, associativity and
commutativity of |, binding-operator-like behavior of v, and when u =g v the equivalences:

ved"/a} =0 {"/a}={"/a}  {"/e} |A={"/a} [ A{"/}
Example 3.3. Let P be the following process:
vs.wsk. (out(ci,senc(s, sk)) | in(c1,y).out(cs, sdec(y, sk))).

The process P is structurally equivalent to the process A given in Ezample [3.2. We have that
O(P)=0=D(A).

The operational semantics of processes in the applied pi calculus is defined by structural rules
defining two relations: structural equivalence (described above) and internal reduction, noted —.



Internal reduction is the smallest relation on extended processes closed under structural equivalence
and application of evaluation contexts such that:

out(a,u).P |in(a,x).Q = P|Q{"/.}
ifu=vthenPelseQ - P ifu=gwv

ifu=vthenPelseQ - Q if w, v ground terms such that u #g v

The operational semantics is extended by a labeled operational semantics enabling us to reason
about processes that interact with their environment. Labeled operational semantics defines the

relation - where £ is a label in(c,u) where u is a term that may contain names and variables and
¢ is a term of channel type; a label out(c,u) or vu.out(c,u), where u is a variable of base type or
a name of channel type. The scopes of names and variables are only delimited by restrictions, i.e.
the input label in(c, ) does not restrict variables contrary to the plain process in(c, x).

We adopt the following rules in addition to the internal reduction rules. Below, the names a
and ¢ are channel names whereas x is a variable of base type and y is a variable of any type.

. in(a,u) w
IN in(a,y).P ——— P{"/y} AL A" u does not occur in £
SCOPE
out(a,c) vu.A i) vu. A’
Out-CH out(a,c).P ———= P : :
o bnames(£) N fnames(B) = 0
out(a,c
A A _ (Y.
OPEN-CH —Vzom(a . c#a PAR bvars(l) ﬂfvarsEB) P A=A
ve A ————5 A A|B— A'|B

vz.out(a,r)

Our-T  out(a, M).P PI{"/:} g0 A=B B LB B=A

x & fvars(P) U fvars(M) Y

Let A be the alphabet of actions (in our case this alphabet is infinite) where the special symbol
T € A represents an unobservable action. For every w € A* the relation — on extended processes
is defined in the usual way. By convention A < A where € denotes the empty word.

For every s € (A~ {7})*, the relation = on extended processes is defined by: A = B if, and
only if, there exists w € A* such that A =5 B and s is obtained from w by erasing all occurrences
of 7. Intuitively, A = B means that A transforms into B by experiment s. We also consider the
relation A ¥ B and A & B that are the restriction of the relations — and = on closed extended
processes.

Note that the labeled transition is not closed under application of evaluation contexts. More-
over the output of a term w needs to be made “by reference” using a restricted variable and an
active substitution. The rules differ slightly from those described in [AF01] but it has been shown
in [DKRO7] that the two underlying notions of observational equivalence coincide.

Example 3.4. Consider the protocol P in Example[33 One possible sequence of transitions for
P is the following:

vx.out(cy,z)

P vs.wsk.(in(c1,y).out(cy, adec(y, sk)) | {2enc(s:Pk(sk)) / 1)
inler,2), vs.vsk.(out(cy, adec(senc(s, pk(sk)), sk)) | {2enc(s:Pk(sk)) / 1)
DD, ys sk ({2 /y} | {ForEERRER) £, )
Note that all transitions in this sequence are visible actions. However, the two first transitions
only result on passing through a message. Hence, it is possible to apply an internal reduction:
P Ly vs.vsk.out(cy, adec(senc(s, pk(sk)), sk))

vyoutlea y), vswskA{*/y}



Note that the frame is "smaller” than the frame in the previous sequence of transitions. It was
predictable by the fact that we replaced some labeled actions (visible for the attacker) by an internal
reduction (invisible action for the attacker).

3.2 Behavioural equivalences and their relations

Behavioural equivalences intuitively define the fact that no observer can see the difference
between two processes. They can be used to formalise many interesting security properties, in
particular privacy related properties, such as those studied in [AF04, DKR09, [ACRRI10, BCdH10].
Slightly more specifically, two processes can be said equivalent if an observer, whatever how
he behaves, observes the same (or equivalent) outputs from the two processes. This can be
formally defined as trace equivalence as introduced in [MNP02]. An alternative definition is testing
equivalence as defined for example by M. Abadi and A. Gordon [AG99]. In the context of the
pi calculus, may-testing and trace equivalences are known to be difficult to prove. Therefore, a
stronger notion has been proposed: observational equivalence, which requires in addition the two
processes to be (weakly) bisimilar.

This section is devoted to the definition of these three notions and the study of their relations
in the context of the applied pi calculus. We first introduce the notion of static equivalence
that compares sequences of messages, a notion of intruder’s knowledge that has been extensively
studied, for example in [ACO6].

Definition 3.1 (static equivalence ~). Two termsu and n are equal in the frame ®, written (u =g
v)®, if there exists i and a substitution o such that ® = vi.o, i N (fnames(u) U fnames(v)) = 0,
and uo =g vo.

Two closed frames ®1 and ®5 are statically equivalent, written &1 ~ &, when:

— dom(®;) = dom(®s), and

— for all terms u,v, (v =g v)®1 if and only if (u =g v)Ps.

Example 3.5. Consider the theory Eaenc (see Example [Z3), ®, = {2e"<(@pk(sk) / 1 and &, =
{aenc(bpk(sk)) /1. We have that (adec(x1, sk) =g, a)®, whereas (adec(x1, sk) #g,... a)®y, thus
D, £ Dy. Note that D, and Dy, do not restrict sk, a nor b hence they are accessible to the attacker.

However, vsk.p ~ vsk.p'. This is a non trivial equivalence. Intuitively, since sk is now
restricted, it can not appear in the tests which also implies that pk(sk), the encryption key, can
not appear directly in the tests. Thus, there is no test that allows one to distinguish the two frames.

aenc

3.2.1 Trace equivalence

For every closed extended process A, we define its set of traces, each trace consisting in a
sequence of actions together with the sequence of sent messages:

trace(A) = {(s,#(B)) | A& B for some B}.

Note that, in the applied pi calculus, the sent messages of base type are exclusively stored in
the frame and not in the sequence s (the outputs are made by “reference”).

Two processes are trace equivalent if, whatever the messages they received (built upon previ-
ously sent messages), the resulting frames are in static equivalence.

Definition 3.2 (trace equivalence ~;). Let A and B be two closed extended processes, A Ty B if
for every (s, ®) € trace(A) such that bnames(s) N fnames(B) = 0, there exists (s', ®') € trace(B)
such that s = s" and ® ~ P'.

Two closed extended processes A and B are trace equivalent, denoted by A =~y B, if AC, B
and B C; A.



As previously explained, proving trace equivalence of two protocols is very difficult. Indeed the
set of possible traces of a protocol is usually infinite hence one has to compute and compare two
sets of infinite traces. Furthermore, given two traces, one still need to prove the static equivalence
which also consist of evaluating and comparing an infinite set pair of terms.

Example 3.6. Consider A and B the two following protocols:

A Y out(cy, aenc(a, pk(sk))).out(ca, b)

B out(c1, aenc(b, pk(sk))) | out(cz, b)

We have that A %, B. Indeed, we can find several traces that can’t be matched in both protocols.
For example, B can be reduced as follows:

vz.out(ca,x)

B out(c1, aenc(b, pk(sk))) | {*/s}

Howewver, to output on the public channel co, the protocol A must first output on the public channel
c1 and so such trace can’t be matched in A, hence the non-equivalence.
This trace is not the only witness of the non-equivalence. Indeed, one can reduce A and B as

follows:
vz.out(cy,z)

OUt(CQ,b) ‘ {aenc(a,pk(sk))/m} déf Al
OUt(CQ,b) ‘ {aenc(b,pk(sk))/m} d;f B’
In such a case, we have that ®(A") = {2en<(a-Pk(sk) / Y and &(B') = {2enc(bpk(sk) / Y These

frames correspond to the frame in Example T3 and we already showed that ®(A’) & ®(B’), hence
the non-equivalence.

A
B

vz.out(cy,z)

3.2.2 May-testing equivalence

We write Allc when A can send a message on ¢, that is, when A = C[out(c, M).P] for some
evaluation context C' that does not bind c. A test consists of any evaluation context C' and any
channel name c¢. A closed extended process A passes the test if and only if C[A]{}c. The notion of
testing gives rise to a may-testing preorder C,, and to a may-testing equivalence =, on the set of
closed extended processes.

Definition 3.3 (may-testing equivalence). Let A and B be two closed extended processes such
that dom(A) = dom(B), A C,,, B if for any test (C,c) such that C is a closing evaluation context
for A (and B) we have that C[A]{c implies that C[B[}c. Two closed extended processes A and B
are in may-testing equivalence, denoted by A ~,, B, if AC,, B and B C,, A.

The idea of may-testing equivalence comes from the work of R. De Nicola and M. Hen-
nessy [NH84]. Our definition is similar to their notion of may-testing equivalence. Since then,
this notion of may-testing equivalence has been used in several cryptographic calculi, e.g. spi-
calculus [AG99|. This notion is usually shown to be equivalent to a notion of trace equivalence
(as the one given in Definition [3.2]) that is easier to manipulate since the universal quantification
over all contexts has been removed.

Example 3.7. Coming back to the protocols A and B in Ezxample [3.8, we can find back the
two witnesses of the non-equivalence brought to light using the notion of may-testing equivalence.
Indeed, we have that Bllco while A | co. Furthermore, let C' the following evaluation context:

o4 _ |in(eq,x).if adec(x, sk) = a then out(bad, a) else 0

where bad is a public channel. C is closing for A and B. Furthermore, we have that C[A[{bad
and C[B] | bad. Note that the test performed in the if then else part of C corresponds exactly
to the test used to show that ®(A") and ®(B’) are not statically equivalent in Example [T



3.2.3 Relations between may-testing and trace equivalence

People usually consider that may-testing equivalence coincide with trace equivalence. Actually,
this result has been proved in two variants of the spi-calculus [MNP02, [DSV03| and is in the
spirit of the main theorem stated in [AF01]. We tried to adapt their proof, but it happens
that the two notions do not coincide in the applied pi calculus setting. We indeed exhibit two
processes that are may-testing equivalent but not trace equivalent. However, these two notions are
similar and try to capture the same concept. We show that trace equivalence implies may-testing
equivalence (without any additional restriction) and the other implication holds as soon as we
consider processes without replication. More precisely, this last implication holds for processes
that are image-finite (up to static equivalence).

3.2.3.1 Trace equivalence implies may-testing equivalence

Theorem 3.1. For all A and B two closed extended processes,
A =; B implies that A =~,, B.

The proof of Theorem Bl requires to characterize any evolution of the contextualized process
A, that is, any evolution of C[A].

Given a closed extended process A and an evaluation context C[ ], the proposition below
allows us to map a derivation issued from C[A] to a labeled trace issued from A. Note that we
only consider evaluation contexts having a special shape (there is no restriction in front of the
hole). This additional assumption is actually fulfilled when proving Theorem B.11

Proposition 3.1. Let A and B be two closed extended process with dom(A) = dom(B), and
C[ ] =va.(D| ) be an evaluation context closing for A. If C[A] & A" for some process A,
then there exist a closed extended process A', an evaluation context C' = vn/.(D"| ) closing for
A’, and a trace tr € (A~ {7})* such that A” = C'[A’], A& A', and for all closed extended process
B,

B B and ®(B') ~ ®(A’) imply that C[B] & C'[B'].

Proof (sketch).Proving Proposition Bl is quite technical thus the full proof can be found in Ap-
pendix [A ]

The proof of Proposition Bl works by induction on the length £ of the derivation of C[A] & A”.
The initial case (i.e. ¢ = 0) is almost trivial by defining C' = C' thus we focus on the inductive
case (i.e. £>0):

The length of the derivation being strictly bigger than 0, we know that C[A] £ A” implies
C[A] & A; & A” for some closed extended process A;. Since the length of the derivation
C[A] & A, is strictly smaller than ¢, we apply our inductive hypothesis: There exist a closed
extended process A}, an evaluation content Ci[ | = vn).(D}] | ) closing for A}, and a labeled

sequence tr; € (A~ {7})* such that 4, = C}[A4}], AE A}, and for all closed extended processes
B}, we have that B &2 B} and ®(B}) ~ ®(A}) imply that C[B] & C}[B}].
Then, the proof consists of matching the internal reduction vi}.(D} | A}) v A" either to a

labeled transition applied on A} or to a modification of the evaluation context C.
-

Typically, if the internal derivation is applied solely on A}, then we have C' = C7, A} — A’
for some A’. On the other hand, if the internal derivation is applied solely on D} then only the
evaluation context is modified, i.e. C'[ | = vij.(Dy| ), A’ = A} and D} > D} for some Dj.
The last possible case of internal reduction is a communication between D7 and Aj. But then,
two cases must be distinguished: either the output was part of D} and the input part of Af; or

the output was part of A} and the input part of Dj. Intuitively, if the input was part of A} then

it will be matched by the labeled transition A} M A’ where M is determined by the output



vx.out(c,x) A

in Dj. Else the internal reduction will be matched by the labeled transition A} for

some c.

The proof of Theorem [3.1] also relies on the fact that trace equivalence is closed by one-to-one
renamings of free names. This is formally stated in the lemma below:

Lemma 3.1. Let A and B be two closed extended processes such that A ~; B and u be a
name (resp. wariable) that occurs in fnames(A) U foars(A) U fnames(B) U fvars(B) and not in
bnames(A) U bvars(A) U bnames(B) U bvars(B), and v’ be a fresh name (resp. variable). We have
that A{* /,} ~¢ B{" .}

We are now able to prove Theorem Bl

Proof of Theorem[3dl Let A, B be two closed extended processes such that A ~; B. Let C[_]
be an evaluation context closing for A (and B), and ¢ be a channel name. We assume w.l.o.g.
that C[_] = vi.(D | vm._) for some extended process D and for some sequences of names and
variables 7 and m. We assume w.l.o.g. that mN(bnames(A)Ubvars(A)) = 0 and mN(bnames(B)U
bvars(B)) = 0. Let Ay = A{™ /z} and By = B{™ /;} where m/ is a sequence of fresh names
and variables. Thanks to Lemma B} we have that Ay =y By, Let Co| | = vawm/.(D | ). We
have that C[A] = Cy[A2] and C[B] = C3[Bs).

Assume now that C[A]{e. This means that there exist a closing evaluation context C that
does not bind ¢, a term M, and a plain process P such that C[A] = C3[As] & Ci[out(c, M).P].
Applying Proposition Bl on As, By and Cs[ ], we know that there exist a closed extended
process A}, a closing evaluation context C4[ | = vi.(E | ) for A, and tr € (A~ {7})* such

that C4[out(c, M).P] = C4[A}], and Ay £ Aj, and for all closed extended process Bj such that
By &5 Bjy and ®(Bb) ~ ®(A}), we have that Cy[Ba] > C}[Bb]. Moreover, we assume w.l.o.g. that
bnames(tr) N fnames(Bz) = 0.

Since C) = vr.(E| ), we can deduce from Ci[out(c, M).P] = C4[A}] that the output out(c, M)
comes either from the process E or from A}. We distinguish these two cases:

— The output out(c, M) comes from E. Since, we have that As =~; Bs, we know that that
there exists B} such that By £ Bj and ®(A}) ~ ®(BY,). Therefore, we have that Cy[Bs] £
C4[B) = vi.(E | BS). But by hypothesis, we know that the output out(c, M) comes from
E and ¢ ¢ 7. Hence we have that Cs[Bs]{c, and since C[B] = C3[Bs], we conclude that
C[Bllc.

— The output out(e, M) comes from Al. Thus, we have that A} = vv.(out(c, M).P | As)
with ¢ ¢ 0,7. Thus, we have that A} vz.out(e?) vo.(P | Az | {M/.}) (if M is a term of
channel type, the transition is different but the proof can be done in a similar way.) Let

A" = vi (P | Az | {M/.}) and tr' = tr - vz.out(c, 2), we have that Ay A" Since we
have that Ay ~; By, we have that there exists B} such that By £ Bj and ®(A”) ~ ®(BY).

Thus, we can deduce that there exists B’ such that B, £ B’ vzout(c?) Bl,. Therefore,
we have that there exist a term N, an evaluation context C'5 and a process ) such that
B’ = Csfout(c, N).Q] and ¢ is not bound by Cj. Furthermore, we have that ®(A%) ~ ®(B’)
which means that Cy[Bs] ¥ C5[B'], and thus Cy[Bs] & C4[Cslout(c, N).Q]]. Hence, we have
that C2[Ba]lle, and since C[B] = C3[Bz], we conclude that C[B]l}c. O

3.2.3.2 May-testing equivalence does not imply trace equivalence

While may-testing and trace equivalences seem to be two very similar notions, may-testing
equivalence actually does not imply trace equivalence. Roughly, in may-testing equivalence, the
attacker is allowed to perform a sequence of inputs/outputs followed by a finite number of tests,
but he has to commit on these tests before knowing how the communication actions will be used.
In trace equivalence, all the tests are considered through static equivalence. The attacker does



not have to commit on the tests he wants to use in advance. So, the attacker is more adaptive in
trace equivalence and this gives him more power.

We describe two processes A and B such that A %; B whereas A ~,, B. Let A and B be the
two following processes:

— A = vbwey.(out(cy, token) | in(cy, x).out(c,b) | in(ci, z).B); and
— B =wcy.(out(cz, h(a)) | in(cz,z).out(c, ) | lin(ca, z).0out(ca, h(z))).

We consider the empty equational theory and a signature which only contains the symbol h of
arity 1 (with no equation). The private channel ¢; in A is used to model the choice operator. The
behavior of A consists of outputting a fresh name b or executing the process B. The processes B
relies also on a private channel, namely co, whose purpose is to model the choice operator. An
execution of B will output a message of the form h(h(...h(a)...)) on the public channel ¢, for an
arbitrary number of h. In the remaining, we denote by h™(a) the term obtained by applying n
times h on top of a.

Regarding trace equivalence, we have that:

— trace(A) = {(,0); (tr,vb.{%/.}); (tr, {M@/.}); ... (tr, {M" @/ 1) ..}

— trace(B) = {(e,0); (tr, {"@ /,}); ...; (e, 7@/} .}
with tr = vz.out(c,z). We can easily see that A #; B: the frame vb.{®/,} is not statically
equivalent to any other frame in trace(B).

On the other hand, we have that A ~,, B. This is a non trivial equivalence that is not easy
to prove. Below, we only give an intuition. First, it seems clear that B C,, A since A can easily
mimic the process B by performing first an internal communication and giving the token to the
last part of the process. Regarding the other inclusion, consider a test (C,c) such that C is a
closing evaluation context for A. The most interesting case is when C[A] outputs the fresh name
b on the channel ¢ and then performs some tests on this message. However, since the execution
trace that leads to the output on c is fixed, we know the tests that have been performed in such
a situation, and we can compute ngy such that the same tests will be satisfied if the outputted
message was h™(a) instead of b (for instance, we can choose for ny the number of occurrences of
h in the tests plus one).

3.2.3.3 Case of image-finite processes

As illustrated in Section B.2.3.2] may-testing equivalence does not imply trace equivalence in
general. However, the implication holds as soon as we consider processes without replication. More
precisely, this implication holds for processes that are image-finite (up to static equivalence).

Definition 3.4 (image-finite). An extended process A is image-finite if for each sequence of actions
tr, the set of equivalence classes {®(A') | A= A}/ ~ is finite.

Any process without replication is image-finite. Indeed, if a process A does not contain a
replication then we have that {®(A’) | A = A’} is a finite set up to structural equivalence, thus
sois {®(A) | AS A}/ ~.

Note that the processes defined in Subsection are not image-finite.

Theorem 3.2. Let A and B two closed extended processes with dom(A) = dom(B) and such that
A and B are image-finite. We have that:

A =, B implies that A ~; B

Proof. Assume that A #%; B. We assume w.l.o.g. that A Z; B. In such a case, there exists
a witness for the non equivalence. This means that there exists (tr,¢) € trace(A) such that
bnames(tr) N fnames(B) = (), and

1. either there does not exist ® such that (tr, ®’) € trace(B);
2. or for all (tr, ®') € trace(B), we have that &' £ ®.



Moreover, we assume that no name in tr is bounded twice (i.e. va. can not occur twice in tr) and
bounded names in tr are distinct from free names that occur in A, B, and tr.

We build an evaluation context C' according to the trace tr and also the tests that witness
the fact that static equivalence does not hold. Let Sy, = {®’ | (tr,®’) € trace(B)}. Since B is
image-finite, we know that St/ ~ is finite. Let {®},...,®] } = S/ ~. If we are in the first case,
i.e. Sy = (0, we have that m = 0.

We know that {1,...,m} =T+ wT~ with:
— for each i € T'", there exist two terms M; and N; such that fvars(M;)U fvars(N;) C dom(®),
(M; =g N;)®, and (M; #e N;)®j; and
— for each ¢ € T, there exist two terms M; and N; such that fvars(M;)U fvars(N;) C dom(®P),
(Ml #E NZ)(I), and (Ml =E NZ)(p;
Let bad be a fresh channel name that does not occur in A and B. Let P, ..., Py, Py11 be the
plain processes defined as follows:

— Ppi ™ out(bad, bad).0

— for 1 < ¢ < m, we define P; as follows:

P; e if M; = N; then P;;; else 0 when i € Tt

P; def if M; = N; then 0 else P4 when ¢ € T~

Let {a1,...,ax} be channel names that occur free in A, B, and tr. Let X%, = {z4,,...,20a,}
be a set of variables of channel type, and 0 = {z,, — a1,...,%4, — ar}. We define C such that
C =Q(tr,XY) | _ where Q(tr, X,) is defined by recurrence on tr as follows:

— if tr = € then Q(tr, X.p) = Pi;

— if tr = in(a, M).tr’ then Q(tr, X.p) = out(zqo, M).Q(tr', Xep);

— it tr = out(a, ¢).tr’ then Q(tr, Xer) = in(zq0,y). if y = x.0 then Q(tr', Xyp,) else 0 where y is
fresh variable of channel type; and

— if tr = ve.out(a, ¢) then Q(tr, Xyp,) = in(zq0,2.). if £, € Xepo then 0 else Q(tr', X7, ) where
Xclh =X W {a:c}

We use the conditional if u € {ug,...,u;} then 0 else P as a shortcut for
if w=wuy then 0 else (if u = uz then 0 else (.... (if u = uy then 0 else P))).

We can see that C[A]bad since (tr,®) € trace(A) and & satisfies by definition all the tests
that are tested in P,,,. However, by construction of C', we have that C'[B] can not emit on bad. [

The class of image-finite processes is not the only class of processes where the may-testing
equivalence implies the trace equivalence. In [MNP02|, they proved that the may-testing equiva-
lence implies the trace equivalence using a property of their equational theory. They provide an
equational theory E such that any frame could be characterized by a finite formula on terms mod-
ulo E, i.e. for all frames ®, a formula ¢ is the characteristic formula of ® if for all frames ®’, ® ~ ®
is equivalent to ®’ (as substitution) satisfies ¢. With such property on the equational theory, one
can show that may-testing equivalence implies trace equivalence using a proof similar to the proof
of Theorem Typically, given a closed extended process A and a trace (tr, ®) € trace(A), we
build the same context C as in the proof of Theorem B2l except that the processes P, will be
defined following the characteristic formula of ®.

3.2.4 Observational equivalence

Observational equivalence has been initially introduced as a mean for proving may-testing or
trace equivalence. Comparing to may-testing and trace equivalence, the observation equivalence
also checks the bisimilarity of the two processes.



Definition 3.5 (observational equivalence). Observational equivalence is the largest symmetric
relation R between closed extended processes with the same domain such that ARB implies:

1. if Allc, then Blc;
2. if A A, then B> B’ and A'RB’ for some B';
3. C[AIRC|B] for all closing evaluation contexts C.

However, proofs of observational equivalences are difficult because of the universal quantifica-
tion over all contexts. Therefore, an alternative definition has been proposed, considering labeled
transitions for the processes.

Definition 3.6 (labeled bisimilarity ~). Labeled bisimilarity is the largest symmetric relation R
on closed extended processes such that A R B implies

1. ¢(A) ~ ¢(B),
2. if A A, then BE B’ and A’ R B’ for some B’,

3. if A & A and bnames(£) N fnames(B) = 0 then B & B and A’ R B’ for some B’.

Example 3.8. Consider the theory Eaenc and the two processes P, = out(c,aenc(a, pk(sk))) and
P, = out(c, aenc(b, pk(sk))). We have that vsk.P, ~ vsk.P, whereas P, % P,. These results are
direct consequences of the static (in)equivalence relations stated and discussed in Example [T,

It has been shown that observational equivalence coincides with labeled bisimilarity [AFO01]
Liull]. In the literature, one can also find several results about the relation between observa-
tional and trace equivalence. As expected, observational equivalence is strictly stronger than trace
equivalence. J. Engelfriet has shown that observational equivalence and trace equivalence actu-
ally coincide in a general model of parallel computation with atomic actions, when processes are
determinate [Eng85]. In [CD09al, the authors generalise this result to the applied pi calculus and
show that a large class of processes, named simple processes, enjoys the determinacy property.

3.3 Some security properties

We presented different behavioural equivalences in Section which typically differ from the
power we give to the attacker. When describing the security properties we will use the trace
equivalence, i.e. =, however all these security properties are still valid when replacing the trace
equivalence by an other behavioural equivalence. Of course, since some behavioural equivalences
are stronger than others (see Section B.2)), one protocol might satisfy a security property for one
behavioural equivalence and not for an other equivalence. We present in this section some security
properties that has been studied in the literature and we provide small examples to illustrate
them.

3.3.1 Guessing attacks

In our model, we assume that all cryptographic primitives are perfect. For example, an intruder
cannot obtain a from senc(a, k) without knowing the secret key k. Typically, this assumption relies
on the length of the key to ensure that an intruder cannot try all possible passwords, i.e. break
the cipher using a brute force attack. However, in many applications such as mail, online bank
account, etc, a human user will usually use a password whose length is at most 20 characters.
Thanks to the power of nowadays computers, an intruder may be able deduce these passwords
using a brute force attack. These short passwords are called weak secret.

However, a weak secret is not necessary a flaw in the security of a protocol. Indeed, during
a brute force attack, an intruder still has to distinguish the cases where he guessed the correct
key or not. Hence the notion of guessing attack was introduced to represent the capability of
an intruder to deduce weak secret and obtain relevant information from it. Typically, a guessing
attack works as follows: The intruder first interacts with several sessions of a protocol (usually



small number of sessions since most of online protocols allow only a small number of fail attempts
on your password) then in a next phase the intruder may try offline all possible passwords on the
message he previously received, i.e. guessing a key is done without interaction with the protocols.

Although guessing attacks are considered as equivalence properties, they are not modelled
by equivalence of processes but equivalence of frames instead. The is formalise by the following
definition [DKROS8| Bau05].

Definition 3.7. Let vk.® be a closed frame. Assume that k is a weak secret. We say that vk.®
is resistant to guessing attacks on k if, and only if, vk.(® | {¥/.}) ~ vn.vk.(® | {"/.}) where
x & dom(®) and n is a fresh name.

An extended process A is resistant to guessing attacks on k € bnames(A) if for every (tr,B) €
trace(A), ®(B) is resistant to guessing attacks on k.

Example 3.9. Consider the Handshake protocol given in Example [31. We show that the hand-
shake protocol is not resistant to guessing attacks on k. Indeed, let’s denote A the process from
Ezample [31. Hence (tr,vkap.®) € trace(A) where tr = vws.out(c, wy).in(c, wr).vws.out(c, wy)
and ® = vN.pt.({sercW:kap) ) Y | {senc(f(N)kas) /Y However, one can note that vkap.(® |
{kaB [, ) o vkapvk(® | {¥/w,}). Indeed, the test sdec(ws,ws) =g f(sdec(wr,ws)) can distin-
guish the two frames. This attacks is well known and can be found in the literature |[GML™ 95).

3.3.2 Strong secrecy

When two honest agents exchange a secret during the execution of a protocol, we usually want
that this secret may never be deduce by an intruder. This security property, called simple secrecy,
is in fact a reachability property and do not require behavioural equivalence to be modelled.

On the other hand, there exists a stronger security property, called strong secrecy and intro-
duced in [Bla04], where an intruder must not notice when the value of the secret changes. The
strong secrecy can be model as follows:

Definition 3.8. Let A be a closed extended process such that A = C[A" | {M/.}] for some
evaluation context C, extended process A', term M. We say that A preserves the strong secrecy of
M if we have:

ClA" [ {M/2}] = vk.ClA" [ {¥/a}]

The original definition of strong secrecy can be found in [Bla04] and is slightly stronger that
the one we provide. Indeed, instead of checking the strong secrecy of a specific message, they
check the strong secrecy of a free variable which can be replaced by any message. While these two
notions do not coincide in general, they do coincide for many usual equational theories.

3.3.3 Anonymity

Anonymity is informally defined by the ISO/IEC standard 15408 [ISO09] as the property en-
suring that a user may use a service or a resource without disclosing the user’s identity. Formally,
anonymity has been defined to hold [ACRRI0] when an outside observer cannot tell the difference
between a system in which the user with a publicly known identity idy executes the analysed
protocol, from the system where id is not present at all.

Definition 3.9. Let P be a closed extend process. Let vk stands forvky....vk, where k... k,
are long term secrets used in P. We say that P satisfies anonymity if the following equivalence
holds:

vk.((\vid. \P) | \P{ido/id}) ~; vk.(\vid. | P)

where id might be contained in P and idg is a fresh free name.

Intuitively, anonymity is satisfied if an observer cannot tell if the user idy (known to the
attacker) has been executing the protocol P or not. Note that if P does not contain id, the
anonymity trivially holds.



If we look at, as it is often done in automatic protocol verification, a bounded number of
sessions of the protocol P, the above formal property needs to be adapted. In the case of one
session for example, we will say that P preserves anonymity if the following equivalence holds

vk. P{idy/id} ~ vk. P{idy/id}

Informally, this corresponds to the fact that an attacker cannot tell if a session of P is executed
by idy or by some other user ids.

Example 3.10. We consider a simplified version of a protocol given in [AF04)] designed for trans-
mitting a secret without revealing its identity to other participants. In this protocol, A wishes
to engage in communication with B whereas B is willing to talk to A. However, A does not
want to compromise its privacy by revealing its identity or the identity of B more broadly. The
participants A and B proceed as follows:

A— B : aenc((Ng,pk(ska)),pk(skg))
B— A : aenc((Ng, (N, pk(skg))),pk(ska))

First A sends to B a nonce N, and its public key encrypted with the public key of B. If the
message is of the expected form then B sends to A the nonce N,, a freshly generated nonce Ny
and its public key, all of this being encrypted with the public key of A. Otherwise, B sends out
a “decoy” message: aenc(Ny, pk(skp)). This message should basically look like B’s other message
from the point of view of an outsider. This is important since the protocol is supposed to protect
the identity of the participants.

When A receives a message from B, A tries to decrypt it and checks that the second component
of the decryption corresponds to the nonce N, he first created. He also checks that the third
component corresponds to the public key of B. If the checks fail then A does mothing. After a
successful execution of this protocol, A and B will be able to use Ny and Ny as shared secrets.
However for the sake of simplicity, we will consider here that they do nothing.

In this protocol, we assume that the association between principals and their public keys is
known, even to the intruder. This might be model in the applied pi calculus by a server that
outputs the public key of a principal associated with its identification.

A session of role B played by agent b with a can be modelled by the plain process B(b,a) where
N = adec(y, sky). Note that B is not given the value sk, but is directly given the value pk(sk,),
that is the public key corresponding to A’s private key. Similarly, a session of role A played by
agent a with b can be modeled by the plain process A(a,b) where M = adec(z, sk,).

A(a,b) o vng.out(c, aenc((ng, pk(skq)), pk(sks))).in(c, 2).0

B(b,a)  vny.in(c,y).if projy(N) = pk(ska)
then out(c, aenc((proj; (), (ny, pk(sks))), pk(ska))).0
else out(c, aenc(ny, pk(sks))).0

Intuitively, this protocol preserves anonymity of the participant a if an attacker cannot distin-
guish whether b is willing to talk to a (represented by the process B(b,a)) or willing to talk to o
(represented by the process B(b,a’)), provided that a, o’ and b are honest participants. This can
be modeled by the following equivalence:

vska.vska vsky. (S | B(b,a) | A(a,b)) ~ vskq.vska .vsky.(S | B(b,a') | A(d’,b))
where S represents the server that associates principals and their public keys, i.e.
def a skq a’,pk(sk, ,pk(s
g = {< ,pk(sk ))/Zl} | {< pk(sk, )>/z2} | {<b pk( kb)>/z3}

This is a non-trivial equivalence however the “decoy” message plays an important role. Indeed,
considering now the process B~ (b, a) where, instead of sending a decoy message when the test fail,



the process does nothing:

B~ (b,a) o vnp.in(c, y).if projo(IN) = pk(sk,)
then out(c, aenc((proj; (), (ny, pk(sks))), pk(skq))).0
else 0

In such a case, the trace equivalence does not hold anymore. This can be easily shown by consid-
ering the sequence of actions s = in(c, aenc({n;, projs(z1)), projy(23))).vaz.out(c, ). We have that
(s,®) € trace(vskq.vska .vsky.(S | B=(b,a) | A(a,b))) for some ®. However, this sequence s does
not have a corresponding trace for the process vsk,.vskq .vsky.(S | B™(b,a’) | A(d’,b)).

3.3.4 Unlinkability

Unlinkability is informally defined by the ISO/IEC standard 15408 [ISO09] as the property
ensuring that a user may make multiple uses of a service or a resource without others being able
to link these uses together. Formally, unlinkability has been defined to hold [ACRR10] when a
system in which the analysed protocol can be executed by each user multiple times looks the same
to an outside observer that the system in which the analysed protocol can be executed by each
user at most once.

Definition 3.10. Let P be a closed extend process. Let vk stands forvky....vk, where ky,... ky
are long term secrets used in P. We say that P satisfies unlinkability if the following equivalence
holds:

vk \wid\P ~, vk.\vid.P

where id might be contained in P.

In other words, unlinkability is satisfied if an observer cannot tell if the users can execute
multiple or at most once the protocol P. Note that if P does not contain id then the equivalence
trivially holds.

Now one can also look at a bounded number of sessions of the protocol. In this case we need to
consider at least two sessions. Consider two sessions of the protocol, we will say that P preserves
unlinkability if the following equivalence holds

vk.vid. (P | P) ~; vk.(vid.P | vid.P)

Informally, this corresponds to the fact that an attacker cannot tell if the two sessions of P are
executed by the same user, or by two different users.

Note that if we consider more than two sessions, several equivalences are possible to express
unlinkability. For example, if you consider three sessions of the protocol, one might consider that
the three sessions are executed by the same user and one might also consider that two out of
three sessions are executed by the same user while the third session is executed by another user.
Section B4l illustrates this security property on the e-passport protocol.

3.4 The e-passport protocol

One of the purpose of this thesis is to apply our results (practical and theoretical) on con-
crete protocols such as the e-passport protocol. Indeed, passports now contain a chip that stores
additional information such as pictures and fingerprints of its holder. In order to ensure pri-
vacy, these chips include a mechanism that do not let the passport disclose private information to
external users. Section B3] formally describes the e-passport protocol that was partially studied
in [ACRR10| and the security properties we are interested in, i.e. anonymity and unlinkability.

An electronic passport (or e-passport) is a paper passport with an RFID chip that stores
the critical information printed on the passport. The International Civil Aviation Organisation
(ICAO) standard [ICA04] specifies the communication protocols that are used to access these
information.



3.4.1 Protocols description

The information stored in the chip is organised in data groups (dg; to dg,9). For example,
dgs contains a JPEG copy of the displayed picture, and dg, contains the displayed signature. The
verification key vk(skp) of the passport, together with its certificate sign(vk(skp), skpg) issued by
the Document Signer authority are stored in dg;5. The corresponding signing key skp is stored in
a tamper resistant memory, and cannot be read or copied. For authentication purposes, a hash of
all the dgs together with a signature on this hash value issued by the Document Signer authority
are stored in a separate file, the Security Object Document:

de .
sod < (sign(h(dgy, ..., dgys), skps), h(dgy, ..., dgys)).

The ICAO standard specifies several protocols through which these information can be ac-
cessed. First, the Basic Access Control (BAC) protocol establishes session keys ksenc and ksmac
to prevent skimming and eavesdropping on the subsequent communication with the e-passport.
Once the BAC protocol has been successfully executed, the reader gains access to the informa-
tion stored in the RFID tag through the Passive Authentication and the Active Authentication
protocols that can be executed in any order.

Passport Tag Reader

challenge

ngr,kr € N
zenc « senc((nr, nr, kr), ke)
xmac < mac(zenc, km)

renc, rmac
(wenc, )

Verify mac, Verify nr

kr e N

yenc < senc({nr,ng, kr), ke)
ymac < mac(yenc, km)

(yenc, ymac)

Verify mac, Verify ngr
ksenc < fi(kr,kr) ksenc < f1(kr, kr)

kSmaC(—fz(kT,kR) kSmaC(-fQ(kT,kR)

Figure 3.2: Basic Access Control protocol

The Basic Access Control (BAC) protocol is a key establishment protocol (see Figure B2). It
relies on the keys ke and km that are printed on the passport at the same page as your personal
data and your picture (usually, the customs officer get the key ke and km by optically scanning
your passport). These keys are usually composed of some of your personal data and some small
random number, hence these keys are easily broken if the intruder knows some basic data of its
target or if he had once access to its passport.



When the verification of a mac or the verification of the nonces ny and ng fail then an error
message is outputted. [ACRRI0] showed that the unlinkability of the BAC protocol is broken if
the error messages are different (case of the french passport) hence we will consider that the errors
messages outputted are the same (case of the english passport).

The detail of the functions f; and fy are not important. We use them to illustrate the fact that
the key sessions that will be used in the next two protocols are derived from kr and kg.

Passport Tag Reader

—

rnd € N
xenc < senc((init, rnd), ksenc))
xmac < mac(zenc, ksmac)

renc, rmac
(wenc, )

Verify mac and init

nece € N

sigma < sign((nce, rnd), skp)
yenc < senc(sigma, ksenc)
ymac < mac(yenc, ksmac)

(yenc, ymac)

Figure 3.3: Active Authentication protocol

The Active Authentication (AA) protocol is an authentication mechanism that prevents cloning
of the passport chip (see Figure B3]). It relies on the fact that the secret key skp of the passport
cannot be read or copied. The reader sends a random challenge to the passport, that has to return
a signature on this challenge using its private signature key skp. The reader can then verify using
the verification key vk(skp) that the signature was built using the expected passport key.

The Passive Authentication (PA) protocol is an authentication mechanism that proves that
the content of the RFID chip is authentic (see Figure B4]). Through PA the reader retrieves the
information stored in the dgs and the sod. It then verifies that the hash value stored in the sod
corresponds to the one signed by the Document Signer authority. It further checks that this hash
value is consistent with the received dgs.

3.4.2 Security analysis

The protocols BAC, PA and AA rely on symmetric encryption, message authentication codes,
signatures and the verification key generation function, to meet their security requirements.

According to the ICAO standard, once the keys ksenc and ksmac have been established using
the BAC protocol, the reader can decide to execute PA and/or AA in any order. Formally, it
corresponds to the parallel composition of PA and AA. Note that the execution of PA and AA
occurring only when BAC succeed implies that the processes modeling BAC' are in fact contexts
on which the processes of PA and AA are plugged. However, instead of considering the three
protocols at the same time, we might want to analyze first the privacy of BAC in isolation. Then,
after considering that the keys ksenc and ksmac are “securely” pre-shared, we analyze the privacy



Passport Tag Reader

ksenc, komac, sk | —

zenc + senc(read, ksenc)
zmac < mac(zenc, ksmac)

renc, rmac
(wenc, )

Verify mac and read
yenc < senc((dg,, ..., dg,q, sod), ksenc)
ymac < mac(yenc, ksmac)

(yenc, ymac)

Figure 3.4: Passive Authentication protocol

of the parallel composition of PA and AA. Hence, in this section, we will provide the equivalences
that model anonymity and unlinkability for BAC protocol in isolation, and also for the the parallel
composition of PA and AA under securely pre-shared ksenc and ksmac.

3.4.2.1 Security of BAC

We consider an arbitrary number of passports, each running an arbitrary number of times the
BAC protocol. This situation can be modelled in our calculus as follows:

P def lwke. vkm. \BAC

where the subprocess BAC model one session of the BAC protocol respectively. Typically, each
successful session of BAC create fresh session keys ksenc and ksmac that will be used in the PA
and AA protocols.

To express unlinkability discussed in Section [3.3.4] we need on one hand to consider a system in
which e-passports can execute the BAC' protocol multiple times, and on the other hand a system
in which e-passports can execute the BAC protocol at most once. This is modeled by the following

equivalence:
Wwke. vkm. |\BAC =; 'wke. vkm.BAC

Normally, to express anonymity discussed in Section [3.3] we would need to consider a victim’s
e-passport but in the BAC protocol, the only data that can relevantly identify an e-passport
are the keys ke and km. However, if we allow the intruder to know the value of ke and km of
the victim’s passport then it trivially breaks the anonymity of the protocol (he only has to try
decrypting messages, if the decryption succeed then it is the victim’s passport else it is not). On
the other, if we do not allow the intruder to know the value of the keys ke and km of the victim’s
passport then the equivalence would be trivial, i.e. wke. vkm. |BAC ~\vke. vkm. |BAC, and so
the anonymity is trivially preserved.

3.4.2.2 Security of the parallel composition of PA and AA

This case is very similar to the privacy of the BAC protocol. However, there is a lot more
information (i.e. nonces) that is used in the PA and AA protocols, hence one should be be careful



about the names that depend on the passport itself and the one that depend on a session of the
protocols. We consider an arbitrary number of passports, each running an arbitrary number of
times the PA and the AA protocols. This situation can be modelled in our calculus as follows:

) vskpg. Wwskp. vid. vsig. vpic. ... Wwksenc. vksmac. (PA| AA)

where id, sig, pic, ... represent the name, the signature, the displayed picture, etc of the e-passport
owner, i.e. the data stored in the dgs (1-14) and (16-19). The subprocesses PA and AA model
one session of the PA and AA protocol respectively. The name skpg models the signing key of
the Document Signing authority used in all passports. Each passport (identified by its signing
key skp, the owner’s name, picture, signature, ...) can run multiple times and in any order the
PA and AA protocols, but with different secret session keys ksenc and ksmac, that should be
established through execution of the BAC protocol (but that we have abstracted from).

Anonymity. To express anonymity discussed in SectionB.3.3] we will need to consider a victim’s
e-passport, whose name idg, signature sig,, picture picy, etc. are known to the attacker. The
victim’s e-passport follows like any other e-passport the PA and AA protocols which can be
respectively modelled by the following processes:

PAg def PA{idy/id, sigo/stg, pico/pic, ..., skpo}
AAg o AA{idy/id, sigo/sig, pico/pic, ..., skpo}
To formally express anonymity, we will consider the following contexts:
Cl_4, o Yy Vskp. vid. vsig. vpic. ...

! vksenc. vksmac.
| vskpg. Wwksenc. vksmac. 4

where the second hole will be filled with the process modelling the victim’s e-passport, while the
first hole will be filled with the processes modelling any other e-passport. Note that the signing key
skpq of the victim’s passport is not known to the attacker. The latter may know the verification
key vk(skpg) (accessible from dg,5) but not the signing key which is stored in a tamper resistant
memory.

This system will be compared to the one where the victim’s e-passport is not present at all.
For this we consider the following context:

d . . .
C' ] < lvskp. vid. vsig. vpic. ... ! vksenc. vksmac.

whose unique hole will be filled with the processes modelling any e-passport but the victim’s.
Hence the anonymity of the PA and the AA protocols is modelled by the following equivalence:

vskps.C[PA | AA, PAy | AAo) ~ vskps.C'[PA | AA]

Unlinkability. To express unlinkability discussed in Section B34 we need on one hand to
consider a system in which e-passports can execute the PA and AA protocols multiple times, and
on the other hand a system in which e-passports can execute the PA and AA protocols at most
once. For this we consider the two following contexts:

Cl] Y \yskp. vid. vsig. vpic. ...
Wwksenc. vksmac.
d . . .
'] ) lwskp. vid. vsig. vpic. ...
vksenc. vksmac.

These two contexts differ on the replication before the generation of the session keys ksenc
and ksmac, modelling in the first case an unbounded number of executions of the process that



will fill the unique hole, and in the second case a unique session of the filling process. Hence the
unlinkability of the PA and the AA protocols is modelled by the following equivalence:

I/SkDS.C[PA | AA] ¢ Vskps.C,[PA | AA]
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Towards deciding trace equivalence
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In the previous chapter, we presented several definitions of behavioural equivalence that can be
used to model the observational capabilities of an intruder. Hence, when verifying an equivalence
property on a cryptographic protocol, the choice of the behavioural equivalence that we have to
check is crucial. As mentioned in the introduction, the question of knowing which equivalence
is best-suited to model an intruder is disputable. Although the may-testing equivalence is, in
our opinion, the most appropriate equivalence to model the observational capabilities of an in-
truder, we prefer the trace equivalence that is easier to manipulate. This choice does not matter
when considering bounded number of sessions since both equivalences coincide in such a case (see
Section B.2.3).

Moreover, the proof of [CC08] indicates that standard cryptographic definitions for security,
based on indistinguishable games, are soundly abstracted by trace equivalence, with no need for
observational equivalence. Conversely, two processes may not be observationally equivalent and
yet be cryptographically indistinguishable.

The main contribution of this chapter is to adapt, from existing results, a proof technique
for deciding trace equivalence. Since replication very quickly yields to undecidability even in
the simpler case of accessibility properties [AC02], we focus here on processes without
replication.

The applied pi calculus is elegant and convenient for expressing security protocols. However, its
syntax and semantics (in particular name restriction and parallel composition) does not ease the
verification task. In contrast, constraint systems are much simpler and capture exactly the core of
protocol executions. They have shown their usefulness for analysing security protocols, for secrecy
and authentication properties (e.g. [MS01], [CLS03| [CKRT03]) as well as equivalence
properties (e.g. ICD0%al).

We show a reduction result for general processes without replication and for arbitrary equa-
tional theories. We reduce the decidability of trace equivalence (for bounded processes) to deciding
symbolic equivalence between sets of constraint systems. To transfer executions from the applied pi
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calculus to constraint systems, we introduce an intermediate calculus inspired by [DKRO7, [Lin11].
But contrary to their work, we allow replication in the process. This is useful when we want to
prove some theoretical results such as our work on composition of trace equivalence (see Chap-

ter [).

4.1 Intermediate calculus

As mentioned in [DKRO7], the semantics of the applied pi calculus is not well-suited for defining
a symbolic semantics. One of the main reason is the presence of the structural equivalence in the
semantics. It leads to too many traces for the same sequence of actions that are not necessary
when studying behavioural equivalence and in particular the trace equivalence. On the other hand,
the semantics of intermediate processes are more linear than the applied pi calculus semantics.

4.1.1 Syntax

We consider a new infinite subset of X, called parameters, AX = {az1,azs,...,axn,,...}.
Typically, the parameters will be used to express the domain of a frame and will avoid the possible
confusion with the variables inside a process.

Definition 4.1 (intermediate process). An intermediate process is a triple (£;P; ®) where:

— & is a set of names that represents the names restricted in P;

— & = {az; > t1,..., 0%, > t,} where t1,...,t, are ground terms, and azxy,...,ar, € AX
are parameters;

— P is a multiset of plain processes such that null processes are removed and fvars(P) = (.

Additionally, we require intermediate processes to be variable distinct, i.e. any variable is at most
bound once.

Given a sequence ® = {az; > t1,...,azx, > t,} where t1,...,t, are terms, we also denote
by ® its associated frame, i.e. {" /o, }|--. | {'"/ 0z, }-

Given a closed extended process A of the original applied pi, we can easily transform it into
an intermediate process A = (€;P; ®) such that A is structurally equivalent to £.(P | ®) up to a
renaming of the variables in dom(®). The idea is to rename names and variables to avoid clashes,
to apply the active substitutions, to remove the restrictions on variables, and finally to push the
restrictions on names, that define the scope of active substitutions with free variable, in front of
the process.

Example 4.1. Consider the extended process A described below (M and N are some terms that
do not contain n):

vsk.vz.(out(c, aenc(z, pk(sk))).vn.out(c,n).out(c,y) | {* /.3 | {V/,}).

An intermediate process A’ associated to A is:

A = (&P;)

= ({sk};out(c,aenc(M, pk(sk))).vn.out(c,n).out(c, N); {az; > N}).

We have that A{y — azx1} = vE.(P | D).

4.1.2 Semantics

The semantics for intermediate processes is given in Figure LIl The rules OPEN-CH;, OUT-
CH;, IN;, OuT-T; and PAR; correspond respectively to the rule OPEN-CH, OuT-CH, IN, OUT-T
and PAR in the semantic of the applied pi calculus. The rules CoMmM;, THEN; and ELSE; correspond



to the internal reduction of the applied pi calculus. The rules NEw; and REPL; do not appear
explicitly in the applied pi calculus but correspond in fact to the rule STRUCT.

For the rule OPEN-CH;, we consider a new infinite subset of N, i.e. set of name of channel
type, denoted Ch such that Ch = {chq,...chy,,...}. Hence, when in the rules in Figure 1] we
indicate "ch,, is a fresh channel name", it implies that the last application of the rule OPEN-CH;
in the derivation used the name ch,, 1. Intuitively, we use this set of channel names to dismiss
the sequence of actions tr equivalent through renaming of the bounded names of channel type in
tr. Note that one of the purpose of using of the parameters in AX is similar to the purpose of
using the channel names in Ch.

Let A; be the alphabet of actions for the intermediate semantics. For every w € A! the
relation ~%; on intermediate processes is defined in the usual way. For s € (A; ~ {7})*, the
relation =; on intermediate processes is defined by: A =; B if, and only if there exists w € Al
such that A =5, B and s is obtained by erasing all occurrences of 7. Note that by definition,
intermediate processes are closed.

(&;{if u=v then Q; else @2} WP;®) =, (£;{Q1}WP;®) ifu=¢wv (THEN;)
(&;{if u=v then Q) else Q2} WP;®) 5, (£;{Q2} W P;®) if u#g v (ELSE;)
(&; {out(p,u).Q1;in(p,).Q2} WP; ) Ty (€;{Q1; Qa{z = u}} WP; D) (Comm;)
E{in(p,2) QwPie) I (& {Q{r  ul} WP o) )
if pe & M® = u, foars(M) C dom(®) and fnames(M)NE =

vazy.out(p,az,)

(& {out(p,u).Qt W P; @) ————=; (E;{Q}YP; DU {ax, > u}) (Out-T;)
if p €&, and ax,, is a variable such that n = |®| + 1

(€ {out(p,0).Q} wPi®) D (g Q) uP;e) (OuT-CH,)
if pcg &

vcho, .out(p,chyp,) )

(&;{out(p,).Q} WP; &) —————"5, (& {Q}YP){c— chp};P) (OPEN-CH;)

ifpgé&, ceé, chy, is a fresh channel name

(& {rk.Q W P; D) T (EU{n};Q{k— n}twP;d) (NEW)
if n is a fresh name with the same type as k

EA{IQtwP; @) i (E{!Q:QtuP; @) (RePL)
AP | R2YuP;®) ¥ (EA{P1; P2y WP; @) (PAR)

where p, ¢ are channel names, u, v are ground terms, and x is a variable.

Figure 4.1: Intermediate semantics

Example 4.2. Consider the P the following protocol:
vs.vsk. (out(ci,senc(s, sk)) | in(c1,y).out(cs, sdec(y, sk))).

P is a plain process hence its associated intermediate process is P = (0;{P};0). Consider now

the sequence of transitions for P described in Example [} We had P Lp= vs.wsk.({°/y} |
{aenc(s:pk(sk)) / V) with tr = vazy.out(cy, azy). in(cy, axy). vazy.out(cy, azs). The corresponding



trace of P is obtained as follows:

P DD ({8, sk'}; {out(cr, aenc(s’, pk(sk’))); in(c1, y).out(co, adec(y, sk’) }; ()

(

i ({s’,sk’};{in(cl, .out(ce, adec(y, sk’) } {az1 > aenc(s’, pk(sk’))})
(
(

vaz.out(c1,azxy)
%

in(c1,az1)

{s', sk'}; {out(ca, M) }; {az1 > aenc(s’, pk(sk'))})
{s',sk'}; 0; {axq > aenc(s’, pk(sk’)); azs > M})

[
vazs.out(ce,azrs)
[

with M = adec(senc(s’, pk(sk’)), sk’). Note that M =g s'. If we denote by (E1;P1;P1) the last
intermediate process in the derivation and tr' = vaz;.out(ci, axy). in(c1, azxy). vy.out(ce, axs), we

have that P %, (€1;P1; ®1). Furthermore, if we denote o the substitution {x — ax1;y — axa},
we also have vE;. Py = ®(P)o and tr' = tro.

In Example we also consider a sequence of transitions with an internal reduction, i.e.

PEp = vs.wsk.({°/y}) with tr = vy.out(ca,y). The corresponding trace of P’ is obtained as
follows:

law]!
lﬂ
\L\\
lﬂ

({s', sk'}; {out(cl, aenc(s’, pk(sk’)));in(e1, y).out(cs, adec(y, sk')}; 0)
L ({8, sk} {out(cz, M)}7 0)
vazi.out(ce,azry) : ({5’,sk’};®;{ax1 > M})

with M = adec(senc(s’, pk(sk’)), sk’). Once again, if we denote by (E1;P1; ®1) the last intermediate

process in the derivation and tr' = vaz;.out(ce, axy), then PE, (€1;P1;®1). Furthermore, if we
denote o the substitution {y — ax1}, we also have vE;.®1 = ®(P’)o and tr' = tro.

In both sequences of transitions, the rule NEW; creates fresh names s’ and sk’ while we could
have kept s and sk. It is important to create fresh names each time to avoid clashes between
names, especially when the name restriction is under a replication.

4.1.3 Equivalence

Let A = (&£1;P1;P1) be an intermediate process. We define the set of its traces as follows:
trace;(A) = {(5,vE2.05) | (E1;P1;®1) = (Eo; Pa; ®y) for some (Ey; Po; ®2)}

Two intermediate processes are in (intermediate trace) equivalence if for any trace, the two
corresponding frames are statically equivalent.

Definition 4.2 (= for intermediate processes). Let A and B be two intermediate processes having
the same set of restricted names, i.e. A= (E1;P1;P1), B = (E2;Po; Po) and & = Es.

The processes A and B are intermediate trace equivalent, denoted by A =~; B, if for every
(s,vE.®@) € trace;(A) such that bnames(s) N fnames(B) = 0 there exists (s',vE'.®') € trace;(B)
such that s = s’ and vE.® ~ vE'. D" (and conversely).

Despite the differences between the two semantics, it can be shown (see Proposition ET]) that
the two notions of trace equivalence coincide.

Proposition 4.1. Let A and B be two processes without replication. Consider the two associated
intermediate processes: (£;Pa;P4) and (E;Pp; Pp).
The processes A and B are trace equivalent (i.e. A=y B in the original applied pi calculus

semantics) if, and only if, (E;Pa; Pa) ~¢ (£;Pr; PB).

Example 4.3. Coming back to Ezample[3.10, the anonymity of the private authentication protocol
is given by the following equivalence.

vskq.vskqe vsky. (S| B(b,a) | A(a,b)) m vskq.vske vsky.(S | B(b,a') | A(d’,b))



where S represent the server that associates principals and their public keys, i.e.
def a skq a’,pk(sk,/ s s
S L lapklska)) ) | flalpk(skar)) /4| {(bpk(ske)) /1

where the processes B and A are both plain processes. This equivalence can also be expressed with
intermediate processes. The server S will be put directly in the frame while the names sk, skqs
and sky will be put into the set of restricted names:

(E:{B(b,a) | Aa,b)}; ®o) =4 (E;{B(b,a’) | Ad',b)}; Bo)

where:
— & = {ska, skad’, skb}; and
— @y = {az1 > {(a, pk(sk,)), axa > {d’, pk(skq )), axs > (b, pk(sks))}.

4.1.4 Bounded intermediate processes

As mentioned earlier, our intermediate semantics was inspired by [DKROT]. However, in their
semantics, they do not have a rule for replication (since they consider processes without replication)
but they also do not have a rule for name restriction. Indeed, [DKR07] considers a class of protocol
where the restricted names where all pushed inside €.

Example 4.4. Consider the extended process A and its associated intermediate process A’ in

Ezxample [{1):
A" = ({sk};out(c,aenc(M, pk(sk))).vn.out(c,n).out(c, N);{az; > N}).

where M and N do not contain n. We can build a similar intermediate process A’ where we push
n inside the set of restricted names:

A" = ({sk,n};out(c,aenc(M, pk(sk))).out(c,n).out(c, N);{azxs > N}).

Note that A’ and A” are not in structural equivalence but we have A’ ~; A"”. Indeed, structural
equivalence does not allow one to push all the restrictions in front of a process.

Given an intermediate process A = (&;P; ®) without replication and a fixed sequence of actions
tr, the presence of name restrictions in P yields necessary an infinite set of traces with this specific
sequence of actions tr due to the infinite choice of name n in the rule NEwW. However, most of
the frames of these traces only differ by renaming of bound variables. Intuitively, pushing the
name inside the set of restricted names is similar to only considering one representative frame of
{® | (tr,®) € trace;(4)}/ =.

From now on, we will say that an intermediate process (£;P; ®) is bounded if P do not contain
replication nor name restriction. Given a process A = (&;P; @) without replication such that
names are bound only once and there is no clash between free and bound variables, we will say that
the process (€'; P’; ®') is its associated bounded intermediate process if ® = @', &' = EUbnames(P)
and P’ is the multiset P where any name restriction, i.e. vn, are removed.

Example 4.5. Coming back to Example[].3, the anonymity of the private authentication protocol
can be expressed with bounded processes by the following equivalence:

(&5{B'(b,a) | A'(a,b)}; ®o) ~¢ (€'5{B'(b,d) | A'(d’,b)}; o)
where &' = E U {ng,np} and A'(a,b), B'(b,a) are defined such that:

A'(a,b) défout(c, aenc((ng, pk(skq)), pk(sks))).in(c, 2).0

B'(b,a) “in(c, y).if projy(N) = pk(ska)
then out(c, aenc({proj; (), (s, pk(sks))), pk(ska))).0
else out(c, aenc(ny, pk(skyp))).0



4.2 Symbolic calculus

In this section, we propose a symbolic semantics for our calculus similar to [Bau07, [DKRO7,
RT01l, [CZ06]. By treating inputs symbolically, our symbolic semantics avoids potentially infinite
branching of execution trees due to inputs from the environment. Correctness is maintained by
associating with each process a set of constraints on terms. As mentioned in the previous section,
we will only consider bounded intermediate processes in the rest of this chapter.

4.2.1 Constraint system

We consider a new set X2 of variables called second order variables X,Y, ... In order to avoid
conflict between the variables in X2 and the one we already used to described the protocol and
the processes, we consider a new set X! of variables, called first order variables, for the variables
used in the processes. Note that X', X2, AX are all disjoint subsets of X. We call recipe, usually
denoted &, the terms in T(F,N U X% U AX). We say that a recipe & is closed (or ground) if
¢ e T(F,NUAX). Given a recipe £ € T(F,N UX? U AX), we denote param(£) the set of
parameter in &, i.e. vars(§) N AX.

A constraint system represents the possible executions of a protocol once an interleaving has
been fixed.

Definition 4.3 (constraint system). A constraint system is a tuple (€; ®; D; Eq) where
— & is a set of names (names that are initially unknown to the attacker);

— @ is a sequence of the form {ax1 > t1,..., az, D> t, } where t; are terms and az; are variables
of AX.

2

— D is a set of deducible constraints of the form X, i -z with i < n, X € X%, 2z e X

?
— FEq is a set of equations and inequations of the form s L ors + §' where s, s' are first-order
terms of same type.

Intuitively, the terms t¢; represent the terms sent on the network, their variables represent
?

messages sent by the attacker. Moreover, a constraint X,¢ - x is meant to ensure that = will
be replaced by a deducible term. The size of ®, denoted |®| is its length n. Given a set D of
constraints, we denote by vars'(D) (resp. vars?(D)) the first order (resp. second order) variables
of D, that is vars'(D) = fvars(D) N X! (resp. vars?(D) = fvars(D) N X?).

We also assume the following conditions are satisfied on a constraint system:

?
1. for every x € vars'(D), there exists a unique X such that (X, - x) € D, and each variable X
occurs at most once in D.
?
2. for every 1 < k < n, for every = € vars!(t), there exists (X,i F x) € D such that i < k.

The last property implies that any variables in ® must be previously introduced by a deducible
constraint in D. Given a recipe & with parameters included in azq,..., ez and ® = {az; >
t1,...,az, > tp}, n > k, £P denotes the term £ where each ax; has been replaced by ¢;. The

structure of a constraint system C = (€; ®; D; Eq) is given by &, |®| and {(X,1) | (X, Iz x) € D}.
A positive constraint system is a constraint system that does not contain any inequation.
Example 4.6. The tuple C1 = (£; P U {ax4 > t}; D1; Eq1) where

— & = {skq, ska’, Sk, 1,10 },

— @y = {az1 > {(a, pk(sky)), axa > {a’, pk(skq )), axs > (b, pk(sks))},

— t = aenc((m (adec(y, sky)), (np, pk(sks))), pk(sks)),

? ? ?
— Dy ={Z1,3F z1z; Y,3F y; Z2,3F 22}; and



— Eq ={x e proj, (adec(y, sky)) z pk(ska); 2 z c}.

is a constraint system. We will see that it corresponds to an execution of the process B'(b,a)
presented in Example [{.3.

Definition 4.4 (solution). A solution of a constraint system C = (€; ®; D; Eq) is a pair of substi-
tutions (o,0) such that o is a mapping from vars'(C) to T(F,N), 0 is a mapping from vars®(C)
to T(F,N ~A{E}, AX), and:

1. for every (X, k+ ) € D, we have that (X0)(®o) = zo and param(X0) C {az1,..., azxy};

2. for every (s L s') € Eq, we have that so =g s'o;
?

3. for every (s # s') € Eq, we have that so #¢ s'o.

The substitution 0 is called second-order solution of C, and the substitution o is called the first-
order solution of C associated to 6. The set of solutions of a constraint system C is denoted Sol(C).
A constraint system C is satisfiable if Sol(C) # 0.

Intuitively, in the preceding definition the substitution # stores the computation done by the
adversary in order to compute the messages he sends (stored in o) during the execution.

Example 4.7. Continuing Ezample [{.0, a solution to C1 = (&1;®@1;D1;Eqr) is (0,0) where
dom(0) = {Z1,22,Y}, Z10 = Z20 = ¢, and YO = aenc((n;, projy(azx1)), projy(azs)) with n; a
public name of base type (i.e. n; & & ). Furthermore, o is the substitution whose domain is
{21, z2,y} and such that z10 = 200 = ¢, and yo = aenc({n;, pk(sk,)), pk(sky)).

Note that given a constraint system and a substitution 6, there exists at most one substitution
o such that (o, 0) is a solution of this constraint system. On the other hand, given a substitution
o, there might exist several substitutions 6 such that (o, ) is a solution. Intuitively, this due to
the fact that there might exist several ways, i.e. recipes, to deduce a term. For example, we can
deduce a from (a,a) by applying the first or the second projection. This is why one can find works
in the literature (e.g. [Bau07]) where the solutions of a constraint system are only described trough
the second-order solution. However, having both substitutions as representation of a solution is,
in our opinion, more intuitive and facilitate manipulation of solutions in proofs.

As for processes in the applied-pi calculus, it is also possible to define equivalence of (sets of)
constraint systems. Two sets of constraint systems ¥ and X’ are in equivalence if for any solution
of a constraint system in X, there exists a constraint system in ¥’ that has the same solution and
such that the resulting frames are in static equivalence.

Definition 4.5 (symbolic equivalence). Let ¥ and X' be two sets of constraint systems that contain
constraint systems having the same structure. We say that ¥ and X' are in symbolic equivalence,
denoted by ¥ ~, X', if for allC € &, for all (0,0) € Sol(C), there exist C' € &' and a substitution
o' such that (o’,0) € Sol(C’) and vE.Po ~ vE.P'c’ (and conversely) where C = (£;®; D; Eq) and
C'=(&d; D EY).

Example 4.8. Consider the sets of constraint systems ¥ = {C1,C2,C3} and ¥’ = {C},C},C5} as
defined in Example[].9 These two sets are in symbolic equivalence whereas the sets {C1} and {C{}
are not in symbolic equivalence. Indeed, consider the substitutions (o,0) given in Example [{.0
We obtain that (o,0) € Sol(C1) whereas 6 & Sol(Cy). Indeed, we have that 0 = {Z; — ¢, Zs —
¢, Y +— aenc((n;, projy(az1)), projs(azs))}. Thus, in order to satisfy item 1 of Definition[{.4) the
substitution o’ should be o' = {z1 — ¢, 20 — ¢,y — aenc({n;, pk(ska)), pk(skb))}. However, such
a substitution o’ will not satisfy item 2 since the equality mo(adec(yo”’, skb)) =g pk(ska’) does not
hold. This allows us to conclude that {C1} #s {C1}.



4.2.2 Syntax and semantics

From a bounded intermediate process (€;P; ®), we can compute the set of constraint systems
capturing its possible executions, starting from the symbolic process (£;P; ®;0;0) and applying
the rules defined in Figure
Definition 4.6 (symbolic process). A symbolic process is a tuple (£;P; ®; D; Eq) where:

— & is a set of names;

— P is a multiset of plain processes that do not contain name restriction, replication, where

?
null processes are removed and such that fvars(P) C {x | X -z € D};
— (&;®; D; Eq) is a constraint system.

The rules of Figure define the semantics of symbolic processes. This relation transforms
a symbolic process into a symbolic process. The aim of this symbolic semantics is to avoid the
infinite branching due to the inputs of the environment. This is achieved by keeping variables
rather than the input terms. The constraint system gives a finite representation of the value these
variables are allowed to take.

T

(&;{if u=v then Py else B} WP;®;D;Eq) —, (§;{Pi}WP;®;D;EqU{u Z v}) (THENy)

T

(& {{if u= v then P, else P,} W P;®;D;Eq) 5, (E;{P}WP;®;D;EqU {u+v}) (ELSE,)
)

(&3 {out(p, u).Qu;in(q, 2).Q2} & P; ®; D; Eq) o (€;{Q1; Qa{w = u}} 8 P;®; D; BqU {p = g}

(CoMMy)

(E{P QWP ®;D; Eq) —, (£{P;Q} ¥ P;®; D; Eq) (PAR,)
(&: {in(p,2).Q} wP; ®; D; BEq) Y,

(E{Q{z =y} P B DU{YinF yiZin b 2k BqU {= < p})

if Y,y, Z, z are fresh variables, n = |®| (INy)

(€; {out(p,u).Q} W P &; D; Bq) “2r20m),
?
E{Q WP; o U{arpt1 > up; DU{Znt 2z} EqU {2 z p})
if ax,, € AX such that n = |®|, Z, z are fresh variables (OuT-T})

(&; {out(p, ).Q} & P; ; D; Bg) 2121,
? ?
(E{QYWP;d; DU{Z it z;Y,nk yh; EqU{z = p;y = c})
ifcg & and Y,y, Z, z are fresh variables, n = |®| (OuT-CHy)

(€; fout(p,c).Q} W P; &; D; Bq) LmrtZehn),
?
(€:({Q}wP){ers chy}: @ DU{Znt 2} EqU {z = p})
if c € €, Z, z are fresh variables with n = |®|, ch,, a fresh channel name (OPEN-CH;)

u, v are terms having the same type, x is a variable of any type, and p, ¢, ¢ are terms of channel
type, i.e. names or variables.

Figure 4.2: Symbolic semantics

The THEN; (resp. ELSE;) rule allows the process to pass a conditional. The corresponding
constraint is added in the set of equations and inequations Fq. When a process is ready to input
a term on a public channel p, a deducible constraint is added in the set D (rule INg). When a
process is ready to output a term u on a public channel p, the outputted term is added to the



frame ® (rule OUT-T;), which means that this term is made available to the attacker. Note that
when this term is actually a channel name, say c, the situation is slightly different. We distinguish
two cases depending on whether c¢ is restricted or not. In particular, in case of an output of a
bound channel name, the rule OPEN-CH; requires renaming the channel name (as this is done
in the rule OuT-T). This is needed for our symbolic trace equivalence relation since we require
both the left- and right-hand processes to use the same label without allowing a-conversion.

The relations —, and = are defined as for our intermediate semantics.

Example 4.9. Continuing Examples[.5, the constraint system C; = (£; PoU{azs > t}; D1; Eqq)
(see Example [{.6]) is one of the constraint systems obtained by applying our symbolic rules on
the process (E;{B’(b,a) | A’'(a,b)}; ®o;0;0) and considering the following symbolic trace trs =
n(Z1,Y). vazy. out(Zs, axy). But there is two more possible constraint systems for the same
sequence trs. The first one is Co = (€; Po; Doy Eqa) where:

— &y = Oy U {axy > aenc(ny, pk(skp))}; and
? ? ?
— Dg = {21,3 F Zl;Y,3 [ Y; Z2,3 [ Zg},' and

"

— Bqy = {1 = ¢ projy(adec(y, sky)) # pk(shq); 22 = c}.
This constraint system corresponds to the execution of B'(b,a) but in the else branch. The last
one is C3 = (€; ®3; D3; Eq3) where:

— B3 = Oy U {azxy > aenc({ng, pk(sks)), pk(sks))}; and

? ? ?
— D3 ={Z1,3F z1;Y,3F y; Z2,3F 23}; and
? ?

— Eqz ={z1 =c¢; 22 = c}.
This last constraint system corresponds to the first input of B'(b, a) but then the output of A'(a,b).
This is why there is no restriction on the variable y in Cs.

For the same sequence trg, similar constraint systems, denoted Ci, C5 and C4 can be derived for

the process (E;{B'(b,a’) | A'(a/,b)}; ®o). The occurrences of skq will be replaced by sko (except
the occurrence in @ ).

We show that the set of symbolic processes obtained from a symbolic process (£;P; ®;0;0)
exactly captures the set of intermediate traces of the intermediate process (£;P; ®). More specif-
ically, we show that each solution of the symbolic processes corresponds to a trace of the interme-
diate process (Proposition [£2)) and reciprocally for each trace of the intermediate process there
exists a corresponding solution of the symbolic process (Proposition [3]). Figure [£3] represents
the relations between the intermediate and symbolic semantics.

C1 = (&1;@1;D1; Eqr) Cy = (E2; ®o; Do; Eqp)
I®
Symbolic (E1;P1; @15 D1 Eqr) ————— (&2;Pa; o3 Do Eqa)
(01,91) € SOl(Cl) (02,92) € SOl(CQ)
Pio1 = 'P{ 05 =¥, Paos = Pé
(1)101 = (I>/1 (1)20'2 = (b/2
. / ! 57’ ! /
Intermediate (E1;P1; @) (E2;Py; @)

Figure 4.3: Relations between symbolic and intermediate semantics

The soundness of =%, w.r.t. =, is given by the following proposition (proof in Appendix [A.2).



Proposition 4.2 (soundness). Let (€1;P1;P1;D1; Eq1), and (E; Pa; Po; Da; Eqa) be two symbolic
processes such that

— (E1;P1; @1 D1 Eq) <5 (€2;P2; ®a; Do; Eqa), and

— (02,02) € Sol((E2; P2; Da; Eqa)).
Let 01 = 02| yars2(D,) and 01 = 02|yarst(p,). We have that:

1. (01,61) € Sol((€1;®1; D1; Eqr)), and

2. (&1;Pio1; Pror) Qb (€25 Paoa; Pooa)

The completeness of the symbolic semantics w.r.t. the intermediate one is given by the following
proposition (proof in Appendix [A2]).

Proposition 4.3 (completeness). Let (£1;P1; ®1; D1; Eq1) be a symbolic process. Let (o1,61) €
Sol((€1;®1;D1; Equ)). Let (E;P;®) be an intermediate process such that (E1;Pro1; ®ro1) 2,
(E;P;®). There exist a symbolic process (Ea; Po; Po; Da; Eqa), a pair of substitutions (o2,02), and
a symbolic action o such that:

1. (E1;P1; @13 D1; Eqr) —5 (€3 P23 @a; Doy Eqo);

2. (02,02) € Sol((Ez; Pa; Da; Ega));

3. (&;P; @) = (E2; Paoa; P202); and

4. agbs = .

Example 4.10. Continuing Example [{.9 and [[-6 the constraint system C; = (£;Po U {azq >
t}; D1; Eq1) was shown to be obtained by applying our symbolic rules on the process (E;{B’(b,a) |
A'(a,b)}; @o; 0;0) and considering the following symbolic trace try = in(Z1,Y). vaxy. out(Zs, axy):

(&;{B'(b,a) | A'(a,b)}; Po;0;0) L (& {A'(a,b)}; ®g U {azs > t}; D1; Eqq)

Furthermore, in Example [{.7, we exhibited a solution of Ci: (0,0) where dom(8) = {Z1,Z2,Y},
710 = Zy0 = ¢, YO = aenc((ny, projy(az1)), projs(axs)) with n; a public name of base type (i.e.
n; € &), o is the substitution whose domain is {z1,22,y} and such that z10 = z90 = ¢, and

yo = aenc((n;, pk(ska)), pk(sks)). Thus:
(E:{B'(b,a) | A'(a,b)}; ®¢) =; (E;{A (a,b)}; o U {azy > t'})
where tr = try0 and t' = to.

Given an intermediate bounded process, there exists only a finite number of symbolic traces
(up to renaming of the second variables of the trace). In this section, we will use this property to
show how to reduce the problem of deciding the trace equivalence to the problem of deciding the
symbolic equivalence of sets of constraint systems.

4.2.3 Symbolic trace equivalence

Due to Proposition 1] it is sufficient to establish the link between symbolic equivalence and
intermediate trace equivalence of intermediate processes.
Following the approach of [BauQ7|, we compute from an intermediate process A = (&;P; D)

the set of constraint systems capturing the possible executions of A, starting from its associated

symbolic process A def (&;P; ®;0; () and applying the rules defined in Figure Formally, we

define the set of traces of a symbolic process as follows:
traces(As) = {(trs, (E2; Po; Do Eqa)) | As L (E9;Po; @o; Do; Egs) for some Ey, Py, o, Do, Eqo}

When tr, is fixed, we also write (trs, X) € traces(As) to define the set 3 as the set of constraint
systems {C | (trs,C) € traces(Ay)}.

Two intermediate bounded processes are in intermediate trace equivalence if and only if, for
any symbolic trace, their corresponding sets of constraints are in symbolic equivalence, which we
call symbolic trace equivalence.



Definition 4.7 (symbolic trace equivalence). Let A and B be two intermediate bounded processes.
They are in symbolic trace equivalence if for every sequence trs of symbolic actions, we have that:

{C | (trs,C) € traces(As)} =5 {C | (trs,C) € traces(Bs)}
where Ag and By are the symbolic processes associated to A and B.

By relying of Propositions[£2land 3] we are now capable of establishing that trace equivalence
coincide with symbolic trace equivalence. Figure [£.4] presents a sketch of proof of Proposition .4l

(trs, X)) € traces(A) (trs, X') € traces(B)
Hyp: ¥ ~, ¥/
Symbolic (0,0) € Sol(C) (¢/,0) € Sol(C") and ®(C)o ~ ®(C")o’
®(Clo= 2(C)o=2 o(Co' =9’ O(Co' =’
trg6 = tr trg6 = tr trgf = tr trgf = tr
Prop. Prop. Prop. E3] Prop.
Hyp: A~; B
Intermediate (tr, ®) € trace;(A) S (tr, ®’) € trace;(B) and & ~ &’

The steps of the proof that symbolic trace equivalence implies trace equivalence are represented
by the simple arrows, whereas the steps of the proof that trace equivalence implies symbolic trace
equivalence are represented by the double arrows.

Figure 4.4: Symbolic trace equivalence and trace equivalence coincide

Proposition 4.4. Let A and B be two intermediate bounded processes: A ~; B if, and only if A
and B are in symbolic trace equivalence.

Proof. We show the two directions separately. Let A = (£;Pa;P4) and B = (€;Pp; Pp).

Case («<): We have to show that for every (tr, &) € trace;(A) there exists (tr, &) € trace;(B)
such that v€.9y ~ v€.®'; (and reciprocally). Let (tr, ®',) € trace;(A). By definition of trace;(A),
this means that there exists P/ such that (£;P4;P4) =, (E;PY; @y). Let Ay = (E;Pa; Pa;0;0)
and o, 0 be the substitutions identity. We have that (o,0) € Sol((€; ®4;0;0)). Thanks to Propo-
sition 3] a simple induction on |tr| allows us to deduce that there exist a symbolic process
Al = (&;P%; 95, D'y; Eqy), a pair of substitution (0, 0’), and a sequence trs of symbolic actions
such that:

L (& Pas ®a;0:0) 2, (€ P35 @53 Dlys By

2. (04,0") € Sol((&; @45 Dy; Eqly));

3. (&P ®ly) = (& PRol; ®o’y); and

4. tr,0' = tr.

Let Cy = (&;95; D'y; Eq/y). By definition of traces(Ay), we have that (trs,C’) € traces(As).
Since A and B are in symbolic trace equivalence, we deduce that there exist a substitution o and
Chz = (&;®%; Dlg; Eqls) such that (trs,Cf) € traces(Bs) with (0/3,60') € Sol(Cl) and v€.950’, ~
vE. @50, By definition of traces(Bs), we have that (€;Pp; ®p;0;0) L (&;P; ®'5; D'g; Eqly)
for some P%. Now, thanks to Proposition[4.2] a simple induction on |tr,| allows us to deduce that
(&;PB; PR) el (E;PRoy; ®Fols). If we denote &z = ®Fo’p and since tr = try6’, we clearly
have that (tr,v€.®@%;) € trace;(B). At last, we already showed that v€.®'{0’y ~ vE.®50’; and so
vE.®'y ~ vE.9’%;. Hence the result holds. The other inclusion can be shown in a similar way.



Case (=): We have to show that A and B are in symbolic trace equivalence, i.e. for every
sequence try of symbolic actions,

{C | (tr,C) € traces(As)} =~ {C | (tr,C) € traces(Bs)}

Let (trs,Cy) € traces(As) and (04,0) € Sol(C)). By definition of traces(As), we know that
there exists P’§ such that A, =, (&;P%5; ®5; D'y; Eqy) and C'y = (£;9'5; D'y; Eqy).

Thanks to Proposition 2] we have that A tgi (E;PRoa; ®504). Since A and B are in

trace equivalence, we deduce that there exists (£;Pp;®3) such that B tr:%% (&;Pp; @) and

vE. B304 ~ vE.D'5. Thanks to Proposition 3] we deduce that there exist (£;Pg5; ®'5; Dy; Eqp),
a pair of substitutions (op,0’), and a sequence tr/, of symbolic actions such that:

B, &, (&P ®; Dly: Eqly);

(05,0') € Sol((€; @3 D3 Eqig));

. (&;PR; @) = (§;PEop; ®'50p); and

trig = trg.

- W b

Let Cy = (&;®’5; D'g; Eqlz). Actually, we can assume that w!, = w, (by renaming the second
order variables that occur in w’). Moreover, since ws6’ = w0, we have that 8’ = 0. Lastly, since
vE. Qo ~ vE. P and Oy = P50, we easily deduce that vE.PFo4 ~ vE.PFop. O

4.3 Main result and conclusion

In this chapter, we have shown that deciding trace equivalence of processes in the applied pi
calculus can be reduced to deciding symbolic equivalence of sets of constraint systems. Hence, we
extract a decision procedure for trace equivalence.

Theorem 4.1. Given an algorithm for deciding symbolic equivalence between sets of constraint
systems, we can derive an algorithm for deciding trace equivalence between processes without repli-
cation.

Proof. The algorithm for deciding trace equivalence follows from Proposition 4 Given a fixed
sequence of symbolic labels trg, given X 4 such that (trs, X 4) € traces(As), for any renaming « of
the second order variables of trs, we have (trsa, Xa) € traces(A;). Hence, when computing the
set of constraint systems capturing the possible executions of A, we only consider one sequence of
symbolic labels tr, to represent the set {tr, | (tr},3’,) € traces(A;) and tr), is equal to trs through
renaming of second order variables}. Of course the same sequence of symbolic labels try must be
used to represent the set {tr} | (tr},¥’;) € traces(B;) and tr} is equal to trs through renaming of
second order variables}. In such a case, there is only a finite set of traces of a symbolic process to
consider, and each symbolic trace leads to a finite number of constraint systems. O

Thanks to this reduction result, we can now focus on deciding the symbolic equivalence be-
tween sets of constraint systems. So far, the previous works in the literature focus on symbolic
equivalence between two positive constraint systems [Bau07, [TD10, [CRI2] and not between two
sets of constraint systems. More details on these three previous works are given in the introduc-
tion of Chapter Using these algorithms, [CD09al] shows that the trace equivalence of simple
processes can be decided by reducing the problem of trace equivalence for simple processes to the
symbolic equivalence between two positives constraint systems.

Even though the class of protocol that can be expressed as simple process is large, protocols that
need non-trivial else branches, private channels or that are not deterministic, such as the private
authentication protocol and thee-passport protocols, cannot be expressed as simple processes. This
is why, in Part [Il we provide a decision procedure for symbolic equivalence of sets of constraint
systems with standard cryptographic primitives and inequalities.
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Composing trace equivalence
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As previously mentioned, most of the existing techniques for analysing protocols with respect
to privacy-type properties (e.g. [TD10, [BAF0§|), consider protocols to be executed in isolation.
But in reality many applications run in parallel and the underlying protocols may interact in
unexpected ways if cryptographic material is shared amongst them. This situation can arise if,
for example, a user chooses the same password for two different network services, or a server uses
the same key for different protocols. Furthermore, real life protocols are usually complex and
composed of several sub-protocols that rely on the same cryptographic material. For example, the
e-passport protocol (see Section B4 is composed of at least three sub-protocols (BAC, AA and
PA) that share private keys.

Unfortunately, even if a protocol is secure for an unbounded number of sessions, there is
no guarantee if the protocol is executed in an environment where other protocols sharing some
common keys are executed. The interaction with the other protocols may dramatically damage the
security of the former protocol. This is a well-known fact that has been already observed for trace-
based security properties e.g. [GT00, [CC10], and that remains true for privacy-type properties.
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An attacker may take advantage of a protocol @ to break anonymity of another protocol P that
has been proved secure in isolation. This can happen for instance if the security of P relies on the
secrecy of a particular shared key that is revealed by the protocol Q.

In order to enable verification of complex real life systems, composition theorems for modular
reasoning about security and privacy are therefore desirable. They may allow one to deduce
security guarantees for a complex protocol, from the security guarantees of the individual sub-
protocols. The goal of this chapter is to study the composition of protocols with respect to
privacy-type properties.

As mentioned in the introduction, most of the existing results focus on trace properties and few
focus on equivalence properties. However, we highlight a result closely related to ours that is the
one of S. Ciobaca and V. Cortier [CCI0|. Their result holds for any cryptographic primitives that
can be modelled using equational theories, and their main result transforms any attack trace of
the combined protocol into an attack trace of one of the individual protocols. This allows various
ways of combining protocols such as sequentially or in parallel, possibly with inner replications.
Although, the major difference with our result is that they consider trace-based security properties,
and more precisely secrecy (encoded as a reachability property), the proof technique we present
in this chapter is directly inspired from their work.

More specifically, we show that whenever processes P and @ (resp. P’ and Q') satisfy some

disjointness properties (e.g. tagged processes, no shared key revealed, ...), we can derive that P
and @ running in parallel under the composition context C[_| are equivalent to P’ and @’ running
in parallel under the composition context C'[_], i.e.

ClPQl = C'[P'| Q]

from the equivalences C[P] ~ C'[P'] and C[Q] ~ C'[Q’]. The composition context under which two
processes are composed contains the shared keys possibly under some replications. We illustrate
the application of our results on the e-passport protocol described in Section B4l

5.1 Some difficulties

The secure parallel composition of protocols is an easy task if the protocols do not share any
secret key which is represented by the following lemma.

Lemma 5.1. Let P,Q, P, Q" four processes. P =~y Q and P' =; Q' imply P | P/ =, Q| Q'.

This lemma comes directly from the fact the trace equivalence is closed under application of
a composition context. This holds in many cryptographic calculus and more specifically in the
applied pi calculus.

However, as soon as the protocols share some private keys, some difficulties arises. In particular,
the security of the parallel composition can be compromised if one of the protocol revealed a shared
key.

Example 5.1. Consider the equational theory introduced in Example [2.2 and consider the two
processes P; = vr.out(c,aenc((r,id;), pk(sks))) with i € {1,2}. The first component generates a
fresh random number r, publishes the message aenc({(r,id;), pk(sks)) containing its identity id;
by sending it on the public channel c. Note that the encryption of a pairing where one of its
component is a fresh nonce is a way to model randomized asymmetric encryption.

We have that vsks.Py =~ vsks.Py. This equivalence may express for instance the anonymity
of the identity id;.

Assume now that P is executed in an environment where another protocol Q = vskg. out(c, skg)
is executed as well and Q uses the same asymmetric key sks as the protocol P. Clearly, the
equivalence expressing the anonymity of P does not hold anymore:

vsks.(vr.out(c,aenc((r, idy), pk(sks))) | out(c, sks))

#
vsks.(vr.out(c,aenc((r, id;), pk(sks))) | out(c, sks))



Indeed, in this example, id1 and ids are both public so can appear in the tests for the static
equivalence. Hence a witness for the non-trace equivalence consists of the sequence of actions
tr = vazy.out(c, ax1).vazy.out(c, azs) and the test projy(adec(azy, axs)) = idy

As shown by the example above, the equivalence P; ~; P, holds thanks to the secrecy of skg,
and thus a protocol @ that uses this key skg should at least not reveal it. Revealing shared keys
would clearly compromise the security of P.

Actually, even if shared keys are not revealed, the interaction of two protocols using common
primitives may compromise their security (also true for trace properties such as secrecy).

Example 5.2. Consider the processes P; with i € {1,2} as defined in Example [51] and consider
the process @ defined as follows:

Q o in(c, z).out(c, adec(z, skg))

The equivalence expressing the anonymity of P (for one session) holds. We have that vk.Py =
vk.Py whereas the equivalence expressing the anonymity of P in presence of Q does not hold
anymore. We have that:

vsks.(P1 | Q) # vk.(Py | Q)

The sequence of actions tr = vazxy.out(c, azy).vars.out(c, azs) and the test axs = idy are a witness
of the non-equivalence. Intuitively, instead of revealing the secret key skg, (Q can be used as an
oracle to decrypt a ciphertext that comes from the process P, and thus Q) can be used to reveal the
identity hidden in the ciphertext.

5.1.1 Sharing primitives with tagging

In this chapter, we will use the intermediate calculus with its associated semantics. However,
given a plain process P, we will sometimes also denote by P the intermediate process (0; {P};0).

To avoid a ciphertext from a process to be decrypted by another one, we can consider processes
that use disjoint primitives. However, this is an unnecessarily restrictive condition. So, we consider
protocols that may share some cryptographic primitives provided they are tagged. Tagging is a
syntactic transformation that consists in assigning to each protocol an identifier (e.g. the protocol’s
name) that should appear in any encrypted message. Many relevant equational theories are not
so easy to tag (e.g. exclusive or). So, we only consider a fix common signature with its associated
equational theory, denoted (Fo,Eo), and we explain how to transform any process built on a
signature F (possibly larger that Fy) into a tagged process.

The common signature F is defined as follows:

{sdec/2,senc/2,adec/2,aenc/2, pk/1, () /2, proj, /1, proj,/1,sign/2, check/2,vk/1,h/1}
The common equational theory Eg is defined by the following equations (i € {1,2}):

sdec(senc(z,y),y) =«  adec(aenc(z, pk(y)),y) = x
proj,({x1,x2)) = x; check(sign(z,y),vk(y)) = =

For our composition results, we will assume that the processes we want to compose are built
on (F, U Fo,Eq UEp) and (Fp U Foy, Ep U Eg), where (Fqu,E,), (Fp, Ep) and (Fo, Ep) are disjoint
signatures.

5.1.1.1 Tagging a term

We define the signature Fi,g = {tag./1,untag./1} where tag, and untag, are two function
symbols that we will use for tagging. The role of the tag, function is to tag its argument with the
tag c. The role of the untag, function is to remove the tag. To model this interaction between
tag, and untag., we consider the equational theory:

EtagC = {untagc(tagc(z)) = IL’}



Intuitively, tagging a protocol P4, built on (F, U Fo, E, UEp), with the tag a will result a process
built on (Fo U Frag, U Fo,Eq U Erag, U Eg). We denote by F = F. U Frag, and Ef = E. U Eqog,
with ¢ € {a,b} and a, b are the two tags that we will use in this chapter.

Definition 5.1. Let u be a term built on F.UFy (c € {a,b}). The c-tagged version of u, denoted
[u]. is defined as follows:

senc(u,v)]e < senc(tag,([ul.), [v].)  [sdec(u,v)]e “ untag,(sdec([u]e, [v].))
laenc(u,v)]. ¢ aenc(tag,([ul.),[v].) [adec(u,v)]. ¢ untag,(adec([ule, [v].))
[sign(u,v)]. def sign(tag.([u].), [v]c) [check(u,v)]. def untag,.(check([u]e, [v].))
h(w). < htag,([ul.))
[u] Yy whenue XUN
Flur, - un)le 2 f(lurle,. .., [un]e) otherwise.

Note that we do not tag the pairing function symbol (this is actually useless), and we do not
tag the pk and vk function symbols. Actually, tagging pk and vk would greatly help us to establish
our results and would also avoid us to introduce some additional assumptions, but this would lead
us to consider an unrealistic modeling for asymmetric keys. Some of the difficulties encountered
with asymmetric keys will be discussed in Section .4

Example 5.3. Consider u; = aenc({r, id;), pk(sks)) with i € {1,2} and v = proj,(adec(z, skg)).
We have that [u;], = aenc(tag,((r, id;)), pk(sks)), whereas [v], = projy(untag,(adec(z, skg))).

5.1.1.2 Tagging a process

Before extending the notion of tagging to processes, we have to express the tests that are
performed by an agent when he receives a message that is supposed to be tagged. Indeed, the
main purpose of tagging P4 and Pp with two different tags is to ensure that the intruder cannot
reinject a message obtained from P4 (resp. Pg) into the process Pg (resp. P4). Hence to do so,
the tagged version of P4 and Pg will check that each message they receive are properly tagged
with the tags a and b respectively. This is the purpose of test.(u) that represents the tests which
ensure that every projection and every untagging performed by an agent during the computation
of u is successful.

Definition 5.2. Let u be a term built on F.) U Fy with ¢ € {a,b}. We define test.(u) as follows:

— test.(u) o test.(uq) Atest.(u2) Atag,(untag,(u)) = u, if u = g(uy, uz) with g € {sdec, adec,
check};

d . : . . L
— test.(u) ) teste(u1) Aug = {proj; (u1), projs(u1)), if u = proj;(uy) with i € {1,2};
— test.(u) = true, if u is a name or a variable;
— Otherwise u = f(uy,...,u,) for some n, and test.(u) o teste(u1) A ... Ateste(uy,).

Note that in the first case, e.g. w = sdec(uj,us), if u is a ground term then we have
tag,.(untag.(u)) =g u if and only if the decryption succeeds and the plain text is tagged with
the tag ¢, i.e. u; =g senc(tag,(us),us) for some us.

For any term wu, test.(u) is a conjunction of elementary formulas (equalities between term).
Hence, given a ground substitution « such that fvars(u) C dom(«), we say that « satisfies test.(u),
denoted « F test.(u) if « satisfies all elementary formulas of test.(u) whereas a satisfies t1 = ta,
denoted o E tl = tQ, if tlozi = tQOt\L.

Example 5.4. Again, consider the terms u; = aenc({r,id;), pk(sks)) with i € {1,2} and v =
proj,(adec(z, sks)). We have that:



— [u;]o = aenc(tag, ((r, id;)), pk(sks)) and test,([ui]q) = true.
— [v]y = projy(untag, (adec(z, sks))) and testy([v]p) is the following conjunction:

/

tag, (untag, (adec(z, skg))) = adec(z, sks) A (proj, (v'), proj,(v')) = v

where v' = untag,(adec(z, sks)).

Let o = {& — n}, ag = {z — aenc(tag,(n), sks)} and ag = {x — aenc(tag,({(n,n)), sks)}. We
have that aq H testy([v]p) and aq F testy([v]y) but ag F testy([v]p).

We can now explain how to tag an intermediate process. Let A = (€;P; ®) be an intermediate
process built on F, U Fy with ¢ € {a, b} such that P = {Py,..., P}, and ® = {azy > uq,. .., az, >
un}. The c-tagged version of the process A, denoted [A]., is the process (&;[P]¢; [P].) where
[Ple = {[Pile, - - [Pele}, and [®]. = {az1 > [u1]e, .- ., azp > [un]c}-

For plain processes, the transformation [P]. is defined as follows:

0. < 0 1Pl < 1P, P1Qle < [Pl [Ql
wk.Ple ¥ vk (P, [in(w,2).Pl. ¥ in(u,2).[P].
[out(u,v).Q). i test.([v].) then out(w, [v].).[Q]. else 0
[if uy = usy then P else Q. i teste([u1]e) A teste([usz]e) then
if [u1]e = [uz]. then [P]. else [Q)].
else 0

The logical connector A that are used in test.(u) are syntactic sugar that can be easily encoded
using nested conditionals.

Roughly, instead of simply outputting a term v, a process will first performed some tests to
check that the term is correctly tagged, thanks to test.([v].), and he will output its c-tagged
version [v].. For a conditional, the process will first check that the terms u; and uy are correctly
tagged before checking that the test is satisfied.

Note that test.() is always applied on a term that is tagged thanks to [ |.. It may seems counter
intuitive since one the purpose of test.(u) is to verify that u is well tagged whereas the purpose of
[u] is to tag the term w. Indeed, for a ground term w that do not contain the symbol functions
sdec, adec, proj; or check, we have that test.([u].) = true. However, since we tag an intermediate
process, the term on which we apply [ ], are not necessary ground. Furthermore, the value of their
variable may differ in each derivation of the intermediate process. Hence, the tests test.([u].) will
ensure that for any derivation of the processes, the instantiation of [u]. is properly tagged.

Example 5.5. We consider the processes P and Q defined in Example [0 Assume that P and
Q are tagged with respectively the tags a and b. Hence we have:

[Q]» = in(c, x).if tagy(untag,(adec(z, skg))) = adec(x, skg) then out(c, untag,(adec(z, sks))) else 0

Note that testy(untag, (adec(z, skg))) = tag, (untag, (adec(z, skg))) = adec(z, skg).

Consider now the intermediate process A = (0, [Q]p,0) and (tr,vE.®) € trace;(A) such that
tr = in(c, M).vazy.out(c, axy) for some M. The presence of the conditional in [Q]y ensure that
M =g aenc(tag,(u), pk(sks)) for some u. This is consistent with the goal of Q which is to reveal
any plain text that is encrypted with pk(skg).

Note that the test only verifies the tags of the part of M on which the process [Q], will apply
some function symbols. In this example, even if u is tagged with the tag a or not tagged at all, M
will satisfy the test. Intuitively, the intruder may have built u from scratch or even receive it from
the process [P)q but from the point of view of Q, u is only some bitstring that is stored as-is.



5.1.2 Composition context

We saw in Example B that parallel composition of processes under name restriction may
reveal itself to be problematic. However, for the purpose of this work, i.e. parallel composition
of processes for security property such as anonymity and unlinkability, composition under name
restriction is not enough.

Example 5.6. Coming back to the e-passport protocol (Section[3]), the anonymity of the parallel
composition of the Active Authentication protocol (AA) and the Passive Authentication protocol
(PA) can be expressed with the following equivalence:

I/Ssz.C[PA | AA, PAO | AA(]} it VS]{IDS.CI[PA | AA]

where C and C' are contexts defined as follows:

def

Cl_,_o]l = 'wskp. vid. vsig. vpic. ...
! vksenc. vksmac.
| vskpg. Wksenc. vksmac. _,
’ def . . .
C'[ ] = Wwskp. vid. vsig. vpic. ... vksenc. vksmac.

However, if we now look at the protocols AA and PA in isolation, the anonymity of theses
protocols would be expressed with the two following equivalences:

vskps.ClAA, AAg] = vskps.C'[AA]
vskps.C[PA, PAo) ~ vskps.C'[ PA]

One can note that in the previous example, the parallel composition is done under contexts
which are different depending on the side of the equivalence. However, note that each time, the
contexts we consider for expressing anonymity are only composed of replication, parallel compo-
sition and name restriction.

Furthermore, note that in Example .6, the restriction of some shared keys occurs under a
replication, e.g. ksenc, ksmac. Hence, considering composition in a simpler setting where only a
bounded number of keys k are shared (as done in e.g. [CD0O9b]), would not allow us to establish
unlinkability or anonymity in a modular way, but only some results of the form:

vk.Py ~ vk.Py = vk. (P1 | Q) = vk. (P2 | Q)

assuming that processes P;, P>, and @ satisfy some additional conditions.

Thus, we introduce the notion of composition context that will help us to describe under which
keys the composition has to be done. Note that a composition context may contain several holes,
parallel operators, and nested replications.

Definition 5.3. A composition context C' is defined by the following grammar where n is a name
of base type.
C,C1,Cy:=_ | vn.C |IC | C1|Cy

We only allow names of base type (typically keys) to be shared between processes through the
composition context. In particular, they are not allowed to share a private channel even if each
process can use its own private channels to communicate internally. We also suppose w.l.o.g. that
names occurring in C are distinct. A composition context may contain several holes. We can
index them to avoid confusion. We write C[P, ..., P (or shortly C[P]) the process obtained by
filling the i*" hole with the process P; (or the i*® process of the sequence P). We will also use
P | Q to represent the sequence of processes obtained by putting in parallel the processes of the

sequences of same size P and @) componentwise, i.e. the sequence P; | Qq, ..., P | Qy.



In Example 5.1l we saw that revealing a shared key is problematic for composition. Since some
shared key may be restricted under a replication, we have to consider renaming and formalise the
notion of revealing a shared key. Note that all names that occur in a composition context do not
necessary represent shared keys.

Example 5.7. Coming back to Example[5.8 and Figure[3.3 and[37}, the names skps, id, sig, pic,
dgq, ..., dgq9 are only used in the Passive Authentication protocol and so are not shared keys. On
the other hand, the secret key skp, associated to each passport, is used in both Active and Passive
Authentication protocols (vk(skp) is stored in dg,5). Moreover, the session keys ksenc and ksmac
are also used in both Active and Passive Authentication protocols and so ksenc, ksmac and skp
are the only shared keys in the composition contexts vskps.C' and vskpg.C'.

Definition 5.4. Let A be an intermediate process of the form (£;C[P, ..., P; ®) where C is a
composition context, and let key € {n,pk(n),vk(n) | n € £ orn occurs in C}. We say that the
intermediate process A reveals the shared key key when:

Either fnames(key) € &€, and
— A2, (&P ) for some (E';P;®); and
— M®' =g key for some M such that fvars(M) C dom(®') and fnames(M)NE = 0.
Or, we have that fnames(key) occurs in C, the ig*" hole is in the scope of vfnames(key), and
— (EuU {s};C[Pfr,...,PZ'];(I)) 2, (&P @) with P def P ifi #ig and P;O' def P
in(c, z).if x = key then out(c, s) else 0; and
— M®' =g s for some M such that fvars(M) C dom(®') and fnames(M)NE = 0.

where s and ¢ are fresh.

ol

Intuitively, a key is revealed if there exists a trace of the extended process where this key
can be deduced by the intruder. Hence, in the case where the shared key is in the set of private
names &, the definition is straight forward. However, in the case where the shared key appears in
the composition context, due to the scope in which the key key is restricted, we say that key is
revealed if the intruder is able to deduce the fresh private name s which is possible if and only if
the intruder is able to output key on the fresh public channel c.

Example 5.8. Consider the composition context C[ | = \wvskg. . Consider the process Py de-
scribed in Examplel5 . The intermediate process (0; C[P1]; 0) does not reveal the keys skg, pk(sks)
and vk(skg). Indeed, let key € {skg, pk(sks),vk(sks)}, the intermediate process

({s}; C[Py | in(c, z).if & = key then out(c, s) else 0]; ()

can not reach a configuration from which s will be derivable by the attacker.

5.2 Preliminaries

As mentioned at the beginning of this chapter, our proof technique is similar to the one
of [CC10] and consists of transforming any trace of the combined processes that share secret keys
into a trace of a composition of the processes where no secret key is shared. In this section, we
will introduce the main notions that will be useful to define and prove such transformation.

5.2.1 Material for composition

As mentioned in Section 0.1l we consider in this chapter several signatures with their associated
equational theories. We have (F,,E,) and (F3, Ep) that are not specified, (Fo, Eg) the common
signature, and the two signatures that we use for tagging processes: (Fiag, , Etag, ) and (Fiag, , Etag, )-
Moreover, we know that all those signatures and equational theory are disjoint two at a time and
consistent. Since a message sent over the network can be formed with a combination of all these



signatures, we introduce several notions that will help us describing a term. We define F and E
the union of the previous signatures and equational theories, i.e. F = F, UFpUFoU Frag, U Frag,
and E - Ea U Eb U EO U Etaga U Etagb'

5.2.1.1 Factors

The term N is alien to M if root(N) € F;, root(M) € F; and ¢ # j. We now introduce the
notion of factors. A similar notion is also used in [CRO5].

Definition 5.5 (factors). Let M € T(F,N UX). The factors of M, denoted Fct(M), are the
mazimal syntactic subterms of M that are alien to M

The factors will help us determine which parts of a term might have been computed by the
processes P4 and Pp that we want to compose. Indeed, if the root of a term comes from the
signature F, and the root of one of its factors comes from F;, then it’s likely that this factor was
computed by Pp and then injected into the process P4. However, its is not necessary the case
since P4 and Pp share the signature Fy.

Example 5.9. Assume that F, is the signature made up of the constant symbol 0 and the binary
function + and that the associated equation theory E, is the following set of equations:

x
0

v+ y+z) = (@+y) +z z+0
r+y = y-+ux T+

Let u be a term built upon (F,UFy, EqUEg) such that u = sdec((nq + (na, n3), proj; (n1 +n2)), n3).
The term ny + (n2,n3) is a syntactic subterm of u alien to u since root(ny + (n2,n3z)) € Fy and
root(u) € Fo. We have that

Fet(u) = {n1 + (n2,n3), ni +na, n3}

For our composition result, we work with tagged processes, i.e. [P4], and [Pg]y. As described
in Section [5.]] theses processes check the tags of a term before sending it over the network. While
senc(tag,(n), k) might have been computed by the process Py, the term senc(n, k) could not have
been computed by P4 since it is not tagged with the tag a and was most likely computed by the
intruder. Hence for terms whose root is in the common signature, we introduce a specific notion
of factors that takes into account terms.

Definition 5.6 (Factor for Fy). Let u be a term. We define Fctx,(u) the factors of a term u for
Fo as the mazimal syntactic subterms of u of the form f(tag;(u1),us) with f € {senc,aenc,sign}
and i € {a,b}; or of the form h(tag;(u1)) with i € {a,b}; or whose root symbol is not in Fy.

Example 5.10. Consider the theory (Fq,F,) given in Example [5.3. Let u be a term built on
(Fa U Frag, U Fo),Eq U Etag, U Eg) such that u = (senc(tag,(n1), (n1 + n2,n3)),sign(ng, ns)). We
have:

Fet(u) = {tag,(n1); n1 + n9; ng; ng; ns}
Ftho (u) = {Senc(taga(nl)v <7’L1 + na, n3>)a g5 TL5}

Fct].-o(nl + 77/2) = {m + ng}

We can see in this example that since the root of u is in Fy, Fctr,(u) gives more informations
than Fct(u). Indeed, senc(tag,(ni1),(ni + na,n3)) could have been computed by [Pal, whereas
sign(ng,ns) could not have been computed by [Pal, or [Pgly. Hence, only ny and ns might have
been computed by our processes.



5.2.1.2 Ordered rewriting

Most of the definitions and results in this subsection are borrowed from [CR05| and [CDI2]
since we use similar techniques. We consider the notion of ordered rewriting defined in [D.J90],
which is a useful tool that has been used (e.g. [BS96]) for proving correctness of combination of
unification algorithms. It will allows us to use rewriting systems rather than equational theories
which are sometimes difficult to handle in proofs.

Let < be a simplification ordering on ground terms , i.e. < satisfies that for all ground terms
u, v, Vg, and for any position p # € in m, v; < uf[v1], and v1 < ve implies ufv1], < ufva],. Assume
furthermore that < is total, the minimum for < is a name n,,;, and the constants in F are smaller
that any ground term that is neither a constant nor a name. We define FT to be the set of the
function symbols of F plus the name nn, i.e. FT = FU{nmin}. In what follows, we furthermore
assume that n,,;, is never used under restriction in frames.

Given a possibly infinite set of equations O, we define the ordered rewriting relation — ¢
by t = t' if and only if there exist an equation u; = ug € O, a position p in M and a substitution 7
such that:

t=tuitlp, ' =tluat], and usT < ugT

It has been shown (see [DJ90]) that by applying the unfailing completion procedure to a set of
equations E we can derive a (possibly infinite) set of equations O such that on ground terms:

1. the relations =¢ and =g are equal,
2. the rewriting system — ¢ is convergent.

It was showed (|BS96]) that applying unfailing completion to two disjoints sets of equations, e.g.
E, U Ep, yields the set of generated equations O that is the disjoint union of the two systems O,
and O, obtained by applying unfailing completion procedures to E, and to E, respectively. We
can easily extend this result to E = E, UEy UEg U Etag, UEtag, since they are all disjoint two at a
time.

Thus, applying unfailing completion to E yields the set of generated equations O that is the
disjoint union of Oy, Oy, ..., Org, obtained by applying unfailing completion procedures respec-
tively to E4, Ep, ..., Etag, . In fact, applying the unfailing procedure (see [D.J90]) on Eq (resp. Etag,
and Erag, ) yields Og = Eg (resp. Otag, = Etag, and Orag, = Etag, ). Typically, it is due to the fact
that each equation has a variable as right hand side, which is subterm of the left hand side of the
equation. Therefore, the rewriting systems —¢,, Oy, and Oy, A€ 8S follows:

sdec(senc(z,y),y) — x

O, - untag,(tag,(x)) = « adec(aenc(z, pk(y)),y) — «
=0, | Proj; ((z,y)) =z
“0uy, ' UNtag,(tagy(z)) — projo ((z,4)) — y
check(sign(z, y),vk(y)) — =

Since the relation —¢ is convergent on ground terms, we define ¢ as the unique normal form
of the ground term ¢t for —p.

We can now state two lemmas that we will use in the next sections. Intuitively, the first lemma
shows that the rewrite rules, applied during the normalisation of a term with factors in normal
form, never modify these factors. The second lemma indicates that the normalisation and the
replacement of factors commute, provided that the replacement preserved the equalities between
factors.

Lemma 5.2 (Proved in [CD12|). Let t be a ground term such that all its factors are in normal
form and root(t) € F; with i € {a,b,tag,,tag,,0}. Then

— either t| € Fct(t) U {nmin},

— orroot(t)) € F; and Fct(t]) C Fet(t) U {nmin }-



Lemma 5.3. Let t be a ground term such that t = Cluy, ..., u,] where C is a context built on JF;,

i € {a,b,tag,,tag,,0} and uy,...,u, are the factors of t in normal form. Furthermore, let D be
the context built on F; (possibly a hole) such that t| = Dlu;,, ..., u;,| with ji,...,jr € {0...n}
and ug = Nyin (the existence is given by Lemmalid). For all ground terms vy, ..., v, in normal

form and alien to t, if
V(p,q) € {0...n}up =uy < v, =14

then Clvq, ..., )l = Dvj,, ..., v;] with vg = Npn

Proof. Thanks to Lemma 19 of [CD12|, and the fact that w1, ..., u, are factors in normal form, we
know that the derivation of ¢ is due to rewriting rules from O;. Hence, we do a proof by induction
on the length L of the derivation

t =0, t1 =0, ta =0, ... =0, th 2o, tl

where each ¢,, are minimal among the terms N such that {;,_1 =0, N.

Base case L = 0: In such a case, t is in normal form and so C = D, n =k and j, = £ for all { €
{1,...,n}. Let v1,...,v, in normal form and alien to ¢ such that for all (p,q) € {0...n},u, = u,
implies v, = v,. We show that Clvy,...,v,] is in normal form.

Assume that it is not the case. Let’s denote M = Clvy, ..., v,]. Thanks to Lemma [CD12].19,
we know that there exists a rule in O; applied on M. Let M’ be the minimal term for < among
the terms IV such that M —o, N. Let £ = r € O; applied on M at position p with substitution
o in order to obtain M’.

Since the factors vy, ..., v, are in normal form, the position p is above or incomparable with
any position corresponding to a factor of M. Thus, for all z € fvars({), there exists a position p’
of C such that zo = C[v,...,v,]|,y. Combined with the fact that ¢ being in normal form implies
that £ and t|, are not unifiable, we have that there exists two positions ¢, ¢’ of C and a variable x €
fvars() such that zo = Clv1,...,v,]|q = Clv1,...,05]]¢ and Cluy, ..., upnllqg # Clut, ..., un]|q -
Thus there exists j,j' € {1,...,n} such that v; = v, and u; # uj which is in contradiction with
our hypothesis.

Inductive step L > 0: We have t —o, t1 =, tl. Let £ =r € O; applied on ¢ at position p with

substitution o in order to obtain ¢'. Thanks to Lemmal[5.2] we know that ¢’ = C'[u;,, ..., u;,], with
1y €{0,...n} and up = Nypin. With the same proof as in the base case, we can show that
the same rule £ = r can be applied on C|vy,...,v,] at position p with a substitution ¢’. By mini-

mality of the term ¢; and monotonicity of <, we have that fvars(r)o’ C fvars(€)e’ U{nm,} (same
for o). With p being a position of C' and r is built upon F;, we have that (Cluq, ..., u,))[ro], =
C'[uj,, ..., uj,] implies (Clvy,...,v,])[ro’], = C'[vj,,...,vj.]. Thus by application of our induc-
tive hypothesis on ¢; and C’'[vj,, ..., v;.], the result holds. O

5.2.2 Derived well-tagged processes

We are now focus on the messages that are sent over the network during the execution of the
processes. For a term u that does not contain any tag, we defined in Section 5.1l a way to construct
a term that is properly tagged (i.e. [u];). Hence, for a term properly tagged, we would never have
senc(n, k) where n and k are both nonces, for example. Instead, we would have senc(tag;(n), k).
However, even if we can force the processes to properly tag their term, we do not have any control
on what the intruder can build. Typically, if the intruder is able to deduce n and k, he is allowed to
send to a process the term senc(n, k). Similarly, while we can restrict our processes to only apply
vk and pk on a nonce, we can not restrict the intruder from using these cryptographic primitive
with terms different from a nonce.

Hence, we need to describe what kind of frame and process we obtained in a trace of a tagged
process. To do so, we assume from now on that processes and frames are coloured by a or b.
Intuitively, colouring a process by a means that this process was derived from a process originally
tagged by a. The same way, we say that a frame element (az > wu) of a frame is coloured by a



if u was output by a process derived from a process originally tagged by a. We denote col(az) the
colour of the frame element (az > u), and col(P) the colour of the process P.

Definition 5.7. Let (£;P; ®) be an intermediate process. Let’s denote ® = {az1 > u1, ..., az, >
Un}. We say that vE.® is a derived well-tagged frame if for all i € {1,...,n}, u; is a derived
well-tagged term up to ax;, i.e. there exists a term v, a substitution o and ¢ € {a,b} such that:

— for all vk(t), pk(t') € st(v), t,t' e N

— u; = [v]ea; and

— a F test.([v].); and

— for all x € dom(«), either v is not a variable and xa is a derived well-tagged term up to

az;; or there exists M such that fvars(M) C {az1,...,az;—1}, fnames(M)NE = () and
M® = za.

The terms [v]. represent the term that was in the original process before instantiation, e.g.
out(c, [v].). On the other hand « represents the value of the variables defined by the inputs, e.g.
in(c, ). The third condition is due the fact that in a tagged process, there is always a condition
that test test.([v].) before outputting it. Hence, if u; is in the frame, it necessary means that «
satisfies the tests test.([v].).

Note that the definition is recursive. Indeed, since « represents the instantiation of the variables
defined by the inputs, given a variable x of dom(«), either it was instantiated by the rule In; and
so the intruder can deduce za; or it was instantiate by an internal communication, i.e. COMM;,
and so it means that xza is also well-tagged up to ax; (since the term za comes from another
tagged process).

The condition v is not a variable allows us to avoid an infinite loop in the definition. Indeed,
if this condition did not exist, then any term u would be well-tagged up to az; (take v a variable
and « such that va = u). In our case, when v is a variable, it will necessary means that this
variable was instantiate by the rule IN; and so that the intruder could deduce it.

Example 5.11. Coming back to Example [5.13, we have £ = {sk%,skbs,r/} and the following
frame:

®(A)) = {az; > aenc(tag, ({1, id1)), pk(sk%)); axs > aenc(tag,(u), pk(sk%))}

where u = aenc(tag, ((r’, id1)), pk(sk%)). This is a well-tagged frame.
Indeed, consider first uq = aenc(tag,((r’,id1)), pk(sk%)). Let v1 = aenc((r’, id1), pk(skg)) and
ay be the identity. We have:

— sk& € N hence the first condition is satisfied

— aenc(tag, (', idy)), pk(sk)) = [1]acn

— testq([v]a) = true and ay E true.

— The last property is trivially true since dom(ay) = ().

Consider now uy = aenc(tag, (u), pk(sk%)). Let vy = aenc(z, pk(sk%)) and oo = {2 — u1}. We
have:

— skg € N hence the first condition is satisfies

— [va]y = aenc(tag,(x), pk(sk%)) hence [va]pors = us

— Once again testy([va]p) = true and az F true

— At last, we already show that xas = uq is well-tagged up to axy hence it is also well-tagged

up to azo. Note that the last property is also satisfied by the fact that ax1®(A)) = za = uy.

Similarly to the notion of a derived well-tagged frame, we introduce the notion of derived
well-tagged process.

Definition 5.8. Let P a coloured plain process and « be a ground substitution such that fvars(P) C
dom(a). We will says that (P, «) is a derived well-tagged process if



— either P = [Q);;

— or P = out(u, [v];).]Q)i, a F test;([v];);

— or P =if [u]; = [v]; then [Q1]; else [Q2]; with a F test;([u];) A test;([v];)

— or P =if test;([v];) then (if [u]; = [v]; then [Q1]; else [Q2];) else 0 with a & test;([u];)
where i = col(P) and Q,Q1, Q2 are processes built on F; U Fy, and u,v are some terms.

For a coloured multi-set of processes P, we say that (P, ) is an original well-tagged multi-set
of processes if for all P € P, (P,«) is an original well-tagged process.

Intuitively, in a derived well-tagged process (P, «a), P represents a subprocess of the original
process P, or P, (depending on the colour of P) and « represents the values of the variables in-
stantiated by the rule IN;. The definition of a derived well-tagged process expresses all the possible
states of a plain process obtained from a derivation of (Ey; { Py, Py};0) or (Eo; {Pa, Pop~1};0).

5.3 Going back to the disjoint case

In this section, we will focus on our first composition result. As mentioned in previous sections,
we show that the disjoint case (i.e. where the processes do not share any secret) and the shared
case (i.e. when the processes share some secrets) are equivalent provided some conditions. More
specifically, we will show that given two sequences of plain processes P4 and Pg, built on F, U Fy
and Fp, U Fy respectively, given a composition context C, we have that:

Cl[Pala | [PBle] =t C[[Pala] | C[[Ps]s].

if C[[Pa]a) and C[[Pg]p] do not reveal any shared key in {k, pk(k),vk(k) | k occurs in C}. A sketch
of proof of right implication of this equivalence is given in Figure B.1l

Shared case i Disjoint case
Qs = (E0;{Pu; P }; 0) Soundness Qa = (E0;{Pa; Pyp~'}:0)
A(tr, v€y.Py) € trace;(Qs) M} A(tr, v&y.P) € trace;(Qq)
and vE.® ~ vEy. D and vE.Q ~ vE. P,
Unfolding Lemma. 5.8 Lemma. B.§

J(tr, vE.®") € trace;(C[[Pala] | C[[Psls))
and v€.® ~ V€. P’

Y(tr,vE.®) € trace;(C[[Pala | [PBls))

p is a fresh renaming of the shared private name and both @, and @4 are bounded intermediate
processes.

Figure 5.1: Sketch of proof of C[[Pala | [Psls] E¢ C[[Pala) | C[[P5ls)

Intuitively, given a trace of the shared case (i.e. of the processes that share secret), we start
by unfolding the replications in the process w.r.t. the trace so that we do not have any more
replication or name restriction. Then, thanks to our soundness lemma, we show that this trace
can be transform into a trace of the disjoint case (i.e. of the processes that do not share secret).
We conclude by showing that a trace of a process that has been unfold can be transformed into
a trace of this process. The sketch of proof for the left implication of this equivalence is similar
although we use a completeness result, instead of a soundness result, in order to transform a trace
on the disjoint case into a trace of the shared case.

This section is devoted to the complete proof of this result.



5.3.1 Name replacement

As mentioned in Figure 5.1l we have to transform a trace of the shared case into a trace of the
disjoint case, and vice versa. In fact, we will see that the transformation will mainly consist of
replacing some instances of the shared names by fresh ones.

Example 5.12. Consider the process Py in Example [51], the composition context C' = vskg.
and the process Q) = in(c, z).out(c, aenc(z, pk(sks))). We tag Py and Q respectively with the tags
a and b. Hence the intermediate process corresponding to the shared case is the following:

As = (0; Cvr.out(c, aenc(tag, ((r, id1)), pk(sks))) | in(c, z).out(c, aenc(tag (), pk(sks))); 0)
while the disjoint case corresponds to the following intermediate process:
Ag = (0; Clvr.out(c, aenc(tag, ((r, id1)), pk(sks)))] | C[in(c, x).out(c, aenc(tag, (z), pk(sks)))]; 0)

Now, let tr be the sequence of labels vaxy.out(c, axy).in(c, ax1).vazq.out(c, azy). We have that
A, = Al and Ay X Al where

A = ({sks,r'}; 05 {axy > aenc(tag, ((r', id1)), pk(sk§)); azs 1> aenc(tagy (u), pk(skis))})

Al = ({sks, sk%,r’};@; {az1 > aenc(tag, ((r’,id1)), pk(sk%)); axs > aenc(tag,(u), pk(skf’g))})

where w = aenc(tag, ((r’,id1)), pk(sk%)). In Aj, sk§ corresponds to the renaming of the name
skg restricted over Py while sk% corresponds to the renaming of the name skg restricted over @
(application of the rule New; ). Furthermore, if we look at the second message of each frame, we
can see that they are equal up to replacement of one instance of sk& by skg. Typically, the key
sk that is used to encrypt with the tag a stays sk& in the disjoint case while the key sk& that is
used to encrypt with the tag b is replace by sklg.

Even if Example[5.12luse very simple processes, we will see that all the messages in the processes
and frames of two matched traces are equal up to a replacement of instances of "shared keys" with
their corresponding "disjoint keys". We introduce a notion that formalise this replacement of
names.

Let p be a bijective renaming of names of base type such that for all k& € dom(p), k is a “fresh
name”. Let 62 (c € {a,b}) be functions on terms that is defined as follows:

— 02(u) = u when u is a name or a variable;

f(tagy(t1),t2)) = f(tagy (04 (t1)), 0% (t2)) if f € {senc, aenc,sign} and d € {a, b}

h(tag,(t1))) = h(tagy(d5(t1))) if d € {a,b}
— 0P(f(t1,...,tx)) = f(62(t1), ..., 02(t)) otherwise

c

(
(
(f(t1, ... tr)) = f(05(t1), ..., 04(tr)) if f € F4 U Frag, with d € {a,b}.
(
(

Intuitively, img(p) correspond to the key generated in the shared case (same as the key gen-
erated by P4 in the disjoint case), e.g. sk, while dom(p) corresponds to keys generated by Pp
in the disjoint case, e.g. sk%. The purpose of d] is to replace the keys used by Pg in the shared
case but created by P4 (i.e. img(p)) with the keys generated by Pp (i.e. dom(p)). We consider
the names of dom(p) “fresh” in the sense that the names in dom(p) should never appear in the
argument of 62 and 4y

Example 5.13. Coming back to Ezample 512, we have p = {sk% — sk%}, 6¢(az,®(AL)) =
az1P(A)) and 6f (azo®(AL)) = axa®(A)).

Note that 62 and &) do not behave the same way depending of the message being properly
tagged or not.



Example 5.14. Let p = {sk% — sk} and consider the following terms:
— uy = aenc(n, pk(sk%)) and so 8,(u1) = aenc(n, pk(sk%)) and &, (u1) = aenc(n, pk(sk%))
— ug = aenc(tag,(n), pk(sk$)) and so §,(uz) = dp(uz) = aenc(tag,(n), pk(sks))
— ug = aenc(tag,(n), pk(sk%)) and so 0, (us) = 0y(us) = aenc(tag,(n), pk(sk%))

Note that in both previous examples, the terms we considered are already in normal form. We
prove three lemmas that describe some properties of §2 and ) on terms in normal form (proofs

in Appendix [B).

Lemma 5.4. If t1,ty are terms (that do not use dom(p)) in normal form then for all i € {a,b},
t1 = to is equivalent to 0% (t1) = 67 (t2).

The previous lemma shows that 47 and §; preserve equality between terms. It allows us to
prove the following result:

Lemma 5.5. Let t1,ty two terms (that do not use dom(p)) in normal form. If 6£(t1) = 07 (t2)
then tl = t2.

While the two previous lemmas mainly focus on the relations between equality and the name
replacement. The following lemma indicates that the root and irreductibility of terms is also
preserved by 62 and 4},.

Lemma 5.6. Let u be a term in normal form that do no use dom(p). We have that for all
i € {a,b}, 67 (u) is in normal form and root(8! (u)) = root(u).

5.3.2 Unfolding the processes

The first difficulty is the presence of the replication in the composition context C' and also in
the sequences of processes P4 and Pg. The main idea is to unfold the replication in advance so
that replication is not needed anymore. Of course, it is impossible to unfold in advance a process
P so that all traces of P are included in this unfolded process. However, given a trace P, it is
possible to unfold P so that at least this specific trace is included in the unfolded process. The
main idea of unfolding a process P given a trace of P is to replace any instance of !() in P by
Q| ... | Q where the number of parallel composition is higher than the number of application
of REPL; in the derivation of the trace. At last, similarly to Chapter @l we move forward the
name restriction so that the unfolded process is an bounded intermediate process (i.e. without
replication nor name restriction).

Example 5.15. Consider the processes Py (renamed P) and Q in Example [512. Furthermore,
consider the composition context C = vskg.!  and consider the intermediate process As = (0; C[P |
Ql;0). We have that for all n € N, (tr,,vE,.®,) € trace(As) where:

— tr, = vazi.out(c, ary). .. .. vax,.out(c, ary,)
— &, = {sks, Skfg, TlyeesTn}
— @, = {az; > aenc(tag,((r1,id1)), pk(sks));...; ax, > aenc(tag, ((rn, id1)), pk(sks))

Now consider the intermediate process Al = (0;{vsks.(Pi|...| Py | Q1| ...|Qn)};0) where for
alli € {1,...,n}, P, = P and Q; = Q. The process Al is an unfoldqd process of As given the
trace (try,vE,.®,). Furthermore, we have that (tr,,vE,.®,) € trace(Al).

We can announce an intuitive result on unfolded process:

Lemma 5.7. Let n € N. Let A be an intermediate process and A’ be the unfolded intermediate
process where we replace every instance of \P in A by P, | ... | P, with P, = P for all i €
{1,...,n}. We have that

— trace(A’) C trace(A)



— if (tr,vE.®) € trace(A) such that the derivation contains less than n application of REPL;
then (tr,vE.®) € trace(A’)

Proof (sketch). Intuitively, given a trace of A’ the idea is to replace each 7 action corresponding
to the application of PAR; on an instance P | ... | P, by an application of REPL; on !P.
Similarly, to show that (tr,v€.®) € trace(A’), we replace each 7 action corresponding to the
application of REPL; on an instance !P, by an application of PAR; on P | ... | P. It is possible
since we know that there is less than n application of REPL;. O

Note that in the previous example, we only focused on the “shared case". But, since we have
to link the shared case with the disjoint case, we show that we can unfold the same way the
intermediate processes representing the shared and disjoint case. This can be expressed with the
following lemma.

Lemma 5.8. Let C be a composition context. Let Py (resp. Pg) be a sequences of plain processes

built on Fo U Fy (resp. Fp U Fq).
Let D = (0;C[[Pala] | C[[Pgls);0) and S = (0;C[[Pala | [Psls];0), we have that for all

(tr,vE.®) € trace(D) (resp. trace(S)), there exists a renaming p and two bounded intermediate

processes S' = (Eg; {Pa, Py };0) and D' = (E9;{Pa, Pop~'};0) such that

— dom(p) Uimg(p) C & and dom(p) does not appear in {P,, Py}
— for alli € {a,b}, there exists P} built on F; U Fy such that such that P; = [P/];
— there exists ®' such that (tr,vEy.®’) € trace(D') (resp. trace(S’)) and vEy. D' ~ vE.P

— for all (tr',vE.D") € trace(S’) (resp trace(D')), there exists vE'.®' such that (vE'.D') €
trace(S) (resp trace(D)) and vE' . ~ vE). D"

Note that 6% (P,) = P, and 65 (P,) = Pyp™!

Proof. Assume w.l.o.g that (tr, v€.®) € trace(S). Hence, we have that S = (&; P; ®) for some P.
Thus, there exists a word w such that S < (£;P; ®) where tr = w ~ 7. Let N be the number of
T action corresponding to the application of the rule REPL;.

Let C’ be the composition context without replication, Pfﬁl and Pij’3 the sequences of plain

process without replication such that C’[[P}], | [Pgls] corresponds to C[[Pala | [Prls] where we
replaced every instance !P by P; | ... | Py for some where P; is a renaming of P.

Let P, be the plain process C'[[P)],] where we removed all name restriction and let P, be

the plain process C’[[Py]y] where we removed all name restriction. At last, let p be a renaming
such that dom(p) are fresh names and img(p) = bnames(C’). At last, let & = bnames(C’) U
bnames(P)) U bnames(Pp) U dom(p).

Let S" = (&9, {Pa, Py}, 0) and D' = (Eg{ P, Pop~1},0). We have that S’ is a bounded interme-

diate process associated to (0, {C'[[P}]a | [Pg)s]},0). Furthermore, since dom(p) is only composed
1

of fresh names, Pyp~" is a renaming of C’'[[Py]y] and so D’ is a bounded intermediate process

associated to (0, {C'[[P}]a) | C'[[Pg]s]},0). We conclude by applying Lemma [5.7] O

Example 5.16. Coming back to Example [5.13, consider the intermediate process A, and the
trace (try,,vE,.®,) € trace(As). Furthermore, consider the intermediate process Aq = (0; C[P] |
ClQ);0). The process D' and S’ obtained thanks to Lemmalid from Ay and As are the processes
(€03 {Pa, Py };0) and (£0;{Pa, Pop~1};0) where:

— & = {skg,sk's,r1,. . 70}

— p={sk's > sks}

— P, =[P1|...| Pn]a where P; = out(c,aenc(tag,({ri,id1)), pk(sks))), foralli=1...n
— P,=1[Q1]...| Qulp where Q; = in(c,z).out(c,aenc(z, pk(sk’s)))



5.3.3 Soundness and completeness

In this subsection, we focus our attention on the transformation of a trace from the “shared
case" (resp. “disjoint case") to a trace from the “disjoint case" (resp. “shared case").

We will assume that processes of different colours do not share private channels. We denote by
d7(-) the function that apply ¢62(-) on frame elements or processes coloured by a, and that apply
67(-) on frame elements or processes coloured by b. Moreover, given i € {a,b} and a a ground
substitution, we denote by 6/ () the substitution such that dom(a) = dom(é?(a)) and for all
x € dom(a), 0 () = 6F (za).

5.3.3.1 Static equivalence

We first show that a frame ® in the shared case and its corresponding frame in the disjoint
case, i.e. 6°(®) are statically equivalent. This result is derived from the following lemma (proof

in Appendix [B.2)):

Lemma 5.9. Let £ be a set of names and ® = {azx1 > uq,...,ax, > u,} such that vE.P is a
derived well-tagged frame in normal form. Let p be a renaming such that dom(p) Uimg(p) C &
and dom(p) N fnames(®) = 0. If one of the two following conditions is satisfied:

(a) for all k € img(p), vE.® W k, vE.® I/ pk(k) and vE.D F vk(k)
(b) for all k € img(p) Udom(p), vE.67(P) t/ k, vE.67(P) I pk(k) and vE.67(P) tf vk(k);

then for all M such that fuars(M) C dom(®) and fnames(M)NE = 0, for alli € {a,b}, 67 (M®P|) =
MéP(®)].

Intuitively, Lemma [5.9] shows that the knowledge deduced by the intruder is the same (up to
renaming 6°) in ® and 6°(®P) as long as no shared key, public key and verification key are revealed
(represented by img(p) and dom(p)). From this lemma, we can derive two corollaries:

Corollary 5.1. Let £ be a set of names. Let ® such that vE. D is a derived well-tagged frame in
normal form. Let p a renaming such that dom(p) Uimg(p) C € and dom(p) N fnames(®) = 0. The
two following properties are equivalent:

— for all k € img(p) U dom(p), vE.6°(P) t/ k, vE.07(P) tf pk(k), vE.0°(P) tf vk(k)
— for all k € img(p), vE.® t/ k, vE.D F pk(k), vE. D I/ vk(k)

Proof. Assume first that for all k£ € img(p) Udom(p), vE.6°(®) I/ k, vE.07(P) t/ pk(k), vE.6P (D) t/
vk(k). Assume now that there exists k € img(p) such that v€.® - k. Hence there exists M such
that fvars(M) C dom(®), fnames(M)NE = 0 and MP| = k. But by Lemma 5.9, we deduce that
0P(M®]) = M§?(®)] and so MoP(P)| = §2(k) = k. Hence v€.6°(P) - k which is a contradiction
with our hypothesis. All the other cases are done in a similar way. O

Thanks to this result, we will be able to prove that if the shared keys are not revealed in the
disjoint case then they will not be revealed in the shared case.

Corollary 5.2. Let £ be a set of names. Let ® such that vE.P is a derived well-tagged frame in
normal form and let £ be a set of names. Let p be a renaming such that dom(p) Uimg(p) C € and
dom(p) N fnames(®) = 0. If for all k € img(p), vE.® V k, vE.® I/ pk(k) and vE.D If vk(k), then
we have vE.® ~ vE.5P (D).

Proof. Let My, My two term such that fvars(M;, M) C dom(®) and fnames(M;, My) N E = (.
Thanks to Lemma [5.4] we have that M;®] = My®| is equivalent to 0°2(M;1D]) = 02 (M2®)). But
thanks to Lemma [59] this is equivalent to M767(®)] = M26”(®)]. Thus the result holds. O



5.3.3.2 Soundness

We now give our soundness lemma which shows that any trace of the “shared case" can be
matched by a similar trace in the “disjoint case".
Lemma 5.10 (Soundness). Let S = (€s;Ps; Pg), S’ = (£4;Py; @) and D = (Ep; Pp; Pp) be

three bounded intermediate processes. Assume that S 4 S, ®g 1s well-tagged and there exists a
derived well-tagged multi-set of processes (Py, ) and a renaming p, such that

— dom(p) Uimg(p) C &g, dom(p) N fnames(Pg, ®s) = 0; and

— & =E&p, ®pl =7(Ps]); and

— Pg = Poa and Ppl = 6°(Py)d*(al)d; and

— for all traces (tr, ®) of D, for all k € img(p) Udom(p), ® ¥ k, ® I/ pk(k) and ® ¥/ vk(k).

There exists a bounded intermediate process D' = (E,; Pp; ®'p), a derived well tagged multi-set of
processes (P(, ') such that @'y is well-tagged and:

— &g =Eg=Ep and D] = 6°(Pl); and
— Pl =Pi’ | and Ppl = 6°(P))éP (' ])L; and
— D45 D

5.3.3.3 Completeness

On the other hand, our completeness lemma shows that any trace of the “disjoint case" can be
matched by a similar trace in the “shared case".
Lemma 5.11 (Completeness). Let S = (€s;Ps; Ps), D = (Ep;Pp; ®p) and D' = (; Pp; )

and be three bounded intermediate processes. Assume that D 4 D', &g is a derived well-tagged
frame and there exists a derived well-tagged multi-set of processes (Py, ) and a renaming p, such
that

— dom(p) Uimg(p) C Es, dom(p) N fnames(Ps, Ps) = 0; and

— &5 = Ep, Dpl = 07(Dsl); and

— Ps = Poa and Ppl = 6°(Py)o*(al)l; and

— for all traces (tr,®) of D, for all k € img(p) Udom(p), ® ¥ k, ® I/ pk(k) and ® ¥/ vk(k).

There ezists a bounded intermediate process S' = (£4;Pg; D), a derived well tagged multi-set of
processes (Py, o) such that ' is a derived well-tagged frame and:

— &g =Eg=Ep and D] = 6°(Pl); and
— Pol =Pi/ | and Ppl = 6°(P))é? (' ])L; and
— 555
The proofs of Lemmas and E.I1] can be found in Appendix[B.2l Note that in both lemmas,

the invariants are the same. Py represents subprocesses of the original process and « represents
the value of the variables restricted by the inputs.

5.3.4 Main result

We conclude this section by the first main result of this chapter:

Theorem 5.1. Let C' a composition context. Lﬂ?A and @wo sequences of plain processes

built on F, U Fy and Fp U Fy respectively. If C[[Pala] and C|[[Pgls] do not reveal any shared key
in {k, pk(k),vk(k) | k& occurs in C} then we have that:

Cl[Pala | [PBle] =t C[[Pala] | C[[Ps]s].



Proof. Let’s denote S = (0; C[[Pala | [Psls);0) and D = (0; C[[Pals] | C[[Psls);0). We first
show that for all (tr,v€.®) € trace(S), there exists ¥E".®’ such that (tr,vE’.®’) € trace(D) and
vE.D ~ vE P,

Let (tr,v€.®) € trace(S). Thanks to Lemma [5.8 we know that there exist a renaming p and
two bounded intermediate processes S’ = (£9;{Pa, P };0) and D’ = (Eg; {P., Pyp~1};0) such that

— dom(p) Uimg(p) C & and dom(p) does not appear in {P,, Py}
— for all ¢ € {a,b}, there exists P/ built on F; U Fy such that P; = [P/];
— there exists ®( such that (tr,v&y.Py) € trace(S’) and v&y. Dy ~ VE.P

— for all (tr',v&y.®") € trace(D’), there exists vE'.®" such that (tr',vE.®") € trace(D) and
vE' @~ vEy. D"

(tr, €. D) € trace(S’) implies that there exists a bounded intermediate process S” = (£o; Ps;
®g) such that S = S” where tr = w . 7. Furthermore, we have P, = [P.], and P, = [P{]; hence
({Pa, Py}, id) is a derived well-tagged multi-set of process. Moreover, since P, and P, are coloured
with a and b respectively, and 62(P,) = P,, 0/ (P,) = Pyp~', we deduce that {P,, P,p~'}| =
0P({Ps, Py}){. At last, by hypothesis we know that C[[Pa],] and C[[Pg]s] do not reveal any
shared key in {k, pk(k),vk(k) | k occurs in C} hence it implies that C[[Pa].] | C[[Pp]s] does not
reveal any shared key in {k, pk(k), vk(k) | k occurs in C}. Thus, we conclude thanks to Lemma[5.§]
that D does not reveal any shared key in {k, pk(k),vk(k) | k£ € img(p) Udom(p)}.

We have shown that S’ and D’ satisfy the conditions of Lemma [B.10] hence using a simple
induction on the size of the derivation S’ = S” and thanks to Lemma [F.10, we show that there
exists a bounded intermediate process D" = (Eo; Pp; ®}) such that D’ = D", @/ is a derived
well-tagged frame and ®j) = 6”(Py)). But thanks to Corollaries 0] and 5.2 we deduce that
V50~(I)0\lr ~ V((:Q.(Sp((boi,). It implies that Vgo.(I)QJ, ~ 1/50(1)6\1, and so 1/50.(1)0 ~ Vgé(l)é

Since (tr, v&y.®() € trace(D’), then by Lemma[B.8] we also deduce that there exists vE€’.®" such
that (v€'.®") € trace(D) and vE' . @' ~ v&).P(. But we have v&y. Py ~ vE.P and v&). Py ~ v&). Dy,
hence we conclude that vE.® ~ vE'.P'.

Finally, we prove that for all (tr,v€.®) € trace(D), there exists v€'.®’ such that (tr,vE'.®') €
trace(S) and v€.® ~ v&.®’. The proof is symmetrical to the first case except that we apply
Lemma 51T instead of Lemma G101 O

5.3.5 A first composition result
From the previous theorem, we can derive our first composition result.

Corollary 5.3. Let C and C' be two composition contexts. Let PiA,Pij’4 (resp. E,PT%) be
two sequences of plain processes built on the signature F, U Fo (resp. Fp U Fo). Assume that
C[[Pala] and C[[Pgl)] (resp. C'[[P}]a],C"[[P5ls]) do not reveal any shared key in {k, pk(k),vk(k) |
k occurs in C} (resp. {k,pk(k),vk(k) | k occurs in C'}). We have that:

Cl[Pala] = C'[[P}]a]

Cl[Psle] = C'[[Ppl]

Cl[Pala | [Psle] =1 C'[[Phla | [Ple]

Proof. This composition result is proved in two main steps.

1. We have the equivalences C[[Palq] =~ C'[[P}]a] and C[[Pgls] =+ C'[[Pg]s]. Thus, thanks to
Lemma [5.I] we can show that:

Cl[Pala] | Cl[PB]] = C'[[P4la] | C'[[Pgla]-

2. Then, we apply Theorem .1l on both sides of the equivalence, and we obtain the expected
result:

Cl[Pala | [Pls] = C'[[Phla | [PElb)-



O

Note that in the hypothesis of Corollary 5.3 the equivalences C[[Pal,] ~¢ C'[[P}]a] and
C[[Pgls] ~¢ C'[[Pgls] holds for the signatures (F,” U F,” U Fo,Ef UE} UEg). In fact, one can
show that C[[Pala] = C'[[P)]a] only have to hold on the signature (F,f U Fo, E} U UEg) which
is more natural. Indeed, the process P4 and P7;, are only build on F,” U Fy and the signatures
(FF U Fo,Ef UUEg) and (F,,E/) are disjoint. Even if [CDI2] only shows a result on static
equivalence and not trace equivalence, one can adapt their proof technique to show this result.

The main issue with this composition result is the hypothesis that no shared public or verifi-
cation key can be deduced by the intruder. This lies in opposition to the purpose of the public
and verifications that is to be known by anyone.

However, in some cases, it is not unreasonable to assume that some verification or public
keys are not deducible by the intruder. For example, coming back to the e-passport protocol (see
Section [34]), we know that each passport has a private signing key skp stored in a tamper resistant
memory and the associated verification key vk(skp) is stored in the data group dg,5. However,
this data group is never send in clear over the network. Typically, in the Passive Authentication
protocol, the data groups are encrypted under the symmetric session key ksenc obtained after
execution of the Basic Access Control protocol. Hence, the verification of the e-passport will not
be deducible by the intruder, provided of course that the intruder did not already know such
verification key.

This could model for example an intruder that try to gain informations on some e-passports
without any specific target in mind. Although one can assume that an intruder knows the verifi-
cation keys of few targeted passports, it seems unrealistic to assume that an intruder knows the
verification key of all the passports that have been hanged up so far. In such a case, one could
apply our first composition result for the unlinkability of the parallel composition of the tagged
protocols AA and PA.

Indeed, this security property is given by the following equivalence:

I/Sk‘DS.CIHPA]a | [AA}b] ¢ I/Skps.C”HPA]a | [AA]b}

where C"'[_] = Wwskp. vid. vsig. vpic. ...vksenc. vksmac. _and C'[_] o lwskp. vid. vsig. vpic.
... Y vksenc. vksmac. . Moreover, as mentioned in Example 5.7 the private signing key skpg is
not a shared key since it is only used in the Passive Authentication protocol and so vk(skpg) is
allowed to be deducible by the intruder. Hence, it would remain to verify that the session keys
ksenc, ksmac and the signing key skps are not deducible; and of course that the tagged protocols
satisfy the unlinkability property in isolation.

5.4 Main composition result

In the previous section, we presented a first composition result. However, this result does not
hold as soon as some shared keys are revealed: such a key can be a symmetric shared key, the
private part of an asymmetric key pair, but also the public part of an asymmetric key pair. In
this section, we will see that we can relax this condition by allowing shared public or verification
keys to be revealed from the beginning.

5.4.1 Some additional difficulties

First, as shown by the example below, we do not want public keys to be revealed (for the first
time) during the execution of the protocol.

Example 5.17. We consider a slightly different version of the process P; introduced in Exam-
ple[5 1l Basically, we remove the random r inside the encryption and we consider its well-tagged
version. We consider the following processes:



&
8,

e,

[P!/]. = out(c,aenc(tag,(id;), pk(sks))) i€ {1,2}

Consider the composition context C| | = vsks. . Note that, the equivalence C[[P]]s] =t
C[[Py)a) still holds in this setting. Assume now that [P!], is executed in presence of the well-
tagged process QP = out(c, pk(sks)). Clearly, the equivalence expressing the anonymity of [P!]a

does not hold anymore. We have that:
Cl[Pla | Q%) % Cl[P3]a | QP4

Actually, the knowledge of pk(sks) will allow the attacker to distinguish the message emitted
by [P{la from the one emitted by [Psla by rebuilding the message aenc(tag,(idy1), pk(sks)) since
idy is public, and comparing it to the message outputted by P| and Pj.

To avoid the problem mentioned above, we will assume that shared keys that are revealed
have to be revealed from the very beginning. This hypothesis seems indeed reasonable since the
purpose of a public key is in general to be disclosed at the beginning, or eventually never revealed
to an outsider.

Note that the previous example is not a counter-example anymore if we analyse the equivalence
expressing the anonymity of [P/], assuming that pk(sks) is known by the attacker from the
beginning. The fact that pk(sks) is revealed during the execution of QP will not give any additional
power to the attacker. However, the resulting equivalence still does not hold but essentially because
the equivalence expressing the anonymity of PP* (without the presence of Q) does not hold anymore
in this setting.

Example 5.18. We consider again the process P; as presented in Example 51l with an additional
output to reveal the public key pk(skg) at the very beginning. Basically, we consider the well-tagged

def
process P! = out(c, pk(sks)).[Pi]a-
We have that C[P}'] ~; C[P}] with C| | = vsks. . Now, the presence of QP* will not prevent
this equivalence to hold. Indeed, we have that:

CIP" | Q) = C[Py | Q™].

This hypothesis that states that shared keys are either known from the beginning or never
revealed during the execution of the protocol is reasonable, and seems to be sufficient to establish
a composition result. However, this complicates a bit the setting. In particular, as illustrated in
Example 519 there is no hope to obtain a result as the one stated in Theorem B.Il The situation
where the processes share some keys is not equivalent in this setting to the situation where the
processes do not share any key.

Example 5.19. Consider the processes P! and QP* used in Example [5.18 We have seen that

K2
composition works under the composition context C = vsks. . However, we have that (i € {1,2}):

C[P/ | Q™) #: C[P/]| C[Q"™].

Indeed, on the left-hand side, the same public-key will be output twice whereas the process on the
right-hand side will emit two different public keys. The attacker will observe such a difference.
The strong result stated in Theorem[52] allowing us to easily make the link between the joint state
case and the disjoint case does not hold anymore.

The problems encountered for composing processes that reveal shared keys are due to the fact
that we do not want to tag the function symbols pk and vk that are used to model asymmetric
keys: such a tagging scheme would lead us to an unrealistic modelling of asymmetric keys.



5.4.2 Roadmap of the proof

We now consider public keys and verifications keys that can be made public from the beginning
through an initial frame ®( that will represent the initial knowledge of the attacker. As illustrated
in Subsection .41l we cannot rely on Theorem [B.1] anymore to establish our composition result.
We will still go back to the disjoint case but we have to explain how a trace corresponding to the
situation where processes share some keys is transformed and mapped to a trace that models the
disjoint case. We cannot simply consider the identity transformation as it was done to establish
the previous result. The sets of traces issued from both situations are not the same anymore.

Consider the initial frame ®¢ = {az; > fi(k1),...,az, > f,(k,)} and initial set of private
names Ko such that for all ¢ € {1,...,n}, f; € {pk,vk} and k; € K. Consider K, the subset of K
that regroups all shared keys of ICy between Py, PB,FA and PT’B. The result we want to show in
this section is similar to Corollary B3] i.e.

(Ko; Cl[Pala); @0) = (Ko; C'[[P}]a); @o)

(Ko; C[[PBlb]; ®o) ~t (Ko; C'[[Ppls]; Po)

(Ko: C[[Pala | [PBlu]: ®0) = (Ko; C'[[P)la | [Pplb): o)

Of course, as Corollary (5.3, we impose some additional conditions on our processes. The most

important one is that (Ko; C[[Pala); ®o) and (Ko; C[[Psls]; o) (resp. (Ko; C[[P}la); o), and
(Ko; C[[Pgls]; ®0)) do not reveal any key in {k,pk(k),vk(k) | k& € K,} unless the key occurs
explicitly in ®¢; and do not reveal any shared key in {k, pk(k), vk(k) | k occurs in C' (resp. C')}.
Hence, the only shared public or verification keys that can be revealed to the intruder must be in
Dg.

The first step to prove the result is similar to the proof of Corollary 53] i.e. we will rely on the
fact that the trace equivalence is closed under disjoint parallel composition. Moreover, we rename
the restricted names in order to avoid clashes between the two sets of restricted names (possible
since the trace equivalence is closed under renaming of restricted names). Hence if we denote pg
a renaming on names such that dom(pg) are fresh names and img(pg) = K, the “disjoint case"
would be represented by the following equivalence:

(K; {C[[Palal | Cl[Pslslog ' }: @0) =+ (Ks {CI[Phlal | Cl[Pxlelog ' }: @)

where K = Ko U Kopy ' and &) = & & gpy

Note that in ®¢ ¥ ®gp, ! the parameters of ® Po ! should be renamed so that the parameters
of ®f constitute a sequence. However, to facilitate the comprehension, we will denote ®, =
{az? > fi(k1),...,a28 > f,(k,)} and @, = {az} > fi(k1),..., a2’ > f,(k,)} where ®, (resp.
@) represents the initial frame of C[P4] and C[P}] (resp. C[Pg] and C[Pg]). Hence, we have
Ol =, W Dyp, "

The main problem with this equivalence is that given a trace of (K; {C[[Pala); ®), we have no
guarantee that the actions in the trace which are due to the process C[[Pala] (resp. C[[P5lslos ),

would be matched with some actions on the process C[[P}]a] (resp. C[[Pglslpy"'). To solve
this issue, we will rely on the fact that the trace equivalence is also closed under renaming of
public names. Indeed, if we denote pcp, a renaming of channel names such that dom(pcp,) =
fnames(Pa, P}y) NCh and img(pcy, ) are fresh channel names , we have that (Ko; C[[Pala); ®4) =4
(Ko; C'[[P}]a]; @) implies (Ko; C[[Palalpen,; a) 2t (Ko; C'[[Phlalpen,; Pa)-

If we denote pcp, a fresh renaming of public channel names of Pg and Py, the “disjoint case"
will in fact be represented by the following equivalence:

(K; {C[[Palalpen, | Cl[Pelblpg ' pens }: ®0) =4 (K; {C[[Phlalpen, | ClIPEslog  pen, }s @)

where K = Ko U Kopg L and Oy = D, W Dypy 1 With such equivalence, an action labeled for
example in(c, M) with ¢ € img(pcn, ) would automatically be match by some input in P4 or P.



From there, the proof of our main result will be similar to Section Typically, given a
trace (tr, ®) of (Ko; C[[Pala | [PBls; o), we will start by unfolding the process according the given
trace (see Lemma [512). Then using a soundness lemma (see Lemma [5.14]), we will show that
this trace can be matched to a similar trace (tr’,®’) in the disjoint case, i.e. (K;{C[[Pala]pch, |
Cl[Pslblpo  peny, }; ®4). Thanks to the equivalence representing the “disjoint case", we will find a
matching trace (tr', ®") in (K; {C[[P}lalpcn, | ClIPSIblpo  peny, }; ®4). At last, using our complete-
ness lemma (see Lemma [B.15]), we will show that we can derive from (tr', ®”) a trace (tr,®"’) of

(K; C[[Pala | [PBlo; Po) such that the frames "’ and ® are statically equivalent.
We first state the lemma that unfolds the processes according to a specific trace.

Lemma 5.12. Let C be a composition context. Let P4 (resp. Pg) be a sequences of plain processes
built on F, U Fy (resp. Fy U Fy) such that fnames(P,) NCh C dom(pcp,) and fnames(P,) NCh C
dom(pep, ). Furthermore, we assume that dom(po), img(pcn,) and img(pep,) do not occur in C,
P4 and Pg. At last, we assume that the shared private names between P4 and Pg are included in
img(po), i.e. Ko N names(Pa) N names(Pg) C img(po)-

*Let D = (Ko UKopy ' {C[Palapen.] | ClPaluoy pen b B o Bypy ) and 8 = (Koi {C[[Pala |
[PBlo]}; o W By), we have that for all (tr,v€.®) € trace(D) (resp. (tr,vE.P) € trace(S)), there
exists a renaming p and two bounded intermediate processes S = (Eg;{Pa, Pyo}; o W Pp) and
D' = (Eo; {Pupch, Pop~Lpch, }; @a W ®ppt) such that

— Pldom(pe) = Po, dom(p) Uimg(p) C & and dom(p) does not appear in { Py, Py}
— for alli € {a,b}, there exists P built on F; U Fy such that such that P; = [P}];
— there exists D' such that (tr,v€.®") € trace(D’) (resp. trace(S’)) and vEy.®" ~ vE.D

— for all (tr',v&.®") € trace(S’) (resp trace(D’)), there exists vE'.®' such that (VE'.D') €
trace(S) (resp trace(D)) and vE' . ~ vEy. D"

Note that 62 (P,) = P, 00(Py) = Pop™t, 60(®o) = ®q and 65(Dp) = Ppp !

Proof. The proof is very similar to the proof of Lemma B8 Assume w.l.o.g that (tr,v€.®) €
trace(S). Hence, we have that S = (£;P;®) for some P. Thus, there exists a word w such that
S5 (€;P; @) where tr = w~.7. Let N be the number of 7 action corresponding to the application
of the rule REPL;.

Let C’ be the composition context without replication, Pij’4 and PT{E; the sequences of plain

process without replication such that C'[[P}], | [Pgls] corresponds to C[[Pal, | [Pgls] where we
replaced every instance !P by Py | ... | Py for some where P; is a renaming of P.

Let P, be the plain process C'[[P}],] where we removed all name restriction and let P, be the
plain process C’[[Pg]s] where we removed all name restriction. At last, let p be a renaming such
that plaom(py) = o, dom(p) \ dom(pg) are fresh names and img(p) = (bnames(C”) N fnames(P’y) N
fnames(Pp)) Uimg(po). At last, let & = Ko U bnames(C’) U bnames(P’}) U bnames(Py) Udom(p).

Let S = (Eo;{Pa, Po}; @ W @) and D' = (o, {Papcn,, Pop™ pen, } Pa W Pypy'). We have
that S’ is a bounded intermediate process associated to (Ko, {C'[[Pila | [Pglsl}, Po W D).

Furthermore, we know that names(®,) C Ky. Hence we have that @bpgl = ®,p~!. More-
over, since dom(p) ~ dom(pg) is composed of fresh names and dom(py) do not occur in C,
P4 and Pp, then dom(p) do not occur in C, Pf;x and PT’B. Hence P,p~! is a renaming of
C'[[Pgls] and so (Ey; {Pa, Pop~'}; ®, U &pp~1) is a bounded intermediate process associated to
(Ko U Kopy 1, {C"[[P4la] | C'[[Pgl]}, ®a U ®ppy ). But pen, and pep, are both renaming on pub-
lic channel and img(pcp, ), img(pen,) do not occur in C’, E and PT’B. Hence, we deduce that
D' = (Eo;{Papch,, Pop™ pcn, }; ®a U Ppp~!) is a bounded intermediate process associated to D.
We conclude by applying Lemma 571 O

5.4.3 Static equivalence

We will assume, as in Section[5.3] that processes and frames are coloured by a or b. Furthermore
assume that ®, (resp. ®;) is coloured by a (resp. b).



In Section B33l we gave a lemma which stated that given a well-tagged frame &, and a
recipe M of the intruder, 67 (M®]) = M§?(®)| for all i € {a,b}, provided that the frame did not
reveal any shared key including the public and verification key. This is not true anymore when
some public or verification key are revealed.

Example 5.20. Consider the initial frame ® = ®, W ®,. We have 6°(®, & &p) = O, & PppL.
More specifically, az$® = az}® = f(k) for some f € {pk,vk} and k € img(p). While we still have
62 (axi®)) = az$sP(®)) and &f (azxb®]) = azb?(®)], we have on the other hand:

— 60 (az{®)) = 80 (f(k)) = f(k)p~! and az{s?(®)| = (k).

— 6P (axb®|) = 0°(f(k)) = f(k) and azl6”(®)| = f(k)p~!.

This counter example given in Example is very simple but the main idea is that the
application of 6” on a frame ® depends on how the frame is coloured. Hence, if a public key or
verification key is accessible on a frame element of @, the application of 62 and & on this frame
element will not produce the same result since the public key and verification keys are not tagged.

Example 5.21. Consider £ = {ki, ks, k1, kb4 } and the renaming p = {k] — ki, k5 — ko}. Con-
sider the frame ® = ®, W O, W {azs > (pk(k1),id1), axg > (ida, pk(ke))} where &, = {az] >
pk(k1), ar§ > pk(ka)} and @, = {ax} > pk(k1), azy > pk(k2)}. At last, assume that azs is
coloured by a and axe is coloured by b. Let M = (axs, axg). We have that

— Mo = ((pk(k1),id1), (id2, pk(k2)));

— on(MDY) = MDY

— 0y (M®)) = ((pk(k1), id1), (id2, pk(k3)));

— 0P(®) = @, W Ppp~t W {axs > (pk(ki),idy), aze > (ida, pk(kb))}
While M&P ()| is not equal to both 62(M®]) and &) (M®), we can still find new recipes that will
link the results.

The idea is to extract from the recipe M the part that use the public key revealed (i.e. contained
in ®, and ®y,) and use the corresponding recipe of @, or @, depending on which 57 we have to apply.
Indeed, note that axs®) = (ax}, proj,(axs))®|. Similarly, we have axe®| = (proj, (azrs), axd)®].

Consider the recipes M, = {(azs, (proj; (aze), az3)) and My = ({az?, proj,(azs)), aze):

— M,6°(®)| = ((pk(k1), id1), (id2, pk(kz2))) = 65 (ML)
— Myd?(®)] = ((pk(k1), id1), (ida, pk(k}))) = dp (M D))

Following Example 521 we are now able to show the following result (Proof in Appendix [B.3)):

Lemma 5.13. Let ® and ® two frames in normal form such that dom(®) = dom(®’). Assume
that ® and @' have the same colors, i.e. for all (az > u) € @, for all (az’ > ') € O, ax = az’
implies col(az > u) = col(az’ > u').

Let € be a set of names and let p a renaming such that dom(p) Uimg(p) C & and dom(p) N
fnames(®,®") = 0. Let’s denote &, = @, & O & & and P/, = O, & Oy W P'.

If the following properties are satisfied:

— vE.Q, vE.D are well-tagged
— vE.OP(Py) ~ VEGP (D))

— for all u € {k,pk(k),vk(k) | k € img(p) Udom(p)}, vE.67(P1) F u or vE.OP (P, ) - u implies
that v € Img(d” (P, W p))

then for all M such that fnames(M)NE =0 and fvars(M) C dom(®,), there exists M, and M,
such that fnames(My, My) NE = 0, fvars(M,, M) C dom(®) and:

L 60(M®, ) = Mo6?(®4)) and 55(MP, ) = M,67(%,)]
2. 50(M®]) = Myo*(®4)| and 80 (MP', |) = Myd?(®', )|

Similarly to Lemma 5.9, Lemma [B.13] induces a corollary that will help us prove the static
equivalence between traces in the shared case.



Corollary 5.4. Let ® and ®' two frames in normal form such that dom(®) = dom(®’). Assume
that ® and @' have the same colors. Let £ be a set of names and let p a renaming such that
dom(p) U img(p) € &, dom(p) N frnames(®,®") = O and pjdom(p,) = po. Let’s denote &, =
O, WD, WD and O, = D, 0 Dy W D',

If the following properties are satisfied:

— vE.Q, vE.D are well-tagged,
— vE.OP (D) ~ VE.OP (D),

— for all u € {k,pk(k),vk(k) | k € img(p) Udom(p)}, vE.67 (1) b u or vE.67(P',) F u imply
that u € fnames(6? (P, W §p))

then vE. O ~ vE.D, .

Proof. Let M, N such that fnames(M,N)N & = 0 and fvars(M,N) C dom(®,). Assume
that M®,| = N®,|. Thanks to Lemma (54 we know that M®,| = N® | is equivalent to
P (M®P,]) = 62 (N®,]). But thanks to Lemma [EI3] we know that there exists two recipe M,
and N, such that :

— (MD L) = M,o#(®4)) and 60(M®', ) = Mo (',)]
— SBNDLL) = Nab#(®4)) and 65(NP', 1) = N,o# (/)]

Hence we have §2(M®,]) = 62(N®,]) is equivalent to M,0°(P4)] = N,0°(P4)]. By hy-
pothesis, we know that v€.6°(®y) ~ vE.0°P (P, ), hence MyoP ()] = Nad?(P)] is equivalent
to Myo0P(®', )] = Noo0°(®,)]. Therefore we deduce that it is also equivalent to 02(M®’ |) =
Of(N®' ). At last, once again thanks to Lemma [5.4] we have that 6f(M®', |) = 02(N®', )
is equivalent to M®' | = N®' | and so we conclude that M® | = N®_ | is equivalent to
M®, | = N®',|. 0

5.4.4 Soundness and completeness

For this subsection, we consider &, a set of private names and P,, P, two processes without
name restriction or replication, and coloured respectively by a and b. At last consider p a renaming
such that:

— dom(p) Uimg(p) C & and dom(p) does not appear in P,, Py, @, or Py,
— for all ¢ € {a, b}, there exists P/ built on F; U Fy such that P, = [P/];.
— for all ¢ € {a, b}, fnames(P;) N Ch C dom(pcp,) and img(pcp,) does not appear in P, or P.

We will denote D = (Eo; {Papch,, Pop~tpch, }; Po W Ppp~t) and S = (Eo; {Ps, Py}; @, W ®p). We
assume that P, and P, do not share any private channel name, i.e. fnames(P,) N fnames(Py) N
ChN &y =0, and do not use variable of channel type.

For our soundness and completeness, we want to preserve a similar invariant as Lemmas [5.10]
and E.111 Typically, for a derivation D LG (E0;Pp; ®p), we want to match it in the shared case
to a derivation S —* (&y; Ps; Pg) where ®pl = §7(Pgl), Ps = Poa and Ppl = 6°(Py)d” (el ),
for some original well-tagged multi-set of processes (Po, ).

However, contrary to Lemmas [5.10] and E.I1, we can’t use the same sequence of actions tr.
Typically, it is due to the fact that, as we saw in Subsection [B.Z3] given a recipe M and a frame
® that may reveal some verification or public keys, we may have 62(M®]) # 67 (M®|). Hence
the main idea is to transform the sequence of labels tr using Lemma

Example 5.22. Coming back to Example [5.21], consider the process P, = out(c, (pk(k1),id1))
and Py, = out(c, (ida, pk(ka))).in(c, x).out(c, aenc(tag,(x), pk(k1))). Furthermore, consider the set
Eo = {k1, ko, k1, K5}, p = {k] = k1, k5 = Ko}, pen, = {c = co} and pen, = {c — cp}. At last
consider the frames ®, = {az$ > pk(k1), azxd > pk(ka)} and ®, = {az} > pk(k1), azh > pk(ks)}
coloured respectively with a and b. We denote ®¢g = @, & Dy,



Let’s denote S = (£0;{Pa, Py }; ®o W @) and D = (£0;{Papch,, Pop~  pchy }; Pa W Ppp~1). We
have:

vazs.out(c,azs)

S ————= (Eo;{Pp}; oW {azs > (pk(ki1),id1)})

(&
LA, (3 {PLY; o {aws B (pk(ky), ida), azg > (ida, pk(k2))})
M, (o (P} ot {aws > (pk(ky), idy), azg > (ids, pk(ka))})
vazz.out(c,azx7)
(

————5 (&0;0; Po W {azs > (pk(k1), id1), axg > (ida, pk(k2)), az7 > u})

where M = (azs, axe), u = aenc(tag,(v), pk(k1)) P, = in(c, z).out(c, aenc(tagy(z), pk(k1))), P =
out(c,u) with v = ((pk(k1), id1), (ida, pk(ka))).

In Example [5.21], we showed that My6?(®)| = 6 (M®|) where My = ({azt, proj,(azs)), aze)
and ® = Po W {azxs > (pk(k1),id1), axe > (ida, pk(ka))}. Since the input corresponding to the
label in(c, M) corresponds to a process coloured by b, we will replace M by M, in the sequence of
action. Similarly, the output corresponding to the label vazs.out(c, axs) corresponds to a process
coloured by a, hence we will replace ¢ by cpch, = cq. Thus:

vazs.out(cq,axs)

D —————= (&o0;{0; (Py)pchy, }; @o W {axs > (pk(ki),id1)})

(&o
Lo OO, (0, {85 (PY) peny Y; Bo & {azs B (pk(ky), id), azg > (ida, pk(k)))})
(€0: {00 (P} )pcn, }: ®o & {azs > (pk(k1), idy), azg > (ida, pk(K5))})

in(cy,Mp)
T
(Eo0; 0; ®o W {azs 1> (pk(ky), id1), axe > (ida, pk(kb)), a7 > u'})

vazy.out(cy,axy)
%

where v = aenc(tag, (v'), pk(k})) with v' = ((pk(k}), proj,({pk(k1), id1))), {ida, pk(k}))). Note that
82 (P)pen, = in(c, z).out(cy, aenc(tag, (z), pk(k}))) and 65 (P} )pcn, = out(cy,u’) .

Moreover, note that v'| = ((pk(k}), id1), (id2, pk(k5))) and 0} (ul) = u'|. More generally, if we
denote by g and ®p the last two frames of the derivations, we have §°(Pgl) = Ppl.

We formalise the transformation of sequence of labels (see Example [522) in the following
lemmas (proofs in Appendix [B.3):

Lemma 5.14 (Soundness). If for all (tr,®) € trace(D), for all u € {vk(k),pk(k) | k € img(p) U
dom(p)}, vE.® & u implies that u € img(®, W Syp~1t), then for all S = (Eo; Ps; Ps) such that w
does not contain any T action that corresponds to an internal communication between two processes
of different colours, we have that ®g is well-tagged and there exists D = (£;Pp;®p) such that
bpl =6P(Psd).
Furthermore, if w ={;..... by, thenw' =0 . ... 0, such that for all k € {1,...,n},
— if by = vazm,.out(c, azy,) is an output coming from a process coloured by i € {a,b}, then
0, = vaz,,.out(cpep,, ATm)
— if by = in(c, M) is an input coming from a process coloured by i € {a,b}, then ¢ =
in(CpC}Li, Mz) with Miq)Di/ = 55(M(I)S\L)
— if by, = out(c,d) is an output coming from a process coloured by i € {a,b} with d a channel
name, then ¢, = out(cpen,, dpcn,)
— if by, = vchpy.out(c, chy,) is an output coming from a process coloured by i € {a,b} with chy,
a channel name, then €}, = vchy,.out(cpen,, chm)
— if by =7, then £}, = T.

Note that in Lemma [5.14, we only consider traces that do not have internal communication
between two processes of different colours. Indeed, for these internal communications, we will
apply a specific transformation (see Example [5.23]).

Lemma 5.15 (Completeness). Let D = (Ey;Pp;®p). Let &4 be a ground well-tagged frame
such that &y = @, W &, &I O for some ©, and ®, ®p have the same colours. If the following
properties are satisfied:



— Vgo.q)D ~ Vgo.ép(¢+)

— for all u € {k,vk(k),pk(k) | k € img(p) Udom(p)}, v&.07(P1) F u or v€y.Pp b u implies
that u € img(®, W Ppp~1)

— forall k € {1,...,n}, if &, = in(c, My) with c € img(pcp,), i € {a,b} then there exists M}
such that My6P(® 1))l = 67 (Mi®,]).

then there exists a label w' = €. .. .. 0 and a well-tagged frame ®g such that S w, (&;Ps; @g),
dpl =67 (Pgl), and for allk € {1,...,n},

— if by, = vaz.out(c, ar) with c € img(pcn,), @ € {a,b} then ¢}, = Vax.out(cpc_,}i, ar)
— if l, = in(c, M) with c € img(pcn,), @ € {a,b}, then £}, = m(c,oE,i,M,i)
— if b, = out(c,d) with c € img(pcn,), ¢ € {a,b} and d a channel name, then {; = out(c, d)pgﬁi

— if U, = vchp.out(c, chy,) with ¢ € img(pep,), @ € {a,b} and ch,, a channel name, then
0, = Vchm.out(cpgﬁi, chom)

— if by =7 then l}, =T

5.4.5 Dealing with internal communication

As mentioned earlier, Lemma [5.14] focuses on traces of S that do not have internal communi-
cation between processes of different colours. More specifically, since in the intermediate process
D, the processes coloured by a and b do not share any channel name, then an internal communi-
cation in a trace of S between processes of different colours could not be matched by an internal
communication in a trace of D anymore. However, we know that the processes P, and P, do not
share private channel name. Hence, if an internal communication occurs between two processes of
different colours in a trace of S, then it implies that this internal communication was done over
a public channel. This will allow us to modify the trace of S in order to remove such internal
communication.

Example 5.23. Coming back to Ezample [5.29, we have:

vazs.out(c,azrs)

S . (E0;{Pus P }; o W {azs > (id2, pk(k2))})

— (&o; {out(c, aenc(tag,(u), pk(k1)))}; Po W {azs > (ids, pk(k2))})
where u = (pk(k1),id1). To match this trace to a trace of D, we first have to remove the internal

communication between P, and P). To do so, we replace the internal communication by the
sequence of label vazg.out(c, azg).in(c, azg):

vazs.out(c,ars)
—>

S (€05 {Pa; Py} @0 W {axs > (ida, pk(k2))})
(E0; {Py}; @o & {axs > (ida, pk(kz)), aze > u})

(Eo; {out(c, aenc(tagy (u), pk(k1)))}; Po W {azs > (ida, pk(k2)), axe > u})

vazg.out(c,axe)
—>

in(c,azg)

Then we can apply the transformation described in Lemma[5.17) to obtain the corresponding trace
of D:

vazs.out(cp,azs)
‘.—%

D (E0;{Pa, 0y (P})}; @o W {azxs > (ida, pk(k3))})
(E0; {00 (P))}; @0 W {azs > (id2, pk(kb)), aze > u})

(Eo; {out(cp, aenc(tagy (v), pk(k]))) }; Po W {azs > (ida, pk(kb)), aze > u})

vazg.out(cq,azs)

in(cy, M)
E—

where M = (az?, proj,(azg)) and v = (pk(k}), proj,(u)). Note that vl = (pk(k}), id1) = & (ul).



However, it remains one final issue with the internal communication. As mentioned in Subec-
tion[B.4.2] the proof technique for our main result consists of taking a trace (tr, ®) of (Ko; C[[Pal, |
[Pglp; o) (the shared case), matching it with a trace (tr’,®') of the disjoint case, i.e. the pro-
cess (Ky; {C[[Palalpcn, | Cl[Pslbolpo  peny, b3 ®4). Then, thanks to the equivalence repreeenting the

“disjoint case", we consider the trace (tr', ®") in (Kj; {C[[P4lalpcn, | Cl[Pslblro “ocn, }; @) such
that ®” ~ @', and at last we apply the completeness lemma in order to come back to a trace
(tr, ®"") of the shared case, i.e. (Ko; C'[[P}]a | [Phlo; ®o).

As we saw in this subsection, the trace internal communication between processes of different
colours in (tr, @) are replaced by a sequence of visible actions of the form vaz.out(c, az).in(c, M) in
the trace (tr’, ®’). However, when considering the trace (tr’, ) obtained thanks to the equivalence
representing the disjoint case, it is possible that some T-actions are applied between the actions
labeled vaz.out(c, ax) and in(c, M) in the trace (tr', ®”). But the two actions must be applied in
sequence in order to transform back the sequence of actions vaz.out(c, az).in(c, M) into an internal
communication in the trace (tr, ®"’). Hence, we show that it is possible to find a derivation of the
trace (tr’, ") where the two actions vax.out(c, az) and in(c, M) are applied consecutively.

Lemma 5.16. Let D’ be an intermediate bounded process and w a sequence of labels such that
D % D. Ifw = wywe.ws with wy € vaz.out(cy,azx).m*.in(ca, M), ¢1 € img(pcp;), c2 €
img(pcn,;) and i # j, then there exist two sequences of label w', wy such that w' = wi.wh.ws,

wh € T*.vaz.out(ci, ax).in(cy, M).7* and D 2 D'.

Proof. D % D' and w = wy.w.w3 with ws € vaz.out(cy, az).7*.in(ca, M) imply that there exist
Ds,...,D, such that D % D, Dy 5 ... 5 D,y M D,,. By hypothesis
on D, we know that processes of different colors in D do not share public nor private channels.
Thus, a 7 action, i.e. ELSE, THEN and CoMM, can only be applied on processes of same colour.
But, applying a 7 action on a process of colour ¢ does not modify the processes whose colours are
A

Let S1 = (&; P, W Pp; D) be an intermediate bounded process such that for all P € P, (resp.
Ps), col(P) = a (resp. b). Assume that we apply a 7 action, denoted 7,, on P, i.e. there exists
P! such that S; - Ta == (&;PL W Py; ) 52 Assume now that we apply a 7 action, denoted 73, on
Py, ie. there ex1sts P} such that SQ = (&; P wP;; ®) = S5. Hence S Toy S5 25 S5, But we can
see that S; = (£; P, W P ®) 1% S3. Thus it is possible to swap T actions.

vaz.out(cy,az)

vaz.out(cy,az)

With a similar proof, we can show that if Sy Sy 22 S, Wlth Tp & T action initiated

vaz.out(ci,ax)
Ss.

S3, with 7,
M a
a 7 action initiated by a process of colour a, then there exists S} such that Sy M Sh = Toy S,

by a process of colour b, then we also have that there exists S such that S; = S}

M
Furthermore, once again with a similar proof, we can show that if S; —% S M

Therefore, a simple induction on the number of 7 actions in the derivation D 2y D’
allows us to prove that there exists D5,..., D, _; and an index k € {1,...,n — 2} such that
in(co,M)

Dy D) = To, Ty D}, Dy, ——— D, - Zo ... % D,. Hence the result
holds. O

vaz.out(cy,az)

5.4.6 Main composition result

We can now state the main composition result of this chapter (proof in Appendix [B.3)

Theorem 5.2. Let H,FA (resp. Pig,Pil’B) be two sequences of plain processes built F, U Fy
(resp. Fp U Fo). Let Ko be a finite set of names of base type, and C and C' be two composition
contexts. Let KCf be a subset of Ko such that Ky = names(Pa, P}) N names(Pg, Pg) N Ko. Let
Oy = {az1 > fi(k1),...,az, > f(kn)} with f; € {pk,vk}, and k; € Ko for any i € {1,...,n}.
Assume that the processes (Ko; C[[Pala]; ®0) and (Ko; C[[Pgls]; ®o) (resp. (Ko; C[[P4lal; <I>0) and

(Ko; C[[Pg]e]; ®0) ):



— do not reveal any key in {k,pk(k),vk(k) | k € K{} unless if the key occurs explicitly in Po;
and

— do not reveal any shared key in C (resp. C');

Lastly, we assume that plain processes H,Pfg and E,E do not use variable of channel type.
In such a case,

(Ko; Cl[Palal; ®0) =t (Ko; C'[[P)al; o)

(Ko; C[[PBlb); ®o) ¢ (Ko; C'[[Pplb]; o)

(Ko; CllPala | [PBb]; ®0) =1 (Ko; C'[[Phla | [Pplel; ®o)

5.5 Application

In this section, we present an example of application of Theorem using the e-passport
protocol. In Section B4, we described that the anonymity of the parallel composition of the
protocols AA and PA can be expressed with the following equivalence:

vskps.C[PA | AA, PAy | AAg] ~ vskps.C'[PA | AA]

where C and C' are contexts defined as follows:

d , : .
Cl_y sl '\ vskp. vid. vsig. vpic. ...
! vksenc. vksmac.
| vskpg. Wwksenc. vksmac. _,
de . . .
C'] “\yskp. vid. vsig. vpic. ... vksenc. vksmac. _

Using the ProVerif tool [BAF08|, we tried to prove these two equivalences, but it failed to
terminate. The problem comes from the PA protocol. Indeed, while ProVerif fails to prove that
PA satisfies anonymity and unlinkability (ProVerif does not terminate), it can perfectly prove that
AA satisfies these two properties.

In order to exploit the fact that ProVerif is able to prove anonymity of the AA protocol,
we show how we can apply Theorem on the e-passport protocol. More specifically, we use
Theorem to show that the anonymity (resp. unlinkability) of the protocol PA with tags
implies the anonymity (resp. unlinkability) of the parallel composition of the protocols AA and
PA with tags to the problem of anonymity of PA with tags.

First of all, note that both protocols PA and AA use the primitive mac/2 that can be modelled
using our hash function h and the pairing, i.e. mac(u, k) is modelled by h({u,k)). With this
modelisation, we have that both protocols PA and AA are built over Fy which means that it is
possible to tag these protocols. We will tag PA with a and AA with b. Note that the protocols
PA and AA do not have private channel nor variable of channel type.

Secondly, the key skps corresponds to the private signing key of a signing authority. Hence,
we will assume that the intruder knows the verification key vk(skps). Moreover, for the victim’s e-
passport, we might consider that the intruder have access to the verification key vk(skp). Hence,
using intermediate processes, the anonymity of the parallel composition of the protocols AA and
PA with tags can be expressed with the following equivalence:

({skps, skpo}; {C"'[[PAla | [AAlb, [PAola | [AAo]b]}; {az1 > vk(skps), aza > vk(skpg)})

t

({skps, skpo}; {C'[[PA]a | [AA]p]}; {az1 > vk(skps), aza > vk(skpg)})

where C"" is defined as follows:

d . . .
C" s ) | yskp. vid. vsig. vpic. ...

''vksenc. vksmac.
| lWwksenc. vksmac.



Note that both C’ and C""" are composition context. While ProVerif can not prove this previous
equivalence, it can prove that the following equivalence holds:

(Ko; {C""[[AA]s, [AAo]u]}; Po) =1 (Kos {C"[[AAb]}; Do)

where Ko = {skps, skpo} and ®g = {azx > vk(skps), axs > vk(skpg)}.

It remains to prove that the shared key are not revealed. As already mentioned in Sub-
section the only shared keys between the protocols PA and AA are skpg and the several
instance of ksenc,ksmac and skp. Hence we have to show that (KCo; {C"'[[AA]p, [AAo]b]}; Po),
(Ko; {C'[[AALb]}; ®o), (Ko; {C"'[[PAls, [PAo]s]}; Do), and (Ko; {C'[[PA]s]}; Po) do not reveal the
keys skpg and the several instances of ksenc, ksmac, skp and vk(skp). Note that according to
the hypotheses of Theorem [£.2] we should also check that the processes do not reveal vk(ksmac),
pk(ksmac),. .. However, since the processes only use ksmac, ksenc as symmetric key, and skp as
signing key, one can note that these checks are not necessary.

According to Definition [5.4] the process (Ko; {C"'[[PAls, [PAo]s]}; o) do not reveal the keys
skpg, ksenc, ksmac, skp and vk(skp) if:

— ({skps, skpo}; {C""[[PAls, [PAols]}; o) preserves the secret of skpg; and

— ({skps, skpo, s}; {C""[[PA]p|in(c, x).if & = key then out(c, s) else 0, [PAo]»]}; Po) preserves the
secrecy of s, with key € {ksenc, ksmac, skp,vk(skp)}; and

— ({skps, skpg, s}; {C""[[PAlp, [PAo]s|in(c, x).if © = key then out(c, s) else 0]}; ®g) preserves the
secrecy of s, with key € {ksenc, ksmac, skp,vk(skp)}.

Similar conditions exist for the three others processes. Using ProVerif, we are able to prove that
all these conditions hold. Hence, thanks to Theorem [5.2] we have that:

(Ko; {C""[[PA]y, [PAo]]}; ®o) ~¢ (Ko; {C"[[PA]]}; Do)
implies

(Ko; {C"[[AA]a | [PA]s, [AAola | [PAole]}; Ro) ~¢ (Ko {C'[[AA]a | [PAJu]}; Bo)

5.6 Conclusion

In this chapter, we investigated composition results for privacy-type properties expressed using
trace equivalence. We have shown that secure protocols can be safely composed. We consider arbi-
trary equational theories and we assume that protocols may share some usual primitives provided
they are tagged. Moreover, we have to assume that the shared keys are not revealed and we allow
public and verification shared keys to be known by the intruder, provided that they were given at
the beginning (using the frame ®). However, in our setting (and in many others) such a sequence
has to be finite and thus we are only able to deal with a bounded number of public shared keys.

To relax this hypothesis without modifying our model, we need to abstract the public shared
keys. For example, the public shared keys initially given to the intruder could be modelled by a
unique private shared key (e.g. sko) and the successive applications of a new one-way function
(e.g. s/1). Hence, if {pk(ski),...,pk(sky),...} represented the infinite set of public shared keys
initially given to the intruder then this would be modelled by the set

{pk(sko), pk(s(sko)), pk(s(s(sko))), - - -}

Then, relying on this representation, we could build a server that distributes the shared public
keys to the intruder, e.g.

S = vd.(out(c, pk(sko)).out(d, sko) |lin(d, z).out(c, pk(s(x))).out(d,s(x)))

where c is a public channel. However, we would probably need to add in the hypotheses of our
composition result that any successive application of s on sky cannot be deduced by the intruder.



We also showed in this chapter how to apply our composition result on the parallel composition
of the Active Authentication and Passive Authentication protocols from the e-passport protocols.
However, we had to abstract the symmetric session keys that were generated by the Basic Access
Control protocol beforehand. Thus, to include the Basic Access Control protocol, we would have
to establish a “sequential” composition result. The term sequential may be misleading since there
is no general sequence operator in the applied pi calculus that would compose for example the
process (A | B) with the process (P | Q). In fact, in the case of the e-passport protocols, the
Active Authentication and Passive Authentication) protocols are plugged inside the Basic Access
Control protocol, i.e.

BACp[PAp | AAp| | BACR[PAR | AAR]

where BACp| |, PAp and AAp (resp. BACR| |, PAr and AAR) are the processes represented
the role of the passport (resp. the reader). Note that the processes of the Basic Access Control
protocol are modelled by the means of contexts where the holes represented where the others
processes will be plugged. This plugging is crucial to properly model the behaviour of the whole e-
passport protocols. Indeed, since the protocols PA and A A should only be executed if the protocol
BAC succeeded then they must be plugged in the proper conditional branch of the protocol BAC
which model a successful execution.

Such a “sequential" composition result would probably subsume the results presented in this
chapter.



Part 11

A decision procedure for trace
equivalence
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We are focusing on a decision procedure of trace equivalence of bounded processes that al-
lows a set of standard cryptographic primitives, in particular signatures, pairing, hash function,
symmetric and asymmetric encryptions. Moreover, we will consider that the primitives such as
decryption, projection, ...may fail. Hence instead of modelling the behaviour of these crypto-
graphic primitives with an equational theory as in Part[[, they will be modelled by a set of rewrite
rules. Thus, we propose in this chapter a new model adapted to the behaviour of these primitives,
and that is still close to the applied pi calculus.

The aim of this chapter is to provide with a number of simplifications and restrictions of the
trace equivalence problem, without losing in generality. First, following the footsteps of Chapter (4]
we reduce the decidability of trace equivalence to decidability of symbolic equivalence between sets
of constraint systems. Then, we simplify the problem of symbolic equivalence by

1. getting rid of free names in the processes and the actions of the intruder; and
2. only considering normalised recipe

3. only considering constructor constraint system, ¢.e. constraint system which only contains
constructor terms.

Chapter [ will then be dedicated to a decision procedure of symbolic equivalence between sets of
constructor constraint systems.

Amongst the existing tools, only SPEC relies on constraint systems whereas the tools
PRrROVERIF [Bla01] and AKiSs [Cioll] relies on Horn clauses. However, since the aim of [TD10]
is a decision procedure for open-bisimulation for bounded processes in the spi-calculus, they re-
duce this problem to the problem of symbolic equivalence between positive constraint systems.
Baudet also proves decidability of equivalence between positive constraint systems
but for a much larger set of primitives that is for subterm convergent theories. In [CR12]|, a shorter
proof of the result by Baudet is given. Although our decision procedure lacks of cryptographic
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primitives in comparison of [Bau05, [Bau(7]|, their procedure along with [CD09a] is restricted the
trace equivalence of determinate processes that do not contain (non trivial) conditional branching.

6.1 Syntax and semantics

6.1.1 Syntax

Similarly to the applied pi calculus, we consider an infinite set of names N and an infinite set
of variable X. However, we define F,. and F; the finite sets of constructor function symbols and
destructor function symbols respectively. More specifically, we consider:

F. D {senc/2, aenc/2, pk/1, sign/2, vk/1, ()/2, h/1}
Fq = {sdec/2, adec/2, check/2, proj,/1, proj,/1}.

We allow F. to contain more primitives than the one we specified. It allows the users to consider
some constants or primitives such as mac. The constructor terms, resp. ground constructor terms,
are those in T (F., N UX?!), resp. in T (F., N).

We model the properties of our cryptographic primitives by the following set of rewrite rules:

proj ({z,9))

sdec(senc(z,y),y)
Y projz (2, y))

adec(aenc(z, pk(y)),y)

%
check(sign(z, ), vk(y)) -

-
- v

— y

This term rewriting system is convergent. Note that only the specified primitives intervene in the
rewriting system.

A ground term u is a message if v| is a constructor term for all v € st(u). We define the
predicate Message(-) on terms such that Message(u) is true if, and only if, u is a message. For
instance, the terms sdec(a,b), proj; ({a, sdec(a,b))), and proj, (a) are not messages. Intuitively, we
view terms as modus operandi to compute bitstrings where we use the call-by-value evaluation
strategy.

For our processes, since we do not consider replication, we define processes that are similar to
the bounded intermediate processes defined in Chapter @l The grammar of our plain processes is
as follows:

P,Q,R:=0
PlQ
P+Q
if u; = ug then P else Q
in(u,x).P
out(u,v).P

where u1,us,u,v are terms, and z is a variable.

This is almost identical to the definition of plain processes in the applied pi calculus. However,
we added the choice operator P + ). As mentioned in Chapter [ this could have been modelled
using private channels but we added it to enhance the efficiency of our algorithm. Moreover,
we confuse channel with message. At last, similarly to the bounded intermediate processes (see
Section LT, there is no name restriction in the plain processes.

As last, we define concrete processes from Definition F] of intermediate processes with this
definition of plain processes.

6.1.2 Semantics

The semantics of concrete processes is given in the Figure Note also that, since we allow
arbitrary terms for channels, we have to check whether the channel is known by the attacker or
not (see rules IN and OuUT). Moreover, we check that all terms that have to be evaluated during
the execution are messages.



Let A. be the alphabet of actions for the intermediate semantics. For every w € A% the
relation %, on intermediate processes is defined in the usual way. For s € (A. ~ {7})*, the
relation =, on intermediate processes is defined by: A =. B if, and only if there exists w € A*
such that A . B and s is obtained by erasing all occurrences of 7. Note that by definition,
intermediate processes are closed.

(&;{if u=v then Q; else Q2} WP;®) 5, (;{Q1}wP;d) (THEN,)
if ul = v{, Message(u) and Message(v)

(&;{if u =0 then Q else Q2} WP;®) D, (E;{Q2} ¥ P;d) (ELSE,.)
if u) # vl or ~Message(u) or —Message(v)

(&; {out(u,t).Qr;in(v,2).Q2} WP; ®) 5y (£;{Q1;Q2{x — t}} 6 P;d) (ComM,)
if Message(u), Message(v), Message(t) and ul = vl

(& fin(w,2).QtwPie) N (5{Q{z et} wPi0) (IN.)

if M® =t, fvars(M,N) C dom(®), fnames(M,N)NE =0
N®| = ul, Message(M®P), Message(N®), and Message(u)

vaxy.out(M,az,,)

(&;{out(u,t).Q} W P; &) ———————=, (&;{QIWP;PU {az, > t}) (Out,)
if M®| = ul, Message(u), fvars(M) C dom(®), fnames(M)NE =0
Message(M @), Message(t) and az,, € AX, n=|P|+1

(AP | R} uP;®) D (E{P1; P2} wP; @) (PAR,)
(E;{PL+ P} wP;®) L5 (E;{P}wP;®) (CHOICE,-1)
(E;{P1+ P} WP; D) D (& {PwP; D) (CHOICE,-2)

where u, v, t are ground terms, and x is a variable.

Figure 6.1: Concrete semantics

As we will see in Chapter [@ checking whether a term is a message is very similar the check
of failure of a term evaluation in PROVERIF. In PROVERIF, the evaluation of terms is explicit
in let x = D in P whereas in our semantics, the evaluation of a term is performed on the fly.
Typically, given a plain process P, one can transform P into a PROVERIF process that has the
same behaviour by replacing every out(u, t) by let x = addeval(u) in let y = addeval(t) in out(x, y),
every in(u, x) by let y = addeval(u) in in(y, z), ....

Similarly to Chapter @l given a concrete process (£1;P1; ®1), the set of its traces is defined by:

trace.((E1;P1; @1)) = {(s,vE2.@2) | (E1;P1;P1) =, (E9; Pa; @2) for some (Eq; Pa; Po)}
Note that due to our semantics, we have in fact & = &s.

Example 6.1. Consider the sequence of actions tr' = vazxy.out(ci, axy).in(cq, proj; ({az, sdec(a,
b)))).vaxs.out(ce, axy). For all concrete process A, no trace in trace.(A) can have tr' as sequence
of actions. Indeed, for all ®, Message(proj, ({az1,sdec(a, b)))P) = false.

Intuitively, the intruder will never be able to compute proj; ({az1,sdec(a,b)))® since the com-
putation of sdec(a,b) will fail and so {(axy,sdec(a,b)) does not represent a bitstring.

6.1.3 Equivalence

We redefine the static equivalence (Definition B in this context.



Definition 6.1. Let £ a set of private names. Let ® and ®' two frames. We say that vE.® and
vE.D' are statically equivalent, written vE.® ~. vE.D', when dom(®) = dom(®’) and when for
all terms M, N such that fvars(M, N) C dom(®) and fnames(M,N)NE =0, we have:

— Message(M®) if and only if Message(M ®’)
— if Message(M ®) and Message(N®) then M®| = N®| if and only MD| = NP'|.

The second item of Definition [6.1] corresponds to the usual definition of the static equivalence.
However, we add the conditions Message(M ®) and Message(N®) otherwise the equality M®] =
N®| would be meaningless. Note that we do not require that Message(M®’) or Message(N®’)
but it is implied by the first item of the static equivalence.

We recall the definition of trace equivalence in Section Bl that we adapt to our set of traces
and static equivalence:

Definition 6.2 (trace equivalence ~;). Let A and B be concrete processes with the same set of
private names E. A Ty B if for every (s,vE.®) € trace.(A), there exists (s',vE. D) € trace(B)
such that s = s’ and vE.® ~, VE.D'.

Two closed extended processes A and B are trace equivalent, denoted by A ~; B, if AC; B
and B C; A.

Note that we do not have anymore the condition fnames(B) N bnames(s) = . This condition
was essential for the applied pi calculus since a action label could be of the form vc.out(p, ¢) with
¢ a channel name. In our case, only the parameters azx; can be found in s hence we necessary have
bnames(s) = 0.

6.2 Symbolic calculus

In order to decide the trace equivalence between two concrete process, we propose, similarly
to Section 4.2 a symbolic calculus and its semantics. We consider the constraint system (Defini-
tion 3)) and symbolic process (Definition [£.6]) used in Section

6.2.1 Semantics

We recall the notations used in the symbolic calculus in Chapter We consider a new set X'
of variables called second order variables X,Y,... To avoid conflict between the variables in X2
and the one we already used to described the protocols and the processes, we denote by X! the
latter set variables and call them first order variables. Note that X', X2, AX are all disjoint
subsets of X. We call recipe, usually denoted &, the terms in 7(F, N U X? U AX). We say that a
recipe ¢ is closed (or ground) if ¢ € T(F,N UAX). Given a recipe &£ € T(F,N UX?U AX), we
denote param(§) the set of parameters in &, i.e. vars(§) N AX.

We adapt the definition of solutions of a constraint system so that it matches with the concrete
semantics (see Figure [G.1)).

Definition 6.3 (concrete solution). A concrete solution of a constraint system C = (€; ®; D; Eq)
is a pair of substitutions (o,0) such that o is a mapping from vars*(C) to T (F,N), 0 is a mapping
from vars®(C) to T(F,N ~{€}, AX), and:

?
1. for all (X, kFx) € D, (X0)(Po) = xzo, param(X0) C {az,...,azry} and Message(zo);

2. for all (s L §') € Eq, sol = s'o], Message(so) and Message(s'c);
?
3. for all (s #s') € Eq, sol # s'ol, or ~Message(sc), or ~Message(s'o).
4. for all (az; > u;) € ®, Message(u;0)
The substitution o is called the first-order solution of C associated to 8, called second-order solution

of C. The set of solutions of a constraint system C is denoted Sol.(C). A constraint system C is
satisfiable if Sol.(C) # 0.



Compared to the usual definition of solution (see Definition [4]), we added the fact that every
term in the constraint system has to be a message after instantiation. Moreover, the first order
terms of a frame element also has to be a message as it is specified in the rule (OUT,).

Example 6.2. Coming back to the Example [{.7, we had (o,0) € Sol(C1). But (o,0) also satisfies
all conditions of a concrete solution, hence (a,0) € Sol.(Cy).

The rules of Figure define the semantics of symbolic processes. Similarly to Section 2]
this relation transforms a symbolic process into a symbolic process. Once again, thanks to this
symbolic semantics, we avoid infinite branching due to the inputs of the environment. We added
some rules for the choice operator and we removed the rules that was specific to the outputs of
channel names.

(&;{if u=v then P; else P} WP;®; D; Eq) Do (E;{P1}WP;®;D; EqU {u < v}) (THEN)
?
(&;{{if u = v then Pj else P,} WP;®; D; Eq) .5 (E;{P}WP;®;D; EqU {u #v}) (ELSE,,.)

(&; {out(u, £).Q1;in(v, 2).Q2} WP; B; D; Eq) Drog (£:{Q1; Qafz — t}} WP; ®; D; EqU {u = v})

(Comm)
(EH{P | QYWP;®;D; Eq) —es (E;{P;Q}wP;®; D; Eq) (PARsc)
(E{P+Q}uP;®;D;Eq) L.y (;{P}wP;d;D;Eq) (CHOICE,-1)
(EA{P+Q}uP;®;D; Eq) 5.5 (£;:{Q}wP;®;D; Eq) (CHOICE,-1)

(& {in(u, 2).Q} W P; ; D; Bq) 2,

? ?
(E{Q{z —» Y} WP & DU{Yin by Zn b 2} BqU {z = u})
if Y.y, Z, 2 are fresh variables, n = [®] (IN)

vazy.out(Z,axy,)

(&;{out(u,t).Q} WP;®; D; Eq) —————— 5
?
EA{QtwP;dU{arp1 >t DU{Znt 2z} EqU {z L u})
if az,, € AX such that n = |®|, Z, z are fresh variables (OUTs..)

u, v, t are terms and x is a variable.

Figure 6.2: Concrete symbolic semantics

Note that the rules are almost identical to the symbolic semantics used for the applied pi
calculus, except for the new/removed rules. Indeed, all the new requirement of the concrete
semantics were added in the definition of a concrete solution of a constraint system instead of

being added in the symbolic semantics directly. We define the relations 2, . and %CS as usual.
We denote trace.s(A4) the set of concrete symbolic traces of a concrete process as follow:

trace.s(A4) = {(tr, (§;P; D; Eq)) | A Lo (&;P; ®; D; Eq) for some £,P,®, D, Eq}

When tr is fixed, we also write (tr,X) € trace.s(A) to define the set ¥ as the set of constraint
systems {C | (tr,C) € trace.s(A)}.

6.2.2 From trace equivalence to concrete symbolic equivalence

Following the results of Chapter ] we define the concrete symbolic equivalence between two
sets of constraint systems.



Definition 6.4 (concrete symbolic equivalence). Let ¥ and ¥/ be two sets of constraint systems
that contain constraint systems having the same structure. We say that ¥ and X' are in concrete
symbolic equivalence, denoted by X ~¢ 3/, if for all C € X, for all (0,0) € Sol.(C), there exists
C' € ¥ and a substitution o' such that (¢’,0) € Sol.(C") and vE.®o ~, VE.D'd’ (and conversely
for allC’' € ¥') where C = (£;®; D; Eq) and C' = (£;9"; D'; Eq’).

The definition of ~¢ is very close to the definition of =, (see Definition L8]). Typically, only

S
the solutions used in the equivalence and the static equivalence are different between ~¢ and ~;.

Example 6.3. Coming back to the Example[].8 ¥ ~¢ X' also holds. Moreover {C1} and {C1}
are not in concrete symbolic equivalence.

We establish the link between trace equivalence and concrete symbolic equivalence:

Theorem 6.1. Let A and B two concrete processes: A ~; B if, and only if, for all sequences of
symbolic actions tr, for all (tr,X) € trace.s(A), for all (tr,X') € trace.s(B), ¥ ~¢ ¥'.

Proof (sketch). The proof of this theorem is an adaptation of the proof of Proposition B4l It also
relies on soundness and completeness results similar to Lemmas and that focus on concrete
solutions instead of solutions of a constraint system and focus on —»., instead of —4. The proofs
of these lemmas are a simple adaptation of the proofs of Lemmas and O

The focus on the rest of this part is to provide an algorithm that decide that concrete symbolic
equivalence between two sets of constraint systems.

6.3 Getting rid of some recipes

Deciding the symbolic equivalence of sets of constraint systems is a difficult problem. One
the main issues is that the set of recipes T (F, AX UN') that have to be considered for the static
equivalence and also for the solutions of a constraint system is infinite. In this section, we aim at
reducing this set of recipes. More specifically, we will first show that ¥ ~¢ ¥/ is equivalent to the
symbolic equivalence where we do not consider public names for the intruder (%Z(F’AX)). Then
we show that it is equivalent to the symbolic equivalence where we do not consider public names
and recipes that are not normalised (=) . Lastly, we will show that there exist X;, ¥} sets
of constraint systems that only contain constructor terms, called constructor constraint systems,
such that ¥ ~¢ 3’ is equivalent to ¥y a5 3} where =, excludes recipes containing public names

or recipe not normalised. Moreover, the predicate Message(-) is no longer required.

6.3.1 Getting rid of names

One of the infinite components in 7 (F, AX UN) is the infinite set of names N. We show in
this subsection that we do not need to consider the names N in the intruder’s recipes.
6.3.1.1 Processes without free names

First of all, we have to distinguish two kinds of names: the ones that are already used by the
processes and the ones that might be introduced by the intruder in the trace. In a first step,
illustrated in the Example [6.4] we avoid free names in the processes by privatising and disclosing
them.

Example 6.4. Consider the concrete process A defined as follows:
A = ({sk};out(c,aenc(a, pk(sk))).in(c, z).vn.out(c, (x,n)); d).

We can transform A into a process A’ that does not contain any free public name by putting the
free names c, a inside the private set of names and adding two frame elements with ¢ and a:

A" = ({sk,c,a};out(c,aenc(a, pk(sk))).in(c,z).vn.out(c, (x,n)); {azxy > ¢, axs > a}).



Consider now the trace (tr,vE.®) € trace.(A) where & = {sk}, tr = vax;.out(c, axy1).in(c, axy).
vazg.out(c, axs) and ® = {az; > aenc(a,pk(sk)), azs > (aenc(a,pk(sk)),n)}. There exists a
similar trace (tr',vE'.®") € trace.(A") where:

— & ={sk,c,a}
— tr = vazz.out(azy, axs).in(az, ax3).vazy.out(c, azy)

— @ ={azy > ¢; azy > a; azxs > aenc(a, pk(sk)); azy > (aenc(a, pk(sk)),n)}
We formalise the transformation presented in Example in the following lemma.

Lemma 6.1. Let A = (E4;Pa;Pa) and B = (Ep;Pp; @) be two closed concrete processes such
that E4 = Ep and dom (P 4) = dom(Pp). Let’s denote n = |®4|. Assume that A and B contains
m — 1 free names, i.e. fnames(A) U fnames(B) = {ca,...,cn} and let ¢y be a fresh name in N.
Let ®¢ the frame {ax1 > c1,..., a0z > ¢}, Dy (resp ®'5) be the frame obtained from ® 4 (resp.
®p) by replacing every (axy > up) € P4 (resp. Pp) by (aLpym > ug). The following property
holds:

A =y B if, and only if, (Eg; Pa; o U P'y) ~4 (Eo; Pr; Po U D)

where & = fnames(A) U fnames(B) U E

Proof (sketch). Let’s denote A’ = (Ey; Pa; PoUP’,) and B’ = (&y; Pr; PoUP’). The proof consists
of applying a simple transformation on the traces of A and B. Considering (tr,v€4.(®4 U®Y)) €
trace(A), we transform tr into tr’ as follows:

— we replace every instance of ¢; in tr by ax;, for all ¢ € {1,...,m}.
— we replace every instance of az; by az,,,; for all i >n

Similarly, we transform @Y, into ®% by replacing every (az; > u) in ®Y by (az;4, > u). Note that
both transformations are bijective. One can easily show that (tr', v&.(PoUP’, UPY)) € trace.(A4').
Similarly, if (tr, v€p.(®p U ®L)) € trace(B), then (tr', v&.(Po U @5 U %)) € trace.(B’) with &%
is obtained from ®} by replacing every (az; > u) in ®% by (az;ym > u) .

At last, one can show that vE.(®4U®L) ~. vE.(PpUPL) if and only if vE).(PoU P, UDE) ~.
vEy.(®o U P’y UD%) by applying on the recipes the same transformations used for the sequence of
labels. O

Thanks to Lemma [6.J] we can now assume that there is no public names in our constraint
system. Indeed, given a concrete process A such that fnames(A) = 0, for all (tr,C) € trace.s(A),
fnames(C) = (. Moreover Lemma also indicates that ®g contains at least one frame element
(azy > c1) with ¢; € N. Thus, if A is the concrete process obtained from Lemma then there
exists a € N such that for all (tr,C) € trace.s(A4), az1® = a where C = (€; ®; D; Eq).

6.3.1.2 Removing all names in the recipes

In the previous paragraph we showed how avoid free names in the processes. However, as
previously mentioned, the intruder might still introduce new public names in the sequence of labels
tr. We show that it is possible to model the public names in A by h(h(...h(az;)...)). Consider
a constraint system C = (&; ®; D; Fq) such that fnames(C) = (). Following Lemma 6.1 we assume
that @ is not empty and az;® € £. Since N is a countable set, we denote N'\E = {by,...,bp,...}.
Intuitively, we would represent each b; by hi(az;) in the recipe of the intruder where hi(-) is i
successive applications of h on az;. However, this model may not work for all solutions of a
constraint system.

Example 6.5. Consider the constraint system C = (£; ®; D; Eq) where:
— &={a,c}

— & = {az1 > a, axy > senc(c, )}

? ?
— D={X,2Fx;Y,2F y}



?
— Eq = {c# sdec(y, h(a))}
Consider 0 = {X — b1,Y — ax2} and 0 = {z — b1,y > senc(c,b1)}. We have that (0,0) €
Sol.(C). Indeed, we trivially have Message(a), Message(b;) and Message(senc(c,b1)). Further-
)

more —~Message(sdec(senc(c, by), h(a))) since sdec(senc(c,by),h(a)) is in normal form. Thus ¢ #
sdec(y, h(a)) is satisfied by o.

However, if we replace apply our replacement of free names introduced by the intruder, we obtain
that @ = {X — h(az1),Y — azs} and so ¢/ = {z — h(a),y — senc(c,h(a))}. Unfortunately
(0/,8") & Sol.(C) since Message(c), Message(sdec(senc(c, h(a)),h(a))) and c| = sdec(senc(c, h(a)),
h(a)).

On the other hand, if we consider the replacement by +— h?>*¥(azy), then we obtain that 0" =
{X ~ h(h(az1)),Y — azs} and so ¢ = {x — h(h(a)),y — senc(c,h(h(a)))}. In such a case,
(¢”,8") € Sol.(C).

As illustrated in Example [65] we cannot fix the replacement of the public names in advance
when checking the symbolic equivalence. The replacement will depend on the solutions that we
consider. Let N be a positive integer. Let a € £. We denote o¢ v, and 8¢ n the replacements
defined for all i € N* by boe n.o = h*YN(a) and b;0g x = h*N (az).

We now show that when checking the concrete symbolic equivalence of sets of constraint sys-
tems, we only have to consider the recipes of the intruder that do not contain names. Let’s denote

~7(F.Ax) the concrete static equivalence where we only consider recipe &,{" € T(F, AX), and

let’s denote ~ %) the symbolic equivalence on concrete constraint systems which only consider

the solution (o,8) with fnames(f) = 0, and rely on the static equivalence ~7(# ax). The proof of
the following lemma, can be found in Appendix [C.1l

Lemma 6.2. Let ¥ and X' two sets of constraint systems that contain constraint systems having
the same structure. Assume that £ is the common set of privates names in X and Y. At last,
assume that there exists a € € such that for all C € YUY, az1® = a with ® the frame of C.

Iy ~TEAY) S then for all C € X, for all (0,0) € Sol.(C), there exists N’ such that
for all N > N', there exist C' € ¥’ and a substitution o’ such that (0’,0) € Sol.(C') and
Vg‘q)O'O'g?Nya ~NT(F,AX) Vg.(I)/J/ngN’a,

The previous lemma is not sufficient to prove that X ] (FAX) 5 implies ¥ ~¢ ¥/. Indeed,
we matched each solution of a constraint system in ¥ with a solution in a constraint system in X’
but the static equivalence does not correspond to the usual static equivalence ~.. Moreover, for
two ground frames ® and ®’, we do not necessarily have that v€.®og n 4 ~T(FLAX) vE.D'og N
implies vE.® ~, vE. P’

Example 6.6. Let £ = {a,c}. Let ® = {ax1 > a, aze > senc(c,b1)} and ' = {az; > a, azy >
senc(c,h(a))}. Consider & = sdec(aza,b1). Message({P) holds whereas Message(£P') does not
hold. Hence ® #, @'.

However, if we assume that N = 1, ®og1,, = {az1 > a, ars > senc(c,h(a))} and ®'og 1,4 =
{az1 > a,azs > senc(c,h(a))}. Since Pog1, = P'og 1,0, we trivially have ®og 1.4 ~7(F, Ax)
®'og 1,a. On the other hand, if we assume that N = 2, then ®og 2.4 #7(F ax) P'0g 2,4

Note that the previous example raises the same issues than Example We can not fix in
advance the representation of names even for the static equivalence. However, we show in the next
lemma how we obtain the static equivalence ~, from ~7(z ax). (Proof in Appendix [C.T])

Lemma 6.3. Let £ be a set of private names. Let ® and @ two ground frames with the same
domain and az1® = az @' € E. If for all N', there exists N > N’ such that ®og n.o ~7(F,Ax)
D'og N, then & ~. D'.

Thanks to Lemmas and [63] we can now show that ~¢ is the same relation than zZ(F’AX).



Lemma 6.4. Let X and X' two finite sets of constraint systems that contain constraint systems
having the same structure. Assume that £ is the common set of private names in X and ¥'. At
last, assume that there exists a € € such that for all C € SUY, az1® = a with ® the frame of C.
The following property holds:

¢ Y if, and only if, ¥ ~T FAX) 3

Proof. We first prove the right implication of the equivalence (=). Let C € ¥ and let (0,0) €
Sol.(C) such that for all X € dom(f), fnames(X0) = (). By hypothesis ¥ ~¢ ¥’ hence there
exist C' € ¥’ and a substitution ¢’ such that (0/,0) € Sol.(C") and ®o ~, ®'0’. We show that
vE.®0 ~y(r ax) vE.D'0'. Let £, & € T(F, AX) such that param(§) € dom(®o) and param(£') C
dom(®o). &,& € T(F, AX) implies that &,&" € T(F,AX UN N &) and fnames(§,&)NE = 0.
Since ®o ~, P’'0’, we can deduce that Message({Po) is equivalent to Message(£P'0’); and if
Message({Po) and Message(&'Po) then {Pol = &'Po| is equivalent to EP'o’| = £'P'o’). Thus
VE.®o ~7(F ax) vE.P 0" and so the result holds.

The other inclusion of the symbolic equivalence ~] (FAX) g proved symmetrically.

We now prove the left implication (<). Let C € ¥ and let (0,6) € Sol.(C). For a con-
straint system C’, let’s denote ®(C’) the frame of C’. Thanks to Lemma [62] there exists N’
such that for all N > N’, there exist C’ € ¥’ and a substitution ¢’ such that (¢’,8) € Sol.(C")
and ®(C)oog N,o ~7(F,.Ax) P(C")o'0g N Hence, {(N,C’,0") | (¢/,0) € Sol.(C’) and ®(C)ooe N,a
~7(F.Ax) ®(C)o'og N o} is an infinite set. However, X' is a finite set of constraint systems thus
there exists C’ € ¥/ such that the set Sy = {(N,0’) | (¢/,0) € Sol.(C’) and ®(C)ooe N,a ~7(F,Ax)
®(C")o'og N} is infinite. Furthermore, when C’ and 6 are fixed, by definition of a solution of
a constraint system, we have that for all 01,09, (01,60) € Sol.(C') and (02,0) € Sol.(C') im-
plies 01 = 09, i.e. the first order solution is fixed by the second order solution. Thus for all
(N1,01), (N2, 02) € Sa, 01 = oo. It implies that there exists ¢’ such that (¢/,0) € Sol(C’) and
for all N’ > 0, there exists N > N’ such that ®(C)ooe no ~7(F,ax) P(C')0'0s N.o. Hence by
Lemma [6.3] we conclude that ®(C)o ~ &(C')o’.

The other inclusion of the symbolic equivalence ~¢ is proved symmetrically. O

6.3.2 Normalised recipe

In the previous subsection, we have shown that we do not have to consider public names in
the recipes for the intruder, which reduces a lot the search space for the symbolic equivalence of
constraint systems. We will see in this subsection that we can also ignore some recipes that always
provide redundant informations for the intruder. Typically, assume that &1, &> are two recipes such
that for all ground frame @, their applications always produce the same result, i.e. £&P) = &P,
then these recipes will not help an intruder to distinguish one frame from another. Thus, we will
not consider both recipes but only keep one.

Example 6.7. Let £1,&2,&3 be the recipes such that:
1. & = projy ((£1,€1)) for some &1,&7;
2. & = adec(aenc(&5,£)) for some &4, &Y ;
3. & = check(senc(&5,£Y)) for some &, 5.

In fact, for all frames @, &P = [P, &P = &P and —Message(£3P). Since this is true for any
frame, they do not provide new informations for the intruder that might help him distinguishing
two sets of constraint systems. Hence we will only consider &) and & and ignore &1, &2, &5.

Following the Example [6.7] we define a new set of recipes, denoted II,,, and we show that it is
complete and sound to only consider this new set of recipes when deciding the symbolic equivalence
of sets of constraint systems.

Definition 6.5. We say that £ € T(F, AX U X?) is a normalised recipe if, and only if, for all
f(&1,...,&) € st(€), f € Fy implies that root(&1) € F.. We denote 11, the set of normalised
TEeCipes.



Even if the recipes in II,, are called normalised recipes, they do not exactly correspond to the
normalisation of a recipe by the rewriting system. More specifically ¢ € II,, implies £] = £ whereas
the converse is not true.

Example 6.8. Consider the recipe & = check(senc(az1, az3)). & is a recipe in normal form w.r.t.
the rewriting system but £ & 11,,.

Intuitively, T(F, AX) \ II,, represents all recipes that will either never provide the intruder
with any new information or that will never satisfy the predicate Message(-). The predicate
Message(+) is also easier to verify on the recipes in II,, as stated in the following lemma. (Proof in

Appendix [CT))

Lemma 6.5. Let ® be a ground frame such that for all (az; > u;) € ®, Message(u;). Let £ € 11, a
ground recipe such that param(§) € dom(®). £ € T(F.,N) if, and only if, Message(£®P) holds.

The following lemma shows that the intruder do not lose messages of a frame by only considering
the recipes in II,,. (Proof in Appendix [C.)

Lemma 6.6. Let ® be a ground frame such that for all (ax; > u;) € ®, Message(u;). Let
e T(F,NUAX). If Message(£®) then there exists a ground recipe &' € T1,, such that £ = £'®,
Message(&'®) and param(&') C param(§)

We denote ~pp, the static equivalence that only consider the recipe in II,,. We show in the
next lemma that the static equivalence is preserved when considering the recipes in IT,,. (Proof in

Appendix [C]))

Lemma 6.7. Let ® and @' be two ground frames such that for all (ax; > u;) € ® (resp. ¥'),
Message(u;). ® ~7(r ax) @' is equivalent to ® ~y;, P'.

Note that in the previous lemma, we omitted the set of private names £. Since we do not
consider names in the recipe when checking the static equivalence, this set is not needed anymore
thus we may ignore it. We denote ~'» the symbolic equivalence of sets of concrete constraint
systems where we only consider solutions (o, #) where for all X € dom(f), X¢ € II,,; and that rely
on the static equivalence ~pg, .

Lemma 6.8. Let ¥ and X/ two sets of constraint systems that contain constraint systems with
the same structure. The following property holds:

¥ =T EAX) 575 and only if, ¥ =M 5

Proof. The right implication of this equivalence (=) is rather simple. Indeed, for all C € X, for
all (¢,0) € Sol.(C), if for all X € dom(f), X0 € II,, then for all X € dom(h), X8 € T (F, AX).
Hence with 3 ~] FA%) s , it implies that there exists C’ € ¥’ and a substitution ¢’ such that
(0',0) € Sol.(C') and ®o ~7(F ax) P'0’, where & (resp. ®') is the frame of C (resp. C’). By
definition of a solution of a constraint system, (o, ) € Sol.(C) and (¢’,80) € Sol.(C’) imply that for
all (az; > u;) € ®o (resp. ®'o’), Message(u;). Hence by Lemma 6.7, ®o ~7(r ax) ®'o’ implies
®o ~11, ®'0’ which allows us to conclude.

We now focus on the left implication of this equivalence («<). Let C = (£;®; D; Eq) € ¥ and
let (0,0) € Sol.(C) such that for all X € dom(6), X6 € T(F, AX). We show by induction on k
that there exists (o’,6’) such that:

?
— for all (X,itF )€ D,if i <k then (X0')(®Po’) = zo’, Message(xo’), zo'] = xol, X0 €11,
and param(X60') C {azy,...,az;}
— for all (az; > u;) € ¥, if i < k then w;0] = u;0'| and Message(u;0”).

?
Base case k = 0: This case is trivial since for all (X,i F z) € D, for all (az; > u;) € ®, ¢ > 0 and
j>0.



Inductive step k > 0: In such a case, thanks to our induction hypothesis, we know that there
exists (o/,6") satisfying the above properties for k£ — 1. Hence, we show how to extend ¢’ and 6§’

?
for frame elements (azy, > uy) € ® and deducible constraint (X, k- z) € D.

Let (azy > ug) € ®. By definition of a constraint system, we know that for all x € vars®(ux),
?

there exists (X, = x) € D such that ¢ < k. By induction hypothesis, we know that xzo’ is defined,
Message(zo’) and zo'] = zol. Thus, we deduce that urol = ug(cl)) = ug(c’))d = uro’l. We
now prove that Message(uyo’). We already know by (o, 6) € Sol.(C) that Message(uxo). Moreover,
by our induction hypothesis, we also know that for all x € vars®(ux), Message(zo’). Therefore
Message(uro’) is equivalent to for all u € st(ug), uo’'l € T(F.,N). But Message(uro) implies
that uo) € T(F.,N). At last, since for all z € vars'(u) C vars'(uy), zo'| = x|, we deduce that
uo) = uc’} and so uo’| € T(F., N). Therefore, Message(uyo’).
?

Let (X,k t 2) € D. We have proved that for all (az; > u;) € @, if i < k then Message(u;0”),
Message(u;0) and u;0’) = u;ol. Moreover, (o,0) € Sol.(C) implies that param(X6) C {az1,...,
azy}. Hence (X0)Po] = (X0)Po'|; and Message((X0)(Po)) implies that Message((X0)(Po’)).
Thus by Lemma [6:6] there exists £ € II, such that (X0)(®o’)] = &(Po’)|, Message({(Po’))
and param(€) C param(X0). We deduce that param(€) C {az1,...,az;}, Message(¢(Po’)) and
E(Pa’)] = (X0)Po|. By defining X6 = ¢ and xo’ = £(Po’), the result holds.

We have shown that there exists (¢7,6") € Sol.(C) such that for all X € dom(6’), X6 € II,,; and
for all z € dom(o”), x| = wo’|. Thanks to our hypothesis 3 ~!I» 3/ we deduce that there exists
C'= (&®;D';Eq') € X and ¢” a substitution such that (¢”,60") € Sol.(C’) and o’ ~p, P'c”.
By Lemmal6.7 we deduce that ®c’ ~7(z 4x) ®'0”. But for all X € dom(6), Message((X0)(Po’)),
Message((X0')(®0’)) and X0Po'| = X0'®o’|. Thus by ®o’ ~7(r ax) ®'0”, we deduce that
Message((X0)(®'0")) and X0(P'0")] = X&' (P'0”)J.

Since ®o) = ®o’| and for all x € vars'(D), xo| = xo’'|, then we deduce that for all X €
dom(f), X0(®o)] = XO(Po')| = X0 (Po’)]. Therefore, thanks to o’ ~7(r ax) ®'0”, we deduce
that X0(®'0”)] = X60'(®'0"”)]. Using the similar reasoning as when we showed that (o/,6") €
Sol.(C), we prove that there exists ¢’ such that (6,0"") € Sol.(C’) and for all x € dom(c"),
vo"| = wo"]. At last, since ®o| = 0’|, ®o"| = ®o"|, P’ ~7(F ax) P'0” and for all
(az; > u;) € o (resp. ®o’, &0, ®'0"), Message(u;), we conclude that o ~rx ax) o’
Thus the result holds.

6.3.3 From concrete to constructor constraint systems

The definition of a solution of a concrete constraint system imposes that all first order terms
in the constraint systems must be messages, except for terms in the inequations. Hence, when
considering a solution (o, ) of a concrete constraint system, one could expect the terms in o to

be constructor terms. Moreover, given an equation u Z v in the constraint system, we will see
that it is possible to check if this equation is unsatisfiable, or else to transform it into conjunction
of equations that contain only constructor terms. Intuitively, by transforming the terms in our
constraint systems into constructor terms, checking the predicate Message(-) on the frame, equation
and inequation will be much easier. Furthermore, since we only consider the recipes in II,, for the
solutions of our constraint systems, checking of the predicate Message(-) will also become useless
thanks to Lemma

6.3.3.1 Narrowing

Example 6.9. Consider the equation sdec(x, a) L y. Let o be a substitution on constructor terms
such that Message(sdec(zo, a)), Message(yo) and sdec(zo,a)l = yol. Message(sdec(za,a)) implies
that sdec(xzo,a)l € T(F.,N). Thus, it is only possible if there exists u such that xo| = senc(u,a).
Note that in this case, sdec(xzo,a)l = u.



Hence, we want to replace the equation sdec(z, a) Z y by E = (x z senc(z’,a) A’ . y) where
2’ is a fresh variable. Note that since there is no more destructors in E, a substitution o’ on
constructor terms satisfies E if and only if vo' = senc(z’'c’,a) and x10" = yo'. Thus, there is no
need to check the predicate Message(-) or even normalisation, but only the syntactic equality which
easier and faster.

In Example 6.9 we illustrate the transformation that we will apply on the equations in our
constraint system. Simplifying the inequations of a constraint system requires the introduction of
universal quantifiers.

Example 6.10. Coming back to Example [6.9, we saw that sdec(x,a) Z y can be replaced by

/

the conjunction of equations x < senc(z’,a) A 2’ < y. Actually, x' is (implicitly) existentially

quantified: the formulas sdec(x, a) L y and 3z’ .x L senc(z’,a) A x’ L y are equivalent
?

Hence if we now consider the inequation sdec(xz,a) # y, one can replace it by the following

formula:
? ?
Va'.x # senc(z’,a) V' #y

We introduce the notion of narrowing [JK91] that formalises the transformations applied on

equations and inequations illustrated in Examples and [G.10]

Definition 6.6 (Narrowing). Let R be our set of rewriting rules. We define the narrowing as a

binary relation on T(F UN,X%Y), denoted —x, such that : for all s,t € T(FUN,X"Y), s JR t
if, and only if, there exists a non variable position p of s and a renaming of a rewriting rule
¢ — r € R such that o = mgu({,s),) and t = so[rol,.

In order to simplify the proof of correctness, soundness and termination of the transformation,
we will only use the innermost strategy for the narrowing.

Example 6.11. Coming back to Example[6.9, sdec(x, a) — z' where o = {z — senc(z’,a)}.

We extend the narrowing rule to a conjunction of equations between terms such that:
? 4 ? /
s=vAE i t=vAFE

(e
where s —g t, v/ =vo and E' = Eo.
From now on, we confuse a substitution o = {21 — wuy,...,2, — u,} with the associated

. . . ? ? ?
conjunction of equation 1 = u; A ... Az, = u,. Moreover, we denote o0 F. u = v when
?

Message(uc), Message(vo) and uc) = vol. Similarly, we denote F. u # v when —Message(uo),
or ~Message(vo) or uocl # vol. We extend F. naturally to conjunctions and disjunctions of
equations and inequations with quantified variables. The following lemma shows the soundness
and completeness the narrowing rule on conjunction of equations. (Proof in Appendix [C.1))

Lemma 6.9. Let E and E' be two conjunctions of equations between terms such that E >—g>73 E'.
For all substitutions T on ground constructor terms,

— 17 E. E' implies that o7 £, E

— 7 F. E implies that there exists 7' such that 7 = (07")|qom(r) and 7' F. E’

?
We also extend the narrowing rule to formulas of the form V& \/;"=1 uj # v; such that:

VZ. \/uj;«évj —R Vg\/u;#v;
j=1 i=1
where E = A", u; Z vj, o NE' = N\ uf Z v, E g E', §=7U (vars' (o) ~ vars'(E)).
The soundness and completeness of this narrowing rule is shown in the following lemma. (Proof
in Appendix [CT])



? ?
Lemma 6.10. Let ¢ = ViV, u; # vj and ¢ = V§\/[_ uj # v} two formulas such that
¢ —xr ¢'. For all substitutions T of constructor terms, T E. ¢ if and only if T =, ¢'.

6.3.3.2 Constructor constraint systems

We will use the narrowing on equations and inequations presented in the previous paragraph
to build constraint systems that only contain constructor terms.

Definition 6.7 (Constructor constraint system). A constructive constraint system is either L or
a tuple (®; D; Eq) where:

— ® is a sequence of the form {axy > ty,..., ax, > t,} where t; are constructor terms and ax;
are variables in AX;

?
— D is a set of deducibility constraints of the form X,i bk u, withi <n, X € X? and v is a
constructor term.

)
. . . ? ~ m °
— FEq is a conjunction of formulas of the form u = v or Vy. \/j:1 uj # v; where u,v,uj,v; are
constructor terms.
We also assume that following conditions are satisfied on a constructor constraint system:

1. each variable X € X2 occurs at most once in D
?
2. for every 1 < k < n, for every @ € wvars!(t;), there exists (X,i - u) € D such that
x € vars*(u) and i < k.

?
3. for every free variable z of Eq, there exists (X,iF u) € D such that x € vars!(u).
Compared to Definition 3], a deducibility constraint allows constructor terms as right hand

terms, whereas in Definition .3 we only allowed variables. Furthermore, Eq is more general than

the conjunction of equations and inequations in Definition £33l Note that we do not have the set
of private names £ in the definition of a constructor constraint system. Intuitively, we consider
that all names that occur in a constructor constraint system are private and so £ is omitted.

Example 6.12. Let C be the concrete constraint system (£; P U {ax4 > t}; D; Eq) where
— & = {ska, ko', skp, 1y, M0}

— ® = {az; > pk(skq), axs > pk(skqy), azs > pk(skp)},
¢ = aenc({proj, (adec(y, sky)), (s, pk(sky))), pk(ska)),
? ? ?
— D={Z1,3F z1z; Y,3t y; Z9,3F 22}; and
? : ? ?
— Eq={z1 = ¢ projy(adec(y, sky)) = pk(ska); 22 = c}.

The constructor constraint system C' associated to C is the triplet (' U {axs > t'}; D'; Eq') where

— &' = {az1 > ¢, axg > pk(sk,), axs > pk(sky), azy > pk(skp)}

? ? ?
— D' ={Z1,4F ¢; Y, 4+ aenc((y', pk(ska)), pk(skp)); Z2,4 F c}
— t' = aenc((y, (ny, pk(skp))), pk(ska))
— Eq=T.

Note that as mentioned in Subsection [6.3 1], we put the free name c in the frame.

?
We will denote o F u = v when uo = vo. Moreover, we denote o F u # v when uo # vo. We
extend F naturally to conjunctions and disjunctions of (in)equations with quantified variables.

Definition 6.8 (solution of a constructor constraint system). A solution of a constructor con-
straint system C = (®; D; Eq) consists of a mapping o from vars'(D) to to ground constructor
terms and a substitution 6 mapping vars®(D) to ground recipes such that:



?
— for every (X,k F w) € D, we have X0 € II,, (X0)(®o)l = zo and param(X6) C
{azq,..., axy}.
— o F Eq
We denote Sol(C) the set of solutions of C.

Example 6.13. Coming back to the Ezample[6.13, (0,0) € Sol(C’) where:
—o={y' = h(0)}
— 0 ={Zy — az1,Y — aenc((h(az1), axa), az4), Zo — ax1}

We can adapt the definition of static equivalence and symbolic equivalence to constructor
frames and constraint systems.

Definition 6.9 (static equivalence). Two ground constructor frames ® and ®' are statically equiv-
alent, denoted ® ~ ¥, if and only if dom(®) = dom(P’) and for all £,& € 1, if param({&,&'}) C
dom(®) then

— £D] € T(Fe,N) is equivalent to £'®] € T(F.,N)

— f D D] € T(Fs, N), then O = £'®| is equivalent to £P'] = £'P'].

Definition 6.10 (symbolic equivalence). Two sets X and ¥/ of constructor constraint systems
having the same structure are symbolically equivalent, denoted ¥ =~, Y/, if and only if for all
C € X, for all (0,0) € Sol(C), there exists C' € ¥/ and a substitution o’ such that (o',0) € Sol(C")
and ®c ~ ®'d’ (and conversely for any C' € ¥') where ® and ' are the respective frames of C
and C'.

As previously mentioned, we show the relation between symbolic equivalence of sets of con-
structor constraint system and the symbolic equivalence I of sets of concrete constraint system.

(Proof in Appendix [CT])

Lemma 6.11. Let X1, X two sets of concrete constraint systems having the same structure. There
exist Yo, X two sets of constructor constraint systems having the same structure such that:

¥y~ 3 if and only if Sy ~, )
We summarise what we proved along this section in the following theorem.

Theorem 6.2. Given a decision procedure for the symbolic equivalence of sets of constructor
constraint systems, the problem of trace equivalence between two concrete processes is decidable.

The algorithm proceeds as follows: Given A and B two concrete processes with the same set
of names. We first build the two concrete processes A’ and B’, that do not consider public names,
by following Lemma Second, we compute the sets trace.s(A’) and trace.s(B’) (possible since
A’ and B’ do not contain replication). Third, we compute the set S of pair of sets of constructor
constraint systems such that:

— if (tr, %) € trace.s(4'), (tr',X') € trace.s(B’) and tr = tr’ then (X,¥) € S;
— if (tr, X) € trace.s(A’) (vesp. trace.s(B’)) and for all (tr',¥’) € trace.s(B’) (resp. trace.s(A")),
tr # tr' then (X,0) € S
Four, for every (X,%') € S, we compute the sets of constructor constraint systems ¥; and ¥
from ¥ and ¥’ respectively by following the proof of Lemma At last we apply the decision
procedure for symbolic equivalence of sets of constructor constraint systems on 3 and .

The soundness and completeness of this algorithm are ensured by Theorem and Lem-
mas [6.1], [6.4] and [G.1T1

Note that adding (¥,0) in the set S does not necessary imply that A %, B. Indeed, it is
possible that all constraint systems in 3 do not have any solution and in such a case, we would
have ¥ ~¢ ().

The next chapter is devoted to a decision procedure for symbolic equivalence between two sets
of constructor constraint systems.



Chapter 7

A decision procedure for symbolic
equivalence

Contents
[7.1  Preliminaried . . . . . . . oo 108
711 Extended framd . . . . . . o o oo 108
[21.2 Extended constraint systemd . . . . ... ... ... ... ... ... 109
[7.2__Simplifving a constraint systerd . . . . . . . ... 112
[7.2.1 _The transformation ruled . . . . . . . . . ... ... ... ... 112
[7.2.2  Normalisation . . . . . . . . o v oo 116

This chapter is dedicated to the presentation of a decision algorithm for the symbolic equiva-
lence between two sets of constructor constraint systems. The general idea of our decision algo-
rithm is borrowed from earlier work on deducibility constraints: we simplify the constraints until
we get a simple form, on which the equivalence problem should be easy. Since we consider pairs of
(sets of) constraint systems, the simplification rules should be applied on both (sets of) systems at
the same time; when this corresponds to guessing an attacker action, it should be the same rule,
which is applied on both (sets of) systems. The second main difference concerns the equivalence
checking: we have to keep track of an extended frame, recording some of the deductions of the
attacker, and check the static equivalence of all instances, when the constraints are in solved form.

W.r.t. the previous constraint solving algorithms, there are many additional difficulties, which
we will point along the chapter. One of the problems is that, when applying the rules in a naive
way, the two constraint systems do not necessarily reach a solved form at the same time. So, we
may need to apply further rules, even when one of the systems is in solved form, which causes
termination issues.

Finally, along the algorithm, we guess for instance whether or not a key is deducible. This
introduces negative deducibility constraints, which might be hard to solve. We turn around the
difficulty, keeping track of previous choices (e.g., whether a key was deducible or not). This yields
matrices of constraint systems: the rows correspond to sets of constraint systems, that share the
same structure, but may yield different outputs of the protocol, and different rows correspond to
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different guesses of deducibility along the constraint simplification. This complication in the syntax
allows some simplifications in the algorithm, since we may take advantage of the bookkeeping of
different rows.

Since the correctness, completeness and termination of our algorithm are rather technical, we
delayed most of the proofs in the appendices, focusing on the algorithm itself. In the section [T.1]
we introduce most of the definitions together with a few examples. The algorithm is explained
in the section We start with single constraint systems, before extending the rules to pairs of
(sets of) constraint systems, and later matrices of constraint systems. Chapter § is dedicated to
the proof of soundness, completeness and termination of the algorithm.

7.1 Preliminaries

As mentioned earlier, the general idea of our algorithm consists of simplifying the constraint
system by applying simplification rules that guess for example an attacker action, or whether a key
is deducible or not, ... During the execution of these guesses, we need to be able to keep track of the
results of these guesses. However, the definition of a constructor constraint system (Definition [6.7])
is too restrictive to contain all the informations we need. For example, while guessing that a key

?

sk is deducible might be represented by adding a deducible constraint X, = sk, there is no way
to represent, in a constraint system that follows Definition 6.7 that the key sk is not deducible.
Therefore, we extend in this section the definitions of constructor constraint systems, frames, ...

7.1.1 Extended frame

In previous chapters, a frame is used to record the sequence of messages (or terms in a symbolic
execution) that have been sent by the participants of the protocol. We extend this notion to record
some additional informations on attacker’s deductions. Typically sdec(X,(),i > u records that,
using a decryption with the recipe ¢, on top of a recipe X, allows one to get u (at stage 7). After
recording this information in the frame, we may rely on this bookkeeping, and no longer consider
a decryption on top of X.

Definition 7.1 (extended frame). An extended frame ® (resp. a closed extended frame) is a
sequence {C1,41 D> u1;...;Cn,in D> Upt where:

— U,...,Un are constructor terms (resp. ground constructor terms),

— 41,...,1, are integers, and

— (1, -+, Cn are distinct general recipes (resp. ground recipes).
The domain of the extended frame ® is dom(®) = AX N {(1,...,( ). It must be equal to
{ax1,...,azxy} for some m. m is called the size of ®. Moreover, an extended frame ® must

satisfy that for all ({,i > u) € ®, if { = ax; for some j, then i = j.

The indices i1, ...,1, represent the stages at which a message is known. An attacker could
indeed distinguish two processes, simply because some message can be computed earlier in one of
the process than in the other: the stage at which messages are available is a relevant information.

For a constructor frame ® = {az; > wui;...;ax, > uny}, the stage is represented by the
index of the parameter in AX. Hence, the extended frame obtained from ® is the following:
{az1,1 > uy;...; aZm, m > uy }. Conversely, for an extended frame ® of size m, We denote Init(®)
the constructor frame {az1 > u1;...; azy, > uy} where for all s € {1,...,m}, (az;,7 > u;) € .

An extended frame @ of size m defines a substitution on dom(®): if dom(®) = {az1,..., axm}
and, for i = 1,...,m, az;, j; > v;, then we write again ® the substitution {az; — v1,..., az,, —

vm}. Note that the substitution ® and Init(®) are the same. A closed extended frame & is
consistent if, for every ((,i > u) € @, ((P)| = u.

Example 7.1. ® = {az;,1 > senc(a,b); azxs,2 > b;sdec(azy, ars),2 > a;azrs,3 > a} is a
closed extended frame; the intermediate component records the deduction of a using the recipe
sdec(azy, axg) as early as stage 2. Moreover, Init(®) = {az; > senc(a,b); axe > b; axs > a}.



Given two extended frames ® and ®’, we say that ® and @ are statically equivalent, de-
noted ® ~ @', if and only if their associated constructor frames Init(®) and Init(®’) are statically
equivalent, i.e. Init(®) ~ Init(®’).

From now on, we will always work on extended frames, and call them simplify "frame".

7.1.2 Extended constraint systems

As explained in Chapter [l our constraint systems need not only to represent sets of traces, but
also record some information on the attacker’s actions that led to these traces. That is why we
also include equations between recipes and a set NoUse of obsolete elements in the frame; roughly,
a component of the frame is obsolete when the attacker used another recipe to get the message,
at an earlier stage (as in the example [[1]). Finally, we also consider negated constraints, in order
to enable splitting the set of traces into disjoint sets.

Definition 7.2 (extended constraint system). An extended constraint system is either L or a
tuple (S1; S2; ®; D; Eq; Er; ND; NoUse) where:
— Sy (resp. S2) is a set of variables in X' (resp. X?);
— ® is a frame, whose size is some n and NoUse is a subset of ®;
?
— D is a set of deducible constraints of the form X, i u with1 <i<mn, X € X% and u is a
constructor term.

°
. . . ? ~ m :
— FEq is a conjunction of formulas of the form u = v or Vg - [\/j:1 u;j # v;| where u,v,uj,v;
are constructor terms.

? ?
— Er is a conjunction of formulas of the form ( z ¢’y or &£ & orroot(B) # f where ¢, (', &,
& and B are recipe in Il,,, and f is a constructor symbol.
? ?
— ND is a conjunction of formulas of the form VZ.[u # vV \/jk V w;] where u,v,w; are
constructor terms and k € N.
We say that an extended constraint system is initial if NoUse = ), ND = T, Er = T, Sy =
vars?(D), S1 = vars' (D), vars'(Eq) C vars'(D) and for all (£,i 1> u) € ®, £ = az;.

Intuitively, S; is the set of free variables in X'!; we may have to introduce auxiliary variables,
that will be (implicitly) existentially quantified, as well as (explicitly) universally quantified vari-
ables. Similarly, S, is a set of principal recipe variables (in X2) of the constraint. For readability,
we will sometimes omit some of the components of the constraint system, because they are either
straightforward from the context or empty.

We also assume the following conditions are satisfied on an extended constraint system:

1. each variable X € vars?(D) occurs at most once in D;
?
2. for every (&,i > u) € ®, for every z € wvars'(u), there exists (X,j - v) € D such that
x € vars'(v) and j < i;
3. for every (£,i > u) € @, param(¢) C {azy,...,az;} and for all X € vars?(£), there exists
?
(X,jFv) e D such that j <i.
The second property corresponds to the origination property on first order variable whereas the
third property represents the origination property for second order variables. Note that an initial
extended constraint systems corresponds in fact to a constructor constraint system where S; and
So represent all the variables in the constraint systems.
The structure of an extended constraint system C = (S1; Sa; ®; D; Eq; Er; ND; NoUse) is given

)
by So, Er, {(X,i) | X,it+we D}, {(§,49) | & i>ue P} and {(£,49) | £,i > u € NoUse}. Similarly
to the structure of constructor constraint system, the structure of an extended constraint system
indicates from which symbolic trace the constraint system is coming from but also indicates the
guesses on the attacker’s actions.



Example 7.2. Coming back to Example [612, the extended constraint system C" corresponding
to the constructor constraint system C' is the tuple (Sy; Sa; ®; D; Eq; Er; ND; NoUse) where

— & ={az1,1 > ¢, axq,2 > pk(sk,), axs, 3 > pk(skar), axq, 4 > pk(sky); azs,5 > t}

— D ={Z1,4+ ¢; Y, 4+ aenc((y/, pk(ska)), pk(sks)); Za,4+ c}
— t = aenc({(y/, (ny, pk(skp))), pk(ska))
with S1 ={y'}, Sa ={Z1,Y,Z2}, Eq= Er = ND =T and NoUse = ().

More examples will be given later.

In order to define what is a solution for such extended constraint systems, we have to give
the semantics of the formulas ND, Eq and Er, and also to introduce the notion of path in order
to cope with our generalised notion of frame. The formulas ND, Er, Eq are logic formulas built
upon elementary formulas using classical connectives. The semantics for the elementary formulas
are given below and is extended as expected to general formulas.

Definition 7.3 (solutions of side constraints). Let C an extended constraint system with ® its as-
sociated frame. Let 0 be a substitution mapping vars®(C) to ground recipes, and o be a substitution
mapping varsl(C) to ground constructor terms.

?
— o E (i / u) if and only if £(Po)l| # uol for any ground recipe & € II,, with param(§) C
{axl, ceey a:ri}.

?
—sEuZvw (resp. uw# v), if and only if uoc = vo (resp. uo # vo ).

— 0E& - & (resp. 0 F & ;é &) if and only if £10 = &30 (resp. 10 # £20) .
— 6 F root(§) ;éf if and only if root(£0) # f

Note that the semantics of the formulas Fq are identical to the ones used for constructor
constraint system.

2

Example 7.3. Let ® = {az1,1 > senc(a, ), az2,2 > b} and 0 = {x — b}. Then o F (11 a) and
?
o (2Fa).

There are possibly several ways to compute the same message, given a frame. All possibles ways
of computing such a message are the observable identities that are used in the static equivalence.
We need only to consider an arbitrary (but fixed) way of computing a message, as early as possible,
the other possible computations being captured by the static equivalence. In other words, if we
want to check the symbolic trace equivalence, we need only to consider on the one hand the
“canonical” recipes that are used by the attacker, and, on the other hand, the static equivalence
of the frames. Assuming such a “canonical” recipe that computes a given message simplifies our
proofs.

Now, we can choose our recipe according to its path, which is the sequence of destructors applied
on the leftmost arguments. This sequence determines the result, regardless of other arguments.
Let us precise this point.

Definition 7.4 (path). Let £ € II,, be such that root(§) &€ F.. The path of &, denoted path(¢), is
a word in Fj; - (AX + X?) that is recursively defined as follows:

— path(az) = az when ax € AX,

— path(X) = X when X € X2, and

— path(f(&, ..., &) =f - path(&).

Example 7.4. Let £ = sdec(sdec(azs, axy),sdec(axy, axs)) and & = sdec(sdec(axs,sdec(azs,
azry)), azy). path(€) = path(¢’) = sdec - sdec - azs.



NoUse is a subset of the frame whose use is forbidden, because we changed the canonical recipe.
This happens only in the course of our algorithm when we discover that a message can actually
be computed at an earlier stage. The following defines the restrictions on the recipes that we
consider.

Definition 7.5 (£ conforms to ®). Let ® be a closed frame, NoUse be a subset of @, and € be a
ground recipe in IL,,. We say that £ conforms to the frame ® w.r.t. NoUse if :

—VC € sH(€), V(i o u) € @, path(C) = path(() = ¢ = ¢

— V(¢,i > u) € NoUse, ¢ & st(&)

Example 7.5. Let ® = {az1,1 > {(a,b); azs,1 1> senc(a, b); sdec(axs, proj,(ax1)), 1 > a; axsz,2 >
b; ax4,2 > a; axs,3 > senc(c,a)} and NoUse = {azx4,2 > a}.

Implicitly here, we chose a canonical way to compute a, that is recorded in the frame: it
consists in decrypting the second message with the second component of the first one. There are
other ways of computing a, for instance using the first projection on the first message or using the
fourth message. NoUse forbids however this last use (ax4 is not a recipe that conforms to ® w.r.t.
NoUse). This can be generated when an earlier (at stage 1 instead of stage 2) computation of a is
detected and recorded in the frame.

Furthermore, the recipe & = sdec(aza, axs) does not conform to ®, while the recipe sdec(azs,
sdec(azz, proj,(az1))) conforms to ® w.r.t. NoUse.

Note that given an initial frame ®, i.e. Init(®) = ® and the set NoUse =, every ground recipe
in II,, conforms to ® w.r.t. NoUse.

Definition 7.6 (context w.r.t. ®). Let ® be a frame and & be a recipe in II,,. The context of &
w.r.t. ®, denoted C|&]q, is a term in T(F,F; - AX U X?) and is defined recursively as follows:
— C|&] o = path(§) if there exists (&',i > u) € O such that path(§) = path(¢’);
— Clle = ifEcX?;
— ClfJo =f(Cl&]a,. .., Clénla) if E=1(&,. .-, &n).
For sake of clarity, when ® is clear from the context, we denote it by C|&].

The context of a recipe w.r.t. a frame represents part of the recipe that are not directly defined
by the frame.

Definition 7.7 (direct access mappings). Let C = (Sy;Se; ®; D; Eq; Er; ND;NoUse) be a con-
straint system. We define the direct access mapping of C, denoted acc(C) (resp. acc?(C)), to be
a mapping from (Fj; - AX) U X? to constructor terms (resp. recipe in Il,,) where:

?
— for all (X,it u) € D, we have that Xacc'(C) = u (resp. Xacc?(C) = X)
— for all (&,i > u) € ®, we have that path(¢)acc!(C) = u (resp. path(€)acc?(C) = €).

Example 7.6. Let C = (S1;S2; ®; D; Eq; Er; ND;NoUse) be a constraint system where NoUse = (),
? ?

D ={X,1 = (x,a) ; Y,2 = b}, ® = {azxy,1 > senc(a,b) ; azxs,2 > b ; sdec(azry,Y),2 > a}. Let
&1,8&2 and &3 three recipes such that & = (X,Y), & = sdec(az1,Y) and & = senc(X, sdec(azy,
azrs)). We have :

— Cl&) =(X,Y) and C[& Jacc! (C) = ((x,a),b)
— Cl&| = sdec - azy and C|&]acct(C) =a
— Cl&3]) = senc(X,sdec - ax1) and C|&3]acc (C) = senc({z, a),a)

Note that for all ground recipe & conforms to a ground frame ®, C|¢|gpacc®(C) = &. This
illustrates the fact that the context of a recipe represents the canonical way to represent a recipe.
Moreover, if ® is consistent then C|¢|pacc!(C)| = £®].



Definition 7.8 ((pre-)solution). A solution of C = (S1;S2; ®; D; Eq; Er; ND;NoUse) consists of
a substitution o mapping vars'(C) to ground constructor terms and a substitution 0 mapping
vars?(C) to ground recipes in 11,,, such that:

1. for every X € vars?(C), X0 conforms to ®0 w.r.t. NoUse;

?
2. for every (X,itu) € D, X0(®o)] = uol and param(X0) C {azy,...,azx;};
3. 0F NDAEq and 0 F Er.

We denote by Sol(C) the set of solutions of C. By convention, Sol(L) = 0. A pair (0,0) of
substitutions that only satisfy the two first items is a pre-solution of C.

From the definition of solutions of a constructor constraint system (Definition [6.8]), we added
the conditions on the conformity of the X6 w.r.t. the frame and the satisfiability of ND and E'r.

Example 7.7. Consider the constraint of the example[72. (o,6) € Sol(C") where:

o=y e h()}
— 0 ={Zy — az1,Y — aenc((h(az1), axa), az4), Zo — ax1}

?
Example 7.8. Consider the frame of the example [73, together with D = {X,3 F senc(z,a)},
? ? ?

‘ ? . ‘
Eq=x#aNz #bAYy,ya.(x # (Y1,y2)) A Vy1,y2.(x # senc(y1,y2)) and ND = Er = L. One
possible solution is 0 = {x — ¢}, 0 = {X > sdec(azs,sdec(azs, proj,(az1)))}

From now on, we will only work with extended constraint system. Thus, similarly to frames,
we will call constraint system an extended constraint system. Given a constraint system C, we
will sometimes denote S»(C), S1(C), ®(C), D(C), ..., NoUse(C) the different components of C.

7.2 Simplifying a constraint system

As explained in the introduction, our algorithm that decides the equivalence of sets of constraint
systems is based on tranformations of such systems until a solved formed is reached. We start
by defining and explaining these rules on a single constraint system and then explain how it is
extended to pairs of sets of constraint systems (see Section [[Z31]) and later to pairs of matrices of
constraint systems (see Section [[.3.2]).

The transformation rules are displayed in Figure [Z.I] and Figure for a single constraint
system.

7.2.1 The transformation rules

A simple idea would be to guess the top function symbol of a recipe and replace the recipe
variable with the corresponding instance. When the head symbol of a recipe is a constructor and
the corresponding term is not a variable, this is nice, since the constraint becomes simpler. This
is the purpose of the rule CoONS. When the top symbol of a recipe is a destructor, the constraint
becomes more complex, introducing new terms, which yields non-termination. Our strategy is
different. We do guess the top symbol of a recipe, when it is a constructor (or a parameter az;).
Otherwise, we switch from the top position of the recipe to the redex position. Typically, in case
of symmetric encryption, if a ciphertext is in the frame, we will guess whether the decryption key
is deducible, and at which stage.

In the transformation rules described below, we only write the components of the constraint
systems that are modified during an application of an instance of a rule.

The CoONS rule simply guesses whether the top symbol of the recipe is a constructor f. Either
it is, and then we can split the constraint, or it is not and we add a insequation on the recipe
forbidding it to start with f.

In all the following examples, we apply eagerly some simplifications (such simplifications are
formalised and explained in the section[[.2.2]), and omit irrelevant parts of the constraint, in order
to improve the readability.



?

?
Sy Xtk @iy Xy, i b oang
? 2
? EqAt 26z, .. 20): Er AX = f(X1,.... X,
CoNs(X,f): §,: X,iF t: Eq: Br < q?A (T1,..zn); BT A (X1 )
X,itt; Eq; Er Aroot(X) # f
where x1,...,x,, X1,... X, are fresh variables, and
Sh=5 U{X;,...,X,} if X € Sy and S5 = S5 otherwise.
O BEqAu=v; BErAnX =¢

?
AXIOM(X,path) i @; X, i b u; Eg; Br : ’
b, Xitwu; Eq; Er N X #¢

If ¢ contains &, j > v with ¢ > j, path(¢) = path and (&,j > v) & NoUse.
D, f(§, Xo,..., Xn),i > w; EqAv ~ Uq
? ?

Dest(§,l — r,i): ®;Eq; ND < Xo,iFug; ... Xy, i Fuy; ND
? ?
O, Eq; ND AVZ - [v#ui Vilfua V... Vil up]

If ® contains &, j > v with j < i and (£,j > v) € NoUse. We denote by & the set of variables that
occur in f(uq,...,u,) = w, a fresh renaming of | — r.

Figure 7.1: Transformation rules for satisfiability

Example 7.9. Consider the constraint system C" = (S1;S2; ®; D; Eq; Er; ND;NoUse) of Ezam-

”
ple T2 Since (Y,4 + aenc((y,pk(ska)),pk(sks))) € D, the rule CONs(Y,aenc) can be applied
to C", guessing whether or not the attacker obtained the message aenc({x,y), pk(sky)) applying a
public-key encryption on two previously computed messages. This yields the two constraints Cq
and Cy where

SZ(CI) {Z1)X17X27YZ2}
C ( ) {Zl,4l_C X174|_£C1, X2,4}_.’E2,ZQ,4|_C}
1

Eq(Cy) : aenc(xy,22) = aenc((y , Pk(ska)), pk(sks))
Er(Cy):Y Z aenc(X1, Xo)

and
? ? ?
c D(Co) : {Z1,4F ¢; Y, 4+ aenc((y/, pk(skq)), pk(sks)); Z2,4F c}
2 = ?
Er(Cs) : root(Y') # aenc

The first constraint can be simplified, solving equations and performing replacements, which yields:

Sg(Cl) {Zl,Xl,Xg,Y Zg}

? ?
€= DG {2174"0 X174" (v, pk(sk1)); X2,4+ pk(sks); Z2,4 + c}
Er(C):Y = aenc(Xl,Xg)

The rule AXIOM also guesses whether a trivial recipe (a left member of the frame, typically an

axiom az;) can be applied. If so, the constraint can simply be removed. Otherwise, we also add
an inequation on recipe forbidding it.

Example 7.10. Continuing with the two constraints (respectively named C; and C3), obtained
in the previous example, C yields, by application of AXIOM(Xs, az4) two constraints systems C1q



and Cayo. , , ,
D(Ci1) :{Z1,4F ¢; X1,4F (Y, pk(sk1)); Z2,4F c}
Ci1 =9 Eq(C11) : pk(sks) = pk(sks)
Er(Ci1):Y z aenc(X1, Xo) A Xo . azy
and

? ? ? ?
Cro— D(Ci2) : {Z1,4F ¢; X1,4F (y,pk(sk1)); Xa2,4F pk(sky); Z2,4 F ¢}
12 = 5

Er(Ci2):Y Z aenc(X1, X3) A Xo + az4

Again, the first constraint can be simplified into the constraint system C1:

? ? ?
Cll — D(Cu) : {21,4 - C; X1,4 - <y/7 pk(8k1)>; 2274 - C}
ET(CH) 1Y z aenc( X7y, XQ) N Xo z ary
As already explained, the DEST rule is more tricky. If v is term of the frame, that can be unified
with a non variable subterm of a left-hand side of a rewrite rule (for instance v is a ciphertext), we

guess whether the rule can be applied to v. This corresponds to the equation wuy z v, that yields
an instance of w, the right member of the rewrite rule, provided that the rest of the left member

?
is also deducible: in case of symmetric encryption, we get a constraint Xo, 7 F us.

Example 7.11. Consider the constraint system C, that includes the frame ® = {az1,1 > senc((a,
?

b),c), azy,2 > cazs,3 > senc(c,a)} and the deducible constraints D = {X,3 + b} (the other
component being empty) Applying DEST(ax1,sdec(senc(x,y),y) — x,2), we get two constraint

systems C1 and Cy:
O(Cy) : @ U {sdec(azry, X1),2 > x}
?

¢i={ D) (X2 y: X.35 b}
Eq(Cy) : senc(x,y) L senc({a, b), c)
and )
¢, = D) {X3 b} ) )
ND(Cq) : Va,y.(senc(z,y) # senc({a,b),c) V2 I/ y)

Basically, we guess here whether the key ¢ can be deduced at step 2. The second constraint is
unsatisfiable, while the first one can be simplified to:

®(Cy) = ® U {sdec(az1, X1),2 > {(a,b)}
? ?
D(Cy) ={Xs,2F¢; X,3F b}
Of course, these rules will not be applied without restriction, otherwise we would roughly
enumerate all possible attackers recipes and, though this would be complete, this would certainly
?

not terminate. For instance, we are not going to apply CoNns(X, f) to X, i 2 when z is a variable
(assuming = does not appear in another constraint), since the very same rule would apply to one
of the resulting constraints.

Another set of rules, the equality rules of the figure [[.2] guess equalities between right-hand
sides of deducibility constraints and/or members of the frame. These rules do not correspond to
attacker’s actions and they are not necessary if we are only interested in reachability properties.
For equivalence properties, it is however necessary to ensure that the observable identities are the
same on both systems.

Example 7.12. &y = {az1,1 > a; azs,1 > ky; axs,2 > senc(x, k); azy,3 > senc(senc(a, ki), k)}
and ®9 = {az1,1 > a; axa,1 > k1; azxs,2 > senc(z, k); axy,3 > senc(b,k)}. If x = senc(a, k1),



then the two frames are not statically equivalent since axo = axs is an equality satisfied on the
first frame and not on the second. If x # senc(a, k1), then the two frames are statically equivalent.
?

If, for instance, the deducible constraint associated with both frames is X, 1 - x, then the rules of
the figure 71 will not help in finding the witness of non-equivalence.

Finally, the last transformation rule of figure guesses the deducible subterms of the frame,

which allows to capture a static equivalence algorithm (such as in [AC06] as a particular case).

Eq AN uy Z Uo
EQ-LEFT-LEFT({1,&2) @ Eq

?
EqANuy # ug
where £1,41 > uy, 2,00 > us € ® for some &1, &,141, 02

Eq A . ug, NoUse U (&1,41 D> uq)
EQ-LEFT-RIGHT (&1, X2) : Eq,NoUse

?
Eq A\ uy # us, NoUse
?
where £1,i1 > up € ® and Xo,i0 F us € D, with is < 47 and X5 € So for some &1, &, U1, us

Eq/\u;v; Er/\X;§
,
EQ-RIGHT-RIGHT(X, §) : X,iFu; Eq BEr

? ?
X,iFu; EqANu+#v; Er

?
where £ € T(F,,dom(a)) and v = {a with a ={Y - w | (Y,jFw) € DAj <iAY € Sy}
Moreover, we assume that:

?

— if root(¢) = f then Er ¥ root(X) # f

?

?
— if £ =Y then for all f € F., Er F root(X) # f is equivalent to Er E root(Y) # f.

? ?
D, Xoy,mbuxy; -5 Xoymb oy Eq/\u;f(xl,...,xn); ND

DED-sT(¢, f) : @; Eq; ND < ®: Eg;

? ?
ND AVZ - [u#f(x1,...,zn) Vm Az V...V z,]

If ® contains &,4 > u and (£,¢ > u) € NoUse. The sequences T = z1,...,2,, and X1,..., X, are
sequences of fresh variables and m represents the maximal index that occurs in C.

Figure 7.2: Additional transformation rules for static equivalence

Example 7.13. Let us come back to the example[713 Applying EQ-LEFT-LEFT (a2, azs) to the
constraint system whose frame is ®1, we get two constraint systems:

(I)(Cl) = @1 @(Cz) = @1 )
D(C) = {X,ll?—x} D(Cy) = {X, 1+ a} ,
Eq(Cy) = senc(x, k) = senc(senc(a, k1), k) Eq(Cy) = senc(z, k) # senc(senc(a, k1), k)

And the case x = senc(a, k1) is now distinguished from the case x # senc(a, k1). We will see later
how and why this is sufficient.



Example 7.14. Consider the two constraint systems

? ? ?

o ={X,laz1,1 > a,ax9,2 > bazs, 3> x1}, D1 ={X,1Fa;, Y, 2k, Z,3Fuy}
? ? ?

Oy ={X,lax1,1 > a, ax2,2 > baxs,3 > x2}, Doy ={X,1txze, Y,2Fys, Z,3Fy}

There are redundant constraints in each individual system. However, we need x1 = y; and ro = ys
in order to get equivalent systems, since the recipes X,Y must yield the same value, according to
the first system (hence xo = ya) and the recipes Y, Z yield the same value, according to the second
system (hence x1 = y1). The rule EQ-RIGHT-RIGHT takes care of such situations: we guess whether
different recipes yield the same value and record the result of the guess in the constraint.

Example 7.15. Consider the two constraint systems ®; = {azx1,1 > pk(sk,), aze,2 > aenc(z,
?
pk(skq))} and D1 = {X,1 F z} on the one hand and ®o = {az1,1 > pk(sk,), azs,2 > aenc(b,
?

pk(skqe)} and Dy = {X,1+ z} on the other hand.

Intuitively, the rules do not help in simplifying any further one of the two constraints. The
only relevant possibility would be to try decrypting aenc(z, pk(sk,)), but the private key sk, is not
deducible. Though, the two constraint systems are not equivalent since the attacker can construct
aenc(x, pk(sky)) (using the recipe aenc(X, ax1)) and therefore observe the identity aenc(X, azx,) =
ars on ®1, which is not possible on Po.

This is the reason of the rule DED-ST, that guesses the subterms of the frame that can be
constructed by the attacker. In the above example, the first constraint system would become

? ? ?
O, {X,1Fa; Xq,2F x; Xo,2 F pk(sky)}

(the other branch is unsatisfiable), while on the second constraint we get

? ? ?
Oy, {X,1F 2 X1,2F by X, 2+ pk(ska)}

Eventually, this last constraint will be proven unsatisfiable, witnessing the non-equivalence of the
constraint systems.

Now, before explaining how to apply the rules on pairs of sets of constraint systems, we
formalise what we used implicitly in our examples: the constraints are normalised after each
transformation step. Next, we define a simple strategy called strong strategy, which is sufficient
for trace properties, but has to be slightly relaxed for equivalence properties, as we will see in the

section [7.4]

7.2.2 Normalisation

The normalisation consists mainly in simplifying the equations and inequations and performing
the replacements when relevant.

The normalisation rules are displayed in the figure [[23l As usual, substitutions are confused
with solved conjunctions of equations. We also switch sometimes the order of the components of
a constraint, in order to ease the display and omit irrelevant parts of the constraint.

If we do not apply repeatedly the same rule in the same way, the rules of the figure[7.3]terminate
on any constraint system.

Now, there are situations in which is clearly not necessary to apply some rules. We say that
Cons(X, f) (resp. AXIOM(X, path)) is useless on a constraint C if it is not applicable or its
application results in two constraints C; and Cy such that C; simplifies to L using the rules of
the figure [[3] and Cy simplifies to C using these rules. Similarly, DEST(E,1 — 7,4) is useless on a
constraint C if it has been already applied with the same instance:

— either the frame ®(C) contains f(&,(s,...,¢n),j > w and j <4 and root(l) = f



®; D; Er; ND; NoUse; Eq A \™_, u; = v;

~»  ®g; Do; Er; NDo;NoUseo; Eqo Ao (Nunil)
if o = mgu(A_, wi <)
®; D; Er; ND;NoUse; Eg A NI u; Lo o~ L if mgu(Al_; w Zu;)=1  (Ninsl)
®; D; Eq; ND; NoUse; Er A N\, ¢ < &  ~  ®0;D; Eq; ND;NoUsed; Erf N 0 (Nuni2)
if @ =mgu(A\;_; G =6)
®; D; Eq; ND;NoUse; Er AN, G =& ~ L ifmgu(Al_, G =&) =1 (Nins2)
? ?
EqAVZ[\[_juw #v] ~ Eq ifmgu(\Vi_ju #v)=1 (Nneql)
?
EqAVZ|Eq¢ Vu#u] ~~ EqAVZ.Eq¢ (Nt1)
?
EqAVE|E¢ Vx#ul ~ EqAVE~{z}.E¢o (Nelim1)
if € &\ vars(u) and o = {z — u}
EqA\ViNz.Eq ~ FEqAVi.Eq  where z ¢ vars'(Eq) (Nelim?2)
? ?
EqAVE[Eq Vf(ut,...,up) #f(v1,...0n)] ~  EqAVZ[Eq VVi_| u; # v (Nsplit)
? ? ?
Eqhnu#vAVZE[E¢ Vu#v] ~ Eqhu#v (Nd)
?
ErnC#€ ~ Er if mgu(¢,&) =1 (Nneq2)
?
ErAnC#¢ ~ L (Nt2)
Er Aroot(f(&1,..-,&n) #f ~ L (Ntopl)
Er Aroot(f(&1,...,6n)) g ~ Er iff#g (Ntop2)

Figure 7.3: Simplification rules for formula on terms



?
EqAVZI.|E¢ Vax+#a] ~ Eq (Nname)
?

ifaeN, (X,i = x) € D, AXioM(X, path) is useless for any path and
DEsT(§,1 — 7,4) is useless for any £, — r, and
for all (¢,j > v) € ®, j <iand v € X! implies ((,j > v) € NoUse

)
DAX,itu ~ 1 (Nmnosol)
if CoNs(X, f) is useless for all f € F.; and AX10M(X, path) is useless for any path; and
DEST(E,1 — 7,14) is useless for all £, — r; and
for all (¢,j >v) € ®, j <iand v e X! implies ({,j > v) € NoUse

Figure 7.4: Two additional simplification rules

? ?
— or ND contains VZ.(v # uy Vil ug V---Vilfuy,), (§,j >v)isin ® and f(uy,...,up) = w
is a renaming of [ — r.

— or ® does not contain any &, j > v with j <i and (£,j > v) ¢ NoUse

We further apply two simplification rules, that are displayed in the figure [74]

Intuitively, the first rule states that x cannot be a name, if it has to be deducible and cannot be
obtained from the frame. Indeed, we have assumed that all public names are explicitly disclosed
in the frame (see Chapter [

Intuitively, the second rule states that, in order to deduce a message, the attacker has either
to construct it from deducible messages, or retrieve it from the frame and deducible messages. In
other words, any attacker’s ground recipe is built on F,, F4 and the az;.

Definition 7.9 (normalization). If C is a constraint system, we let C be an irreducible form of

C, w.r.t. the rules of the figures[Z.3 and[74)

In what follows we will therefore assume that every constraint system is eagerly normalised.

7.2.3 A strong strategy

In the previous subsection, we described that sometimes, it is not necessary to applied the
rules DEST, AXx1oM and CONS, thus we defined the notion of a rule being useless for a constraint
system. In fact, in order to ensure termination, we have to define the condition of uselessness for
all the rules in Figure

Example 7.16. Consider the constraint system C composed of the deducible constraint D =

?
{X,2 + z} and the frame ® = {ax1,1 > a; azxs,2 > senc(a,b); azs,3 > senc(x,b)}. The
application of the rule EQ-LEFT-LEFT(az2, azs) on C yields two constraint system C1 and Co such
that:

?
D(Cy): {X,1F a}
Ci=4q @) :{ar1,1> a; azxy,?2 > senc(a,b); ars,3 > senc(a,b)}
Eq(Cy) : x Za
and
D(Cy) - {X,1F a}
Co=1¢ O(Cy):{az1,1> a; axa,2 > senc(a,b); axs,3 > senc(z,b)}

Bg(C1):v#a



However, the rule EQ-LEFT-LEFT(az2, ax3), as described in Figure [T3, can still be applicable
on both constraint systems C; and Co. However, the application of EQ-LEFT-LEFT(azs, az3) on
Cy yields, after normalisation, the constraint systems C1 and L. Similarly, the application of
EQ-LEFT-LEFT(azs, ar3) on Ce yields, after normalisation the constraint systems 1 and Co. Hence,
to ensure the termination, we have to discard this kind of rule application.

Let C = (S1;52;®; D; Eq; Er; ND;NoUse) be a constraint system. We say that the rules
EQ-LEFT-LEFT(&1,&2), EQ-LEFT-RIGHT (&1, X2) and EQ-RIGHT-RIGHT( X, £) are useless on the con-
straint system C if their application on C yields, after normalisation, the constraint systems C and
L. Moreover, we say that the rule DED-ST(, f) is useless on the constraint system C if:

— either there exists Xi,..., X, € vars?(C) such that C|[f(X1,...,X,)0|sacc’(C) = u with
(£,7 > w) is in @, 6 is the most general unifier of the equation in Er.

? ? ?
— or ND contains VZ.(u # f(z1,...,xp) Vm b a1 V- Vil z,), (£,j>u)isin @, z1,...,2,
are fresh variables and m = |®].
— or ® does not contain any £, j > u and (£,j > u) ¢ NoUse

Intuitively, the condition of uselessness of the rule DED-ST(E, f) describe the fact that this rule
was already applied or does not need to be applied. The complexity of the first condition comes
from the fact that while the rule DED-ST creates new deducible constraints, these same deducible
constraints might be instantiated later on by other rules such as CONS or AXIOM.

Example 7.17. Consider the constraint system C in Ezxample [Z168. The application of the rule
DED-ST(ax3,senc) on C yields, after normalisation, two constraint systems C; and Co such that:

? ? ?
C = D) :{X,1Fa; X1,3Fx; Xo,3F 0}
®(Cy) : {az1,1 > a; axs,2 > senc(a,b); azs,3 > senc(z,b)}
and )
D(C)) : {X,1F xz}
Co=< ®(Cy):{az1,1> a; azy,2 > senc(a b); azs,3 l> senc(:z: b)}
ND(Cy) : Va1 Vag.senc(xy, x2) 75 senc(z,b) V 3 |7‘x V3 |7/ b

The rule DED-ST(ax3,senc) is useless on Co due to the non deducible constraint, and is useless on
Cy since CLsenc(Xl,Xg)b(cl)accl(cl) = senc(x,b). Now, if we apply the rule AXIOM(X7, aza) on
Ca, we obtain two new constraint systems where one of these is the following:

? ?
D(C3) : {X,1F a; X5,3F b}
®(Cs) : {ax1,1 > a; axe,2 > senc(a,b); axs,3 > senc(senc(a,b),b)}
Er(C3) : X3 L azo
Eq(Cs) : x L senc(a, b)

Cs =

DED-ST(az3, senc) is useless on Cs since C|senc(X1, X3)03¢(c,)acc! (C3) = senc(senc(a,b),b) with
93 = {Xl —> al’g}.

Discarding the useless application of a rule allows us to avoid some of the trivial termination
problem (such as infinite application of EQ-LEFT-LEFT). However, some of the rules, even without
being useless on a constraint system, may yield some simple termination problems.

Example 7.18. Consider the constraint system C composed of the deducible constraint D =
?

{X,1F z} and the frame ® = {azxy,1 > a; azy,2 > x}. The application of the rule CONs(X, senc)
yields the following constraint system Cy:

(Cl) {)(17 1 l_ 1, XQ, 1 l_ .132}
d(Cy) : {axl, 1> a; axa,2 > senc(zy,x2)}

Er(C): X = senc(Xl,XQ)
Eq(Cy) 1z = senc(:vl,xg)

Ci =



Since we obtained once again a constraint system which a deducible constraint with a variable as
right hand term, we can apply the rule CONS once again, thus leads to a termination problem.
Similarly, the application of the rule DEST(az2, adec(aenc(x, pk(y)),y) — x,2) yields the following
constraint system Cs:

? ?
D(Cy) : {X,1Fx; Xo,1F xo}
Co=4{ ®(Co):{ar1,1 > a; aze,2 > aenc(xy, pk(wz)); adec(azs,Ys),2 > 1}

Eq(Cs) : x L aenc(x1, pk(xz))

Hence the rule DEST can be applied once again on adec(azs,Ys) which leads to a termination
problem.

Let C = (S1;52; ®; D; Eq; Er; ND; NoUse) be a constraint system. We say that a rule is appli-
cable on C when all the conditions needed to apply the rule are fulfilled (see Figure [[1] and [2]).
To avoid the termination issues illustrated in Example [[.I8] we need to consider some additional
requirements. We say that a rule can be strongly applied, or is strongly applicable, when it is not
useless on C and when:

— the rule is Cons(X,f) and either the term ¢ is not a variable, or there exists an atomic
?

statement (root(X) 7$ g) in Er such that g € F. and g # f;
— the rule is Ax1oM(X, path) and the term v is not a variable or there exists f € F. such that
?

(root(X) # f) in Er;
— the rule is DEST and the term v is not a variable;
— the rule is DED-ST and the term wu is not a variable;
— the rule is EQ-LEFT-LEFT (with no additional condition);
— the rule is EQ-LEFT-RIGHT and the terms wuq, us are the same variable.
— the rule is EQ-RIGHT-RIGHT and ¢ € vars?(D) and u = v, i.e. u and v are the same variable;

We will see in the next subsection that our strategy will require to weakened at some point
the conditions of strong application of some rules, i.e. CONS, AXIOM and EQ-RIGHT-RIGHT.

7.3 Simplifying sets of constraint systems

In the previous subsection, we describe how our transformation rules can be used to transform
a single constraint system into two constraint systems. However, since we want to decide the
symbolic equivalence of sets of constraint systems, we have to describe how to apply our rules on
such sets.

7.3.1 From constraint system to vectors

In fact, for our algorithm, it is crucial to order the constraint systems in a set and to preserve
this order. Hence instead of working with sets of constraint system, we will work with vectors of
constraint systems. We explain here how our rules can be used on a (pair of) vector of constraint
systems (more precisely on a row matrix of constraint systems), assuming that the constraint
systems of the vector have the same structure.

Actually, the basic idea is to apply the same transformation rule (with the same parameters)
on each constraint system of the vector. Note that, the parameters of a transformation rule only
depend on the structure of the underlying constraint system. Thanks to this, the simultaneous
application of a transformation rule can be defined in a natural way.

Definition 7.10 (application of a rule on a pair of row matrices). Let M = [Cy,...,Cp] and
M’ =][C,...,CL] be two row matrices having n (resp. n') columns and having the same structure.

Let RULE(pP) be an instance of a transformation rule. The application of RULE(D) on the pair
(M, M") yields two pairs of row matrices (M, M) and (M, M}) such that :



i M1 = [Cl,la e 7cl,n] and M2 = [62,17' .. ,Cg’n]; whereas M{ = [ 171,. AN 7Ci,n’
[Cé,lv tet é,n/];

— for all i € {1...n}, C1; and Cy,; are the constraint systems obtained by application of
RULE(p) on C;;

| and M} =

— for all i € {1...n"}, Ci,; and Cy,; are the constraint systems obtained by application of
RULE(p) on C.

7.3.2 Matrices of constraint systems

The non-deducible constraints introduced by the rules DEST and DED-ST are formally inter-
esting since they allow us to properly divide the solutions of a constraint system. However, note
that in Figures [[.1] and [.3] no rule focuses on solving these non-deducible constraints. We
illustrate in the next example how we solve them.

Example 7.19. Consider the constraint system C composed of the deducible constraints D =
?

{X,2 + senc(a,a)}, the frame ® = {az1,1 > a; azs,2 1> senc(b,a)}, Sy = {X} and S, = {z}.
The application of the rule DEST(az2,sdec(senc(x,y),y) — x,2) on C yields two constraint systems
C1 and Co such that:

c, =4 D(C): {X,2+ senc(a,a); Y,2+ a}
®(Cy) : {ax1,1 > a; axa,2 > senc(b,a); sdec(azrs,Y),2 > b}

and

D(Co) : {X,2 - senc(a,a)}
Co =< ®(Co):{azxi,1> a; axa,2 > senc(b,a)}

4 ?
ND(Cs) : Vx1.Vaa.senc(xy, zo) # senc(b,a) V2 a

To solve the non-deducible constraint in Co, we will use the informations we get from the resolution
of C1. Note that the rule AXIOM(Y, az1) is applicable on C1 and yields two constraint systems Cs
and C4 such that

D(Cs) : {X,2F senc(a,a)}
Cs=4q ®(C3):{ar1,1> a; azy,2 > senc(b,a); sdec(ars,Y),2 > b}
Er(C3):Y < any

and

D(Cs) : {X,2 - senc(a,a); Y,2 - a}
Ci=1{ ®(C3):{az1,1 > a; axy,2 > senc(b,a); sdec(ars,Y),2 > b}

Er(Cs):Y # azy

But on Cy, the successive applications of CONS(Y,f) and AxioMm(Y,path) for any f and path will
yields after normalisation the constraint system 1. Hence, when we compare C3 and Ca, we can see
that the non-deducible constraint in Co will never be satisfiable and so Co does not have a solution.

As illustrated in Example[.T9] to solve the non-deducible constraints of a constraint system, we
will use the informations we obtain from the application of the rules on other constraint systems.
To keep track of these informations, we regroup the vectors of constraint systems into matrices of
constraint systems.

Example 7.20. Consider the constraint system C of Example [Z19 and consider the vector of
constraint systems [C,C'] where C' is some constraint system with the same structure as C. By
applying DEST(ax2,sdec(senc(z,y),y) — x,2) on [C,C'], instead of obtaining two vectors [Cy,C}]



and [Co,Ch) where C1,Cy are the constraint system of Example[T19, we obtain the following matrix
of constraint system:

[ C1,Cf
| C2,C

Then when we applied the rule AXIOM(Y, ax1) on [Ca,Ch], we obtained the following matriz of
constraint systems:

[ C3,C}
C1,C)
| Co,C)

At this point, to check the non-deducible constraint in Co, we only have to check the informations
we have on the constraint systems in the same column as Cs.

7.3.2.1 Symbolic equivalence of matrices of constraint systems

Note that in Example [[.20], the constraint system Ci,...,C4 has the same sets S, S7 and also
contains the same subset of deducible constraints whose second order variable is in S;. This is
formalised in the following definition.

Definition 7.11 (shape). Let C = (S1;52; ®; D; Eq; Er; ND;NoUse) be a constraint system. The
?
shape of C is given by So, and {(X,i) | X,iFu € D and X € Sy}.

Intuitively, the shape of a constraint system only represents the "actions" of the intruder.

We extend the notion of same structure between matrices of constraint systems in the following
way. Two matrices M and M’ of constraint systems having n (resp. n’) lines and m (resp. m/)
columns have the same structure if:

— all the constraint systems stored in M and M’ have the same shape;
— n=n/, i.e. M and M’ have the same number of lines; and

— for all i € {1...n}, the constraint systems stored in the i*! line of the matrices M and M’
have the same structure.

Since our algorithm considers matrices of constraint system, we extend the notion of symbolic
equivalence to pairs of matrices of constraint systems.

Definition 7.12 (symbolic equivalence =z;). Let M, M’ be two matrices of symbolic constraint
systems having the same structure. We have that M C, M’ if for all1 <i <mn, forall1 <j <m,
forall (0,0) € Sol(M; ;), there exists 1 < k < m' and a substitution o’ such that (o', 0) € Sol(M] ;)
and q>1‘7j0 ~ (I);JvOJ'

If M C, M’ and M' C, M, then we say that M and M’ are in symbolic equivalence, denoted
by M ~, M.

7.3.2.2 Application of the rules on matrices of constraint systems

In fact, introducing the matrices of constraint systems serves a greater purpose than just solving
the non-deducible constraints. Indeed, deciding the symbolic equivalence of two row matrices
contains two main issues:

— matching an existing solution from one matrix to the other;
— and deciding whether the two resulting frames are statically equivalence or not.

The idea behind matrices with several lines is to keep all the guesses on static equivalence into a
single matrix. Intuitively, when we guess the form of the solutions, we split the matrix into two
matrices. However, when we guess an equality between terms or a property on static equivalence,
we gather the informations in the same matrix. This leads us to consider two kinds of application:
internal and external. The transformation rules DED-ST, EQ-LEFT-LEFT, EQ-LEFT-RIGHT and



DEsT will be applied internally whereas CONs(X, f), AXioM (X, path) and EQ-RIGHT-RIGHT (X, £)
will be applied externally when X € S5 and internally otherwise (i.e. X & S2).

Let (M, M’) be a pair of matrices of constraint systems having the same structure. In particu-
lar, M and M’ have the same number of lines, say n. Let M = [V;,..., V] and M’ = [V{,..., V/].
Let RULE(p) be an instance of a transformation rule and ¢ be an integer representing a line, i.e.
1<i1<n.

An internal application of RULE(p) on the i*" line of the pair (M, M') yields a pair of matrices
(M, M’) such that:

M = [Vh ey ‘/ifla Wi,lu Wi,27 ‘/i+17 V’n] [V1/7 .. 7‘/1'/717 Wi/,lu Wi/,27 i/+17 ny;] = M/

where (W; 1, W/ ) and (W2, W/,) are the pair of row matrices obtained by applying RULE(p)
on (V;,V/). Note that, since the two matrices M and M’ have the same structure, the two row
matrices V; and V; have also the same structure and we can rely on Definition We say that
an instance RULE(p) of a rule is internally applicable on (M, M’) on line i if RULE(p) is applicable
on (Vi, V7).

_An_external application of RULE(P) on (M, M’) yields two pairs of matrices (M, M}) and
(My, M%) such that:

My =[Wig,..., W] W 4s Wil = M
My =[Wig,...,Wpa] (Wi g0 W} o] = M}

where (W 1, W) and (W; 2, W/ ,) are the pair of row matrices obtained by applying RULE(p) on
(Vi, V) for each i € {1,...,n}.

Remark. Unfortunately, all the constraint systems in M and M’ do not have necessarily the
same structure, but only the same shape. When the external application involved is an instance of
arule CONS, it is easy to see that having the same shape will ensure that the rule can be applied on
each row of the matrices. Regarding an external application of the rule AX1oM (X, path), we have
to be a little more specific. Since the constraint systems have the same shape and we know that
X € 55, we can ensure that X occurs in each constraint system. However, it could happen that
some rows do not contain the required frame element. By convention, in such a pair (V;, V/) of row
= ) S (V).

matrices, the resulting pairs of row matrices are (W; 1, Wy ;) = (L, L) and (W; 2, W}

Example 7.21. All the rules applied in Evample [Z.20 are internal rules.

7.4 Our strategy

In the previous sections, we defined the conditions of application of all the rules described in
Figure [7.I] and Furthermore, we also introduced the notion of strong application in order to
solve some basic termination problem. Nevertheless, this strong application is not sufficient to
ensure termination and soundness. Thus, we describe a strategy on the application of the rule.

By applying the rules described in Figure [ZI] and [[.2] we want to transform the constraint
systems into solved constraint system, i.e. either | or constraint system such that:

?
1. For all X,i+ uw € D, X € Sy and w is a variable distinct from the right hand side of any
other deducible constraint.

?
2. Eq does not contain variable that are universally quantified, and for all v # v in FEq, we
have that u,v do not contain any names.

The first phase of our strategy consists of applying rules to satisfy the first property, without
taking care of the inequations. Then, the second phase of our strategy will reduce the constraint



systems into solved ones. Both phases will be described as a succession of different steps (see
below).

The description of the strategy is always local to the pair of matrices of constraint systems we
consider. Consider for example an pair of matrices (Mp, M{)) of initial constraint systems. The
strategy starts with the first phase. If a rule of the first phase is applicable on (Mg, M{), e.g. an
internal rule, we apply this rule on (My, M{)) which yields a pair of matrices of constraint systems
(M, M]). Then, if a rule of Phase 1 is applicable on (M, M]), e.g. an external rule, we apply
this rule on (M, M/) which yields two pair of matrices of constraint systems (M2, M{,) and
(Msa, Ms). The strategy continues independently on (Mjs, M{,) and (Mag, Ms,). Typically, if a
rule of Phase 1 is applicable on (Mo, M7,) then we apply this rule on (Mjs, Mi,) and so on. In
parallel, if no rule of Phase 1 is applicable on (Mag, MJ,) then we go into Phase 2 and check if one
of the rules of Phase 2 is applicable on (Mg, MJ,) and so on.

To summarise, the application of our strategy on a pair of matrices of initial constraint systems
yields a binary tree (not necessary full) where each node of this tree is a pair of matrices of
constraint systems, and two nodes of same height in the binary tree are not necessary in the same
phase / step of the strategy.

When describing the phase and strategy, we denote (M, M) the pair of matrices of constraint
system on which we wish to apply a rule.

7.4.1 First phase of the strategy

Let C = (S1;52; ®; D; Eq; Er; ND; NoUse). We associate, to each instance of a rule applied on
a constraint system C, an integer, namely its support, as follows:

?
— support of CoNs(X,f) is ¢ where X,itu € D
— support of DEST(E, ¢ — r,i) is 4

?
— support of AXIOM(X, path) is ¢ where X,i v € D
— support of EQ-LEFT-LEFT(&1,&2) is @ = max(iq,i2) when &,4; > up € ® and &a,i5 > ug €
— support of EQ-LEFT-RIGHT (&1, Xo) is ¢; when &;1,41 > ug; €

?
— support of EQ-RIGHT-RIGHT(X, §) is @ when X, i - u € vars?(D)
— support of DED-ST(X, §), is m (i.e. the maximal index that occurs in C)

The first phase is a cycle of five steps. Each cycle is characterised by one parameter: the
support s of the rules we will apply during this cycle. The first cycle will consider rules having
support 1, then the second cycle will take care of the rules of support 2, and so on. Figure
represents the evolution between the different steps. The exact description of each step is given
below.

7.4.1.1 Step a

We apply the rules DEST and EQ-LEFT-RIGHT, with support equal to s, as long as possible with
priority on the rule EQ-LEFT-RIGHT. The application of those rules has to be a strong application
for at least one constraint system in the line of the pair of matrices on which we apply the rule.

In order to obtain some necessary properties on the matrices of constraint system, when a rule
DEST(p) or EQ-LEFT-RIGHT(p) is applied on one line of the matrix, we will apply the same rule
with similar parameter on each line of the matrix.

More specifically,

— if DEST(E,¢ — 7, s) is applied on a line of (M, M’) where (£,4) belongs to the structure of
a constraint systems of this line, then for all line L’ of (M, M’) where there exists £’ such
that (£',4) belongs to the structure of the constraint systems in L’ and path(§’) = path(§),
we apply DEST(¢',¢ — r,s) on L'



s:=s5+4+1

m if no rule of Step b
— — applicable e
if s=m
k:=k+1

where s is the parameter corresponding to the support, k is the parameter corresponding to the
index of the column, n is the number of column in the pair of matrices and m is the size of the
frame of one of the constraint systems in the pair of matrices.

Figure 7.5: Representation of the first phase of the strategy

— if EQ-LEFT-RIGHT(&, X)) is applied on a line of (M, M’) where (&, ) belongs to the structure
of the constraint systems of this line, then for all line L’ of (M, M) where there exist £’ such
that (¢',7) belongs to the structure of the constraint systems in L’ and path(¢’) = path(),
we apply EQ-LEFT-RIGHT({', X) on L'.

At the end of this step, the frame of any constraint system in the matrices is fixed for the
support s, i.e. there will be no new frame element added on the frame with a support equal to s.

7.4.1.2 Cycle of steps b, ¢, d (solving the deducible constraints)

After this first step, the strategy is once again a cycle of three different steps, denoted b, c,
d. This time, the parameter of each cycle is the index of the column on which we will apply the
rule. Hence at this point, s is the parameter of the main cycle and k is the index of the working
column. Each of this cycle alternates steps b and ¢, and then ends with step d (see Figure [0]).

Given a pair of matrices (M, M’) such that M (resp. M’) has n columns (resp. n'), we say
that the &' column of (M, M) is either the k" column of M if k < n; or else the (k—n)* column
of M" if k > n. If n+n’ < k then the k'™ column of (M, M’) is not defined.

7.4.1.3 Step b

We apply the internal applications of the rules EQ-RIGHT-RIGHT, EQ-LEFT-LEFT, CONS and
AXI0M with support less than s, as long as possible. In case s = |®| where ® is a frame of one of
the constraint system in the pair of matrices, we also apply the internal applications of DED-ST.
Moreover, the instance of the rule must be strongly applicable on the constraint system in the "
line and k™™ column of the pair of matrices, where i is the index of the line on which the rule is
applied.

7.4.1.4 Step c

For this step, we need to consider the following set: For a constraint system C, we defined
X1(C) as a subset of X! such that:

2

X'(C)={ze X' | (Y,jF 1) € D(C),Y ¢ S2(C)}

Furthermore, we define a lexical measure on deducible constraints of a constraint system C,

denoted £}(), such that : for all (X, j Fu) € D(C) such that vars(u) N X*(C) # 0 and X € So:

2

LE(X,j F u) = (j,min{p | ul, € X}(C)})



If for all constraint system C in the k™" column of (M, M’), X!(C) is empty then no rule is
applicable for this step. Else, let iy be an index of the line of (M, M’), let Cy be the constraint
?

system in the i line and k™ column of (M, M’), and let (Xo,jo F ug) € D(Cy) such that
vars(ug) N XY (Co) # 0, X € S2(Cp), and:

C is on the i*® line and &*® column of (M, M'),

/] . ! ?
ﬁéO(Xo,]OFuo) =min{ L&(Z, L) | €N, (Z,(Fv) € D),
vars(v) N X1(C) # 0, Z € S2(C)

We apply by order of preference:

?
1. the internal rule EQ-RIGHT-RIGHT(Y, X)) on the igh line for any Y such that (Y,j F w) €
D(Cy), j <s,Y & 55(Cy) and EQ-RIGHT-RIGHT(Y, Xj) is strongly applicable on Cp;
2. the external rule CoNns(Xy,f), for any f € F. such that Cons(Xy,f) is strongly applicable
on Cy;

3. the external rule Axiom(Xy,path), for any path such that Axiom(Xjy,path) is strongly
applicable on Cy
?

Intuitively, the choice of X, jo - ug is done over all the constraint systems in the k" column
such that one of the variables appearing in the internal deducible constraint of Cy is the closest to
the root of ug. This choice is made for the sole purpose that only the application of the external
rule AX1oM(Xy,f) can instantiate the internal deducible constraints of the constraint systems in
the k™ column.

7.4.1.5 Step d

We apply the external application of the rules EQ-RIGHT-RIGHT, CONS and AXIOM as long as
they are strongly applicable on M; j by increasing order on the index of the line 7 (if we assume
that k& corresponds to an index of the matrix M in the pair (M, M’)).

To be more specific, if an instance R1(p1) is strongly applicable on M;, ,, Ra(p2) is strongly
applicable on M,, , and 41 < iz then we apply the rule R;(p1) on (M, M’).

7.4.1.6 Step e (solving the non-deducible constraints)

This last step consists of solving the non-deducible constraints in the matrices. This step will
not consist of applying some rules but replacing some constraint systems in the matrices by L.

Formally, for each constraint system C in the matrix, if there exists a constraint system C’ in
the same column as C, a recipe &, such that:

— (&§,s > u) € (C') for some i and u; and

— for all (&',s>v) € ®(C), path(§) # path(¢')
then we replace the constraint system C in the matrix by L. This corresponds to solving the
non-deducible constraints introduced by the rule DEST.

Furthermore, when s is equal to the size of the frames in (M, M’) then for each constraint
system C in (M, M"), if there exists a constraint system C’ in the same column as C such that for
all (£,11>u) € ®(C), for all (¢, >u') € ®(C'), for all f € F,

— path(¢) = path(¢’) and ¢« = ¢'; and

? ?
— ND(C) EVZu #f(x1,...,xn) Vst a1 V...Vst x, where £ = x; ...z, are variables; and
— there exists X1,..., X, € vars?(C’) such that C|[f(Xi,... ,Xn)QJq,(C/)accl(C’) =/, 0 is the
most general unifier of the equation in Er(C’)
then we replace the constraint system C in the matrix by 1. This corresponds to solving the
non-deducible constraints introduced by the rule DED-ST.
Typically, each constraint system that is replaced by L does not have a solution due to the
non-deducible constraint.



7.4.2 Second phase of the strategy

As stated at the beginning of this section, this second phase will take care of the inequations.
First of all, after the first phase of the strategy, the rules DEST, EQ-LEFT-RIGHT, EQ-LEFT-LEFT
and DED-ST will never be applicable anymore for any parameters; thus the only rules that will be
applied are CoNs, AXioM and EQ-RIGHT-RIGHT. Furthermore these rules will always be applied
as external rules.

The second phase of the strategy is composed of three steps that we denote a,b,c. Figure
represents the evolution between the different steps.

if no rule of Step b
applicable

AN
Step b| |Step c|—>
N

Figure 7.6: Representation of the second phase of the strategy

7.4.2.1 Step a (Getting rid of the universal variables)

We apply the rules Cons(p) and AxioMm(p) as long as they satisfy the following conditions on
at least one constraint system of the matrices:

— Cons(X,f): either CoNs(X,f) is strongly applicable or there exists an atomic statement
?

t ;é w in Eq (actually at this stage ¢ will be a variable) for which there exists a universal
variable y € vars!(w).

— AX10M(X, path): either AX1oM(X, path) is strongly applicable or there exists an atomic
?

statement u 75 w in Eq (actually at this stage u will be a variable) for which there exists a
universal variable y € vars!(w).

We show that at the end of this step, all the universal variables are removed (see Appendix[C.4.3.9)

7.4.2.2 The association tables

After Step a, the strategy is once again a cycle of the two last steps, i.e. Steps b and ¢. Step b
consists of matching the inequations on every constraint systems on the matrices using the rules
Cons and EQ-RIGHT-RIGHT, while step b instantiates variables using the rule Axiom. However,
for the strategy to terminate, we have to keep track of which inequations were matched using
the rule EQ-RIGHT-RIGHT. Hence we introduce the notion of association table for disjunction of
first order inequations. Intuitively, for each constraint system C in the matrices, we associate an
association table where the index are the disjunctions of inequation between first order terms in C
that comes from an application of the rule EQ-RIGHT-RIGHT. At last, the disjunction of inequation
will always be associated to a disjunction of inequation between terms in 7 (F. U (F; - AX), X?),
i.e. between contexts of recipes.

Normalisation of a disjunction of inequation between contexts of recipe: We define a transformation
on formulas of context of recipe, denote -§, by the following reductions: For all E disjunction of
inequations of contexts of recipes, f € F., and &;,(; € T(F. U (Fj - AX), X?),

?

EVF(&r, .. &) £y G)] ~ EVEGAGV...VE £

EVB#8 ~ E



Comparing to the normalisation on formulas of first order term, this normalisation is very simple
and slightly reduces formulas. Indeed, we will use these formula only as a way to rebuilt formulas
?

on first order term. Hence, we don’t want the formula g- ax1 # azs to be reduced to false because
even if the path are different, it is possible that the associated term aren’t, i.e. (g - az;)acc!(C)
and azsacc!(C).

At last, we define the maximal parameter for a context of a recipe, denoted paramC%aX(ﬁ),
such that:

paramCS_ (8) = max{i | (w - az;) € st(8) with w € F; or (Y,i+ v) € D with Y € st(8)}

max

Evolution of an association table: Let C be a constraint system an T its association table. Let
C1,C5 and T3, Ty their respective association table such that C; and C, are the two constraint
system produced by the application of a rule on C. We show here how 77 and T3 evolved by
default: For all ¢ € {1,2}, for all disjunction D of inequations of first order terms, if T[D] exists
and there exists E' and D’ such that Fq(C;) = E' A D" with D’ = Dmgu(Eq(C;)){ then we have
that T;[D'] := T[DH{X — C|X0]gc,) | X € dom(0)}$ where 6 = mgu(Er(C;)).

When describing the Step b and c of the strategy, the additional operations on the association
tables we may apply will always be done after the default transformation described above. At
last, the associations table of each constraint systems in the matrices is empty at the end of Step
a.

7.4.2.3 Step b (Splitting the inequations)

In this step, we apply as long as we can the rules CONS and EQ-RIGHT-RIGHT, then we go to
the step c¢. However, their application depends on the association table of the constraint systems.
We say that EQ-RIGHT-RIGHT(X, £) is applicable for Step b if there exists a constraint system
C in the matrices with its association table T such that EQ-RIGHT-RIGHT(X, £) is not useless on

?
on C, Eq(C) = E' A (E" Vu # v) for some E', E" and u,v are the terms described in Figure [[2]
and

?
— either T[E" Vu #v] = L.

? ?
— orelse T[E" Vu#v]=DVX #¢ with (Fj - AX) N st(D) # 0 for some D.

After application of EQ-RIGHT-RIGHT(X, &), if we guessed that the inequation holds, then we

add in each association table T" of each constraint system C’ of the matrices the following entry:
?

T[u' # '] := X V € where o/ = Xacc!(C’) and v/ = ¢acc!(C').

We say that ConNs(X,f) is applicable for Step b if there exists a constraint system C in the
matrices with its association table T such that CONS(X, f) is not useless on C, Eq(C) = E'A(E" V
t # u) for some E’, E"" and t is the term described in Figure [l (actually ¢ is a variable at this
stage), and

— either CoNs(X,f) is strongly applicable on C;
?
— or T[E" V t # u] = L with root(u) = f and either st(u) NN # () or indc(t) < indc(u)

— or T[E"] = DV X # ¢ with root(¢) = f and either (F - AX) N st(€) # 0 or paramCS, (X) <
paramC¢,,. (€).

max

7.4.2.4 Step c (Instantiating the variables)

In this last step, we apply the rule AXIOM(X, path) as long as there is at least one constraint
system C in the matrices satisfying the following conditions:

— either AxioMm(X, path) is strongly applicable on C;



? ?
— or Eq(C) =EAN(DVu+#a)and T[DVu#a] =L for some E, D, for some a € N and u is
the term described in Figure [

7.4.2.5 Removal transformation
?

During Step b and Step ¢, for any association table T, if there exists an entry T[V, u; #
?
v;) = V,;& # & such that & or & is in (F; - AX) for all i, then we remove this entry, i.e.
?

Example 7.22. Consider the frames ®1 and &2 of Example[Z12. Moreover consider the matrix
= [C;C'] such that:

? ? ? ?
{X,1Fa; YV,3Fy} {X,1F2; Y,3F ¢}
M = q)l 3 @2
?
x#senc(akl)/\m#y ' #b

Assume that their respective association tables, denoted T and T' are empty. We can apply the
?
rule EQ-RIGHT-RIGHT(X,Y") since Ti[x # y] = L. Thus, we obtain two matrices of constraint
systems My = [C1;C1] and My = [Ca; Ch] such that:
?
{X,1Fa';}
M1 = 1 ; (I)Q
?
Y Lo A # bA

and
? ? ? ?
{X,1Fa; YV,3Fy} {X,1F2; YV,3F '}
MQZ @1 3 (I)Q
? ?
ac;ésenc(a kl)/\x;ﬁy o EbNT £y

Moreover, if we denote Ty, Ty, Ts, Ty the respective association tables of C1,Cy,Ca,Ch, then T and
? ? ? ?
T] are empty, Tolx # y| = X #Y and Ty[z' #y'] = X #Y. We now focuses on My. We can
? ?

apply CONS(X, senc) since x # senc(a, k1) is in Eq(Cy) and Tylx # senc(a, ki) = L. Thus it yields
once again two matrices Moy = [Ca1;Caz] and May such that:

? ? ?
{Xl,]. l_ Iy, XQ,]. }_ To; Y,3 l_ y}

o,
Ca1 = ? ? ?

= senc(x1,x2) A (171 7£ aV o 75 kl) Asenc(xy,x2) £y
X< senc(X1, Xs)

and ? ? ?
{X,lFx’l; X2,1Fx'2; Y,3Fy’}
P
Cé1 = 2«, ?
a’ = senc(z], xh) Asenc(al, zh) £y

R
X = senc(X1, X2)

/

If we denote To; and T21 their association tables then Ty [senc(xy, x2) 7£ y] = senc(X1, X2) 7é Y
and Ty, [senc(z], x5) 7é y'] = senc(X1, X32) 7é Y. At this point, no rule of Step b is applicable thus



? ?
we go into Step ¢ and try to apply the rule AXIOM. Note that Th1[x1 # aV xs # k1] = L hence we
apply AXIOM(X1, az1) on May. It yields once again two matrices Moy = [Ca11;Chy1] and Mais
such that:

? ?
{X2,2F x0; YV,3F gy}

of}
Con = ) ) ? ?
x1 = a Ax =senc(a,x2) A xo # ki Asenc(a,x2) £y

? ?
X1 = ary ANX = SenC(thXg)
and
? ? ?
{X,1F2a); Xo,2F ah; YV3F '}
D,
Céll - / ? / / / ?
x} = a Nz’ =senc(a,xh) Asenc(a,zh) £y

? ?
X1 = ari ANX = senc(axl,Xg)

/

? ?

If we denote To11 and T211 their assoczatwn tables, then To11[senc(a, xo) # y] = senc(az1, X2) #Y
and T4, [senc(a, x4) ;A y'] = senc(azy, X3) 7& Y.

We will show that this strategy always terminates on row matrices of initial constraint systems.
Section [R4] describes the essential steps of the proof of this theorem.

Theorem 7.1. Given a pair of row matrices of initial constraint system (M, M"), the application
of the strategy described in Subsection[74) on (M, M') terminates.

7.4.3 The final test

In this section and the previous one, we described how to apply the rules on a pair of matrices
of initial constraint systems and also a strategy that terminates. Thus the last thing we need to
define is the final test such that this test succeeds if, and only if, the pair of matrices of constraint
systems are symbolically equivalent.

By applying the rules on a initial pair of row matrices, we obtain a tree where every nodes
(including the leaves) is a pair of matrices. Thus the final test focuses on the leaves of this tree.

Definition 7.13 (test on the leaves). Let (M, M') be a pair of matrices of constraint systems
with n lines and m (resp. m’) columns. We define a predicate on a pair of matrices of constraint
systems, denoted LeafTest, such that LeafTest(M, M’) = true if, and only if : for alli € {1...n},

Jje{l,...,m}.M;; #L is equivalent to 35" € {1,...,m'}.M]

With the predicate defined in Definition [[.T3] we can finally give one of the main theorem of
this paper :

Theorem 7.2. Let (Mg, M) be an initial pair of row matrices of constraint systems. We have
that My ~s M{ if, and only if, all leaves of a tree, whose root is labeled with (Mo, M{) and which
followed the strategy given in Subsection[7.), satisfy the predicate LeafTest.

The next chapter is dedicated to the proof of Theorem [l and
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Proving Theorems[7.Iland [[.2]is difficult and highly technical. This is for various reasons. First
of all, the large number of transformation rules used in the algorithm usually tends to lengthen
the proofs. Indeed, in most of the proofs, we have to do a case analysis on the rules. This is
even more true for the termination proof since we have to consider the different rules but also the
different phases and steps of the strategy. Second of all, the constraint systems are are composed
of several elements which make them difficult to manipulate in the proofs. But most of all, the
technicality of the proofs comes from the fact that the soundness and termination proofs overlap.
A good example is the Step e of the first phase of the strategy. Without this step, our algorithm
is not sound anymore.

This chapter is dedicated to the proofs of Theorem [Z.I] and More specifically, we provide
in Section the different properties that the matrices of constraint systems satisfy during the
execution of the algorithm. In Section B2l we explain the main steps of the proofs of soundness
and completeness of our transformation rules but also of our final test on a pair of matrices of
constraint systems (see Section [B3]). At last, in Section [84] we provide all the necessary measures
to prove termination. However, most of the actual proofs are in Appendix
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8.1 Invariants

8.1.1 Invariants independent from the strategy

First it is easy to see that applying our transformation rules preserves the fact that matrices
share the same structure. This is stated in the following lemma (Proof in Appendix [C2.7]).

Lemma 8.1. Let (M, M') be a pair of matrices of constraint systems such that M and M’ have the
same structure. Any internal (resp. external) application of a rule in Figure[Z1 and/or Figure[7.2
transforms the pair (M, M') on a pair (My, M7) (resp. two pairs (My, M) and (M2, M3)) of
matrices having the same structure.

Initially, we consider two row matrices of initial constraint systems. By applying our rules,
the constraint systems we consider become more and more complex. Nevertheless, we will show
that the strategy and the rules ensure several invariants on constraint systems that will be used
in the proof of completeness, soundness and termination. A constraint system satisfying all the
invariants will be called well-formed (see Definition [8.2]).

Most of the invariants focus are about structural properties of the frame. Those are usually
direct consequences of the application of the rules DEST, AXioM and CONS. For example, we will
state that for any frame element (£,¢ > u), the path of the recipe ¢ is defined and closed. Looking
at the rules, this invariant seems almost trivial since the only rule that generates a new frame
element is DEST which apply a destructor on a recipe.

Other invariants focus on the formula Er. One of these invariants illustrates the instantiation
of a recipe variable X given the equations in Er. Moreover, since some recipes of the frames are
not always ground, the invariants of a well-formed constraint system detail by which parameters
such recipe can be instantiated. To describe this, we introduce the notion of mazimal parameter
of a recipe.

Definition 8.1 (maximal parameter of a recipe). Let C = (S1;S2; ®; D; Eq; Er; ND;NoUse) be a
constraint system and let & € 11, such that vars(§) C vars*(D). We define the mazimal parameter
of € in C, denoted param€_ (£), such that:

max

param$_ (¢) = max{i | az; € st(£) or (Y,i,l?— v) € D withY € st(&)}

For all constraint systems C, we denote by mgu(Eq(C)) (resp. mgu(Er(C)))the most general
unifier of all the equations in Eq(C) (resp. mgu(Er(C))).

Our invariants are not independent. For example, we state that for any frame element (£, > u),
the path of the recipe ¢ is defined and closed (item [Il Definition B2). From this, we can deduce
that, given 6 and 6’ two substitutions and ¢ a recipe in II,,, we have that C|{]sp = C|{]|ses. This
comes from the fact that the path path(§) of any frame element (£,7 > ) in ®6 is closed and so
do not depend on the substitution 6 or ¢’.

Definition 8.2 (well-formed). Let C = (S1; Se; ®; D; Eq; Er; ND;NoUse) be a constraint system.
We say that C is well-formed if it satisfies the following properties:
Invariants on the frame ®: for all (£,i > u) € P,
1. path(§) ewists and is closed. Moreover, for all distinct frame elements (£1,41 > uy1) and
(€2, D> ug) in P, we have that path(&1) # path(&s).
2. if path(§) = f - w then there exists (§',j > v) € ® such that j < i, path(¢') = w, £ € st(§)
and u € st(v).
3. param§,,, (&) <

max

4. for all X € wvars®*(¢), for all x € vars'(Xacc!(C)), there exists ((,k > w) € ® such that
k <i and z € vars'(w).

5. for all ground substitution X, if for all X € vars®(§), we have that (XA\)®A| = v\ where
?
(X,jFv) e D, then (EX)(PA)L = uA.



Other invariants: let § = mgu(ET)
6. any inequation in Er are:
— either of the form X # & and there exists i € N and a term u such that (£,i > u) € ®;
— or of the form root(X) # f with f € F..

7. for all X € vars®*(C), C|X0|o € T(Fe, F - AX U X?) and for all ¢ € st(X0), path(¢) €
Fi - AX implies that there exists j and v such that ({,j > v) € @

8. For all (¢,i > u) € NoUse, there exists X € vars*(C) such that C|X0|pacc’(C) = u and
param§,.. (X6) < i

max

9. for all (&,i > u) € @, for all & € st(§), C|¢|o € T(Fe, Fj - AX U X?) and if path(¢) €
Fi - AX then there exists j and v such that (§',j > v) € ®

? ?
10. for all(X,itu) € D, X & S2(C) implies that for all x € vars'(u), there exists (Z,j Fv) € D
such that i < j and x € vars'(v).

The next lemma indicates that our transformation rules transform a well-formed constraint
system into a pair of constraint systems that are also well-formed (Proof in Appendix [C.2.2)).

Lemma 8.2. Any rule in Figure [Z1 and Figure [Z.2 transforms a normalised well-formed con-
straint system into a pair of constraint systems that are also well-formed after normalisation. For
the rule DEST, we assume that its application is not useless.

8.1.2 Strategy invariants

In the previous subsection, we described some invariants that are independent of the strategy.
Typically, they are very useful to prove some general properties on constraint systems. However,
they are not sufficient to establish soundness of our rules or even the termination. The strategy we
described in Subsection [7.4] has been essentially designed to ensure termination of our algorithm.
However, this strategy also allows us to extract some new invariants that will help us to prove
soundness.

Among the invariants, some of them are specific to some steps of the strategy, but we first
describe the invariants that are satisfied at any step of the strategy.

Invariant 8.1 (InvGeneral). Let M be a matriz of constraint systems. We say that M satisfies
the invariant InvGeneral, if and only if:
For all constraint system C in M, if C #L then for all (c,0) € Sol(C), for all (£,i > u) € &(C),

1. ax; € st(£6).

2. for all & € 11, with root(¢) &€ F., if path(¢') = path(£6) and &' (®o)] € T(F.,N), then
param(&') € {azy1,...,ax;_1}.
3. for all X € vars®(C), if path(¢) € st(C| Xmgu(Er)]|s) then (£,i > u) ¢ NoUse.

4. if (§,i > u) € NoUse then for all &' € st(§), if there exists j and v such that (£',j > v) € ®
then (§',j > v) & NoUse.

For all constraint systems C, C' in a same column of M, if we denote 8 = mgu(Er(C)) and
0’ = mgu(Er(C")), then

5. VX € SQ(C), CLX9J<I>(C) = CI_XQJ@(C/)

? ?
6. VX € S3(C),Vf € F., Er(C) F root(X) # f implies that Er(C’) E root(X) # f
7. VX € S5(C), for all (§,i > u) € ®(C), for all (§',i' > ') € ®(C'), if path(§) = path(&’) then
? ?
Er(C) E X # ¢ is equivalent to Er(C') E X #¢'.



Typically, Properties [I] and 2] ensures that we use in the frame the minimal recipes w.r.t.
the parameters to deduce the key of a cypher or the verification key of a signature. These two
properties are given by the application of the rule DEST (Step a of Phase 1) and more specifically
by the fact that the cycle of steps in Phase 1 is applied by increasing support.

Property Bl and @ indicates that during Step a, we always prioritised the application of the rule
EQ-LEFT-RIGHT over DEST.

The last three properties established similitudes between constraint systems of a same column.
We already know that the shape of the constraint systems are the same but the strategy allows us
to be even more specific. Indeed, Property Blindicates that the actions of the attacker are the same
in each constraint system of the column (up to the context) but Property [0l and [7 also indicate
that the inequalities corresponding the attacker’s actions are the same. These three properties
are in fact due to the application on the external rules on the matrices of constraint system. The
proof of the following lemma can be found in Appendix

Lemma 8.3. Let (M, M) be a pair of row matrices of initial constraint systems having the same
structure. Let (My, M) be a pair of matrices of constraint systems obtained by following the
strategy on (M, M"). (My, M7) satisfies InvGeneral.

The next invariants are more specific to the different steps and phase of the strategy. Thus,
they depend on a parameter, i.e. the support of the rules.

Invariant 8.2 (InvVarConstraint(s)). Let C be a constraint system. We say that C satisfies
InvVarConstraint(s) if C =L or

?
1. for all (X,itu) € D(C), ifi < s thenu € X! and X € S2(C); and
? ?
2. forall (X,itx),(Y,jby) e D(C),ifi<s,j<sand X #Y then x #y.

Invariant 8.3 (InvVarFrame(s)). Let C = (S1;52;®; D; Eq; Er; ND; NoUse) be a constraint sys-
tem. We say that C satisfies InvVarFrame(s) if and only if for all (§,p > v) € ®, p < s implies for
?

all X € vars®(€), there exists ¢ < p and u € T (F,, N UX") such that (X,q = u) € D.

Intuitively, InvVarConstraint(s) corresponds to the purpose of the first phase of the strategy,
i.e. modifying the constraint systems such that all right hand term of deducible constraints are
distinct variables. Thus, all constraint systems during Phase 2 will satisfy this invariant.

Invariant 8.4 (InvNoUse(s)). Let C = (S1;S2;®; D; Eq; Er; ND;NoUse) be a constraint system.
We say that C satisfies InvNoUse(s) if and only if for all (§,p>v) € ®, p < s and v € X! implies
?

& p - v) € NoUse.

Invariant 8.5 (InvDest(s)). Let C = (S1; Se; ®; D; Eq; Er; ND; NoUse) be a constraint system. We
say that C satisfies InvDest(s) if and only if for all (§,p > v) € @, for allf € Fy, (§,p > v) & NoUse
and p < s implies:
— either there exists p' € N such that
— s>p' >p;and
— (&,p > ') €D for some & such that path(&') = f - path(§); and

? ?
— foreveryp < k <y, for allo, 0 E ND implies that o EVZ, v #Zu1Vk /usV.. VEk/ uy
where f(uy, ..., u,) — w is a fresh rewriting rule with vars'(uy, ..., up,w) = .

? ?
— or else for every p < k < s, we have that ND EVZ,v # uy Vk F us V...VEk u, where
f(ur,...,u,) — w is a fresh rewriting rule with vars*(u, ..., u,, w) = .

Invariant 8.6 (InvDedsub). Let C = (Sy;Se; ®; D; Eq; Er; ND; NoUse) be a constraint system. Let
0 = mgu(Er) and m = |®|. We say that C satisfies InvDedsub if and only if, for all (§,p > v) € P,
forallf € F., (§,p1>v) & NoUse and p < s implies:



— either there exists X1, ..., X, € vars®(C) such that for alli € {1,...,n}, param®_ (X;0) < s
and

Clf(X1,...,X,)0]pacc! (C) = v

? ?
— orelse ND EVZ, v #f(x1,...,xn) Vmi/z1 V... Vmx, where T = x1 ...z, are fresh.

Typically, InvDest(s) ensures that no new subterm can be obtained by applying a destructor
while InvDedsub ensures that no new subterm can be obtained by applying a constructor. The
invariants InvDest(s) and InvNoUse(s) will be satisfied by any constraint system after Step a of
Phase 1 with support s.

The next invariant indicates that no rule was applied with support strictly greater than s.
Typically, it is satisfied by all constraint systems during Phase 1 with support smaller than s.

Invariant 8.7 (InvUntouched(s)). Let C = (S1;S2; ®; D; Eq; Er; ND;NoUse) be a constraint sys-
tem. We say that C satisfies InvUntouched(s) if and only if

1. for all (£, k> u) € D, if s <k then & = axy; and
?
2. for all (X,k+u) €D, if s <k then X € Sy and X & vars®(Er).
Lastly, we define an invariant that impact on several constraint systems in the matrices.

Invariant 8.8 (InvMatrix(s)). Let M be a matriz of constraint systems. We say that M satisfies
InvMatrix(s) if and only if for all C, C' two constraint systems in the same column of M,

— {path(§),i ] (§,i>u) € D(C) Ai < s} = {path(§),i| (§,i>u) € (C') Ni < s}

— {path(&),i ] (&,i > u) € NoUse(C) Ai < s} = {path(§),i | (§,7 > u) € NoUse(C') Ai < s}

8.2 Soundness and completeness

This section is dedicated to the proofs the soundness and completeness of our transformation
rules.

8.2.1 Preliminaries

In our main proof of completeness and soundness, we usually assume an existing solution in a
well-formed constraint system and then we transform this solution such that it become a solution
of an another constraint system. In most cases, the transformation consists of replacing a recipe
by an other one which deduces the same message. The main issue of this replacement is that the
new recipe has to satisfy several properties such that the conformity to the frame, its belonging
to I, ....

Example 8.1. Let a constraint system with a the following frame :
{az1,1 > senc(a, b); azs, 2 > senc(b,a); axs, 3 > a}

A possible and natural execution of the rules would be to guess that the messages senc(a,b) and
senc(b, a) are reducible and so by application of the rule DEST, we would have a constraint system
such that:

— ® = {az1,1 > senc(a,b); azxa,2 > senc(b,a); axsz,3 > a; sdec(azy, X) > a; sdec(azs,Y) >

b}
? ?
— D={X,3Fb;Y,3Fa}



Thus one possible solution for this constraint system would be 6 with X0 = sdec(axs, axs) and
YO = ax3. We can see that 0 belongs to I1,, and also conforms to the frame ®.

Since the two recipes axs and sdec(axsa,Y’) both deduce the same message, we could replace any
instance of axs by sdec(az1,X) and then forbid the use of the recipe axs (equivalent to adding the
frame element (axs3,3 > a) into the set NoUse).

Thus to ensure the soundness of this transformation, we need to ensure that we can transform
0 in 0’ such that 6" is a solution of the constraint system and such that it satisfies the belonging
to IL,, and the conformity to the frame. But on this example, the only way to deduce a (for the

?

constraint Y, 3 = a) without using axs is to use the recipe sdec(azy, X) and the only way to deduce

?
b (for the constraint X,3 b b) is to use sdec(aza,Y’) which produces a loop. Therefore, on this
example, the replacement of the recipe axs by sdec(ax1, X), that deduces the same message, does
not lead to a solution.

To formalise this, we introduce the following order.

Definition 8.3 (relation <y). Let C = (S1;S92; ®; D; Eq; Er; ND;NoUse) be a well-formed con-
straint system, and  be a mapping from vars(C) to ground recipes such that for all (X,i > u) € D,
we have that param(X0) C {axy, ..., azx;}.

We define a relation on vars®>(D), denoted <g, as the smallest relation that is closed by tran-
sitivity and such that: X <¢ Y if X € vars?(C|Y6]acc?(C)) and X # Y.

Intuitively, X <y Y represents the fact that in the solution 6, X6 is used in Y. Thus, if you
replace X6 by an other recipe, the recipe Y6 will also need to be changed accordingly in order to
conform to the frame.

Example 8.2. Going back to our previous exzample, we have that Y <g X since C|Y60]acc®(C)) =
sdec(az2,Y).

We stated at the beginning of this subsection that the replacement has to preserve the belonging
to II,,. But a simple example with the application of the rule EQ-LEFT-RIGHT shows that it is
generally not true.

Example 8.3. Let C be a constraint system with the following frame:
® = {azr1,1 > a;azs,2 > senc(a,a) ; ars,3 > a}

and the following set of deducibility constraints:

? ?
D ={X,1F senc(a,a);Y,3F a}

One possible solution for this constraint system would be 6 with X0 = senc(az1, ax1) and YO =
sdec(azs, axs). We can see that 0 belongs to 11, and also conforms to the frame ®. By applying the
?

rule EQ-LEFT-RIGHT on (az2,2 > senc(a,a)) and (X, 1+ senc(a,a)), the frame element (axsy,2 >
senc(a,a)) will be added in the set NoUse and thus, we now have to replace each instance of axs
with X0. But in such a case, Y0 will become the recipe sdec(senc(azy, ax1), axs) which does not
belong to I1,,. Thus, instead of just replacing azo by senc(azq, aze), we will replace YO with axy.

8.2.2 Core lemmas

Let C = (S1; S2; ®; D; Eq; Er; ND; NoUse) be a constraint system. We denote by C the con-
straint system (S7;Se; ®; D; Eq; Er;(0; NoUse), i.e. the constraint system obtained from C by
removing the non-deducible constraints. This notation is extended as expected to matrices of
constraint systems. We first show the soundness of the normalisation of constraint system (Proof

in Appendix [CH)



Lemma 8.4. Let C be a constraint system obtained by following the strategy. Sol(C) = Sol(CJ).

As explained in Section [[.2] our algorithm transforms a pair of matrices of constraint systems
into one or two pairs of matrices of constraint systems. The main idea behind the soundness
and completeness is to locally prove that our transformation preserves the symbolic equivalence
between matrices of constraint systems. Since we have several rules, we will need to prove the
local preservation of the symbolic equivalence for each rule.

Lemma 8.5 (completeness). Let C be a normalised constraint system obtained by following the
strategy and RULE(P) be a transformation rule applicable on C. Let C1 and Cy be the two resulting
constraint systems obtained by applying RULE(p) on C. We denote by ®, 1 and Py the respective
frames of C, C1 and C2 and we denote by Sy the set of free variable of C.

For all i € {1,2}, for all (04,0;) € Sol(C;), (0,0) € Sol(C) and Init(®)o = Init(®;)o; where
0= Ui|7jarsl(C) and 0 = 9‘|var52(C)

Variation: For all i € {1,2}, for all (O’z, ;) € Sol(C;), (0,0) € Sol(C) and hit(®)o = Init(P;)o;

where o = ;| = and 6 = 6;]

vars'(C) vars2(C

Lemma 8.6 (soundness). Let C be a normalised constraint system obtained by following the
strategy and RULE(P) be a transformation rule applicable on C. Let C1 and Cy be the two resulting
constraint systems obtained by applying RULE(p) on C. We denote by ®, ®1 and Py the respective
frames of C, C1 and Ca and we denote by Sy the set of free variables of C.

Let (0,0) € Sol(C). There exist o/, 0', and iy € {1,2} such that (¢’,0") € Sol(C;,), o =
0’ |varsi(cy and Init(®)o = Init(P;,)o’.

The proofs of Lemma and can be respectively found in Appendix [C.3] and With
the two previous lemmas (Lemma and Lemma [B6), we can see that our rules preserve the
set of first-order solution of a constraint system. On the other hand, Lemma indicates that it
is possible that some second-order solutions are not preserves, for example the solution that use
several recipe to deduce the same key. Even if the non-preservation of the whole set of second-order
solutions could be surprising at first sight, the idea is to preserve enough second-order solutions
to be able to establish symbolic equivalence (Lemma [8.7)).

Lemma 8.7. Let (C,C’) be a pair of normalised constraint systems having the same structure and
obtained by following the strategy. We denote by ® and @' their associated frame. We denote by
Sy, S} their associated set of free variables. Let RULE(P) be a transformation rule applicable on
c,c ) Let (C1,C1) and (Ca,Ch) the two resulting pairs of constraint systems obtained by applying
RULE(p) on (C,C'), and we denote by ®1, @), ®o, and P}, their associated frame.

Let 0,0 and o' be three substitutions such that (o,0) € Sol(C), (¢/,0) € Sol(C’), and o ~ D'c’.
For all substitution 6,

1. (0,0") € Sol(C) if, and only, if (¢’,0") € Sol(C).
2. Let i € {1,2}, and o; be a substitution such that o|s, = o;|s, and (04,0") € Sol(C;). Then,

(07,0") € Sol(C}) for some substitution o such that o'|s; = oi|ls;. Moreover, we have that
Init(®;)o; = Init(®)o and Init(P})o} = Init(P')o’.

The proof of Lemma [B.7] can be found in Appendix

8.2.3 Application to matrices of constraint systems

Using the lemmas B3] and [B7], we now establish completeness and soundness for pairs of
linear matrices and for pairs of matrices.

Proposition 8.1. Let V, V' be two row matrices of constraint systems obtained by following the
strategy. Let RULE(D) be a transformation rule applicable on (V,V'). Let (W1, W{) and (Wa, W3)
be the two resulting pairs of row matrices of constraints systems obtained by the application of
RULE(p).

Wi = Wi and Wo ~g Wy is equivalent to V =, V'



Proof. We prove the two directions of the equivalence separately. We assume w.l.o.g. that V' (resp.
V') is a row matrix of size n (resp. n'). Let V =[C1,...,C,] and V' = [C]....,C},]. We know that
Wy and Wy (resp. W, and W3) are row matrices of size n (resp. n’). Let W; = [C},...,C] and
Wl =1[Cy,...,ClL] for i = 1,2.

Let 1 < j<mnand1l<k<n'. We denote by ®, the frame associated to C; and by @}, the
frame associated to Cj,. Let i € {1,2}. Similarly, we denote by @; the frame associated to Cj- and
by @ the frame associated to Cj'.

Right implication: Let 1 < j < mn andlet (0,0) € Sol(C;). By Lemma[88] we know that there exists
0', i € {1,2} and o; such that (0;,6") € Sol(C}) and ols,(¢,) = gils,(c;)- By hypothesis, we have
that W; ~, W/. Hence, there exist 1 < k < n’ and a substitution o} such that (c},6") € Sol(C})
and ®%0; ~ ®}'oj. Thanks to Lemma B3] we deduce that:

(Ui|var51(Cj)7 0/|U(1T52(Cj)) € So'(cj) and (U'£|va’rsl(C,’€)7 0l|vaT52(C;€)) € SOI(CI/C)

with Init(éé)oi = Init(q)j)oi|vwsl(cj) and |nlt((1);§)02 = |nit(®;€)ag\w,.sl(cllc). Note that Q,|UGTS2(C;€) =
o' lvars2(c;) since C;, and C; have the same structure. Moreover, by hypothesis, we have that
0 = Oilyarsi(c;)- Thus, we can apply Lemma B on C; and Cj. Since (o, 0) € Sol(C;), we deduce
that (o/,0) € Sol(C},) where 0’ = 0}|yarsi(c;)- Lastly, since ®lo; ~ ®jiof, Init(®))o; = Init(P;)o
and Init(®})o] = Init(®},)o’, we easily deduce that ®;o ~ ®|0’. The other implication can be
done in a similar way.

Left implication: Let 1 < j < n, i € {1,2} and let (0,0") € Sol(C}). By Lemma B3I, we know
that there exists o and 6 such that (o,0) € Sol(C;) with 0 = 0i[yarsi(c;) and 0 = 0’| ars2(c;)- By
hypothesis, we have that V ~, V’. Hence, there exists 1 < k < n/ and a substitution ¢’ such
that (¢/,0) € Sol(C;,) and ®;0 ~ ®)o’. Thus, we can apply Lemma [B7 (second item) on C;
and Cj,. Since (03,6') € Sol(C}), we deduce that (o7,8') € Sol(C}/) for some substitution o] such
that o’ = 07| yarst(c;)- Moreover, we have that Init(®})o; = Init(®;)o and Init(®})o; = Init(®})o’.
Since ®;0 ~ ®}.0’, we easily deduce that <I>§-JZ- ~ ®jic!. The other implication can be done in a
similar way. O

Theorem 8.1 (soundness and completeness for internal rules). Let My, M; be two matrices of
constraint systems obtained by following the strategy. Let RULE(D) be an internal transformation
rule applicable on (My, M}) on the ith. Let (My, M}) be the resulting pair of matrices of constraint
systems obtained by the application of RULE(p). We have that:

My =4 M} is equivalent to My ~¢ M|

Proof. Since M; and M| have the same structure, we know that they have the same number of
lines, say m. Let My = [V4,..., V] and M{ = [V/,..., V. ]. Let (W1, W) and (W5, W) be the
two resulting pairs of row matrices of constraint systems obtained by applying RULE(p) on (V;, V).
Hence M2 = [Vl, ey ‘/7;_1, Wl, W27 ‘/1'_;,_1, ey VmL and le = [Vll, ey ‘/ilfl’ W{, WQI, i/+17 ey VT/n,]
By Definition of the symbolic equivalence of matrices of constraint systems, M; ~¢ M] is
equivalent to V; ~¢ V] for every j € {1,...,m}. Thanks to Proposition 8] we easily deduce that
Vi ~, V/ is equivalent to W7 =4 W{ and Wy ~, Wj. This allows us to conclude. O

Theorem 8.2 (soundness and completeness for external rules). Let M, M’ be two matrices of well-
formed constraint systems that have the same structure. Let RULE(p) be an external transformation
rule applicable on (M, M'). Let (M1, M7) and (Ma, M%) be the two resulting pairs of matrices of
constraint systems obtained by the application of RULE(p). We have that:

M =4 M| and My ~¢ My} is equivalent to M ~; M’

Proof. Since M and M’ have the same structure, we know that they have the same number of
lines, say m. Let M = [Vq,..., V] and M’ = [V{,...,V!]. When RULE(p) is applicable on
(Vi, Vi), let (Wi 1, W/ 1) and (W; 2, W/ ,) be the two resulting pairs of row matrices of constraint
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system. Otherwise, let (W; 1, W/,) = (L, 1) and (W; 2, W} ,) = (V;, /). We have that:



— M1 = [W1,1;~'~7Wm,1]7 M{ = [Wll,17"'?Wr/n,l]’ and

— Mo = [Wigy .o, Winal, My = [W{ o, ..., W), ].

By Definition of the symbolic equivalence of matrices of constraint systems, M =~, M’
is equivalent to V; =, V/ for every ¢ € {1,...,m}. Relying on Proposition [8I] when the rule is
effectively applied on (V;, V/) (when the rule is not applicable, the result trivially holds), we deduce
that for every i, V; ~; V/ is equivalent to W; 1 =, V[/'i’)1 and W; o ~; W»/’2 which is equivalent to

3

My ~; M| and M =4 M. This allows us to conclude. O

8.3 Leaves

In Section we proved that all of our rules preserve the symbolic equivalence of matrices of
constraint systems. Thus, since our strategy terminates (see Section B4]), we know that for any
initial pair of row matrices of constraint systems (My, M), we have that My =, M if, and only
if, all leaves of a tree, whose root is labeled with (My, M{)), are symbolically equivalent. Thus to
prove Theorem [[.2] we will have to prove that the predicate LeafTest is equivalent to the symbolic
equivalence of a leaf.

The proofs of all the lemmas in this section can be found in Appendix

8.3.1 Shape of the leaves

The purpose of our rules is to transform the constraint systems in the matrices into simpler
constraint systems. The idea of simple constraint systems is not new, and was for example use in
[CLCZI0)] for their reachability algorithm. They introduce the notion of solved constraint system
where a constraint system was in solved form if each right hand term of the constraints were a
variable. In their algorithm, it was sufficient to prove the existence of at least one solution in
a constraint system. But in our case, the right hand term variable condition is not sufficient to
prove the symbolic equivalence between matrices. Thus, we introduce a new definition of solved
constraint systems.

Definition 8.4 (solved constraint system). Let C = (S1; Se; ®; D; Eq; Er; ND;NoUse) be a well-
formed constraint system. We say that C is a solved constraint system (or is in solved form) if C
satisfies InvVarConstraint(oc), InvNoUse(oo), InvVarFrame(oo), InvDest(oo), InvDedsub and:

?
1. Eq is a formula of the form N\, uy <o NilV; zij # wi ] where w; j € T(Fe, X'), 25 € X7,
Uk, Vi € T(.FC,NU Xl).

2

?
2. for all X € vars®*(D), for allf € F,, for all ¢ recipe of ®, Er i X # & and Er ¥ root(X) # f.

We say that a constraint system L is always in solved formed.

The definition of a solved constraint relies mainly on the invariant that we used for the termi-
nation proof. The last property ensure that no inequations on message contains any name. Thus
we will be able to easily match those inequations with inequations on other constraint system.
It comes directly from the fact that at the end of the strategy, all inequations in the constraint
system have an entry in their association table.

Typically, all those properties correspond to the usual properties needed for deciding the sym-
bolic equivalence :

— existence of a solution
— matching the solutions
— deciding the static equivalence

As we said previously, having the constraint systems in solved form on the leaves will help
us deciding the symbolic equivalence. But Definition [R:4] only focuses on one constraint system



and does not give any information on the link between constraint systems of the same pair of
matrices on a leaf. We already know from Lemma [l that all constraint systems on the matrices
have the same shape and furthermore that all constraint systems on the same line have the same
structure. But it is not sufficient to show that the predicate LeafTest is equivalent to the symbolic
equivalence. In fact, we need to simplify the matrices the same way we simplified the constraint
systems. Thus, we define a notion of solved matriz of constraint systems which will describe all
the links between constraint systems in the matrices.

Definition 8.5 (solved matrix of constraint systems). Let (M, M') be a pair of matrices of con-
straint systems. We say that (M, M") is in solved-form if (M, M') satisfies InvMatrix(oo) and
InvGeneral, all constraint systems in (M, M') are in solved-form, and

First order term properties on same column : for all C,C’ constraint system on the same column,
there exists a variable renaming p : X'~ S1(C) — X1~ S1(C’) such that:

1. mgu(Eq(C)) s, (c)p = mgu(Eq(C'))js,(cr), and D(C)p = D(C');
2. {(up,u') | (§i>u) € DAL, > u') € ' Apath(§) = path(¢')} is include in {(u,u) | u €
T(Fe, NuXxh)};

First order term property : for all C,C’ constraint system in (M, M'), there exists a variable
renaming p: X' — X1 such that:

3. Eq(M; ;)p restricted to inequation and D(M; ;)p are equal to Eq(M; /) restricted to inequa-
tion and D(M; ).

The first properties of Definition focus on the messages inside the constraint systems.
Intuitively, Property [l and 2] will help us to prove that all the constraint systems have the same
set of first order solutions. To understand why this property holds, we need to come back to the
creation of new lines in a matrix of constraint systems, and so to the application of internal rules.
In Subsection [.3.2] we describe the application of internal rules as a way to keep the result of
the guesses on static equivalence inside a single matrix. Thus, it is natural that the first order
solutions of different constraint systems in a same column are the same.

Property [l indicates that there exists a matching on the inequations of message for all con-
straint systems in a same line. The purpose of this property is for us to prove that any substitution
satisfying the inequations in one constraint systems will be match by an other first order substi-
tution that satisfies the inequations in an other constraint systems.

Lemma 8.8. Let (M, M’) be a pair of matrix obtained at the end strategy. (M, M") is in solved
form.

8.3.2 Proving the symbolic equivalence

This last subsection focuses on the proof of that a pair of matrices of constraint system in
solved form are symbolically equivalent if, and only if, they satisfy LeafTest.

First of all, its is not trivial to check if a constraint system in solved form has a solution.
Intuitively, this is due to the presence of non deducible constraint in our constraint system, even
in solved form. On the other hand, if the non-deducible constraints were to be removed, one
can easily show that any solved constraint system would have at least one solution. However,
as explain in Section [[.4], Step e of Phase 1 of the strategy were specifically designed to solve
the non-deducibility constraints. Indeed, in step e, we only kept the constraint systems whose
non-deducible constraints could be satisfied. Hence, on a constraint system on a leaf, we show
that any solution that does not consider the non-deducible constraints still satisfies them.

Lemma 8.9. Let (M, M’) be a pair of matriz obtained at the end strategy. For all constraint

system C in M or M', Sol(C) = Sol(C).

Using this lemma, we can now show that any constraint system on a leaf that is different from
1 has at least one solution.



Lemma 8.10. Let (M, M’) be a pair of matrixz obtained at the end strategy. Let C be a constraint
system in M or M’ different from L. There exists (c,0) € Sol(C).

In this section, we are interested in the symbolic equivalence of matrices of constraint systems.
But in fact, when the matrices are in solved one, we can show that any constraint system in the
same line of the matrices are symbolically equivalent.

Lemma 8.11. Let (M, M') be a pair of matriz obtained at the end strategy. Let C,C’ be two
constraint system in the same line in (M, M’) (C and C' may be contained in the same matriz).

IfC#1 and C' #L then C =4 C'.

Using the previous lemma, we can finally prove that the pair of matrices on the leaves are
symbolically equivalence if and only if they satisfy the final test.

Theorem 8.3. Let (M, M’') be a pair of matriz obtained at the end strategy. M ~s M’ if, and
only if, LeafTest(M, M') = true.

Proof. Assume that M (resp. M’) has n lines and m (resp. m’) columns. We prove the two
implications separately.

Left implication (<=): Assume that LeafTest(M, M') = true. Let i € {1,...,n}and j € {1,...,m}.
Let (0,0) € Sol(M; ;). Since M, ; contain a solution, we deduce that M; ; #1. Hence, thanks to
LeafTest(M, M') = true, there exists j' € {1,...,m’} such that M/, #L1. By Lemma BII] we
deduce that M;; ~s M ;. Thus, (0,0) € M;; implies that there exists ¢’ such that (¢/,0) €
Sol(M; ;) and ®(M; j)o ~ ®(M] ;/)o’. The other side of the equivalence is proved symmetrically.
Therefore we deduce that M ~, M’.

Right implication (=): Assume that M ~, M’'. We have to show that LeafTest(M, M’) = true.
Let ¢ € {1,...,n} and let j € {1,...,m}. Assume that M, ; #1. Thanks to Lemma 10, we
deduce that there exists (0,0) € Sol(M; ;). But M ~, M’, thus there exists j* € {1,...,m'}
and o such that (o/,6) € Sol(M] ;) and ®(M; ;)o ~ ®(M; ;)o’. Since M, ; contain at least a
solution, we deduce that le Y #1. The other side of the equivalence is proved symmetrically.
Therefore, we deduce that LeafTest(M, M') = true. O

8.4 Termination

In this section, we show how we prove that the strategy explained in Subsection [.4] terminates.
The proofs of all the lemmas in this section can be found in Appendix

8.4.1 Termination of all steps of Phase 1 of the strategy

In this subsection, we describe all the measures that we use to show the termination of each
step of phase 1 of the strategy.

8.4.1.1 Termination of Phase 1, Step a

Step a of the strategy only consists of applying the rules DEST and EQ-LEFT-RIGHT. We first
define a lexical measure on a constraint system C, denote pu1.,(C), as follow: i (L) = (0,0,0,0),
otherwise 17 4(C) is the following quadruple.

1. |vars'(D(C))]

2. the multiset {{n | ({,i > u) € ®(C) An = |{v € st(u) | root(v) € {aenc,senc, (},sign}}| A
DEST(E,£ — 1, ) not useless}}

3. |®(C)| — INoUse(C)|

4 H{(X,6) [ (X,io ) € DC)A(E,5 > v) € B(C) ~ NoUse(C) A Bq(C) ¥ u £ v}



Moreover, we define a measure on pair of matrices of constraint system, denoted pi", (M, M’),
such that such that pj", (M, M') = {{u1..(C)|IC € M or C € M'}}.

Intuitively, the first item represents the number of first order variable in the deducible constraint
of C. An application of DEST during step a always preserves this number while an application of
EQ-LEFT-RIGHT may decrease it strictly. The second item of this measure represents the subterms
of the frame that may be deducible thanks to the applicable of the rule DEST. Typically when
the application of DEST({,¢ — 1, s) is useless, then no new subterm w in (£, > u) can be deduces
thanks to DEST. The third item of the measure represents the number of frame elements that are
not considered as useless. Lastly, the fourth item represents the possible parameters for which an
application of EQ-LEFT-RIGHT is not useless.

Lemma 8.12. Let (My, M) be a pair of matrices obtained during Step a of Phase 1 of the strategy.
Let R(p) one of the possible instances of DEST and EQ-LEFT-RIGHT applicable on (Mo, M{). If we
denote (My, M]) the pair of matrices of constraint systems obtained by applying R(p) on (Mo, M),
then iy (My, M) < pi (Mo, Mp).

8.4.1.2 Termination of Phase 1, Step b

As stated in Subsection [C4] after step a, the strategy alternates between step b and step c.
Thus, we have to show first that both steps terminates independently and then we have to show
that the alternation of both steps terminates too. We remind the steps b and ¢ have two parameter,
i.e. the support of the rules s and also the current column k of the matrices.

We define a lexical measure on constraint system. Let C = (S1;S2; ®; D; Eq; Er; ND; NoUse)
be a constraint system, we define a lexical measure on C, denoted p1 5(C), which is composed of :

? ?
1. The multiset {{(X,f) | Er ¥ root(X) # f,(X,i - u) € D,u € X',f € F. and there exists
?
g € F. such that Er F root(X) # g}}.
The number of variables in the deducible constraints, i.e. |vars! (D).
The number of frame elements on which DED-ST is not useless

The number of pair of frame elements on which EQ-LEFT-LEFT is not useless

A

The number of function symbols and names in the right term of deducible constraints.
? ?
6. The number of (X, f) such that root(X) # f not in Er, (X,itu) € D and f € F,.

? ?
7. The number of (X, ) such that (X,iFu) € D, (§,jFv) € ®, j <iand X # £ isnot in Er.

8. The number of deducible constraints, i.e. |D|.
By definition, if C =1, we say that uq,(C) = (0,0,0,0,0,0,0,0).

Lemma 8.13. Let C be a well-formed constraint system satisfying the invariant InvVarFrame(s).
Let R(p) be any instance of any rules except DEST and EQ-LEFT-RIGHT with support inferior to
s. Assume that R(p) is strongly applicable on C. Denote C; and Co the two constraint systems
obtained by application of R(p) on C. The following property holds :

p1b(C1) < pap(C) A p1p(Ce) < p1p(C)

We recall that during Step b with parameter s and k where k is the index of the column of
(M, M), an internal rule is applied on the i*" line of the matrices (M, M’) only if this rule is
strongly applicable on constraint system on the i*" line and k" column of (M, M’). Hence, for a
pair of matrices of constraint system, we define a measure from g5 5(+), denoted u¥ (), which is
the following multiset:

ph (M, M) = {{111.,(C) | i € N and C is on the i*® line and k*® column of (M, M’)}}

Hence thanks to Lemma [RI3] we can deduce the following corollary.



Corollary 8.1. Let (My, M{)) be a matriz of constraint obtain during Step b of Phase 1 of the
strategy with parameter s and k. Let R(p) be one of the possible instance of an internal rule of
Step b with parameter s and k. If we denote (M, M]) the pair of matrices of constraint systems
obtained by applying R(p) on (Mg, M), then b ,(My, M{) < u¥ , (Mo, M{)

8.4.1.3 Termination of Phase 1, Step ¢

As explained in Section [7.4] the purpose of Step c is to definitely remove the internal deducible
constraints in the matrices of constraint systems. Whereas the rules applied in Step b are internal,
the rules applied in step ¢ are mainly external which lead to more difficulties since an external
rule modifies the all matrix. The application condition of a rule during this step of the strategy
heavily depend on the subset X!(C) which stock the right hand term variable of the deducible
constraint whose second order variable are not in S2(C). Hence the measure that we use to show
the termination of this step also depend on it.

Let C = (S1; S2; ®; D; Eq; Er; ND; NoUse) be a constraint system, we define a lexical measure
on C, denoted p1..(C), which is composed by :

?
1. The multiset {{(j,p) | (X,iFu) € D(C),ul, € X}(C),indc(ul,) = j and X € Sa}}.

2. The multiset {{X,Y | (X, s+ u) € D(C),(Y,sF v) € D(C),X,Y & S5(C) and u = v € X1}}.

?

?
3. The number of (X,f) such that Er & root(X) # f, (X,i - u) € D, X € Sy, f € F. and
vars(u) N XH(C) # 0.
? ?
4. The number of (X&) such that (X,iFu) e D, (§,j>v)e®, j<i, Er#X #¢ X €55
and vars(u) N X(C) # 0.

By definition, if C =1, we say that uq..(C) = (0,0,0,0).

Furthermore, we define the following measure for matrices of constraint systems: Let (M, M")
be a pair of matrices of constraint systems. We define a measure from 1 (), denoted pf (M, M),
which is the following multiset:

ph (M, M) = {{111..(C) | i € N and C is on the i*" line and k*" column of (M, M’)}}

Thanks to this measure, we are now able to show that the Step ¢ of Phase 1 of the strategy
terminates with parameter s and k.

Lemma 8.14. Let (M, M’) be a pair of matrices of constraint systems obtained during the Step ¢
of Phase 1 of the strategy with parameter s and k respectively for support and column. Let R(p) be
the next possible rule applicable according to step ¢ of the strategy and let (My, M1) and (Ms, M)
be the two pairs of matrices of constraint systems obtained by application of R(p) on (M, M’) (in
the case of R(p) being the rule EQ-RIGHT-RIGHT, there is only one pair of constraint system since
EQ-RIGHT-RIGHT is applied internally). We have that:

ﬂ]f.c(Mla Mi) < le.c(M’ M/) A Mllg.c(M%Mé) < M]f.c(M7 M/)

8.4.1.4 Termination of Phase 1, Cycle of steps b and ¢

We previously showed that the Step b and ¢ terminates. However, since after Step ¢, we apply
once again Step b as part of a cycle, it remains to prove that the cycle Step b + Step ¢ terminates.
For this purpose, we define a measure on pair of matrices using indc(+). Let (M, M) be a pair of
matrices of constraint systems. Assume w.l.o.g. that the parameter k corresponds to a column of
M. We define a measure, denoted u’f‘bﬂ(M, M), such that:

k / :
1y pae(M, M") = max ¢ ind¢(u)
Lo on the i line and & column of (M, M')

?
1eN, X &5, (X,jFu)e D(C) and C is }



We will first show that p’f.b (M, M ") can not increase for any application of rule during step
b and c. However, the strategy of Step ¢ will allow us to show that between the beginning of
Step ¢ and the end of Step ¢, the measure strictly decreases. Indeed, at the beginning of Step c,
every internal deducible constraints contain only variable as right hand term. Furthermore, we
know that these deducible constraints can either be removed thanks to EQ-RIGHT-RIGHT or either
be instantiated by the application of AXIoM. But the choice of the rule and its parameters are
determined according to the minimal for £1(-). Hence, in the case of the rule AXIOM, we always
instantiate a variable x by a term that can only contains variables appearing strictly at a earlier
stage in the constraint system.

Lemma 8.15. Let (M, M’) be a pair of matrices of constraint systems obtained at the end of the
Step ¢ of Phase 1 of the strategy with parameter s and k respectively for support and column. Let
(My, M7) be a pair of matrices of constraint systems obtained by application on (M, M') of Steps
b and c with the same parameters. p§, (My, M{) < pf,, (M, M').

8.4.1.5 Termination of Phase 1, Step d

As explained in Subsection [[4] after the cycle of steps b+ ¢, it remains to simplify the external
deducible constraints such that they only have variables as right hand terms. To do so, we apply
the external rules EQ-RIGHT-RIGHT, CONS and AXIOM as long as they are strongly applicable on
M, 1, by increasing order on the index of the line ¢ (if we assume that k corresponds to an index
of the matrix M in the pair (M, M")).

To prove the termination of this cycle, we will use the measure p; () on constraint system that
was used in Step b. Thanks to Lemma [BT3] we know that the measure 1 () strictly decrease for
a rule strongly applicable on a constraint system. Assume that n is the number of line in M and
M’ we define a lexical measure on (M, M'), denoted u¥ ,(M, M'), as follows:

1. The number n—iy where iy is the maximal index of the line such that for all i <o, M;, r = L
or M; j satisfies the invariant InvVarConstraint(s)

2. i p(Mig41k)

? ?
3. The number of (X, path) such that (X,iF u) € D(Mpy), (£, >v) € (M), j <i, X #&
is not in Er(Myy), X € Sa, path(§) = path, £ € {1,...,n} and there exist f € F. such that

root(X) # f in Er(Mgy)

We will assume for this measure that M, = L where for all n' > n.

Lemma 8.16. Let (M, M’) be a pair of matrices of constraint systems obtained during Step d of
Phase 1 of the strategy with parameter s and k respectively for support and column. Furthermore,
let R(p) be the next possible rule applicable according to step d of the strategy and let (My, M)
and (Ms, M}) be the two pairs of matrices of constraint systems obtained by application of R(p)
on (M, M'"). We have that:

pf g(My, My) < pf (M, M) A pf g (Mo, M3) < pf o(M, M)

8.4.1.6 Termination of Phase 1, Step e

This phase does not need a termination proof since it only consists of modifying the constraint
systems in the matrices, i.e. no rules are applied during Step e.

8.4.2 Association table

We introduced in Subsection [Z.4] the notion of association table. We described how they evolved
during Step b and ¢ of Phase 2. Hence, we will now show how the association tables are used for
the termination proof of the cycles Step b + ¢ of Phase 2.

First of all, we need to show some properties on association tables that are satisfied for each
pair of matrices during Step b and c.



Lemma 8.17. Let (M, M’) be a pair of matrices of constraint systems obtained during Step b or
Step ¢ of Phase 2 of the strategy. For all constraint systems C, C' in (M, M’) and their respective
?

? : ? ?
association tables T, T', for all \/i" x; # v, for all \IT* B; # B}, if T\ zi # vi] = ;' B; # B},

then we have that:

\/ﬁjacc ;éﬁacc ©) iz\n/a:i;évi

Moreover, if T[\} x; ;:é vl] \/ B 75 B; and for all k € {1,...,m}, st(B;,8;) N (F; - AX) =0
then there exists \/ :17’ 7é v} such that T’[\/ x; ; # v = \/ Bj ;é B;-

We now describe the main measure that will never increase during Step b and ¢ of Phase 2.
In the next paragraphs, we Wlll show that this measure necessary decrease after one cycle Step

b+ c. For a inequation u 75 v in Eq(C), we define a measure, denoted L} (u ;é v) such that

?
Li(u # v) = {{indc(u);indc(v)}}. We extend this measure to disjunction of inequations such
that:

Lé(\/u, £ ;) = max{L¢ (u; £v)|i=1...n}

We defined a similar measure for inequation of context of recipe, denoted L2(), such that

?
Li(B # B') = {{paramCS,_, (B); paramCS_ (8')}}. Furthermore, we also extend this notion to
disjunction of inequations such that:

" ? ?
LE(\ Bi # B) = max{LE(Bi # B) | i =1...n}
The two measures L} () and L2() are related as shown in the next lemma.
Lemma 8.18. Let C be a well-formed constraint system satisfying InvVarConstraint(co). Let 3, 5’
?
be two contexts of recipes such that 3, 8" € T(F. U (Fj; - AX),X?). We have that L} (Bacc!(C) #
?
Bacct(C)) < L2(B # ). Furthermore, if B € (F; - AX) or B € (F; - AX), then we have that
? ?
L¢(Bacc! (C) # B'acc!(C)) < Lg(B # B').
We define the general measure on matrices, denote pigen(), such that: Let (M, M’) be a pair

of matrices of constraint systems, having the same structure and satisfying InvVarConstraint(oo).
Let S be the set defined such that

S ={D | T[E] = D for some association table T" in (M, M’) and some E}

In a pair (M, M'), a same formula on context of recipes may appear several times in the association
tables of (M, M’). The set S represents the set of all these different formulas on contexs of recipes.
Let Cy be a constraint system in (M, M’) such that Cy # L. We have:

C are its association table T are in M or M’

Pgen (M, M') = LL(D) | Eq(C)=E A D, for some E and some disjunction D
TDl= L
pra, (M M) = {{ L (D")| D'eS }}

MQEH(M7 M/) = /j’glyen(Mﬂ MI)UM‘gen(M7 M/)

Intuitively, u_}]en(M , M) represents the measure for the inequation that are not matched by
the EQ-RIGHT-RIGHT rule yet. On the other hand, uﬁm(M, M) represents the measure for the
inequation that were matched at one point in the strategy by the rule EQ-RIGHT-RIGHT.



Lemma 8.19. Let (M, M’) be a pair of matrices of constraint systems obtained during Step b
or Step ¢ of Phase 2 of the strategy. Let R(p) be one of the following external rules: AXIOM,
Cons, EQ-RIGHT-RIGHT. Let (M, M]) and (Ma, M) be the results of the application of R(p) on
(M, M"). We have that:

Mgen(MlvM{) < ,u.qen(M7 M/) and Mgen<M2aMé) < P‘gen(Mv M/)

Furthermore, for i = 1,2, if a removal transformation was applied on the association table of
(M;, M]) then pigen(M;, M]) < prgen(M, M').

8.4.3 Termination of all steps of Phase 2 of the strategy

In this subsection, we describe all the measures that we use to show the termination of each
step of phase 2 of the strategy.

8.4.3.1 Termination of Phase 2, Step «a

This step of the strategy consists of getting rid of the universal variable. Thus, to show that
this step terminate, we introduce a measure on the formulas Fq of the constraint systems that
checks the positions of all the universal variables in Fq. Let (M, M’) be a pair of matrices of
constraint systems, we define a lexical measure, denoted uso (M, M), which is composed of :

1. The multiset of the position of any occurrence of universal variables in FEq(C), for any
?

constraint system C in M and M’, i.e. {{p | Eq(C) = E' A [V§Vz.E" V u # v] and upp =
xzand Cin (M, M')}}

?
2. The number of (X,f) such that root(X) # f not in Er, X,i - u € D(C), f € F, and C in
(M, M").

? ?
3. The number of (X, &) such that X,iFue D, & jFve d,j<i, X #¢&isnotin Er(C) and
Cin (M,M").

Thanks to this measure we are now able to prove the termination of Step a of Phase 2.

Lemma 8.20. Let (M, M’) be a pair of matrices of constraint systems obtained during Step a
of Phase 2 of the strategy. Let R(p) be one instance of the rule AXIOM or CONS such that R(p)
is strongly applicable on at least one constraint system in M or M'. At last, let (My, M) and
(Mo, M) be the two pairs of matrices of constraint systems obtained by application of R(p) on
(M, M’"). We have that:

po.a(Mi, M) < po.o(M,M') A po.o(Ma, M3) < po.q(M, M)

8.4.3.2 Termination of Phase 2, Step b

This step consists of applying the rules CONS and EQ-RIGHT-RIGHT as long as we can by
decreasing support. The main difficulty of the termination of this step is the fact that CONs intro-
duces new variables while EQ-RIGHT-RIGHT removes variables but also introduces new inequations
in each constraint systems.

In order to prove the termination of this step, we have to introduce a new measure on a pair
of matrices (M, M"), denoted pa.(M, M'), defined such that if n is the maximal size of the frame
in M, M’ then pug (M, M’) is the tuple composed of:

- Mge7L(Ma M/)

— The number of disjunctions D such that Eq(C) = D A E and T[D] = L, for some constraint
system C and its associative table T in M or M’.

— The number of disjunctions D such that Eq(C) = DAE, T[D] = D’ and st(D")N(F}-AX) #
(), for some constraint system C and its associative table T in M or M’.



T (N’?ons(M7 Ml)? ILL’r'ULaT(M, M/)’ cee hu‘tl:ons(M? MI)? M})ar(M? M,))
? ?
— The multiset of (X,f) such that C is in M or M’, (X,i+ z) € D(C), Er(C) ¥ root(X) # f
?
and there exists g € F. such that Er(C) F root(X) # g.
where for all i € {1,...,n}, u’,.(M,M’) and p’,, (M, M’') are defined as follows:

i (M, M) = [{z € vars'(C) | C in M or M’, and indc(z) = i}|
:uions (M7 M/) = :uions,l(M7 M/) U :uf:ons,Z(M’ M/)

Cisin M or M’ with T its association table,
?
Eq(C)=EAN(DVzx#v)and T[DVu#v] =1,

4 (X,itx) € D(C), root(v) € Fe,
p’zz:ons,l(M7 Ml) = (haahb) ?

Er(C) % root(X) # root(v),

either st(v) NN # () or i < indc(v),

ha = max{h(p) | o], € A},

hy = max{h(p) | v|, € X* Ai <indc(v],)}

Cisin M or M’ with T its association table,
EqC)=EA(D)and T[D]=D'V X #¢,

2

(X,it x) € D(C), root(§) € Fo,

Er(C) ¥ X # root(¢),

either st(&) N (F; - AX) # 0 or i < paramCS__(€),
ha = max{h(p) | £|, € F; - AX},

hy = max{h(p) | ], € X* Ni < paramC{, (£],)}

Mions,Q (Ma M/) = (haa hb)

Intuitively, y’,,,(M, M') represents the number of possible applications of the rule CONS that
a inequation can trigger. For example, assume that we consider the inequation x # f(g(a),y). hq
represents the maximal height of a name in the inequation, hence h, = 2. Indeed, as long as the
name a is not on the root of the inequation, then an application of the rule CONS will be possible:

x # f(gla),y)

+ CoNSs on z
?
z1 #gla)Vas #y
3 CoONS on z;
?
T3 FaVIToFyY No more CONS

Similarly, hj represents the number of possible applications of the rule CONS that an inequation
can trigger due to a variable with higher index.

Lemma 8.21. Let (M, M’) be a pair of matrices of constraint systems obtained during Step b
of the second phase. Let R(p) be an applicable rule and (M1, M]) and (Ms, ML) the two pairs of
matrices of constraint systems obtained by application of R(p) on (M, M’). We have that:

pop(My, M7) < pop(M, M) and  pop(Ma, M3) < pop(M,M')

8.4.3.3 Step c: Instantiating the variables

In this paragraph, we show that Step ¢ terminates and we also shows that the general measure,
i.e figen(), strictly decrease at some point..

The measure used to prove termination of Step c¢ is very simple. Indeed, during Step ¢, we
only apply the rule AXioM which either decrease the number of deducible constraint or add a



disequation on recipe. Let (M, M') be a pair of matrices of constraint systems, let Cy a constraint
system in M or M’ such that Cyp # L, we define a lexical measure us (M, M), as follows:

1. The number of deducible constraints, i.e. |D(Cp)|

2. The number of couple (X, ¢) such that (X,i F z) € D(Co), (£,j > u) € ®(Co) and Er(Co) ¥
X £¢.

Thanks to this measure, we can now state the termination lemma.

Lemma 8.22. Let (M, M’) be a pair of matrices of constraint systems obtained during Step ¢ of
the second phase. Let AXIOM(p) be an applicable rule and (My, M7) and (M, M}) the two pairs
of matrices of constraint systems obtained by application of AX10M(p) on (M, M’). We have that:

fro.c(My, My) < poo(M, M') and  po.o(Ma, M3) < po.o(M, M)
It remains to show that the measure fige,, () strictly decrease at some point.

Lemma 8.23. Let (M, M') be a pair of matrices of constraint systems obtained at the end of Step
b of the second phase. Assume that there exists (My, M]) obtained at the end of the next Step b
of the second phase such that (M, M') —* (M, M). At last, assume that there exists (Mo, M)
obtained at the end of step ¢ of the second phase such that (My, M{) —* (Mo, M{). In such a case,
Ngen(Mm M(I)) < ,Ufgcn(Mv M,)

8.5 Toward a more powerful attacker

In this section, we explore the possibility of extending the power of the attacker to not only
equality test between two messages. Indeed, an attacker may in fact have other ways to compare
two messages such as comparing the size of messages. Some encryption scheme also allow one
to check if two cypher were encrypted under the same key, without necessarily know the key or
plain text themselves. In this section, we do not pretend to solve the trace equivalence with such
attacker but we show a reduction result that simplify such problem.

8.5.1 Semantic with predicate

To model the new capabilities of the attacker, we will consider a predicate P of on ground
first order terms. For example, in the case of cyphers encrypted with the same key, we would
consider that P(u,v) is true if and only if u = senc(v’, k) and v = senc(v’, k) for some v, v’, k. For
a substitution o, and two term w, v, we say P(u,v) is satisfied, denoted o F P(u,v) if and only if
P(uo,vo) is true.

With this new predicate available for the intruder, we have to redefine the notion of static
equivalence, trace equivalence and so on:

Definition 8.6 (static equivalence w.r.t. P). Let £ a set of private names. Let ® and ®' two
frames. We say that vE.® and vE.®' are statically equivalent w.r.t. the predicate P, written
vE.® ~T vE.®', when dom(®) = dom(®’), when vE.® ~. vE.®' and when for all terms M, N
such that fvars(M, N) C dom(®) and fnames(M,N)NE =0, if Message(M P) and Message(NP)
then P(M®|, N®|) is true if and only if P(M®'|, N®'|) is true.

As expected, the static equivalence w.r.t. P implies the static equivalence while the other
implication is not true.

Definition 8.7 (trace equivalence w.r.t. P). Let A and B be processes with the same set of private
names £. ACT B if for every (s,vE.®) € trace.(A), there exists (s,vE.®') € trace(B) such that
vE.® ~T vED.

Two closed processes A and B are trace equivalent w.r.t. the predicate P, denoted by A ~I B,
if ACT B and BCT A.



8.5.2 Toward deciding the trace equivalence w.r.t. a predicate

Intuitively, to decide the trace equivalence w.r.t. P, we would have to go through all the lemma
and theorem of this part. Hopefully, some of these lemma either does not depend on the static
equivalence or only consider the static equivalence as hypothesis. Since the static equivalence
w.r.t. P implies the static equivalence, most of the lemma are easily adaptable.

In particular, we first reduce the problem of trace equivalence w.r.t. the predicate P, to the
problem of deciding the symbolic equivalence between set of constructor constraint system. In
order to do that, we first have to define again the static equivalence for constructor frame and the
symbolic equivalence between set of constraint system.

Definition 8.8 (static equivalence w.r.t. P). Two ground constructor frames ® and &' are
statically equivalent w.r.t. the predicate P, denoted ® ~F @' if and only if dom(®) = dom(P’),
O ~ @ and for all € € 10, if param({£,£'}) C dom(®) and DL, P € T(Fe,N), then
P(ED], DY) is equivalent to P(ED'],&'D']).

Definition 8.9 (symbolic equivalence w.r.t. P). Two sets X and X' of constructor constraint
systems having the same structure are symbolically equivalent w.r.t. predicate P denoted ¥ ~F ¥/,
if and only if for all C € 3, for all (0,0) € Sol(C), there exists C' € X' and a substitution ¢’ such
that (o',0) € Sol(C") and ®c ~F ®'¢' (and conversely) where ® and ®' are the respective frames
of C and C'.

As mentioned, to show that deciding trace equivalence w.r.t. the predicate P can be reduced
to the problem of deciding symbolic equivalence w.r.t. the predicate P, we follow the same step as
for the proof of Theorem[6.21 In particular, we show in Section [6.3. 1.2l how it is possible to consider
that the attacker does not have access to public name. This is possible thanks to a mobilisation
of infinite names. To follow this modelisation, we ask that the predicate we consider satisfy the
following property:

Property 8.1. Let £ be a finite set of names. For all u,v closed constructor terms, there exists
N € N such that for all N' > N, P(u,v) if and only if P(uog N.a,V0e Na)-

Intuitively, this property ensures that the terms that model our infinite names cannot be
distinguish by the predicate. We can than state the first reduction result:

Lemma 8.24. Let P be a predicate on first order term satisfying Property[81l. Given a decision
procedure for the symbolic equivalence w.r.t. P of sets of constructor constraint systems, the
problem of trace equivalence w.r.t. P between two concrete processes is decidable.

8.5.3 Toward deciding the symbolic equivalence w.r.t. a predicate

As in the previous section, the idea for deciding the symbolic equivalence w.r.t. a predicate is to
use our decision procedure. In particular, we can easily show that the soundness and completeness
of our algorithm holds for the symbolic equivalence w.r.t. a predicate P. Indeed, one can note
that the core lemmas R4 B5] and [B7 still hold. Moreover, one can easily adapt the proof of
Proposition 8] and Theorems Bl and B2] by replacing the static equivalence ~ by ~% and the
symbolic equivalence ~¢ by ~%.

Hence, since the soundness and completeness hold even for the symbolic equivalence w.r.t. a
predicate, we reduced the problem to the problem of deciding the symbolic equivalence w.r.t. a
predicate on the leaves of our algorithm. Although the properties of such leaves are described in
detail in Section B3] we simplify in this section the formalism of such leaves and extract our main
reduction result.

Consider the definition of a solved constraint system (Definition [84). We know thanks to
Lemma [R.8 that every constraint system in a leaf satisfies this definition. But item 2 indicates
that no deductibility constraint is restricted by an equation on second order solution. Moreover,
we know that all constraint system in a line of the matrix have same set Er. Hence, the sets
FErs of the constraint systems on the leaves does not have any impact on the decidability of



symbolic equivalence w.r.t. P of two sets on a leaf. Similarly, we know that all equation in Eq is
automatically satisfied once the variable in D are instantiate. By extending this reasoning to all
the invariant satisfied by the constraint system on a leaf, we can define the notion of simplified
constraint system and the notion of solution of simplified constraint system

Definition 8.10. A simplified constraint system is a triple (®; D; Eq):

— @ is a simplified frame {1 > uq,...,&, D> u,} where u; are constructor terms and &; are
Tecipes.

?
— D is a set of deducible constraints of the form X,i -z withi € N, X € X?, v € &AL

?
— Eq is a set of inequations of the form t # t' where t,t' are constructors terms that do not
contain names.

We also assume the following conditions are satisfied on a constraint system:
?
1. for every x € vars'(D), there exists a unique X such that (X,i - x) € D, and each variable X
occurs at most once in D.
2. vars'(C) C vars*(D)
?
3. for every 1 < k < n, for every = € vars'(ty), if az; € vars®¢, then there exists (X,i+ z) € D
such that ¢ < j.

Given a simplified frame ® = {& > ¢1,...,&, > t,} and a recipe &, we say that ¢ is
build from @ if there exists a context C[_,,..., _,,] containing only constructor function sym-
bol and j1,...,jm € {1,...,n} such that & = C[¢j,,...,&;,.]. Moreover, we denote £® the term
C[th Yo )tjm,}'

Definition 8.11 (solution). A solution of a simplified constraint system C = (®; D; Eq) is a pair
of substitutions (o,0) such that o is a mapping from vars'(C) to T(F.,N), 0 is a mapping from
vars®(C) to T(F, AX), and:

?
1. for all (X, k F x) € D, X0 is built from @0, (X0)(®0o) = xzo, and param(X0) C {az1,...,
ark};

?
2. forallt £t ,to#to
The substitution o is called the first-order solution of C associated to 8, called second-order solution
of C. The set of solutions of a constraint system C is denoted Sol(C).

Note that in the solution of a constraint system, we only consider the recipe that are built
from ®, i.e. that are built from a constructor context over ®. In fact in the constraint system on
a leave, it is also the case due to the invariant InvDest(c0). Similarly, in the definition of simplified
constraint system, we only considered distinct variables as right hand term for variables thanks
to the invariant InvVarConstraint(co).

Definition 8.12 (simplified static equivalence). Let ® and ®’ two closed simplified frames having
the same structure. We say that ® and @ are in simplified static equivalence if for all £,&" built
from ® (thus also built from @), £® = &'® if and only if D' = £'D’. Moreover, we say that ® and
&' are in simplified static equivalent w.r.t. the predicate P, denoted ® ~F &' if & and ®' are in
simplified static equivalence and for all &, & built from ®, P(£P,&'®) if and only if P(£P',£'P’).

Definition 8.13 (simplified symbolic equivalence). Let ¥ and X' be two sets of simplified con-
straint systems that contain constraint systems having the same structure. We say that ¥ and ¥’
are in simplified symbolic equivalence, denoted by X ~¢ ¥/, if for all C € ¥, for all (0,0) € Sol(C),
there exists C' € ¥’ and a substitution o’ such that (0’,0) € Sol(C') and ®Oo ~ P00’ (and
conversely) where C = (®; D; Eq) and C' = (9'; D'; Eq').

We say that X2 and X/ are in simplified symbolic equivalence w.r.t. the predicate P, denoted by
Y =P Y if for allC € %, for all (o,0) € Sol(C), there exists C' € X' and a substitution o’ such that
(0,0) € Sol(C') and ®Oo ~F ®'0c’ (and conversely) where C = (®; D; Eq) and C' = (9'; D'; Eq').



With this simpler formalism, we can establish our main reduction result:

Theorem 8.4. Consider a predicate P that satisfies Property[81l. Given an algorithm for deciding
the simplified symbolic equivalence w.r.t. P between two sets of simplified constraint systems ¥ and
Y/ that contain constraint systems having the same structure and such that there exists a € N such
that for all (®; D;Eq) € YUY, (az1 > a) € D, and for allC,C' e X UY, C~;C', D =D and
Eq = Eq' where C = (®; D; Eq) and C' = (¥';D’; Eq'), we can derive an algorithm for deciding
trace equivalence w.r.t. P between two bounded processes.
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PROVERIF was first a protocol analyser for trace properties. It implements an algorithm,
based on Horn clauses, that accepts protocols written in the applied pi-calculus. The behaviour
of the cryptographic primitives is represented by an equational theory and/or rewrite rules. One
reason for the success of this tool may come from the fact that PROVERIF does not depend on a
specific equational theory and allows the user to describe himself the behaviour of his cryptographic
primitives.

Since [BAF08|, PROVERIF can also prove equivalence properties. It focuses on proving equiv-
alences P =~ @ in which P and ) are two variants of the same process obtained by selecting
different terms for P and Q. Hence, [BAF08| introduced the notion of biprocess and the operator
diff where P(diff[M7, Ms]) represents the two variants P(M7) and P(Ms), obtained by giving dif-
ferent interpretations to diff([My, My]), i.e. either selecting M; or Ms. In [BAF0S§]|, the authors
also introduce an operational semantics for biprocesses where P(diff(M7, Ms]) behaves the same
way as P(M;) and P(Ms) if the intruder cannot distinguish P(M;) from P(Ms). Furthermore,
a reduction of P(diff(M7, Ms]) necessary becomes a biprocess. On the other hand, if an intruder
can distinguish P(M;) from P(M5), then the operational semantics specifies that P(diff (M7, Ma))
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gets stuck. Hence, to prove the equivalence between P(M;) and P(Ms), it is sufficient to prove
that P(diff[M;, Ms]) never gets stuck.

However, the notion of equivalence used by PROVERIF is stronger than the usual trace equiv-
alence or observational equivalence. As we described earlier, PROVERIF requires that the two
processes have the same control structure and that all tests yield the same result in both pro-
cesses. Thus, for a protocol that does not satisfy this condition, PROVERIF will fail to prove
equivalence, i.e. it will yield a false attack.

Example 9.1. Consider for example the two naives protocols:

P :in(c,z).if x = pk(ska) then out(c, {s}pk(sk 1)) else out(c, {Np}ok(ska))
Q :in(c,z).if x = pk(skp) then out(c, {s}pk(sky)) else out(c, { Ny }ok(skz))

For simplicity, we omitted the name restriction but we assume that all names but ¢ are private.
However, the we assume that the intruder knows the public keys of A and B, i.e. pk(ska) and
pk(skp) respectively. The protocol P is simply waiting for the public key of the agent A (pk(ska))
on a channel ¢, and if he receives it then sends some secret s encrypted with A’s public key else
a fresh nonce N, encrypted with A’s public key is sent on the channel c. On the other hand, the
protocol Q does similar actions but is waiting for the public key of the agent B (pk(skp)) instead
of A. Assuming that the attacker does mot have access to the private keys ska and skp, then
the two protocols are equivalent since the attacker cannot differentiate {s}or(sk,) and { Ny ok(ska)
(resp. {s}ok(skp) and {Ng}pk(skp))-
However, even if those two protocols can be transformed into a biprocess, i.e.

in(c, x).if x = diff[pk(sk ), pk(skp)] then out(c, diff[{s} pk(sk 1) {5 ok(sks)])
else out(c, diff[{Np}pk(skA)7 {Nq}pk(skg)])

PROVERIF will yield a false negative due to the conditional. Indeed, if the attacker sends the public
key of A, then the left part of the test x = diff[pk(sk 4), pk(sk )] will succeed when the right part will
fail. Since the test does not behave the same way on the right and left side, the biprocess gets stuck
and so PROVERIF will be unable to prove the equivalence. More realistic examples illustrating this
false attack can be found in several cases studies, e.g. anonymity of the private authentication
protocol [AF04] and unlinkability of the Basic Access Control protocol of the e-passport protocols
(see Chapter[3).

This chapter address the issue of such false attacks. Our main idea is to extend the behaviour
of destructor function symbols, so that we can perform tests directly inside terms. Initially,
destructors could only be declared using rewrite rules, such as dec(enc(z,y), y) — x, which allowed
to perform pattern-matching on terms but no inequality test. We have extended PROVERIF with
inequalities in the definition of destructors. For instance, we can now define a destructor test as
follows:

test(x, x, z,t) — 2
test(x,y, z,t) = t ifex#y

With this definition, a term test(My, Ma, M3, My) reduces into M3 if My and Ms are equal under
the equational theory, and into M, if My and Ms are different under the equational theory. This
extension allows us, for example, to replace conditional branching in the processes by test(...).
Coming back to our previous biprocess, we can now write a similar biprocess which has the same
control behaviuor for both the left and the right side:

in(c, x).
let y = test(x, diff[pk(sk.4), pk(skp)], diff[{s}ox(a)s {8 ok(skn)]ls DIfFF[{ND }pk(ska)> 1V Fok(sks)))
in out(c,y)

Since the conditional process is removed, PROVERIF will be able to prove the equivalence of such a
biprocess. Although the transformation was done on a naive protocol, we show that it also can be
done on more realistic examples. Moreover, since such transformations may not be very natural,
we provide an implementation that will automatically detect and perform these transformations
when possible.



9.1 Model

This section introduces our process calculus, by giving its syntax and its operational semantics.
As mentioned above, our work extends the behaviour of destructor symbols our syntax and se-
mantics of terms evaluations change in comparison to the original calculus of PROVERIF [BAF0S].
However, we did not modify the syntax of processes thus the semantics for processes only differ
from the changes led by the modifications in the semantics for term evaluation.

9.1.1 Syntax

Similarly to all our previous works, the messages sent on the network by some agents in a
protocol are modelled using an abstract term algebra. We assume an infinite set of names A/ and
an infinite set of variables X'. We also consider a signature F consisting of a finite set of function
symbols with their arity.

We saw that the behaviour of cryptographic primitives could be represented by an equational
theory (see Part[l), or by a rewriting system (see Part [T). However, in PROVERIF, both represen-
tations are used to describe the behaviour of cryptographic primitives. Hence, as in the calculus
of PROVERIF [BAFO08|, we distinguish two categories of function symbols: constructors f and
destructors g. Constructors build terms; destructors, defined by rewrite rules, manipulate terms,
as detailed below. We denote by F. and Fy the set of constructors and destructors, respectively.

Messages M are terms built from variables, names, and constructors applied to terms. The
tool PROVERIF being more focused on a practical syntax and semantics, an equational theory E
can only be described by a finite set of equations M = N, where M, N are terms without names.

9.1.1.1 Destructors

In [BAF08|, the rewrite rules describing the behaviour of destructors follow the usual definition
of a rewrite rule, i.e. g(My,...,M,) — M where My,...,M,, M are terms built on T (F., X).
However, as mentioned in the introduction, we want to introduce tests directly into terms and
more specifically into the definition of destructors. Hence, we introduce formulas on messages in
order to express these tests. We consider formulas ¢ of the form /\:L:1 Vz;.M; #r N;, where T
stand for a sequence of variables x1,...,x; and E is the equational theory. We denote by T and
1 the true and false formulas, respectively corresponding to an empty conjunction (n = 0) and
to x #g x, for instance. Formulas will be used as side conditions for destructors.

Let o be a substitution mapping variables to ground terms. We define 0 £ ¢ as follows:
oF /\?:1 Vz;.M; #g N; if and only if for i = 1,...n, for all o; of domain %;, M;0;0 #g N;o;0.
More generally, we extend o F ¢ to formulas using classic logic connectors with equalities and
inequalities. Note that this definition of o satisfying ¢ is similar to the one given in Part [l except
that the inequalities and equalities are not syntactic anymore.

In [BAF0§| and in Part [T destructors are partial functions defined by rewrite rules; when no
rewrite rule can be applied, we say that the destructor fails. However, this formalism does not
allow destructors to succeed when one of their arguments fails. We shall need this feature in order
to include as many tests as possible in terms. Therefore, we extend the definition of destructors
by defining may-fail messages, denoted by U, which can be messages M, the special value fail, or
a variable u. We separate fail from ordinary messages M so that the equational theory does not
apply to fail. May-fail messages represent the possible arguments and result of a destructor. We
differentiate variables for may-fail messages, denoted u,v,w and variables for messages, denoted
x,y, 2. A may-fail variable u can be instantiated by a may-fail term while a message variable x
can only be instantiated by a message, and so cannot be instantiated by fail. The syntax of our
terms is summarised in Figure

For two ground may-fail messages Uy and Us, we say that U; =g U, if and only if U} = U, = fail
or Uy, Uy are both messages, denoted My, Mo, and My =g Ms.

Example 9.2. Consider the signature F and the associated equational theory Eqenc of Example[Z2.
Consider U and V defined as follows:



M = message

Y, 2 variable

a,b,c name

f(My,...,M,) constructor application
U := may-fail message

M message

fail failure

i may-fail variable

Figure 9.1: Syntax of our terms

— U = proj, (adec(aenc({n1,n2), pk(sk)), sk)) and V.=ny: we have U =g, V

— U = proj, (adec(aenc({n1,ns), pk(sk)), sk)), V = na: we have U #¢,_,. V
— U =mng and V = fail: we have U #g,, V

aenc

Note that proj; (fail) is not a may-fail message nor a message.

Given a signature F and an equational theory E, a destructor g of arity n is defined by a finite
set of rewrite rules g(Uy,...,U,) — U || ¢ where Uy, ..., U,,U are may-fail messages that do not
contain any name. Furthermore, ¢ is a formula as defined above that does not contain any name.
The variables of U and fvars(¢) are bound in Uy, ..., U,. Note that all variables in fvars(¢) are
necessarily message variables. Variables are subject to renaming. When ¢ is the formula T, we
omit the formula.

Example 9.3. Consider a signature F and an equational theory E. A symmetric encryption
scheme where the decryption function either properly decrypts a ciphertext using the correct private
key, or fails. To model this encryption scheme, we consider, in the signature F, the constructor
senc for encryption, the destructor sdec for decryption. Decryption can be defined by the rules:

— sdec(senc(z,y),y) = x (decryption succeeds)

— sdec(z,y) — fail || Vz.x #e senc(z,y) (decryption fails, because x is not a ciphertext under
the correct key)

— sdec(fail, u) — fail, sdec(u, fail) — fail (the arguments failed, the decryption also fails)

To avoid confusion, we will call equational presentation, denoted ¥, the signature F with its
associated equational theory E and the sets of rewriting rules that describe the destructors of F.
Hence, we denote defy(g) the set of rewrite rule describing g in the signature of ¥. Moreover, we
denote U =5 V (resp. U #5 V) the equality (resp. inequality) modulo the equational theory of
3.

Consider Uy, ..., U, may-fail messages and consider g a destructor of arity n. We say that g
rewrites Uy, ..., U, into U, denoted g(Un,...,U,) — U, if there exist g(U7,...,U),) = U’ || ¢ in
defx(g), and a substitution o such that U/o =5, U; foralli=1...n, U'c =U and o F ¢.

At last, we ask that given an equational presentation X, for all destructors g of arity n, defs(g)
satisfies the following properties:

P1. For all ground may-fail messages Uy, ..., U,, there exists a may-fail message U such that
g(Ul,...,Un) —U.
P2. For all ground may-fail messages Uy, ..., Uy, if g(Us,...,U,) — V1 and g(Us,...,U,) = Vo
for some V7, V5 then V) =5 V5.
Property[PIlexpresses that all destructors are total while Property[P2 expresses that all destructors
are deterministic (modulo the equational theory). Note that thanks to Property [P2 a destructor
cannot reduce to fail and a message at the same time. We provide two algorithms that allow us
to automatically verify that a destructor satisfies Properties [PT] and [P2] (See Section [0.3.5]).
In Example[@.3] the destructor sdec follows the classical definition of the symmetric decryption.
However, thanks to the formulas and the fact that the arguments of a destructor can fail, we can
describe the behaviour of new primitives.



Example 9.4. We define a destructor that tests equality and returns either true or false, as
follows:

eq(x,x) — true

eq(z,y) — false || z #s y

eq(fail, u) — fail eq(u, fail) — fail

This destructor fails when one of its arqguments fails. We remark that such a destructor could not
be defined in PROVERIF without our extension, because one could not test x #x y.

9.1.1.2 From usual destructors to our extension

More generally, from a destructor defined, as in [BAF0§|, by rewrite rules g(My,...,M,) = M
without side conditions and such that the destructor is considered to fail when no rewrite rule
applies, we can build a destructor in our formalism. The algorithm is given in Lemma below.

Lemma 9.1. Consider an equational presentation ¥. Let g be a destructor of arity n described
by the following set S of rewrite rules:

{g(M¢,... . M})) = M |i=1,...,m}

Assume that g is deterministic, i.e. S satisfies Property [P The following set defs(g) satisfies
Properties[P1l and [P2:

defs(g) = SU{g(x1,...,z,) — fail || ¢}
U{g(u1, ... ,up—1,fail,ugs1,...,uy) — fail | k=1,...,n}

where ¢ = Nty Vi (x1, ... xn) #s (M}, ..., M) and §; are the variables of (M},..., M), and
T1,...,Ty are message variables.

Proof. Let Uy,...,U, be ground may-fail messages. Consider first the case where there ex-
ists ¢ € {1,...,n} such that U; =y fail. Since z1,...,x, are message variables and for all
ie{l,...,m}, forall j€{1,...,n}, M]Z is a message, the only rules that can rewrite Uy,...,U,
are {g(uy,...,ug—1,fail,ugy1,...,u,) — fail | k = 1,...,n}. Moreover, let o be the substitution

such that u;jo = Uj for all j # i. We trivially have that ujo =5 U; and by hypothesis U; =y, fail.
Thus, g(Uy,...,U,) — fail and there is no message M such that g(Uy,...,U,) — M.

Consider now the case where Uy, ..., U, are all messages, that we rename M, ..., M,,. Thus,
M, ..., M, can only be rewriten by the rules in SU{g(x1,...,x,) — fail || ¢}. Leti € {1,...,m}.
By definition, we have that My, ..., M, is rewritten by the rule g(M},..., M) — M if, and only
if, there exists a substitution o such that o F 3g;.(z1,...,2,) =5 (M{,..., M) and zjo = M;
for j = 1...n where §; = foars(MZ,..., M!). Hence, My, ..., M, can be rewritten by one of the
rules in S if, and only if, there exists a substitution o such that o F —¢. On the other hand,
M, ..., M, can be rewritten by g(z1,...,z,) — fail || ¢ if, and only if, o E ¢. Hence we deduce
that defy,(g) satisfies Property [PI} Moreover, since M* is a message for all i = 1...m, and there
is no substitution o such that o E ¢ A —¢, we deduce that defs(g) satisfies Property [P2l O

The users can therefore continue defining destructors as before in PROVERIF; the tool au-
tomatically completes the definition following Lemma The users will also be able to define
destructors using the new formalism, i.e. with side conditions and may-fail messages. However, in
this case, it is up to the user to provide a set of rewrite rules that satisfies Properties [P1] and
Indeed, the algorithms described in Section only check if a set S of rewrite rules satisfies
both properties but these algorithms do not complete S if it fails to satisfy the desired properties.



D = term evaluations
U may-fail message
eval h(Dq,...,D,) function evaluation

Figure 9.2: Syntax of term evaluation

9.1.1.3 Term Evaluation

A term evaluation, denoted by D and defined in Figure[@.2] represents the evaluation of a series
of constructors and destructors.

eval h(Ds,...,D,) indicates that the function symbol will be evaluated. While all destructor
must be preceded by eval , some constructors might also be preceded by eval in a term evaluation.
In fact, the reader may ignore the prefix eval since eval h and h have the same semantics. However,
eval becomes useful when we convert equations into rewrite rules (see. Section [0.2.2]). Typically,
eval is used to indicate when a term has been evaluated or not.

In order to avoid distinguishing constructors and destructors in the definition of term evalua-
tion, for f a constructor of arity n, we let defs(f) = {f(z1,...,2n) = f(x1,...,20)} U {f(u1,...,
wi—1,fail,wiy1,...,uy) — fail | ¢ = 1,...,n}. The second part of the union corresponds to the
failure cases: the constructor fails if and only if one of its arguments fails. We allow may-fail mes-
sages in term evaluations. Since no construct will allow us to bind may-fail variables in processes,
only messages M and fail may in fact occur.

9.1.1.4 Processes

At last, processes P, @), R represent protocols and are defined in Figure This syntax
corresponds exactly to [BAF0S| and is very similar to the syntax of the applied pi calculus.
However, note that the condition if M = N then P else @) is not included in our calculus. Indeed,
it was replaced by the term evaluation let z = D in P else @) that evaluates the term evaluation
D. If D reduces to a message, it stores the result in z and executes P. Otherwise, D reduces to
fail, and @ is executed. A trailing 0 can be omitted after an input or an output. An else branch
can be omitted when it is else 0.

PQ,R::= processes
0 nil
in(M,z).P input
out(M,N).P output
P|Q parallel composition
'P replication
va.P restriction
let z =D in P else Q term evaluation

Figure 9.3: Syntax of our processes

Note that even if the condition if M = N then P else @ is not included in our calculus, it can
now be defined as let x = equals(M, N) in P else @, where z is a fresh variable and equals is a binary
destructor with the rewrite rules {equals(z,z) — z,equals(z,y) — fail || z #x y, equals(fail, u) —
fail, equals(u, fail) — fail}. The destructor equals succeeds if and only if its two arguments are equal
messages modulo the equational theory and different from fail. We always include this destructor
in the signature F.

Example 9.5. The private authentication protocol described in Example [310 can be expressed



in the PROVERIF syntax as follows:
A(skq, sky) = vng.out(c,aenc({ng, pk(skq)), pk(sky))).in(c, 2).0

B(sky, skq) = wvnp.in(c,y).let x = adec(y, skyp) in
let 2n, = proj; (z) in
let z = equals(proj, (), pk(ska)) in
out(c, aenc({xng, (np, pk(sky))), pk(ska)))
else out(c, aenc(ny, pk(sky)))
else out(c, aenc(ny, pk(sky)))
else out(c, aenc(ny, pk(skb)))

System(skq, sky) = A(skqg, sky) | B(skp, skq)

9.1.2 Semantics

We define in this subsection the semantics for term evaluation and processes.

9.1.2.1 Term evaluation

Given an equational presentation X, given a term evaluation D, a term U is the result of an
evaluation of D, denoted D |s U, and defined as follows:

UlsU

eval g(D1,...,Dp)lsUc
if g(Uy,...,Un) = U|| ¢ € defs(g), and o is such
that for all 4, D; |»V;, V; =s U;o and 0 F ¢

Note that this semantics differs from [BAFO0§| by the addition of formulas in the destructor
definitions and the fact that messages are replaced by may-fail messages.

Thanks to the properties [P1] and satisfied by the destructors, we establish the following
result:

Lemma 9.2. Consider an equational presentation X. For all ground term evaluations D,

— there exists a ground may-fail message U such that D |x U.
— for all ground may-fail messages U1,Us, if D |x Uy and D s Us then U; =5 Us.

Proof. We prove this result by induction on D:
Case D = U: In such a case, we have that D |x, U hence the result trivially holds.

Case D = eval g(D1,...,D,): By inductive hypothesis, there exist Uy, ..., U, ground may-fail
messages such that D; s U; for all i = 1...n. By Property [PIl we know that there exists
g(Ui,...,U)) = U || ¢ in defx(g) and a substitution o such that U/oc =5 U, for i = 1...n and
o F ¢ hence D |5 U'c. Moreover, since foars(U') C fvars(Uy,...,U!), we deduce that U'c is
ground. Thus the first item is satisfied.

Let V1, V5 two may-fail messages such that D |5, V5 and D |5 Vo. D |x V7 implies that there
exist Uy, . .., U, ground may-fail messages such that D; |x U; foralli = 1...nand g(U4,...,U,) —
V1. Similarly, D |y, V5 implies that there exist W7, ..., W, ground fail-messages such that D; |» W;
foralli=1...nand g(Wy,...,W,) — Va. By our inductive hypothesis, we deduce that W; =5, U;
for all ¢ = 1...n. Hence, by definition of the reduction of may-fail messages by a destructor,
we deduce that g(Us,...,U,) — Va. But defn(g) satisfies Property [P2] thus we conclude that
Vi=xVa. O



In fact, given an equational presentation ¥’ defined as in the original PROVERIF, i.e. with
partial destructors and no side condition, and given ¥ the equational presentation adapted to
our semantics thanks to Lemma [0.I] we would have: For all ground term evaluations D, for all
messages M, D |y M if, and only if, D |5 M.

Example 9.6. Consider an equational presentation ¥ with the equational theory Eaenc and the
destructor sdec described in Example[D.3. We have:

— eval sdec(senc(n, sk), sk)Ixn

— eval sdec(senc(n, sk’), sk) |x, fail.

— eval sdec(senc(n, proj; ({sk, sk'))), sk) s n

9.1.2.2 Processes

Similarly to the applied pi calculus, the semantics for processes in PROVERIF is defined by a
structural equivalence, denoted = and some internal reductions. However, both relations slightly
differ from the applied pi calculus. The structural equivalence in PROVERIF is the smallest
equivalence relation on processes that is closed under a-conversion of bounded names and variables
and that includes the following relations:

PlOo=P

P=P
rPl=Q|P - —
(PIQIR=PIQIR) P20 5 n pon
va.vb.P = vb.va.P P: o —
_ =Q = P|R=Q|R
va.(P| Q)= P|vaQ P=Q = va.P=vaQ

if a ¢ fnames(P)

Note that similarly to the applied pi calculus, the structural equivalence is closed by application
of evaluation contexts, and basic structural rules such as A | 0 = A, associativity and commu-
tativity of |, binding-operator-like behaviour of v. However, this structural equivalence does not
substitute equal terms modulo the equational theory and do not model the replication. Both
properties are in fact modelled as internal reduction rules for processes (see below). In [BAF0S|,
they indicate that this weakening of the structural equivalence was designed to simplify the proofs.

Figure describes the internal reductions for processes (—x). This semantics is different
from [BAF08] by the semantics of the rule (Red Fun 2) which previously corresponded to the case
where the evaluation term D could not be reduced.

out(N, M).Q | in(N",z).P —5 Q| P{™/,}

if N =y N’ (Red 1/0)
let z = D in Pelse Q@ —x P{/.,}

it Dis M (Red Fun 1)
let z =D in P else Q —x @

if D | fail (Red Fun 2)
!P -5 P|!P (Red Repl)
P -y Q= P|R = QIR (Red Par)
P —s Q = va.P —yxy vaQ (Red Res)
PP=P P =y Q,Q=Q = P —x Q (Red =)

Figure 9.4: Semantics for processes

Both relations = and —x, are defined only on closed processes. Furthermore, we denote —3;
the reflexive and transitive closure of —x. At last, we denote —3,= for its union with =. When
Y. is clear from the context, we abbreviate —y and |x, to — and |, respectively.



Example 9.7. Coming back to Example [T3, consider the process P o out(c,n).in(c, z) |

vskq.vsky.B(sky, skq) and the equational presentation ¥ with the equational theory Eaenc of Exam-
ple[2.2. A possible reduction of P would be the following:

P —y5 vskq.wvsky.vny.(out(c,n).in(c, z) | in(c,y).B’) (Red =)
=y vskq.vsky.vny.(in(c,z) | B'{"/,}) (Red I/0 and Res)
—x vskq.vsky.vny.(in(c,z) | B'{"/,}H{"/s}) (Red Fun 1 and Res)

|
|

)

)
=y vskqwskyvny.(in(c,z) | B"{"/,}{*/a}{"/an. }) (Red Fun 1 and Res)
—y vskq.vsky.vny.(in(c, z) | out(c, aenc(ny, pk(sky)))) (Red Fun 2 and Res)
—yx  vskq.vsky.rng.(0]0) (Red I/0 and Res)

where v = adec(n, sky), v = proj, (adec(n, sky)) and B’, B” and B"' are defined as follows:

B Y letz= adec(y, skp) in B” else out(c, aenc(ny, pk(skb)))
B" Y et an, = proj; (z) in B" else out(c, aenc(ny, pk(skb)))
def

B" let z = equals(proj,(z), pk(ska)) in

out(c, aenc({(xng, (ny, pk(sky))), pk(ska)))
else out(c, aenc(ny, pk(sksy)))

However, if we now consider ¥/ as the equational presentation where adec is a destructor and
defyy (adec) is described by the following rules:

— adec(aenc(z, pk(y)),y) — = (decryption succeeds)

— adec(z,y) — fail || Vz.x #g aenc(z, pk(y)) (decryption fails, because x is not a ciphertext
under the correct public key)

— adec(fail, u) — fail, adec(u, fail) — fail (the arguments failed, the decryption also fails)

then a possible reduction of P (we omit the eval adec) would be the following:

P =y wskqwsky.vn.(out(c,n).in(c, 2) | in(c,y).B’) (Red =)
= vskq.wskyvny.(in(c, 2) | B'{"/,}) (Red I/0 and Res)
—y vskq.wsky.vny.(in(c, z) | out(c, aenc(ny, pk(sks)))) (Red Fun 2 and Res)
—sy Vska.uskb.unb.(O | 0) (Red I/0 and Res)

Note that while in the first case, we have adec(n, sky) |s adec(n, sky) since adec is a constructor
in X, we have in the second case adec(n, sky) s fail due to the definition of defs,(adec). Hence
the application of the internal reduction rule (Red Fun 2). In the first case, the application of the
internal reduction rule (Ref Fun 2) is due to the destructor equals and more specifically to the fact
that equals(proj, (adec(n, skyp)), pk(sk,)) |5 fail.

9.2 Using biprocesses to prove observational equivalence

One of the purposes of PROVERIF is to prove the observational equivalence between processes.
In Chapter Bl we provide a definition for such equivalence (see Definition B8] in the applied pi
calculus. While the syntax and semantic of PROVERIF are different from the applied pi calculus,
the definition of observational equivalence for PROVERIF is almost identical to Definition

Definition 9.1. Given an equational presentation X, the process P, built on X, emits on M
(P U M) if and only if P —%= Clout(M’, N).R] for some evaluation context C that does not bind
fnames(M) and M =5, M.

The observational equivalence, denoted =~ is the largest symmetric relation R between closed
processes with the same domain such that P R Q) implies:

1. if P M, then Q | M;



out(N,M).Q | in(N',z).P — Q| P{zx+— M} (Red I/0O)
if fst(N) =5 fst(N’) and snd(N) =5 snd(N”)

let x = D in P else Q@ — P{z — diff(My, M3]}  (Red Fun 1)
if fst(D) |ss M1, snd(D) |s My

let z =D in Pelse @ - Q (Red Fun 2)
if fst(D) |y fail and snd(D) | fail

Figure 9.5: Generalized rules for biprocesses

2. if P =% P, then Q =% Q' and P' R Q' for some Q';
3. C[P] R C[Q] for all closing evaluation contexts C.

As in the applied pi calculus, the same difficulties arise when deciding the observational equiv-
alence between two processes. One of the most difficult parts directly comes from the second
item of Definition Indeed, this condition indicates that each reduction of a process has to be
matched in the second process. However, we consider a process algebra with replication, hence
there are usually an infinite number of candidates for this mapping.

9.2.1 Biprocesses

To solve this problem, [BAF08] introduces a calculus that represents pairs of processes, called
biprocesses, that have the same structure and differ only by the terms and term evaluations that
they contain. The grammar for the calculus is a simple extension of the grammar of Figures[@.1]
and [@3] with additional cases so that diff[M, M’] is a term and diff[D, D’] is a term evaluation.

Given a biprocess P, we define two processes fst(P) and snd(P), as follows: fst(P) is obtained
by replacing all occurrences of diff[M, M’] with M and diff[D, D’] with D in P, and similarly,
snd(P) is obtained by replacing diff[M, M'] with M’ and diff[D, D’] with D’ in P. We define
fst(D), fst(M), snd(D), and snd(M) similarly. A process or context is said to be plain when it
does not contain diff.

Definition 9.2. Let P be a closed biprocess. We say that P satisfies observational equivalence
when fst(P) ~ snd(P).

Example 9.8. Coming back to the private authentication protocol detailed in Example [9.5, we
want to verify the anonymity of the participant A. In Section [3.3, we saw that the anonymity
property is modelled by an observational equivalence between two instances of the protocol: one
where B is talking to A and the other where B is talking to A’, which is modelled, in the PROVERIF
calculus, as follows:

vskq.vskq .vsky.out(c, pk(sky)).out(c, pk(skqr)),out(c, pk(sks)).System(skq, skp)

~
~

vskq.vskq .vsky.out(c, pk(sky)).out(c, pk(skqr)), out(c, pk(sks)).System(skq:, skp)

We already know that this equivalence holds for the trace equivalence, but in fact it also holds
for the observational equivalence. To prove this equivalence using PROVERIF, we first have to
transform this equivalence into a biprocess. This is easily done since only the private keys sk, and
skqr change between the two processes. Hence, we define the biprocess Py as follows:

vska.vskq .vsky.out(c, pk(skq)).out(c, pk(skqr)).out(c, pk(skp)).System(diff[skq, ska], skp)
Note that fst(Py) and snd(Py) correspond to the two protocols of the equivalence.

The semantics for biprocesses is defined as in Figure @4 with generalized rules (Red I/0), (Red
Fun 1), and (Red Fun 2) given in Figure Once again, the difference with [BAF0S] is that, in
rule (Red Fun 1), we require that fst(D) and snd(D) reduce to a message and, in rule (Red Fun



2), fst(D) and snd(D) both reduce to fail. In contrast, in [BAFO0§|, in rule (Red Fun 1), fst(D)
and snd(D) reduced to any message and, in rule (Red Fun 2), fst(D) and snd(D) failed to reduce.

The semantics of biprocesses is such that a biprocess reduces if and only if both sides of the
biprocess reduce in the same way: a communication succeeds on both sides; a term evaluation
succeeds on both sides or fails on both sides. When the two sides of the biprocess reduce in different
ways, the biprocess blocks. The following lemma shows that, when both sides of a biprocess always
reduce in the same way, then that biprocess satisfies observational equivalence. Its proof can be

found in Appendix [D.).

Lemma 9.3. Let Py be a closed biprocess. Suppose that, for all plain evaluation contexts C, all
evaluation contexts C', and all reductions C[Py] —* P,
1. if P = C'[out(N,M).Q | in(N',z).R], then fst(N) =5, fst(N') if, and only if, snd(N) =x
snd(N); and
2. if P=C'llet x = D in Q else R], then fst(D) | fail if, and only if, snd(D) |5 fail.

Then Py satisfies observational equivalence.

Intuitively, the semantics for biprocesses forces that each reduction of a process has to be
matched by the same reduction in the second process. Hence, verifying the second item of Defini-
tion becomes less problematic since we reduce to one the number of possible candidates.

9.2.2 From equational theories to rewrite rules

Equational theories are very useful when it comes to theoretical results. However, for a practical
algorithm, it is easier to work with rewrite rules rather than with equational theories. Hence
in [BAFO0S§|, the equational theory is transformed into a set of rewrite rules. Typically, for an
equational presentation Y with its associated equational theory, a new equational presentation
Y’ with the same function symbols and the empty equational theory is generated. Moreover, >’
models ¥. In this section, we adapt the definitions used in [BAF08§| to our formalism.

9.2.2.1 Generation of ¥’

For an equational presentation ¥’ (with the empty equational theory), we define evaluation
on open terms as a relation D |'s,, (U, 0,¢), where o collects instantiations of D obtained by
unification and ¢ collects the side conditions of destructor applications:

Uls (U0,T)
eval h(Dy,...,Dp) sy (Vou, 0’0y, oy A ¢poy,)
if (D1,...,Dp) Vs ((Un,...,Un) 0" ¢),
h(Vi,..., Vi) — V || ¢ € defss(h) and
o, is a most general unifier of (U, Vi), ..., (Un, Vi)

(Dla ) Dn) \l/lz/ ((Ulo'ru vy Un10y, Un)a 00, o A ¢n)
if (Dla ) Dn—l) \LIE/ ((Ula cee Un—l)a a, ¢) and Dno— \l/l (Una On, ¢n)

The most general unifier of may-fail messages is computed similarly to the most general unifier of
messages, even though specific cases hold due to may-fail variables and message variables: there is
no unifier of M and fail, for any message M (including variables x, because these variables can be
instantiated only by messages); the most general unifier of v and U is {u — U}; the most general
unifier of fail and fail is the identity; finally, the most general unifier of M and M’ is computed as
usual.

Example 9.9. Consider ¥’ the equational presentation with the empty equational theory and
containing the destructor sdec defined in Example[d.3. Let D and D' be two term evaluations such
that D' = eval sdec(x, sk) and D = eval sdec(D’, sk"). We have:

1. D' s (y,{x > senc(y, sk)}, T)



2. D' |y, (fail, 0, Vy.x #5 senc(y, sk))

3. D|'s, (2, {x > senc(senc(z, sk'), sk)}, T)

4. D5, (fail, {z — senc(y, sk)},Vz.y #x senc(z, sk')).
5. D |y (fail, 0, Vy.x #x senc(y, sk))

Note that the evaluations 3 and 4 of D are obtained from the evaluation 1 of D'. On the other
hand, the evaluation 5 of D 1is obtained by the evaluation 2 of D’'.

We let addeval(Uy, . .., U,) be the tuple of term evaluations obtained by adding eval before each
function symbol of Uy, ..., U,. Using these definitions, we recall the definition of an equational
presentation X/ with an empty equational theory modelling another equational presentation -
with equations:

We consider an auxiliary rewriting system on terms, S, that defines partial normal forms. The
rules of § do not contain names and do not have a single variable on the left-hand side. We say
that a term is irreducible by & when none of the rewrite rules of S applies to it; we say that the
set of terms M is in normal form relatively to S and ¥, and write nfs (M), if and only if all
terms of M are irreducible by S and, for all subterms Ny and N of terms of M, if Ny =5; N5 then
N; = Ns. Typically, while a term might have several partial normal forms, any equal (sub)terms
in M modulo the equational theory are in the same normal form in nfg s (M). We extend the
definition of nfs x(-) to sets of processes: nfs x(P) if and only if the set of terms that appear in
processes in P is in normal form.

Definition 9.3. Let ¥ and X' be two equational presentations on the same function symbols. We
say that X' models ¥ if and only if

1. The equational theory of X' is syntactic equality: M =sy N if and only if M = N.

2. The constructors of 3 are the constructors of ¥.; their definition defy/ (f) contains the rule
flxy,... zn) = f(x1,...,2,), the rewrite rules corresponding to possible failure, i.e. for all
ie{l...n}, f(us,...,uj—1,fail,uj1, ..., u,) — fail, and perhaps other rules such that there
exists a rewriting system S on terms that satisfies the following properties:

S1. If M — N isin S, then M =y N.

S2. Ifnfs 5;(M), then for any term M there exists M such that M' =5, M and nfs » (MU
{M'}).
S3. If f(N1,...,Np) = N || ¢ is in defs/(f), then f(N1,...,Np)=s N and p =T

S4. If f(My,...,My,) == M and nfs s ({M,...,M,, M}), then there exist o and f(Ni,
... Ny) = N in defsy (f) such that M = No and M; = N;o for alli € {1,...,n}.

3. The destructors of &' are the destructors of 3, with a rule g(Uy,...,U}) = U" || o A ¢’ in
defs(g) for each g(Uy,...,U,) = U || ¢ in defs(g) and each addeval(Uy,...,U,,U) s
(uy,...,0,,U0"),0,¢).

Stress that, in Item [3] since Uy, ...,U, do not contain any destructor and the side conditions
of constructors are always T, ¢’ is necessarily T . The main difference between this definition
and the definition of [BAF08| is in Condition B since our destructors can now have a formula as
side condition. The constructors of ¥’ can be computed by the algorithms given in [BAF08]|, and
Item [3] shows how to compute the destructors of Y.

Note that, in ¥’, the side conditions of destructors still rely on the equational theory of X.
Moreover, even if the semantics of the function symbols of ¥’ are all defined by rewrite rules, we
still consider the constructors of ¥ as the constructors in X'

Example 9.10. Consider the equational presentation X that has the constructors senc and sdec
with the equations
sdec(senc(z,y),y) = x senc(sdec(z,y),y) ==



In ', we adopt the rewrite rules:

sdec(z,y) — sdec(x,y) senc(z,y) — senc(x,y)
sdec(senc(z,y),y) — = senc(sdec(z,y),y) = =
sdec(fail, u) — fail senc(fail, u) — fail
sdec(u, fail) — fail senc(u, fail) — fail

We have that ¥’ models ¥ for the rewriting system S with rules sdec(senc(z,y),y) — = and
senc(sdec(z,y),y) — z, and a single normal form for every term.

9.2.2.2 Observation equivalence w.r.t. %’

From this point on, we assume that ¥’ models ¥. We say that a biprocess Py is unevaluated
when every term in P, is either a message variable or diff[a,a] for some name a. Hence, every
function symbol in Py must be in a term evaluation and prefixed by eval. Moreover, we extend
equality modulo the equational theory in ¥ from terms to biprocesses and term evaluations:
P =y P’ if, and only if, P’ can be obtained from P by replacing some of its subterms M (not
containing diff or eval) with subterms equal modulo ¥. We define D =x, D’ similarly. We can give
two results that show the correspondence between ¥ and ¥/ in the derivation of biprocesses. The
proofs of these results are adapted from [BAF08, Lemmas 1,2].

Lemma 9.4. Let Py be a closed, unevaluated biprocess. If Py —% Py, P =s P’, andnfs s ({P'}),
then Py —%, P'. Conversely, if Py —%, P’ then there exists P} such that Py =, P’ and Py —% Fj.

This lemma gives an operational correspondence between —y and —y/. Using Lemma [3.4] we
obtain:

Lemma 9.5. A closed biprocess Py satisfies the conditions of LemmalZ3 if and only if, for all plain
evaluation contexts C, all evaluation contexts C', and all reductions unevaluated(C[P]) =% P,
we have

1. if P =C'[out(N,M).Q | in(N',z).R] and fst(N) = fst(N'), then snd(N) =x snd(N’),
2. if P=C'llet x = D in Q else R] and fst(D) s My for some My, then snd(D) s My for
some Ms,
as well as the symmetric properties where we swap fst and snd.
In [BAFO0S], a special transition P —y 5y P’ was defined as P —y P’ except that signature
¥ was used for reduction rules (Red I/O) and (Red Fun 1)—signature ¥ was still used for (Red

Fun 2). In our case, we always use the signature X’. The difference is due to the fact that the
reference to ¥ is now included in the side conditions of the definition of destructors in X'.

9.3 Clause generation

In [BAFO0S§|, observational equivalence is verified by translating the considered biprocess into
a set of Horn clauses, and using a resolution algorithm on these clauses. In this section, we show
how we adapt the generation of the clauses to our new formalism.

9.3.1 Patterns and facts

In the clauses, the messages are represented by patterns, with the following grammar:

p = patterns
XY, 2,1 variable
f(P1,- - pn) constructor application

a[pl;---,pn} name



mp ;= may-fail patterns

D patterns
U, v may-fail variable
fail failure

The patterns p are the same as in [BAF08|. The variable ¢ represents a session identifier for each
replication of a process. A pattern alpi,...,p,] is assigned to each name of a process P. The
arguments py, ..., p, allow one to model that a fresh name a is created at execution of !a. For
example, in the process !in(c,z).va.P, each name created by va is represented by a[i, z] where
i is the session identifier for the replication and z is the message received as input in in(c/, x).
Hence, the name a is represented as a function of ¢ and x. In two different sessions, (i,z) takes
two different values, so the two created instances of a (a[i, z]) are different.

Since our formalism introduced may-fail messages to describe possible failure of a destructor,
we also define may-fail patterns to represent the failure in clauses. Similarly to messages and may-
fail messages, a may-fail variable u can be instantiated by a pattern or fail, whereas a variable x
cannot be instantiated by fail.

Clauses are built from the following predicates:

F = facts
att’(mp, mp) attacker knowledge
msg’ (p1, p2, 1, Ph) output message pa on p; (resp. p5 on pj)
input’(p, p') input on p (resp. p')
formula( A, VZ;.p; #x p}) formula
bad bad

Once again, the facts are similar to the ones defined in [BAF0S|. Intuitively, att’(mp, mp’) means
that the attacker may obtain up in fst(P) and up’ in snd(P) by the same operations; the fact
msg’ (p1, p2, P}, Ph) means that message p; may be output on channel p; by the process fst(P)
while p, may be output on channel p} by the process snd(P) after the same reductions; input’(p, p’)
means that an input is possible on channel p in fst(P) and on channel p’ in snd(P). Note that
both facts msg’ and input’ contain only patterns and not may-fail patterns. Hence channels and
terms sent are necessarily messages and so cannot be fail.

The fact formula(¢) means that ¢ has to be satisfied. In [BAF0S]|, a fact nounif(p,p’) was
used instead: nounif(p,p’) is equivalent to formula(Vz.p #x p’) where Z are symbols in p and p’
that belong to a special set of “general variables”. Hence, our formulas can also be encoded as
conjunctions of nounif facts. We prefer using formulas, because their meaning is clearer from just
reading the formula.

At last, bad serves in detecting violations of observational equivalence: when bad is not deriv-
able, we have observational equivalence.

9.3.2 Clauses for the attacker

The following clauses represent the capabilities of the attacker:

For each a € fnames(Py), att'(al], a[]) (Rinit)
For some b that does not occur in Py, att'(b[z], b[z]) (Rn)
att’ (fail, fail (Rfail)

For each function h, for each pair of rewrite rules

hUL,...,Uy) = U || ¢ and h(UL,...,U.) = U || &

in defyy (h) (after renaming of variables),

att/ (U, U)) A ... ANatt'(U,, U A formula(e A ¢') — att’ (U, U")
msg’ (z,y, 2", y') Aatt’ (z,2") — att’(y,) (RI)



att/(z,2) A att/(y,y') — msg’(z,y,2',9) (Rs
att'(z,2")A — input’(x, 2’) (Ri
input’(z, 2") A msg’(x, z,y', 2") A formula(z’ #x y') — bad (Rcom
att/(z, fail) — bad (Rfailure

~ N o

plus symmetric clauses (Rcom’l) and (Rfailure’l) obtained from (Rcoml) and (Rfailurel) by swapping

the first and second arguments of att’ and input’, and the first and third arguments of msg’.

The previous clauses are directly inspired from the ones in [BAF0§| and correspond to the same
semantics adapted to our formalism. Clauses (Rcoml) and (Rcom’l) detect when a communication
can occur in one variant of the biprocess and not in the other which yields the non-equivalence
due to Condition 1 of Lemma @5

Clause (Rfaill) indicates that the attacker knows fail. Clauses (BRIl apply a constructor or a
destructor on the attacker’s knowledge, given the definition of the destructor in defsy(h). Since
our destructors may return fail, these clauses and clauses (Riailurel), (Riailure’) detect when a
destructor succeeds in one variant of the biprocess and not in the other. In [BAF0§|, since the
destructors were partial, the checking of success or failure of a destructor was written directly
into clauses which correspond to the composition of our clauses (Rfailure) and (RI) (respectively,

(Rfailure)) and (RE)).

Stress that, in clause (Rfailure]), = is a message variable and so x cannot be instantiated by
fail. Similarly, in (Rcoml), Rs BRI and [Rfl =, 2’,y,y’ are message variables and so they cannot be
instantiated by fail.

9.3.3 Clauses for the protocol

The translation [P]psH of a biprocess P is a set of clauses, where p is an environment that
associates a pair of patterns with each name and variable, s is a sequence of patterns, and H is
a sequence of facts. The empty sequence is written @); the concatenation of a pattern p to the
sequence s is written s, p; the concatenation of a fact F' to the sequence H is written H A F.

Intuitively, H represents the hypothesis of the clauses, p represents the names and variables
that are already associated with a pattern, and s represents the current values of session identifiers
and inputs.

When p associates a pair of patterns with each name and variable, and f is a constructor,
we extend p as a substitution by p(f(My,..., M,)) = (f(p1,...,pn),f(P},...,p,)) where p(M;) =
(pi,p}) for all i € {1,...,n}. We denote by p(M); and p(M)2 the components of the pair p(M).
We let p(diff[M, M")) = (p(M)1, p(M")s).

We define [P]psH as follows:

[0]psH =0
[! PlpsH = [P]p(s,i)H, where i is a fresh variable
[P | QlpsH = [PlpsH U [QlpsH
[va.PlpsH = [P[(pla — (als], als])])sH
[in(M,x).P]psH =
[PLole v (a5, o/, ") (H A msg (oM )1, p(M )2, 2")

U{H — input’(p(M)1, p(M)2)}

where z’ and 2" are fresh variables
[out(M, N).P]psH = [P]psH U{H — msg'(p(M)1, p(N)1, p(M)2, p(N)2)}



[let z =D in P else Q]psH =

ULIPI((po) [z = (. P))) (50, p, ') (Ho A formula(¢))
| (p(D)hp(D)Q) J/I ((p7p/)707 (b)}

U JIQI(po) (s0)(Ho A formula(¢)) | (p(D)1, p(D)2) ' ((fail, fail), o, ¢)}
U {Ho A formula(¢) — bad | (p(D)1, p(D)2) } ((p, fail), o, )}
U {Ho A formula(¢) — bad | (p(D)1, p(D)2) | ((fail,p’),0,¢)}

Comparing with the clauses described in [BAF08]|, we can recognise the same kind of generated
clauses: The process P is translated when both p(D); and p(D)s succeed; the process @ is
translated when both fail; and at last clauses deriving bad are generated when one of p(D)1, p(D)2
succeeds and the other fails. Since may-fail variables do not occur in D, we can show by induction
on the computation of |’ that, when (p(D)1, p(D)2) I’ ((mp1, mp2), 0, d), mp; and mp, are either
fail or a pattern, but cannot be an may-fail variable, so our definition of [let x = D in P else Q]psH
handles all cases.

However, one of the differences occurs for the translation of [let x = D in P else Q]psH. It is
once again due to the fact that in our formalism, in case of failure, term evaluations reduce into
fail, whereas in [BAF08]|, they did not reduce at all. For example, the clauses representing the
cases where a term evaluation D fails on the left side and succeeds on the right side was generated
by considering a formula representing the negation of all possible terms reduced by the term
evaluation on the left side. In our semantics, this formula is generated thanks to (p(D)1, p(D)2) |/
(fail, p), 7, ).

A more meaningful difference is the presence of only one sequence of patterns s. Indeed,
in [BAF08|, the translation of a process was written [P]pss’H where s and s’ were sequences of
patterns. Typically, s was reserved for the part of the clauses translating fst(P) whereas s’ was
reserved for the part of the clauses translating snd(P). For instance, in [BAFQ8], we have:

i
!

[va.P)pss'H = [P](pla — (a[s],a[s])])ss’H
[in(M,x).Plpss'H =
[PY(ole (&, #)]) (s, /), 2" ) CH A s (p (M), 2 p (M) 7))
U {H — input’(p(M)1, p(M)2)}

where ' and =’ are fresh variables

As a result, in [BAF08], the arguments of the name a in the first component were only the argu-
ments coming from fst(P) and the arguments of a in the second component were the arguments
coming from snd(P). In this paper, the arguments of a are the same in both components, and
include the arguments coming from both fst(P) and snd(P). The difference is subtle, but Exam-
ple @ ITl below gives an example of a biprocess that satisfies equivalence, and such that the clauses
generated in [BAFO08] yield a false attack which is avoided by our new clauses.

Example 9.11. Consider the signature ¥ = {mac} consisting of a MAC of arity 2 with the empty
equational theory and the following biprocess:

P =vd.\vk. vk .out(d,diff[k, k']) |!in(d, x).va.out(c, mac(a, z))

In this biprocess, the keys k and k' are generated and sent over a private channel d. After receiving

these keys on d, they are used to mac a fresh nonce a which is send on a public channel c. The

main difference between fst(P) and snd(P) is that in fst(P), an instance of the key k can be sent

several times on d whereas in snd(P), an instance of the key k' is sent only once. However, since

the instances of keys k and k' are never revealed to the attacker and the nonces a are freshly

generated for each MAC sent on the public channel ¢, the biprocess P satisfies equivalence.
According to [BAF08], the translation of P will generate the following clauses:

1. msg’(d[], k[4],d[], k'[i, 7)),



2. input’(d[],d[]), and
3. msg'(d[],2',d[],2") — msg'(c[], mac(a[(, 2'], 2"), c[], mac(a[(, 2], 2"))
where 1, j, £ correspond to the session identifiers of replications.

But using two instances of j, denoted j1 and jo, we obtain from Clause 1 the two following
facts msg’(d[], k[i], d[], k'[i, j1]) and msg'(d[], k[i],d[], K'[i, j2]). Hence, using Clause 3, we derive

— msg’(c[], mac(all, k[]], k[1]), c[], mac(alt, K'[i, j1]], K'[i, j1])); and

— msg'(c[], mac(al¢, k[il], k[i]), c[], mac(alt, K'[i, j2] |, K'[i, j2]))-
Thus, we obtain two facts msg’ where the second arguments are equal whereas the fourth arguments
are different (since j1 # ja). Using the Clause (RI) and the clause corresponding to the test of
failure of destructor equals, bad will be derivable.

This false attack is due to the fact that all,k[i]] and all,k'[i,j]] do not have the same level
of freshness that is, the same arguments. This is why, to ensure that a name generated have the

same level of freshness in fst(P) and snd(P), both x and x’ are put as argument of a in fst(P) and
snd(P). For instance, with our formalism, instead of Clause 3, we obtain from P the clause:

msg'(d(], 2, d[], 2"") — msg'(c[], mac(a[(, ', 2"], 2"), c[], mac(alt, ', 2], 2"))

By applying this clause on msg’(d[], k[4],d[], k'[i, 71]) and msg’(d[], k[i], d[], k'[4, j2]), we obtain:
— msg'(c[], mac(alf, k[, K'[i, j1]], k[i]), e[ ], mac(alt, K[i], K'[i, j1l), K'[i, j1])); and
— msg'(c[], mac(all, k[i], K'[i, j2], k[i]), ¢[], mac(all, k[i], K'[i, jall, K'[i, j2]))-

In such a case, mac(alt, k[i], k'[i, j1]], k[i]) # mac(a[l, k[3], K'[i, j2]], k[i]) and so the previous false

attack is avoided.
This example is a toy example but this kind of false attack can be found when checking the
unlinkability of the e-passport protocol (see Section[3.3).

9.3.4 Proving equivalences

Let po = {a — (a[],a[]) | a € fnames(Py)}. We define the set of clauses that corresponds to
biprocess P, as:

R p, = [unevaluated(Pp)]po00 U {(Rinil), (Rn), . . . , (RIailure), (Rfailure’) }

The following theorem enables us to prove equivalences from these clauses.

Theorem 9.1. If bad is not a logical consequence of Rp,, then Py satisfies observational equiva-
lence.

This theorem shows the soundness of the translation. The proof of this theorem is adapted
from the proof of Theorem 3 of [BAF08|. Furthermore, since we use almost the same patterns
and facts as in [BAF08], we also use the algorithm proposed in [BAF08| to automatically check if
bad is a logical consequence of Rp,, with the only change that we use the unification algorithm
for may-fail patterns.

9.3.5 Proving Properties [P1] and [P2]

In this section, we propose two algorithms that respectively verify Properties [P1] and of the
destructors of 3. We already know that all deterministic destructors obtained from Lemma
satisfy both properties. However, since our extension allows a user to define his own destructor
with side conditions, it is important to ensure that such destructors satisfy the desired properties.

Consider an equational presentation ¥ and assume that ¥’ models ¥. Consider the fact att(mp)
where mp is a may-fail pattern. In order to verify that the destructors of ¥ satisfy Properties [P1]
and [P2] we generate a new set of clauses defined as follows:



For some a, att(a[z]) (Rname)
att(fail) (Rfail)
For each constructor f or arity n

(Rcons)

att(z1) A ... Aatt(zy,) — att(f(z1, ..., 2p))

For each destructor g, for each pair of rewrite rules
g(Ur,...,U,) = U || ¢pand g(Uy,...,U,) = U"|| ¢
in defyy (g) (after renaming of variables),

) ) (Rdeter)

o is the most general unifier of {(U, z), (U’,y),
((Uy,...,Uy),(Uf,...,U),)) } and ,y fresh,
att(Uio) A ... Aatt(Uyo) A formula(go A ¢'c A zo #5 yo) — bad

For each destructor g, for each pair of rewrite rules
g(U1,...,U,) = U || ¢pand g(Uy,...,U,) = U"|| ¢
in .defg/ (g) (after renam{ng of variables), | (Rdeter2)

o is the most general unifier of {(U, x), (U’ fail),
((Uy,...,Uyn),(U],...,U})) } and  fresh,
att(Uro) A ... Aatt(Upo) A formula(po A ¢'o) — bad

For each destructor g, for each Z C {1,...,n}
VieZ,U; =x;, and Vi & Z,U; = fail
r1,...,T, fresh variables
att(z1) A ... Aatt(zy) A fails(Un, ..., U,) — bad

(Rtotal)

where fails(Uy,...,Up) = N\  gvi,...Vi)=>V || ¢ in defs(g) formula(V%.[\/ieI T; #5 Viau\/—\anu])
o, mgu of (Vi,..., V,) and (Uq,..., Uy,)
where Z are the variables of Vioy,...,V,0,.

Intuitively, the purpose of the clauses (Rcons) and (Rnamel) is to generate constructor terms.
Clauses (Rdeter)) and (Rdeter?)) check that the destructors satisfy Property [P2l Clauses (Riotall
check that the destructors satisfy Property [P1l

Note that in Clauses (Riofall), the formulas ¢ included in the predicate formula(¢) are more
complex than the usual conjunction of inequalities. In [BAF0§|, the solving algorithm applies
several simplifications on predicates formula(¢) that preserve the solutions of ¢. However, only the
formulas A, VZ;.p; #x pj, for some Z;, p;, p}, are handled in this algorithm. Hence, we added some
simplifications (see Appendix[D.1.3)) on first order logic such that our extension of ProVerif can now
handle predicates formula(¢) with a formula ¢ of the form A, VZ;.[M; #5 N; V V; 5. L =5 O;]

The algorithms that check Properties [P1] and [P2 follow the next two lemmas (proofs in Ap-

pendix [D.1.2)):

Lemma 9.6. We consider Rppy) = {(Bname), (Rfail), (Rcons), (Biotal)}. bad ds not a logical
consequence of Rppy) if, and only if, for all g destructors of ¥, g satisfies Property [P1

Lemma 9.7. We consider Rz = {(Rname)), (Rfail), (Rcons)), (Rdefer)), (Rdeter2)}. bad is not
a logical consequence ome if, and only if, for all g destructors of ¥, g satisfies Property[P2.

Note that we do not provide guarantees on the termination of the two algorithms but we rely
on the algorithm of [BAF0§| to check if bad is derivable or not.

9.4 Automatic modification of the protocol

In this section, we first present the false attack that we want to avoid and then propose
an algorithm to automatically generate, from a biprocess P, equivalent biprocesses on which



PROVERIF will avoid this kind of false attack.

9.4.1 Targeted false attack

We present a false attack on the anonymity of the private authentication protocol due to
structural conditional branching, but similar false attack exists on the unlinkability of the Basic
Access Control protocol.

Example 9.12. Coming back to the private authentication protocol (see Example [08), we o0b-
tained a biprocess Py on which we would ask PROVERIF to check the equivalence. Unfortunately,
PROVERIF is unable to prove the equivalence of Py and yields a false attack. Indeed, consider the
evaluation context C' defined as follows:

def . . .
c = _ | vngin(c, zs, ).in(c, 25k, ).in(c, 25k, )-out(c, aenc((ng, Tsk, ), sk, ))

The process C[Po] can be derived as follows:

ClPy]| =% vn;.vska.vska vsky. (out(c, aenc((n;, pk(skq)), pk(sks))) | System(diff[skq, ska'], sks))
=% vn;.vske.vsky let z = equals(projy ((ng, pk(skq)))), pk(diff[skq, skq])) in
out(c, aenc({n;, (np, pk(sks))), pk(diff[skq, ska])))
else out(c, aenc(ny, pk(skp)))

However from this point, the biprocess gets stucked, i.e. mo internal reduction rule is appli-
cable. More specifically, neither the internal rule (Red Fun 1) nor (Red Fun 2) is applicable.
Indeed, if we denote D = equals(proj,((n;, ska))), pk(diff[skq, ska/])), we have that snd(D) | fail
and fst(D) |5 pk(sky), which contradicts the item 2 of Lemmal[d3 So PROVERIF cannot prove
the equivalence.

On the other hand, even though a different branch of the let is taken, the process outputs the
message aenc({ny, (nq, pk(sky))), pk(skq)) in the first variant (in branch of the let) and the message
aenc(np, pk(sky)) in the second variant (else branch of the let). Intuitively, these two messages
are indistinguishable, so in fact the attacker will not be able to determine which branch of the let
s taken, and observational equivalence still holds.

As shown in the previous example, PROVERIF may return a false attack against the observa-
tional equivalence, when a different branch of let is taken, but these branches are in fact indis-
tinguishable. In this section, we will show how to use destructors with side conditions in order
to avoid such false attacks. Moreover, we will propose an algorithm to automatically transform a
biprocess into biprocesses that will avoid such false attacks when such a transformation is possible.

The key idea is to transform term evaluations such as let = D in out(c, M7) else out(c, Ma)
into a computation that always succeeds let x = D’ in let m = D" in out(c, m). The term evaluation
D’ will correspond to the value of the evaluation of D when the latter succeeds and a new constant
when D fails. Thus we ensure that D’ never fails. Moreover, the term evaluation D” computes
either M; or M, depending on the value of D’, i.e. depending on whether D succeeds or not. The
omitted else 0 branches are never taken. Since the same branch is always taken, the false attack
disappears. To do that, we introduce three new destructors glet, gletin, notfail and a constant c,,
which rely on the side conditions that we have added to destructors. These new destructors are
defined as follows:

defx;(glet) = defx; (gletin) = defy (notfail) =
glet(z) —» x gletin(z,u,v) = u || z #5 ¢ notfail(z) — fail
glet(fail) — ¢, gletin(co, u,v) = v notfail (fail) — ¢,

gletin(fail, u, v) — fail

One can easily check that defs(glet), defs(gletin) and defs (notfail) satisfy Properties [P1] and
Intuitively, the destructor glet evaluates its argument and returns either the result of this evaluation
when it did not fail or else returns the new constant c, instead of the failure constant fail. The



destructor gletin will get the result of glet as first argument and return its third argument if
glet returned c,, and its second argument otherwise. Importantly, glet never fails: it returns c,
instead of fail. Hence, let © = D in out(c, M7) else out(c, M3) can be transformed into let =
eval glet(D) in let m = eval gletin(xz, M1, M) in out(c,m): if D succeeds, x has the same value
as before, and = # c,, so gletin(xz, M1, Ms) returns My; if D fails, x = ¢, and gletin(x, My, M)
returns Ms. The destructor notfail inverses the status of a term evaluation: it fails if and only if
its argument does not fail. These destructors will be used in the next section.

Example 9.13. Coming back to Example D12, the false attack occurs due to the following term
evaluation:
let z = equals(proj, (), pk(diff[ska, ska’])) in
out(c, aenc({n;, (ny, pk(sky))), pk(diff[skq, skas])))
else out(c, aenc(ny, pk(sksp)))

We transform this term evaluation as explained above:
let 2 = gletin(glet(equals(projs(z), pk(diff[ska, ska']))), M, M') in out(c, 2)

where M = aenc({n;, (ny, pk(sky))), pk(diff[sk,, ska])) and M’ = aenc(ny, pk(sksy)). Note that with
x = (n;, pk(ska)) (see Example[913), if D is the term evaluation D = gletin(glet(equals(proj,(x)
, pk(diff[ska, ska']))), M, M), we obtain that:

— fst(D) | aenc({n;, (ny, pk(skp))), pk(ska))
— snd(D) | aenc(ny, pk(sks))

which corresponds to what fst(Py) and snd(Py) respectively output. Thanks to this, if we denote
by P} our new biprocess, we obtain that fst(Py) =~ fst(P}) and snd(Py) ~ snd(F}). Furthermore,
PROVERIF will be able to prove that the biprocess Pl satisfies equivalence, i.e. fst(P}) ~ snd(P})
and so fst(Py) ~ snd(F).

The transformation proposed in the previous example can be generalised to term evaluations
that perform other actions than just a single output. However, it is possible only if the success
branch and the failure branch of the term evaluation both input and output the same number of
terms. For example, the biprocess P = let = D in out(c, M).out(c, M') else out(c, N) cannot
be modified into one without else branch even with our new destructors. On the other hand, the
success or failure of D can really be observed by adversary, by tracking the number of outputs on
channel ¢, so the failure of the proof of equivalence corresponds to a real attack in this case.

9.4.2 Merging and simplifying biprocesses

To automatically detect and apply this transformation, we define two functions, denoted merge
and simpl. The function simpl takes one biprocess as argument and applies the transformation
when possible. The function merge takes two biprocesses as arguments and detects if those two
biprocesses can be merged into one biprocess. Furthermore, if the merging is possible, it returns
the merged biprocess. This merged biprocess is expressed using a new operator diff’, similar to diff,
in such a way that diff'[D, D’] is a term evaluation. Furthermore, we introduce the functions fst’
and snd’: fst'(P) replaces each diff [D, D'] with D in P; similarly, snd’(P) replaces each diff'[D, D’
with D’ in P.

Figures[@.6land [@.7 define the functions merge and simpl. The function merge is partial whereas
simpl is total. Both functions are non-deterministic; the implementation may try all possibilities.
In the current implementation of PROVERIF, we apply the rules (Mletd) and (Mletd) only if
the rules (Mletl) and (MIet2) are not applicable. Moreover, we never merge 0 with a process
different from 0. This last restriction is crucial to reduce the number of biprocesses returned by
the functions merge and simpl. Typically, we avoid 0 and let x = M in P else 0 to be merged by
the rule (Mletd)).

Case (Moutl) detects that both biprocesses output a message while case (Minl) detects that
both biprocesses input a message. We introduce a let for the channels and messages so that they



merge(0,0) “y

merge(out(M, N).P,out(M', N').P")
let 2 = diff [M, M’] in let 2’ = diff' [N, N'] in out(x, 2").merge(P, P)
where z and z’ are fresh variables

def

def

merge(in(M,z).P,in(M’,z").P")

let y = diff’ [M, M'] in in(y,y/).merge(P{y//x},P’{y//xl})
where y and y’ are fresh variables
def

merge(Py | ...| Py, P, ... | P) = Q1]...|Q),
if (i1,...,1y,) is a permutation of (1,...,n)
and for all k € {1,...,n}, Qx = merge(Py, P;,)

merge(va.P, Q) = va.merge(P, Q)

after renaming a such that a & fnames(Q)

merge(!vay ...va,.! P! P") def 'vay ...va,.merge(! P,! P")

after renaming ay, ..., a, such that ai,...,a, & fnames(P")

merge(! P,! P") = !'merge(P, P")
if there is no P; such that P =!P; and no P{ such that P’ = | P|

. : d
merge(let x = D in P; else Py, let ¥’ = D" in Pj else P) )

let y = diff' [D, D’] in Q else Qs if y is a fresh variable,

Q1 = merge(P{" [}, PL{" /ur}), and Q5 = merge(Py, P})

. : d
merge(let x = D in P else Py, let ¥’ = D" in Pj else P) )

let y = diff’[D, notfail(D')] in @, else Qs if y is a fresh variable,
' & foars(Py), Q1 = merge(P1{"/2}, Py), and Q2 = merge(Py, PY)

merge(let x = D in Py else Py, P') Y let y = diff'[D, co] in Q else Py
if y is a fresh variable and Q = merge(P1{¥/.}, P')

merge(let = D in Py else P, P') Y et y = diff’ [D, fail] in P{¥/,} else Q

if y is a fresh variable and Q = merge(P, P')

Figure 9.6: Definition of the function merge

(Mnil)

(Mout)

(Min)

(Mpar)

(Mres)

(Mrepll)

(Mrepl2)

(Mlet1)

(Mlet2)

(Mlet3)

(Mlet4)

plus symmetric cases (Mres'), (Mrepll’), (Mlet2), (Mlet3'), and (Mlet4’) obtained from (Mred),
(Mrepll), (Mlet2)), (Mlet3)), and (Mletd) by swapping the first and second arguments of merge and



can later be replaced by a term evaluation. Case uses the commutativity and associativity
of parallel composition to increase the chances of success of merge. Cases (Mres) and (Mres)
use Q = va.) when a ¢ fnames(Q) to allow merging processes even when a restriction occurs
only on one side. Case is the basic merging of replicated processes, while Case
allows merging !'! P with | P’ (case n = 0) because ! P ~ !! P, and furthermore allows restrictions
between the two replications, using Q ~ va.Q.

Case (Mletdl) merges two processes that both contain term evaluations, by merging their success
branches together and their failure branches together. On the other hand, Case (Mlet2)), (Mlet2)
also merge two processes that contain term evaluations, by merging the success branches with the
other failure branches.

Cases (Mletd)), (Mlet3'), (Mletd), (Mletd’) allow merging a term evaluation with another pro-
cess P/, by merging P’ with either the success branch or the failure branch of the term evaluation.
(The evaluation of ¢, always succeeds since it is a message.) This merging is useful when PROVERIF
can prove that the resulting process satisfies equivalence, hence when both sides of the obtained
let succeed simultaneously. Therefore, rule (MIetd) is helpful when the term evaluation D always
succeeds, and rule (Mletdl) when D always fails. When no such case applies, merging fails.

simpl(O) (Snil)
simpl(out(M, N).P) 2 out(M, N).simpl(P) (Sout)
simpl(in(M, z).P) < in(M,z).simpl(P) (Sin)
simpl(P | Q) < simpl(P) | simpl(Q) (Smid)
simpl(va.P) o va.simpl(P) (Sres)
simpl(! P) “ \ simpl(P) (Srepl)
simpl(let = D in P else P') Y let 2 = eval glet(D) in Q else 0

if Q" = merge(simpl(P), simpl(P’")) and (Smerge)

Q — Q/{eval gletin(LDl7D2)/diff’[D1,D2]}
simpl(let = D in Pelse P') 2 let 2 = D in simpl(P) else simpl(P’)

(Slet)
if there is no @ such that Q = merge(simpl(P), simpl(P"))

Figure 9.7: Definition of the function simpl

The function simpl proceeds by induction on the process. The only interesting case is (Smergé),
which performs the transformation of term evaluations outlined above, when we can merge the
success and failure branches. Q'{cva! gletin(,D1,D2) / ... [D,,D,]} Mmeans that we replace in Q' every
instance of diff [Dy, D3], for some Dy, Dy, with eval gletin(z, Dy, D5).

Lemmas and below show that the functions merge and simpl preserve observational
equivalence. In these two lemmas, we consider processes P and P’ that are not necessarily closed.
We say that a context C is closing for P when C[P] is closed. Moreover, given two biprocesses P
and Q, we say that P ~ @ if, and only if, fst(P) =~ fst(Q) and snd(P) ~ snd(Q). All results of this
section are proved in Appendix [D.2l

Lemma 9.8. Let P and P’ be two biprocesses. If merge(P, P') = Q, then:
— for all contexts C' closing for P, C[P] =~ C|[fst'(Q)];
— for all contexts C closing for P, C[P'] = C[snd’(Q)].

Lemma 9.9. Let P be a biprocess. For all contexts C closing for P, C[P] ~ C|simpl(P)].



Corollary 9.1. Let P be a closed biprocess. If simpl(P) salisfies observational equivalence then
fst(P) ~ snd(P).

Proof. simpl(P) satisfies observational equivalence implies fst(simpl(P)) = snd(simpl(P)). Since
P is closed, we can apply Lemma with the empty context, so simpl(P) ~ P. Hence by
definition of the observation equivalence on biprocesses, we obtain that fst(simpl(P)) =~ fst(P)
and snd(P) = snd(simpl(P)). We conclude that fst(P) ~ snd(P). O

From Corollary @] we can extract our new algorithm. Given a biprocess P as input, we first
apply the function simpl on P. Since the function simpl is total but non-deterministic, we may
have several biprocesses as result for simpl(P). If PROVERIF is able to prove equivalence on at
least one of them, then we conclude that fst(P) ~ snd(P).

Corollary 9.2. Let P and P’ be two closed processes. Let Q = merge(simpl(P), simpl(P")). If
the biprocess Q) = Q{d'ff[D’D ]/diff/ (DD} satisfies observational equivalence, then we have P ~ P'.

Proof. According to Figures and @7 if P and P’ do not contain any diff then so do simpl(P),
simpl(P'), and merge(P, P’). Hence, @ does not contain any diff. Hence, the biprocess Q' =
Q{diff[D’D/}/difF/[DyD/]} satisfies fst(Q’) = fst’'(Q) and snd(Q’) = snd’(Q). Since Q' satisfies obser-
vational equivalence, we have that fst(Q') ~ snd(Q’) thus fst'(Q) =~ snd’(Q). Since P and P’
are closed processes, by Lemma [0.9) we have P ~ simpl(P) and P’ = simpl(P’). Furthermore,
by Lemma (.8 we deduce that simpl(P) = fst'(Q) and simpl(P') =~ snd’(Q). We conclude that
P=~P. O

Currently, PROVERIF can only take a biprocess as input. But thanks to Corollary .21 we will
be able to loosen this condition. Indeed, consider P and P’ two processes (without diff). If we
manage to merge them into the biprocess @’ as in Corollary and to prove that Q' satisfies
equivalence by PROVERIF, then we obtain that P ~ P’.

9.5 Applications

Currently, we implemented our extension in a development version of PROVERIF for typed
processes. However, some features still need be adapted to the new formalism before the next stable
release, such as the front-end for untyped processes. In any case, we present in this subsection the
application of our extension on the private authentication protocol and the e-passport protocol

(see Section [B3)).

9.5.1 Successful case study: the private authentication protocol

The simplification of processes described in this section was implemented in such a way that
the transformation stays hidden from the users. However, since the function simpl may return
several biprocesses, we do not automatically test the equivalence of all the biprocesses given by the
function simpl. Furthermore, proving the equivalence requires a lot of times on some biprocesses
and might even not terminate. Hence allowing the user to choose whether or not PROVERIF has
to prove equivalence on the biprocesses returned by the function simpl seemed more user-friendly.

By default, PROVERIF first tries to prove the equivalence that was provided in the input file
without modifying it. Figure is a possible input file for the private authentication protocol.
In case of non-equivalence, it will compute the function simpl on the input biprocess and propose
to prove the equivalence on the simplified biprocesses. In the case of the private authentication
protocol, PROVERIF first states the non-equivalence due to a false attack (see Example [0.12]), but
then succeeds to prove the observational equivalence on the only biprocess obtained by application
of the function simpl. Note that PROVERIF also proposes to display the biprocesses obtained by
application of simpl but they are usually difficult to parse due to the variable renaming and the
extensive use of the destructors glet and gletin.
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(*+ shared—key encryption as equation x)

fun aenc(bitstring , bitstring): bitstring.
fun pk(bitstring): bitstring.

reduc forall x: bitstring, y: bitstring; adec(aenc(x,pk(y)),y) = x.
(* declaration of public name x)

free c: channel.

(* declaration of biprocess x)

let processA(sk_a:bitstring ,sk_b:bitstring) =
new n_a: bitstring;
out(c, aenc((n_a,pk(sk_a)),pk(sk_b)));
in(c, x:bitstring);
0.

let processB(sk b:bitstring ,sk_a:bitstring) =
in(c, x:bitstring);
new n_b: bitstring;

let (n_a:bitstring ,pub_a:bitstring) = adec(x, sk_b) in
if pub_a = pk(sk_a)
then
out(c,aenc((n_a,n b,pk(sk b)) ,pk(sk_a)))
else
out(c,aenc(n_b,pk(sk_b)))
else
out(c,aenc(n_b,pk(sk_b))).

let system(sk a:bitstring ,sk b:bitstring) =
!processA (sk_a,sk b) | !processB(sk b,sk a).

process
new sk a:bitstring; new sk b:bitstring; new sk c:bitstring;
out(c,pk(sk a));out(c,pk(sk_b));out(c,pk(sk _c));
system (choice [sk_a,sk c],sk_b)

Figure 9.8: Input file for the anonymity of the private authentication protocol

9.5.2 Limitations: the Basic Access Control protocol

We consider here the unlinkability of the BAC protocol. As mentioned in Section [3.4] this
security property can be expressed by the following equivalence:

Wwke. vkm. \BAC(ke, km) = lwke. vkm.BAC(ke, km)

In contrast to the equivalence given in Section B3] we explicitly denote the keys whom BAC
depends on and we rely on the observational equivalence and not the trace equivalence. Moreover,
BAC(ke, km) is in fact the parallel composition of two processes, one for the passport and one for
the reader, each of them depending on the keys ke and km.

Note that the two parts of this equivalence cannot be directly transformed into a biprocess
due to the second replication on the left part of the process. However, we can modify slightly the
two parts of the equivalence so that they can define a biprocess. Indeed, the following equivalence
holds:

'wke. vkm.BAC(ke, km) =~ !vke' .vkm'\vke.vkm.BAC(ke, km)

Intuitively, this non-trivial equivalence holds due to the fact that the keys ke’,km’ are not used in
BAC(ke, km) and that !! P ~! P. Similarly, we have that:

wke. vkm. \BAC(ke, km) =~ !vke.vkm. vke' .vkm'.BAC(ke, km)




Hence, after renaming of the keys ke, km, ke’, km’, the unlinkability of the BAC protocol can be
expressed by the following equivalence:

'wke.vkm. vke' .wvkm' .BAC(ke,km) = !vke.vkm. vke' .vkm' .BAC(ke', km')

which is represented by the biprocess ! vke.vkm.!vke' .vkm'.BAC(diff[ke, ke'], diff[km, km']). Fig-
ure is a possible input file for the unlinkability of the BAC' protocol.

Thanks to our extension, the false attack described in Example is now avoided. Moreover,
after application of the function simpl, PROVERIF also avoids a false attack similar to the false
attack on the anonymity of the private authentication protocol (due to the test mac(me, km) = my,
in the process representing the passport). Hence, in both case studies, PROVERIF avoids the false
attacks that are due to conditional branching. Unfortunately, even with our extension, PROVERIF
is still not able to prove unlinkability of the BAC protocol and returns a false attack. This false
attack, described below, is caused by the fact that PROVERIF necessarily matches an interleaving
of actions of one part of a biprocess with exactly the same interleaving of actions of the other part
of this biprocess (see semantics of biprocesses).

We denote P(ke, km) the process representing the passport and R(ke, km) the one representing
the reader. The intruder proceeds as follows: He starts by engaging the communication with two
sessions of the same passport on the one hand, and so necessarily one session of two different
passports on the other hand. Hence, it is similar to a biprocess where the left and right parts are
represented as follows:

— Left: P(key,kmq) | R(key, kmy) | P(key, kmq) | R(key, kmy)
— Right: P(key,km1) | R(key, kmy) | P(kea, kms) | R(kea, kms)

In the right part of the biprocess, the intruder receives the nonce nt; that P(keq, kmq) output
and sends it to the reader R(kes,kmso). Similarly, he sends the nonce nty that P(kes, kma)
output and sends it to the reader R(key, km1). Hence, the readers R(key, km1) and R(kes, kms)
will output respectively the messages (mq, mac(mi, kmy)) and (mq, mac(mg, kms) where my =
senc({nry, (nte, kr1)), ke1) and mo = senc({nrq, (nt1,krs)), kea). Note that since the intruder
swaps the nonces nti, nty that was intended to the readers, they are also swapped in mq, ms.

Then, the intruder swaps again the messages (my, mac(my, km1)) and (ma, mac(ma, kms)) and
sends them to P(kea, kmo) and P(keq, kmy) respectively. Since P(key, km1) receives mo which is
encrypted with kes, the decryption sdec(mag, keq) will fail and so P(keq, km) will output the error
errorgaso- Similarly, P(keg, kms) will also output the error errorgaso.

On the other hand, in the left part of the biprocess, since the intruder communicates with two
sessions of the same passport, there is only one set of keys (kei, km1) and so both decryptions
will succeed. Moreover, since the intruder swaps the messages twice, both passports will be able
to check that the nonce nt encrypted in the message they received corresponds to the nonce they
previously sent. Hence, both passports will output a message of the form senc(m’, mac(m’, kmy)).
Since errorgaso is public, the intruder is able to distinguish errorgago from senc(m’, mac(m’, kmy))
and so PROVERIF returns that the equivalence does not hold.

Intuitively, this false attack is due to the fact that the swaps done in the right part of the
biprocess have to be executed in the left part of the biprocess with the two sessions of the same
passport. However, when considering the observational equivalence, the actions of the right part
of the equivalence could have been matched in the left part of the equivalence by considering a
session of a third passport and reader (available thanks to the replication) and then swapping the
messages between the first and third passport.



1| (* ePassport Protocol Taken from Arapinis, Ryan, CSF’10 x)
2

3| fun enc(bitstring , bitstring): bitstring.

4| fun mac(bitstring ,bitstring): bitstring.

5/ fun dec(bitstring , bitstring): bitstring.

6

7| (+ Symetric decryption x)

8

9| equation forall x: bitstring , y:bitstring; dec(enc(x,y),y) = x.
10

11| (* addition of one x)

12
13| free c: channel.

14| free get challenge: bitstring.
15| free error 6A80: bitstring.

17| let reader(ke:bitstring ,km:bitstring) =
18 out(c,get challenge);

19 in(c,nt: bitstring);

20 new nr:bitstring;

21 new kr:bitstring;

22 let m: bitstring = enc((nr,nt,kr),ke) in

23 out (¢, (m,mac(m,km)));
24 in(c,y: bitstring).
25

26| let passport(ke:bitstring , km: bitstring) =
27 in(c,x:bitstring);
28 if x = get challenge

29 then

30 new nt:bitstring;

31 out(c,nt);

32 in(c,y: bitstring);

33

34 let (m_e:bitstring ,m m: bitstring) = y in

35 if mac(m_e,km) =m m

36 then

37 let (nr:bitstring ,nt’: bitstring ,kr:bitstring) = dec(m_e,ke) in
38 if nt = nt’

39 then

40 new kt:bitstring;

41 out(c,(enc((nt,nr,kt),ke) ,mac(enc((nt,nr,kt),ke) km)))
42 else

43 out(c,error 6A80)

44 else

45 out(c, error 6A80)

46 else

47 out(c,error 6A80)

48 else

49 out(c,error 6A80).

50

51| process

52 Inew kel:bitstring; new kml: bitstring;

53 'new ke2:bitstring; new km2: bitstring;

54 reader (choice [kel ,ke2], choice [kml,km2])
55 \

56 passport (choice [kel ,ke2], choice [kml,km2])

Figure 9.9: Input file for the unlinkability of the BAC protocol



Chapter 10

Conclusion and perpectives

This thesis reports our contributions to the automatic verification of cryptographic protocols.
In particular, we focused our attention to privacy-type security properties that play an important
role in many modern applications. Some further developments have already been proposed at the
end of chapters. We recall the important ones and propose further perspectives.

Algorithms for deciding trace equivalence

In Part [, we designed a new decision procedure for the trace equivalence between bounded
processes with possible non-trivial else branches and non-deterministic choices. This procedure
is sound, complete and terminates but only accepts a fixed set of cryptographic primitives whose
behaviour is expressed by a rewriting system.

The cryptographic primitives are idealised which is sometimes not accurate enough. For ex-
ample, we do not model the length of messages. However, depending on the padding scheme,
encryption scheme may disclose the length of the plaintext and therefore allow to distinguish two
ciphers. Hence we would like to add new predicates, e.g. a predicate that compares the lengths of
terms, in our decision procedure. In fact, such a research track would allow us to use our procedure
along with [CCO8| for proving computational indistinguishability for a certain class of protocols.
Since these predicates would only intervene in the static equivalence, we would like to use the
properties of the constraint systems that we obtain at the end of our current procedure, in order
to facilitate the development of a decision procedure for trace equivalence with these predicates.

We cannot not currently handle some very interesting cryptographic protocols, such as e-
voting protocols, that rely on different cryptographic primitives that the ones we fixed. Hence
a natural direction of work would be to allow more cryptographic primitives. In particular, we
are interested in the cryptographic primitives with algebraic properties such as exclusive-or or the
blind signature. However, compared to adding predicates for the static equivalence, adding these
cryptographic primitives will most certainly be a huge challenge, especially if we want to ensure
the termination of our procedure.

Tool optimisations

Although the procedure described in Part [l terminates, an early implementation showed that
the computation of all interleavings of actions results in a significant increase of the execution time
of the procedure, even for few sessions of small protocols such as the Basic Access Control protocol.
We would like to optimise the algorithm such that the execution time remains reasonable, at least
for few sessions of any standard protocol. There are two possible directions.

We could apply a partial order reduction on the symbolic traces of the processes [CIMO0].
This area seems very promising since the experiments show that there are many interleavings
that yield the same state. This is not straightforward, however, when considering equivalence
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properties, since we have to match traces from a process to the other process. The reductions
have to match on both processes.

An implementation of our algorithm on a parallel machine should be possible. Indeed, the two
matrices resulting from an application of a constraint solving rule can be processed independently.
Ideally, it should be possible to combine these two optimisations. However, this seems only possible
with small enough reductions that do not break the parallelism. Nevertheless, both optimisations
would still be implemented since they are both worthy depending on the user’s hardware.

Proving more equivalences with PROVERIF

In Part [T, we proposed an extension of the tool PROVERIF that proves more observational
equivalences. In particular, we were able to automatically prove the anonymity property on the
private authentication protocol for an unbounded number of sessions. However, as mentioned in
Chapter [@, we are still unable to prove the unlinkability property for the Basic Access Control
protocol even though we managed to avoid some previously existing false attacks. This a conse-
quence of the matching by PROVERIF of traces with the same scheduling in the two variants of
the biprocesses. On the one hand, this is probably one of the most frequent cause of false attacks
yield by PROVERIF, and on the other hand, this is also one of the main reason why PROVERIF
is very efficient in practice for proving equivalence. To prove even more observational (or trace)
equivalence with PROVERIF, some approaches could be investigated.

This first approach would consist of applying some small transformations on the processes
beforehand that are sound for observational (or trace) equivalence. However, our first tries on the
BAC protocol seem to show that while such small transformations might exist, they would be very
specific to the processes and therefore very hard to automate.

A second direction consists of relaxing a bit the matching of traces e.g. by modifying the
replication identifiers on the left and right parts of biprocesses. Even if we manage to propose a
transformation that is still sound for the observational equivalence, we also would have to preserve
the termination “in practice" of PROVERIF.

Although PROVERIF and our decision procedure for trace equivalence are very different,
it would be interesting to study the possible interactions between them. For example, when
PROVERIF yields a false attack, a possible idea would be to check the possible matched traces
for the false attack in a our decision procedure and then inject the result in PROVERIF so that it
could prove the security properties by relying our the result of the procedure.

Composition results

In Chapter Bl we have shown that protocols can be securely composed w.r.t. privacy-type
properties if they are tagged and do not reveal any shared secret. Moreover, we allow a finite
number of public or verification keys associated to shared secret keys to be known by the intruder,
provided that they were known at the beginning of the protocol. We also showed in this chapter
how to apply our composition result to the parallel composition of the Active Authentication and
Passive Authentication protocols from the e-passport protocols. However, we had to abstract the
symmetric session keys that were generated by the Basic Access Control protocol beforehand.
Thus, a possible extension of this work will consist of generalising our composition result in order
to allow the sequential composition of processes.

In [ADKOS], the authors characterise a class of protocols for which secrecy is decidable for
an unbounded number of sessions. Typically, they showed how to transform a protocol that is
secure for one session, in a protocol that is secure for an unbounded number of sessions. This
transformation also relies on tagging of terms but the tags are not constant and are generated
by the sessions. Thus, a possible direction of research is to extend their result to privacy-type
properties.

All these possible extensions of our work heavily rely on tagged processes. However, most of
existing real protocols are not tagged and tagging a process increases the payloads of messages
that are sent over the network. Hence following the idea of [KT11], we would like to define an ideal



property that, if shown on each process individually, would ensure the secure composition of these
processes. One of the difficulty of this approach would probably be to find the correct balance
between the generality of such an ideal property and the difficulty of automatically verifying it.
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Appendix A

From the applied pi calculus to
symbolics semantics

A.1 Proofs on relating equivalence

Proposition 3.1. Let A and B be two closed extended process with dom(A) = dom(B), and
C[_]=vna.(D| _) be an evaluation context closing for A. If C[A] & A" for some process A",
then there exist a closed extended process A', an evaluation context C' = vn/. (D' | ) closing for
A, and a trace tr € (A~{7})* such that A” = C'[A'], A A', and for all closed extended process
B,

B ¥ B’ and ®(B') ~ ®(A') imply that C[B] & C'[B'].

Proof. Let A and B be two closed extended processes with dom(A) = dom(B) and C be an
evaluation context closing for A. Let A” be such that C[A] & A”. We prove the result by
induction on the length ¢ of the derivation.

Base case £ = 0: In such a case, we have that A” = C[A]. Let A’ = A, C' = C and tr = ¢, we
have that A” = C'[A], and A & A’. Let B’ be a closed extended process such that B £ B’ and
®(B') ~ ®(A’) for some B’. Clearly, we have that C[B] & C'[B’] since C' = C and B & B'.

Inductive case £ > 0: In such a case, we have that there exists a closed extended process A; such
that C[A] & A; with a derivation whose length is smaller than £, and A; +» A”. Thus, we can
apply our induction hypothesis allowing us to conclude that there exist an extended process A7,
an evaluation context Cj[ | = vn/.(D} | ) closing for A}, and a trace tr; € (A~ {7})* such that

Ay = C}[A]], AE Ay, and for all closed extended processes B, we have that:
B B} and ®(B}) ~ ®(A}) implies that C[B] & C}[B}].

Since A; = C4[A}] and A; = A”, we have that C}[A}] &+ A” (internal reduction is closed
under structural equivalence). We do a case analysis on the rule involved in this reduction.

T

Case of an internal reduction in Al i.e. there exists A’ such that A} — A’ and A” = C[[A'].
In such a case, we have that C}[4}] = C}[A’]. Let C' = C and tr = tr;. We have that
A" =Cj[A] = C'[A] and AFE A D A, e, AES A’ Lastly, let B’ be a closed extended process
such that B £ B’ and ®(B’) ~ ®(A’). We have that B £ B’ and ®(B') ~ ®(4};) = ®(A’), and
thus relying on our induction hypothesis, we conclude that C[B] & C[B'] = C’[B’]. This allows
us to conclude.

Case of an internal reduction in C}, i.e. there evists D} such that vi}y(D} | B) = viy.(Dj | B)
for any process B such that ®(B) ~ ®(A}), and A” = v} .(D} | A}). In such a case, we have

193



that Cj[A}] ¥ vi).(Dy | A}). Let A" = A}, C'[ ]| = vy (D5 | ) and tr = tr;. We have that
A" =vith (D} | A}) = C'[A) and AL A} = A’ i.e. AES A’ Lastly, let B’ be a closed extended
process such that B £5 B’ and ®(B’) ~ ®(A’). We have that B £ B’ and ®(B’) ~ ®(4}) = ®(A4’),
and thus relying on our induction hypothesis, we have that C[B] & C}[B’]. But by our hypothesis
on the internal reduction, ®(B’) ~ ®(A}) implies that C;[B’] © vi}y.(Dy | B') = C'[B’] and so
C[B] & C'[B’]. This allows us to conclude.

Case of a rule (CoMM ) between Cy (output) and A} (input), i.e. D} = vn.(out(e, M).P | D), A} =
AL =vr.(in(e, 2).Q | Ag) for somec, M, P, D, AL, 7, z, Q, and As such that z is a fresh variable,
fvars(M) C dom(A%), 7N (frnames(M) U foars(M)) = 0, and 7 N (fnames(A%) U fvars(AL)) = 0.
We assume in addition that names and variables in i do not occur in fnames(B), fvars(B), and
tr. In such a case, we have that
C1AY] viy.[vn.(out(c, M).P | D) | A})

viy.vifout(e, M).P | D | vi.(in(c, 2).Q | A2)]
vy vin [P | D | vi (Q{M/.} | A2)]

ARl

and A" = vy, 7.[P | D | vi.(Q{M/.} | A2)].

Let A" = vr.(Q{M/.} | A2), C'[ | =vijvi.(P| D| ), and tr = try -in(c, M). We have that
A" = ('[A']. By induction hypothesis, we have that A £ A} and A} A0, A This allows
us to conclude that A £5 A’. Note that A’ is a closed extended process (fvars(M) C dom(A}) =
dom(A4})).

Lastly, let B’ be a closed extended processes such that B £+ B’ and ®(B’) ~ ®(A’). We have

that there exists B such that B £ B] e, pr Moreover, we can assume w.l.o.g. that n do
not occur in fnames(B}) and fvars(B}) since 7 do not occur in fnames(B), fvars(B) and try. Since
®(B') ~ ®(A"), we have also that &(B7) ~ ®(A)). Thus, we can apply our induction hypothesis
on B). This allows us to deduce that C[B] £ C}[B}] . In order to conclude, it remains to show
that C1[B}] > C'[B'].

We have seen that Bj B’. Hence, we know that there exists m, P», Bs such that
B = vim.(in(c,2).Py | By), B' = vin.(P,2{M/.} | By), and m N (fvars(M) U fnames(M)) = 0.
Moreover, we have already seen that 72 N (fnames(B]) U fvars(By)) = 0. Hence, we have that:

in(e,M)
T d

C1[Bi] vij.[vi.(out(c, M).P | D) | B]

viy.vi.out(c, M).P | D | Bf]

vy .vi.fout(c, M).P | D | vm.(in(c, z).Py | Bs)]
vity.vi.(P | D | vin.(Po{™/.} | B2))

C'[B’]

m-Lom

Case of a rule (CoMM) between C| (input) and Ay (output), i.e. D} = vn.(in(c,z).P | D),
Al = AL = vi(out(e, M).Q | Az) for some ¢, M, P, Q, D, AL, 7, z, and Az such that z is
a fresh variable, fvars(M) = 0, 1 N (fnames(AL) U fvars(Ay)) = 0, 7 N (fnames(in(c, z).P) U
fvars(in(c, z).P)) = (0. We assume in addition that names and variables in f do not occur in
fnames(B), fvars(B), and tr. In such a case, we have that :

Ci[AY] = vaj.vn.(in(c,2).P | D) | A}
= vij.vi(in(e,2).P | D | AY)
= vpj.viin(e, 2).P| D | vi.(out(e, M).Q | As)]
= T

vigvin v (P{M/.} | Q | A2) | D]

and A” = vijva.vi. (P{M/.} | Q| As) | D).
To determine C’, A’ and tr, we distinguish several cases depending on the term M:



— M is a name of channel type and M ¢ 7. In such a case, we have that A” = vij.vi.[P{M/.} |
D | vi.(Q | A)]. Thus, let C'[ ]| = viywn[P{M/,} | D| ], A = ur( | Az) and

tr = try - out(c, M). Clearly, we have that A” = C”[A’] and A} LGNy
Lastly, let B’ be a closed process such that B & B’ and O(B') ~ ®(A’). We have that

there exists B} such that B £ B/ GGy ;) Moreover, we can assume w.l.o.g. that n do
not occur in fnames(B]), fvars(B}), and tr;. We have also that ®(A4}) ~ ®(B}). Thus, we
can apply our inductive hypothesis on Bj which means that C[B] —* C}[B1]. In order to
conclude, it remains to show that C{[Bj] — C'[B’'].

M . ~
We have seen that Bj »M B’. Hence, we know that there exists m,Qs, By such

that Bf = vm.(out(c, M).Q2 | Bs), B’ = vm.(Q2 | B2), M & m and m N (fvars(D}) U
fnames(D}) = 0. Therefore, we have that:

C1[BY] vty Jvn.(in(e,2).P | D) | BY)
viy.vnin(e,z).P | D | BY]
vij.wain(e,z).P | D | vim.(out(c, M).Q2 | Ba)]
viy v [P{™ /.Y | D | vin.(Q2 | B2)]
C'[B]

TR [T

— M s a name of channel type that occurs in 7. Let 7 be a sequence such that 7 = r/ & M.
In such a case, we have that A” = vit) via.vM' . [P{M'/.} | D | v (Q{M' /M} | Ao{™ /3 )]
where M is a fresh name of channel type. Let C'[ ] = vil.va.vM' . [P{M ).} | D| |,
A = v (Q{M /ardy | Ao{M /) and tr = try - M .out(c, M’). Clearly, we have that

A, = v M. (out(c, M).Q | Ag) MM i (M 0V | AgfM /3 )) = A and A7 =
C'[A).
Lastly, let B’ be a closed process such that B = B’ and ®(B’) ~ ®(A’). We have that there

exists Bj such that B e Bj M B’. Moreover, we can assume w.l.o.g. that 7 do
not occur in fnames(B}), fvars(By), and tr;. We also have that ®(A}) ~ ®(B}). Thus, we
can apply our induction hypothesis on B} which means that C[B] +> C}[B}]. In order to
conclude, it remains to show that C}[B}] v~ C'[B’].

M’ .out(c,M’ . -
We have seen that Bj Lt(c% B’. Hence, we know that there exists m, Qs, By such

that B} = vM’'.vm.(out(c, M").Q2 | B2), B’ =vm.(Q2 | B2), M’ & m and m N (fvars(D}) U
fnames(D}) = 0. Therefore, we have that (where M" is a fresh channel name):

C1[BY] vty Jvn.(in(e,z).P | D) | BY)
viy.vnin(e,z).P | D | BY]
viy.vnin(e, z).P | D | vM' .vm.(out(c, M").Q2 | B2)]
AT PP} D Q) | B )
C'[B

meJne 1

— M is a term of base type. In such a case, we have that A” = vif.va.vz. [P | D | vi(Q |
A | {M/. D). Let C'[ ] = viywvnwz P | D| |, A =vi(Q | Ay | {M/.}) and tr =

try - vz.out(e, z). Clearly, we have that A} = v#.(out(c, M).Q | A2) vaou(ed), gy (Q] Az |
M/ })= A and A" = C'[A].
Lastly, let B’ be a closed process such that B & B’ and O(B') ~ ®(A’). We have that there

exists B} such that B % B, peoues), pr Moreover, we can assume w.l.o.g. that 7 do
not oceur in fnames(B}), fvars(By), and tr;. We also have that ®(A}) ~ ®(B}). Thus, we
can apply our induction hypothesis on B} which means that C[B]  C}[B}]. In order to
conclude, it remains to show that C}[B}] v~ C'[B'].

.out(c, . -
We have seen that Bj ve-out(c,) B’. Hence, we know that there exists m, 2, By such

that B, = vm.(out(c, M).Q2 | Bs), B’ = vin.(Qs | By | {M/.}) and m N (fvars(D}) U



fnames(D}) = 0. Therefore, we have that:
C1[Bi] viy.Jvn.(in(e,2).P | D) | BY)

viy.vnin(e,z).P | D | BY]

vij.vnin(e,z).P | D | vim.(out(e, M).Q2 | Ba)]

vy vz [P | D | vm.(Qs | Ba | {M/.})]

C'[B']

NI

A.2 Proofs on symbolic semantics
In this appendix, we provide the complete proof of Proposition and [£.3]

Proposition 4.2 (soundness). Let (€1;P1;®1;D1; Eqr), and (E; Pa; ®o; Da; Eqa) be two symbolic
processes such that

— (&3 P1; @1 D1 Eq) S5 (€2;P2; ®a; Da; Eqa), and

— (02,02) € Sol((E2; Po; Da; Eqa)).
Let 01 = 02| yars2(Dy) and 01 = 02|yarst (D). We have that:

1. (01,61) € Sol((&1;®1; D1; Eqr)), and

2. (E1;Pro1; ®ro1) 20 (€3 Paon; Ba02)

Proof. The proof consists of a case analysis on the rule involved in the reduction step of:

(E1;P1; @15 D1 Eqr) 2554 (Ea;Pa; ®o; Do; Ego)

Case THEN;: In such a case there exist u, v, @1, and Q2 such that Dy = Dy, Eqs = Eq1U{u < v},
Py ={if u=vthen Q; else Q2} WP, Po ={Q1} WP, & =&, &1 =Py, and as =7
1. Since vars?(D;) = vars?(Ds) and vars'(D;) = vars'(Ds), we have 0 = 0y and o1 = 0.
Furthermore, (o9, 62) € Sol((E2; Po; Do; Eqo)) and ®1 = Py implies that (o2, 0s) satisfies the
constraints of Dy = Dy and the (in)equalities of Eqs = Eq; U {u = v}, and so satisfies Fqj.
At last, with & = &, we conclude that (o1,601) € Sol((€1; ®1; D1; Eqr)).

2. Since (o2,02) € Sol((E; Pa; Do; Egr U {u . v})), we have that uoy =g voe. With o1 = 09,
we deduce that wo; =g vo and so:

(&1; {if uor = voq then Q1o else Qa01} W Po1; P101) 23 (E1;{Q101} W Poy; @rov),

. )
ice. (E1;P1o1; ®101) 22525 (E9; Paoa; Booy).
The case of the rule ELSE4 can be done in a similar way.

Case CoMMg: In such a case, there exist p, ¢, u, x, @1, @2, and P such that Do = Dy, Eqs =
? .
EqU{p=q}, @2 =1, & = &1, P1 = {out(p, u).Q13in(q.2).Q2} WP, Po = {Q1; Q2{x — ut WP,
and o, = 7.
1. Since vars?(D;) = vars?(Dz) and vars'(D;) = vars'(Dz), we have 6; = 6, and o1 = 0.
Furthermore, (02,602) € Sol((E2; ®2; Da; Eqe)), and ®1 = P45 implies that (o2,02) satisfies

the constraints of Dy = D; and the (in)equalities of Fqy = Eq; U {p Z q}, and so satisfies
Eq;. At last, with & = &, we conclude that (o1,6071) € Sol((E1; ®1; D1; Eqr)).



2. Since (09,02) € Sol((E2; P2; Da; Eqy U {p . q})), we have that poy =g goa. With o1 = 02,
we deduce that poy =g qop. But p and ¢ are of channel type, then so does po; and qoy
which means that po; = go;. Hence, we have that:

(&1; {out(por, uoy).Qro1;in(poy.x).Q201} W Poy; $10o7)
i (£1;{Q101; Q201{x > uo1}} WPoy; @r07).

Since 01 = 09, ®1 = Py and Qa02{x — woz} = (Q2{z — u})o2, we can deduce that
sl
(E1;Pro1; @r01) = (E2; Paog; Paos).

Case PAR,: In such a case, there exist P, @), and P such that Dy = Dq, Eqs = Eq1, P2 = P4,
52:51, Pl :{P|Q}H'J’P7 PQ :{P;Q}H'J'P, and Qg = T.
1. Since vars?(D;) = vars?*(Dz) and vars'(D;) = vars'(Dz), we have 6; = 6, and o1 = 0.
Furthermore, we have that (1; ®1; D1; Eq1) = (Ea; ®2; Da; Eg2) hence we trivially have that
(0’1, 91) € SO|((€1; ®q; Dy, qu)).
2. We have that:

(&1;{Po1 | Qo1} W Po1; ®101) = (E1;{Po1; Qor} W Poy; ®10v)
Since o1 = 09, we can deduce that (&€;Pyoq; P107) &@%i (Ea; Paog; Paos).

Case IN;. In such a case, there exist p, x, @), P and fresh variables y, z and Y, Z and such that

as =in(Z,Y), P1 = {in(p,z).Q} WP, P, = {Q{x — y}} WP, Dy —D1U{Yn|—y an—z}
Eg = Eqy U{z ;p}, &1 =& and &1 = ®5 where n = |Pq].

1. We have that vars?(D1) = vars?*(D2) ~ {Y ;Z}, vars'(D1) = wvars'(D3) \ {y ;z} and
®; = ®y. But (§;®y1;Dy; Eq) is a constraint system hence vars'(®;) C wvars!(D;) which
implies that ®109 = Pa09. Since (02,02) € Sol((Ea; Pa; Da; Eg2)) and Dy € Ds, we have

?

that for all (X,i b x) € Dy, (X0)(®202) = zoz. With &101 = Py09, we deduce that
(X01)(P101) = zoy. Furthermore, we know that oo satisfies the (in)equalities of Egs =
Eq U{z < p} and so satisfies also the (in)equalities of Eq;. Since (£;®1;D1; Eqr) being
a constraint system also implies vars'(Eq;) C wvars'(D;), we deduce that oy satisfies the
(in)equalities of Eq; and so we conclude that (o1,601) € Sol((&1; ®1; D1; Eq1)).

2. Let M = Y0y and u = yoy. Thanks to (02,03) € Sol((E; o; Da; Eqa)) and £ = &1, we have
that fnames(M) N & = (. We have also that u = yog = M (P202). We already know that
®101 = P09, thus we have that u = M (Pa02) = M(P101). Futhermore, by definition of a
solution, we have that fvars(M) C dom(®;). Lastly, since (02,62) € Sol((E2; Po; Da; Eqa)),
we have that (Z0,)(®a02) = 202, 202 =g pogy and Zby € T(N \ {&2},dom(Ps)). But p
is a term of type channel, thus so does pos. Since all the function symbol operate on and
return term of base type and since all terms in ®5 are base type, we can deduce that (Z63) €
N ~{&} and so Z0; = poy with poy € £ (€1 = &2). Furthermore, since o1 = 02[yarst (D))
and vars!(D;) = vars' (D) \ {y ; 2} where y, z are fresh variables, then p is either a name
or a variable in wars'(D;) and we have that poy = poj. Hence, we have that

(51; {in(pal,x).Qal} H‘JPUl; (1)10'1) Ml (51, {Q01{$ — U}} (] ,P0'1;©10'1),

i.€e. (51;7)10'1;@1(71) Mz (52,{@{1‘ — y})(fg} H’JPJQ;(I?QO'Q) since 52 = 51, @20’2 =
®y0q1 and 02 = 01 U{y — u ;z — po1}. Hence, we have that (&1;P101;Pr01) (Xs—\92>i
(E2; Paoa; $o03).
Case OUT-Ty. In such a case, there exist p, u, @, P, fresh variables Z, z and az,4; € AX such
?

that n = |®|, ay = vaz,.out(Z, ax,,), Py = {out(p, u).QYwP, P, = {Q}WP, Dy = DiU{Z,n}+ =},
Egs = Eqi U{z < p}, & = &1, and o = &4 U {az,, > u}.



1. We know that Z and z are fresh variables. Hence we have that vars?(D;) = vars?(D2)~{Z},
vars*(Dy) = vars'(D2) \ {2z} and z & vars’(®;). Thus thanks to o1 = 02|varsi(Dy)s We
deduce that ®107 = ®05.

Furthermore, we know that (&1;®1;D1; Fq1) is a constraint system. Hence, with Dy =
?

?
Dy U{Z,nt z} and (02,02) € Sol((E; P2; Da; Eqs)), we have that for all (X,i F z) € Dy,
i <n and param(X6,) C {az1,...,azx,}. Thus thanks to & = & and 61 = 62]y4rs2p,, We
?

deduce that for all (X,i F x) € Dy, xo1 = oy = X03(P02) = X61(P102) = X01(P101)
and X0, € T(F,N ~{{}, AX).

At last, z being fresh also implies that z € vars'(Eq;). Hence, for all (s L s') € Eqp (resp.
?

s # '), we have that soy = soy and so; = soy. Since (03,602) € Sol((Ez; Po; Da; Eqa)),
we deduce that soy =g $'o2 which implies so1 =g s'01. We can conclude that (o1,61) €
SO'((gl, (Dl; Dl; qu))

2. Since (02,02) € Sol((Ea; Po; Da; Ege)), we have that (Z02)(®Pos) = zo9, 209 =g pos and
(Z02) € T(F,N~{E}Udom(P2)). Since all the function symbol operate on and return term
of base type and since all terms of ®5 are base type, we can deduce that (Z6;) € N\ {&}
and so Zf, = pos with poy & & (&4 = &3). Furthermore, since o1 = 01|UQT51(D1) and
vars' (D) = vars'(Dg) \ {z} where z is a fresh variable, we have that p is either a name or
a variable in vars!(D;) and we have that po; = pos.

We have that:

) Vatny1.0ut(Z02,aTm41)

(&1;{out(poy,uo).Qo1} WPoy; Proy

(£1;{Qo1} W Poy; P10 U{az, i1 > uoi}),

Vatny1.0ut(Z02,0Tm41) (
7

i.e. (&1;P1o1;®107) Eq; Paoa; Paos) since oo = 01 U {z — poy }.

Case OUT-CH;. In such a case, there exist p, ¢, @, P, fresh variables Z,Y,z,y and P, =
? ?

{out(p,0).Qt WP, Py = {Q}WP, & =&, Py = Py, Dy = D1 U{Z,n Fz:Y,n b y}, Eqe =
EqpU{z ;p Y . ¢}, as =out(Z,Y) and ¢ € & with n = |Pq].

1. We have that vars?(D;) = wvars?(D2) ~ {Z ;Y}, vars'(D;) = vars'(D2) ~ {2z ;y} and
®; = ®y. But (&;®1;D1; Eq) is a constraint system hence vars!(®1) C vars'(D;) which
implies that ®101 = Po0y. Since (03,02) € Sol((E2; Po; Do; Eqe)) and Dy C Dy, we have

?
that for all (X,i b z) € Dy, (X6)(Pa02) = xoy. With ®10; = Py09, we deduce that
(X61)(®101) = xo1. Furthermore, we know that oy satisfies the (in)equalities of Ego =
Eq U{z L Dy L ¢} and so satisfies also the (in)equalities of Fq;. Since (€;®1;D1; Eqp)
being a constraint system also implies vars'(Eq;) C vars'(D;), we deduce that o satisfies
the (in)equalities of Fq; and so we conclude that (o1,6;1) € Sol((€1; ®1; D1; Eqy)).

2. Since (02,02) € Sol((E; ®o; Da; Eg2)), we have that (Ys)(Pa02) = yoo, yoo = cos and
(Y03) € T(F,N ~{&} Udom(Ps3)). Since all the function symbols operate on and return
terms of base type and since all terms of @ are base type, we can deduce that (Y63) €
N~ A&} and so Y0, = coy with coy & &1 (€1 = &). Furthermore, since 01 = 02yarst (Dy)
and vars!(D1) = vars'(Ds) \ {2 ;y} where z,y are fresh variables, we have that c is either
a name or a variable in vars'(D;) and we have that cos = coy.

Lastly, (02,02) € Sol((E; ®o; Da; Eqs)) also implies that (Z62)(®a09) = 209 and zo9 =g pos.
We apply the same reasoning we used with Y, to prove that Z0y = poy with poy & &;.
Hence, we have that:

out(ZOQ 7Y92)

(&1; {out(po1,c).Qo1} W Poy; Py07) (£1;{Qo1} W Pay; Py07).

ash

Hence, we have that (£1;P101;®101) ——; (E2; P202; Po02).



Case OPEN-CH;. In such a case, there exist p, ¢, @, P and fresh variables Z, z such that p & &1,
?

c €&, Pr = {out(p,c).Q} &P, P, = ({Q}eP){cr ch}, & = &, &y = &y, Dy = DyU{Z,n - 2},
E@p=EqnU{z < p}, and s = vchp.out(Z, chy,) with n = |®4].

1. We have that vars?(D;) = vars®(Dg) ~ {Z}, vars'(D1) = vars*(Ds) \ {z} and ®; = ®.
But (£;®1; D1; Eqy) is a constraint system hence vars!(®1) C vars®(D;) which implies that
®101 = Pyoq. Since (09,602) € Sol((E2; Pa; Do; Eqo)) and Dy C Do, we have that for all

?
(X,Z = 1‘) € Dy, (XGQ)(@QO'Q) = xoy. With ®,01 = Pyoy, we deduce that (X01)(<I>101) =

xzoq. Furthermore, we know that oo satisfies the (in)equalities of Egs = Fq; U {z . p} and
so satisfies also the (in)equalities of Eq;. Since (€;®q; D1; Eqq) being a constraint system
also implies vars'(Eq;) C vars'(Dy), we deduce that oy satisfies the (in)equalities of Eq;
and so we conclude that (o1,601) € Sol((&1; ®1; D1; Eqy)).

2. Since (03,02) € Sol((E2; Po; Da; Eqa)), we have that (Z62)(Pa02) = 203, 202 = pog and
(Z63) € T(N ~{&},dom(®P3)). Since all the function symbols operate on and return terms
of base type and since all terms of ®, are base type, we can deduce that (Z63) € N\ {2}
and so Z0, = poy with pos & & (&1 = &). Furthermore, since 01 = 02|yarst(p,) and
vars'(Dy) = wvars'(Dy) \ {z} where z is a fresh variable, then p is either a name or a
variable and we have that poo = poi. Hence, we have that:

vchp .out(Z02,chy,)

(E1;{out(poy,c).Qo1} W Poy; $r07) i
(&1;({Qo1} WPa){c— chy}; ®io1).

Since chy, is fresh name, we have that ({Qo1}wWPoy){c— chn} = ({Q}wp){c — chim})or.
Hence, we have that (£1;P1o1;®101) ﬂ)i (E9;Paog; Poos) O

Proposition 4.3 (completeness). Let (€1;P1;®1;D1; Eq1) be a symbolic process. Let (01,01) €
Sol((&1;@1; D1 Eqr)). Let (€;P;®) be an intermediate process such that (E1;Piro1; $101) 2,
(E;P; ®). There exist a symbolic process (Ea; Pa; Po; Da; Eq2), a pair of substitutions (o2, 02), and
a symbolic action o such that:

1. (&1;P1; @15 D1; Bqr) <55 (€25 Po; ®2; Do Eqo);
2. (0’2792) S SO|((€2;‘P2;D2;EQ2));
3. (&;P;®) = (E3; Paoa; Paoa); and

4. asby = a.
Proof. The proof consists of a case analysis on the rule involved in the reduction step of:

(E1; Pro1; @ro1) = (E;P; ).

Case THEN;: In such a case we have that & = £ and there exist v/, v', Q}, @5, and P’ such that
u =g v/, Proy = {if &/ = v’ then Q] else Q5}WP’, P = {Q1}WP’, & = 101, and a = 7. Hence we
deduce that that there exist u, v, @1, Q2, and Py such that P; = {if u = v then Q1 else Q2} WPy,
and thus we have that uo; = u/, vo; = v/, Q101 = Q}, Q201 = Q5, and Pyoy = P’. Let & = &,
Py = Q1 WPy, Dy =Dy, Dy = Dy, Ego = Eq1 U {u Z v}, as =T, 0 = 01 and o9 = 01. We have
that:

1. (E1;P1;®1; D1 Eqr) 25, (E2; Pa; ®o; Do; Eqo). Indeed, we have that
(E1; {if u = v then @ else Q2}WPy; 13 D15 Eqr) ~> (E1;{Q1}WPo; ®1; D1; Eqi U{u < v}).

2. We have that vars?(Ds) = vars?(Dy), & = &1, Dy = Dy and ®5 = ®1. To check that (o2, 02)
is a solution, it remains to show that oy satisfies the (in)equalities in Fg2 = Eq; U {u z v}
But, we have that v’ =g v and souo, =g vo;. With o1 = 02, we deduce that uoy =g vos
and so (03,02) € Sol((E; Po; Da; Eqs)).



3. We have that
(E2; Pa02; aoa) = (E1; {Q1} W Po)or; ro1)
(EH{Q1 WP )

= (&P; D).

4. We have that a0 = as = a.
The case of the rule ELSE; can be done in a similar way.

Case ComM;: In such a case we have that £ = &, and there exist p/, v/, z, Q}, @5, and P’
such that Pior = {out(p/,v').Q1;in(p',x).Q5} WP, P = {Q};Q4x — v}} WP, & = &0y,
and o = 7. Hence we deduce that that there exist u, p, ¢, @1, @2, and Py such that P; =
{out(p, u).Q1;in(q,x).Q2} W Py, and thus we have that uoy = v/, qo1 = poy = p/, Q101 = QY
Q201 = @, and Pooy = P'. Let & = &1, Po = {Q1;Q2{z = u}} WPy, &3 = &1, Dy = Dy,
Eqp=Equ U{p z q}, as =7, 03 = 01 and o3 = 01. We have that:

1. (&1;P1;®1; Dy; Bqr) 25, (E2;Pa; @; Do; Eqo). Indeed, we have that

(€13 {out(p,u).Q1;in(q,).Q2} & Po; @15 D1; Eqr)
)
(E15{Q1; Q2{x = u}} W Po; @1; D1; Eqy U {p = q})

2. We have & = &1, Do = D1, Eqa = Eq1 U{p ~ q} and @5 = ®;. To check that (o9,63) is a

solution, it remains to show that o satisfies the (in)equalities in Eqy = Eqq U {p z q}. But
we know that pos = qos hence pos =g qos and so (02,03) € Sol((E; Po; Do; Eqs)).

3. Since z is fresh and = ¢ dom(oy), we have Q2{x — u}o; = (Q201){z — w01} and so:

(€25 Paog; Pooa) = (E1;{Q1; Q2{x — u}} WPy)oy; Proy)
(E:{Q1; Qx{z = v} w P’ @)
(&;P; ).

4. We have that a0 = as = a.

Case IN;: In such a case we have that £ = &, ® = ®107 and there exist p’, z, Q', P', M
and u such that p’ & &, Pioy = {in(p/,2).Q} WP, P ={Q{x — u}} P, MPyo1 = u,
foars(M) C dom(®101), frnames(M)NE =0, and a = in(p’, M). Hence, we deduce that there
exist p, @, Py such that P; = {in(p, x).Q} W Py with poy = p’, Qo = Q" and Pyoy = P.

Let Y and Z be two second order variables and y, 2z be two fresh first order variables. Let

? 2 ]
Ey =81, Py ={Q{x = y}}WPy, Po = @1, Dy = D1U{Y,nty;Z,nt 2z}, Eqa = Eq1U{z ~ p}and
as =in(Z,Y) with n = |®1071]. Let 63 be the substitution such that 6, = 81 U{Y — M ; Z — p'}
and let oo be the substitution such that oo = 01 U {y — u ; 2z — p'}. We have that:

1. (&1;P1;®1; D1 Eqr) 25, (E2;Pa; ®o; Do; Eqy). Indeed, we have that

(&1: {in(p, 2).Q} W Po; @13 Dy; Bqy) — 20,

(&1;{Q{x — y}} WPy; @1; D1 U{Y,n - yiZ,n - z}; Eqr U {z ;p})

2. Thanks to fnames(61) N & = 0, fnames(M)NE = () and p’ & &, we have dom(hy) =

vars?(Dy) and fnames(3) N Ey = (. Hence we have that Z60y, Y0y € T(N N\ &, AX). Fur-
thermore, since n = |®10| = |®1], fvars(M) C dom(®P;) and p’ is a channel name we deduce
that param(Z03) C {az1,...,azx,} and param(Y03) C {azy,...,ary,}.
Now, it remains to show that oo satisfies the constraints in Ds and the (in)equalities in Fqs.
Since 09 = 01 U{y — u ;z — p'} where y,z are fresh variables, it implies that ®a09 =
®y01, pog = poy which allows us to conclude since (Y0s)(Po02) = M(P101) = u = yoo,
(Z02)(Po02) = p'(Pa02) = p' = z09 = poy and zoy = poy implies zog = pos.



3. We have that

(E2;Paoa; ®a02) = (E1;{Q{x = y}oz} W Pyo2; P101)
= (&1;{Qo1{z — u}} W Pyo1; P107)
= (
(

EAQ{z—ultWwP;®)
E;P;®).

4. We have that a0y = In(Z,Y )0 = In(p’, M) = a.

Case OUT-T;: In such a case we have that £ = & and there exist p’, v/, @', and P’ such that
p & &1, Proy = {out(p/,v).Q WP, & = &100 U{azp11 > v} where n = |[Py049], P ={Q'} WP,
and @ = vaz,41.0ut(p’, atpi1). Since Proy = {out(p’,u').Q'} W P’, we deduce that there exist
u, p, Q@ and Py such that P; = {out(p,u).Q} W Py, with uoy = «/, po; = p/, Qo1 = @', and
P()Ul = 73/.

Let Z be a second order variable and z be a fresh first order variable. Let & = &1, P> =

?

QW Py, Py = & U{az,11 > u}, Do = DyU{Z,n—1F 2}, Ega = Eq1 U {z . p}, as =
vaz,1.0ut(Z, axpi1), 02 = 01 U{Z — p'} and o9 = o1 U {z — p'}. We have that:

1. (51, Pl; @1; Dl; qu) QHSS (52; PQ; (I)Q; DQ; EQQ) Indeed7 we have that

) vazp+1.0ut(Z,azn4+1)

(&15 {out(p, u).Q} W Po; 15 D1; Eqy
(€1;{Q} W Py; &1 U{azpy1 > ul; D1 U{Z,n - 2} Eqp U{z . p}).

S

2. We have dom(fs) = wars?(Ds) and fnames(f2) N Ey = () since fnames(61) N & = 0 and

N
p’ & & . Furthermore, for all (X,i + x) € Dy, we have that i < n, X0y = X0y, xo1 = z0y
and @107 = P09 thus we deduce that param(X6s2) C {az1,. .., az;} and (X601)(P101) = x0y
implies (X602)(P202) = xoz. Moreover, we know have that Z6; = p’ = zoy thus we deduce
that (Z603)(®P202) = zoo. At last, we know that poy = p’ hence poy = p’ = 209, thus we
deduce that poy = zo3. We can conclude that (o2, 02) € Sol((E2; Po; Da; Eqo)).

3. We have that

(€25 Pa02; 203) (&1:{Qo1} W Poo1; @101 U {azny1 > uoi })
(EHQ YW P @101 U{az,yq > u'})

= (&P;®)

4. We have that a 02 = vaz,1.0ut(Z, azpy1)02 = vaz,11.0ut(p', atp41) = .

Case OUT-CH;. In such a case we have that £ = &1, ® = ®107 and there exist p/, ¢/, Q’, and P’
such that P; = {out(p/,c).Q'} WP, P ={Q' WP, p, & &, and o = out(p’,). Hence, we
deduce that there exist p, ¢, @ and Py such that P; = {out(p,¢).Q} WPy with coy = ¢, poy =9/,
Poor =P’ and Qo = Q'.

Let Z and Y be second order variables and z, y be fresh first order variables. Let & = &,

? ?
Py = QWPy, @ = @y, Dy = DiU{Znt 2:Y,n bk y}, Bgp = Eq U{z = p 5y = ¢},
as =out(Z,Y), 0o =0 U{Z = p ;Y =} and 02 = {z = p' ;y = ¢} with n = |P101]. We
have that:

1. (&1;P1;®1; D13 Eqy) 25, (E2;Pa; ®o; Do; Eqy). Indeed, we have that

(&1; {out(p, ©).Q} & Po; b1; Dy; Bqy) 220,

? ?
(£ {QY 8 Po;®1; D1 U{Zn k- 23V Fy}i BEqu U {z < piy = c}),
2. First of all, we have dom(f2) = vars?(Ds). Second, we know that p’ and ¢’ are both channel

names such that p', ¢’ & & (& = &). Thus, it implies that Z03, Y0y € T(N \ &, AX).
Furthermore, we trivially have that param(Z0s) = param(Y 02) = 0 C {az1,..., ax,}.



Now, it remains to show that oo satisfies the constraints in Dy and the (in)equalities in
Eqy. Since 09 = {z — p' ;y — '} with z,y fresh variables, it implies that $o09 = P07,
pos = poy and cos = coq which allows us to conclude since

— (Y05)(®302) = ¢/ (Pa02) = ¢ = yoo;

— (Z02)(®202) = p'(P202) = p' = z09;

— Yoo = cog and 209 =g pog since ¢’ = co1 = coy and p’ = poy = pos.

3. We have that
(E2; P2o2; @202) = (E15{Qo1} W Poor; P101)
= (5,{Q}U7” P)
(&;P; @)

4. We have that a0 = out(Z,Y )02 = out(p', ) = a.

Case OPEN-CH;: In such a case we have that £ = &, ® = 107 and there exist p’, ¢, Q', P’
and a fresh channel name ch,, such that Pio; = {out(p’,¢).Q'} WP, P = ({Q} WP ){c— chn},
p €&, ce &, and a = vehy.out(p, chy,). Hence, we deduce that there exist p, @ and Py such
that P; = {out(p, ¢).Q} WPy with poy = p’, Pgo1 = P’ and Qo = Q.

Let Z be a second order variable and z be a fresh first order variable. Let & = &, P> = ({Q} W

?
Po){c— chm}, Po =@y, Dy =D U{Z,nt z}, Eqa = Eqa U{z 2 p}, as = vchpy.out(Z, chy,),
O =01 U{Z —p'}, 00 =01 U{z— p'} with n =|P101|. We have that:

1. (E1;P1;®1; D1 Eqr) 25, (E9;Pa; ®o; Do; Eqo). Indeed, we have that

vchop, .out(Z,chy,
(€15 {out(p, c).Q} ® Po; ®1; Dy Eqy) ehm outZ,chm),

(&3 ({Q} 8 Po) e ch}i @33 Dy U{Zon b 2} Bgy U {z  p)).

2. First of all, we have dom(fy) = wvars?(Dz). Second, we know that p’ is a channel name

such that p’ & & (€1 = &2). Thus, it implies that Z0; € T(N \ &, AX). Furthermore, we
trivially have that param(Z602) =0 C {az1,..., az,}.
Now, it remains to show that oy satisfies the constraints in Dy and the (in)equalities in Egs.
Since o9 = {z — p'} with z fresh variables, it implies that ®309 = ®107 and poy = poy
which allows us to conclude since (Z6s2)(®Pq09) = p'(P202) = p' = zo2 and p’ = poy = poa
implies zoy =g pos.

3. We have that

(€25 Paoa; @a02) = (E1;({Q} W Po){c = chp}or; ®101)
(&;({Q}or WPyo1){c— chp}; P))
= E?({Q YwPHY{cr— chn}; )

P ®)

4. We have that as0s = vchy,.out(Z, chy, )02 = vehy,.out(p’, chy,) = a.

Case PAR;: In such a case we have that £ = &; and there exist P/, @', and P’ such that
Pioy={P' | QWP , P={P;Q WP, &= 2P0y, and a = 7. Hence we deduce that that there
exist P, @, and Py such that P; = {P | Q} W Py, and thus we have that Qo = @', Poy = P/,
and ,P()(Tl = Pl. Let 52 = 51, PQ = {P,Q} H’JP(], (1)2 = @1, DQ = Dl, Eq2 = qu, g =T, 92 = 01
and o3 = 01. We have that:

1. (&1;P1;®1; Dy; Bqr) 25, (E2;Pa; @; Do; Eqw). Indeed, we have that
(E1;{P | Q} W Po; @15 D1; Eq1) ~>5 (E1;{P; Q} W Po; ®1; D1; Equ).

2. We have that (E; ®o; Da; Eqa) = (€1;®1; D1; Eqr), 02 = 61 and o2 = 01 and we trivially
have that (0'2,02) € SOl((gQ, (I)Q,DQ,EQQ))



3. We have that

(€25 Paoa; Paoa) = (&1;({Po2; Qo) WPyo2); Pa02)
= (& ({Po1;Qo1} W Pyoy); Pro1)
(&{P;QTwP); @)

(&;P;@).

4. We have that a0 = as = a.






Appendix B

Composition of trace equivalence

B.1 Preliminaries

Lemma 5.4. If t1,ty are terms (that do not use dom(p)) in normal form then for all i € {a,b},
t1 = to is equivalent to 0% (t1) = 67 (t2).

Proof. The right implication of the lemma is trivial thus, we focus on the left implication: for all
i € {a,b},67(t1) = 6 (t2) implies t; = to. We prove this result by induction on max(|t;|, |t2|).

Base case max(|t1],|t2]) = 1: In such a case, we have that ¢,t2 € X UN. By definition of 67, we
know that 62(t1) =t and 67 (t2) = t2. Thus, we can conclude that §2(t1) = 67 (t2) implies t; = ts.
For the case i = b, we do a case analysis on whether §7 (t1) = 6} (t2) = k for some k € dom(p) or
not.

Case 6 (t1) = k € dom(p): By hypothesis, we know that ¢, and ¢; do not use dom(p).
Therefore, by definition of 7, we can deduce that, to| = kp and t;] = kp. Since ¢; and t, are in
normal form, we can conclude that t; = to = kp.

Case 0} (t1) # k for every k € dom(p): By definition of d;, we have that &} (t1) = t; and
80 (t2) = to, and thus t; = ts.

Inductive step max(|t1],|t2]) > 1: Assume w.lo.g. that |[t;] > 1. Thus, there exists a function
symbol f and terms wuq,...u, such that ¢t; = f(uy,...u,). Since t; is in normal form, we can
deduce that t1] # kp, for every k € dom(p). We do a case analysis on t; :

Case f € FqU Frag, and d € {a,b}: In such a case, we have that 67 (t1) = (04 (u1), ..., 05 (un)).
But 67 (t2) = 67 (t1) and by definition of 6/, we know that it implies that there exists vy, ..., v, such
that to = f(v1,...,v,) and 67 (t2) = f(65(v1),...,05(vy,)). Thus we have that 6%(v;) = 64 (u;) for

all j € {1,...,n}. Furthermore, since t; and t, are in normal form, we also know that u; and v; are
in normal form, for every j. But, max(|t1], [t2|) > max(|u;|,|v;|), for any j, thus by our inductive
hypothesis, we can deduce that u; = v;, for all j and so t; = f(uy,...,up) =f(v1,...,0,) = to.

Case t1 = f(tagy(wi),ws), d € {a,b} and f € {senc,aenc,sign}: In this case, we know that
62(t1) = f(tagy(0(w1)), 05 (w2)). But we know that 67 (t2) = 07 (t1) = f(tagy(65(w1)), 65 (ws)).
Thus thanks to t2 being in normal form and by definition of 67, it implies that there exists vy
and vy such that t, = f(tag,(v1),v2) and so 67 (t2) = f(tagy(d4(v1)), 6% (v2)). Thus, we have that
6f(v1) = 85(u1) and 6% (v2) = 0%(uz). Moreover, ¢; and to being in normal form and not using
dom(p), so are u; and v; for j € {1,2}, so we can apply our inductive hypothesis and conclude
that v1 = u; and v9 = us and so t1 = ts.

Case t1 = h(tag;(w1)) and d € {a,b}: This case is analogous to the previous one and can be
handled in a similar way.

Else case: Otherwise, we have that f € Fy but the root symbol of u; is not tag, or tag,. By
definition of §7, we can deduce that 67 (t1) = (6! (u1),...,07(uy,)). Since 67 (t1) = 67 (t2), we can
deduce that the top symbol of ¢5 is also f and so there exists vy, ..., v, such that to = f(vy,...,v,).
In the previous cases, we showed that if f € {senc,aenc,sign, h} and the top symbol of v; is tag, or
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tag,, then 67 (t1) = 67 (t2) implies that the top symbol of u; is also tag, or tag,. Thus, thanks to our
hypothesis, we can deduce that either f & {senc, aenc,sign, h} or the top symbol of v; is different
from tag, and tag;,. Hence by definition of §7, we can deduce that 67 (t2) = f(67(v1),...,8(vy))

77

and so 0/ (v;) = 67 (u;) for all j € {1,...,n}. Moreover, ¢; and t2 being in normal form and not
using names in dom(p), implies that so are u; and v; for all j € {1,...,n}. We can thus invoke
our inductive hypothesis and conclude that u; = v; for all j € {1,...,n} and so t; = ts. O

Lemma 5.5. Let t1,ty two terms (that do not use dom(p)) in normal form. If 6£(t1) = 07 (t2)
then tl = tQ.

Proof. We prove the result by induction on |6%(¢1)].

Base case |6£(t1)] = 1: In such a case, we have that 62(t1) € NUX. Assume first that 62(t1) € X
and so 0} (t2) € X: By definition of §2 and J;, we can deduce that 6% (t1) = t1 and 8} (t2) = to.
Thus we conclude that t; = t2. Assume now that §2(¢1) € N'. We need to distinguish two cases :

Case 6°(t1) € dom(p): By definition of 62, 6¢(¢t;) € N implies that 62(¢t;) = ¢;. But we
assumed that 1,5 do not use dom(p). Thus this case is impossible.

Case 0°(t1) ¢ dom(p): Once again by definition of 42, we have 0¢(¢1) = ¢;. Furthermore, since
to do not use dom(p) and &} (t2) ¢ dom(p), we also have that 0} (t2) = to by definition of §;. Thus
we conclude that t; = to.

Inductive step |6%(t1)] > 1: In that case, we have that 62(t1) = f(u1,...,u,) = 0} (t2). Assume
that f € Fy U Frag, with d € {a,b}. By definition of 6% and 4, we can deduce that root(t;) = f =
root(ts). Furthermore, if we assume that ¢; = f(vq,...,v,) and t = f(wy, ..., w,), we would have
68 (vj) = 64 (w;) forall j € {1,...,n}. By Lemmal5.4] we deduce that v; = w; forall j € {1,...,n}.
Hence, we conclude that ¢; = t5. Assume now that f € Fy. According to the definition of §? and
67, there exists v1,...,v, and wy,...,w, such that t; = f(vy,...,v,), ta = f(wy,...,w,) and
80 (v;) = 07 (w;), for some k,¢ € {a,b}. Moreover, t; and ts being in normal form and not using
names in dom(p) imply that so are v; and w; for all j € {1,...,n}. Now, either k = ¢ and so by
Lemma [5.4] we have that v; = wj, else k # ¢ but then by our inductive hypothesis, we also have
v; = w;. Hence we conclude that ¢, = t,. O

Lemma 5.6. Let u be a term in normal form that do no use dom(p). We have that for all

i € {a,b}, 67(u) is in normal form and root(8! (u)) = root(u).

Proof. We prove this result by induction on |ul.

Base case |u] = 1: In such a case, u € XY UN. If u € X, then for all i € {a,b}, 67 (u) = u. Since u
is in normal form then the result holds. If u € N, by definition, we also have that 67 (u) € N and
s0 67 (u) is in normal form with the same root as u, namely L.

Inductive |u| > 1: In this case, we have that v = Cluy,...,u,] with uy,...,u, factors of w.
Assume first that C' is built upon F; U ]-'tagj, for some j € {a,b}. Since w is in normal form,
then for all position p of C, we have that u,| ¢ img(p) and so for all k € {a,b}, dj(u) =
C[o§(u1), ..., 04 (un)]. By inductive hypothesis on ui, ..., u,. We have that 67 (u1),. .., 07 (u,) are
in normal form and root(df (u1)) = root(u1), ..., root(df (u,)) = root(uy), thus 67 (u1),. .., 0% (un)
are factors of §7(u). Thus, since u is in normal form, by Lemmas [5.4] and 53], we have that
6f (u)d = C[6%(ur), ..., 85 (un)] = 67 (u). Furthermore, we also have that root(d(u)) = root(u).
Assume now that C' is built upon Fy. Thus, assume that u = f(v1,...,v,). By definition of 67
and d7, there exists j € {a,b} such that o7 (u) = (67 (v1),...,0%(v)). We do a case analysis on f:

Case f € {senc, aenc, pk, sign, vk, h, ( }}: In this case, by the rewriting system Op, we have that
of (u)d = £(0% (v1), ..., 0% (vm)]). Since by inductive hypothesis, 67 (vy,) is in normal form, for all
ke {1,...,m}, we can deduce that 6/ (u) is also in normal form and root(d? (u)) = f = root(u).

Case f = sdec: Then by definition of 67 and d;, we have that 67 (u) = sdec(0% (v1), 67 (v2)), with
j € {a,b}. By inductive hypothesis, we have that ¢/ (v1) and 07 (vz) are both in normal form and
have the same root as v; and v respectively.

Assume first that sdec can not be reduced, i.e. 67 (u)] = sdec(d% (v1){, % (v2)}) and so 7 (u) =
sdec(d5 (v1), 0% (v2)). Thus the result holds. Otherwise, if sdec can be reduced, it implies that there



exists wq,wy such that 5?(1)1) = senc(wy,ws) and 55(1)2) = wy. But by definition of 5]9, there
must exist k € {a,b}, and wy,ws such that 6% (vi) = senc(dy (w}),d; (wh)), vi = senc(w},wy),
wy = 6p(wy) and wy = 6;(wy). Thus, we have that 67 (v2) = o (w3). Thanks to Lemmas [5.4]
and [55] we can conclude that vy = wj and so u = sdec(senc(w],w}),w)). But in such a case, we
would have that u is not in normal form which contradicts our hypothesis.

Case f = check: Then by definition of 67 and J;, we have that 07 (u) = check(d} (v1), 07 (v2)),
with j € {a,b}. By inductive hypothesis, we have that 07 (v;) and 67 (v2) are both in normal form
and have the same root as v; and vy respectively.

Assume first that check can not be reduced: this case is analogous to the sdec one and can be
handled similarly. Otherwise, if check can be reduced, it implies that there exist wi,ws such that
6% (v1) = sign(w1, w2) and 6% (v2) = vk(wg). But by definition of 67, there must exist k € {a,b}, and
wh, wy such that 67 (v1) = sign(dy (wy), o (w5)), vi = sign(wy, wy), w1 = & (wy) and wy = 0 (w3).
Thus, we have that 67 (v2) = vk(dy(w5)) = 97 (vk(ws)). Thanks to Lemmas [5.4] and .5 we can
conclude that vy = vk(w}) and so u = check(sign(w?], w}), vk(w}). But in such a case, we would
have that u is not in normal form which contradicts our hypothesis.

Case f = adec: Then by definition of 7 and d;, we have that 6 (u) = adec(d}(v1), 07 (v2)),
with j € {a,b}. By inductive hypothesis, we have that 67 (v1) and 47 (v2) are both in normal form
and have the same root as v; and vy respectively.

Assume first that adec cannot be reduced: this case is analogous to the sdec one and can be
handled similarly. Otherwise, if adec can be reduced, it implies that there exist wi,wy such that
0 (v1) = aenc(wy, pk(wz)) and 8% (v2) = ws. But by definition of 47, there must exist k € {a, b},
and wf, wy such that 07 (v1) = aenc(dy (wy), pk(dy (ws))), v1 = aenc(wy, pk(wy)), wi = dg(w}) and
wy = O (wy). Thus, we have that §7(va) = dy(wy). Thanks to Lemmas [5.4] and B3] we can
conclude that vo = wh and so u = adec(aenc(w/, pk(wj)), wh). But in such a case, we would have
that v is not in normal form which contradicts our hypothesis. O

Lemma B.1. Let p be a renaming of name of base type. Let u be a term, C' a context (possibly
a hole) built over Fo and vy, ..., vy terms such that u = Clv1, ..., 0], {vi,...,vm} = Fet g, (u)
and dom(p) do not occur in w. If for all i € {1,...,m}, v;l # kp for any k € dom(p), then we
have that 6f(u) = 6 (u).

Proof. We prove this lemma by induction on the syntactic size of |C].

Base case |C| =0 : In this case, C is a hole which means that either root(u) & Fy, or u is of the
form f(tag;(u1),us) with f € {senc, aenc,sign} and ¢ € {a,b}, or u is of the form h(tag;(u1)) with
i € {a,b}. Remember that ul # kp for any k € dom(p). We do a case analysis on u :

Case uw € N'U X: In such a case, since we assume that u] # kp for any k € dom(p), then by
definition of 62 and d;, we have that 62(u) = u = &} (u).

Case u = f(uy,...,u,) with f € Fo: f ¢ Fo implies that f € Fq U Frag, with d € {a,b}. Thus,
by definition of 62 and 0}, we have that 62(u) = f(64(u1),...,05(un)) = 8 (u).

Case u = f(tagy(u1),u2) with d € {a,b} and f € {senc, aenc,sign}: In that case, we have by
definition of 62 and 4, that 67 (u) = f(tagy (64 (u1)), 84 (uz)) = 0, (u).

Case u = h(tagy(u1)) with d € {a,b}: This case is analogous to the previous one and can be
handled in a similar way.

Inductive step |C| > 1 : In this case, we know that u = f(uy,...,u,) with f € F5. But |C| > 1 also
implies that for all ¢ € {1,...,n}, there exists a sub context C; (possibly a hole) of C such that
u; = Cyfvi, ... v}, ] and {v},..., v}, } = Fetz (u;). Note that Fetz,(u;) € Fetr,(u). Since C; is
a sub context of C, then thanks to our hypothesis, we have that for all j € {1,...,m;}, v§¢ Z< kp
for any k € dom(p). Thus we can apply our inductive hypothesis and deduce that 6% (u;) = 8} (u;).
Since C' # [ ] and f € Fp, it must be the case that root(u;) # tag, for any k € {a,b}, thus
by definition of §# and 4}, since root(u) € Fy, we have that 0% (u) = f(62(u1),...,0%(uy,)) and
60 (u) = f(0 (u1),...,0; (uy)). Thanks to the previously established equalities 0% (u;) = 6} (u;) for
all i € {1,...,n}, we can conclude that 6% (u) = 0 (u). O



Lemma B.2. Leti € {a,b}. Let u € T(F;UFo, NUX). Let o be a ground substitution such that
fvars(u) C dom(a) and for all x € dom(«), za is in normal form. Let p a renaming of names of
base type such that dom(p) do not occur in u or o. We have that:

— 65([“]@'0‘) = 55([’&]1)55(@); and
— If aF test;([ul;) then 67 ([ulia)l = o7 ([u]icl).

Proof. We prove the two results separately. First of all, we show by induction on |u| that

57 ([ulicx) = 87 (] )67 (a0):

Base case |u] = 1: In this case, u € N UX. If u € N then we have that [u]; = v and so [u];a = u
and 07 (u) € N. Thus, we have that 6 ([u];a) = 67(u) = 67 (u)of (o) = 67([u];)6! (). Else if
u € X, then we also have that [u]; = u and 67 (u) = u. Thus, 6 (u)é! () = udf(«). Since u € X
and fvars(u) C dom(a), we have that ud?(a) = 67 (ua), thus 67 ([u];a) = 67 (ua) = ud? () =
07 (u)o7 (a) = 67 ([uli)67 ().

Inductive step |u| > 1: In this case, u = f(u1,...,u,). We do a case analysis on f.

Case f € F;: In such a case, we have that [u]; = f([u1];,...,[us];). But by definition of 467,
we have that 67 ([u];a) = f(67([u1];c), ..., 87 ([un)i)) and 6 ([u];) = (67 ([u1)i), ..., 07 ([un)i)). By
our inductive hypothesis, we can deduce that for all k € {1,...,n}, we have that 6! ([ug];a) =
07 ([ur]:)57 (). Thus, 67 ([ulic) = £(67 ([uali), - -, 67 ([un]i))67 (@) = 67 ([u]:)7 (a)-

Case f € {aenc,sign,senc}: In this case n = 2, and by definition of [u];, we have that [u]; =
f(tag;([u1]i), [ue)i). Thus, we have that 67 ([u];) = f(tag;(67([u1]:)),0F ([uz];)) and 67 ([ul;a) =
f(tag; (07 ([u1];cv)), 07 ([uz];cr)). But by our inductive hypothesis, we can deduce that 67 ([ug];o) =
62 ([uk)i)o? (), for all k € {1,2}. Thus, 67 ([u];a) = f(tag, (67 ([u1]:)0? (), 07 ([uz)i)d? (a)) and so
we conclude that 67 ([u];a) = 67 ([u];)0f ().

Case f = h: This case is analogous to the previous one and can be handled in a similar way.

Case f € {sdec,adec, check}: In this case n = 2, and by definition of [u];, we have that
[u]; = untag,(f([u1]i, [uz];)). Thus, we have that 67 ([u];) = untag,(f(67([u1];), 0! ([uz];))) and
6 ([u];r) = untag,(f(67 ([u1];c), 07 (Jue)icr))). Once again, with our inductive hypothesis, we can
deduce that 67 ([ug];a) = 67 ([uk];)0? (o), for k € {1,2}, and so we can conclude that 67 ([u];a) =
untag, (f(67 ([ua]s), 07 ([u2]:)))07 () = 0 ([u]:)5 ().

Else case: In this case, by definition of [u];, we have that [u]; = f([u1];, ..., [un];) and 67 ([u];) =
f(67([u1)i)s - - -, 67 ([un)i)). Thus, this case is similar to the case f € F;. Hence the result holds.

We now prove the second property, i.e. if a F test;([u];), then 67 ([u];a)) = 67 ([u];al). Once
again, we prove the results by induction on |ul:

Base case |u| = 1: In this case, u € NUX. In both cases, we have that [u]; = u and test;(u) = true.
If u € N, we know that 67 (u) € N and so 6! (u)| = 67 (u). But we also have that ual = ua = u.
Thus, we conclude that 6/ (ua)) = 6 (u)] = 67 (u) = 6 (ual). Else, if u € X, by hypothesis on «,
we deduce that ua] = uc. Furthermore, by Lemma [5.6 we also know that 67 (ual)] = 67 (ual).
Thus, we conclude that 6/ (ual) = 6f (ual)] = 67 (uer).

Inductive step |u| > 1: In this case, we have u = f(uq,...,u,). We do a case analysis on f.

Case f € F;: In such a case, we have that [u]; = f([u1]i,...,[un]:). Hence, we deduce that
82 ([u]ir) = F(0 ([ur]icw), . .., 07 ([un)ir)) and so 67 ([u];a)) = (67 ([ur]i)d, .., 07 ([un)ic)d)). But
test; ([u];) = /\;.L=1 test; ([u;];) which means that o F test;([u;];), for all j. Thus, by our induc-
tive hypothesis on uy,...,u,, we deduce that 87 ([u];a)l = (67 ([ur]icl), ..., 87 (un)icd))d =

Let’s denote t = f([u1]iad, ..., [un];a)). We can assume that there exists a context C built
on F; such that t = Clty,...,t,] with Fet(t) = {t1,...,tm} and t1,..., ¢, are in normal form.
Thus, by Lemma [5.2] there exists a context D (possibly a hole) such that t| = D[t;,,...,t;,]
with ji,...,5k € {0,...,m} and tg = ny,. But since tq,...,t, are all in normal form and



thanks to Lemma [5.6, we know that for all k& € {0,...,m}, 6?(t;) is also in normal form
and its root is not in F;. Moreover, thanks to Lemma [5.4] we know that t, = ¢, is equiva-
lent to 07 (t,) = 67(t,), for all p,q € {0,...,m}. Hence, we can apply Lemma such that
C[62(t1), ..., 00 (tn)[} = D[6P(t},),- .., 07 (t;,)]. Butsince C and D are both built upon F;, we have
that C[67(t1),...,00 (tn)[d = 07(Clt1,...,tn])d and D67 (t),),...,07(t;.)] = 67 (Dlts,, ..., t5])-
Hence, we can deduce that 67(t)] = 67 (t]). But we already know that t| = [u];] and 67 (¢)] =
6?([ul;)). Thus, we can conclude that 67 ([u];a)) = 67 ([ul;al).

Case f € {senc,aenc,sign}: In such a case, we have that [u|; = f(tag;([u1]:),[u2);) and
test;([u];) = test;([u1];) A test;([uz];). By definition of the rewriting system Oy, we have that
[u];a = f(tag;([u1]icl), [us]ial). Moreover, 67 ([u];) = f(tag; (67 ([u1]:)), 67 ([uz];)) and so we have
82 ([ul;a)d = f(tag; (67 ([ua]i)d), 67 ([uz];))). By our inductive hypothesis on u; and us, we
have that 67 ([ug];a)l = 55([uk}za¢) for k € {1,2}. Hence, we can deduce that 67 ([u];a)) =
F(tag, (07 ([u1 s ))), 67 ([ualiarl) = 67 (F(tag, (funliad), [alsad)). Thus, 62([ulic)) = 5¢ (ulial).

Case f = h: This case is analogous to the previous one and can be handled in a similar way.

Case f € {pk,vk, ()}: In this case, we have that [u]; = f([u1]s, ..., [us];) with n € {1,2}, and
test;([u];) = A} 1’cestz([u]] ). By definition of Oy, we have that [u];al = f([u1];al, [uz)ial). Thus,
this case is smnlar to the senc case and can be handled similarly.

Case f € {sdec,adec,check}: In such a case, we have that [u]; = untag,(f([u1];,[us2]:)) and
testi([u]i) = (tagi(untagi(f([ul]i, [UQ]Z))) = f([’ul]“ [UQL-))/\testi([ul]i)/\testi([uﬂi). But by hypoth—
esis, we know that « F test;([u];), thus tag,(untag, (f([u1]s, [u2]:)))al = f([u1]i, [uz)i)al. Hence, we
deduce that the root function symbol f can be reduced and the root symbol of the plain text is
tag;, i.e. there exists vy, v2 such that

— if f = sdec then [u;];al = senc(tagi(vl),vg), [ug];ad = vg and [u];ad = vy. It implies that
07 ([ur]id) = senc(tag; (6! (v1)), 07 (v2)) and so we can deduce that 67 ([u];al) = 67 (v1) =

untag, (sdec(3? ([u1]iax)), 6 ([us:al))) |
pk(va)), [us];al = ve and [u);a = v1. It implies that

— f = adec: [u1]ia] = aenc(tag;(v1),
67 ([u1];al) = aenc(tag; (67 (v1)), pk(6?(v2))) and so we can deduce that 67 ([u];al) = 6¢ (v1) =
untag; (adec(d! ([u1]icrl), 67 ([uz]ia))))d

— f = check: [u1];al = sign(tag;(v1),v2), [us]iad = vk(vz) and [u);al = vy. Tt implies that
0 ([ur]iad) = SIgn(tagz((Sp Ul)) 8?(v2)) and so we can deduce that 67 ([ul;ad)) = 67 (v1) =
untag, (check (3¢ ()i ), 37 ([u2)sexd))

In all cases, the following equality holds: untag, (f(67 ([u1]icdl), 07 ([us)icd)))d = 67 ([ul;al). But
by inductive hypothesis, we know that 67 ([ux]iad) = 67 ([ug)ix)l, for k € {1,2}. Thus, since we
also have that 6 ([u];a)l = untag, (f(67 ([u1]i)d, 67 ([uz]ia)d)){, we can conclude that 67 ([u];a)) =
untag, (F(07 ([ur)icrl), 67 ([uzlicl )] = o ([ulicrl)-

Case f = proj;, j = 1,2: In this case n = 1, and [u]; = f([u1];). Since a F test;([u];),
we have that there exists vy, vy such that [ui];a) = (vi,v2) and so 55([u]ia¢) = 67(vj). But
by inductive hypothesis, we have that 67 ([ui];a)l = 07 ([u1]ic) = (67 (v1),67(v2)). Hence,
5 (ulsa) ) = F(32 (1))} = F(32 ([ur)sx) L)L = 67 (0y) ). But we showed that 67(vy) = ).
thus by Lemmal[5.6] 67 (v;) is in normal form. Hence we have that 67 ([u];a)) = 67 (v;) = 07 ([ul;l)
which allows us to conclude. O

Corollary B.1. Leti € {a,b}. Let u,v € T(F;UFo, NUX). Let o be a ground substitution such
that foars(u) C dom(a) and for all x € dom(w), za is in normal form. Let p a renaming of names
of base type such that dom(p) do not occur in u,v or a. We have that : If o E test;([u];) Atest; ([v];)
then [u];al = [v];ad is equivalent to 67 ([u];)6f (a)l = 67 ([v]:)df ().

Proof. Thanks to Lemma B4 [u];a = [v];ad is equivalent to 67 ([u];al) = 67 ([v];al). But
thanks to Lemma [B2] we have that 67 ([u];a)) = 67 ([u];a)d = 5p([u]l) P(a)) and 67 ([v];al) =
82 ([v]i)d = 67 ([v];)07 ()] Thus, the result holds. O



Lemma B.3. Leti € {a,b}. Let u,v € T(F; UFy, NUX). Let o be a ground substitution such
that foars(u) C dom(ar) and for all x € dom(w), za is in normal form. Let p a renaming of names
of base type such that dom(p) do not occur in u,v or . We have that :

a F test; ([u];) is equivalent to 67 (c) E test; (67 ([u];))

Proof. We prove this result by induction on |u] :

Base case |u| = 1: In this case, we have that w € N'U X, and thus [u];, 67 ([u];) € N UX. But
then by definition, test;([u];) = true and test;(67([u];)) = true. Thus the result trivially holds.

Inductive step |u| > 1: Then, we have that u = f(u1,...,u,). We do a case analysis on f:

Case f € F; U {pk,vk, ( )}: In this case, we have that [u]; = f([u1];,...,[us]:) and 67 ([u];)
f(067 ([u1li), - - -, 07 ([unli)). Thus, we deduce that test;([u];) = /\;-L:1 test; ([u;];) and test; (67 ([u];))
/\?:1 test; (67 ([u;]:)). By inductive hypothesis on u1, ..., uy, the result holds.

Case f € {senc,aenc,sign}: In this case, we have that [u]; = f(tag;([u1];), [u2];) and 67 ([u];) =
f(tag; (07 ([u1]s)), 0¢ ([uz];)). Thus, we deduce that test; (67 ([u];)) = test; (67 ([u1]i)) A test; (67 ([uz];))
and test; ([u];) = test;([u1];) A test;([uz];). By inductive hypothesis on uq, us, the result holds.

Case f = h: This case is analogous to the previous one and can be handled in a similar way.

Case f € {sdec,adec,check}: In this case, we have that [u]; = untag,(f([u1]i,[uz];)) and

6?2 ([u];) = untag, (f(67 ([u1];), 67 ([uz];))). Thus, we deduce that:

— test;([ul;) = testi([u1];) A test;([uz]i) A tag, (untag, (f([uili, [uz]i))) = f(fuai, [ua:)

— test; (57 ([u:)) = test;(57 ([un]:)) A test; (67 ([uz]:))

A tag; (untag; (f(67 ([ua]i), 07 ([u2]:)))) = (67 ([uali), 07 ([uzli))

Whether we assume that « F test;([u];) or 67 () F test; (67 ([u];)), we have by inductive hypoth-
esis that o F test;([ug);) for k& € {1,2}. Thus by Lemma B2 it implies that 67 ([ug];a)) =
67 ([ur)i)of ()], for k € {1,2}. We do a case analysis on f :

— f = sdec: a F tag;(untag, (f([u1]:, [u2]i))) = f([u1l;, [us]:) is equivalent to there exists vy, vy
such that [u;];a) = senc(tag;(v1),v2) and [us];al = vo. But by Lemma [54] it is equivalent
to 07 ([u1];al)) = senc(tag; (67 (v1)), 67 (v2)) and 67 ([uz]ia)) = 67 (v2). Thus, it is equivalent
to 67([u1];)6?(a)d = senc(tag;(67(v1)), 6 (v2)) and 67 ([ug];)0f (o)l = 67(ve). Hence it is
equivalent to 07 (a) F tag;(untag; (f(] ([u1li), 67 ([u2]:)))) = (67 ([uali), 67 ([u2:))

— f = adec and f = check : Similar to case f = sdec.

Case f € {proj;, proj,}: In this case, we have that [u]; = f([u1];) and 67 ([u];) = (67 ([u1];)).

Thus, we deduce that :

— test;([u];) = test;([u1]s) A (projy ([u1]:), proja ([uali)) = [uals

— test; (67 ([uli)) = test;(df ([u1]:)) A (projy (67 ([ua]i)), proja (67 ([ua]s))) = 6 ([ua]i)
Whether we assume that o F test;([u];) or 67 («) F test; (67 ([u];)), we have by inductive hypothesis
that « F test;([u1];). Thus by Lemma [B.2] it implies that 67 ([u1];cl) = 67 ([u1];)0f ().

But a F (proj; ([u1];), projs([u1]:)) = [u1]; is equivalent to there exists vy, vo such that [u;];al =
(v1,v2), which is equivalent to 67 ([ui];al) = (67 (v1), 07 (v2)) thanks to Lemma 5.4 We showed
that it is equivalent to 67 ([u1];)6? ()l = (67(v1),0¢(v2)), which allows us to conclude that
?p(':[ <]PF)OJ'1([U1]1‘)’ projy([u1];)) = [ua]; is equivalent 07 (c) F (projy (87 ([u1]i)). proja (67 ([u1l:))) E

; W1]s)-

We are now focus on the message that will be send the network during the execution of the
processes. For a term u that does not contain any tag, we defined in Section 5.1l a way to construct
a term that is properly tagged (i.e. [u];). Hence, for a term properly tagged, we would never have
senc(n, k) where n and k are both nonces, for example. Instead, we would have senc(tag;(n), k).
However, even if we can force the processes to properly tag their term, we do not have any control



on what the intruder can build. Typically, if the intruder is able to deduce n and k, he is allowed to
send to a process the term senc(n, k). Similarly, while we can restrict our processes to only apply
vk and pk on a nonce, we can not restrict the intruder from using those cryptographic primitive
with terms different from a nonce.

Thus, we define the notion of flawed tagged subterm of a term.

Definition B.1. Let u be a ground term in normal form. We define the flawed tagged subterm of
u, denoted Flawed(u), is the set of subterms v € st(u) such that either:

— v = f(uy,us) with f € {senc,aenc,sign} and root(u,) ¢ {tag,,tag,} for some uy,us; or

— v = h(u) and root(u;) ¢ {tag,,tag,} for some u; or

— v ="f(u) with f € {pk,vk} and v & N for some u; or

— v ="f(uy,...,u,) with f € {sdec, adec, check, proj;, proj,} for some uy,..., u,.

Note that all subterm with a destructor is considered as flawed. Indeed, we saw in Section [5.]]
that a process P4 tagged with the tag a may output the instantiation of [u], only if it satisfies the
the instantiation of the conditional testy,), (a). But as already mentioned in Subsection .T.T.2]
testy,), (a) verifies that the computation done by P4 on [u], succeed properly, i.e. the destructors
from sdec, adec, check, proj;, projy, untag,, untag, are reduced before sending the instantiation of
[u], over the network. But once again, we cannot restrict the intruder from misusing those
cryptographic primitives. Thus, he is allowed to send sdec(n, k) to a process. Hence, to sum up,
Flawed(u) represents all the subterm of w that the intruder is s