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Abstract. We propose a framework for timing attacks, based on (a variant of)
the applied-pi calculus. Since many privacy properties, as well as strong secrecy
and game-based security properties, are stated as process equivalences, we focus
on (time) trace equivalence. We show that actually, considering timing attacks
does not add any complexity: time trace equivalence can be reduced to length
trace equivalence, where the attacker no longer has access to execution times but
can still compare the length of messages. We therefore deduce from a previous
decidability result for length equivalence that time trace equivalence is decidable
for bounded processes and the standard cryptographic primitives.

As an application, we study several protocols that aim for privacy. In particular,
we (automatically) detect an existing timing attack against the biometric passport
and new timing attacks against the Private Authentication protocol.

1 Introduction

Symbolic models as well as cryptographic models aim at providing high and strong
guarantees when designing security protocols. However, it is well known that these
models do not capture all types of attacks. In particular, most of them do not detect
side-channel attacks, which are attacks based on a fine analysis of e.g., time latencies,
power consumption, or even acoustic emanations [34,12]. The issue of side-channel at-
tacks is well-known in cryptography. Efficient implementations of secure cryptographic
schemes may be broken by a fine observation of the computation time or the power
consumption. Of course, counter-measures have been proposed but many variations of
side-channel attacks are still regularly discovered against existing implementations.
The same kind of issues occur at the protocol level as well. For example, the biomet-
ric passport contains an RFID chip that stores sensitive information such as the name,
nationality, date of birth, etc. To protect users’ privacy, data are never sent in the clear.
Instead, dedicated protocols ensure that confidential data are sent encrypted between
the passport and the reader. However, a minor variation in the implementation of the
protocol in the French passport has led to a privacy flaw [9]. Indeed, by observing the
error message when replaying some old message, an attacker could learn whether a
given passport belongs to Alice or not. The attack has been fixed by unifying the er-
ror messages produced by the passports. However, it has been discovered [25] that all
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biometric passports (from all countries) actually suffer from exactly the same attack as
soon as the attacker measures the computation time of the passport instead of simply
looking at the error messages.

The goal of the paper is to provide a symbolic framework and proof techniques
for the detection of timing attacks on security protocols. Symbolic models for secu-
rity protocols typically assume “the perfect encryption hypothesis”, abstracting away
the implementation of the primitives. We proceed similarly in our approach, assuming
a perfect implementation of the primitives w.r.t. timing. It is well known that imple-
mentation robust against side-channel attacks should, at the very least, be “in constant
time”, that is, the execution time should only depend on the number of blocks that need
to be processed. “Constant time” is not sufficient to guarantee against timing attacks
but is considered to be a minimal requirement and there is an abundant literature on
how to design such implementations (see for example the NaCl library [1] and some
related publications [33,16]). One could think that side-channel attacks are only due to
a non robust implementation of the primitives and that it is therefore enough to analyze
in isolation each of the cryptographic operations. However, in the same way that it is
well known that the perfect encryption assumption does not prevent flaws in protocols,
a perfect implementation of the primitives does not prevent side-channel attacks. This is
exemplified by the timing attack found against the biometric passport [25] and the tim-
ing attacks we discovered against the Private Authentication protocol [7] and several of
its variants. These attacks require both an interaction with the protocol and a dedicated
time analysis. Robust primitives would not prevent these attacks.

Our first contribution is to propose a symbolic framework that models timing attacks
at the protocol level. More precisely, our model is based on the applied-pi calculus [4].
We equip each function symbol with an associated time function as well as a length
function. Indeed, assuming a perfect implementation of the primitives, the computation
time of a function typically only depends on the size of its arguments. Each time a pro-
cess (typically a machine) performs an observable action (e.g., it sends out a message),
the attacker may observe the elapsed time. Our model is rather general since it inher-
its the generality of the applied-pi calculus with e.g., arbitrary cryptographic primitives
(that can be modeled through rewrite systems), possibly arbitrarily replicated processes,
etc. Our time and length functions are also arbitrary functions that may depend on the
machine on which they are run. Indeed, a biometric passport is typically much slower
than a server. Moreover, a server usually handles thousands of requests at the same time,
which prevents from a fine observation of its computation time. Our model is flexible
enough to cover all these scenarios. Finally, our model covers more than just timing
attacks. Indeed, our time functions not only model execution times but also any kind of
information that can be leaked by the execution, such as power consumption or other
“side-channel” measurements.

Our second main contribution is to provide techniques to decide (time) process
equivalence in our framework. Equivalence-based properties are at the heart of many
security properties such as privacy properties [29,9] (e.g., anonymity, unlinkability, or
ballot privacy), strong secrecy [19] (i.e. indistinguishability from random), or game-
based security definitions [5,27] (e.g., indistinguishability from an ideal protocol). Side
channel attacks are particularly relevant in this context where the attacker typically tries
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to distinguish between two scenarios since any kind of information could help to make a
distinction. Several definitions of equivalence have been proposed such as trace equiva-
lence [4], observational equivalence [4], or diff-equivalence [18]. In this paper, we focus
on trace equivalence. In an earlier work [24], we introduced length (trace) equivalence.
It reflects the ability for an attacker to measure the length of a message but it does not
let him access to any information on the internal computations of the processes.

Our key result is a generic and simple simplification result: time equivalence can be re-
duced to length equivalence. More precisely, we provide a general transformation such
that two processes P and () are in time equivalence if and only if their transformation
P and Q are in length equivalence, that is P ~y; QQ < Py Q This result holds for an
arbitrary signature and rewriting system, for arbitrary processes - including replicated
processes, and for arbitrary length and time functions. The first intuitive idea of the re-
duction is simple: we add to each output a term whose length encodes the time needed
for the intermediate computations. The time elapsed between two outputs of the same
process however does not only depend on the time needed to compute the sent term
and the corresponding intermediate checks. Indeed, other processes may run in parallel
on the same machine (in particular other ongoing sessions). Moreover, the evaluation
of a term may fail (for example if a decryption is attempted with a wrong key). Since
we consider else branches, this means that an else branch may be chosen after a failed
evaluation of a term, which execution time has to be measured precisely. The proof of
our result therefore involves a precise encoding of these behaviors.

A direct consequence of our result is that we can inherit existing decidability re-
sults for length equivalence. In particular, we deduce from [24] that time equivalence is
decidable for bounded processes and a fixed signature that captures all standard cryp-
tographic primitives. We also slightly extend the result of [24] to cope with polynomial
length functions instead of linear functions.

As an application, we study three protocols that aim for privacy in different appli-
cation contexts: the private authentication protocol (PA) [7], the Basic Authentication
Protocol (BAC) of the biometric passport [2], and the 3G AKA mobile telephony proto-
col [10]. Using the APTE tool [22] dedicated to (length) trace equivalence, we retrieve
the flaw of the biometric passport mentioned earlier. We demonstrate that the PA pro-
tocol is actually not private if the attacker can measure execution times. Interestingly,
several natural fixes still do not ensure privacy. Finally, we provide a fix for this proto-
col and (automatically) prove privacy. Similarly, we retrieve the existing flaw on the 3G
AKA protocol.

Related work. Several symbolic frameworks already include a notion of
time [15,30,26,31,32]. The goal of these frameworks is to model timestamps. The sys-
tem is given a global clock, actions take some number of “ticks”, and participants may
compare time values. Depending on the approach, some frameworks (e.g. [15,30]) are
analysed using interactive theorem provers, while some others (e.g. [26,32]) can be
analysed automatically using for example time automata techniques [32]. Compared to
our approach, the representation of time is coarser: each action takes a fixed time which
does not depend on the received data while the attack on e.g. the biometric passport
precisely requires to measure (and compare) the time of a given action. Moreover, these
frameworks consider trace properties only and do not apply to equivalence properties.
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They can therefore not be applied to side-channel analysis.

On the other hand, the detection or even the quantification of information possibly
leaked by side-channels is a subject thoroughly studied in the last years (see
e.g. [35,13,37,17,11]). The models for quantifying information leakage are typically
closer to the implementation level, with a precise description of the control flow of
the program. They often provide techniques to measure the amount of information
that is leaked. However, most of these frameworks typically do not model the crypto-
graphic primitives that security protocols may employ. Messages are instead abstracted
by atomic data. [35] does consider primitives abstracted by functions but the framework
is dedicated to measure the information leakage of some functions and does not apply
to the protocol level. This kind of approaches can therefore not be applied to protocols
such as BAC or PA (or when they may apply, they would declare the flawed and fixed
variants equally insecure).

Fewer papers do consider the detection of side-channel attacks for programs that in-
clude cryptography [36,8]. Compared to our approach, their model is closer to the im-
plementation since it details the implementation of the cryptographic primitives. To do
so, they over-approximate the ability of an attacker by letting him observe the control
flow of the program, e.g. letting him observe whether a process is entering a then or
an else branch. However privacy in many protocols (in particular for the BAC and PA)
precisely relies on the inability for an attacker to detect whether a process is entering a
then (meaning e.g. that the identity is valid) or an else branch (meaning e.g. that the
identity is invalid). So the approach developed in [36,8] could not prove secure the fixed
variants of BAC and PA. Their side-channel analysis is also not automated, due to the
expressivity of their framework.

2 Messages and computation time

2.1 Terms

As usual, messages are modeled by terms. Given a signature F (i.e. a finite set of
function symbols, with a given arity), an infinite set of names A/, and an infinite set of
variables X, the set of terms 7 (F, N, X) is defined as the union of names N, variables
X, and function symbols of F applied to other terms. In the spirit of [6], we split F
into two distinct subsets F; and F.. JF, represents the set of destructors whereas F,.
represents the set of constructors. We say that a term ¢ is a constructor term if t does
not contain destructor function symbol, i.e. t € T (F., N, X). Intuitively, constructors
stand for cryptographic primitives such as encryption or signatures, while destructors
are operations performed on primitives like decryption or validity checks.

A term is said to be ground if it contains no variable. The set of ground terms may be
denoted by 7 (F,N) instead of 7 (F, N, (). The set of names of a term M is denoted
by names(M). i denotes a set of names. Substitutions are replacement of variables by
terms and are denoted by § = {M1/, ... M« /1 The application of a substitution ¢
to a term M is defined as usual and is denoted M 6. The set of subterms of a term ¢ is
denoted st(t). Given a term ¢ and a position p, the subterm of ¢ at position p is denoted
t|p. Moreover, given a term 7, we denote by ¢[r], the term ¢ where its original subterm
at position p is replaced by r.
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Example 1. A signature for modelling the standard cryptographic primitives (symmet-
ric and asymmetric encryption, concatenation, signatures, and hash) is Fsang = FUFy
where F. and F; are defined as follows (the second argument being the arity):

F. = {senc/2, aenc/2, pk/1, sign/2, vk/1, ()/2, h/1}

Fu = {sdec/2, adec/2, check/2, proj, /1, proj,/1, equals/2}
The function aenc (resp. senc) represents asymmetric (resp. symmetric) encryption with
corresponding decryption function adec (resp. sdec) and public key pk. Concatenation
is represented by () with associated projectors proj; and proj,. Signature is modeled
by the function sign with corresponding validity check check and verification key vk. h
represents the hash function. The operator equals models equality tests. These tests are
typically hard-coded in main frameworks but we need here to model precisely the time
needed to perform an equality test.

2.2 Rewriting systems

The properties of the cryptographic primitives (e.g. decrypting an encrypted message
yields the message in clear) are expressed through rewriting rules. Formally, we equip
the term algebra with a rewriting system, that is a set R of rewrite rules { — r such that
e T(F,X)NXandr € T(F,vars(f)). A term s is rewritten into ¢ by a rewriting
system R, denoted s — t if there exists a rewrite rule £ — r € R, a position p of s
and a substitution ¢ such that s|, = fo and t = s[rc],. The reflexive transitive closure
of —x is denoted by —7;.

A rewriting system R is confluent if for all terms s, u,v such that s —% wu and
s —x v, there exists a term ¢ such that u —% ¢ and v —7, t. Moreover, we say that R
is convergent if R is confluent and terminates.

A term t is in normal form (w.r.t. a rewrite system R) if there is no term s such that
t —r s. Moreover, if { —7% s and s is in normal form then we say that s is a normal
form of ¢. In what follows, we consider only convergent rewriting system R. Thus the
normal form of a term ¢ is unique and is denoted ¢,.

Example 2. We associate to the signature Fang of Example 1 the following rewriting
system:

sdec(senc(z,y),y) — = check(sign(z,y),vk(y)) — = proj; ((z,y)) =
adec(aenc(zx, pk(y)),y) — = equals(z,z) = x  projs({x,y)) =y

The two first rewriting rules on the left represent respectively symmetric and asymmet-
ric encryption. The first two rules on the right represent the left and right projections.
The rewriting rule check(sign(z,y),vk(y)) — 2 models the verification of signature:
if the verification succeeds, it returns the message that has been signed. Finally, the
equality test succeeds only if both messages are identical and returns one of the two
messages.

A ground term w is called a message, denoted Message(u), if v] is a constructor
term for all v € st(u). For instance, the terms sdec(a, b), proj; ({a, sdec(a, b))), and
proj; (a) are not messages. Intuitively, we view terms as modus operandi to compute
bitstrings where we use the call-by-value evaluation strategy.
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2.3 Length and time functions

We assume a perfect implementation of primitives and we aim at detecting side-channel
attacks at the protocol level. In standard robust implementations of encryption, the time
for encrypting is constant, that is, it does not depend on the value of the key nor the
value of the message but only on the number of blocks that need to be processed. So
the computation time of a function depends solely on the length of its arguments. For
example, assuming the size of m and k to be a multiple of the size of one block, the
time needed to compute senc(m, k), the encryption of the message m over the key k,
depends on the lengths of m and k. We thus introduce time functions as well as length
functions.

Length function For any primitive f € F of arity n, we associate a length function
from N™ to N. Typically, the length function of f indicates the length of the message
obtained after application of f, based on the length of its arguments. Given a signature F
and a set of length functions L associated to F, we denote by IenfL the length function in
L associated to f. Moreover we consider that names can have different sizes. Indeed, an
attacker can always create a bitstring of any size. Hence we consider an infinite partition
of A such that NV = U;enV; and each A; is an infinite set of names of size i. To ease
the reading, we may denote by n’ a name of ;.
The length of a closed message ¢, denoted leny, (t), is defined as follows:

leny (n') =i when n' € N
IenL(f(th . ,tk)) = IenfL(IenL(tl), ey IenL(tk))

We say that a set of length functions L is polynomial if for all f € F, there exists a
polynomial P € N[Xj,..., X,] (i.e. a polynomial of n variables, with coefficients in
N) such that for all z1,...,z, € N, IenfL(xl7 ..y xp) = P(x1,...,2,). The class of
polynomial time functions is useful to obtain decidability of (timed) trace equivalence.
A particular case of polynomial length functions are linear length functions, for which
the associated polynomial is linear. Note that the linear length functions are so far the
only functions that have been proved sound w.r.t. symbolic models [27].

Example 3. An example of set of length functions L associated to the signature F, of
Example 1 is defined as follows.

lenF"(z,y) =z len?*"(z,y) =z +y Ien%k(z) =z

Ien<L> (r,y)=1+z+y len?®(z,y) =z +y len¥ () =

In this example, the length of a encrypted message is linear in the size of the original
message and the length of the key. The concatenation of two messages is of length the
sum of the lengths of its arguments, plus some constant size used to code the frontier
between the two messages. Note that these length functions are polynomial and even
linear. These length functions are rather simple and abstract away some implementation
details such as padding but more complex functions may be considered if desired.
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Time function For each primitive f € F of arity n, we associate a time function
from N" to N. Given a set of time functions 7', we denote timefT the time function
associated to f in 7". Intuitively, time} (z1,...,x,) determines the computation time of
the application of f on some terms ug, ..., u, assuming that the terms u; are already
computed and the length of u; is x;. Finally, we define a constant function modelling
the computation time to access data such as the content of a variable in the memory,
usually denoted time% .

Example 4. Coming back to the signature Fgang of Example 1, we can define the set T°
of time functions as follows:

timef =1 timel™(z) =1 timef(z) =1 timel(x,y) =1

time3*(z,y) =2 timei(z,y) =z time () =z +y
In this example, concatenation and projections have constant computation time (e.g.,
concatenation and projections are done by adding or removing a symbolic link). The
asymetric encryption of m by k linearly depends on the size of m. We ignore here the
complexity due to the size of the key since key size is usually fixed in protocols. Note
it would be easy to add a dependency. Finally the time for an equality test is the sum
of the length of its arguments. This corresponds to a naive implementation. We could
also choose timeS*®*(z,y) = max(x,y). Our framework does not allow to model
efficient implementations where the program stops as soon as one bit differs. However,
such efficient implementations leak information about the data tested for equality and
are therefore not good candidates for an implementation robust against side-channel
attacks. Again, other time functions may of course be considered.

The computation time of a term is defined by applying recursively each correspond-
ing time function. More generally, we define the computation time of a term to assum-
ing that the terms in ¢ are already computed.

Definition 1. Let F be a signature, let L be a set of length functions for F and let T
be a set of time functions for F. Consider a substitution o from variables to ground
constructor terms. For all terms t € T(F,N,X) such that vars(t) C dom(o), we
define the computation time of t under the substitution o and under the sets L and T,
denoted ctimer, 1 (t, o), as follows:

ctimer, 7(t,0) = time. ifte XYUN
ctimer r(f(u1,...,upy),0) = timefT(ﬂl7 s ln) + Y0 ctimer, 7 (ug, 0)

if¢; = leng((u;0)]) and Message(u;0) is true Vi € {1,...,n}
ctimer p(f(u1,...,up),0) = Zle ctimer, r(u;, 0)

if Message(u;0) is true Vi € {1,...,k — 1} and Message(uy0) is false

Intuitively, ctimer, (¢, 0) represents the time needed to compute to] when the
terms of o are already computed and stored in some memory. Therefore the compu-
tation time of a variable represents in fact the access time to the memory. We assume in
this paper that all primitives are computed using the call-by-value evaluation strategy
with a lazy evaluation when failure arises. Hence, when computing f(u1, ..., u,) with
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the memory o, the terms wu; are computed first from left to right. If all computations
succeed then the primitive f is applied. In such a case, we obtain the computation time
timef-(leny, (u10l),.. ., leng (u,0l)) + 31| ctimer, 7 (u;, o). Otherwise, the compu-
tation of f(uq, ..., u,) stops at the first u, that does not produce a message. This yields
the computation time Zle ctimer, r(u;,0). We assume here that names are already
generated to avoid counting their generation twice. Hence the associated computation
time is also timeq)f the access time to the memory. We will see later in this section
how the computation time for the generation of names is counted, when defining the
semantics of processes.

3 Processes

Protocols are modeled through processes, an abstract small programming language. Our
calculus is inspired from the applied-pi calculus [4].

3.1 Syntax

The grammar of plain processes is defined as follows:

PQR:=0 | P+Q | P|Q | vkP | 'P |
letz =wuin Pelse@ | in(u,x).P | out(u,v).P

where u, v are terms, and z is a variable of X. Our calculus contains the nil process 0,
parallel composition P | @, choice P + @, input in(u, ). P, output out(u, v), replica-
tion vk. P that typically models nonce or key generation, and unbounded replication ! P.
Note that our calculus also contains the assignment of variables let z = u in P else Q.
In many calculus, let = w in P is considered as syntactic sugar for P{*/, }. However,
since we consider the computation time of messages during the execution of a process,
the operation let x = w in P is not syntactic sugar anymore. For example, the three
following processes do not yield the same computation time even though they send out
the same messages.

- Py =letx = senc(a, k). in out(c, h(n)).out(c, (z,z))

— Py = out(c, h(n)).let x = senc(a, k) in out(c, (z, x))
P; = out(c, h(n)).out(c, (senc(a, k), senc(a, k)))

Py first computes senc(a, k), and then outputs h(n) and (senc(a, k), senc(a, k)). Ps is
very similar but outputs h(n) before computing senc(a, k) meaning that the output of
h(n) will occur faster in P, than in P, thus an attacker may observe the difference.
Finally, P5 computes senc(a, k) twice and therefore takes twice more time.

The operation let x = w in P can also be used to change the default evaluation
strategy of terms. As mentioned in the previous section, we assume that all primitives
are computed using the call-by-value evaluation strategy with a lazy evaluation when
a failure arises. For example, the eager evaluation of a message senc(sdec(y, k), u) in
the process let x = senc(sdec(y, k), u) in P else () can be modelled with the following
process:

let 1 = sdec(y, k) in let x = senc(z1,u) in P else Q else let x5 = uwin @ else Q
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In this process, even if the computation of sdec(y, k) fails (else branch), then w is still
computed.

Note that the else branch in let z = w in P else () is used in case u cannot be com-
puted. For example, let z = sdec(a, @) in 0 else out(c, ok) would output ok. At last, note
that the traditional conditional branching (If-then-else) is not part of our calculus. We
use instead the assignment of variables and the destructor symbol equals. The traditional
process if u = v then P else @ is thus replaced by let z = equals(u,v) in P else Q
where = does not appear in P nor Q).

The computation time of some operation obviously depends on the machine on
which the computation is performed. For example, a server is much faster than a bio-
metric passport. We defined extended processes to represent different physical machines
that can be running during the execution of a protocol. For example, biometric passports
are distinct physical machines that can be observed independently. In contrast, a server
runs several threads which cannot be distinguished from an external observer.

The grammar for our extended processes is defined as follows:

AB:=[PiT] | 'A | A|B

where P is a plain process, ¢ is an integer, and 7T is a set of time functions. [P, i, T
represents a machine with program P and computation time induced by 7. The integer ¢
represents the computation time used so far on that machine. Note that inside a machine
[P,i,T), there can be several processes running in parallel, e.g. Py | ... | P,. We
consider that their executions rely on a scheduling on a single computation machine
and so the computation time might differ depending on the scheduling. The situation is
different in the case of a real parallel execution of two machines, e.g. A || B where the
attacker can observe the execution of A and B independently.

Messages are made available to the attacker through frames. Formally, we assume a
set of variables A X, disjoint from X. Variables of AX are typically denoted az1, ..., azy,.
A frame is an expression of the form ¢ = {azq > wq;...; az, > u,} where az; €
AX and u; are terms. The application of a frame @ to a term M, denoted M @, is defined
as for the application of substitutions.

Definition 2 (time process). A time process is a tuple (£, A, D, o) where:

— & is a set of names that represents the private names of A;

— & is a ground frame with domain included in AX. It represents the messages avail-
able to the attacker;

— A s an extended process;

— o is a substitution of variables to ground terms. It represents the current memory
of the machines in A.

3.2 Semantics

The semantics for time processes explicits the computation time of each operation.
In particular, for each operation, we define a specific time function representing its
computation time standalone, i.e. without considering the computation time required
to generate the messages themselves. Hence, given a set T' of time functions associ-
ated a physical machine, t_leting(n) represents the computation time of the assignation
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of a message of length n to a variable, whereas t_letelse represents the computation
time in the case the computation of the message fails; t_ing(n) (resp. t_outr(n)) corre-
sponds to the computation time of the input (resp. output) of a message of length n; and
t_commy(n) corresponds to the computation time of the transmission of the message
of length n through internal communication. At last, t_restrp(n) represents the time
needed to generate a fresh nonce of length n.

The semantics for time processes is similar to the semantics of the applied-pi cal-
culus [4] and is given in Figure 1. For example, the label out(M, az,,, j) means that
some message has been sent on a channel corresponding to M after some time j (j
is actually the total computation time until this send action). This message is stored
in variable ax,, by the attacker. Internal communications within the same machine (or
group of machines connected through a local network) cannot be observed by an at-
tacker, therefore the computation time of the corresponding machine increases but the
transition is silent (7 action). No external machines can communicate secretly since we
assume the attacker can control and monitor all communications (he can at least observe
the encrypted traffic). Lastly, note that the choice, replication and parallel composition
operators do not have associated time functions.

The - relation is the reflexive and transitive closure of £>, where w is the concate-
nation of all actions. Moreover, X is the relation - where tr are the words w without
the non visible actions (7). The set of traces of a time process P is the set of the possible
sequences of actions together with the resulting frame.

trace(P) = {(tr, vE' P

PE (AP, forsomef’,A’,Q’,a’}

Example 5. Consider the signature F, the set L of length functions of Example 3 and
the set 1" of time functions of Example 4 and assume that for all n € N, t_outp(n) = n.
Let a,b € Ny and k € N, with £,{,, € N. Consider the time process P =

(0, [out(c, {a,b)),0,T] ||[out(c, aenc(a, k)),0,T], D, D). Since we have len, (aenc(a, k)) =
(+lpk, leng, ({a, b)) = 20+1, ctimer, (aenc(a, b), 0) = £-£3, +2 and ctimer, 7((a,b),0) =
3, the set trace(A) is composed of four traces (s, P):

1. s =out(c, az1, £ - £3; + £+ Ly + 3) and & = {az; > aenc(a, k)}

2. s =out(c, ar1,2¢ +5) and & = {az; > (a,b)}

3. s = out(c, azy, ¥ - éik + 0+ lpr + 3).0ut(c, ax9,20 + 5) and & = {az; >
aenc(a, k); axg > (a,b)}

4. s = out(e, ax1,2¢ + 5).out(c, axa, L - éf)k + 0+l +3)and & = {az; >
(a,b); azg > aenc(a, k)}

Note that since each computation time is local to each machine, the last argument of
the out action is not necessarily increasing globally on the trace, as exemplified by the
third trace.

3.3 Example: the PA protocol

We consider (a simplified version of) the Passive Authentication protocol (PA), pre-
sented in [7]. It is designed for transmitting a secret without revealing the identity of
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(E,[letz =uin Pelse Q| R,i,T]||A,®,0) = (LET)
([P IR, TIA, @0 U{""/a})
if Message(uo) with j = i + ctimer 7 (u, o) + t_letiny (lenz, (uol))

(E,[letz =uin Pelse Q| R,i,T)|| A, ®,0) = (£,[Q | R,5,T]|| A, &,0) (ELSE)
if =Message(uo) with j = i + ctimer r(u, o) + t_letelser
(&, [out(u,t).Q1 | in(v,z).Q2 | R,i,T]|| A, ®,0) = (CommMm)

(‘Sv [Ql | Q2 | R;]aT} H A,@,O’ U {tO'J,/I})
if Message(uo), Message(vo), Message(to) and uo| = vol with j =i+
ctimer,r(u, o) + ctimer v (v, o) + ctimer r(t,0) + t.commy(leny (to))

(&, lin(u,2).Q | P,i,T]|| A, &,0) 2N (e 1Q | P4, T || A, &, 0 U{t/.}) (IN)

it M®| = t, fvars(M, N) C dom(®), fnames(M,N)NE =0,
N&| = uo, Message(MP), Message(NP), and Message(uo)
with j = i + ctimer, r(u, o) + t-iny(lenp (1))

(€. lout(u,1).Q | P,i T]|| A, @, 0) “0, (our)
(& [Q[ P4 T A ®U{az, >tol},0)
if M®| = ucl, Message(uo), fvars(M) C dom(®), fnames(M)NE = 0,
Message(M @), Message(to) and az, € AX,n = |P|+1
with j = i + ctimer, 7 (¢, 0) + ctimer, 7 (u, o) + t-outr(len (tol))
(E,[Pr+ P | R,i,T]|| A, ®,0) = (§,[P1 | R,i,T]|| A, &,0) (CHOICE-1)
(E,[Pr+ P | R,i,T]|| A, ®,0) = (&,[P2 | R,i,T]|| A, &,0) (CHOICE-2)
(&, vk.P | R,i,T]|| A, ®,0) = (EU{k},[P | R,5,T]|| A, &,0) (RESTR)
with j = i + t_restrr(¢) and k € Ny
(& ['P| R4, T]|| A ®,0) = (£, P| Pp| R,i,T]|| A ®,0) (REPL)
(5,'AHB,@7O)l)(g,'AHApHB,@,G’) (M'REPL)

where u, v, t are ground terms, x is a variable and p is used to rename variables in bvars(P) and
bvars(A) (resp. names in bnames(P) and bnames(A)) with fresh variables (resp. names).

Fig. 1. Semantics

the participants. In this protocol, an agent A wishes to engage in communication with
an agent B that is willing to talk to A. However, A does not want to compromise her
privacy by revealing her identity or the identity of B more broadly. The participants A
and B proceed as follows:

A — B : aenc({N,, pk(ska)), pk(skg))
B — A : aenc((N,, (Ny,pk(skp))), pk(ska))
else aenc(Ny, pk(skg))

A first sends to B a nonce IV, and her public key encrypted with the public key
of B. If the message is of the expected form then B sends to A the nonce V,, a freshly
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generated nonce /N, and his public key, all of this being encrypted with the public key
of A. If the message is not of the right form or if B is not willing to talk with A, then B
sends out a “decoy” message aenc(Ny, pk(skp)). Intuitively, this message should look
like B’s other message from the point of view of an outsider. This is important since
the protocol is supposed to protect the identity of the participants.

This protocol can be modeled in our process algebra as follows:

B(b,a) &ef in(c, z).let y = adec(x, sky) in

let z = equals(proj,(y), pk(ske)) in vny.out(c, aenc(M, pk(sk,))).0
else vnepror-out(c, aenc(Nerror, pk(skq))).0
else 0.

A(a,b) &ef vng.out(c, aenc({ng, pk(sk,)), pk(sky))).in(c, 2).0

where M = (proj, (y), {(ns, pk(sks))). The process A(a, b) represents the role A played
by agent a with b while the process B(b, a) represents the role B played by agent b
with a.

4 Time Equivalence

Privacy properties such as anonymity, unlinkability, or ballot privacy are often stated
as equivalence properties [29,9]. Intuitively, Alice’s identity remains private if an at-
tacker cannot distinguish executions from Alice from executions from Bob. Equiva-
lence properties are also useful to express strong secrecy [19], indistiguishability from
an ideal system [5], or game-based properties [27]. Several definitions of equivalence
have been proposed such as trace equivalence [4], observational equivalence [4], or diff-
equivalence [18]. In this paper, we focus on trace equivalence that we adapt to account
for length and computation times.

The ability of the attacker is now characterized by three parameters: the set of
cryptographic primitives, their corresponding length functions, and their correspond-
ing computation times (w.r.t. the attacker). Later in the paper, for decidability, we will
show that we can restrict the attacker to a finite set of names. So we define a length sig-
nature, usually denoted F, as a tuple of a symbol functions signature F, a set of names
N C N, and a set of length functions L, i.e. 7, = (F,N, L). Similarly, we denote a
time signature, usually denoted F;, as a pair containing a length signature F, and a set
of time functions T corresponding to the signature in Fy, i.e. Fy; = (F¢, T).

4.1 Time static equivalence

The notion of static equivalence has been extensively studied (see e.g., [3]). It cor-
responds to the indistinguishability of sequences of messages from the point of view
of the attacker. In the standard definition of static equivalence [3,14,28], the attacker
can only perform cryptographic operations on messages. [24] introduces length static
equivalence, that provides the attacker with the ability to measure the length of mes-
sages. Intuitively, two frames are in length static equivalence if an attacker cannot see
any difference, even when applying arbitrary primitives and measuring the length of the
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resulting messages. In this framework, we also provide the attacker with the capability
to measure computation times. We therefore adapt the definition of static equivalence
to account for both length and computation times.

Definition 3. Ler Fy; = (Fy,T) be a time signature with Fy = (F,N, L). Let £,&’
two sets of names. Let ® and &' two frames. We say that vE.P and vE'. ' are time
statically equivalent w.r.t. Fy;, written vE.® ~7t vE' &', when dom(P) = dom(P'),
fnames(vE.®,vE . D) N (' UE) = O and when for all i,j € N, for all M, N €
T(F,NU X) such that fvars(M, N) C dom(®) and fnames(M,N)N (EUE') =0,

we have:

— Message(M®) if and only if Message(MP')

— if Message(MP) and Message( N P) then
1. M®| = N®| ifand only M®'| = NP'|, and
2. lenp, (M®)) =i ifand only iflen,(MP']) = i; and
3. ctimey, (M, ®) = j iffctimer (M, ') =j

Consider the length signature Fy, we say that vE.D and vE'. D' are length statically
equivalent w.r.t. Fy, written vE.® Nf@ vE' P, when vE.P and vE'. @' satisfy the same
properties as above except Property 3.

4.2 Time trace equivalence

Time trace equivalence is a generalization of time static equivalence to the active case.
It corresponds to the standard trace equivalence [4] except that the attacker can now
observe the execution time of the processes. Intuitively, two extended processes P and
Q are in time trace equivalence if any sequence of actions of PP can be matched by the
same sequence of actions in Q such that the resulting frames are time statically equiv-
alent. It is important to note that the sequence of actions now reflects the computation
time of each action. We also recall the definition of length trace equivalence introduced
in [24], which accounts for the ability to measure the length but not the computation
time. We denote by =; the equality of sequences of labels, where the time parameters
of outputs are ignored. Formally, we define ¢; ... £, =4 £} ..., to hold when p = ¢
and

- forall N, M, ¢; = in(N, M) if and only if ¢; = in(N, M); and
- forall M, ax,, ¢; = out(M, azy, c) for some c if and only if ¢; = out(M, az,,, )
for some ¢’

Definition 4. Consider a time (resp. length) signature F. Let P and Q be two closed
time processes with fnames(P, Q) N bnames(P, Q) = 0. P T, Q (resp. P = Q)
if for every (tr,v€.D) € trace(P), there exists (tr',vE.P') € trace(Q) such that
vE.D ~] vE' P and tr = tr' (resp. vE.® ~] vE' P and tr =4 tr').

Two closed time processes P and Q are time (resp. length) trace equivalent w.r.t.
F, denoted by P =~ Q (resp. P %f Q), if PC) Qand P T, Q (resp. P Ef Q
and P Eéf Q).
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4.3 Timing attacks against PA

We consider again the PA protocol described in Section 3.3. This protocol should in
particular ensure the anonymity of the sender A. The anonymity of A can be stated as an
equivalence property: an attacker should not be able to distinguish whether b is willing
to talk to a (represented by the process B(b,a)) or willing to talk to a’ (represented
by the process B(b,a’)), provided that a, a’ and b are honest participants. This can be

modeled by the following equivalence:
”

(€,[B(b,a’),0,T]||[A(d’,]),0,T],®,0) =~ (€,[B(b,a),0,T]||[A(a,b),0,T],P,0)
with & = {skq, ska’, sk}, ® = {az1 > pk(ska); aza > pk(sky ); axs > pk(sks)}.

In the literature, the Private Authentication protocol was proved [23] to preserve
A’s anonymity when considering standard trace equivalence, i.e. without length and
time. However, an attacker can easily break anonymity by measuring the length of the
messages. Indeed, it is easy to notice that the length of the decoy message is smaller
than the size of the regular message. Therefore, an attacker may simply initiate a session
with B in the name of A:

C(A) = B : aenc({N.,pk(ska)),pk(skg))

If the message received in response from B is “long”, the attacker learns that B is
willing to talk with A. If the message is “small”, the attacker learns that A is not one of
B’s friends.

This attack can be easily reflected in our formalism. Consider the sequence of labels
tr(j) = in(c, aenc((n;, ax1), axs)).out(c, axg, j) and the corresponding execution on
B(b,a), where b is indeed willing to talk with a.

(&, [B(b,a),0,T] ||[A(a,),0,T],®,0) L (', [A(a,),0,T),® U {azs > M},0)

with M = aenc((n;, (ny, pk(sks))), pk(sks)) and & = € U {n,} for some o and j.
On the other hand, when the communication is between a’ and b then b detects that the
public key does not correspond to a’ and outputs the decoy message:

(&,[B(b,a’),0,T]||[A(a,1),0,T], D, 0) tr(z@ (&', 1A(a,)),0,T], U{azs > M'}, 0")

with M" = aenc(nerror, Pk(sk,)) for some o’ and j'. If the attacker computes the
length of the received message, he gets leny, (aenc({n;, (ny, pk(sks))), pk(sks))) =
20 + Ly + 2 and leny (aenc(nerror, pk(skq))) = £ with n;, np, Nerror € Np and
sky € Npi. Therefore the two resulting frames are not in length static equivalence,
thus

(&, [B(b,d),0,T] ||[A(a’,0),0,T1],2,0) #7; (£,[B(b,a),0,T]||[A(a,b),0,T],2,0)

To repair the anonymity of the PA protocol, the decoy message should have the same
length than the regular message.

PA-fix1 A first solution is to include N, in the decoy message which is set to be
aenc({N,, Error), pk(sk4)) where Error is a constant of same length than (N, pk(skg)).
However, this variant does not satisfy even trace equivalence since the attacker can
now reconstruct aenc({N,, Error), pk(sk 4)) when N, has been forged by himself.
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PA-fix2 To fix this attack, a natural variant is to set the decoy message to be
aenc({N,, Ng), pk(ska)), where Ny is a nonce of same length than ( Ny, pk(skg)).
However, this variant is now subject to a timing attack. Indeed, it takes more time
to generate Ny than IV, since Ny is larger. Therefore an attacker may still notice the
difference. Note that this attack cannot be detected when considering length trace
equivalence only.

PA-fix3 Finally, a third solution is to set the decoy message to be the cipher
aenc((Ng, (Ny, Error), pk(ska))) where Error is a constant of same length than
pk(skp). We show in Section 6 that due to our main result and thanks to the APTE
tool, we are able to prove this version secure, assuming that public keys are of the
same length (otherwise there is again a straightforward attack on privacy).

We will see in Section 6 that our tool detects all these attacks.

5 Reduction of time trace equivalence to length equivalence

We focus in this section on the key result of this paper: time equivalence reduces to
length equivalence. We show that this holds for arbitrary processes, possibly with repli-
cations and private channels (Theorem 1). This means that, from a decidability point
of view, there is no need to enrich the model with time. We also prove that our result
induces that time trace equivalence for processes without replication can also be re-
duced to length trace equivalence for processes without replication, even if we restrict
the names of the attacker. Finally, applying the decidability result on length trace equiv-
alence of [24], we can deduce decidability of trace equivalence for processes without
replication and for a fixed signature that includes all standard cryptographic primitives
(Theorem 2).

These three results rely on a generic transformation from a time process P to a
process P’ where the sole observation of the length of the messages exchanged in P’
reflects both the time and length information leaked by P.

5.1 Representing computation time with messages

The key idea to get rid of computation times is to attach to each term ¢ a special message,
called time message, whose length corresponds to the time needed to compute ¢. To that
extent, we first need to augment the signature used to describe our processes. Given a
time signature 7y = ((F,N, L), T), we extend it as ftT = ((?T, N,fT),TT), which
is defined as follows. We first add, for each function symbol f, a fresh function symbol?
whose length function is the time function of f, meaning that IenffT = timefT. Similarly,
for each action proc in the execution of a process, we add a new function symbol whose

length function represents the computation time of proc, that is Ien%’;’c = t_procp.

Lastly, we consider two new symbol functions plus/1 and hide/2 where the resulting
size of the application of plus is the sum of the size of its arguments, and hide reveals
only the size of its first argument. Since these news function symbols should not yield
information on the computation time other than by their size, we consider that all their

time functions are the null function. With these extended time signature J; , the time
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message of a term ¢, denoted [t] 1,7, can be naturally deﬁned. For instance, if t =
f(t1,...,tm) then [t]p v = plus([t1]r, 7, ... plus([tm]L, 7, T(t1,. .., tm)) .. .). Thanks
to the function symbol plus, the length of [¢];, r models exactly the computation time

of ¢.

5.2 Transformed processes

The computation time of a process becomes visible to an attacker only at some specific
steps of the execution, typically when the process sends out a message. Therefore the
corresponding time message should consider all previous actions since the last output.
In case a machine executes only a sequential process (i.e. that does not include processes
in parallel) then the computation time of internal actions is easy to compute. For exam-
ple, given a process P = in(c, x).vk.out(c, v), the computation time of P when v is out-
put can be encoded using the following time message plus(m;y,, plus(grestr (k), Mout))
where:

Min = p|US([$]L,T7 P|US([C]L,T, gm(z))) Mout = plUS([’U]L7T, p|US([C}L7T, gout(v)))

However, if a machine executes a process () in parallel of P, then the time message
m does not correspond anymore to the computation time when v is output since some
actions of () may have been executed between the actions of P. Therefore, we need
to “store” the computation time that has elapsed so far. To do this, we introduce cells
that can store the time messages of a machine and will be used as time accumula-
tor. Formally, a cell is simply a process with a dedicated private channel defined as
Cell(c,u) = out(c,u) | lin(e, z).out(c, ). Note that a cell can only alternate between
inputs and outputs (no consecutive outputs can be done). Thanks to those cells, we can
define a transformation for a time process P into an equivalent process w.r.t. to some
cell d and some length and time functions L and T respectively, denoted [P]”leT, where
the computation time can now be ignored.

Intuitively, each action of a plain process first starts by reading in the cell d and
always ends by writing on the cell the new value of the computation time. For instance,
[vk.P]{ = in(d,y).vk.out(d, plus(y, grestr(K))).[P]{ 1. Moreover, in the case of an
output, out(u, v) is transformed to out(u, (v, hide(t, k))) where t is the current value of
the computation time of the plain process and % is a fresh nonce. Hence, the attacker gets
information about the computation time of the process through the size of the second
message of the output. The most technical case is for the process let x = w in P else Q.
Indeed, if u is not a message then the process executes () instead of P. The main issue
here is that the computation time of u depends on which subterm makes the compu-
tation fail. This, in turn, may depend on the intruder’s inputs. Therefore we introduce
below the process LetTrr(c,t, [u],y) that determines which cryptographic primitive
fails and then returns on channel ¢ the computation time message that corresponds to
the execution of u, added to the existing computation time message y and ¢ being some
initial parameters.
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LetTrr(c, t, 0, u) = out(c, plus(u, t))
LetTrr(c, t, [t1;. . s tn],u) = LetTrr(c, t, [ta; . . . s tn], plus(u, [t1]n,7)) if t1 EN U X
LetTrr(c, t, [t1;. .. tn],u) = letx =1 in
LetTrr(c, t, [t2; - . . s tn], plus(u, [t1]n, 7)) else LetTrp(c, ¢/, [v1;. . .5 vm], w)
where t; = f(vi,...,vm), t' = f(v1,...,0m).

Thanks to this process, the transformed process [let = w in P else Q]CAT is defined as

follows where u = f(vy, ..., V), t = f(v1,...,0m).

in(d, y).let = w in out(d, plus(plus(y, Getin (x)), [u].7))-[P]% 1

else ve. (LetTrp(c,t, [U15. .. ; Um], Plus(y, Gietelse)) | in(c, 2).out(d, z).[Q]dL’T)
This transformation is naturally adapted to extended processes by introducing a cell for
each extended process A = [P,i,T), that is [A], = [vd.(Cell(d,n?) | [P]dL,T),i,T]
for some n’ € N.

5.3 Main theorem

We can finally state the main results of this paper. First, time equivalence can be reduced
to length equivalence, for any two processes.

Theorem 1. Let Fy; = ((F,N,L),T) be a time signature. Intuitively, T is the set of
time functions for the attacker. Consider two time processes Py = (€1, A1,P1,0) and
Py = (&, A, Ba, 0) with dom(Ps) = dom(P), built on (F, N, L) and time functions
sets Ty, ..., Ty. Let P] = (&1, [A1]L, P1,0) and Py = (€2, [As]L, Pa, D). Then

Fii - . / fT,Tl ,,,,, T, ,
Py ~," P if, and only if, Py ~, " P,

This theorem holds for arbitrary processes and for any signature and associated
rewriting system. It is interesting to note that it also holds for arbitrary time functions.
Moreover, the transformed processes P; and P} only add length functions which are
either linear or are the same than the initial time functions. It therefore does not add any
complexity. Note also that if 7P; and P, are two processes without replication then P
and P} are still processes with replication. For decidability in the case of processes with-
out replication, we need to further restrict the number of names given to the attacker. We
therefore refine our theorem for processes without replication with a slightly different
transformation. Instead of adding cells of the form out(c,u) | lin(e, z).out(c, x), we
unfold in advance the replication as much as needed in the extended process. As a con-
sequence, and relying on the decidability of time trace equivalence described in [24],
we can immediately deduce decidability of time trace equivalence for processes without
replication and polynomial time functions.

Theorem 2. Let Fy; = ((F,N, L), T) be a time signature such that F = Fgand ¥ Fo
where F, contains only one-way symbols, that are not involved in any rewrite rules. We
assume that L and T’ contain only polynomial functions. Then time trace equivalence
is decidable for time processes without replication.
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Anonymity Status Execution time
PA-Original timing attack 0.01 sec
PA-fix1 timing attack 0.01 sec
PA-fix2 timing attack 0.08 sec
PA-fix3 safe 0.3 sec

Unlinkability Status Execution time
BAC timing attack 0.08 sec
AKA timing attack 0.9 sec

Fig. 2. Timing attacks found with the APTE tool.

6 Application to privacy protocols

The APTE tool [21,22] is a tool dedicated to the automatic proof of trace equivalence
of processes without replication, for the standard cryptographic primitives. It has been
recently extended to length trace equivalence [24]. We have implemented our generic
transformation (Theorem 2) and thanks to this translator from time to length equiva-
lence, APTE can now be used to check time trace equivalence. Using the tool, we have
studied the privacy of three protocols:

PA Our running example is the Private Authentication Protocol, described in Sec-
tion 3.3. As explained in Section 4.3, this protocol suffers from length or time
attacks for several versions of it, depending on the decoy message. With the APTE
tool, we have found privacy attacks against all the fixes we first proposed. The
APTE tool was able to show privacy of our last version of PA.

BAC As explained in the Introduction, several protocols are embedded in biometric
passports, to protects users’ privacy. We have studied the Basic Access Control
protocol (BAC). With the APTE tool, we have retrieved the timing attack reported
in [25]. Note that this attack could not have been detected when considering length
trace equivalence only. Indeed, the returned message does not vary. The only no-
ticeable change is the time needed to reply. Even if APTE is guaranteed to always
terminate (since it implements a decidable procedure [21]), the corrected version
that includes a fake test was unfortunately out of reach of the APTE tool in its
current version (we stopped the computation after two days). This is due to the
fact that the BAC protocol contains several inputs and else branches which causes
state-explosion in APTE.

3G AKA protocol The 3G AKA protocol is deployed in mobile telephony to protect
users from being traced by third parties. To achieve privacy, it makes use of tem-
porary pseudonyms but this was shown to be insufficient [10]. Indeed, thanks to
error messages, an attacker may recognize a user by replaying an old session. The
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suggested fix proposes to simply use a unique error message. However, the proto-
col then remains subject to potential timing attacks (as for the BAC protocol). The
APTE tool is able to automatically detect this timing privacy attack.

Our study is summarized in Figure 2. The precise specification of the protocols and

their variants can be found in [20].
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A Preliminaries

A.1 Extended definition

The definition presented in Section 5 fits well for stating the main theorems. However
to prove these results, we need to extend these definitions.

Definition 5. Let F;, = (F,N, L) be a length signature. Let A and B two extended
processes. Let S. be a set of names. We say that B is a transformed extended process of

A through the cells S,, denoted B € [A] ic, when :

- if A=[P,i,T] then
o cither S, = () and B = [vd.(Cell(d,n?) | [P]%}T), i, T for some n' € N;
o or S, ={d} and B = [Cell(d,u) | [P]‘zj,j, T for some closed term u such
that leny, (u) = 4;
- if A=1A"then B=!B"and B' € [A'];
- if A = Ay || Ay then B = By || By such that By (resp. Bs) is a computation time
extended process of Ay (resp. By) through the cells S} (resp. S?) with S. = S'US?
and S} N S? = (.

The main concern of Definition 5 is about the management of cells. Indeed, in an
extended process ![P, ¢, T'], each instance of [P, i, T represents a new machine with an
independent computation time accumulator ¢. Hence, when we transform this process,
we have to create a new cell for each instance of [P, 4, T] which is expressed as:

lvd.(Cell(d,n') | [P1{ 1), i, T

Thus in this case, the identifier of the cell is not defined yet and will be once the
replication is unfolded. However, when the cell is already used then in a time pro-
cess (£, A, ®, o), the channels that are used for the cells will be included into £. Hence
an extended process [P, i, T] not under a replication in A would be transformed into
[Cell(d,u) | [P]%’T, i, T] and d will be included into the set of private set £. Moreover,
the term in the cell, i.e. the term u, cannot be really specified since it will depend on the
execution beforehand of the process. These specificities can be found in the following
definition of transformed time process.

Definition 6. Ler 7y = (F,N, L) be a length signature. Let P = (£, A, ®,0) be a
time process. We say that P’ = (&', A',®',0") is a transformed time process of P if
there exists a set S, such that

- ECE,S. CEwithéENS, =0; and

- A ¢ [A]}¢; and

- & ={axy > uy;...;ax, > uptand P = {axy > (u1,t1);...; a2y > (Up, tn)}
for some u;,t;, i € {1,...,n}; and

- 0J|d0m(a) =a.
Note that given a time process P, there exists an infinite number of transformed time

process, depending on the identifier of the cells we have (i.e. the set S..) and depending
on the previous outputted computation time (i.e. the terms t1,...,t, in @),
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B The transformation of process

Lemma 1. Let F; = ((F,N, L), T) be a time signature. For all termst € T (F,N U
X)), for all substitutions o of constructor terms, if Message(to) then

Ienfr ([t]L,TU\L) = ctimeL,T (t, O’).

Proof. We denote by g the constant in F* associated to time%. Moreover, for all
f € F, we denote by f° the function in F* associated to timefT. We prove the result by
by induction on |¢[:

Base case |t| = 1: In such a case, t € N'U X and so [t];r = gx. Thus, [t], 70l =
[t]1,7- Moreover, by definition, we have Ieng{; = time. Therefore, lenpr ([t rol) =
lenzr(gx) = Iengf’; = time7. Since ctimes r(t,0) = time7, we conclude that
ctimer r(t,0) = lenzr(t'al).

Inductive step |t| > 1: In such a case, t = f(t1,...,t,,) for some terms ¢1, ..., t,,. Let

o be a substitution of terms in 7 (F., N') and assume that Message(¢c). But Message(to)

implies that forall j € {1, ..., m}, Message(t;o). Moreover, since forall j € {1,...,m},

|t;| < |t| then by inductive hypothesis, we deduce that lenzr ([t;] 7o) = ctimer r(t;,0).
By definition of [¢]1, 1 , we have:

[t}L,T = p|US([t1]L,T, . p|US([tm]L7T, ff(th e ,tm)) .. )

Let’s now calculate len-r ([t] o). Since plus and ¢ are functions that does not
appear in the rewriting system, we have:

[tlr,rol = plus([t1]r,rol, ... plus([tn]rrol,u)...)

with u = f¢(¢t10, ..., t,;,o0l). Thus, we obtain that:

IenzT ([t]L,TUJ,) = IenzT (fe(tla\L, v ,tn,UJ/))
+200 lengr ([ty]z,7ol)

Since we already proved that len-r ([t;] 7o) = ctimer 7 (t;,0) forall j € {1,...,m},
we deduce that

Ienfr ([t]L,TU\L) = IenZT (fe(tla\L, ces ,tmd\l,))
+ z;r;l ctimeL7T(tj, o)

Moreover we have that lenzr (f¢(t10, = s tmol)) = IengT(lenZT (tiod),...,lenzr(tmal))
z
timefT(IenZT (trol),...,lenzr (tmal)). Since L C ' andt e T(Fe, NUX), we can
conclude that lenzr ([t]z 7o) = timel(lenz (t101), ..., lens (tmal)).

At last, by definition of ctimey, 1(¢,0), Message(to) implies ctimey (¢, 0) =
timef-(leny (t10l), ..., lenp (tmol)) + 327, ctimey, 7(t;, o). Hence, we can conclude
that lenzr ([t]z, rol) = ctimer r(t,0).

and by definition of ¢, we have that len-r = timefT. Therefore, we obtain lenzr (f°(t10, ..., tol)) =
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Lemma 2. Let Fy; = ((F, N, L), T) be a time signature. Forall uy, . . . ,u, € T(F,NU
X), for all substitution o of constructor terms, for all f € F, for all m < n, if
fvars(uy, ..., u,) C dom(c), v = f(uy,...,u,)andforalli{l,...,m—1}, Message(ui0),
then
(&, [LetTrr(c, v, [um, - - -, un],t) | Pi, T]|| A, &,0) =
(&, lout(c,t') | Pi',T]|| A, @,0")

implies that lenzr (tol) + ctimer, v (f(u1, ..., un),0) — S ctimer r(ug, 0) =
lenzr(t'o’))

Proof. We prove this property by induction on (max(|u;l, ..., |u,|),n —m).

Base case (N,0): In such a case, [tm,;...;u,] is in fact the empty sequence. Hence
LetTrr(c, v, [u1;. .. us], t) = out(c, plus(v, t)) and t' = plus(v, t). By hypothesis, we
know that Message(u;o) foralli € {1,...,m}. Thus we have ctimey, 7 (f(u1,...,up),0) =
timef-(leny (u1), . .., leny (uy,)) + S ctimer, 7(u;, o). But by definition of F in

—T .
Fii ., we have tlmefT = IenffT. Therefore we deduce that
n _
ctimer, v (f(u1,...,u,),0) — E ctimer, r(u;,0) = IenffT
i=1

Since lenzr (t'0")) = Ien%T + t, then the result holds.

Base case (1,n — m): In such a case, we have that foralls € {m...,n},u; € Y UN

and so Message(u,,o) is true. Moreover, we have that LetTrp(c, v, [tum; ... un], t) =

LetTrr(c, v, [Um1; - - -3 un], plus(t, gx)). By inductive hypothesis, we deduce that lenzr (plus(t, g )ol)+
ctimer, p(f(u1,. .., un), 0)721.11 ctimer, r(u;,0) = lenzr (t'0’|). Since ctimer, 7 (U, 0) =

time} = gy and lenzr (plus(t, gx)ol) = lenzr(tol) + lenzr(gx), then the result

holds.

Inductive step (N, n—m): Otherwise, we do a case analysis on the sequence [u1; . . . ; Up].
In the first case, u; € X' UN. This case is similar to the base case (1, n —m). Otherwise
we have that u,, = f'(v1,...,v) and:

LetTrr(c, v, [tm; .. s un),t) =
let x = u,, in
LetTrr(c, v, [um+1i- - - wnl, Plus(t, [um]z,T))
else
LetTrr(c, v/, [v1; ... ;vk], t)
where v/ = f/(vy,...,vy). Depending on whether Message(.,,,0) is true or not, a

execution of this process is either going into the then branch or the else branch.
Let’s assume first that Message(u,, ). In such a case,

(&, [LetTrp(c,v, [um, - .-, unl,t) | P,i,T)|| A, P, 0) AN
(5’ [Q | Pvi/7T} H A7¢70 U {umai/w )
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with Q = LetTrp(c, v, [um+1;- - - Un], plus(t, [um]r,7)). Thus by application of our
inductive hypothesis, we obtain that

(€.1Q| Pi.T)|| A, ,0") =
(€, lout(e, ) | P,i", T]|| A,,0")

implies lenr (plus(t, [um]z, 7)o" |)+ctimer, p(f(u1, . .., un), 0)=>_1" | ctimer, 7 (u;,0) =
len; = (t'0" ) with 0" = oU{*+7+ /. }. But len (plus(t, [up] 7)o" L) = lenzr (to” )+
lenzr ([um|z, 70" ). Since Message(u,, o) then we can apply Lemma 1 and obtain that
lenzr ([um|,70""}) = ctimer r(um,0"). Since x ¢ fvars(u,,) and x & foars(t)
then lenzr (to”']) = lenzr (o)) and ctimer, 7(um, o) = ctimer, 7(um, o). Thus we
conclude that lenzr (tol) + ctimer r(f(u1,...,un),0) — Z[’;l ctimer, r(u;,0) =
lenzr (t'o’)).
Assume now that —-Message(u,,0). In such a case,
(&, [LetTrr(c, v, [Um, - . . unl,t) | Pyi,T)|| A, &,0) =
(&, [LetTrp (e, v, [v1;. .5 uE),t) | P/, T)|| A, P, 0)

Buteach terms v; . . . , vy, are subterms of w,,, thus we can apply the inductive hypothesis
and obtain that:

(&, [LetTrr(c, v, [v1;. .. up), t) | P, T]|| A, &,0) =
(&, [out(c,t') | P,i",T)|| A, &,0")

implies lenzr (to”|) + ctimer, v (f'(v1, ..., v%),0) = lenpr (t'o’]).
By our hypothesis Message(u;jo) forall j = 1...m — 1 and =Message(u,, ), we
also have ctimer 7(f(u1,...,up),0) = Y iv, ctimer 7(u;,). Since f'(v1,...,v3) =

U, the result holds.

C Replacement of terms

Lemma 3. Consider a length signature (F, N, L). Consider three messages in nor-
mal form u, vy and vo. If leng,(v1) = leny, (ve) then leny(uo) = leny(u) where o =

{7 /2 }-

Proof. The result can easily be proved by induction on the size of |u| by following the
definition of leny,(-).

Lemma 4. Consider a signature F. Consider a function f such that f € F but does not
appear in the rewriting system. For all terms in normal form vy, . . . , vy, for all names
k, for all terms u, i

— iff(vi,...,vn) & st(u)l then uoc)| = ulo where ¢ = {f(v1vn) /11,
- ifk & fnames(u), then uc| = uloc where ¢ = {k/f(vly_”v")}.
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Proof. In the rewriting system that we consider, each rule is of the form ¢ — r where
fvars(r) C fvars(€). Moreover, we consider that fnames(¢) = fnames(r) = 0. Thus
if you consider that f(v1,...,v,) € st(u) then any occurrence of k in u corresponds
to an occurrence of f(v1,...,v,) in uo. Any rule applied on uo is applicable on u at
the same position. Let’s denote v and v’ such that v — v and uoc — v’ the respective
results of the application of this rule on u and uo.

Moreover, since f is not a symbol of the rewriting system which also does not con-
tain any name and since all variables of the right hand side of a rule is a variable of the
left hand side of a rewrite rule, we can deduce that k£ has the same occurrence in u than
f(v1,...,v,) in uo. Thus, we can deduce that v’ = vo. We conclude by induction of
the length of the reduction ©v —* uJ.

The symmetric proof can be done when k & fnames(u).

Lemma 5. Consider a time signature ((F,N, L), T). Consider a function f such that
f € F but does not appear in the rewriting system. Consider terms in normal form
V1,. .., U, and a name k such that leny,(f(v1,...,v,)) = leny (k).

For all terms u that does not contain f nor k, for all substitutions of constructor
terms o,

- iff(v1,...,vn) & st(o) then ctimer, r(u,0a) = ctimey, r(u, o) where o is the

mapping o = {f(vlw,vn)/k}.
— ifk & fnames(o), then ctimer, 1 (u, o) = ctimer, 1(u, o) where o is the mapping

a={"/tor,.om}

Proof. We prove the result by induction on |u|:

Base case |u| = 1: In such a case, we have that u € N'U X and so ctimey, 7(u,0) =
time7 and ctimey, 7(u, o) = times . Hence the result holds.

Inductive case |u| > 1: Otherwise v = g(uq,...,uy). If there exist j € {1,...,n}
such that ~Message(u;0) then ctimey 7(u,0) = Y.« ctimer 7 (u;, o) for some k.
Thus by inductive hypothesis, we deduce that:

Z ctimeL,T(ui,U) = Z ctimeL’T(ui,aa)

=1k i=1k

and so ctimey, 1 (u, o) = ctimer, r(u, oa).

If Message(u;o) for all j € {1,...,n}, then we have that ctimer, r(u,0) =
time%.(leng (u10l), ..., leng(u,ol))+> ;1. ctimer 7(u;, o). By Lemma 3, we have
that lenz (ujo)) = lenp(ujola) for all j € {1,...,n}. Moreover, by Lemma 4, we

have that ujolo = ujoal. Hence leng (ujol) = leng (ujocl) and so

time%. (leng, (u10l), ..., leng(uyol))

time%.(leny (u1oal), ..., leng (u,oal))

Since we already proved that )., ctimer 7(u;,0) =Y ._;. ctimer 7(u;, o) then
we can conclude that ctimey, 1 (u, o) = ctimer, r(u, oa).
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Lemma 6. Consider a signature F. Let £ be a set of names and @ a frame with only
constructor terms such that for all azx; € dom(®P), ax;® = (u;, hide(t;, k;)) with u;, t;
two messages, k; € £ and k; is not deductible in vE.P.

Consider a mapping 6 = {<Pr°j1(“zf’)’k;>/awi}ie{l,m’n} withn = |P| and k;, € N
such that k| & fnames(®P). Consider the mapping o = {k;/hide(thki)}. At last, consider
the frame &' such that for all ax; € dom(P), ax;®’ = (u,;0, hide(t;o, k;))

Let M be a term such that fvars(M) C dom(®P) and fnames(M) N E = (. More-
over, consider that for all i € {1,...,n}, k. & fnames(M). We have MOP'| =
(M®|)o and Message(MOP') if and only if Message(M ).

Proof. Let M be a term such that fvars(M) C dom(®), fnames(M) N E = () and for
alli € {1,...,n}, ki & fnames(M). We show by induction on |M| that MOP'| =
(M®|)o and Message(M09') if and only if Message(M P).

Base case |[M| = 1: In such a case, we have that M € A U AX. In both cases,
we deduce that Message(M ®). Moreover, M®| = M®. If M € N, we have that
M® = M = MOP'|. Thus the result holds. If M € AX then we deduce that
M® = (uy;,hide(t;, k;)) and az; 9" = (u;o0,hide(t;o,k;)) for some ¢ € {1,...,n}.
Since M6 = (proj,(az;), k), we deduce that MOP'| = (u;o,k}). Thus, we con-
clude that (M®|)o = MPo = MOP'|. Moreover, we have Message(M6OP') and
Message(MP). Hence the result holds.

Inductive step |M| > 1: Otherwise, we have M = f(Mj, ..., M,,). By inductive hy-
pothesis, we have thatforall ¢ € {1,...,m}, M;00'| = (M;®])o and Message(M;0")
if and only if Message(M;®). Let’s compute M 6P’ .

The convergent rewriting system allows us to have f (M, ..., M,,)0®'] = f(M10D'], ... M, 0d'])].
By inductive hypothesis, we obtain that M 0P| = f(MPlo, ..., M, Plo)].

Consider the term ¢t = f(M;Plo, ..., M,,®lo). Since we applied the substitu-
tion o, we know that for all ¢ € {1,...,n}, forall j € {1,...,m}, hide(t;, k;) &
st(M;®P)o). Moreover, since we assume that k; is not deductible foralli € {1,...,n},
then we can deduce that for all ¢ € {1,...,n}, hide(t;, k;) & st(t). Thus, since all
k{ are distinct and all hide(¢;, k;) are also distinct terms then, by Lemma 4, we have
that to =t = tlo~!. This leads to f(M;®loo~L,... , M, ®loc™ 1) = tlo™! =
MOP' |c—! and so MPlo = MOP|.

Let’s show that Message(M6%') if and only if Message(M®). We already know
that for all j € {1,...,m}, Message(M;09") if and only if Message(M;P) thus it
remains to show that M0’ is a constructor term if and only if M@ is a constructor
term. But we just show that M@’ = M®|o. Since o is a mapping from constructor
term to constructor terms, we can deduce that M @] is a constructor term if and only if
MOP'| is also a constructor term. Hence the result holds.

Lemma 7. Consider a signature F and a function f € F such that f is not used in the
rewriting system. For all uy, ..., uy,, in constructors terms, for all closed constructor
frame @, for all terms & such that fvars(§) C dom(P), we have EPlo = (£0)(Po)l
where 0 = {* /¢, uyand 0 = {F/c | C € st(§) A(PL = f(uy, ... ,un)}.
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Proof. Let uq,...,u,, constructors terms and ¢ a closed constructor terms. Let & €
T(F,N U AX) such that fvars(¢) C dom(®). At last, let 0 = {*/(u; ... u,)} and
0 ={*/c| ¢ € st(é) NP = f(ur,...,uy,)} for some k ¢ fnames(®) and k ¢
fnames(uy, ..., umn,&). We prove by induction on || that for all { € st(£), (Plo =
(C6) (@0)..
Base case |¢| = 1: In such a case, ¢ € N'U AX.If ¢ € N then we trivially have that
(Plo = (o = (= (¢O)(Po)l.If ¢ € AX then we deduce that (®| = (P since P is
only composed of constructor terms. Let’s now look at (6:

If ¢ € dom(6), then it implies that (@] = f(uq, ..., uy,) and so we have (Plo = k.
Moreover, in such a case, (6 = k and so ((0)(Po)] = k = (Plo.

Otherwise, if ¢ & dom(@) then (6 = (. Moreover, since k ¢ @, we can deduce from
Lemma 4 that ($o| = (P|o. Hence, we obtain that ((0)(Pc)| = (Po] = (Plo.
Hence the result holds.

Inductive step || > 1: Otherwise we have ¢ = g((3, ..., (¢). By inductive hypothesis,
we deduce that for all i € {1,...,¢}, (;Plo = ((;0)(Po)]. Let’s consider first if
¢ € dom(#). In such a case, we have that (6 = k and (®| = f(u1, ..., Uy ). Thus, we
deduce that ((0)(Po)| = k and (®|o = k which allows us to conclude.

Otherwise if ¢ ¢ dom(#), then 6 = g((16,...,(e0). Therefore (¢O)(Po)l =
g((G10)(Po)l, ..., (¢0)(Po)l)]. By our inductive hypothesis, we can deduce that

Let’s consider the term ¢ = g(¢1P, . .., (¢P]). We know that k & fnames(®P) and
k & fnames(§) which implies that k & fnames(t) thus thanks to Lemma 4, we deduce
that to] = tlo. But to] = (¢0)(Po)| and tlo = (P|o. Thus, we can conclude that

(CO)(Po)| = (Plo.

D The static equivalence relations

Lemma 8. Consider a signature F and a function f € F such that f is not used in the
rewriting system. Consider the set of length functions L such that Fy = (F,N,L) is
a length signature. Moreover, consider L' C L and F' = F ~ {f} such that F, =
(F',N,L') is a length signature.

Consider a set of names £ and two constructor frames ®1 and Do of same do-
main. Consider two sets Si and Sy such that |S1| = |So| = ¢, {t},...,t}} = 54,
{t3,...,t2} = Sy and for all i € {1,...,0}, there exists & € T(F, AX UN) such
that fnames(&;) N E = 0, &1l = th, Dol = t7 and root(&;) = f. Moreover,
assume that for all t € st(®;), if root(t) = f then there exists i such that t}. We as-
sume ki . .. kg distinct names not in fnames(®1, P2) such that for all i € {1,...,m},
leny, (k;) = leng(u;) = leng (v;). At last, let’s denote by o1 = {kl/t%; ke e} and

o2 ={" /.. [}

We have that vE .P1 N{ vE. Dy if, and only if, vE . P10 Nf vE . Dy0os.

Proof. We consider that the terms &; are minimum in term of occurrence of the symbol
f. Let’s assume first that v€.®1 0, Nf vE.Pyoy. Let ¢, € T(F, AX UN) such that
fvars(¢,¢") C dom(®Pq) and fnames((,¢") N E = (). We first show by induction on
N(¢, ('), the max of occurrence of the symbol f in ¢ and ¢’ that
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— Message((P1) is equivalent to Message((P2)

— if Message(¢®1) then
o (D1) = (C'Pyl if and only if (Pal = ¢'Pol; and
e leny((P1]) = nif and only if leny, ((P2)) = n.

Base case N((,¢") = 0: In such a case, thanks to Lemma 4, we have that (($1])o1 =
(D101, ((Pal)oa = (Pyoal. Therefore, thanks to our hypothesis vE€.P 07 NZF '
vE.Py09, we have that Message((P1) is equivalent to Message((Ps). Similarly, we
deduce that (¢'®1])o1 = ('P1014, (('P2l)os = ('Py02] and so (P = ('P¢| if and
only if (@5 = ('D,].

Atlast, by Lemma 3, we deduce that leny, ((P1)) = len,((P1]o1) = len ((P101])
and leny,((P2l) = len ((Polos) = leny, ((P202]). By our hypothesis vE.P10 Nf
vE.Py04, we can then deduce that leny, ((P1]) = lenp ((P2l).

Inductive step N((,(’) > 0: Let’s assume w.l.o.g. that ¢ has the maximum of oc-
currences of f. N((,¢’) > 0 implies that there exists & € st({) such that « =
f(aq,...,a,). We do a case analysis on a®1 .

Case 1: If there is no i € {1,...,¢} such that a®;] = t! then let’s define the
substitution = {¥/, | &1} = a®1] Aroot(y) = f Ay € st(¢,¢')} and where
k is a fresh name, i.e. k does not occur in @1, Po, ¢ and ’. Moreover, let’s denote by
o= {*/as.1}-

Thanks to Lemma 4, we have that (($1])o0 = ((6)(P10)]. But since there is no
i € {1,...,¢} such that a®,] = ¢; then we have that ((P1))o = ((0)P;]. Similarly
we have that (('®1|)o = (('0)P11

Note that for all v,7" € dom(f), v = f(v1,...,7,) andy" = f(v1,...,7;,) with
N(v:,7}) < N(¢,¢'). Hence by inductive hypothesis, we deduce that ;P2 = /P2l
Furthermore, if there exists i € {1,..., ¢} such that a®>| = ¢? then it implies that
&iPo] = adsl. Since we assume that £; was the minimum on number of occurrence on
the symbol f, we can also apply our inductive hypothesis and deduce that £;®1]ads]|
which is a contradiction. Thus, we can also apply Lemma 4 and obtain that ((P2])o’ =
(CO)Ps) and (C'Pal)o’ = (C'0)Pa) with o' = {¥ /o, ).

By inductive hypothesis, on (6 and (’, we deduce that (0P| = ('P1] is equivalent
to (0Po| = ('®Po and so we conclude that (P1] = ('Py] is equivalent to (Do) =
(Pl

At last, by Lemma 3, we deduce that leny, ((@1]) = leny ((P1)o) = leny,((6P1])
and leny, ((P2l) = leny, ((Palo’) = leny, ((OP2.). Thus by our hypothesis vE.P104 Nf
vE . Py09, we deduce that leny, ((D1]) = leny, ((P2]).

Case 2: Otherwise, we define for all i € {1,...,¢}, 0; = {¥ /., | v@1) = t} A
root(y) = f A~y € st(¢,¢’)}, and the mapping 6 = 6; ... 6,. Thanks to Lemma 4, we
have that (C@N)al = (CO)(¢101)¢ and (Clﬁpl\l,)o‘l = (C’Q)(¢101)¢

Note that for all v,~" € dom(8), v = f(y1,...,7vn) and ' = f(~4,...,~,) with
N(7vi,7)) < N(¢, ). Hence by inductive hypothesis, we deduce that v, P2 = v, P2l..
Since we assume that & was the minimum on number of occurrence on the symbol
f, we can also apply our inductive hypothesis and deduce that ;®; | a®ds]. Thus, we
can also apply Lemma 4 and obtain that ((P2|)os = (¢0)(P202)| and ({'P2l)os =
(C'0)(P202)].-
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Thus, by our hypothesis v€.91 01 Nf vE.Pyoo, we can deduce that (91| = ('P1]
if and only if (6P 01 = ('0P 01/ if and only if (0Pooo] = ('0Py02] if and only if
(D2l = (ODa].

Atlast, by Lemma 3, we deduce that leny, ((@1)) = len ((P1lo1) = leny, (CP101])
and leny, ((D2l) = len,((P2lo2) = leny, ((OP202.). Thus by our hypothesis vE.P101 Nf
vE.Py04, we deduce that leny, ((P1]) = leny ((P2l).

The proof of v€.9, Nf vE. Py implies vE. P01 Nf v€.Py04 can be done sym-
metrically.

Lemma 9. Consider a length signature 7y = (F,N,L) and a time signature Fy;
associated to Fy. We have that:

VED ~TH VED  is equivalentto  VE.D ~7 " VE.D

Proof. The right implication is in fact trivial since F;; is the time signature associated
to F;. Hence by definition of time static equivalence and length static equivalence, we
have that vE.® ~/" vE.® implies vE.D ~]* VE.P'.

We focus on the left implication of the equivalence, i.e. vE.P Nf ¢ vE.P" implies

that v€.9 Ngfi vE.P'. By definition of the time static equivalence, it only remains
to show that for all £ € T(F,N U AX), if Message({P) then ctimer, 7(§,P) =
ctimer, (&, ?’). We prove this by induction on |§]|.

Base case |¢| = 1: In such a case, £ € N U AX and so ctimey, 7(£,d) = time} and
ctimey, (£, ®') = times. Thus we deduce that ctimey, (&, @) = ctimey, 7(£,®').

Inductive step |€| > 1: Otherwise & = f(&1,...,&,). Since Message(£®) then by defi-
nition,
ctimer, (€, ®) = timel(leny, (6,8)), ..., leny (£,81))
+ Z?:l ctimeL)T(ﬁi, @)

But v€.9 Nef‘* vE.P' implies that len, (§;P]) = leny, (§;9']). Hence we have:

timel-(lenz (6,8)), ..., lens (£,8]))

timef:(lenp (6,9']), ..., lenp, (£,9')))

Moreover by our inductive hypothesis, we have that forall s € {1,...,n}, ctimer 7(&,P) =
ctimer, 7(&;, ?"). Thus we can conclude that ctimey, (&, P) = ctimep 7 (£, ).

Lemma 10. Consider a length signature F¢ = (F, N, L) such that F contains the
functions plus and hide. Let £ be a finite set of names. Let @ and @' be two frames of
same domain built over Fy. Let N = {n'} U fnames(®) U fnames(®’) \ E. Consider
the signature F; = (F,N, L). We have that:

VED ~7  VED s equivalentto  VE.P Nfé vE. P
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Proof. One side of this equivalence is trivial. Indeed, by definition of the static equiv-

alence and since N C A, we have that v€.® Nfz vE. P implies vE.P Nﬁ vE.D'.
Hence we focus on the difficult implication.

Consider £, £’ € T (F, N UAX). For this proof, we want to replace any names in &
and ¢’ that are not in N by a term of same length. In particular, given i € N*, we define
the terms tsize (i) by recursively as follows:

— tsize(1) = n!

— tsize(i) = plus(n', tsize(i — 1)), for all i > 2.

We can easily show that for all ¢ € N*, len(tsize(i)) = . With the terms tsize, we can
model an infinite set of names of size s as the set {hide(tsize(s),tsize(k)) | k € N*}.
Typically, the first argument of hide gives the length of the term whereas the second
argument allows to have distinct terms.

We now define an injective mapping o such that : for all s € N*, if we denote
{n1,...,nk} = NN N thenforalli € {1...k} then n;o = hide(tsize(s), tsize(i)).
Note that we can always choose n;o such that n;o & st(®, P’ £, &') just by chosing
a different term for the second argument of hide. Thus, we will assume that for all
t € img(o), t € st(®,P',£,&"). Moreover, note that for all n € dom(o), no is in
normal form and only contain symbol functions that are not in the rewriting system.

With this property on o, we can now prove the main property of the length static
equivalence. Assume first that Message(£®). In such a case, for all ¢ € st(§), (P
is a constructor term. But (@ is a closed term hence (o] = (Plo by Lemma 4.
Therefore we deduce that (Po is a constructor term. But by definition of o, dom (o) N
fnames(®) = () which implies (o = (o® and so ((o)P| is a constructor term.
However, by definition of o, fnames({o) C N and so (o € T (F, N). Moreover, since
for all n € dom(o), no is in normal form then we can finally deduce that for all y €
st(€o), v@] is a constructor term and so Message({o®). The same proof allows you to
show that Message({o®) implies Message(£P). Hence we obtain that Message(o®)
is equivalent to Message(¢®).

Since o € T (F, N), we can deduce from our inductive hypothesis that Message({o®)
is equivalent to Message(£0®’) and so Message(£®) is equivalent to Message (D).

Consider now that Message(£®) and Message(&'®). Since o is an injective mapping
and no term in img(o) is in st(P), £ or &', we deduce that £P| = £'P| is equivalent
to bl = £'Plo. Hence it is equivalent to éPo| = EPo| by Lemma 4. Again since
dom(c) N fnames(®) = (), then the equality is equivalent to 0@ = £'o®|. But both
&0 and o are in T(F,N U .AX) hence we can apply our inductive hypothesis and
deduce that the equality is equivalent to £o®’| = &'c@’|. With a similar reasoning, we
show that (0@’ | = 0@’ is equivalent to £’ = '@’ | which allows us to conclude
that £B) = £'P| is equivalent to £P'| = £'P'|..

At last, we know that for all n € dom(o), len(no) = len(n). But by Lemma 3, we
obtain that leny, (@) = leny(£®o). But £&) = {o®] with o € T(F,N U AX).
Thus we can apply our inductive hypothesis and so leny, (o®]) = leny (§0®']). Since
od'| = £P' Lo and by Lemma 4, we can conclude that len(£®)) = len(&9']).
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Lemma 11. Consider a length signature 7y = (F, N, L). Let € be a set of names. Let
Dy and P2 be two frame of same domain with only constructor terms such that for all
Jj=1,2 forall az; € dom(®;), az;P; = (u], hide(t], k!)) with u}, t! two messages,

kI € & and k! is not deductible in vE.B;. Moreover, assume that for all j = 1,2, for
alli € {1,...,|®,|}, for all hide(u, k) € st(®;), u = t..
Consider a mapping 6 = {<p'°j1(ax'i)’kb/mi}ie{l ny Withn = |@1| and ki € N
such that k; & fnames(P1,P2). Second, consider the mappings o1 = {k;/hide(tlyk%)}ie{17.”7n}

i

.

and o9 = {k;/hide(tQ,k?)}ie{l,...,n}- Furthermore, consider the frames &} and Y, such

that for j = 1,2, for all ax; € dom(®}), az;®}; = (uloj, hide(t!a;, k?)). At last, let’s
assume that leny, (k) = leny, (hide(t}, k})) = leny (hide(t?, k2)) foralli € {1,...,n}.

We have vE.Pq Nf‘ vE. Dy if, and only if, vE P, Ng}-‘ vE. P

Proof. Let M be a term such that fvars(M) C dom(®;) and fnames(M) N E = ).

First, assume that v€.9 NZH vE.P,. Since the k] are not in fnames(®1,P2),
we can assume w.l.o.g. that the k] are not in M too (since Message(MP,) is equiv-
alent to Message(M &1 {7 / k;}) for any k. Thus, thanks to Lemma 6, we deduce
that Message(M 0% ) is equivalent to Message(M @1 ); and Message(M 0PY) is equiv-
alent to Message(M®,). By our hypothesis vE.®) ~7* vE.Ph, we can deduce that
Message(M P ) is equivalent to Message( M @-). If you consider an other term M’ such
that fvars(M’) C dom(®1) and fnames(M’')NE = (), since Message(equals(M, M')P1)
is equivalent to Message(equals(M, M')®s), we deduce that M P, = M'P]| is
equivalent to M| = M'P].

Let’s compute leny, (M®1|). By Lemma 6, M0, | = (M®;])o; andsoleny, (M Py |oy) =
lenz, (M 6% ). Thanks to Lemma 3, len, (M ®1]) = leny,(M®;]o1) and so leny, (MOP} ) =
leny, (M®1]). Similarly, we have that leny (M60®,]) = leny(M®,]). Therefore, we
can conclude by our hypothesis v€.9} Nzﬂ vE. P, that leny, (M P1]) = leny, (M P3l).

,,,,,

with n = |®4|, k/ € N and k] & fnames(P},P,). Let’s look at the terms in &)
and @. We have that for all az; € dom(®;), az;P101 = (u}o, hide(tlo, k})) where
o1 = {ké/hide(t%,k})}ie{l,...,n}' Moreover, we assumed that for all j = 1,2, for all
i€ {1,...,|®,|}, for all hide(u, k) € st(®;), u = t/. Therefore, there can’t any sub-
term of u} oy or tl oy of the form hide(u, kf,) for some u and 4’. By applying Lemma 6
on M, we obtain that M6'®} | = (MP}])o] where o] = {ki//hide(t}ol,k})}ie{l,...,n}'
Moreover, by applying #’ on M, we obtain that hide(t}, k}) ¢ si(M@’sﬁ’lN and so
by Lemma 4, we deduce that M60'®, ot = M6'0" | where §” = {ijz(‘”i)/kg Yieft,...n}-
Hence, we obtain that (M®} |)o)o;* = M0'0"®, .
Similarly, we can prove that M§'0"®,| = (M®,])oho, * where o) is the mapping
{ké//hide(t?ag7kf)}i€{1 ..... n}-
These two equalities allow us to deduce that Message(M @} ) if and only if Message(M 6’0" &4 );
and Message(MP}) if and only if Message(M 6’6" ®,). Therefore by the hypothesis
vE.Pq Nf‘ vE. Py, we conclude that Message(M @) if and only if Message(M P5).
At last, thanks to Lemma 3, we have leny, (M ®] ) = leny, (M 66" ®,]) and len;, (M P, ]) =
leny, (M6'6”®P5|). Thus by the hypothesis vE.Pq Nf ¢ vE€.P,, we can conclude that
len,(M®| 1) = leny, (M®P,]).
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E Trace equivalence relations

Lemma 12. Consider a time signature Fy; = ((F,N, L), T) and two time process P
and Py built on Fy;. Consider a function f with an associated length and time function
such that f is not part of the rewriting system of Fy;. Let F;;, = (F U{f},N,L"),T")
be a time signature. We have:

. . . Fl
Py~ Py if and only if, Py ~;"" Ps

Proof. To prove this result, we only have to show that P, %i“ P2 implies Py z:tfi” P2
since the other implication is trivial by following the definition of time trace equiva-
lence. Let’s denote Py = (&1, A1, P1,071).

The soundness: Consider a trace P; = P} = (&}, A}, ®;,0}) where tr is built
over Fj,. Consider the set S = {t € st(P)) | root(t) = f}. Assume that S =
{t1,...,tn}. Let’s create n fresh names k1, ..., k,, such that leny,(k;) = leny(t;) for
alli € {1,...,n}. Let’s denote # the mapping that associate any f((1, ..., () in tr by
k; for some ¢ € {1,...,n} when f((1,...,Gn)P) = t;. Let v be the mapping that
associate t; to k; forall i € {1,...,m}.

We prove by induction of the length of the reduction P; = P} that P; B (&1, AL, Py, o1).
The base case being trivial, we focus on the inductive step. To do so, we need to do a
case analysis on the rule applied. More specifically, we assume that P; LS Py EN Py
with Py = (&), AY, Y, o1). By inductive hypothesis, we have that P; s &y, Al &y, 017).
Case of the rule IN: In this case, there exists two extended processes [in(u,z).P |
R,i,T] and By where A} = [in(u,z).P | R,i,T]|| B2 and A} = [P | R, j,T]|| Ba.
Moreover, there exists two terms M and N such that MP{| = uocf|, N®/| =
t, Message(MPY), Message(NPY) and Message(uoy). At last, we have j = i +
ctimer, 7 (u,0f) + tiinp(leng(¢)), & = &, &y = &/, 0 = of U{"/,} and ¢ =
in(M,N)

However, by Lemma 7, we have that (M0)(®/v)] = (M®7])y = ucyly and
(NO)(P]v) = (N®]])y = tv. Since Message(MPY) and Message(NPY), we de-
duce that Message((M0)(P/~)) and Message((N9) (P ~)). By Lemma 4, we have that
uoy |y = uoy~]. Hence, we deduce that

in(M0,N6)
oy

(&, [P [ R, T]|| By, 17, 07")

(81, AY, @, 01)

"

where o’ = oy U {7/} = o}y and j' =i + ctimer 1 (u, of7) + toinr(lenL (t)).
Since 7 preserves the length, we have that leny, (ty) = leny,(t). Moreover, by Lemma 5,

we have that ctimer, r(u,0f) = ctimer, r(u, of~) and so j = j’. This allows us to

conclude that P; & (&1, AL, @7, 017). Hence the result holds.

Case of the rule OUT: In such a case, there exists two extended processes [out(u, t).Q |
R, i,T) and By such that A} = [out(u,t).Q | R,4,T)|| Bzand A} = [Q | R, 5,T]|| Ba.
Moreover, £] = £, ¢} = &/ U{az, > to]]} and o} = of. Atlast, we also have there
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exists M such that fnames(M)NE] = 0, Message(M P! ), Message(uc?’), Message(toy),
MY | =wuol], ¢ =out(M, az,,j)and j = i+ctimer, ¢ (t,07) +ctimep r(u, of) +
toutr(leny, (tofl)).

However, by Lemma 7, we have that (M6)(®7]v)) = (M®7])y = uoy}~y. Since
Message(MPY), we deduce that Message((M0)(P]v)). By Lemma 4, we have that
uoy |y = uoy~]. Hence, we deduce that

out(M0,azx,,,5")
_—

(51/7 [Q ‘ Ra j/, T} H BQ’ @/1/,77 0/1//)

(&1, AY, Yy, 077)

where j' = i+ ctimer, 7 (u, 017y) + ctimer, (¢, 07 y) + toutr (leny (to}vl)). Since ¢
preserves the length, we have that leny, (to}~y) = leny,(to}'). Moreover, by Lemma 5, we

have that ctimey, 1 (u, 0f') = ctimer, r(u, of~) and ctimey, r(¢,0y) = ctimer 7 (¢, 0{7)
which allows us to deduce that j = j'. This allows us to conclude that P, N (&1, AL, Py, o1).
Hence the result holds.

Case of the rule LET and ELSE: In such a case, there exists two extended processes
[let z = win Pelse @ | R,4,T) and By such that A] = [let z = u in P else Q |
R,i,T]|| B2, & = & and &) = P7. Moreover, in the rule LET, we have A} =
[P | R,j,T]|| By and o} = o} U {“2"4/,}, whereas in case of rule ELSE, we have
A} = ]Q | R,j,T]|| B2 and ¢} = of. At last, we also have in the case of the rule
LET j = i + ctimeg, r(u,o0f) + tletinp(leny, (uo?'])) whereas we have j = i +
ctimer, 7(u, 0f') + t_letelser in the case of the rule ELSE. However, by Lemma 4, we
can deduce that Message(uc?!’) is equivalent to Message(uo7y). Thus in the case of
rule LET, we have that

(&1, AL, &y, 017) = (&', [P | R,j", T} || Bz, {7, 07")

where o/’ = o//yU{" "z} and j' = i+ctimer, 7 (u, o}/ ~)+t leting(leny, (uot/vl)).

In the case of rule ELSE, we have that
(&, A7, @y, 01y) = (&",[Q | R, j',T]|| B2, &7, 0Y)

where j° = i + ctimer, r(u, 0{7) + t_letelser. However in both cases, by Lemma 5,
we have that ctimer, r(u,o{) = ctimey r(u, o7y). Moreover, -y preserves the length
hence we have t_letinr(leny, (uofl)) = tletinyp(leny (uci'~vl)) and so j = j'. This

allows us to conclude that P; 2% (&1, AL, P, o17). Hence the result holds.

Others rules: The others rules are trivial since they do not involves the frames or terms
and are all 7 actions.

The completeness: Consider a sequence of label tr built over ;. Assume that there
exists k1, ..., k, names that does not occur in P; and consider a mapping 6 that as-
sociate all subterms of tr of the form f((y,...,(n) to k; for some i € {1,...,n}.
Consider a trace P, & P = (€], A}, &}, d%).

We prove that if for all ¢,¢ € dom(), t®}| = t'P}] is equivalent t0 = t'0, then
there exists #2 and o2 such that P; = (€], A}, 2, 02), &2y = &) and 02y = o}
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where v is the mapping that associate @2 to k where tf = k. We prove the result

by induction on the length of P, B P;. The base case being trivial, we focus on the

inductive step. To do so, we need to do a case analysis on the rule applied. More specif-

. ' 0 , . :
ically, we assume that P; = P{ =% P} with P{ = (£}, A}, &, o). By inductive

hypothesis, we have that there exists @3 and o such that &/ = &3, o = o},
Pl t:"; (51/7 A/1/7 @?7 0'%)

Case of the rule IN: In this case, there exists two extended processes [in(u,x).P |
R,i,T] and By where A} = [in(u,x).P | R,i,T]|| B2 and A} = [P | R,5,T]|| Ba.
Moreover, there exists two terms M and N such that (M0)®| = uoy| and (NO)P/| =
t, Message(MOP!), Message(NOP]) and Message(ucy). At last, we have j = i +
ctimer, r(u,07) + tingp(leng(t)), & = &/, &) = &Y, 0} = o/ U{!/,} and (0 =
in(M6,N9).

Since @/ = &3y and o] = o3+, we deduce that the equalities (M6)(P3v)] =
uo3yl and (NO)(P3v)] = t are true, and that Message(( M 0)P3~), Message((N6)P3)
and Message(uo$~y) are true. By Lemma 7, we deduce that (M6)(®37)| = M®3 |y
and (NO)(P3v)] = N&3|~. Moreover, by Lemma 4, we deduce uo$vy] = uo} |y and
Message(uc?}). Thus, we deduce that M @3 | = uo? . Moreover, by Lemma 7, we also
obtain that Message((M6)®3v) and Message((N6)P3v) imply Message(M®3) and
Message( N®3). Hence, we deduce that

(&7, A7 9, o) T
where ot = o3 U{!'/,},t' = N®3| and j' = i + ctimer, 7(u, 03) + tiing(len (t')).

But by Lemma 7, ty = N®3v] = t. Hence we have that o}y = o}v. Since
~ preserves the length, we have that t_inp(leny,(¢)) = t.inp(leny(¢')). Moreover, by
Lemma 5, we have that ctimey, 7(u,03) = ctimey r(u,037) and so j = j’. This
allows us to conclude that Py = (&}, A}, &%, o%) with &%y = &' and oiy = o’ Hence
the result holds.

(&/,[P | R,j',T]|| B2, 9}, 07)

Case of the rule OUT: There exists two extended processes [out(u,t).Q) | R,4,T] and
By where A = [out(u,t).Q | R,i,T]|| Bz and A} = [Q | R, j,T]|| B2. Moreover,
& =&, ) = D) U{azx, > to]l} and of = of. At last, we also have there exists
M such that fnames(M) N E] = 0, Message(MOP]), Message(uo?'), Message(to?'),
MDY | = uoll, L = out(M0, az,, j)and j = i+ctimey, 1 (t, of)+ctimer 1 (u, 07 )+
tooutr(leng (tafl)).

Since &) = &3 and o} = o3, we deduce that (M) (P3v)) = uo3y], Message((M0)P3),
Message(uci~y) and Message(to3y). By Lemma 7, we deduce that (M6)(P3v)] =
M®3 ). Moreover, by Lemma 4, we deduce uoiy) = uoily, Message(uo?) and
Message(to}). Thus, we deduce that M &3] = uc$ . Moreover, by applying Lemma 7,
we also obtain that Message((M6)®3~) implies Message(M®3). Hence, we deduce
that )

(51/3 [P ‘ RajlvT} H 327@‘11,0'{’)

where &1 = &3 U {az,, > to}l} and j' = i + ctimer 7(u,0}) + ctimer, 7 (¢, 0%) +
tooutr(leny (tafl)).

(&, AT, 91, 07)
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But by Lemma 7, to$ |y = to$~] thus we have that &}~y = &/. Furthermore, since
~ preserves length, we have that leny, (to”]) = leny (to3]y) = leny (to} ). Moreover,
by Lemma 5, we have that ctimer, r(u,0}) = ctimer, r(u,03v) and so j = 5. This
allows us to conclude that Py = (], A}, &%, o%) with &%y = &' and o = ¢’ Hence
the result holds.

Case of the rule LET and ELSE: In such a case, there exists two extended processes
[let 2 = win Pelse @ | R,i,T] and By such that AY = [let z = u in P else Q |
R,i,T]|| B2, & = &f and ¢ = &Y. Moreover, in the rule LET, we have A] =
[P | R,j,T]|| By and o, = o/ U {“1'+/,}, whereas in case of rule ELSE, we have
Al =[Q| R,5,T]|| B2 and o} = of. At last, we also have j = i + ctimer, r(u, o) +
t_letinp(leng (uoy)) in the case of the rule LET and j = 4 + ctimep o (u, o) +
t_letelser.

Since o} = o3, we can deduce by Lemma 4, that Message(uo3+) is equivalent to
Message(uc?}). Thus in the case of the rule LET, we have

(&7, A1, 9%, 07) = (&1, [P | R,j', T]|| Bz, 91, 0%)

where o4 = o3y U {4 2} and j = i+ ctimer, r(u,0%) + tletiny(leny, (uo?)).

Moreover, uo? |y = uo$v] and so o}y = o}. In the case of rule ELSE, we have that
(&7, AT, 91,07) = (£1",[Q | R, j', T]| B, 91, 01)

where j' = i + ctimey, r(u,0}) + t_letelser. Since y preserves the length, we have
that lenz (uo}) = lenz (uo$~y). Moreover, in both cases, by Lemma 5, we have that
ctimer, r(u,0f) = ctimer r(u,0{v) and so j = j’. This allows us to conclude that

Py = (&), AL, D%, of) with d4y = & and 0¥y = o’. Hence the result holds.

Others rules: The others rules are trivial since they do not involves the frames or terms
and are all 7 actions.

Main result: Let Py <% P} = (£, A}, ®,, 0’}) where tr is built over F},. Consider
the set S = {t € st(P}) | root(t) = f}. Assume that S = {¢1,...,t,}. Let’s create n
fresh names k1, . .., k,, such that leny (k;) = lenp(¢;) forall ¢ € {1,...,n}. Let’s de-
note ¢ the mapping that associate any ({1, ..., (y) intr by k; forsome i € {1,...,n}
when f((1,...,Gn)P1l = t;. Let 41 be the mapping that associate ¢; to k; for all
ie{l,...,m}.

Our soundness result allows us to state that P; “5 (&1, AL, @1y1, 0971 ). However,

tré is built over F; hence by our hypothesis P, %'tf“ P2, we deduce that there exists

0 A
atrace Py = (&, Ay, &Y, oY) such that vE] . B}y ~7t vE).PY. Thus we deduce that

VE| By, ~]t vEY.BY.

Let t,t’ € dom(6). t®5| = tP}] is equivalent to tP}y1] = t'P}~v1]. But by defi-
nition of #, we have that t®;]~y; = t6. But by Lemma 4, we deduce that t®}~y1] = t6.
Similarly, we have that t'®)~;| = ¢6. Hence we have that &) | = ¢®]| is equivalent
to t0 = ¢'0.

Thus by our completeness result, we deduce that exists ¢, and o, such that P Le
(&, AL, D, 0h), Phya = P4 and ohys = ol where ~y, is the mapping that associate
td4 ] to k where 0 = k.



36 Vincent Cheval and Véronique Cortier

At last, by applying Lemma 8, we have that vE’. P}y, ~;, Tl yE ! b2 implies vE. D) ~7 "
vE.P),. Thanks to Lemma 9, we can conclude that v€.9} t];-“ vE. P, and so the result

holds.

Lemma 13. Let P; and P, be two time processes built on Fy;. Consider P1 and Pa
two time processes such that Py (resp. P) is a transformed time process of Py (resp.
Ps). Let’s consider the time signature Fi; = ((F,N,L),T) on which Py and P are
built.

Let’s denote =P the trace equivalence where we only consider traces with se-
quence of labels bmlt on Fy; and for any terms M in the sequence, for all g(My, ..., M,) €
st(M), ifthere exists i € {1,...,n} such that M; € AX then g = proj,, i.e. parameter
can only be used under the first projection of paring. We have that:

~ pr017

P~ " Py if and only if. P1 = proj 7P,

NPrOJ Fii Fm

Proof. To prove this result, we only have to show that P ~ P, implies P; ~
P, since the other implication is trivial by following the deﬁmtlon of ~frol-Fri Indeed,
~Prel P only restrlct the traces that are verified compared to ~;*". Consider the map-

ping 0 = {<azl /a:c,:}ze{l,.i.,n}
Soundness and completeness: We first show that P, e (€1, A1, Pq,01) is equiva-

lent to P; i (&1, A}, P}, 01) where y = {ki/h;de(t“ki)}ie{lmn}, az; P, = (u;, hide(t;, k;))
and az;P] = (u;7, hide(t;7, k;)) and o] = o1~y with A} is the extended process where
only the time accumulator is different. We prove this result by induction on the reduc-

tion P =£ (&1, A1, D1, 01). Since the base case is trivial, we focus on the induction
. . = tr L .
step, i.e. we consider that Py = (&, Ay, 8", 07) = (€1, A1, P1,01). By induc-

tive hypothesis, we have that P; = ¢ = (&, AV, @), c1") such that o) = of~, and
az; P = {u;vy, hide(t;y, k;)) if az; P = (u;, hide(t;, k: )). Furthermore A’ is A} up
to time accumulator. We do a case analysis on the rule applied last.

Case of rule OUT: There exists two extended processes [out(u,t).Q) | R,4,T] and By
where A = [out(u,t).Q | R,i,T]|| B2 and A; = [@ | R,j,T]|| B2. Moreover,
& = 5{’, &1 = PV U {az, > to]l} and o1 = of. At last, we also have there exists
M such that fnames( )N & = 0, Message(M®]), Message(uo?), Message(toy ),
MOP| = uoi| and £ = out(M86, az,,, j).

By Lemma 6, M 0P| = (M &)}~ and Message(M OP!") if and only if Message( M PY).
Moreover, by Lemma 4, Message(uc’') and Message(toy') are equivalent to I\/Iessage(ua” v)
and Message(toy~y). Furthermore, this lemma also gives us uoy|y = uo{~]. Hence
we obtain that Message(uc?”), Message(toy’) and M®}"| = uc’”’]. Hence, we deduce

that
out(M0,axn,j")
%

(&, [P | R, ", T]|| B2, Y, 0")

1 " /11 "
(81 7A1 aq)l y 01 )

where &7 = @' U {ax,, > to}’]}. Note that smce all relations are equivalence then

the previous transition implies (£, AY, &Y, ”) (&1, A1, P1,07).
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However, note that since P, is a transformed time process, we have that ¢t =
(un, hide(t,,, ky,)). Thus to’| = (u,c"’], hide(t,c"'], k,)). Butby Lemma4, u,,c"’| =
upo’ |y and t,,0"' | = t,,0” |~. Hence the result holds.

Case of rule IN, LET and ELSE: Similar to the rule OUT.

Main result : Let P, = P/ = (€1, A1,P1,01). Thanks to the soundness re-

sult, we have that P; 2% (&1, A}, P, 01) where A} is the extended process A; up

to different time accumulators, of = o171 and az;®; = (u;y1,hide(t;y1, ki) if
ar;®1 = (u;,hide(t;, k;)). By our hypothesis P %?mj’f‘ P,, we can deduce that
there exists a trace Py =5 (&2, AL, D), %) such that vE; . Nf‘ vEy. Dl
By our completeness result, we obtain that Py e (&2, A, P2, 02) Where oo7yo =
ob and for all az; € dom (D)), az; Py = (u;y2, hide(t;v2, ki) where az; P2 = (u;, hide(t;, k;))
and 72 = {** /hige(t, ki) Hic {1...n} -
But the equivalence v&;. @) ~7 ¢ vE. P} implies that leny, (hide(t}vy, k1)) = leny, (hide(t2ys, k7))
where az;®; = (u], hide(, k7)). But by Lemma 3, we deduce that len , (hide(t}, k})) =
leny, (hide(t?, k?)) = leny (k). Therefore, by Lemma 11, we deduce that v&;.®; ~;
vE9.P4 and so the result holds.

79

Lemma 14. Let a time signature Fy; = ((F,N,L),T). Let Py and P> be two time
processes built on Fy; such that Py is a transformed time process of P. For all Py =

(E,A,®,0), there exists two time processes P} and Pl such that Py <> P4, P} is a
transformed time process of Py and the frame of P} is &.

Proof. The proof consist of taking a trace Po L (€, A, P, o) then removing / adding
the 7 transition to ensure that no cell are blocked. Once no cell are blocked that the time
process is a transform time process of another time process.

F Main theorem

We consider specific notation for the cells. In particular, we denote by in Cell(d, ),
we will consider that w is the constructor term in normal form. Typically, if the cell is
in a time process with the substitution o, it implies that ¢ was already applied on u
and normalised. Note that it is only a syntactic sugar for the proper use of the notation
Cell(d,v) and then using v everywhere. Moreover, we denote by Cell(d, u) the cell
waiting to be freed”, i.e. it correspond to the process !in(d, x).out(d, ). The term w is
used to remember what was the previous value of the cell before reading it. Moreover,
we consider the infinite substitution fp,; = {Peii(ev1) /  cproir(azz) / .}

Lemma 15 (Soundness). Let Py = (&1, A1, P1,01) be a time process. Let Py =
(&, Az, Do, 09) such that Ps is a transformed time process of Py. Denote by Fy =
(F,N, L) the signature on which Py and Py are built over.

For all P, % P with Py = (&, A}, ®',07), there exists Py = (£}, AL, &}, 0)
such that P} is a transformed time process of Pz, Pa £ P4 and
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— ifl=Tthentr =c.

- if{ = vaz,.out(M, az,, j) then tr = vaz,.out(M’, az,,j') and M' = MOy,
for some integer j'. Moreover, ax,®, = (ax,P|,t) for some term t such that
leny,(t) = j.

— if ¢ = in(M,N) then tr = in(M',N') with M' = M6 and N' = (N0, k)
with k € N.

Proof. We do a case analysis on the semantics rule applied in P EN P1. Note that we
considered that F is the complete signature on which P; and Ps is built over thus it
includes all the symbol functions introduced from the transformation of P; into Py. We
will denote by Fy = (Fo, N, Lo) the initial signature on which P; is built on.

Case M-REPL: In such a case, there exist B and B5 two extended processes such that
Ay = !By || By and A} = ! B;|| B1p|| B2 with p a renaming. Moreover, £ = &1,
@} = &4 and o] = oy. Since we assume that P is a transformed time process of P;
then there exists S. such that & C &, S. C E with & NS, = 0, Ay € [Al]iz,
02]dom(ey) = 01 and for all az; € dom(P), ax; @2 = (ax;P1,1;) for some t;.

But A; = ! By || B, thus by definition of Ay € [Al]iz, we deduce that there exist
Bj, B} such that B} € [Bl]%o, B, € [Bg]iz and A; = ! Bj || BS. Therefore we have
by application of the rule M-REPL

(€2, B || By, @2,02) = (E2,! By || Bip || By, b2, 02)

We can choose the same p since p was supposed to be fresh. By denoting A}, =
! B || Bip|| B, the properties B} € [Bl]%(J and B}, € [BQ]iz imply that A} € [AQ]?Z.
At last, by denoting £ = &;, 9, = P and 0l = 03, we obtain that (€5, AL, P, 04) is
a transformed time process of (€2, Ag, P2, 02) and so the result holds.

Case REPL: In such a case, there exists two extended process A and [! P | R, i, T such
that Ay = [ P | R,i,T]||| Bz and A} = [!P | Pp | R,i,T]|| B2 with p a renaming.
Moreover, £ = &1, ¢} = @1 and 0] = o7. Since we assume that Ps is a transformed
time process of P; then there exists S, such that £&; C &, S. C & with & NS, = 0,
Ay € [Al]ig 02ldom(ey) = 01 and for all az; € dom(®y), az;Po = (azx;P1,t;) for
some t;.

But A1 = [! P | R,i,T]|| Ba, thus by definition of A5 € [Al]“zz, we deduce that
there exist B}, B} two extended process and S}, S? two sets such that Ay = B} || Bj,
Bl €[ P| R,i,T]J3*, By € [Ba3:, S, = SLUS2 and SL M52 = 0. Thus depending
of the set S}, we have to distinguish two cases:

1. S} =0 and B = [vd.(Cell(d,n*) | [P¢, 1 | [R]¢, 7)., T]
2. S} = {d} and B] = [Cell(d,u) | '[P} 1 | [RI{, 1,3 T]

In both cases, we deduce that

(£, Ao, Bo, 09) = (£, [Cell(d,v) | "PI%, o+
| [P1%,r | [RI%, g i, T] || By, P2, 02)

where &5 = £ U {d} and v = n' in the first case or £, = & and v = u in the second
case.
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2
We already know that Bf € [Bg]i; and since [Cell(d,v) | ![P]{, + | [P}, 1P |
(R4, ,iT] € [P | Pp | R,i,T)]}"}. Thus, by denoting A} = [Cell(d,v) |
P, 7 | [P%. 7o | [R)%, gsisT] || Bb, we can deduce that Ay € [45]7°7**). More-
over, by denoting &, = &5 and o, = 09, we can conclude that (£}, AL, &}, 0}) is a
transformed time process of (€3, As, @2, 02) and so the result holds.

Case RESTR: In such a case, there exists two extended process By and [vk.P | R,4,T]
such that Ay = [vk.P | R,i,T]|| B2 and A} = [P | R,j,T]|| B2 where j = i +
t_restrp(€) and k € N;. Moreover, & = & U {k}, #| = & and o] = o;. Since
we assume that Ps is a transformed time process of P; then there exists S, such that
£1C &, 8. C & with& NS, =0, Ay € [A1]}°. 0oldom(sy) = 01 and for all
az; € dom(Py), az;Po = (ax;P1,t;) for some t;.

But Ay = [vk.P | R,i,T]|| Bz, thus by definition of Ay € [A1]7°, we deduce that
there exist B}, B} two extended process and S}, S? two sets such that Ay = B} || Bj,
B} € [[wk.P | R,i,T||3, By € [B]3e, S. = S} U S? and S} N 52 = (. Thus
depending of the set S!, we have to distinguish two cases:

1. S! =0 and B| = [vd.(Cell(d,m?) | [z/k.P]dLO’T | [R]$, 7)., T] with m' a fresh
name.
2. S} = {d} and Bf = [Cell(d,u) | [vk.P]{ | [R], 1,5, T) with lenp(u) = i

and some 7.

Moreover, we have that:

[I/k.P]%O’T =in(d, y).vk.out(d, plus(y7grest,(k))).[P]%o,T
In both cases, we deduce that

(€2, Az, o, 03) = (€Y, [Cell(d,v) | [vk.P]¢, 1 |
[R]{, 7i". T[] By, ®2,02)

where leny, (v) = i, &Y = & U {d} and v = n’ in the first case or £ = & and v = u
in the second case.
We now apply the 7 transition with the cell d:

(&1, [Cell(d,v) | [vk.P)¢, 7 | [R%, 7.7, T] || BS,
¢2a 02)

N (&Y, [Cell(d,v) | vk.out(d, t).[P]%D)T | [R]dLmT,il,T]
|| By, B2, 05)

= (&5 U{k}, [Cell(d,v) | out(d,t).[P]},
| [R]¢, 7,3, T)|| By, 2,05

= (& U {k}, [Cell(d, plus(v, fnr(K))) | [P]2, 1
| [R)¢, 7,1 || By, ®2,05”)

with t = plus(y, grestr (), 057 = 09 U {*/,} and 0§ = o) U {Plusaree(h) / 3
for some fresh variable z and integer i',42,7%. Note that leny,(plus(v, grestr(k))) =
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lenz,(v)+leny, (restr (k) = i-+len¥=(¢). By definition of gyestr, we know that len¥" =
t_restrr (). Therefore, we deduce that leny, (plus(v, grestr(K))) = @ + trestrp(€) = j.
We can thus deduce that [Cell(d, plus(v, grestr (K))) | [P]L(J 7l [R ]L0 7,03, T] € [[P |
R j,T]]{ ’ . By denoting A} the following extended process [Cell(d, plus(v, grestr(k))) |
[P]LO r|[R ]Lo 7,43, T]|| B, we can deduce that A} € [A’}S eUtd}

Moreover, by denoting £, = &) U {k}, &4 = Do, 0 = aé ), we can conclude
that (€5, Ay, @), ob) is a transformed time process of (E2, Az, P2, 02) and so the result
holds.

Case CHOICE-1: In such a case, there exists two extended process [Py + P5 | R,4,T]
and By suchthat Ay = [Py+P, | R,4,T]|| By and A} = [Py | R,%,T] || B2. Moreover,
&l = &1, P = P4 and o] = 07 Since we assume that Ps is a transformed time process
of P; then there exists S. such that & C &5, S, C E with & NS, =0, Ay € [Al]‘z;,
02|dom(sy) = o1 and for all az; € dom(®), ar;Ps = (az;®1,t;) for some t;.

But A; = [P, + P, | R,i,T]|| Ba, thus by definition of Ay € [A;]7°, we deduce
that there exist B}, B two extended process and S!, S? two sets such that A, =
B} || By, B} € [P+ Py | R,i,T||3%, By € [Bu]5*, S, = S} U S2 and SN S = 0.
Thus depending of the set S}, we have to distinguish two cases:

1. 5} =0and B] = [vd.(Cell(d,m") | [P}, 7 +[P2], ¢ | [RIS, ), 4, T) with m’
a fresh name.

2. 8! = {d} and B} = [Cell(d,u) | [P, o+ [Palfy p | [RIL, ', ) with
leny, (u) = 7 and some j'.

In both cases, we deduce that

Py = (&, [Celi(d,v) | [P]f, o + [Pz}%o,
| [RIL, 71", T By, 2, 02)

)

where leny, (v) = i, &Y = € U {d} and v = n' in the first case or £, = &y and v = u
in the second case. We can apply on this new process the rule CHOICE-1 as follows:

(&5, [Cell(d,v) | [PI]LO T+ [P2]L0,T | [R ]LO 75 '1,T]
||B57¢2702)
= (&5, [Cell(d,v) | [P}, 7 | [R]E, 7", T] | By, @2, 02)

Butsince leny, (v) = 4, then [Cell(d, v) | [P1]¢, 7 | [RI%, ., T] € [P | R,i, T])L".
Hence by denoting Ay = [Cell(d,v) | [P1]}, ¢ | [R]{, 7,3, T] || By, we deduce that
Al € [A/]SCU{d}
2 UL, - )
Moreover, by denoting & = &Y, &, = Py, 0, = 09, we can conclude that

(&, Ay, D4, 04) is a transformed time process of (€2, Az, P2, 02) and so the result
holds.

Case CHOICE-2: Similar to case CHOICE-1.

Case LET: In this case, there exists two extended process [let = w in P else Q |
R,i,T) and By such that Ay = [let x = win Pelse Q | R,4,T]|| B2 and A} = [P |
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R, j,T]|| B2. Moreover, & = &, §§ = @, and 0] = o1 U {7/, }. At last, we also
have Message(uoy) and j = i + ctimer, r(u, 01) + t_letinp(leng (uo1l)).

Since we assume that Ps is a transformed time process of P; then there exists .S,
suchthat £ C &5, S, C E withE NS, =0, Ay € [Al]if), 02]dom(e,) = 01 and for
all az; € dom(P1), az; P2 = (azx;P1,t;) for some ¢;.

But Ay = [letz =wuin Pelse @Q | R,%,T]|| Bz, thus by definition of Ay € [Al]fz,

we deduce that there exist B}, B} two extended process and S., S? two sets such that

1 2
Ay =B || By, B} € [[letx = uin Pelse Q | R,i,T]];, By € [Bo]7¢, Se = S} U S?
and S! N S? = (. Thus depending of the set S, we have to distinguish two cases:

1. S5} = 0and B} = [vd.(Cell(d,m") | [let z = win Pelse QI r|[RI{, 1), T]
with m? a fresh name.

2. 8} = {d} and B] = [Cell(d,w) | [let z = u in P else Q]%mT | [R]%O’T,j’,T]
with leny, (w) = 4 and some j’.

In both cases, we deduce that

Pa = (&4, [Cell(d,v) | let z = uin Pelse Q%
| [R]dLO,T’ilvT] ||Bé,@2702)

where leny, (v) = i, EY = £ U {d} and v = n' in the first case or £, = & and v = w
in the second case.

Let’s focus now on [let x = w in P else Q]dLmT. By definition, we know that this
process is the following process:

in(d,y).let z = win
OUt(d7 plus(plus(y, gletin(w))7 [U]LO,T))'[P]dLO,T
else
ve.(LetTrr(c, t, [v1; ... 5 Um], Plus(y, Gletelse))
| in(c,z).out(d,z).[Q]dLoyT)

where y, z are fresh variables, u = f(vi,...,v,,) and t = f(vy,...,v,,). Since
Message(uo1) and 02|dom(s,) = 01, We can deduce that Message(uos) and we can
also apply the internal communication with the cell d and then the rule LET and again
the release of the cell d:

(&7, [Cell(d,v) | [let x = uin Pelse Q)%
| [R]%O,T» ilv T] || Bév D, 02)

= (&g, [Oeli(d, ) | out(d, plus(plus(y, geen(2)), [u]10.7))
[PV | RIS, 7%, T] || By, @2, 05"

L (&5, [Cell(d, plus(plus(v, gietin (uaal)), [U]Le. 702)))

| P10 | (RIS, 7,3, TV || By, @2, 087)

with aég) =0 U{?/y;"o2t /.. } and O’és) = O'g) U {Plus(v:[ulLo,7o28) / 1 for some fresh
variable z and some integer i, 42, i3. Note that len, (plus(plus(v, gletin (uo2l)), [u] L, 702))) =

IenL(v) + IenL([u]LO,TUQL) =1+ IenL([u]LmTagi) + IenL(g|etin(u02¢)). By defini-
tion, we have that leny, (getin(uo2l)) = t_letiny(leny, (uo2l)). Thanks to Lemma 1,
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since Message(uoz) then leny, ([u]L, ro2d) = ctimer 1 (u, o2). Thus, we deduce that
leng, (plus(v, [u] Ly, 702l)) = i+ ctimer, 1 (u, 02) + t_leting (leny, (uo2l)). Once again,
we know that 03|qom(s,) = 01 and fvars(u) € dom(oy), hence ctimer, r(u,02) =
ctimer, 7 (u, 01) and so len, (plus(plus(v, Gletin (uo2l)), [U| L, 7021)) = 7.

We can thus deduce that [Cell(d, plus(v, [u] 1, 102))) | [P]$, 7 | [R]$, 1,13, T) €
([P | R, j,T)]i" . By denoting A = [Cell(d, plus(plus(v, Sietin (uo2)), [t] £o.7021)) |
(P4, 7 | [RI%, 1,i% T}|| Bb, we can deduce that A} € [4;]7° (7).

Moreover, by denoting &, = &), &, = o, o) = 0(3)2, we can conclude that
(&4, AL, D4, 04) is a transformed time process of (€2, Aa, Pa,02) and so the result
holds.

Case ELSE: The beginning of the proof is similar to the case LET. In particular, we
have there exists two extended process [let z = w in P else Q | R,4,T] and Bs such
that Ay = [letz = win Pelse @ | R,i,T]|| Bz and A} = [Q | R,5,T]|| Ba.
Moreover, £ = &1, &} = 1 and o] = o7. At last, we also have —~Message(uo) and
J =1+ ctimer, r(u,01) + t_letelser.

Since we assume that Ps is a transformed time process of P; then there exists .S,
suchthat & C &5, S, C E with & NS, = @, Ay € [Al]ic, 02|dom(01) = o7 and for
all ax; € dom(Py), ax; P2 = (ax;Pq,t;) for some ¢;.

But A; = [let z = uin Pelse Q | R,4,T] || By, thus by definition of Ay € [A;]7°,

we deduce that there exist B}, B} two extended process and S!, S? two sets such that

Ay =Bl || By B, € [lletz = win Pelse Q | R,i, T]|>, B} € [Ba]5¢, S = S} U S2
and S} N S? = (). Thus depending of the set S}, we have to distinguish two cases:

1. St = 0 and B} = [vd.(Cell(d, m) | lletz =win Pelse Q)% | [RI}, 1), T]
with m* a fresh name.

2. S} = {d} and B} = [Celi(d,w) | [let = win Pelse Q% r | [R]}, 1. T]
with lenz, (w) = i and some j’.

In both cases, we deduce that

Py = (€5, [Cell(d,v) | [let z = uin P else Q]%O’T
| [R}%O,T7i17T] ||Bé7¢2702)

where leny, (v) = i, EY = £ U {d} and v = n' in the first case or £, = & and v = w
in the second case.

Let’s focus now on [let x = w in P else Q]%O’T. By definition, we know that this
process is the following process:

in(d,y).let z = win
out(d, plus(plus(y, gietin(*)), [ulo,7))-[PlT, 7
else
ve.(LetTrr(c, t, [v1; .. .5 Um], Plus(Y, Gletelse))
| in(c,z).out(d,z).[Q]dLovT)

where y, z are fresh variables, u = f(vy,...,vy) and ¢ = f(vy,...,v,). Since
—Message(uo1) and 02lqom(s,) = 01, We can deduce that —~Message(uo) and we
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can also apply the internal communication with the cell d and then the rule ELSE:

(&5, [Cell(d,v) | [let z = win Pelse Q)%
| [R)%, 71" T]|| By, Do, 02)
= (&Y, [Cell(d,v) | ve.(LetTrp(c, t, [v1;. . .5 U,
P'US(% gletelse)) | in(ca Z)'OUt(da Z)~[Q]%O,T)
) 2
| (Rl 712, T)|| By @2,0%”)
L (&Y', [Cell(d, v) | LetTry(c, t, [v1;. .5 vm],
P'US(% gletelse)) | in(c, Z)-OUt(da Z)'[Q]%mT
| (BRI, 7.3, TV By 22,037

with 0&2) =0y U{"/,}, &Y = EY U {c} and some integer i',i%.

From this point, we apply Lemma 2 and we deduce that:

(&Y' [Cell(d,v) | LetTrp(c, t, [v1; . .. ; Um),
plus(y, Zleteise)) | in(c, 2).out(d, z).[Q]%ﬁT
| (R} 7,i%,T]|| By, #2,03”)
= (&Y [Cell(d,v) | out(c,t') | in(c,z).out(d,z).[Q]dL,T)
| [R) 7%, T] || By, @, 0%”)

withleng, (plus(y, gletelse)aéz)i)‘FCtimeL,T(U7 052)) = leng, (t/‘7§3)¢). Since yaf)i =

v, leny, (v) = i and t_letelser = gletelse, then leny.e (t/J(B)) =i + ctimer, 7(u, O'éz)) +
t_letelser. Since fvars(u) C dom(oq) and 052)\(10“1(01) = 01, hence leny,, (t'0®)) =
i+ ctimer 7(u,01) + +t_letelser = j.

But we have:

(&Y' [Cell(d,v) | out(e,t) | in(c, 2).out(d, z).[Q}%’T
. 3
| (R 7,3, T]|| By, @2, 0%”) )
£ .
S (&, [Cell(d, ) | Q) ¢ | [RIS, 7,8 T || By, 2, 05")
Since lenz. (#'0®) = j, we can deduce that [Cell(d,t) | [QIF 7 | [RI{ 1, T] €
[1Q | R, 5, T))L". By denoting A} = [Celi(d, ) | [Q)% 1 | [RI{ 7.7° T]|| B} we can
deduce that A} € [Aﬁ]i“u{d}.
Moreover, by denoting & = &Y, &), = Py, 0y = 0&4), we can conclude that

(&5, AL, Db, 04) is a transformed time process of (€2, Aa, Pa,02) and so the result
holds.

Case OUT: In such a case, there exists two extended process [out(u,t).Q | R,i,T)
and By such that A1 = [out(u,?).QQ | R,i,T]|| Bz and A} = [Q | R,4,T]|| Ba.
Moreover, &1 = &1, P} = 1 U{az, > to1l} and 0] = o7. At last, we also have there
exists M such that Message(M P, ), Message(uo), Message(toy), M®P1| = uoq| and
j =i+ ctimeg 7(t,01) + ctimer, r(u, 01) + toutr(leny (to1l)).

Since we assume that P, is a transformed time process of P; then there exists S,
such that & C &, S C & with & N S = 0, A € [A1]7°, 02|dom(or) = 01 and for
all az; € dom(P1), az; Py = (ax;P1,t;) for some t;.
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But A; = [out(u,t).Q | R,i,T]|| B, thus by definition of Ay € [A;]5°, we

deduce that there exist B, B} two extended process and S!, S? two sets such that

1 2
Ay = B} || By, B} € [[out(u,t).Q | R,i,T]]5¢. By € [Ba]s¢, S. = S! U S? and
S1 N S2 = (). Thus depending of the set S}, we have to distinguish two cases:

1. S} = () and B} = [vd.(Cell(d,m?) | [out(u,t).Q]“Llj | [RI{ 1),4,T) with m* a
fresh name.

2. S} = {d} and B} = [Cell(d,w) | [out(u,t).Q)¢ 1 | [R]{ 1, ', T] for some j and
with leny, (w) = 4.

In both cases, we deduce that

(Eg, Ao, By, 09) = (EY,[Cell(d,v) | [out(u, t).Q}%T
| [R}%,TJ ilv T} H Bév Ps, 02)
where leny, (v) = i, £) = £ U {d} and v = n’ in the first case or 5 = £z and v = w
in the second case.
Let’s focus now on [out(u, t).Q]¢ . By definition, we know that this process is the
following process:

in(d, y).let = = plus(plus(y, gout(t)), Plus([u]L,r, [t]£,7)) in
vk.out(u, (t, hide(z, k))).out(d, z).[P]{ ,

where y and z are fresh variables. Note that the term plus(plus(y, gout(t)), plus([u] .7, [t]£.1))
is only made of constructor hence Message(plus(plus(y, gout (t)), plus([u] .7, [t]L.7))0o2).
Thus, following the communication rule for the Cell(d,v) and we can apply the rule

LET then RESTR and obtain:

(&, [Cell(d, v) | out(u, t).Q]% 1 | [RIE 7., T)
|| Bév ¢2a 02)
= (&4, [Cell(d,v) | out(u, (t, hide(z, k))).out(d, z).[P]{ 1
| [R]¢ 7,32, T] || By, @2,0%)

with 0&2) — oy U {v/y;plus(plus(v,gout(t)),plus([u]L,T,[t]L,T))ogi /.}and &) = &) U {k}.

By hypothesis, we know that M @] = uo;. But for all azy, € dom(P,), az;Ps =
(axkP1,ty) for some k. Thus proj, (azy)P2) = azxp®Pql for all az, € dom(Py).
Since Gproj = {proix(az1) /o proji(azn) [azn;---}> we deduce that MOpyPa2] =
M®1| = uoy ). Since 057 |aom(or) = 01, then Mool = uol’ .

Moreover, we know that Message(M @+ ). But for all ¢ € st(M60,;P2), either ( =
az; for some az; € dom(P) or there exists ¢’ € st(MP1) such that { = (’'fpr;. Since
proj, (azy) P2l = azP1] for all axy, € dom(P,), we deduce that ('@ € T (F.,N)
implies that (P2 € T (F., N). Therefore, we deduce that Message(M pro;P2).
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Since M 0pojP2l = uaf% and Message (M 60jP2 ), we can apply the rule OUT as
follows:
(&Y', [Cell(d,v) | out(u, (t, hide(z, k"))).out(d, Z)'[P]%,T
) 2
| [R) 1,3, T] || By, 5, 0%7)

VAt out(MOproj, 0Ty, )

(&', [Cell(d,v) | out(d, 2).[PI{ 7 | [RI] 7,4, T]|| B,
By U {az, > (t, hide(z, K))o$? 1}, 0$?)
L (&4, [Cell(d, 205 | [P 1 | [RIE 7,34, T] || Bs,

By U {az, > (¢, hide(z, ¥))oi? 1}, o)

with 0%3) = 052) U {Z"ga /. } for some variable z’. We compute IenL(zaé )) We know

that za§2) = plus(plus(y, gout(t)), plus([u] L1, [t],7))o2]. Hence, IenL(za§2)) = leny(yoal)+

lent, ([u]r,ro2d)+Hleng, ([t]r,ro2d)+lent (gout (toal)). However, we know that Message(uo)
and Message(to) hence Message(ucos) and Message(tos). Moreover, by definition we
have leny, (gout(to2l)) = t_outy(leny (to2l)). Thus by Lemma 1, len, ([u]r ro2l) =
ctimeLyT(u, 0'2) and IenLo ([t]L’TUg\L) = ctimeL$T (t, 0’2). With yoo = v and IenLO (v) =
i, we deduce that IenL(za§2)) = i+ctimer, 1 (u, o2)+ctimer (¢, o2)+toutr(leny (tozl)) =
J-

This allows us to prove that [Cell(d, zo$?) | [PI¢ 7 | (R} 1,i%T] € [P |

d

R, j. 7). By denoting A; = [Cell(d.1) | [Qfr | |
deduce that A} € [A’l]i“u{d}.

Moreover, by denoting & = &', ¥ = @, U {az, > (t,hide(z, K'))o5 |},
oy = aé ), we can conclude that (&, AL, @), 0%) is a transformed time process of

(€, Az, Po, 09). At last, we already proved that tr = vaz,.out(M’, ax,) with M’ =
M 005, and since leny,, (hide(z.k’)a§2)¢) =leng, (:wg)i) = j, then the result holds.

R]{ Tt i*,T] || B, we can

Case IN: In such a case, there exists two extended process [in(u,z).P | R,i,T] and

By such that Ay = [in(u,z).P | R,i,T]|| B2 and A} = [P | R, j,T]|| B2. Moreover,

there exists two terms M and N such that M &, = uoql, N®1] = t, Message(M P4 ),
Message(N ;) and Message(uoy). At last, we have j = i+ctimey, 1 (u, o1)+t-inp(leng (to1d)),
5{ = 51, !15/1 = @1 and 0'/1 =01 U {t/»L}

Since we assume that Ps is a transformed time process of P, then there exists S,
such that & C &, S, C & with & NS, =0, Ay € [4y ]L » 02|dom(sy) = 01 and for
all az; € dom(P1), az; P2 = (azx;Pq,t;) for some ¢;.

But A; = [in(u,z).P | R,i,T]|| B, thus by definition of Ay € [A,]7°, we deduce
that there exist B}, B two extended process and S!, S? two sets such that A, =
B! || By, B] € [[in(u,x).P | R,i, T||5*, B € [Ba]>¢, S. = S} US2 and S' N S2 = 0.
Thus depending of the set S, we have to distinguish two cases:

1. 5} = @ and Bf = [vd.(Cell(d,m") | [in(u,z).P]{ ;- | [R]} 1), i,T] with m® a
fresh name.
2. S} = {d} and Bj = [Cell(d,w) | [in(u,z).P|} ;| [R]} 1, ', T) with leny,(w) =

1 and some j'.
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In both cases, we deduce that

(€2, Az, @3, 03) = (&5, [Cell(d,v) | [in(u,z).P]}
| [RI{ p,i", T]|| By, ®2,02)

where leny, (v) = i, EY = £ U {d} and v = n' in the first case or &, = & and v = w
in the second case.

Let’s focus now on [in(u, x).P]dLT. By definition, we know that this process is the
following process:

in(d,y).in(u, z).

let z = proj;(2) in

out(d, plus(plus(y, gn(x)). [l .7)). P12 7
else 0

where y and z are fresh variables.

Consider the term M’ = M0y and N’ = (N0, k) with k& € N. We know by
hypothesis that Message(M @), Message(N®;) and for all az; € dom(P,), ax; P =
(az;P1,t;) for some term ¢;. Thus, for all ( € st(MbyrojP2), either { = az; P2 for
some az; € dom(Py) or there exists (' € st(M) such that { = ('fpojP2. Since
proj, (azk) P2l = az Py for all azy, € dom(P;), we deduce that ('®;| € T (F.,N)
implies that (P2 € T (F., N). Therefore, we deduce that Message (M 8projP2). Simi-
larly, we can deduce that Message (N 6,0;P2) and so Message(N'®,).

Moreover, proj;(azy)®Pa) = azxi®1] for all axy, € dom(P;) also imply that
MOpoj®2|l = M®1] = uoil. Similarly, we deduce that NP2 = NP1| =t
and so N'®s| = (t, k).

Hence, following the communication rule for the Cell(d,v) and we can apply the
rule IN. Note that the variable z will be instantiated by (¢, k). Thus the term proj, (2)
will become a message which allow us to follow by an application of the rule LET and
obtain:

(‘%I’ [Ce”(d7 U) | [in(uvx)'P]%,T | [R]%,TJl’T]
‘ | Bé7 P, U2>

in(M’,N")
=

(&5, [Cell(d,v) | out(u, plus(plus(y, gin(2)), [u]L,1))-
(P17 | [RIY 7.3, T)|| By, @5, 087)

I (&Y, [Cell(d, plus(plus(v, gin (%)), [u]QTaéz)i))
| [PI¢ ¢ | [RI} 7,3%, T) || By, @2, 05")

with £ = & U {k'}, ¥ is a fresh name, 032 = 0 U {v/y; %) /5t .} and ¥ D
o)
Let’s compute leny, (plusplus(v, gin (%)), [u]L,TUg)i)). We already know that leny, (v) =

i and Message(uoz). Thus by Lemma 1, we deduce that len, ([U]L,TUf)U = ctimer, 7 (u, 052)) =

ctimer, v (u, 01). Moreover, by definition, IenL(gin(tU§2)¢)) = t,inT(IenL(taég)i)).
Hence we deduce that leny, (plus(v, [u]L’Taéz)i)) = i+ctimer, r(u, o1)+t-ing(leng (to1l)) =

Ve
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This allows us to prove that [ Cell(d, plus(v, [u] L 703> ]) | [P} o | [R]} 7,13, T) €
[P | R, j, T)Ji" . By denoting A = [Cell(d,t) | [Q)%.7 | [RI% 7 i, T]|| B}, we can
deduce that A} € [A’l]fcu{d}.

(3)

Moreover, by denoting & = &), &, = Py, 0 = 05’, we can conclude that
(&4, AL, D%, 04) is a transformed time process of (&2, Aa, P2, 02). At last, we already
proved that tr = in(M’, N') with M’ = M6, N’ = (N0, k) and k € N hence

proj proj
the result holds.

Lemma 16 (Completeness). Let Py and P be two time processes such that P is a
transformed time process of Py. For all Py 2 (E,A,D,0), if for all f(&1,...,&,) €
st(tra), forall k € {1,...,n}, & € AX implies that f = proj,, then there exists two
time processes P and P} = (&, Ay, &Y, 7%, a sequence of label try such that P} is a
transformed time process of P}, & = &, Py 2 P, Py 2 P} and if trg = ). ... o,
thentry = fy..... Ly, such that forall j € {1,...,m},

- ift; = vazy.out(M', az, j') then there exists M such that {; = vaz,,.out(M, azy, j),
M0Opoj = M’ and j = leng,(projy(azy)Psl); and

— ift); = in(M', N') then there exists M, N such that {; = in(M, N), NOyo; = N’
and M8y = M'.

Proof. To prove this result, we first need to order the actions in the trace that we con-

sider, i.e. Po T2 (E,A,®P,0). In particular, we know that Ps is a transformed time
process of P;. Hence, if we denote Py = (&3, Ay, P2, 02) and Py = (&1, A1, Py, 01),
then we deduce that Ay € [Al]‘z“ for some set S..

Thus, A, verifies same specific properties. First of all, since there is no internal
communication possible between two extended process in parallel, e.g. A|| B, any 7
transition on A and B can be done in any order, e.g. the 7 transitions can be first all
done on A and then on B. Moreover, any process vk, let = win P else Q, in(z,v)
and out(u, v) of A; are all modified in As to first start by an input on a cell and ends by
an output on this same cell. However, the property of cells indicates that it is impossible
to execute two consecutives inputs (or outputs) on the same cell. Thus, we can order the
actions of the trace such that all actions between an input and output of a cell are of the
same extended process should be done consecutively.

We know prove the result by induction on the size N of the reduction Po &
(E,A,®P,0).

Case of action out(u, v) in A;: Consider Py = P(1) by pe 22 (E,A,2,0)
such that either the first 7 action is the internal input on a cell build from the transfor-
mation of a process out(u,v) in A;. Moreover, consider that P is the result after the
internal output on the cell, or else P is the last action of the trace on this particular
extended process.

In such a case, since P is a transformed time process of P;, we have that A; =

lout(u,t).Q | R,i,T]|| By and Ay = [Cell(d,v) | P | [dTR,5,T]||[Bo]5 with



48 Vincent Cheval and Véronique Cortier

S. = S, U {d} with P being the following process:

P =in(d,y).
let z = plus(plus(y, gout(t)), plus([ulL 7, [t].7)) in
vk.out(u, (¢, hide(z, k))).out(d, z)[Q]%T

Moreover, we have that leny, (v) = i.

Since we considered traces where we order the actions where the actions between
input and output on a cell are done consecutively, we can deduce that rule applied here
between Py and P(™ should be the rules COMM, LET, RESTR, OUT and then finally
CoMM.

Assume first that the rule ELSE is applied instead of the rule LET. It means that
the cell d will never be released, which means that in the trace tro, this two rules were
the only actions on this extended process. Thus we can deduce that A = [Cell(d, v) |
0 | [dTR,j,T]||C for some C. It also implies that Py =2 (£, A’,$,0") such that
A = [Cell(d,v) | P |[d]TR,j,T]||C, 0" = 0|dom(o) and the size of the reduction is
strictly smaller than IN. By applying our inductive hypothesis, the result trivially holds.

Assume now that the rule LET is applied. In such a case, we have that

PO = (&, [vk.out(u, (t, hide(z, k))).out(d, 2).
Q12 7. 31, TV [[Ba], @, 05V

with Jél) =gy U {'U/y;PIUS(PIUS(Uvgout(t))vplus([u]L,Tv[t]L,T))UQl /.}.

Similarly to the case of the rule ELSE, we only consider the case where the rule OUT
is applied (else the cell is never released). Thus, we can deduce that /o = vaz,,.out(M, az,,)
for some term M with M ®Po| = uos|, Message(uos), Message(M o), Message(tos),
fvars(M) C dom(P2) and E; N fnames(M) = (). Moreover, we have:

PO = (&, [Cell(d, z05") | [Q1E 1, o, T] ||[Bal e, ', 05>

where €5 = &U{K'}, &' = &U{az, & (toa, hide(z03”, k) }, o8| o) = 08
and both k, k' have the same length. ’

Let’s compute IenL(zagl)): Thanks to Lemma 1, Message(uos) and Message(to)
imply that lenye ([u],702)) = ctimer, v(u, 02) and lenp. ([t]r 702l) = ctimer, (¢, 02).
By definition, we know that leny,(gout(toal)) = t-outr(len(tozl)). Thus, by defi-
nition of Ienzlﬁs, we deduce that IenL(zoél)) = ctimer, r(u,02) + ctimer 7 (t,02) +
IenL(v)—i-t,outT(lenL(tagi)) = ctimeL’T(u, O'2>+CtimeL}T (t, 02)+t70UtT(|enL(t0'2\|,))+
i.

At last, we know that for all az; € dom(®y), ax;P2 = (az;P1,t;) for some t;,
which implies that proj, (az;)P2) = az;P100]. Since we assumed that only first pro-
jection is applied on any parameter in M, we deduce that there exists M’ such that
M'8yr0j = M and M'®,| = M®P,]. Thus we can apply the rule OUT on P; such that

vazy.out(M’, azy,j)
P — "% Py and:

,Pi - (gla [Q | R>J7T] HBQ7¢1 U {a’xn > t}aal)
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with j =4 + ctimeL7T(u, 0'1) + ctimey, T(t7 0'1) + t,outT(IenL(talt)).
But we already proved that IenL(zaé )) = i+ ctimer, r(u,02) +ctimer p(t, o2) +

t-outr(leny(toal)) and with 02|qom(s,) = 01, We can deduce that len__ ) (=)j. At
2

last, we have that az,® = (to,hide(z0$", k)). Thus by definition of len%, we
deduce that IenL(hide(zc;'21), kK)) = IenL(zaé )) = 4. Thus, we conclude that P(®) is
a transformed time process of P;. Thus we can apply our inductive hypothesis on PO
and P; which yields the result.

Case of rule IN, LET and ELSE: Similar to the rule OUT.

Theorem 1. Let Fy; = ((F,N,L),T) be a time signature. Intuitively, T is the set of
time functions for the attacker. Consider two time processes Py = (€1, A1, 1, 0) and
Py = (&, A, Ba, 0) with dom(Ps) = dom(P), built on (F, N, L) and time functions
sets Ty, ..., Ty. Let P] = (&1, [A1]L, P1,0) and Py = (€2, [As]L, P2, D). Then

P ~Fti P . . / NTMT'T /
1 &' Pa if, and only if, P ~; Ps

, —T.. T, — — = .. —T...T,
Proof. Let’s denote Fy; = ((f ,N,L),T). We know by definition of F;
that 7/ C F’ where the symbol in F ~ F are not in the rewriting system. Moreover,
their time function are all the constant null. Thus, by Lemma 12, we can deduce that

F 71 Tn
Py~ Pa if, and Only if Py ATt P,. Moreover, by relying on Lemma 13, we
Tn . =Ty...Tp
have that P] ~ F“ Py if and only if P} z;’f%fﬁ, ! P!

. 71T . .
Thus we just have to show that will show that P zg“ P2 is equivalent to

,proj et T, L . . —=T1.. Ty
P1 =~y P5. To simplify the notation, we will denote from now on F;

by ]:ti and (?,N, Z) by ]:g.

Let’s start with the right implication of this equivalence, i.e. P; ~f“ ‘P2 implies
that P} ~7;* Pj. Consider P| = (£;, Ay, P1,01) such that for any terms M in tr,
if there ex1sts g(...,azx;,...) = M then M = proj,(az;). By applying Lemma 16,

we deduce that there exists two time processes Q; and Q) = (&1, A}, P}, 01), and a

sequence of label tr' such that Q) is a transformed time process of Q, P; LS ‘"

P1 s Qpandiftr=4¢;...4,, thentr = ¢ ... ¢ suchthatforall j € {1,...,m},
- if ¢; = vazy,.out(M, azy, jp,) then £ = yaxp.out(MGP_rcl,j, aty, j,) and j, =

lenz (projy(azy)®)l); and
— if £; = in(M, N) then ¢, = in(MﬂprOJ, proh(NﬁproJ))

We assumed that P; NF” P>. Thus there exists a derivation Po :> Q5 such that
Qs = (&3, Az, Po, 09) With VSl D~y Tt €y .Py. Let’s denote by Q) = (82, A’2, &, ah)

a transformed time process of Qs. Thus by Lemma 15, we deduced that P, :> Q) such
thatif tr’” = ¢7 ... ¢/ thenforall j € {1,...,m},

7

- if¢; = vaz,.out(M’, azy, j,) then £ = vaz,.out(M' Oy, axy, 5, ) with az, @5 =
(azp®q,t) and leny, (t) = jj,.
— if ¢} = in(M’, N') then £/ = in(M'Oproj, (N'Oprcj, k)) for some k € N.
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But we already show that for all j € {1,...,m}, if {; = vaz,.out(M, cw;p,jp) then
0= Vaxp.out(Mﬂp_r;j, azy, j,) thus 7 = vaz,. (MO, & Oproj, azip, 1) With MO 2 0prj =

proj proj
M. Moreover, if ¢{; = in(M, N) then /) = |n(M(9proJ,proh(N9pmJ)) thus ¢ =

in(M, (proj; (), k)). Since Py = w = Q), then Message((proj; (N), k)P,). However due
to the particular shape of the transformed time processes, the second component of a
pair given as input never matter hence we conclude that P’ B Q2

We now focus on the static equlvalence of v&}. P, and vE&]|.P}. We already know
that v&;.9, Nt’Lti vEy. Py hence vE]. Py Nn“ vE}.Py. By Lemma 9, we deduce that
vE . Py Nf ¢ v&l. Py Moreover, by definition of Q) (resp. Q)) being transformed pro-
cess of Qp (resp. Q1), we have that for all az), € dom(9®%), az,®’; = (az,®;, hide(uy, ky))
where k,, is a private names that is not deducible and hide is a one-way function that
does not appear in the u,. Thus by relying on Lemma 7, we can easily prove that

VE|. By ~] " vEL. D, implies vE]. Py ~7 ¢ vEL.P) and so the result holds.

The other direction of the proof is done similarly.

Theorem 3. Let Fy; = ((F,N,L),T) be a time signature. Consider two time pro-
cesses without replication Py = (€1, A1, P1,0) and Py = (&3, Ag, Po, D), with dom(Ps) =
dom(®1), and built on (F, N, L) and time functions sets Ty, . .., T,,. Let P] = (517 [Aq]bound @, ()

and Pl = (&, [Ag)bound o (). We define the length signature Fy = (?T’Tl’ "N, i Tn)
where N = fnames(P1) U fnames(P2) U {n'} for some name n'. Then,

P1 %,{T;“ Py if, and only if, P, ﬁfe P,

Proof. This proof is done in two parts. The first part consist of proving that P; ~ ” Po
if, and only if, P| =, i P5 with ]-" (]-'T At pp T "). Then the second

part consist of proving that P] =, i P4 if and only if P; Nf"' ‘PS. Note that the first part
was already done in Theorem 1. Therefore we focus on the second part of the proof,
that is proving that P zfz P4 if and only if P} zf ¢ PS. Note of course that only the
implication P} a2 ¢ P} implies P} zef“ P} is interesting since non trivial.

This can in fact be proved thanks to Lemma 10 in one hand for the static equivalence
part, and also from Lemma 7 and 4 for the transformation of traces. Indeed, as for the
proof of Lemma 10, the idea of this proof is to replace any name of length ¢ in tr
introduced by the attacker by a term of the form hide(tsize(7), tsize(j)) for some j
where tsize() is recursively defined as follows:

- tsize(1) = n'

— tsize(i) = plus(n!, tsize(i — 1)), forall i > 2.

We can easily show that for all i € N*, len(tsize(i)) = . With the terms tsize, we can
model an infinite set of names of size s as the set {hide(¢tsize(s), tsize(k)) | k € N*}.
Typically, the first argument of hide gives the length of the term whereas the second
argument allows to have distinct terms. This allows us to replace any names by a term
in the signature .7-"@ Thus by relying on Lemma 4 and Lemma 7, we can show that

having a trace 731 L (&1, A1, Py, 01) (resp. 792 S (&, Ag, By, 09)) is equivalent to
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having a trace P]; = (&1, A1, 1, 010) (tesp. Py = (Ea, Ag, Do, 02cx)) where « is
a substitution

o= {hide(tsize(fl,il))/ _hide(tsize(Lm im)) knem }

ki1 Y-
where each k1, . . ., k,,, are names in tr but not in N, i.e. not in P; and P4 and is not n*.
Moreover, each i1, . . . , i, are distinct and chosen such that the terms hide(tsize (¢, i,))

isnotintr, forallp € {1,...,m}.

Thus, by applying our hypothesis P} x;— ¢ PL, we obtain that v&; . P« N'Z‘-’ vEs. Do
It remains to apply Lemma 10 with the substitution o; and o9 of the Lemma being equal
to o~ L. This allows us to conclude that v&;.®; Nf ¢ v€y.P5 and so the result holds.



