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Willingness to Provide Personal Information Online: The Role of Perceived Privacy Risk, Privacy Statements and Brand Strength

Abstract

Perceived privacy risk is one reason that consumers do not always provide crucial personal information to firms online. This research reports on an experimental investigation into the role of two important factors – privacy statements and brand strength – likely to affect perceived privacy risk and willingness to provide personal information. Using realistic web pages as stimuli, we find that privacy statements do little to ease consumer concerns about the disposal and use of personal information whereas longer term measures strategic options such as developing a stronger brand image have a strong affect, even to the extent that consumers become willing to provide their personal information to websites with a strong brand name yet unwilling to share their personal information with websites with a weak brand name.
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The collection of consumer personal information is very useful to marketers. Accurate customer information allows firms to target markets more effectively, engage in customer relationship management, and be more market oriented. Though consumer information in an online environment can be handled very efficiently and effectively research to date suggests that consumers may be reluctant to part with their personal information online due to perceived privacy threats (Oberndorf, 1998). This can make eMarketing more difficult and to some degree even slow the growth of eCommerce (Caudill and Murphy, 2000; Culnan, 2000; Milne, 2000; Miyazaki and Fernandez, 2000, 2001). Alternatively, consumers may provide incomplete or inaccurate information (Katz and Tassone, 1990). The consequence for marketers is that decisions may be made with incomplete knowledge, and are therefore less than optimal, or worse still when the information given is inaccurate the wrong decisions are made. This study makes a contribution to theory and practice by examining the relationship between willingness to provide personal information online and perceived privacy risk, and the effects that privacy statements and brand strength have upon this relationship. This is important because it shows the role of privacy statements in influencing customers to provide their personal information and how this manifests with different levels of brand strength. 

Perceived Privacy Risk

Privacy Risk and the Internet

Perceived risk is fundamental to many consumer behaviour issues (Mitchell, 1999; Stone and Winter, 1985). A relatively new concept to marketing research and the study of consumer behaviour is perceived privacy risk, stimulated by the incredible growth of the Internet (Milne and Culnan, 2004; Phelps, D’Souza and Nowak, 2001; Schoenbachler and Gordon, 2002).

“Perceived privacy risk” relates to consumer perceptions of risk when marketers attempt to collect, use, and distribute information about consumers and their behaviour (FTC, 1998).  “Online perceived privacy risk” is perceived privacy risk in an online context. It relates to a variety of concerns, such as the unauthorized sharing of consumers’ personal information, unsolicited contact via email from the online marketer, and the tracking (whether disclosed or undisclosed) of consumer online behaviour.

As consumers increasingly “get online” marketers are finding that their behaviour is affected by their perception of privacy risk within the online environment.  Unlike offline transactions however, the nature of the Internet environment seems to generate greater concerns for consumer privacy.  As a 1998 study by the US Department of Commerce revealed, 81% of Internet users and 79% of online consumers were concerned about threats to their privacy online (Oberndorf, 1998).  As the use of the Internet and the adoption of eCommerce grow at astounding rates so too have these consumer concerns regarding the collection and use of their personal information (Caudill and Murphy, 2000). As years go by and more consumers become increasingly familiar with online activity, these concerns may begin to decline, but the marketer who can reduce privacy concerns quicker will have an advantage.

These concerns relate to the trail of valuable information left behind by consumers when accessing websites such as purchasing habits, user characteristics, interests and activities (Caudill and Murphy, 2000). The ease with which this information can be collected online brings about increasing concerns from consumers regarding consumer profiling (Caudill and Murphy, 2000) and distribution (Milne, 2000). As such consumers become more concerned that their personal information maybe used for purposes other than those for which it was originally collected (Thomas and Maurer, 1997).

Unlike traditional commerce where the consumer’s shopping behaviour is collected and studied in the aggregate, the Internet allows marketers to collect and analyze consumer data as consumers surf from site to site on the Internet.  While this holds significant benefits for online marketers such as targeting consumers with highly customized marketing messages offerings, the concerns of consumers are further heightened as the anonymity, which they have previously cherished on the Internet (Pitkow, Kehoe and Morton, 1997), becomes increasingly obsolete.

Perceived Privacy Risk and Willingness to Provide Personal Information Online

Perceived Risk and Willingness to Purchase

Research undertaken by Jarvenpaa, Tractinsky and Vitale (2000), Jarvenpaa and Tractinsky (1999), Miyazaki and Fernandez (2000, 2001) and Phelps, D’Souza and Nowak (2001) has tested for a relationship between perceived risk and willingness to purchase among online consumers. In particular, Jarvenpaa, Tractinsky and Vitale (2000) and Miyazaki and Fernandez (2001) closely examined the relationship between online perceived risk, consumer online purchase intentions (Jarvenpaa et. al., 2000) and online purchase behaviour (Miyazaki and Fernandez, 2001).  Jarvenpaa and Tractinsky (1999) then provided a cross-cultural validation of their earlier work. Though the study by Jarvenpaa et. al. showed only a weak negative relationship between risk perception and willingness to buy. Unlike the results of the Jarvenpaa, Tractinsky and Vitale (2000) and Jarvenpaa and Tractinsky (1999) studies, Miyazaki and Fernandez (2001) found strong support for their hypothesized negative relationship between risks and concerns of online purchasing and the consumer’s online purchase rate.

However, these prior studies have not specifically addressed the relationship between perceived privacy risk and purchase intent, and instead tend to address more global risk perceptions.  As such, we cannot delineate which specific web site attributes or marketing activities are likely to affect consumers’ perceptions of risk. This may account for the somewhat contradictory findings of their results and highlights important measurement issues for this research area. Further, prior studies have generally focused on how consumers’ perceptions of risk effect their purchasing habits, as opposed to how these risk perceptions effect the provision of personal information. As such results from these prior studies need to be extended into more specific contexts to understand risk perceptions better.

Isolating Perceived Privacy Risk

Privacy is often defined in terms of the consumer’s control over their information (Westin, 1967) as well as the environment in which the transaction or consumption takes place (Goodwin, 1991). A subset of privacy – consumer privacy – has been defined as “the consumer’s ability to control” (Caudill and Murphy, 2000).

Katz and Tassone (1990) hypothesized that consumers, despite being displeased with the prospect of a loss of privacy, have become acclimatized to the necessity of giving up their privacy in order to participate in modern society. They found that increasingly, people believe that they surrender their privacy when first entering credit society. Their findings suggest that while consumers are not necessarily experiencing higher rates of specific invasions against their privacy, there exists a general consensus among consumers that their participation within society is coinciding with a greater loss of personal privacy. Nevertheless, consumers are rarely willing to forgo a desired service in order to protect their privacy (Katz and Tassone, 1990; Norberg, Phorne and Horne, 2004).  In other words, despite rising concerns for their privacy, consumers are willing to trade their privacy in exchange for the benefits attributable to doing so.  

However, consumers may devise “their own resistance strategies when confronted with perceived infringements on their privacy” (Katz and Tassone, 1990).  That is, consumers were found to refuse to supply all of the requested information when they perceived the request as being a violation of their privacy rights.  Further studies by Nowak and Phelps (1992) and Sheehan and Hoy (1999) have supported these findings, reporting that up to 51% of consumers will refuse to provide information that they perceive as being unnecessary or too personal, which are often what is essential from the marketer’s perspective for the identification of potential target markets.  Potentially more devastating to marketers is the number of consumers who admit to providing purely false information – presumably where the value of the incentive is high enough to warrant participation, yet still low enough not to warrant the provision of the consumer’s personal information.

To demonstrate the affect of consumer perceived privacy risk upon the consumer’s willingness to participate online, the privacy construct must first be isolated from other potentially confounding consumer perceived risks.  If the concept of consumer privacy should be confined to information only (Foxman and Kilcoyne, 1993) then this will largely eliminate other potentially confounding and irrelevant factors such as financial, social, psychological and performance risk from the equation.  While it is still possible that the consumer may perceive some degree of time risk involved within the provision of information, this is not considered to be significant and at most is not expected to extend beyond the degree of time risk that consumers are likely to perceive whilst conducting online purchases.  The perception of physical risk is not expected to be present during either online purchase or information giving situations.

We start with the basics (and will build from there): the more privacy risk consumers perceive the less likely they are to provide personal information online. Thus,

Hypothesis 1: Online perceived privacy risk will be negatively correlated with the willingness to provide personal information online.

This raises the key issue of what factors cause perceived privacy risk.

Alleviating Perceived Privacy Risk

The Risk-Trust Relationship

As mentioned earlier, numerous studies have examined the relationship between online perceived risk and the concept of trust online (e.g., Hoffman, Novak and Peralta, 1999a; Jarvenpaa, Tractinsky and Vitale, 2000; Jarvenpaa and Tractinsky, 1999; Ratnasingham, 1998). But what are the antecedents of online trust?  A review of the literature pertaining to online trust was undertaken revealing a number of antecedents to online trust.  These antecedents formed nine broad categories:

Table 1 - Antecedents of Online Trust in the Research Literature

	Brand: Cheskin (1999), Yoon (2002), Tan (1999) (brand image); Dayal et. al. (2001) (merchant legitimacy); Earp and Baumer (2003) (co. name); Jarvenpaa et. al. (2000), Jarvenpaa and Tractinsky (1999) (reputation)

	Privacy policy disclosure: Earp and Baumer (2003), Ratnasingham (1998)

	Security/technology: Cheskin (1999), Yoon (2002), Dayal, Landesberg and Zeisser (2001)

	Web seals: Earp and Baumer (2003), Cheskin (1999) (seals of approval); Yoon (2002) (security assurances)

	Control: Hoffman, Novak and Peralta (1999a) (1999b), Koufaris and Hampton-Sosa (2004), Dayal et. al. (2001)

	Navigation: Cheskin (1999), Yoon (2002) (search); Koufaris and Hampton-Sosa (2004) (ease of use)

	Fulfilment: Yoon (2002), Cheskin (1999), Dayal et. al. (2001), Koufaris and Hampton-Sosa (2004) (perceived usefulness and enjoyment)

	Presentation: Cheskin (1999), Yoon (2002), Dayal et. al. (2001) (tone and ambience); Earp and Baumer (2003) (design of site)

	Firm size: Jarvenpaa and Tractinsky (1999)


From Table 1 this study will focus on the key factor of brand
, but first we form two more “big picture” hypotheses to test.

Privacy Policy Disclosure and Online Trust

Despite the large number of reports within the literature, which proclaim the necessity of privacy policy disclosure on web sites in order to ease consumer concerns with the online environment (e.g., FTC, 1998; Green et al, 2000; Hoffman, Novak and Peralta, 1999b; Kincaid, 2001; Miyazaki and Fernandez, 2000; Oberndorf, 1998), there exist other reports, which claim that they do not work (e.g., Culnan, 2000; Dembeck, 1999).

A report by Forrester Research has gone as far as to label Internet privacy policies as a “joke” (Dembeck, 1999), claiming that even those organizations which include a privacy policy on their web site, largely fail to comply with the FTC guidelines.  Another report from Business Week makes note that many of these online privacy policies “are usually buried at the bottom of the page, and seem to be drafted by life-forms on a distant planet” (Green et. al., 2000) signifying the level of legalese and complex language used within privacy policies baffles.

As such, despite all of the “hype” from within the literature (i.e., FTC recommendations and guidelines for privacy policies, consumer polls suggesting that consumers request privacy policies, and contradictory reports to suggest the failure of privacy policies to have an effect), the general belief that online privacy policy disclosure is negatively correlated with consumers’ online behavioural intentions, remains unconfirmed by empirical investigation.

As this has proven to be a significant and somewhat contentious topic within the literature, it is appropriate that further empirical investigation be undertaken to discover the effect that privacy policy disclosure has upon perceived privacy risk and willingness to provide information online.  Therefore, the following hypotheses will directly test these effects:

Hypothesis 2a: When asked to provide personal information online, perceived privacy risk is lower for web sites with stronger privacy statements than it is for web sites with weaker privacy statements.

Hypothesis 2b: When asked to provide personal information online, willingness to provide this personal information is greater for web sites with stronger privacy statements than it is for web sites with weaker privacy statements.

The Effects of Brand Strength

What might reduce perceived online privacy risk? Brands have long been considered to be highly influential in evoking consumer trust (e.g., Aaker, 1997; Chaudhuri and Holbrook, 2001; Keller, 1998; Lassar, Mittal and Sharma, 1995).  Keller (1998) argues that brands will reduce the perceived risks of consumers by acting as an inference of quality and by signalling product characteristics to consumers.

In the context of the online environment, branding has been argued to be even more pertinent to commercial success.  Previous research into remote purchasing has revealed that consumers perceive higher levels of risk when purchasing remotely than they do for regular in-store shopping (Cox and Rich, 1967). The reasons most commonly attributed to higher risk perception are, lack of “trialability”, difficulty in exchanging or returning goods, and, fear of not getting what was ordered (Cox and Rich, 1967; Spence, Engel and Blackwell, 1970).

While far more technologically advanced, ultimately, for the purchasing of traditional goods and services, the Internet is not unlike its remote purchase predecessors, the telephone and mail.  Presumably then, online consumers would perceive similar levels of risk in purchasing through the Internet as offline purchasers have through telephone and mail order.  Indeed, Tan (1999) found strong support to suggest that this is so.  Given these increased risk perceptions and the “fundamental lack of faith” (Hoffman, Novak and Peralta, 1999a) between businesses and consumers online, the brand will play an even more crucial role within this environment.  By establishing trust and developing meaningful relationships with online consumers then, brands can work to reduce consumer anxiety online as they have been found to offline. This leads to the following hypotheses:

Hypothesis 3a: When asked to provide personal information online, perceived privacy risk is lower for stronger brands than it is for weaker brands.

Hypothesis 3b: When asked to provide personal information online, willingness to provide this personal information is greater for stronger brands than it is for weaker brands.

The Interaction between Privacy Policy Disclosure and Brand Strength

Finally, given Hypotheses 2a, 2b, 3a and 3b proposed above, it is expected that an interaction effect is likely to be seen between the two independent variables, brand strength and privacy assurance.  This seems likely due to the effect of source credibility on consumer perceptions.  In other words, it has been shown within the literature that the degree to which the consumer is likely to believe information supplied by the source (brand) is dependent upon the degree to which the consumer perceives the source (brand) as credible, and trusts them to give unbiased information (Freedman, Sears and Carlsmith, 1981; Hovland and Weiss, 1951).

That suggests the level of privacy assurance, as manipulated through the firm’s privacy policy statement, is likely to hold more value or weight with the consumer when the firm has a higher level of brand strength, than if the strength of the firm’s brand is lower (i.e., the stronger the brand is, the greater the value that the consumer places on the privacy assurance).  Therefore, the following further hypotheses are proposed:

Hypothesis 4a: When asked to provide personal information online, brand strength and the strength of the privacy statement on the web site will have an interaction effect on perceived privacy risk.

Hypothesis 4b: When asked to provide personal information online, brand strength and the strength of the privacy statement on the web site will have an interaction effect on willingness to provide personal information online.

A Conceptual Model

The model below shows the expected relationships between the independent variables (brand strength and strength of privacy statement) and the dependent variables (perceived privacy risk and willingness to provide personal information online).  As can be seen by the model, it is expected that brand strength and strength of privacy statement affect perceived privacy risk, which in turn affects willingness to provide personal information online.

Figure 1 – Model of Willingness to Provide Personal Information
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Method

Experimental Procedure

A 2x2 experimental procedure, across two product categories for generalizability, led to eight web pages and was used to isolate the effects of brand strength and strength of privacy statement on perceived privacy risk and willingness to provide personal information. Brand strength and strength of the privacy statement could vary on two levels (strong or weak). Subjects were randomly assigned to one of these eight web pages and asked to view and assess it.  Subjects were then required to answer a series of questions based on their perceptions of the website.  
The Product

To isolate the desired effects, it was necessary to simulate a situation in which participants would be asked to provide personal information online yet did not require them to undertake an online financial transaction with the website during the experiment. Hence an online corporate “communal group” or brand community was selected as an appropriate focus.  Joining such a group requires the consumer to provide personal details to the company, but not engage in a monetary transaction. The two industries selected for the experiment were banks and colas, both of which often have such online groups.  

Designing the Stimuli

All web pages in the experiment were kept exactly the same as the real web pages from companies in these industries, with only differences in the treatments, brand names and company colours used. Examples of the bank web pages are shown below:
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Figure 2 – Sample Stimuli

Qualitative research revealed this and the “Join Now” page within Coca-Cola’s web site were both of good quality, easy to read and understand, and thus these formed the framework for all the stimuli. 

Operationalising the Independent Variables

Simulating Brand Strength. In order to simulate brand strength, it was necessary to create both high and low manipulations within each industry group.  To manipulate high brand strength, we looked at the market leaders in both industries.  Within the cola industry, Coca-Cola was the clear market leader with strong brand awareness, having ranked in the number one spot within AC Nielsen’s (2000) annual study of Australia’s top-selling grocery brands for seven consecutive years, since the establishment of the study in 1994. Within the banking industry research undertaken by Interbrand in late 2001, revealed that the Commonwealth Bank was clearly the second strongest Australian brand after the Telstra Corporation (Grant, 2001; Shea, 2001) and the strongest among Australia’s four major banks.  As such, the two strong brands selected for use within the experiment were the Commonwealth Bank and Coca-Cola.

When selecting low strength brands for the experiment, again real brands were used to increase external validity.  A list of all competing brands within the Australian markets of both industries was compiled. Well-known and popular brands were immediately dismissed, leaving us with a short list of lower strength brands from within both the banking and cola industries.  Qualitative research revealed participants were least able to recall or recognize Bank West and AC Cola, so these became the low brand strength brands. As researchers we make no characterizations of these brands. We are trying to make research as realistic as possible by using real brands and the types of web pages and information requests really used on the web. We are simply reporting the results of the qualitative and quantitative research. We have no relationship with any of these companies.

Simulating Privacy Statements. Each of the eight experimental web pages included a link to an official corporate privacy policy statement. To differentiate the “high” treatment of privacy statements, additional lines of text were worked into the content of each “high strength privacy” web site.  These additional “in-page” statements explicitly addressed the organizations stance on the privacy of their customers’ personal information.  Furthermore, an additional link to the official privacy policy statement was included within each “high strength privacy” web page.  These additional links were featured more prominently within the web pages in larger and bolder font. In comparison, the low privacy strength had simply a hyperlink to click for details.

A search of web site privacy policy statements was made among a number of brands from within the two selected industries to find an appropriate privacy policy.  When assessing these statements, attention was given to suggestions from within the literature as to appropriate content and formats (e.g., FTC, 1998; Green et. al., 2000).  The final policy statement was selected based on the following criteria:

1. The statement had to address the FTC’s (1998) principles of fair information practice.  In particular, those of consumer “notice”, “choice”, and “access”.

2. It was preferable that the statement contain a minimum of legalese.

3. It was also preferable that the statement be constructed and worded in a format that was easy to read.

The privacy policy on Coca Cola’s website was used in the experiment as it clearly demonstrated each of the selection criteria outlined above. Only brand names and other brand references were changed.

Operationalising the Dependent Variables

Scales for willingness to provide personal information online and online perceived privacy risk were not available in the literature, so new scales were developed. In developing these measures, the widely used procedure suggested by Churchill (1979) was followed. Sample items were generated for the construct domains, these were refined qualitatively, leaving a list of five items for online perceived privacy risk, and two items for willingness to provide personal information online. Reliability analysis using Cronbach’s Alpha revealed reliable measures for both constructs (Perceived Privacy Risk: α = 0.917; Willingness to Provide Personal Information: α = 0.904).
Sampling
A sample of both undergraduate and postgraduate students was taken from an Australian university.  The use of a student convenience sample was appropriate for a number of reasons. Firstly, as this research relates directly to consumer online behaviour, it is deemed appropriate that participants be users of the Internet.  Furthermore, as “the likelihood that an adult is an Internet user decreases dramatically with age” (ABS, 2000) and as adults aged 18 to 24 hold the highest Internet usage rate (74%) consumers from within this age bracket were targeted for selection.  As the majority of university students fall within the 18 to 24 year old age bracket and are seen to be regular users of the Internet for communication, research and the accessing of university online learning materials, this group represents a potential target. Secondly, in experimental research, the researcher is less concerned about projecting or predicting and is more concerned about testing for the existence of an effect (Kardes, 1996). 

Respondents were contacted via lectures and course web sites and the purpose of the survey was explained to them. Respondents were given a web link to the survey and asked to proceed to it to fill it out, with incentives to induce participation. In total, 216 surveys were completed on line and submitted via the Internet.  Of these, there were 197 usable responses, and 19 unusable responses.  Respondents were distributed relatively evenly across treatments, ranging from 24 to 26 per cell.

Analysis and Results

Confirmation of Brand Strength Manipulation

For the brand strength measure we adapted a past measure used in Boulding and Kirmani (1993). The six items in the Boulding and Kirmani paper were reduced to five items, each anchored with a seven point scale. A comparison of means revealed a successful manipulation of brand strength with means for the strong brands higher than for the weak brands. 

Table 2 – Brand Strength of Manipulations

	
	Bank
	Cola

	High Brand Strength
	5.2283
	5.9965

	Low Brand Strength
	3.4259
	3.9479


The difference in means was confirmed by an independent samples t-test for both the bank and cola categories (t89=6.913; p=0.000 and t94=10.133; p=0.000, respectively).

Reliability 

Reliability of perceived privacy risk and willingness to provide personal information online was confirmed in the final survey (Perceived Privacy Risk: α = 0.793; Willingness to Provide Personal Information: α = 0.841).

Hypothesis 1

Hypothesis 1 was supported with strong and statistically significant correlation coefficients between willingness to provide personal information online and perceived privacy risk for the bank category ((=-0.757; p=0.000), and cola category ((=-0.546; p=0.000).

MANOVA – Testing the Conceptual Model

Assumption Testing. Univariate normality was demonstrated for each cell and each dependent variable except two of the sixteen cells. Mahalanobis’ distances were calculated and revealed no outliers in the data. Linear relationships were confirmed between the dependent variables for each cell except the same two cells that were found not to be normally distributed. Finally, homogeneity of the variance-covariance matrices was assessed using Box’s M. For the bank data, Box’s M revealed a p-value of 0.088 and for the cola data, Box’s M revealed a p value of 0.543, indicating homogeneity of the variance-covariance matrices. Furthermore, as cell sizes were relatively equal (i.e., ratio of the largest group to the smallest group is 30/24=1.25 < 1.5) any violation of this assumption has minimal impact (Hair et al 1998: 348). In summary, there was no extensive violation of the assumptions.

Banks. Multivariate tests of significance confirmed that brand strength displayed a significant main effect upon perceived privacy risk and willingness to provide personal information (Pillai’s Trace 2, 85 = 0.084; p = 0.024). However, the tests showed no main effect for privacy assurance level upon both perceived privacy risk and willingness to provide personal information (Pillai’s Trace 2, 85 = 0.008; p = 0.707). Also, the tests showed no evidence of an interaction effect between brand strength and privacy statements upon both perceived privacy risk and willingness to provide personal information (Pillai’s Trace 2, 85 = 0.004; p = 0.859).

Colas. For the colas, the multivariate tests of significance confirmed that brand strength displayed a significant main effect upon both perceived privacy risk and willingness to provide personal information (Pillai’s Trace 2, 93 = 0.103; p = 0.006). Like the bank data, the tests did not confirm a main effect from the privacy assurance level upon perceived privacy risk and willingness to provide personal information at the 5% level of significance (Pillai’s Trace 2, 93 = 0.059; p = 0.059). Also, the tests showed no evidence of an interaction effect between brand strength and privacy assurance level upon both perceived privacy risk and willingness to provide personal information (Pillai’s Trace 2, 93 = 0.019; p = 0.416).

Hypothesis 2a

Figure 3 shows that the level of perceived privacy risk rises slightly from 4.562 to 4.650 as strength of the privacy assurance is increased, for banks. This does not support Hypothesis 2a.

Figure 3 – Strength of Privacy Statement and Perceived Privacy Risk
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The univariate F-test for the effect of privacy assurance strength upon perceived privacy risk failed to confirm a difference in means at the 5% level of significance (F1 = 0.088; p = 0.767). Figure 3 also shows a decrease in perceived privacy risk for the cola category from 4.825 to 4.285 as strength of privacy assurance increased. The univariate F-test confirmed this difference in means (F1 = 5.289; p = 0.024), supporting Hypothesis 2a. However, even though the graph shows that increases in strength of privacy statements are associated with lower levels of perceived privacy risk, note that when the level of privacy statement is strengthened, the perceived privacy risk of groups remains greater than 4, signifying that consumers still have high perceptions of risk.  This is also true for the bank groups.

Hypothesis 2b 

Figure 4 shows that as the strength of privacy statements increase from low to high, willingness to provide personal information increases from 3.552 to 3.655.  

Figure 4 – Strength of Privacy Statement and Willingness to Provide Personal Information
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This is consistent with Hypothesis 2b but the increase is only small. The univariate F-test did not confirm a difference in means (F1 = 0.096; p = 0.757), providing no support for Hypothesis 2b. Furthermore, even when the privacy statement is strengthened, willingness to provide personal information remains less than 4, signifying a general unwillingness to provide personal information online. For the colas, Figure 4 also shows an increase in willingness to provide personal information from 3.478 to 3.635 as the strength of privacy assurance increases.  This provides some support for Hypothesis 2b, but again, the difference is small. Again, as with the bank category, the univariate F-test was statistically insignificant (F1 = 0.296; p = 0.587), failing to confirm Hypothesis 2b. Again, as the privacy statement is strengthened, willingness to provide personal information remains less than 4 signifying a general unwillingness of consumers to provide personal information online.
Hypothesis 3a

For the banks, Figure 5 shows that as brand strength increases from low to high, perceived privacy risk decreases from 4.994 to 4.219, consistent with Hypothesis 3a. 

Figure 5 – Brand Strength and Perceived Privacy Risk
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The univariate F-test further confirmed this by showing a statistically significant difference (F1 = 6.799; p = 0.011). For the colas, Figure 5 shows a similar relationship to that of the banks.  The findings show that an increase in brand strength from low to high leads to a decrease in perceived privacy risk from 4.765 to 4.345, supporting Hypothesis 3a. The univariate F-test provides partial confirmation of this (f1 = 3.200; p = 0.077), indicating some support for Hypothesis 3a. This further confirms the results demonstrated for the banks.  

Hypothesis 3b 

For the banks, Figure 6 shows that as brand strength increases, willingness to provide personal information increases from 3.166 to 4.042 providing support for Hypothesis 3b.

Figure 6 – Brand Strength and Willingness to Provide Personal Information
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The univariate F-test for the bank groups further confirmed this difference (F1 = 6.973; p = 0.010). These results also show the ability of increasing levels of brand strength to shift the level of consumer willingness from generally unwilling to generally willing representing an important shift in consumer willingness to provide personal information online because consumers become willing to provide personal information to strong brands. For the colas, Figure 6 indicates a similar relationship to the bank category.  That is, as brand strength increases from low to high, willingness to provide personal information increases from 3.082 to 4.031, again providing support for Hypothesis 3b. The univariate F-test confirms this difference in means (F1 = 10.751; p = 0.001). Again we see that strong brands are able to shift willingness to provide personal information, from unwilling to willing.

Hypothesis 4a

For banks, Figure 7 suggests brand strength is the only influence on perceived privacy risk as the lines for the strong and weak brand are relatively flat. This suggests no interaction between brand strength and privacy statements, which does not support Hypothesis 4a. The univariate f-test for the interaction effect failed to confirm a difference between the means (F1 = 0.291; p = 0.591).  

Figure 7 – Strength of Privacy Statement, Brand Strength and Perceived Privacy Risk (Banks)
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For colas, Figure 8 suggests an interaction between brand strength and privacy assurance on perceived privacy risk.  That is, when brand strength is high, privacy assurance has little effect on perceived privacy risk.  However, when brand strength is low, an increase in privacy assurance tends to decrease perceived privacy risk.  Thus for stronger brands, a stronger level of privacy assurance would seem to be less useful whereas for weaker brands, it would seem to reduce perceived privacy risk. This would suggest that while privacy statements, regardless of their strength, make almost no difference in perceived privacy risk for a strong brand, a strong privacy assurance will act to reduce perceived privacy risk, although only slightly, for a weaker brand.  Furthermore, Figure 8 shows that while brand strength will account for a reduction in perceived privacy risk where the privacy statement is weak, this reduction in perceived privacy risk is less evident where the privacy statement is strong. For the colas, the univariate F-test for the interaction effect failed to confirm a difference between the means (F1 = 1.783; p = 0.185).  Therefore, there is some support for Hypothesis 4b, but it is not statistically significant.
Figure 8 – Strength of Privacy Statement, Brand Strength and Perceived Privacy Risk (Colas)
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Hypothesis 4b

For banks, Figure 9 shows little interaction between brand strength and privacy statements.  Again, an increase in brand strength seems to increase willingness to provide personal information, whilst privacy statements essentially have little effect regardless of the level of brand strength. For the banks, the univariate F-test failed to confirm a difference between the means (F1 = 0.239; p = 0.626).  There is no support for Hypothesis 4b.

Figure 9 –Privacy Statement, Brand Strength and Personal Information (Banks)
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For the colas, Figure 10 again shows that as brand strength increases, so does willingness to provide personal information whilst strength of privacy statement has little effect on willingness to provide personal information online.  Again, there does not seem to be an interaction effect between brand strength and privacy assurance. The univariate F-test for the interaction effect also failed to confirm a difference between the means (F1 = 0.384; p = 0.537). Therefore, there is no support for Hypothesis 4b.

Figure 10 –Privacy Statement, Brand Strength and Personal Information (Colas)
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Summary of Findings and Discussion

A clear negative relationship was found to exist between perceived privacy risk and willingness to provide personal information online, confirming Hypothesis 1. This would indicate that obtaining crucial consumer data is not a pipedream, but can be a reality if effective methods of reducing consumer perceived risks can be developed.

The MANOVA indicated partial support for hypothesis 2a with the cola category showing strong support and the bank category no support. This suggests that perceived privacy risk might be industry specific. Consumers may presume that banks are required to work within strict guidelines and hence, the inclusion of explicit privacy assurance statements on web sites may be seen as superfluous.  Alternatively, perhaps consumers have come to expect a lot of dry and technical legalese from banks and so have come to pay less attention to it.  For colas however, consumers may perceive the industry as being regulated by less stringent guidelines and the inclusion of explicit privacy assurance statements may be more necessary. No support for Hypothesis 2b indicates that increasing the strength of the privacy statement on a web site will do nothing to affect the willingness to provide personal information online.

The MANOVA indicated partial support for Hypothesis 3a with the results from the bank category showing strong support for Hypothesis 3a, but results from the cola category showing only partial support. Again, differences may be due to more stringent regulations, which govern the way in which banks operate, with regard to consumer data. That is, people maybe more likely to perceive less privacy risk from a bank because presumably banks must conform to a series of stringent regulations regarding, among other things, consumer privacy.  This would suggest that by establishing long-term commitments to developing a trusted brand, marketing managers may succeed in alleviating the perception of privacy risk, which currently abounds at the consumer level. The MANOVA provided strong support for Hypothesis 3b.  Most notably as brand strength increases, willingness to provide information shifts from unwilling to willing. Furthermore, Figure 6 shows the lines representing banks and colas almost overlap one another, suggesting that we can be confident of the generalizability of this effect across industry sectors. These findings further substantiate the reward for a commitment to long-term brand building.  

These findings imply that to get consumers to provide their personal information, it is necessary to go beyond simple quick fix solutions, such as privacy statements, as these have little or no effect on consumers. In fact, within this study, an examination of the web site statistics revealed that among the 197 responses, privacy policies were only clicked on a total of four times.  This would suggest that consumers do not bother reading privacy policies, perhaps because they consider them to be complicated, dry legalese.

For Hypothesis 4a, the MANOVA indicated no support.  While the graph in Figure 8 suggests, an interaction effect for the cola data between brand strength and the strength of privacy statement on perceived privacy risk, this was statistically insignificant.  The graphs in Figures 7 and 8 clearly indicate that while brand strength has an effect on consumers’ level of perceived privacy risk, the strength of the privacy statement on a web site would appear to have no such effect. Again, when looking to reduce perceived privacy risks, long-term strategies to build consumer trust in the brand appear to be most effective. For Hypothesis 4b the MANOVA indicated no support and this was confirmed by Figures 9 and 10.  This would again suggest that while willingness to provide personal information increases when brand strength is higher, there would seem to be no effect as a result of the strength of privacy statements. These graphs also demonstrate the clear effect that brand strength has on willingness to provide personal information online.    

Managerial and Public Policy Implications 

The finding of a limited effect that online privacy policies have upon consumers’ perceived privacy risk and willingness to provide information online suggests that despite public policy concerns, formal privacy policy statements within web sites do nothing to ease the concerns of consumers.  Governments should re-evaluate their online privacy and privacy disclosure policies. Marketers who are tempted to take the short-term quick fix solution, such as detailed legalese privacy policy statements, would not necessarily be successful in their attempts to woo these consumers.  The findings suggest that in order to lower the consumer’s perception of privacy risk and obtain their data, marketers need to prepare for the long-term battle of gaining consumer trust. This is not to suggest that firms should not include a privacy statement within their web site, but that marketers should not rely on privacy statements for reducing perceived privacy risk and increasing willingness to provide personal information. These findings also provide evidence that the efforts of managers in building trusted and reputable brands are likely to be paid off with lower levels of perceived privacy risk in their brand’s web site and increased willingness of consumers to provide personal information, highlighting the importance of long-term strategic planning in building consumer trust.

Limitations

As always the findings of experimental research are not necessarily generalizable across different contexts. However, an attempt at accounting for this was made by running the experiment across two categories, enhancing confidence in the findings.  

The sample was limited to Australian university students, which means that generalizability beyond this population group cannot be guaranteed. However, we know of no reason to expect unique cultural or situational aspects for this group that would lead to important unique results, as compared with other university students such as from the USA or the UK (and one member of the research team is from the USA and one from the UK). Nevertheless, replication across different populations and industries is recommended.
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� We can eliminate some factors in Table 1 that are not relevant to the purposes of this present study. This research intends to examine the consumer’s perception of privacy risk online and as such, factors that relate to Internet security issues (i.e. issues that pertain to the technical aspects of the Internet such as data encryption and transfer, and do not specifically pertain to the firm’s use of such data) are beyond the scope of this study.  Where web seals (online seals of approval) relate to the web site’s use or incorporation of technology (i.e. for the enhancement of security), they have been dismissed from the research.  Where web seals pertain to the approval of third party privacy advocates however, they have been incorporated into the category of privacy policy disclosure.  Where control relates to “environmental control” (Hoffman, Novak and Peralta, 1999a) (i.e. control over the online environment and over the security of information), it has also been dismissed and where control relates to “secondary use of information” (Hoffman, Novak and Peralta, 1999a) (i.e. control over the firm’s subsequent use of information), it has been incorporated into the category of privacy policy disclosure.


A further three categories were dismissed on the grounds that they do not relate directly to online privacy.  These categories are navigation (i.e. the functional design or ease of use of the web site), fulfilment (i.e. the perceived usefulness, enjoyment or relevance of the web site’s content to the consumer) and presentation (i.e. the aesthetic design of the web site).  Finally, firm size was dismissed, as this is not believed to have a bearing on perceived privacy risk.  While Jarvenpaa and Tractinsky (1999) argued for the existence of a relationship between firm size and trust, this could be spurious in nature and more likely formed through brand name and firm reputation than purely through firm size, leading to the study of brand effects being incorporated into this research.
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								WPS		SB		4.255						WPS		SB		3.909

								WPS		WB		4.87						WPS		WB		3.196

						cola

						PPR		SPS		SB		4.232				WTP		SPS		SB		4.02

								SPS		WB		4.3384						SPS		WB		3.25

								WPS		SB		4.4584						WPS		SB		4.0415

								WPS		WB		5.1914						WPS		WB		2.913





Sheet3

		Bank				bank		WPS		SPS		WB		SB

		Cola				PPR		4.562		4.65		4.994		4.219

		Perceived Privacy Risk

		Willingness to Provide Information				WTP		3.552		3.655		3.166		4.042

		Strength of Brand

		Strength of Privacy Assurance				cola

		Low				PPR		4.8248		4.2852		4.7648		4.3452

		High

						WTP		3.4775		3.635		3.0815		4.031

						bank

						PPR		SPS		SB		4.183				WTP		SPS		SB		4.174

								SPS		WB		5.118						SPS		WB		3.136

								WPS		SB		4.255						WPS		SB		3.909

								WPS		WB		4.87						WPS		WB		3.196

						cola

						PPR		SPS		SB		4.232				WTP		SPS		SB		4.02

								SPS		WB		4.3384						SPS		WB		3.25

								WPS		SB		4.4584						WPS		SB		4.0415

								WPS		WB		5.1914						WPS		WB		2.913






