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Abstract. The Electronic Medical Record (EMR) is a very impat support tool
for patients and healthcare professionals but st $@me barriers that prevent its
successful integration within the healthcare pecactiThese barriers comprise not
only security concerns but also costs, in termgiroE and effort, as well as
relational and educational issues that can hindeproper use. Access control is
an essential part of the EMR and provides for asfidentiality by checking if a
user has the necessary rights to access the resduefshe requested. This paper
comprehensively reviews the published material tbooess control in healthcare.
The review reveals that most of the access cosysibms that are published in the
literature are just studies or prototypes in whigkalthcare professionals and
patients did not participate in the definition b&taccess control policies, models
or mechanisms. Healthcare professionals usuallgiate®n change their workflow
patterns and adapt their tasks and processes én trdise the systems. If access
control could be improved according to the useegds and be properly adapted
to their workflow patterns we hypothesise that safthe barriers to the effective
use of EMR could be reduced. Then EMR could be rsaceessfully integrated
into the healthcare practice and provide for betédient treatment.
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Introduction

The widening use of healthcare information systesinsh as the Electronic Medical
Record (EMR), which allows for the collection, edtion, management, sharing and
searching of information, is increasing the need fioformation security (e.g.
confidentiality, integrity and availability) [1]2].

Although the EMR is a significant support tool fpatients and healthcare
professionals there are still some barriers thavgmt its successful integration within
the healthcare practice. These barriers comprisemlg security concerns [3] but also
costs, in terms of time and effort, as well astrefel and educational issues that can
hinder the proper use of the system [4], [5]. Refatl issues may exist when, for
example, the relationship between patient and playsis affected. Educational issues
relate to the fact that healthcare professionaézirie learn how to use and adapt the
system to their own needs [6]. They are usually carisulted when the system is
designed and implemented and therefore are mdbedime forced to use the system
and need to redesign their workflow patterns ardtiffs].



Access control is essential to provide for the wherftiality of the EMR because it
is part of the authorisation process where theegysthecks if the user can access the
resources he requested. The study of access cqatioles, models and mechanisms
that are commonly used in healthcare and withinBlER can help us understand how
access control can affect the success of EMR iatiegr and how this can be used to
minimize the barriers that are usually present.

The main objective of this paper is to review haeess control has been studied,
designed and implemented in general and compasetthisimilar research in the
healthcare domain, more specifically within EMR teyss. This review will help
identify what are the main issues regarding heatthprofessionals’ needs in terms of
access control, and identify the barriers that isyaevent the successful integration
of access control systems into EMR. If the improgatrof access control development
and usage can reduce some of the EMR integratioietsmthen we hypothesize that
patient treatment and support can be improved.

This paper is structured as follows. Section Efhyiintroduces the concept of
access control and some of the complexities inwbladts design and implementation.
Section 2 presents some of the problems with EM&R reow access control relates to
them. Section 3 describes the methodology usethéoreview and section 4 presents
the results obtained from the review. Section Syeses and discusses the results and
suggests some ways to improve the design and wsecess control and its integration
with EMR in healthcare practices. Section 6 conetuthe paper.

1. Access Control

Information security is usually defined by threeimeharacteristics [2], [7]:
- confidentiality - the prevention of unauthorizegdaosure of the information
* integrity - the prevention of unauthorized modifioa of the information
» availability - the prevention of unauthorized withding of the information.

Confidentiality is often used interchangeably witfivacy but they are not exactly
the same. Privacy is the right of an individualnimt have their private information
exposed (and this is usually enforceable by law)jlstv confidentiality is limiting
access to information to authorised individualsyonl

The complexity of building secure information systerelates mainly to three
fundamental and competing factors: i) the compjeaftthe security technology itself,
ii) the difficulty of classifying the informatiorhtt is to be protected and iii) the use of
the technology by humans. This last factor is ndgmthe most problematic [8]
because it deals with the interactions between hgnaad systems. Other important
but secondary competing factors are: protectingrintion from unauthorised access
whilst needing to be able to access it for auditlaw enforcement purposes; and
making it easy for an authorised user to gain acteshe information but complex for
an unauthorised user to do the same.

In order to securely access information within ategn three steps are usually
required: identification (where a user says whoidjee.g. with a login username);
authentication (where a user proves his identificagiiven in the first step, e.g. with a
password or a PIN number); and authorisation (wlk&eess rights are given to the
user). Whilst access control is conceptually pathe authorisation process that checks



if a user can access the resources he requesteatevscluding all three steps within
the scope of our review since the first two steqgsreecessary precursors to the third.
Furthermore many implementations combine the tisteps together into one access
control decision, by having the implicit access tocoinpolicy that everyone who is
successfully authenticated can have access to dbeurce. This is the coarsest
granularity of access control policy, in which ex@re has the same access rights.
Thus the authentication mechanism becomes a cothbaathentication and
authorisation mechanism.

The design of access control systems is very comatal should start with the
definition of structured and formal access conpolicies as well as access control
models [9]. An access control policy must desctitgerules that need to be enforced in
order to provide the information security requirenseof the organization. Afterwards,
an appropriate access control model must be ctingender to model the rules defined
within the policy. Examples of common access cdntrodels are: Role-Based Access
Control (RBAC) that associates rights to groupsis#rs according to their roles within
the organization; Identity Based Access ControlA@ that associates rights to
specific users depending on their needs; and Marnygl#ccess Control (MAC) that
defines mandatory rules for all the users of tteteayn. A model can also be hybrid and
include more than one model in order to tackle tt@e heterogeneous needs of an
organization. Only after the access control modethosen can the right technology
and both authentication and access control meamani® selected and implemented.
Authentication mechanisms provide for the idendifion and authentication of a user
to the system - the first 2 steps above - (e.gnlpgssword; fingerprint) while access
control mechanisms protect against unauthorizedofighe requested resources (e.g.
access control lists, security labels) [10]. Botlchmnisms should perform in a correct
and consistent way according to the access cqmitimy and model defined.

The means of providing access control has beconre ifwallenging as policies
become more complex. These need to be studiedudgrefithin the healthcare
environment so that access control can be correfieloped and applied without
hindering the system’s use.

2. The Electronic M edical Record

Access control is of vital importance in healthca€enfidentiality is a main concern
when it is related to patient clinical informatitimat needs to be private. It is essential
to protect this information from unauthorized ascesid, therefore, misuse or legal
liability.

The introduction of the EMR within healthcare orgations has the main goal of
integrating heterogeneous patient information tisatusually scattered throughout
different locations [11], [12]. This is why the EMR becoming an essential source of
information and an important support tool for ttealhcare professional. There is also
an increasing need to access healthcare informatioeamote locations [13]. This and
the distributed nature of the information stressriked for access control requirements
to be taken seriously [14].

Although the EMR is an essential tool for the Headre professional, the reality is
that it still does not integrate easily and effeelty with healthcare professionals’ daily
workflow and processes [15]. Several obstacles wmmentioned by healthcare
professionals concerning the use of EMR. The oletaare associated with a concern



for patient privacy and other security vulneralalt related to the easy distribution,
sharing and wider online access of the informaltid@j, [17].

Other barriers that prevent the successful integraand use of EMR are mostly
related to human interactions with the system. &heslude the time taken by
healthcare professionals to learn and to use thsy and the consequent extra time
and costs the patients may incur if they have ti lwager to be seen and treated. In
addition, relational and educational barriers disader the right use of the EMR.
Relational barriers include the perceptions thatghysician and the patient have about
the use of the EMR and how their relationship canalffected by it. Educational
barriers comprise the lack of proficiency and diffties that healthcare professionals
have whilst interacting with the EMR to performithaaily tasks [6].

Taking into account the problems mentioned abovk@msidering that the main
factor that is driving the integration of EMR syste is the need to improve clinical
processes and workflow efficiency [13], a deepeataustanding of how access control
systems can affect this integration and how theybming developed within the EMR
is required. This analysis is done in the followsggtions.

3. Methodology

In order to deepen the understanding of the deaiggh implementation of access
control systems, two reviews were performed. Tha fieview comprised an analysis
of the design and implementation of generic acammsrol policies, models and
authentication mechanisms, where the latter incatpd an implicit access control
function, whilst the second review was similar bpplied specifically to the healthcare
environment.

3.1. Review for Generic Access Control

This review comprised full articles from the lagt years (1996 until mid 2006) whose
content covered generic access control policiesletsoand authentication mechanisms
that incorporated an implicit access control functi

Searches were made in IEEE Xplore and ACM (Assimciafor Computing
Machinery) conference databases as well as SACMBymposium on Access Control
Models and Technologies) and ESORICS (European 8gimm on Research in
Computer Security). Specific queries were made BEH Xplore (access
control<in>metadata) and ACM with “access control”.

The review method was done in several stages. #edtby reading the titles and
the abstracts from the list of articles retrievegtkiie queries. We tried to summarise in
a table the most important topics about accessaotitat we wanted to study. We
included articles that described at least one efdtliowing topics:

* Type of access control policy: Institutional, Legislation, End-user, override
and other.

e Type of access control model: RBAC, IBAC and DAC, MAC, Hybrid and
other.

e Study and/or implementation: Access control policy, access control model
and Authentication Mechanisms with an implicit aaxeontrol function.



e Authentication mechanisms. Login/password, Single Sign on, smartcard,
fingerprint, digital signature, certificates andhet.

¢ Results: Just build the model; prototype or real set impletagon.

e Problems: The limitations.

e Successes: The advantages and benefits.

Articles that applied specifically to the healtre@omain were excluded from this
review but included in the next one.

From the articles selected we tried to search dlieafticles and read them. The
table was filled with the necessary information latiihe full articles were being read.

3.2. Review for Access Control in Healthcare

This review comprised full articles from the lagt ylears (1996 until mid 2006) whose
content covered access control policies, modelsaatbentication mechanisms (that
incorporated an implicit access control functionhemn applied in the healthcare
environment.

Searches were made in medical databases such diséglat included the BMJ-
British Medical Journal) as well as IEEE Xplore ak@M.

As one query was not sensitive enough several egievere made in Medline -
“computer security access”, “access to informaticerid “security”, “access to
information” and “confidentiality”; IEEE Xplore - access control and
health<in>metadata), (“access control' and heaitt¥metadata), (access control and
health<in>metadata), (pki<in>metadata) and patiantt ACM - "access control" and
"electronic patient record" and "security" and fadentiality”.

The review method used was similar to the one piedein the previous section.
We started by reading the titles and the abstifaota the list of articles retrieved by
the queries. We tried to summarise in a table thstrimportant topics about access
control that we wanted to study. We included agtidhat described at least one of the
following topics:

e Type of access control policy: Institutional, Legislation, End-user, override
and other.

e Type of access control model: RBAC, IBAC and DAC, MAC, Hybrid and
other.

e Study and/or implementation: Access control policy, access control model
and Authentication Mechanisms with an implicit aaxeontrol function.

e Authentication mechanisms: Login/password, single sign on, smartcard,
fingerprint, digital signature, certificates andhet.

« Healthcare Institution: Hospital, hospital department, primary care, gév
care and other.

e Healthcare Information System: EMR/EPR/CPR, prescription and
consultation.

e User Groups. Medical doctors, nurses, patients and other heate
professionals.

e Portal/lnternet access. Healthcare professionals, patients and other.

e Reaults: Just build the model; prototype or real set impletaton.

e Problems: The limitations.



e Successes: The advantages and benefits.

Next we tried to find the full version of the atéis selected according to their titles
and abstracts. The summary table was filled wttikstfull articles were being read.

4. Results
The review results are presented below and analpssettion 5.
4.1. Review for Generic Access Control

351 articles were obtained within the search gserdter reading titles and abstracts
80 full articles were selected and read. Of thBSearticles were deemed to be in scope
and were included in the review.

As can be seen in Table 1, from the 17 articles ttentioned the definition and
use of an access control policy only in 1 case iwasiplemented, and this was a
prototype system. From the 59 articles that meptiomccess control models, 52
concentrated on the study of an access control laydkin only 8 cases were these
studies implemented, mostly as prototypes with dnbf these being implemented in a
real scenario.

Table 1. No of papers reviewed covering access control jgsljanodels and mechanisms between 1996 and
2006.

1996-99 2000-03 2004-06  Total

Access Control Policy

Study/Analysis 4 12 16
Implementation 1 1
Access Control Model

Study/Analysis 4 11 37 52
Implementation 2 6 8
Authentication Mechanisms with
an implicit access control function

Study/Analysis 5 10 15
Implementation 1 2 3

The most commonly used access control model was@QBing covered in 38
articles out of 52. The most commonly studied andtqtyped authentication
mechanism was digital signatures with public kefifieates (9 out of 15).

During the last ten years the 3 countries with muublications in this particular
area are the USA with 40, UK with 8 and Germanyhwit

4.2.Review for Access control in Healthcare
1453 articles were obtained from the Medline seagakries, 234 from the IEEE

qgueries and 200 from the ACM queries. These asgtici#ating to access control in
healthcare were reviewed according to their tides abstracts. From these, 77 full



articles were selected and read. Of these, 59emtieere deemed to be appropriate and
were included in the review.

From a total of 27 articles that refer to the sysseimplementation, 25 were built
as prototypes whilst 2 were built in a real lifesario.

From the 34 published articles that mention acces$rol policies, Table 2 shows
that 22 refer to the study and analysis of thodiipe, whilst only 4 of them actually
implemented policy based systems as prototyped4imut of these 34 papers, the
policies were institutionally or legislatively deéd, whilst in only 4 of those 34
articles is it mentioned that end-user can setedi But none of these 4 policies were
actually implemented, not even as prototypes. Eurthone of the 34 articles that
mention access control policies included the eratsusf the system as part of the
group that designed and developed those policies.

Finally, 7 articles refer to the need for an owggrpolicy definition i.e. an access
control system which allows the user to override turrent policy in times of
emergency, and gain access to patient confideimiaimation that they would not
otherwise be able to see.

As for access control models, from the 40 artidlest refer the use of access
control models, 24 of these mention its study andlyesis whilst in 8 articles the
models were implemented as prototypes only.

Table 2. No of papers reviewed covering access control fgslicmodels and mechanisms in healthcare
between 1996 and 2006.

1996-99  2000-03  2004-06  Total

Access Control Policy

Study/Analysis 2 8 12 22
Implementation 3 1 4
Access Control Model

Study/Analysis 6 10 8 24
Implementation 1 6 1 8
Authentication Mechanismswith an
implicit access control function

(o]
[
o
o]
N
~

Study/Analysis
Implementation 1 6 1 8

The most commonly used access control model was@RER from 40) whilst the
most tested authentication mechanism was digitghasures with public key
certificates (29 from 41).

Focusing now on the EMR and its users, Table 3 shibw type of information
systems that were implemented and in which heakhicestitutional setting they were
implemented. It also presents the most common tgpaser groups for those systems.



Table 3. Healthcare institutions, information systems aret ggoups.

1996-99 2000-03 2004-06 Total
Healthcare I nstitution
Hospital 3 10 7 20
Hospital Department 2 2
Primary Care 1 1
Private Care 1 3 4
Other 2 5
Total 3 16 16 35
Healthcar e Information System
EPR/EMR/CPR 5 14 15 34
Prescription 2 1 3
Consultation 1
Total 5 16 17 38
Portal/I nter net Access
Healthcare professionals 1 1
Patients 1
Total 2 1
User groups
Medical doctors 2 2 4
Nurses 3
Patients 1 4
Others (HPs,GPs,IT,Pharmacists) 2 13 9 24
Total 2 19 17 38

Most of the information systems are EMR (34 from &Ricles) and were
implemented within hospitals (20 from 35 article§he end users of the system are
mostly healthcare professionals (HPs), generalttificaeers (GPs), IT and pharmacists.
Only in 5 articles is it mentioned that patientsghti have access to their healthcare
information but none of these systems were beieg irsa real environment.

Table 4 shows the usability problems that were entmed as described in the
published articles.



Table 4. Usability problems that were encountered.

Problem type No of occurrences
Educational Barriers 5
Disruption to workflow & performance 7
Relational Barriers 1
Increase in time for patient session 1
Security concerns 1
Cultural barriers 2
Management problems 4

During the last ten years the 3 countries with npublications in this particular
area were the USA with 15, UK with 10 and Greeci Wi

5. Discussion

The main observation from the first two tables whest the results were very similar
and access control in healthcare reflects wha&jpéning generally concerning access
control in information systems.

Both reviews showed that there is a great intaredefining and studying access
control models. However, without a proper acces#rob policy definition, a model
cannot be properly implemented and configured, aitidnever accurately represent
both the organization and users’ needs in termacoéss control. Still, this kind of
academic modelling approach works because themvajgtrity of the models were not
implemented in practice. They are analysed as raooel at most, implemented as
prototypes. Proper system evaluation is neededrdeaine can conclude that these
models are either appropriate or effective.

The preference for using RBAC as the starting ptnbuild an access control
model can be explained by the fact that this madlelws easier administration and
more flexibility in order to be adapted to the witwkv and hierarchical needs of a
heterogeneous organization.

In terms of authentication mechanisms, the modfistuwas digital signatures
with public key certificates in a Public Key Inftagcture (PKI). Similar results were
obtained from both the healthcare domain and timergé domain. The use of PKI is
extremely complex and usually requires expensiveources, both in terms of
manpower expertise and software. At the time tliieles under review were written
(mostly prior to 2004) PKI systems had not beenelyidmplemented and used in real
and complex healthcare scenarios such as publfthtssand other large organizations
where resources are usually scarce. After 2004ontldind only one study where PKI
was implemented in a real healthcare scenarionbtvithin an EMR [18]. This study
describes a web-based system to access healthcaire ibjury information in a
regional area. They use digital certificates fothauatication. Although this kind of
approach deemed to be successful the researchactuded also that certificates’
management is time consuming and requires a sttedignical infrastructure and
human resources that require continuous monitoring.



Nevertheless, the situation today is changing,oalgh these later developments
are not usually reported in research articles. @¢vetional PKI systems have been
rolled out, for example, the US Federal PKI sys{&f], and the Italian identity card
system [20], whilst several national healthcare Bydtems now exist e.g. in the UK
[21] and Australia [22]. But there is little pubitisd research about them.

From this review we found that most healthcare rimfation systems that need
access control are EMR systems built within hetenegus and complex organizations
such as hospitals. EMR is becoming more availablgabse its advantages are well
acknowledged [13]. However, according to the reyiemcess control policies and
models in EMR are usually not implemented and use@dal life environments. Some
national health services have started to work a services, e.g. the UK NHS [23],
but they are not fully implemented yet.

From those which were implemented within a reatirsgtthe end users of the
system did not participate in its development andst of the time did not support its
introduction and use [13]. It is also relevant wtenthat none of the access control
systems used within the EMR and in a real envirartmeere being accessed by
patients. This situation does not appear to bebatier in the national systems that are
currently under development, since the patientsnateeven being informed that their
records will be held electronically in these systehat alone be invited to participate in
the design [24]. According to the European legistaf25] patients should be able to
access their medical information whenever they estjiand in an understandable
format. Several studies refer to the importancethef benefits to be gained from
patients accessing their medical records [26],,[228]. However, only one of the
analyzed studies [29] provided patients with actedbeir information, this being via
an Internet portal prototype. Again, both healtkcarofessionals and patients did not
participate in the development of this access ocbrsystem, even though the system
focused on patients’ access to medical informatiith the objective of providing for
their needs and subsequent healthcare support.

Most access control policies and systems are ingiéad following legal and
institutional requirements. Littlejohns’ study [38hows very clearly the practical
problems of implementing information systems withitospitals. According to
Littlejohns, the problems arise due to not ensuthmt the end users of the system
knew why and how the system was being implemerdad, for not recognising that
education is an extremely important factor to taki account prior to systems’
implementation. Further, the complexity of healtlecaasks and processes was
underestimated and therefore could not be modeltembrdingly. Miller’'s study [5]
analysed the most important barriers to the subues#tegration of EMR within
healthcare practice and found that there were nd#figulties with the technology as
well as the need for complementary changes andosufipbe implemented in order to
use EMR. These increased the time and costs otimgabtation while at the same time
reduced physicians’ use of EMR and consequentlynipgovement in quality that had
been expected. The study also concluded that nigysigians needed to spend a great
deal of time customizing their electronic forms amad to redesign their workflow
processes to use the EMR. Miller et al believe #wmne of these problems can be
reduced with the definition of both public and ptie policies that can better adapt
EMR functionalities, including security, to the deeof its users.

Hackos [31] conclude that the development and impletation of similar projects
must start with a realization and understandingheffollowing: the precise purposes
for creating a system; the people who will usesdygtem; what tasks the system will be



used for; and where and how the users will usesylstem. In this way, users’ more
specific needs such as workflow processes anditiesias well as cultural issues will
also be taken into account and modelled.

6. Conclusion

Despite the benefits of EMR, there are some bar(igat may include access control
systems) that hinder users from fully taking adsget of them and improving their
workflow patterns.

Although access control is a security service tieg been widely studied and
applied in healthcare systems such as EMR, theifabat the most interested parties,
the users (both healthcare professionals and psitjeare not usually consulted when
the access control policies are integrated intsehg/stems, and when the system is
integrated within their workflow environments. Healare professionals usually
needed to change their workflow patterns and attegit tasks and processes in order
to use the systems.

We believe that if healthcare professionals aniepes support and participate in
the access control systems’ development process th@daccess control policy
definition then some of problems described above lba minimized ensuring that
EMR can be more effectively used in order to previor better healthcare.

Future work that we propose to undertake incluttesdevelopment of an access
control policy that can incorporate all the stakdbcs’ needs and views regarding
access control (including healthcare professioaats patients) and a further definition
of an access control model that can effectivelyespnt these policy rules. We will
then proceed with the implementation and evaluatibrthis access control model
within a real healthcare scenario in order to asgéwether the improvement in access
control systems within EMR, according to the useeds and workflow patterns, can
reduce some of the barriers to the effective useMR and therefore provide better
healthcare and patient treatment.

References

[1] CERT Coordination Center CMU. CERT/CC Overvi¢neident and Vulnerability Trends. Carnegie
Mellon University; 2003.

[2] Gollman D. Computer Security. 1st ed: John WieSons; 1999.

[3] Knitz M. HIPPA compliance and electronic medicacords: are both possible? . Graduate research
report: Bowie State University. Maryland in Euro@ép5.

[4] Sprague L. Electronic health records: How ctddow far to go? NHPF Issue Brief. 2004 Sep
29(800):1-17.

[5] Miller RH, Sim I. Physicians' use of electromcedical records: barriers and solutions. Health Af
(Millwood). 2004 Mar-Apr;23(2):116-26.

[6] Becker MY, Sewell P. Cassandra: flexible trostnagement, applied to electronic health recof@34;2
2004. p. 139-54.

[7] Harris S. CISSP All-in-One Exam Guide. 2nd Btt:Graw-Hill Osborne Media; 2003.

[8] Schneier B. Secrets and Lies: digital securitg networked world: Wiley; 2004.

[9] Blobel B. Authorisation and access control étectronic health record systems. Int J Med Infd2604
Mar 31;73(3):251-7.

[10] ISO — International Organization for Standaation. ISO 7498-2: Information processing systems
Open Systems Interconnection - Basic Reference Mdeiart 2: Security Architecture. 1989.

[11] Waegemann C. EHR vs. CPR vs. EMR. Healthagi@atics online. 2003 May 2003.



[12]

[13]
[14]
[15]
[16]
[17]

(18]

[19]

Cruz-Correia R, Vieira-Marques P, Costa Préies A, Oliveira-Palhares E, ArauGjo F, et al. grion

of Hospital data using Agent Technologies — a cigdy. AlCommunications special issue of ECAI.
2005;18(3):191-200.

Institute MR. 7th annual survey of electrohigalth record trends and usage for 2005. Medicabitls
Institute. 2005. Medical Records Institute: MediRaicords Institute; 2005.

Bakker A. Access to EHR and access contral atoment in the past: a discussion of the neecaand
exploration of the consequences. Int J Med Inf@@@4 Mar 31;73(3):267-70.

Lehoux P. The Problem of Health Technologylidggolmplications for Modern Health Care. 1st ed:
Routledge; 2006.

Knitz M. HIPPA compliance and electronic meaicecords: are both possible? . Graduate research
report: Bowie State University. Maryland in Eurogép5.

Miller RH, Hillman JM, Given RS. Physician usé IT: results from the Deloitte Research Survdy.
Healthc Inf Manag. 2004 Winter;18(1):72-80.

Lemaire E, Deforge D, Marshall S, Curran Dsécure web-based approach for accessing trangitiona
health information for people with traumatic bramury. Computer Methods and Programmes in
Biomedicine. 2006; 213-219.

Alterman P. The US federal PKI and the feddmadige certification authority. Federal PKI siagr
committee.2005. Available dittp://www.cendi.gov/presentations/alterman_pki13501.ppt Acessed

on the 20th March 2007.

[20] The lItalian electronic identity card. The igal Ministry of interior. Cybertrust. 2005. Availebat:

[21]

[22]

[23]

[24]

[25]
[26]
[27]

[28]

[29]
[30]

(31]

http://www.cybertrust.com/media/case_studies/cybsttcs_ital 1.pdfAccessed on the 20th March
2007.

PKI advaice for Caldicott Guardians & Delegduthorities. NHS — NSTS phase 2b briefing paper.
2005. Available at: http://www.connectingforhealth.nhs.uk/nsts/docs/pkivice caldicott.pdf
Accessed on the 20th March 2007.

Public Key Infrastructure (PKI) Security - AbbbPKI. Australian government — Medicare Australia.
2007 Available at:
http://www.medicareaustralia.gov.au/vendors/segutéichnology/pki_security/about_pki.shtml.
Accessed on the 20th March 2007.

Security and access - staff access. NHS - ffrepat of Health. Available at:
http://www.nhscarerecords.nhs.uk/nhs/security-aswbss/staff-acces#Accessed on the 20th March
2007.

The British Medical Association is urging dord to begin telling their patients about the new
electronic health recordKable's Government Computin 2006 Available at:
http://www.kablenet.com/kd.nsf/Frontpage/7A8A73686134478025722700554CFC?0OpenDocument.
Accessed on the 20th March 2007.

Recommandation n° R (97) 5 relative a la &tion des Données Médicales. Comité des Ministugs
Etats Membres. 1997.

Ross SE, Lin CT. The effects of promotingigat access to medical records: a review. J Am Med
Inform Assoc 2003 May-Jun; 10 (3):294.

Honeyman A, Cox B, Fisher B. Potential imaof patient access to their electronic care rexord
Inform Prim Care. 2005;13(1):55-60.

Ferreira A, Correia A, Silva A, Corte A, PinAA, Saavedra A, Pereira A, Pereira AF, Cruz-CerfRj
Antunes L. Why facilitate patient access to medimadords. Studies in Health Technology and
Informatics. 2007. (To be published).

Masys D, Baker D, Butros A, Cowles K. Givingtfents access to their medical records via the
Internet: The PCASSO experience.

Littlejohns P, Wyatt J, Garvican L. Evaluatiogmputerised health information systems: hardoless
still to be learnt. BMJ. 2003;326:860-3.

Hackos J, Redish J. User and Task Analysisnfirface Design 1st ed: Wiley; 1998.




