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Abstract

This project aimdo develop and explore a robust framework fassessindgiometric systems on
mobile platforms, where data is often collected in roonstrained, potentially challenging environments.
The framework enablesthe performance assessment given a particular platform, biometric modality,

usage environment, usdrase ad required security level.

The ubiquity of mobile devices such as smartphones and tablets has increased taciceéemet-
based services acrosmriousscenarios and environments. Citizemse mobile platforms for arever
expandingset of services andhteractions, often transferring personahformation, and conducting
financial transactions. Accurate identity authentication for physical access to the device and service is

therefore, critical to ensure the security of the individuaiformation,and transaction.

Biometrics provide an established alternative to conventionaluthentication methods Mobile
devices offer considerable opportunities tdilise biometric data from an enhanced range of sensors
alongside temporal information on the usd the device itselfFor examplecameras and dedicated
fingerprint devicegzancapture frontline physiological biometric samplesrgadyused for device logn
applications and paymenauthorisation schemes such a8pple Pay alongside voice capture ing

conventional microphones.

Understanding the performance of these biometric modalities is criticas®essinguitability for
deployment Providinga robust performance and security assessment given a set of deployment variables
is critical to ensureappropriate security and accuracy. Conventiob&@metrics testingis typically
performed in controlled constrained environments that fail to encapsulatebile d & & (i daiy {afd

developing) use.

This thesis aim® develop an understanding of biométperformance on mobile devices. The impact
of different mobile platforms, and the range of environmental conditions in uséiametrics' accuracy,
usability, security, and utilitys poorly understood. This project will also examine the application and

performance of mobile biometrics when in motion.
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Chapterl

1 Introduction

1.1 Introduction

Biometric systems use automated methods to verify or identify an individual and have seen
widespread deployment over the past two decades. Increasingly these technologies are being
ubiquitously utilised on mobile platforms such as smartphones and tablétsthe 2020 Biometrics
Institute Industry Survefl], 82% of respondents agreed thstandardisechiometric testing is crucial to
the A y R dzafituke® Respondents also said that digital identity (14%) wWaes most significant
developmentlast year.The respondents then followechis developmentwith mobile identity (12%),

privacy and ethical issues (11%) and biometrics capture via smartphone (10%).

Following up in the 2021 Biometrics Institute Industry Sufi2déyrespondents again said that digital
identity topped the list of significant developers, increasing flam:’s 12 o002 Ay GKS &SI N a!
FINBSR GKIG adl yRFNRAASR 0A2YSONRO (SadAy3I A& ONHzOA L ¢
that this was the case. An even higher proportion (94%) believed that testing is essential to understand
analgoh i KYQ& LISNF2NXIYyOS YR K2g NARalad FNB YIylI3ISRED a+AN.
agreed that biometrics will be the key enabler for anchoring digital identity and that there will continue
to be significant growth in mobile remote identityerification systems and remote onboarding
0§SOKy2f238¢ o

The FIDO alliance also commerggating thatéthe lack of an industrgefined program to validate
performance claims has led to concerns over variances in the accuracy and reliability of theisasolut
[3]. The work presented within this thesis aims to explore and address these concerns within a mobile
context by exploring the existing area and constructing and analysing a potential penfmerframework

concerning mobile biometric systems.

Sectionl.2briefly introduceshiometrics and why they help solve problems associated with traditional
authenticgion methods. Sectiorl.3 explores the core elements of biometric performance testing,
although Chapter 2 aims to explore this in further detail. Sectigiprovides the research motivations
for the work presented within this thesis, and Sectibib explores some of the backgrounds towards
moving from traditional static biometric systems to mobile biometric systems. Sett®presents the
research questions this thesis aims to explore and answer. Settibprovides a table of the key
definitions and acronymand reader is likely to encounter in this thesis. Finally, Sedti®8and Section

1.9provide a breakdown of the chapters presented within this thesis and a summary of this chapter.
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1.2 What Are Biometrics?

From a cyber security perspective, the term authenticatiatidateswhom users claim to be. There
are three primary ways tochieve this, and they can be categorisedsamething we know, something
we have orare [4]. Something we know includes elements such as passwords and pins. Something we
have includes access (smart) cards and keys. Something we are where biometrics play their role in the

authentication space.

The ISO and IEC standards have defined biometsifthe automated recognition of individuals based
on their biological and behavioural characteristifs]. The biometric characteristic is K Biological and
behavioural characteristic of an individual from which distinguishing, repeatable biometric features can
be extracted for biometric recogniti@n|n this thesisthe biometric charateristicsare usually referred to
as modality, with specific consideration for Fingerprint, Face, Voice, andSeistion1.7 provides a
complete list of definitionsUnlike passwords and smartcardsometric attributes cannot be lost or
forgotten. Even in the case of identical twins, although a face recognitioaraystll struggle to tell them

apart, a fingerprint or iris system can still provide high identification accuracy.

Jainet al. [6] identified seven factors that determine the suitability of a physical or a behavioural
modality in a bioretric application. The factors identified will serve as an insight into what the modality
and, in turn, the biometric systems should be capable of achieving and will be investigated further in
Chapter 3, where the traditional concept of performance is esgad and modernised for the introduced

performance framework.

1. Universality. Every individual accessing the application should possess the trait.

2. Unigueness The given trait should be sufficiently different across individuals.

3. Permanence Thebiometric trait of an individual should be sufficiently invariant over a period
for the matching algorithm. A trait that changes significantly over time is not a valid biometric.

4. Measurability. It should be possible to acquire and digitise the biometiadt sing suitable
devices that do not cause undue inconvenience to the individual. Furthermore, the acquired
raw data should be amenable to processing to extract representative feature sets.

5. Performance The recognition accuracy and the resources requicegchieve that accuracy
should meet the constraints imposed by the application.

6. Acceptability. Individuals in the target population that will utilise the application should be
willing to present their biometric traits to the system.

7. Circumvention This efers to the ease with which the trait of an individual can be imitated
using artefacts (e.g., fake fingers) in the case of physical traits, and mimicry, in the case of

behavioural traits.
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Figurel.1 shows the general components of biometric systems as defined by ISO. The system is broken
up into four subsystems: data capture, storage, comparison, and decision, edrigrisethe biometric
system. The biometric systemgglit into three paths, forming the enrolment path where a biometric
reference is captured and stored. A verification path is a 1:1 comparison between the stored reference
and the presented biometric probe. Finally, the identification path k.M compaison between the

stored references and presented probe to find the primarily likely biometric candidate.

Biometric identificationA & précéss af searching against a biometric enrolment datatadand
and return the biometric referenciglentifier(s) attributable to a single individéald Ly O2y (i N} ai>X o6A2YS
BSNRTAOI (A2Yy ploéesskRiSaniirgiiSgRa bibrietridickaigh théough biometric compadsdn
Since mobile is often associated with a single user, the thmeaisly concers biometric verifications.
Although it is noted that some smartphone devices are capable of storing multiple references, however,

the intention is that they should all belong to a single user.

Data capture Data storage Comparison Decision
subsystem subsystem subsystem subsystem

{ I i i comparison
biometric ) ; biometric
Biometric reference score

claim enrolment Ml Comparison —
database -"""-n,,~

H hresh l}\‘
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Figurel.1l: Components of a General Biometric Systgf

Biometrics aimto solve persistent issues around authentication and the usability and frustradibns
usersthat result in poor security practices regarding authentication, mainly reusing passwords. The FIDO
Alliance states some of the current problems with traditional authentication metjgtifrom various

sources, including:

1 284% growth in authenticatioaredential loss in 2019
1 49% passwordriven cart abandonment rate

1 55% of IT leaders reuse a single password
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51% of passwords are reused across services

20-50% of helpdesk calls are for password resets

8090% of 02 YYSNDS aAdSaQ | (ioSisedhyStiing 2 3Aya | NB
$25 billion financial loss caused by online payment fraud by 2024 in Europe

1300 years collectively spent by humans each day entering passwords

18 million COVI19-themed malware and phishing emails blocked per day by Google

= =4 -4 A -8 -8 -2

7098breaches in 2019, exposing 15.1 billion records

1.3 Biometric Performance Overview

There are three types of biometric performance testing:

1 Technology EvaluationA technology evaluatiomomparescompeting algorithms from a
single technology

1 Scenario Evahltion - Scenario testing aimto determine the overall system performance in
a prototype or simulated application.

1 Operational Evaluationr Operational testing aim to determine the performance of a
complete biometric system in a specific application emwinent with a specific target

population.

oManufacturers tend to test their products under optimal conditiongnfortunately, most
implementations will not reflect these condition€onsequently, manufacturer claims for biometric
systemperformance are unlikely to match what is seen in-tiayday use [9]. Mansfield and Kell{10]
stated the difficulties in allowing meaningful performancemparisons between devicesd listed five

factors for this:

1. The performance of a biometric system can depend heavily on the tp@mlication. For
example, if the endisers are familiar with the system, willing to use it, and supervised, one

would expect performance to be better than unsupervised, unwilling, untraineduseals.

2. Measures that apply to some biometric devices areamiaglesso others. For example, in
the case of behavioural biometric systems (such as signature or voice), ease of forgery is

essential. However, there is no direct analogy for physiological biometric systems.

3. There are tradeoffs between the various pormance measures. By relaxing the acceptance
criteria, the false rejection rate can be improved at the cost of increasing the false acceptance
rate. Allowing multiple attempts can also decrease the false rejection and worsen the
throughput rate. Devicesan give the best possible performance for one application but will

be less than optimal in different circumstances.
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often not easy to relate to actual live performanc

5. Moreover, there are different interpretations of how to make the measurement, present the

results, and what the results mean for many possible measurements.

lRRAGAZ2YIffes GKSe |ftaz2 adGrdsS GKFG aiHKBowtENF2NYEyYyOS ¥
gK2tfS aeaiasSy gAaftt 2LISNIGS Ay LINFOGAOSeE IyR ftraald az2ys$s

biometric testing:

For example, how accurdtewill the system verify a claimed identity?
Will endusers find the system manageable, and thidy be happy to use it?
Will the system be fast enough in operation?

Is the systensecue enough to protect against attempted fraudulent use?

=A =4 =4 =4 =

In addition, there are the usual considerations regarding cost, interfacei;apacity.

Mansfield and Kelly oS G Kl & a2y G KSA Nandl acfeptantekrBeard mof varg NBE2SOGA2Y
useful in predicting performance. For a complete view of performance, measurements of usability and
security are also needed. The operational false rejection rate is dependesg¢waral usability factors,
gKAES (KS 2LISNI GA2yFEf FLfasS I OOSLIFyOS NraGdS Aa FF¥SOGS

1.4 Research Motivations

The world is experiencing a shift towards rapid growth in mobile technology, specifically geared
towards the consistent use of artphones to manage our daily lives. As a result, biometrics are now at
the forefront of smartphone authentication, and it is relatively uncommon for a new smartphone to lack

any biometric technology.

Currently, manufacturers and developers can claimNideia @ 3 1 SYQ& 0A2YSUOUNRO LISNF 2NN I y(
without understandinghow the evaluation was designed and performed. For example, Apple claimed the
probability of someone else unlocking a phone with Face ID is 1 in 1,000,000 as opposed to Touch ID at 1

in 50000[11]. However, how useful is this information, and just how accurate is it?

Mobile devicesincreasingly incorporatdiometrics as their primary authentication mechanism to
accessdevicesand services, including sensitive information such as financial and commercial data.
However, mobile biometric systems are conducted mainly by the device provider, which causes issues
comparing results between devices. Work is currently to standardise mobile biometric testing with

various institutions, including the international organisation for Standardization (1SO), FIDO Alliance,
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Android and academic researchers providing input inbmducting and measuring mobile biometric

performance.

However, issues remain with these approaches when considering testing commercial devices. First,
this paper presents a summary of the existing approaches. Then, it introduces a new approachmgp testi
mobile biometrics by amalgamating the existing ideas, approaches and inspirations and combining
additional solutions and recommendations to mitigate the identified issues. Finally, we identify our
approach as more universally applicable by comparingidikas to an existing device and presenting a

proposal for a universal testing framework for the performance evaluation of mobile biometrics.

1.5 Mobile Biometrics

The proliferation of mobile biometrics is a significant reason for updating the current uadeiag
2T WLISNF2NXIFyOSQ F2N) 60A2YSOUNRO &deadisSvya laaSaavSy
biometrics focuses on smartphone devices. Although the traditional uses of biometrics remain (such as
border control systems and national ID cardsgre has been widespread adoption into the mass market
RdzS (2 AYyO2NLIR2NIGAy3a ALISOATAO 0 A2 YDisidelaccapfayca 2 NB

of biometrics is being driven largely by smartphone usage and adoptitichwill only increasé[12].

Wojciechowskaet al.[13] explored the trends and challenges in mobile biometrics and, noting work

from Jillela and Rog44], presented some critical points in a mobile scenario:

9 Data privacy: the identification template is usually storethinmobile phone memory. Thus,
it must beencrypted carefullyo protect the data from leaking.

1 Ease of multbiometric data acquisition: a smartphone is equipped with various sensors,
which can help produce a multimodal system that is more reliable.

1 Low operdional cost: due to the redwsd size and increasing computational power of
processing units, thlentification cost seemminimal.

1 Market penetration:mobile phone popularity is enormous argdill increasing. In highly
developed countries, even childremnva a mobile phone.

1 Multi-factor authentication: thanks to the specific construction of mobile phones, biometric
identification may be combined withraditional kinds of protection like a password or
geospatial data (GPS).

1 Portability: the mobile phone isacried by its owner to different places and locations.

1 Remote identification: according to the lower computational power, the mobile system may
be implementedfor verification purposes (1:1 matching) rath#ran identification {:N
matching). However, iddification is possible when the biometric data is securely transferred

to the server or the cloud.
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Wojciechowskeet al. provided some other trends and challenges in mobile biometrics, including
template protection, the effect of ageing, vulnerability, cputing performance, user acceptancand
databases. Although it was noted that classic biometric systems suffer from the same limitations, the risk
increases with mobile devices because, in cases like smartphones, the user is always in possession of the
device, meaning these challenges need to be overcome remotely. For example, asking a user to send a
photo to a smartphone manufacturer to update the face reference is not a practical solution to overcome
the ageing problem, so the manufacturer employs clegehniques to update the template automatically

over time[15] or allow the user to enradhemselves again.

Mobile biometrics provides many novexploration opportunities ané convenient and more secure
authentication method. An example of the adoption of this technology is mobile banking to enable
payments through services such as Applg &zd Google Pay. Additionally, applications on mobile devices
can use embedded biometric sensors to provide convenient access to services without the need to enter

and remember a password to access personal information securely.

This adoption of biometcs within a mobile market requiresrethink ontesting and verifyinghat the
systemfits its purpose Moving from the more traditional fixe¢btatic) system to a mobile (dynamm)e
can increase the range of environments and scenarios in which theppeitate. This increasehas a
knockon effect on howusersperceive and use the systerfigure 1.2 highlights a range of typical
performance influences for a mobile contddi6], [17] For example, screen size and user posture can

influence system usability and impact toubhsed mobile biometricglL8].

Hand Posture Resource Usage

N\ I
User Behaviour
Cognitive Factors ‘\
/ Habitation |
Hardware /

Battery
Consumption

User Acceptance
Willingness

\ /
Screen Size \ Device /

\.__Time Taken

/

Variations ‘/

Figurel.2: Exampés of Mobile Influences Expected to Impact Performance

\ Placement of
\_ Environment Device

Although several studies have begun to explore these faidis[19] there are still limited resources
on how the performance of mobile biometrics changesvariousscenarios and environments, thus
requiring furher exploration, including the definition of a suitable assessment methodology. This work

RN} 64 2y SEAAGAY3 O2y@SyiArz2ylf aeaisSvyaQ SOARSyOS G2 8a
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1.6 Research Questions

A series of research questions were developed to help explosefield in greater depth and help to
uncover the possibilities and limitations moving forward in developing a performance assessment
framework. The thesis aims to formulate a framework wherein the performance of a modality (or
combination of modalitieskan be assessed and quantified on mobile platforms across a range of
environments, usage tasks and scenaribsis thesiseels to answer the fundamental questiot K 2 &
322R A& | LI NI A OdziTheNd are theeecrBicaiNifie§tiony” thdk théprojéck adnés to

answer:

w How can mobile biometric performance be measured?
w How do environment and motion affect biometric performance and security?

w How can any performance deterioration be mitigated?

Some research questions were develoddngside the critical questions to formulate a background

into the area of mobile biometrics, with an emphasis on smartphone devices, including:

1 Whatis the current smartphone security (locking) habits among users?
1 Do they primarily use thbiometric authentication method available on their device?

1 Is there an overwhelming preference towards a particular modality?

These first questions all centre around user behaviour and attitudes towards mobile bionstdcs
will allowfor uncoveinginformation aboutthe acceptanceof mobile biometrics. The intent is to uncover
the current state of mobile biometrics (considering smartphones) and apply this information when testing

the performance assessment framework.

1 Is it possible to achieve reliableormance metrics with a commercial (éffe-shelf) device

with limited knowledgeof its internal workings?

One of the known limitation®f commercial systems is limited access to the biometric system for
sensible security reasons. However, this makasitg the biometric performance tricky for an outsider
and means endisers must take the manufacturer at their word when they state biometric performance
statistics. This work will look to see what information can be achieved when working with systems with
limited access to biometric systems and will allow the performance framework to be built around the
knowledge of the amount of accesNo system is excluded from the testing framewpeken if the

amount of data available at the end is limited.
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1 How doeghe quality/performanceof <modality> change when placeddiversescenarios and

Environments?

One aspect that requires investigation when creating the performance assessment framework is to
explore if and how the performance metrics and quality scoreprobes change when the system is
utilised in a way that is likely to be less common for traditional static systeongxample tiis considered

particulaty necessaryo exploreMotion vs Stationary and Indoor vs Outdoor
1 What effect does usability havan the performance of biometrics on a mobile platform?

Combiningthe dz& S SkEsfaction and timings to completethe transactionand whether the

authentication was successfwill allow some exploration of usability on corengial devices
 Is it possible tgproduce a definitive score or ranking regarding Ré& @ Ap&rdrtnance?

/| dZNNBy Gt es YIydzZFl OGdzNENER adlriS 60A2YSGNRAO OftFAYa a a
mean, and how was it calculatgd0]. How useful is this to the consumers? Therefore, one thing that
should be considered as part of the performance framework is the reporting and hopefully in such a way

that it can be helpful and meanifig to the consumers.
1.7 Definitions and Acronyms

Tablel.1 lists the definitions and acronyms a reader will encounter across the thesis and serves as a
reference point The aim was to include the critical definitions for a reader who may be less familiar with
biometrics. However, this thesis aims to comply with the biometrics definitions defined by ISO. A
complete set of definitions can be obtained from the followin@N&EC 23837:2017 Information
technologyt Vocabularyt Part 37: Biometricfs]. Theperformance metrics mentioned in the table can
be turned into metric rates indicating the proportion of a specified set of biometric enrolment
transactionsor comparison trialshat resulted inthe metric. These includiilure-to-acquire rate(FTAR),

failure-to-enrol rate (FTER), false match rate (FMR), and falsenatch rate (FNMR)
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Tablel.1: Biometrics Vocabulary

Term Definition [5]
ISO| International Organization for Standardizatidritps://www.iso.org/)
FIDO| FIDO Alliancéh(tps://fidoalliance.org)
. .| The automated recognition of individuals based on their biological and
Biometrics . e
behavioural characteristics.
Biometric!y AYRADGARIzZ £ Qa o0A2t23A0Ff YR 0o
.. | distinguishing, repeatable biometric features can be extracted for biome
Characteristic "
recognition.
. . Numbers or labels arextracted from biometric samples and used for
Biometric Feature .
comparison.

Biometric Recognitior|

Automated recognition of individuals based on their biological and
behavioural characteristics.

Biometric Reference

One or more stored biometric samples, biometemplates or biometric
models attributed to a biometric data subject and used as the object of
biometric comparison.

Biometric Probe

Biometric sample or biometric feature set input to an algorithm for
biometric comparison to a biometric reference(s).

Conparison

Estimation, calculation or measurement of similarity or dissimilarity
between biometric probe(s) and biometric reference(s).

Comparison Scor

The numerical value (or set of values) resulting from a comparison.

Threshold

The numerical value (or sef values) at which a decision boundary exists

Biometric Mated
Comparison Tria|

Comparison of a biometric probe and a biometric reference from the sar|
biometric capture subject and the same biometric characteristic as part
performance test.

Biometric NonMated
Comparison Tria

Comparison of a biometric probe and a biometric reference from differer
biometric data subjects as part of a performance test.

Failure To Acquirg
(FTA)

Failure to accept for subsequent comparison the output bfaametric
capture process, a biometric sample of the biometric characteristic of
interest.

Failure To Capturg
(FTC)

Failure of the biometric capture process to produce a captured biometrig
sample of the biometric characteristic of interest.

Failure To Bwol (FTE)

Failure to create and store a biometric enrolment data record for an eligi
biometric capture subjedbllowinga biometric enrolment policy

False Match

Comparison decision of match for a biometric probe and a biome
reference fromdifferent biometric capture subjects

FalseNon-Match

Comparison decisio T &V AIYOKE F2NJ I 0A2YSGN
reference from the same biometric capture subject and of the same biom
characteristic

Quality Score

The qantitative value of the fithess of a biometric sample to accomplis
fulfil the comparison decision

Quality

A measure of the fithess of a biometric sample to accomplish or fulfil
biometric comparison decision

1.8 Thesis Structure

This thesis is dided into a total of eight chapters. The backgrowfdnobile biometric testing and

reporting is presented in Chapter 2. It is the background (stéthe-art) of current and best biometric
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testing and reporting practices. Chapter 3 presents a scopiiig stview that results in the organisation

of groups defining core factors that result in the critical explorative areas for a performance assessment
framework. Chapter 4 then presents the performance assessment framework using the background from

the previous chapters and existing research to propose a novel assessment suitable for mobile biometric
aeaitsSvya 2 LINPYGARS GKS WTAG F2NJ LJzN1J2aSQ | aadaN¥ yoOS

The first half of the thesis will detail all the theoretical work produced in designinge¢hfermance
framework. The remaining chapters focus on proving and applying the performance framework using
more practical means. Chapter 5 introduces the methodology and approach for experimental data
collection which explores the collection of a rangéraodalities using commercial smartphone devices
and a survey to ascertain user behaviour towards biometrics on mobile devices. Chapter 6 explores the
core factors and performance framework using the obtained data to inform the framework and analysis

the various effects on the performance to strengthen the credibility of the performance framework.

Chapter 7 uses the information gathered from creating the performance framework to establish a
potential novel adaptive threshold approach to mobile biometri¢chamtication making practical use of
the embedded sensors present within smartphone devices to help mitigate performance degradation on
mobile devices. Finally, chapter 8 concludes the work present within this thesis and summarises the
observations and resgts, addressing the potential impact of the work while providing considerations for

future work.
1.9 Summary

This chapter has introduced the topic of biometrics and mobile biometric and provided justification
and motivations behind the work presented in thhemainder of this thesis. With the background
highlighted here, the next chapter will explore the existing approaches and methodologies to biometric
performance testing and reporting, emphasising mobile biometric performance testing developments.

Taking mspiration from these entities will help form a mobile biometric performance framework.
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Chapter2

2 Mobile Biometric Testing and Reporting

2.1 Introduction

This chapter will look at existing approaches and methodologies to biometric testthigeporting by
exploring existing approaches to testing traditional and mobile systems and paying particular attention to
approaches considering a mobile system. In doing so, the aim is to answer the question, what are the
existing approaches to biometrerformance testing and where possible? By doing this, the intention is
to identify the recommended valuesnd apply them to inform the development of the performance

framework.
There are a couple of primary areas that will be considerednvexamining hese approaches:

Performance Metrics

Procedure

Sample Size and Test Crew
Enrolment

Verification/ldentification Transactions

Performance Rate Requirements

= =4 -4 -4 -a -8 -2

Reporting

The chapter will take methodologies and examples from the ISO standards, theaHi&e,
Microsoft (Windows Hello), Google (Android), Apple (iOS), and current research to form a cohesive
overview of the current stat@f-the-art for mobile biometric performance testing. It will also influence
what is meant by performance for a (mobileiometric system and how is measured To achieve this,
existing recommendations in this area were surveyed, including how they approach different elements of

biometric testing.

Section2.2 will explore some research that discusses mobile biometric performance and evaluation.
Sectio2.3wif aK2¢g GKS bl GA2ylFft /@0SNI{SOdz2NAGE& / SydiNBQa
Sectiors 2.4 (Microsoft), 2.5 (Google) and 2.6 (Apple)will explore how three major tech companies
present biometric performance and any spediéisting requirements and guidance they providection
2.7 and Sectior2.8 will discuss the guidance and specification provided by ISO and FIDO for biometric
testing and reporting. Finally, Secti@r®and Sectior2.10will discuss and summarise the current trends

for (mobile) biometric testing and reporting.
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2.2 Research

Investigating and exploring mobile biometric testing is relatively new in the acadiéenature, with
most current work focusing on a technology evaluation of data. FernaBdeaxedrat al.[21] provided
a detailed account afome of the issues surrounding testing smartphone devices. They applied ISO/IEC
197951:2006[22] to mobile devices to analyse what would work and what would not in this context and

identified special features and conditions of mobile devices:

Changing Ambient Conditions
Specialnteraction of the users with the biometric system
Restricted biometric functions

Impossibilityof obtainingthe captured biometric sample

€ € €& € €

The result of the authentication is a Pass/Fail decision

The authors have highlighted the significant issiresnobile biometric performance testing and
LINE BARS I O2y Of dzZRAYy3a NBO2YYSYRFIGA2y (2 alrylrfeéeasS GKS oA
Y20AfS RSOAOS (2 1y2s (KS NBaldNROl-Saawdretalf21]0 KS S G t dzl G .
provided input into a methodology for the emanmental evaluation of biometric systems. It includes
ambient factors known to affect specific biometric modalities, including Temperature, Humidity,

Illumination, Noise and Pressure.

Buriro et al. [16] present some guidelines to researchers for evaluating smartphone user
I dzi KSYy GAOFGA2Y YSGK2Rad® ¢KSe& |0ly2¢tSR3IS &&¢ avYz2ad Lldzo
explore any other evaluation criterion, usability and environmegiated measures except the accuracy
under zeresSTF2NIi ¢ & ¢ KSe& A RSy i MIb&estingkaS noLdcudtglyi refledting tha & dzS
NBIFfAGe 2F (GKS LISNFRAYI YOS 2193 NAAlE2 yoal Kisddd £ £ & 3

Ther guidane is firmly aimed towards academia and researchers; the proposed performance framework

a 2F Ay
AGS I T

incorporatesmany of the guidelineBuriro et al. [16] proposetb help reduce the issues raidén existing

methodologiesFigure2.1 showcases a mind map documenting the guidelines presented by Eatiréio

with a couple of additions added in red.
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Figure2.1: Mind Map DocumentingBuriro et al. [16] Guidelines

Ellavarasomt al.[23]¢[25] haveinvestigated the usability andgpformance of a behavioural biometric
modality (swipe) across usage environments and scenarios on a mobile platform. The authors developed
Fy aS@Fftdzr A2y FNIYSE2N] F2NI Fylrfeaiay3a FIOG2NAR A\
touch interactions. This data collection framework can be used further to perform the performance
assessment of various toudhl 8 SR 0 SKI GA2dzNI f O0A2YSGNARO Y2RI A
FyrFfteaary3a GKS asoALIS RIEGEZ (GKS | diiedyhaidic sgmaioSvBs K 2 4
seen across all three classification algorithms. These results show the extent of the impact of the usage
scenarios on verification accuracy. Furthermore, the results raise questions about the stability of swipe

gesture authenticion when used on a mobile deviceinrdak TS aA ddzr GA2y aé o

Bhagavatul@tal.[26]sK 2 6 OF &SR | 0A2YSUGNRO &aeadsSvyQa dzl oAf Al
they identified how specific scenarios impacted usability due to performance issues, notably how

' YRNRARQA CI OS | yit201 62dZ R OSIE§lietald27)firunbtigated2 y A Y
how the influence of test protocols can affect ogmition performance assessment. The authors
LISNF2NYSR | (SOKy2t238& SOFfddadAazy 20SNIF FAYISNI ¢
employed [testing] protocols are often not provided with due care, making it hard to compare the new
resulia | 3IFAyald (K2a$sS LINSGA2dzate I OKASOSR Ay € AGSNI
¢CKS | dziK2NB RSY2yadNridS GKS aGKS ySSR (G2 | OOdzNY

evaluating the recognition performance on a given biometrid-datl & S ¢ ®
Dubeet al.[28] proposed a new framework evaluation for biometric authentication, although not with

a specific aim to evaluatamobile systems. The authors identified three core parameters for evaluation

security, privacy, and performanc€he focus was to present an idea for incorporating biometric template
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protection (BTP) metrics into evaluating biometric systems for a moreposimensive analysis. This

suggestion is aimedt incorporatingit into the performance evaluation framework.
2.3 National Cyber Security Centre (NCSC)

The National Cyber Security Centre (NCSC) is a UK Government organisation whose purpose is to
supportthely 6002 G K Lzt AO FyR LINAGFGS SydAaidAShingtay GKS NBES
make the UK the safest place to live and wérk/ f AAS Pait of this, they include guidance on the

responsible usef biometrics and measuring performan{$.

l'a LI NI 2F GKS 3dzA Rl y O&biohdNR QyAtéhS &rar raled willlvary viidély 6 SR G K G«
depending on the environment in which a system is operating. a8ouracy cannot be expressed
independently from other factoks® ¢ KS& Ffaz2 adlasS F2dzNJ 1S& LISNF2NXYIyO
considered for understanding performancail@ire to acquirefailure to enro| false nommatch and &lse

match

As part ofthe guidance, the NCSC mentions the metrics for evaluating biometric performance as

failureto-acquire failure-to-enrol, false nommatchand false match

The NCSC alsecommend that the evaluation occsiin an environment similar to where the system
will operate and recommend that test claims and performance from manufacturers be treated as a
A0FNIAY3T LRAYGDP G¢KS LISNF2NXIFYyOS 2F || 0A2YSUNRO aeaidsSy
better to use the results of such evaluations as a starjpoint, to be followed by further testing of
L2aairoftsS azfdziAzya Ay AyONBFrairAy3dte NBFHEAAGAO (Sad Sygal

of the data and lishgthe requirements that should be examined for requirements that differ from what

is expected:
9 The choice of biometric data used in the evaluation
1 The operating conditions used
1 Test subject population
91 Desired security posture

Some recommendations about managing performance to the desired performance level are provided
with mentions hat inevitable tradeoffs will likely be required. The recommendationatifack how the
system handles failureshtoughput and egonomicsstatingK 2 @ rg@n&mic design and the usability of
humancomputer interfaces are essential to the successfullementation of any biometric systein
Finally, a recommendation regarding consistent performance monitoring of a biometric system is
provided D identify any performance degradation within and across an enterprise using the biometric

system and hardware ahtechnology changes.
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2.4 Microsoft (Windows Hello)

Windows Hello is the brand name used and promoted by Microsoft regarding pas$sssrd
authentication to access the Windows operating system and is recommended for enterprise use. A
significantaspect f Ay R2ga | Stf2 A& (GKS 0A2YS{iNMhdo@sHslloo At A
is the biometric authentication feature that helps strengthen authentication and helps to guard against

potential spoofing through fingerprint matching and facial recognii[29], [30]

The biometric reference is stored locally on the device within an encrypted database. Microsoft states
that even if the data is stolen and decrypted, it cannot be converted into the raw biometric reference
used on the sensor. Micsoft uses the False Accept Rate and the False Reject Rate to measure biometric
performance, ensure the hardware meets the requirements set by Microsoft, and have some anti

spoofing measures.

For fingerprint authentication, the FAR requirements are <0.0@2% FAR (with anpoofing or
liveness) <10%. The FAR requirements are <0.001% for face authentication and FRR {spthofing
or liveness) <5%. However, for face, Microsoft has also set a practicalyoddl FRR requirement of
<10%. It is not entely clear what this effective realorld FRR is and why there is no similar requirement
for fingerprints. The assumption is that this is anléb (scenario testing) and realorld (operational
testing) requirement. Therefore, Microsoft concludes that Wws Hello face authentication is not

recommended for mask wearers.

Microsoft also provides calculations for the number of comparisons and subjects required to reach a
particular confidence level. For example, witte desired FAR of 0.001%, at a confiderof 96%
2,500,000 comparisons would be required to reach the desired confideniteabout 2,237 unique
biometric samples to verify the confidence in the claimed .FRaddition, Microsoft guides for

transactional time stat that it should take less than two seconds to authenticate a user.

Microsoft also provides two core scenarios where they expect users to use Windows Hello:
authentication, where users will access the operat8ygtem regularly, and rauthentication, where
users will enrol themselves into the device. Again, the expected occurrence of this is low. However, no
detailed testing plan or requirements were found for Microsoft above what is presented here regarding

how the tests should be performed.
2.5 Android (Google)

Android is the most extensive operating system for the smartphone market, with two billion users

worldwide. As one of the leading mobile device operating systems, they have provided stafod @y
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device operating system taonform to this standard. This information is present within the Android
Compatibility Definition Document (CDD31], which specifie the requirements for a device
manufacturerto meet the standard required for the use of the Android operating system, including the
use and performance of a biometrics implementatif8il]. Android employs a tiered approach to
authentication, meaimg developers can choose how strong the performance can be if it meets the
minimum requirements. In addition, more robust security (measured using the false accept rate) allows

developers to use the biometric system to handle more sensitive featuresnvitibidevice.

Android favours security over usability, and therefore the minimum (weak) biometric performance

must meet the following requirements:

w FAR: 1/50000 (0.002%)
®w FRR:10%
® SAR: 20% (Weak)

Android splits its biometric security under twolsiategoriesarchitectural securityand spoofability.
Android emphasises the security of the biometric functionality and is arguably putting more pressure on

this area than the overall usability, as seen in the recommended rates for the various metrics.

W NOKA GSOG dzNJ dthe sefubtdnfithelindetdal fifelihd agdnst kernel and platform attacks
andis stated as not allowing the reading of biometric sample data or the injection of synthetic data or
2U0KSNBAAS Ayid2 GKS maaduiied Sgdidst thie{Spadf2AEdemiahde Riéte (SARR and

YSI adzNBa GKS aeaiasSyQa NBarAtASyOS I3rAayad I RSRAOIG

2.5.1 Metrics

Android emphasises three specific metrics to analyse biometric performance to enhance security and

prevent impostors.

1 SpoofAccept Rate (SAR): Defines the metric of the chance that a biometric model accepts a
previously recorded, known good sample.

1 Imposter Accept Rate (IAR): Defines the metric of the chance that a biometric model accepts
input that mimics a known good sample.

1 False Accept Rate (FAR): Defines the metrics of how often a model mistakenly accepts a
randomly chosen incorrect input.

1 False Reject Rate (FRR): Defines the metrics of how often the model mistakenly rejects a

randomly chosen correct input.
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Alternatively this can be viewed as exposing replay attacks (SAR), exploring targeted attacks (IAR) and
defending against passive impostors (FAR). Less emphasis should be placed on FAR as this does not
provide necessary information about how well the model holds upargéted attacks. The FRR initially

has no mention. However, it does appear when discussing acceptable performance rates to meet

standards.

2.5.2 Tiered Authentication

A unique approach taken by Android is to propose the idea of having tiered levels of acttiemti
that allow manufacturers to provide more functionality if they can prove their device performs to the
standards set out ifable2.1. The tiers improve securify NBcohveienc® WieakQ W I sifoRgQ® ¢ KS & S

tiers have been named Class 1, Class 2, and Class 3, respectively.

One purpose of the tiers allows how much API access is allowed to the biometric process. For example,
GKS 1tL YdAl y2008%A SEFQRABR2 K K@ DRYQ> (KS o6A2Y
' YRNRARQA . A2YSONAROtNBYLII !'tL FYR ¢gAGK WAIGNRY3AQ
Keystore on the device.

Table2.1: Android Tered Authentication Metrics

Biometric Tier Metrics

SAR: @%
Strong(Class 3) FAR 1/50K
FRR: 10%

SAR: 20%
Weak(Class 2) FAR: 1/50K
FRR: 10%

SAR: >20%
ConvivencgClass 1) FAR: 1/50K
FRR: 10%

2.5.3 Evaluation Process

Android provides specifiguidance for the face, iris, fingerprint, and voice modalities. Android
O2YoAySa Ala S@I fdzr GA2Yy LINE Odikiaiion phas€r ((Rg 2F Ay R TXKaSd
presentation attack for a given solutio Yest phas€ (| 1 Sa (i & calivBtiardphaséto 2 T
evaluate the system and determine how many times the attacks were successful. The main point here is
G2 Fadlr 01 GKS &aeadsSy dzaiAy3a GKS Yzad airA3ayaATFAaolyd
used to findoptimalparanS it SNBE G KF G YIFEAYA&AS GKS OKIyOSB12F 4&LJkR

31



l'YRNRPAR 3IA0Sa a2YS NBO2YYSYyRIFIGAZ2Yy & F2N) 4KS WOl A0 NI G
investigates three areafirst, KS LINBa Sy il GA2y WYSRAdZYQ Aa (G(KS 2dzillzi YSR
is considered a manipulation of the medium or environment to improve spoofing chance. Finally, the
O2Yy&ARSNI A2y | ONR & & refes tzpiekB@speciRchinghGsiods adiods@entdNany | N f
ethnicity groups for faciabased authentication. Android considers an attempt as the window between a
probe presented to the system and receiving feedback. Feedbadiezmsuccessful unlock or agssage

presented to the user.

2.5.4 Evaluation Phase

For the enrolment, remove all existing biometric profiles and add the target face in a brightly lit room
at 20cm to 80cm. For face recognition, the suggestion is to test the spoof medium (photo or mask) in a
GSNIAOFE yR K2NART 2yidFft FNO FNRdzyR GKS RSGAOS dzyiAf GK:
of view, in increments of 10 degrees marking positions that successfully unlock the device. The results of
this will determine the calibration mitions. The suggestion for fingerprints involves lifting a latent copy
of the target fingerprint and creating a mould against the sensor using at least four different materials
(gelatine, silicone, wood glue). A 5% margin of error (with 95% confidenge)yee 385 test iterations

per subject.

2.5.5 Common Considerations

The article finishes by considering some common considerations that can apply to all modalities,
including the advice that tests should occur using the actual device with the hardware ithstedlapture
accurate metrics. Most modalities have a successful spoof attack, and there exist documented techniques
for them, and these existing attacks should be used in the calibration phase when planning the test. The
final advice is to anticipate newttacks, and Android acknowledg#sat not all attacks may involve a
suitable setup with publicly known attacks. Existing modalities may need their existing methodology to
alternate with discovering a new attack. A processst be in place to adapt to newnformation in any

testing methodology.
2.6 10S (Apple)

Apple is the manufacturer behind the iPhone range of smartphones and introduced To[3&) 4bd
Face 1033] (fingerprint and face, respectively). However, Apple has generally beaawglat secretive
about the technology that goes inside the iPhones to the point where they willdutycompanies and

house them under the Apple name. Such was the case for the Touch IDAusireg Tedechnology{34].
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Since Apple does not distribute its mobile operating system to any external smartphone
manufacturers,it does not produce a biometric testing requirement and guidssGoogle des for

Android. However, they still provide informatidhroughwhitepapersabouthow the technology works.

wS3IIFNRAY3A ¢2dzOK L reads findelpdintS fro@ farty &ngle and leains hdie aliout a
dza SfMdeeprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each &s8 A Y RA OlF GAy 3 Ay F2 NX | plake2 y NI
dzLRI G Ay 3 2 @S NI dwithvoSediing€raaidiied, $hid dhanbita ramdom match with someone
else is 1in 50,000. However, Touch ID allows only five unsuccessful fingerprint match attempts before the

usercanenter a passcode to obtain acsés

wS3IF NRAY 3 &S O0dzid g8dy-88-pikeR S00RRNaSterGeal is temporarily stored in
encrypted member within the Secure Enclave while beegiorisedfor analysis, and theit isdiscarded.
The analysisitilises subdermal ridge flow arlg mapping, a lossy process that discards minutia data
required to reconstruct thelza SfiNg@riarint The resulting map of nodes never leaves iPhone 58S, is stored
without anyidentifyinginformation in an encrypted format that can only be read by the $&nclave

and is never sent to Applar backed up to iCloud or iTuregs2].

Apple handles Face IDsimiNI @ | yR Of FAY&a GKIG aGKS LINRPOFOAL ACG:
could look at your iPhone or iPad Pro and unlock it using Face ID is approximately 1 in 1,000,000 with a
single enrolled appearance. The statistical probability is differentviimg and siblings that lookimilar
and children under 13 because their distinct facial features may not have developed fully. Face ID matches
against depth information not found in print or 2D digital photographs. It is designed to protect against

spoofirg by masks or other techniques through sophisticated-anitiJ2 2 FAy 3 yS@BI f ySiGg 21

Apple provides no information regarding Wwdhey performed the biometric performance evaluation
and information relating to the test cohort involvethe only information provided is related to the false
match rate for Touch ID, 1 in 50,000, and Face ID, 1 in 1,0Q078&hing consumers only habe

manufacturets word that their claims are valid.
2.7 International Organization for Standardisation (1SO)

The International Organization for Standardisation develops and p@slisiternational Standards.
ISO has a dedicated Biometrics subcommittee to develop standards within the field known as ISO/IEC JTC
1/SC 37. Within the subcommittee is a dedicated working group for the specialised area of Biometric
Testing and Reporting (WG. Standards for test protocols are definaithinL { hk L9/ MdpT pp I a L)
technologyc. A2 YSGNRO LISNF2NXIyOS (GSadAy3a FyR NBLRZNIAyYS3
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Eglitiset al.[27] provide a summary of the recommendations provided by ISO/IEC 1929864 t | NJi
MY t NRY OALX S §2]lingllingf NI YS 62 NJ ¢

1 The test phase should be conducted on data unavailable during algorithm development

1 Collection of enrolment and probe data should be separated at least by days

f ¢KS aNHzZ S 2F o0oé YR daNHzZ S 27 thotmeé&chievakeleriok NBf | 1S (K
confidence intervals, should be considered when reporting error rates. It is remarked that
handling ten probes for ten subjects is not equivalent to having a hundred sufgects with
only a single probe, although, for specificofwrcols, this produces an equal number of
comparisons

9 Datafrom the same subject and the same modality, yet different instances (e.g., distinct eyes,
fingerprints, fingewveins) can be used to represent distinct users

1 Collected samples should be excludeahf the database only if a predetermined criterion is
violated

1 Each test subject should be enrolled only once

1 Impostor comparisons involving data captured from the same subject (e.g., vascular data
from different fingers of the same person, representinffedient virtual users) should not be
performed because intrindividual data are likely to contain more similarities than data from
different individuals

1 Zeroeffort impostors can be selected by randomly choosing biometric templates or by
making a full crescomparison

1 Enrolment templates can be used as impostor data in case different feature extractors are

applied to enrolment and probe samples

Mansfield and WaymafB5] proposed a guide for the best practices for the performance evaluation
of biometric systems. Their work was incorporated into the framework proposed in ISO/IEG11:9006
Part 1: Principles and framewor22]. ISO/IEC 1979%2007 ¢t I NI HY ¢SadAy3 YSGK2R2f 2
G§SOKy2ft 238 | yR §306]8as¢ribek the r&annferdi®d (sdiedtific practices for technical
performance testing. WG5 have also produced an updated technical standard taitteapecific issues
presented for testing mobile biometrics, ISO/IEC TS T978EL9 Part 9: Testing on mobile devi¢&g].
LG A& adlrdSR GKIFIG GKS aidlFyRFNR FAYaAa (G2 3IdZARS GLISNF2NXYI
systems embedded in mobile devices with&¥ Tt AyS S@l fdzZ GAz2zy 2F FIF£asS | O0OSLI
noted that the standard is designed for a complete syskevel therefore, elements will not be applicable

if biometric system access isawailable.

ISO/IEC TS 197952019 provides recommentians and requirements for mobile biometric
LISNF2NXIFYyOS (dSadAy3as AyOtdRAYy3I K2g aS@Ftdzd GA2Yy 2F 0A2)
F2tt2¢ GKS alyYS 3JdzARStEAYySas YSGiK2R2ft23AS[@8] YR NBI dzA N
recommends scenario evaluation as the most proper type of evaluation for testing biometric performance
2y Y20AfS RS@PAOSat o
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The guidance also pralés a host of considerations for mobile biometric evaluations, including:

il

= =4 -4 - -

¢t KS

Biometric authentication process
o0 Explicit authentication
0 Passive authentication
Biometric capture sensor
0 Embedded sensors
o Dedicated sensors
Uncontrolled environment
Challenges in storing references and generating comparison scores
Adaptation of the biometric references
Biometric application is a black box for security and privacy reasons.
A third-party evaluation requires that the system provider deliver a customiggdion that
provides access to biometric data or detailed transaction logs.
Factors that increase the time and cost of biometric performance evaluations
0 Minimum error rates
o0 Inability to store a large amount of biometric data
0 Access to the captured biométrsamples
o0 The number of conditions to evaluate.
Thirdparty evaluation of FAR would quickly be impractical and tbmesuming if the
evaluator only has access to an unmodified mobile device
Baseline The conditions suggested for this scenario are indmorditions, with no noise in

which the user handheld mobile device.

airFyRFNR Ffaz2 y2G8a GKFd aRSGAO0Sa INB yz2i
O2YLI NAaz2y &a02NBa& FNRY G(G(KS adzoYAaaarzy »iEdevicehJNRG S

allow the enrolment of several users for biometric identification in a small dataset related tedourity

features, e.g., device unlocking. This document only considers verification use cases related to secure
transactions, whichcanvanSd.lJSY RAy 3 2y GKS NRalz LRtAOE YR

[37].

t S3

The guidance states that an evaluation of a mobile device shall at least report FTE, FTA, FRR and FAR.

The standard contains detailed information regarding biometric testing and reportingdbile devices,

and only the minimum information has been presented here. These and related standards will be

referenced at appropriate opportunities within the thesis.
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2.8 FIDO

The FIDO Alliance is an open industry association with a focused misglmntaiation standards to
KSf LI NBRdzOS -tekafce anpasiwBrasain aiditiBriydhey act as a certification authenticator
where devices can be labelled as FIDO compliant if they are shown to meet certain conditions, including

biometric performare[39]. The DO process takes heavy influence from the ISO standards.

The FIDO Alliance is an open industry association with a focused mission: authentication standards to
help reduce thes 2 NJowieliance on passwordg0]. Biometrics help in this missidsy providing an
FftGSNYFGAGS (2 (GKS aaz2YSUiKAy3a ¢S (1y26¢é LI aagz2NRa oAl
approach. FIDO recognises this and acknowledigi | ibmetri@user verification has become a popular
way to replace passwords and PINs, but theklaf an industrydefined program to validate performance

claims has led to concerns over variances in the accuracy and reliability of these séli&jons

The FIDO Alliance is an open industry association with a focused mission: authentication standards to
KSft LI NBSRdzOS (rdlidhce are padswodis. TheyJdstNak a certification authenticator where
devices can be labelled as FIDO compliant if theys&i@vn to meet certain conditions, including

biometric performancd39]. The FID@rocess takes heavy influence from the ISO standards.

FIDO relies on the following metrics to assess performance:

w False Accept Rate (FAR)10000 (0.01%)

w False Reject Rate (FRR)500 (5%)

w Impostor Attack Presentation Accept Rate (IAPARPBYLevel 1), < 7% (Level 2)

@  Number of Subjects 245 (Min)

FIDO and Android differ becaugbe FAR performance is based on zeffort non-genuine
transactions. In contrast, Android includes guidance on using impostors to exploit weaknesses (same
gender aad ethnicity). Therefore, the corresponding decision threshold should be reported with the FRR,

and FAR can be shown using a ROC or DET curve.

TheBiometric Component Certification Prograimt & ONXBS I (i S&credited independent labisS
to certify tha biometric subcomponents meet globaligcognisedoerformance standards for biometric
recognition performance and Presentation Attack Detection (PAD) and are fit for commeréialuse./ A (1 S H
Part of the goals for this certification is to provide the intlyswith a testing baseline for biometric

component performance< Cite>.
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2.8.1 Metrics

The FIDOBiometric Component Certification Prograrelies on three key metrics to evaluate

performance:

1 False Accept Rate (FAR): The proportion of verification transaotiith wrongful claims of
identity that are incorrectly confirmed
0 SHALL meet the requirement of less than 1:10,000 for the upper bound of an 80%
confidence interval. FAR is measured at the transaction level.
1 False Reject Rate (FRR). The proportion oficatibn transactions with truthful claims of
identity that are incorrectly denied
0 SHALL meet the requirement of less than 3:100 for the upper bound of an 80%
confidence interval. FRR is measured at the transaction level.
1 Impostor Attack Presentation Accepiate (IAPAR3S the Proportion of presentation attacks
in which the target reference is matched
0 SHALL be performed by the FHa€redited independent testing laboratory on the
TOE provided by the vendor. The evaluation measures the Impostor Attack
Presenation Match Rate for each presentation attack type, as defined in ISO 30107

Part 3.
Ly 3 Sy S Nicledited in@epehdent testing laboratory performs live subject scenario testing on
the TOE provided by the vendor using a combination of online/oftié&sting and presentation attack

testing, based on I1SO 1979%nd ISO 30103 ¢ ¢ A/trandaStiyréhould notexceed 30 seconds.

C2ff26Ay3 F2NX¥ ! yRNRARQAE SEI YLX ST SYLKI&Aa A& L

2.8.2 Performance

Thefollowing performance rates are required to meet the standards for FIDO certificafflarequire

an upper bound confidence level of 80%:

1 FRR: 3/100 (3%)
1 FAR: 1/10000 (0.01%)

FIDO and Android differ becausbe FAR performance is based on zeffort non-genuine
transactions. In contrast, Android includes guidance on using impostors to exploit weaknesses (same
gender and ethnicity). Therefore, the corresponding decision threshold should be reported with the FRR,

and FAR can be shown using a ROC or DE&. cu
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Selfattestation of performance is allowed along as test data support it and fully documented in a

report submitted by the vendor.

2.8.3 Common Test Harness

A proposal for a standard test harness is used for vendors to supply to FIDO to allow opencacess

aeaisSyQa oA2YSGNRO O2 vstamdgrdtgstinarfedshlls OrSpedifit dompmdheditsk 2 y @ ¢ KA &

Configurable Enrolment system
Configurable Verification online system

Configurable Verification offline software

A wDd P

Logging capabilities

Thisproposalhighlights the difficultyof effectively and accurately the claims of biometric systems

without access to the internal workings.

Not as much emphasis is given to the security of the architecture as Android specified. However, it is

mentioned thai G SY NRf YSy G GSYLIX FGS&a yR @OSNATAOFGAZ2Y GNIyal O

' dz KSY GAOFGA2Y LINPGSOGSRBWzZAYI ONBLIWG2IANI LIKAO FEfIAZ2ZNRGKY

2.8.4 Test Procedures

FIDO recommendsat testing be carried out using the scenario test approach. The minimum number
of saubjects is 245, although, for face and iris, 123 unique subjects can be usedihfyamror two eyes

are enrolled, respectively.

Regardingage distribution, the requirements indicate that no one under 18 or over 70 should be
included. The remaining aggoups (1830, 3150, 5:70) should be distributed evenly within 2580%.

Similarly, gender (Male, Female) distributions should be as evenly split as possible with80%0%

A bootstrappingsampling techniquewith replacement can be used to estimate FARd FRR
distribution curves.flzero errors occ# CL5h RST¥l dzZ G&a G2 GKS awdzAZ S 2F o¢é
However, the test can be conducted in one visit for each participant due to the importance of testing the

FAR rate.

FIDO acknowledges recesytstems employing template adaption techniques that adapt the template
after successful verifications. However, for adequate testing, the number of required correct matches to
adequately train the system should be used, after which the adaption technigu@d be turned off to

perform the tests.
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Enrolment procedures are reported along with any faitweenrols that occurred.

2.8.5 Report to FIDO

Summary of the FIDO Biometric Certification and Requirements
The rumber of individuals tested

Distribution of Age

Distribution of Gender

Description of the Test Environment

Description of the Test Platform

Distribution of the time elapsed between Enrolment and Acquisition
Number of enrolment transactions

Number of genuine verification transactions

Number ofimpostor verification transactions

Failure to Enrol Rate

Failure to Acquire Rate

False Reject Rate

False Accept Rate

Distribution of Genuine Verification Transaction Time

= =4 -4 4 -4 A -8 -4 _a -4 -5 -2 -2 -8 - -2

Bootstrap Distribution

2.8.6 Presentation Attack Detection (PAD)

A unique addition from IPO is the introduction of presentation attack instrument (PAI) levels which
level presentation attacks based on their sophistication. The accepted IAPMR varies based on the level of
attack chosen and the amount performed from each level. It is statedubiag all Level A or Level B PAI
attacks much to achieve an IAPMR of less than 50%. No more than five atemepli®wed per impostor
transaction! y I RRAGA2Y I f &aiddzReé Aa NBIdzZANBR G2 (§Sad GKS
by IAPAR), taletermine the resistance against minimal expertise attacks. f@dsirement can be

achieved using 15 subjects.
As well as the items included in the testing report, the PAD report requires some additional items:

1 Number and description of presentationtatk instruments, PAI species, and PAI series used
in the evaluation
1 number of test subjects involved in the testing

1 number of artefacts created per test subject for each material tested
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number of sources from which artefact characteristics were derived
number of tested materials

Imposter Attack Presentation Accept Rate (IAPAR)

=A =4 =4 =4

Number of impostor attack presentation transactions
Testing the PAD required online testing using the Common Test Harness.

As mentioned, FIDO lists PAI attacks into various levels focused on the complexity of attack potential
as defined inSO/IEC 301063:2017[41] :

1 Level A Simple to carry ouand requireslittle time, expertise, or equipment. (Paper printout
of face image)
1 Level B Require more time, expertise, and equipment. (Paper masks)

1 Level G The most brutal attacks. (Silicon masks)

FIDO provides more information on the PAI attack leper modality basis. Laboratories should select
six Level A and eight Level B attacks, resulting in 14 PAI species and 15 enrolled users, meaning 210
instruments. In addition, the lab must perform ten presentation attack transactions for each PAI] and al
acquisition failuresnust be reported during the process. The FIDO Alliance is continually developing their
biometric testing standard, which currently sits at v2.2 the guidance is changed with updates from

standards, laboratories, and industry partners.
2.9 Discussion (Moving Forward)

Current standards depend on performance rates by looking at the statistical hypothesis testing errors,
examining type | (rejection of a true null hypothesis) and type |l fiegaction of a false null hypothesis)
errors. Whenapplied to biometrics, these become the false reje@mhd false accept rates. Existing
approaches are available from researchers, standards, and organisations to build a common approach to
evaluating biometrics. However, few of these consider the mohiler@ach independently and with a
vaster usage in the hands of everyday usage should a common criterion exist and define how to approach

mobile biometric testing for defined testing and comparisons.

A common theme among testing strategies is to take a agerevaluation approach. These existing
standards and approaches offer practical planning and a mobile biometric performance evaluation.
However, it can be achieved, and the definition of performance can be expanded beyond traditional
measures. Furthermey, the approaches mentioned here usually ignore other metrics as they are usually
deemed outof-scope of the specific purpose. For example, ISO/IEC TS-22H®[37] puts outof-

scope privacy aspects and presentation attack detection (PAD).
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The aim is to develop a standastructured approach to mobile biometric testing and reporting
combining the elements for all these standards and additional metrics that may apply to a broader range
of devices. This chapter has presented the core entities defining how biometric tebtingdd be carried
out. The aim is not to disregard or undermine the work carried out by these bodies but carry it forward
by amalgamating thierelevant elementsnd incorporating them into a new biometric testing framework
specific for mobile devices torovide a more comprehensive testing structure for various devices with

meaningful results.

| 26SOSNE 2yS |aLlSOG Aa G2 tf221 o0Se2yR G(KSasS GNI
well as this, privacy and security concerns asig and bometric data protection is vital as the GDPR
KIFa OF 6§S32NAaSR [A2li Furthermdticsngellabléblo@edits isRoneldf the major
categories for biometric template protection purposes besides biometptosystens [43]. Therefore,
assessing the security and privagmgserving techniques implemented by the mobile biometric system

shouldbe part of the evaluation process to help assess architectural security.

Eglitiset al.[27]F t a2 &0l GS GKIFIG aaS@SNIt 2F G4KS L{hkL9/
and probe data being captured at different days, or computing a minimum number of axisops to
validate error rates, are often not respected in the employed test protocols, thus affecting the reliability
2T GKS NBLRZ2NISR LISNF2NXIyOSé®

2.10 Summary

This chapter has explored what currently exists regarding biometric performance testing and
consdering mobile biometric systems where possible. One thing that became apparent from the
requirements present here is the test sizes. The ISO standaMeJK I A a4 S awdzZ S 2F o¢
but how practical is thisAdmittable, it is hard to withdraw &m the statistical significance using these
numbers provided, but even 245 participants seem a high requirement for all settings, such as academia.

Could an alternative approach be developeddduce the need fosuch arextensive test size?

The nextchapter will explore the core factors identified to be crucial to the performance of a mobile
OA2YSUNRO aeaidSY IyR akK2gOlIasS K2g aAIYATFAOLYyG |
biometric system can be, deeming it essential that some foromsability testing is incorporated into the

testing framework.
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Chapter3

3 Core Factors and Relationships

3.1 Introduction

In this chapter, the intent is to take an approach to separate the core faatiecting mobile
biometric systems' authentication performancéairet al.[44] described seven factors to help assess the
suitability of a human trait for biometric authentication, one of which defipesformancein that it
"relates to the accuracy, speed, and robustness of technology used". There is a vast field of research about
performance claims for biometric systems; however,ghelaims usually predict them by observing a
changed factor(s) and noting the resulting performance deterioration or improvement demonstrated.
This chapter aims to identify the core factors that need consideration to specification, evaluate, and
report biometric systems on mobile devices. The work described in this chapter is an adapted version of

previously published worfd5] addressing this theme.

Section3.2discusses how performance is viewed, looking at critical areas. Se8t&r&9will discuss
each influencing factor in more detail. Secti®iOwill introduce the relationships between factors, and

the final Sectioa3.11and3.12will provide adiscussion andummary.
3.2 Discussing Performance

Mansfield and Waymaf85] produced a comprehensive list of factors that can affect the performance
of a biometric system. Outlined ihable3.1, these influencing factorswere later included within the
ISO/IEC 19795:2006 [22] international standardon biometric performance testing and reporting,
including strategies for mitigation against performance degradation, such as a section on 'controlling
factors that influence performance. Although the procedures discussed in the standard are primarily
relevant to modern biometric devices, including mobile systems, any alternative approach must observe
them to the current state of the art regarding developments in biometric technologies. For example, one
strategy in the standard suggests thatntolment condions should model the target application
enrolment’, but this is not so straightforward when moving from a statically implemented system to a
mobile one where the enrolment conditions could be a plethora of different environments and scenarios.
Furthermoee, the ISO standard only seeks to assess performance through very generalised metrics, mainly

failure-to-enrol, failureto-acquire, false match rate and corresponding false-maich rate.
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Table3.1: Listof Influencing Factors as Defined in ISO/IEC 1972%06[22]

Factor Description[22], [35]
Population| Characteristics of population, such as age, gender, ethnic origin, and
Demographicy occupation
The overall system itself, such as enrolment and verification elapsed tim
user familiarity and user motivation
Physical properties of a person, suctedmard,skin tone, height, and
disability
Behavioural properties of a person, suchaatialect, movement, stress, and
facial expressions
User Appearancd How a person looks, such as clothing, hairstyle, bandages, and tattoos
Environmental| Factors of the environment, such as background, lighting level, weather,
Influences | reflections
The factors affecting thdevice'scorrect operation, such as dirt, focus,
sensor quality and transmission channel
Means by which the user and a computer system interact, such as feedb
instruction, and supervision

Application

User Physiology

User Behaviou

Sensor and Hardwar

User Interface

Further research[46]¢[48] discusses assessing performance for traditional biometric systems, and
these have usually been in the form of explorimguential factors This current work aims expand on
these previously defined factors and identify new areas that need extra consideration when applied to a
mobile biometric system. Part of this will be infeed by assessing the role of thésers'factor within a
biometric system and increasingly considering the importance of usability when discussing performance.
Furthermore, this study aims to illustrate how thHenvironments'factor has a greater contexwhen

considering a mobile setting that links closely with the newly introduced fact@oehario's

This work aims to develop a model for assessing the performance of mobile biometric systems and
implementations byinvestigatingfactors that are likelyo affect the performance. The seven identified
factors are'Users, 'Modality’, 'Environments 'Diversity of ScenarigsSystem ConstrairitsHardwarée
and 'Algorithms, and they form'The Core Factors Affecting Mobile Biometric Performandslising
these factors allows faitlustratingthe practicalities of mobile biometric implementatiorsnabling the

binning of performance alterations within one of these factors.

Along with Scenariosthe model established\lgorithms' and System Castraints as new factors that
have not previously been considered explicitly within a performance assessment context. The Oxford
Dictionary definesa factor as "a circumstance, fact, or influence that contributes to a re$df]. The
corefactorsdefined by this stdy are the fundamental elements of mobile biometric performance, acting
as a foundation layer for future performance assessment development. Even as biometric systems evolve,
additional properties and areas are discovered, and new relationship connectienforged, they will
always link back to one (or more) of these core factors. Furthermore, the core factors form unique

connections, meaning that an impact on one core factor can cause a performance alteration in another.

This study will allow developets concentrate efforts more effectively when devising ways of testing

and analysing the performance of mobile biometric systems in the future. Building on previous studies
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from the community, the developed model demonstrates each factor's existence aninipact on the

overall performance when applied to a mobile context.

While examining the definition of biometric system performance, it is necessary to include further
input from Jairet al. [44] regardingacceptdility, how well individuals "accept the technology such that
they are willing to have their biometric trait captured and assessed". Additionally, the concept of
circumventionwhich "relates to the ease with which a trait might be imitated using an artefac
substitute”. Both issues are critical when considering the overall performance of a biometric system.
Acceptability is essential because public perception and acceptance within the technology sector will be

one reason to prevent the uptake of a biomietsystem.

Biometric technology has trust issues among consurfi2} with a Paysafe Group survey revealing
that 81% prefer passwords for online payments due to security concefngecent example of driving
public opinion through security concernshappenedin 2019 in San Francisco, whetiee public
administration banned facial recognition for local servig#. The cited reason was ovgrerceived bias
in facial recognition technology regarding ethnicityore recently, the European Union MEPs backed a
motion to ban facial recognition technology for mass surveilldbég paving the way for future laws and

restrictions regardingAl technologyciting privacy rights.

Although the examples are rather extreme, it highlights that it is necessary to consider the user's
acceptance of a system before rushing ahead with the implementation; otherwise, it will alitrate
users. Circumvention primarily refers to spoofing the biometric system using artificial means. Any system
that offers a biometric solution will be required to have some level of resistance to these attacks. For
example, a fingerprint system must be istant to artificially produced finger attack specimenstioe
insertion of imagesnto the biometric pipeline. Failure to attack specimens highlights a significant flaw

with the system, leading to decreased overall performance.

By consideringcceptabiliy and circumventionthe model challenges the conventional approach and
definition of performance The focus within the model begins to shift towards the -@isgr, how they
perceive the use of the system and how bgitndandbadactors may attempt to caumvent the system
usingvariousmethods. These are vital areas when considering the performance of the overall system.
The metrics discussed in ISO/IEC 1972906[22] also ignore the usability aspect, which the model

illustrates as vital to a system's performance.

3.3 Factor #1: Modlities

With existing fixed biometric modalities, evaluators can target the strategy to consider known
'influencing factorslikely to affect the performance and include these within the testing strategy.

Mansfield and WaymafB85] provided a list detailing many of thesafluencingfactorsin Table3.1. Each
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modality directly introduces a set dhfluencingfactors' caused by choosing a particular modality, for
example, an assessment of how wearing glasses will likely affect the assessnagniris recognition

system.

Table 3.2 shows illustrative examples dhfluencing factorsfor a range of common biometric

modalities and is by no mea a completely comprehensive list.

Table3.2: Examples of Influencingactorsper Modality

Modality Sample ofinfluencing Factor$51]
Face 1 Movement 1 Facial Expression
1 Age 1 Skin Tone
. . 1  Fingerprint Condition 1 Weather
Fingerprint 91 Arthritis 1 Offsets and Rotations
Voice 9 Ethnic Origin 1 Noises
1 Colds or Laryngitis 1 Misspoken Phrases
Iris 1 Lightning Level 1 Eyelashes
1 Blindness 1 Reflections
. 1 Age 1 Injuries
Signature 1 Sensor Pressure 1 Motivation

It can be observed from these factors in bdthble3.1 and Table3.2 that the users are a significant

influence that affects the performance of a particular modality.

The remaining core factors, defined in the model, will uniquely link torttedality core factor,for
example, thehardwareand algorithms core factorsaseach will have a performance impact that could
affect the other.Therefore, it is also essential to know thiefluencingfactors'specific to each modality
when used in various scenarios. This knowledge will help identify the areas requiring incraasédrat
when testing a biometric system. For example, a user's appearance will have little impact on voice but
will likely significantly affect a facial recognition systdm.addition, he understanding that a single
modality may perform with error is agwent as researchers have utilised multimodal biometric systems
to combine separate modality systemsth improvingoverall recognition accuracy performance. Part of
these multimodal systems tries to overcome tlrgfluencingfactors'issues by combinindhe results of
another trait that will hopefully not be affected and reduce the error that would otherwise have happened

[52].

Jainet al.[52] reported that a unimodal system (using a single trait/modalityyhtexperience several
problems including"noisy sensor data, neaniversality and lack of distinctiveness of the biometric trait,
unacceptable error rates, and spoof attatkall of which caraffect the overall performance of a system.

In comparison, Heet al. [53] explored the performance of a multimodal system using three traits:

fingerprint, face, ad finger vein. The experiments concluded thatnaultimodal biometric system can

achieve significantly better performance compared to a single biometric systaththat adding finger

vein "results in a verification system with very higbhcuracy. Thus, this research demonstrates how

performance changes when using various biometric traits, confirming that modalities affect performance.
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Gafurovet al.[54] assessed the use ghitas a biometric trait. They concludéiat it isbetter suited
as a "complementary biometric" and not a "replacement for traditional authetittamechanisms". The
work also noted "several factors that may negatively influence the accuracy”. They classed the factors for
gait asExternal (viewing angles, lighting conditions) ahatérnal (sickness, physiological changes). They
identified howgait was "robust against minimal effort impersonation attacks". The authors concluded by
noting that an "investigation of these factors égsitical towards developing robust systems", which
identifies how necessary it is to appropriately select a mod#ditya particular scenario in a way that will

try to mitigate issues (caused byfluencingfactors).

Ito et al.[55] commented on how researchers seek "new biometric traitenhance the accuracy and
convenience of biometric recognition”, suggesting that modalities differ in their performance. Each
modality is unique, bringing an assortmentiofluencing factors¢o contend with, although some are
common between specific @its. It is undoubtedly true that a modality holds extraordinary power over
the system. It can define how the rest of the system develops around it, meanlagting the suitable
modality for the job is a priorityAn example of a lesseesearched biometc includes the 3D ear shape

explored by Yaet al.[56].

Furthermore, external factors relating to the target population may causedality-specific
performance alterationsForexample the sample quality of the elderljp7] and issues of accessibility
[58] will influence the performance of the modalitiglliott et al.[59] investigated how fingerprint sample
quality can affect a biometric system across age groups. They concluded that "more emphasis should be
placed on an individual's age, rather than the moisture of the finger when developing a fingerprint
recognition systm" as theimage qualitypbecame more variable for an older population (aged 62 and

over).

Due to theinfluencingfactors'present, the modality themselves impact the performance of a system.

It is for this reason, therefore, that it is one of the factors.

3.4 Factor #2: Environments

The environment can significantly impact the performance of a biometric system. These systems are
becoming less fixed and rhide, and the environments they will operate in anearly impossible to

predict.

Research produced byiherti et al.[60] examined the environmental impact factoos smartphone
face recognition They assessed facial image quality (FIQ) in indoor and outdoor conditions. They
concludedthat "[biometric] scores obtained with the ing&s taken from the smartphone are higher with

the images taken indost, showing that the environmerimpacts a system's performance
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One of the main aspects that allows a mobile biometric system to differentiate itself from a traditional
one is the sheerange of environments and conditions the device will be required to operate within.
Consequently, the performance could be affected at both the enrolment and authentication ptiase
to the varbusenvironments and situations that could ocaluring theprocessFor example i practice,

a robust enrolment template captured under 'optimal’ conditions may not produce accurate matches with
samples collected under certain circumstances at later verification attempts. Furthermore, an enrolment

template captued under poor conditions may not be functional.
Different environments that have an impact on the performance include:
Indoors vs Outdoors

Lighting

Weather Conditions

= =4 =4 -2

Terrain-- physical features of the environment, from the ground, being walked ovénedype

of location (e.g., city, countryside, ocean)

Previously Elliotet al.[59] had also shown how illumination could significantly affect the performance
of facial recognition systems. They concluded that "enrolment illumination level is a better indicator of
performance than the illumination l&V of the verification attempts”. Furthermore, they found that the
"enrolment light level should be as high as possible" when the "lighting conditions are not constant for

verification".

Regarding behavioural biometricgpice recognition performancseveaely degrades when ambient
noise is present, as shown by Gdbd]. Therefore, researchers have researched to mitigate and detect
this noise and hence the performance of acgrecognition system. For example, Yamatial. [62]
"described a method for esnating the performance of a speech recognition system using a distortion

measure".

Applying the environment concept to conventional modalities has been known to affect performance.

These conditions include:

Facec Background (Multiple Faces)
Fingerprint¢ Weather

Voicec¢ Noise

= =4 -4 -2

Iris ¢ lllumination

These studies show how the environment impacts biometric performance, and it is deemed worthy

as another factor.
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3.5 Factor #3: Diversity of Scenarios

The 'Diversity of Scenarios' relates to how anvitialusesa device within an environment. Classing
these scenarios under two category headings: 'motion’ and 'stationary' is poskdfile3.3 shows a brief

table of example scenarios.

Table3.3: Examples of Scenarios Under the Categorie$vidtion' and 'Stationary

Motion Stationary
User Transportation Dual
Walking Bus Walking on a train Sitting
Running Train Walking on a boat Standing
Cycling Earthquake Swimming Lying Down

In this classification, 'motion’ refers to the scenario of being in movement relative to the environment.
Likewise, 'stationary' is where the device is at rest gwion) corresponding to the environment.
Furthermore, ‘transportation' is defined as any scenario where the device is in motion caused by an
external influence from the environment. For example, when being driven around, such as on a bus. This
splitting of 'motion’ scenarios into 'user' and 'environment' concepts introduces an overlap scenario
where the cause is both a user and environmental factdefined as a ‘dual’ motion scenarigigure3.1
illustratesa flowchart to aid in assigning scenarios to a potential category. As a result, minor movements
that will likely occur in stationary situations, such as shaky user hands while holding the device, are

overlooked.
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s the environmen
moving?

Yes No

Is the user

moving? Is the user

moving?

No Yes

i ¥ \i Y
. Motion L .
(  Motion (Dual) ) (Transportation) ( Stationairy | Motion (User)

Figure3.1: Flowchart to assign a scenario to a category'bfotion’ or 'Stationary

There is currently limited research assessing various scenarios under which biometric authentication
can ocur, including the conventional modalities: Face, Fingerprint, Voice, and Iris. However, different
scenarios can alter the performance of a biometric system. For example, Biorcaloet al. [17]
explored performance changes across conditions when signing using dynamic signature verification (DSV)
systems. Their results showdkat although there is "not an ideal scenario for signing”, the observed
performance improved when using a stylus devidthwthe user sat on a chair, and the device is resting

on a table" and for fingestylus devices when "the user has to handle the device without support".

The location of a scenario plays a role in affecting the user's behaviour and state of mincarRplegx
"stressnegatively influenceperformance and usability[17]. For example, consider signing within an
outlet such as a post office. Here, the scenario encourages users to sign quickly and carelessly to avoid
causing long delays, introducing stress and anxiety, and negatively affecting performance. Whereas, in a
ceremonybased scenario, such as signing a legaludhent, the "user typically signs with greater care,
striving for enhanced quality and clarit@sdemonstrated in researchy Guestet al. [63], which causes

an increase in performance.

The scenario links closely with the user's interaction with a system in a particular environment and
how adjustments may be needed to account for these changes. These adjustments can come from the
system itself orhow the user inteacts with it The development of the HumaBiometric Sensor

Interaction (HBSI) mode[64] investigatedhow scenarios can modify perfoance. Brocklet al. [65]
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concluded: "the development [of HBSI] reveals the caxity of the potential interactions and the

changes of those interactions when digitisers change, as well as when the ceremony changes".

The number of scenarios that biometric authentication can occur increases dramatically when
introduced to a mobileenvironment. Bhagavatulat al. [26] assessed the usability of a range of mobile
biometrics systems. Firstly (and probably the least surprising) was the Android "face unlock completely
unusable in a dark room". They also explored Apple's Touch ID and founthéh@buch ID and face
unlock "mechanisms fail in specific scenarios, wet fingers and dark rooms, respectively". They also
conducted a series of walking experiments, one merely walking and another walking while carrying a bag
in one hand. The authors perimed the experiments in laboratory conditions (indoofgrticipants "did
not find unlocking difficult for any authentication scheme in either of the walking scenarios". The
experimentwas mainlyconducted from a usability perspective, concluding that jggwants preferred the
Android face unlock in the walking scenarios as they could handle the phones in their desired positions.
In contrast, Apple's Touch ID had to hold the phone more precariously from the bottom as this is the

fingerprint sensor's locatin.

Sitova et al. [66] introduced "hand movement, orientation,na grasp (HMOG)" to authenticate
smartphone users continuously, and their work investigated two conditions, sitting and walking. The
results showed that "HMOG improves the performance of taps and keystroke dynamic features, especially
during walking”. Thetheorised that this improvement was "attributed to (a) the distinctiveness in hand

movements caused by tap activity and (b) the distinctiveness in movements caused by walking".

With increased development in mobile technology, research is looking ints tealyelp capture and
authenticate a biometric trait while in motion, including work to perform leagge iris recognition, also

known as irison-the-move, as surveyed by Nguyehal.[67].

Given the proliferation of biometrics on mobile systems, this indicates that researchers should conduct

further work in this areawhichshould be considered a factor.

3.6 Factor #IV: Users

Users of a biometric system need to have confidence in the authentication process. Therefore,
biometric systemsnustbe universal (applicable to all) for the system's -@rsgrs to gain this confidence.
Therefore, implementers chose modtas due to thér uniquenessn identifying between individuals.
However, developing a system to accurately extract all the small features within a modality to achieve

uniqueness iglifficult; this is how false positives can occur.

One of the mosprominent ideas in biometric testing is the concept of tB&metric Zobproposed

by Doddingtoret al.[68]. In this work, they used voice recognition to show that users of a system could
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directly impact the overall perfenance. In addition, this work proved the existence of different categories

of users:
1 Sheepg Sheep dominate the population, and systems perform nominally well for them.
1 Goatsg Goats are thoseserswho are particularly difficult to recognise.
1 Lambsg Lanbs are thoseiserswho are particularly easy to imitate.
1 Wolvesg Wolves are thos@serswho are particularly successful at imitating others.

They state that "goats have the greatest performance effect", adding a considerable amount of false
negative dataln contrast, the wolves and lambs attribute more to the fagiesitive data affectingoverall
performance. FinallyYager and Dunstonfs9] extended the biometric zoo or menagerie to include
different groups of users that cover the extreme ends of the spectrum and explore the existence of the

menagerie within other modalities:

Worms ¢ Worms are the worst conceivable users and match poorly against themselves.
Chameleong; Chameleons always appear like others and receive high match scores.

Phantomsg Phantoms always receive low match scores regardless of the comparison template.

= =4 -4 -

Dowes are the best possible users, matching well against themselves and poorly against others.

The framework presented here highlights weaknesses in the system and whether any of these user
groups exist, whether within the algorithm itself, the enrolment Gtya or data integrity. They conclude

that the "biometric menagerie is a diagnostic tool that takes a more-asatric approach”.

The biometric menagerie is not without critics. PopeBadorinet al.[70] claim the concept is ‘fuzzy'
regardingwhether the categories refer to the users themselves or the templates. Part of their claim
highlights that the category of users can change based osyktem's calibrationAlthough this may be
true, the biometricmenagerie concept is still beneficial for highlighting how users can affect performance
or how users can be used to identify potential flaws and weaknesses within a system. In either of these

cases, the users directly affect the performance.

The user inteaction with the interface and user acceptance of the modality and scenario is a factor of
performance that is often not considered. However, if users encounter a bad experience in using the
system, it may result in an unwillingness to use the technoleggiroongoing basis. As well as examining
the environmental impact, Lunergt al. [60] also examined the effect of usénteraction with face
recognition on smartphones. Through a questionnaire given to the participants, thersufibund that
users' ease and confidence with the system increased with each session when operated indoors. However,

when used outdoors, the confidence remained relatively constant throughout.

As noted previously, research has also shown that a useysiqibgy can affect the performance of a
biometric system, including agg9] and accessibilit{i71].
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Another important factor when discussing how users efffeystem performance is to examine users'
acceptance and satisfactianth biometric systemsThese factorsvill drive the overall performance and
indicate the willingness to use such a systerAligdet al.[72] proposed that "taking into account users'

@A S ds beteficial to the endisers, but it will also help to improve performance and effectiveness".
Manufacturers can use the thoughts and opinions of users to influence the design and interface of the
biometric system.For example, easpondents of a surveyonducted by EAbed et al. found that
"biometric-based technology is more appropriate than sedvased solutions against fraud" and that the
"trust factor has been identified as a major [aspect] that affects their general appreciation”. It is also worth

noting that the user's culture can influence the acceptance and use of biomgt8t,q73]

It has become clear that users' acceptanoe avillingness are crucial factors to consider when using
a particular biometric system. It is possible to imagine a system with excellent performance results;
however, this does not guarantee that the users will be inclined to engage with the system. Thus
usability's effecton performance is becoming an increasingly relevant research topic. Unfortunately,
traditional performance metrics have relied only on error rates, which generally do not consider usability

concerns.

Human

Ergonomics Usability

Human-Biometric

Sensor
Interaction
(HBSI)
Sensor Biometric
System
Sample
Quality

Figure3.2: Human Biometric Sensor Interaction (HBSI) Mof¥l].

Shown inFigure3.2 is a thematic outline of the HumaRiometric Sensor Interaction (HBSI) model to
address this issue. Guestt al. [63] identified that an interaction error might cause performance
deterioration of a tuned biometric software system with a biometriptceie device. Furthermore, they
RAA020OSNBR GKFG gKSYy || 0A2YSGNRO aeadSy Aa bRSLX 2&SR
system drops, not because of a change in the algorithmic implementation”. This discovery points to the
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need to includeAlgorithmsas a separate factor that can affect performance. Finally, they concluded that
in the case of dynamic signature verification, "these problems can be solved through the design of
appropriate onscreen user interfaces and hardware", which strengthithiesargument for havin@ystem

Constraintsand Hardwareas different factors affecting performance.

MiguekHurtado et al. [75] assessed voice using the HBSI model for a smartphone's mobile
authentication system. Their results concluded that "the learnability of the application needs to be
AYLINROSR o0& o0SGUSNI 3dzA RF y OSd participadtdguiiance ithin $hiJ dza S|
application have been recommended”. They noted that this would improve the overall performance by
"avoid[ing] user's assistance requests and reduce the user's errors. Hence, it will help to reduce the

number of incorrect pesentations and raise the rate of successful enrolments".

Jainet al. [44] compared biometric traits using dateom the perception of three biometric experts.
This comparison showed the acceptability given to the common modalities on a high, medium, and low

scale as follows:

Faceg High
Fingerprint¢ Medium
Voicec¢ High

= =4 -4 =2

Iris ¢ Low

As mentioned, acceptability is essiah, but the concept may have grown into public perception along
with privacy and security concerns. Therefore, acceptability is one reason that will prevent the uptake of
a biometric system's use and highlights the necessity to consider the user's acceiefore rushing

ahead with the implementation.

When assessing the performance of mobile biometrics, it will be necessary to identifyséns
familiarity with the device in question. The reason for this is habituation. Users more familiar and
comfortable with a device are likely to perform better than someone handling it for the first time.
Therefore, the suggestion is that all users have time to adjust and familiarise themselves with the device
before any formal testing begins to mitigate any perf@nce impact from different habituation levels

from the users involved.

Users are a significant factaffecting biometric systems' performancso it is little surprise to include

them within the core set.
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3.7 Factor #V: System Constraints

It is necessary to consider that systems often need to meet their own needs and demands for the

scenario they require to operate. These needs will include requirements such as:

Verification or Identification?
Throughput Rate

Required Error Rates
OnDevice vs @fDevice

Time to Enrol or Authenticate

Privacy Protection / Control

=A =4 =4 4 -4 -4 -4

Latency

Ondevice refers to the processing of the biometric algorithm occurring on the hardware of the device
of the biometric system. In contrast, effevice is where some or all the mmssing gets delegated to
external equipment for processing, most likely a server. Each introduces security concerns that will need

exhaustive testing and ties into the privacy protection and control provided.

Privacy protection and control refers to tlsecurity for storing all captured sampleven when the
authentication algorithm compares samples. Securing these templates is crucial to gain user confidence
and ensue the system is not vulnerable to attacks. However, there will be a taffilbetween gcurity
and performanceas more significant restrictions will generally mean slower functionality. Latency is the
delay introduced by transferring data around. This aspect could be an issue-fvide systems where

the captured sample needs to be tramitted for processing or providing visual cues to users.

These specific requirements will introduce their constraints iamghct the system's performanc&or
example, whether authentication takes place-d#viceor on a server, evaluators must note hane

performance is affected under different network setups (includingPW4G, and 3G).

Many factors withinSystem Constraintink closely to that overall user experience. For example, a
system will likely function as intendedut due to the constraits placed on the system by its
requirements, it now takes a long time to perform verificatioasdthen its performance will suffer. Thus,
the model defines &ystem Constrairgs introducing a constraint on how the system can function. This
constraint ould be due to many factors, including external (corporate) restrictions, device requirements

and scenarios.

Users enjoy convenience and ease, and hopefully, when implemented correctly, this is something that
biometrics can offer as a service. A classie oase for biometrics is airport security to process many

people as quickly and efficiently as possible. Sassk [76] investigatedvariousbiometric processes at
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various airports. This scenario contains many constsaamtd requirements that any biometric system
must adhere to, thus creatin§ystem Constrainty he study mentions how a significant factor is how the
users react to the system and that any implementation should "emphasise usability's importance in

successflly operating biometric systems".

Universal access is also one of the primary requirements associated with an airport border control
system. Early tests showed how disabled users struggleshtol and later verifywith the system. The
other issue was ta experience of thefendy shufflg as Sasset al. defined the scenario when trying to
position the body correctly for the verification sensor. This scenario was due to the interaction being
entirely different from that of the enrolment phase caused Ine tfixed position of the sensors. Thus,
there is a hardware issue present here. Howevatifi@rent verification procesfom the enrolmenthas

equally caused problems, which was a flawed system design.

While exploring recent advancements in biometricagnition, Ito and Aok [55] state, "biometric

techniques [that are] to be used in the practical system depend heavily on application requirements".

Research has also explored visual feedback lama this affects performance. Visual feedback is
where visual cues help guide the user through the biometric process and provide suggestive feedback. As
expected, "the better [the] visual feedback, the better performance and usability" was demonstrated by
BlanceGonzaloet al. [17]. However, they also showed that "users do not feel comfortable when [no]
visual feedbacks provided".Furthermore, vhile exploring dynamic signature verification (DSV), Blanco
Gonzaletal.F2dzy R G KIF G bfliSyoOe X Ay@2fto@oSa FyyzelyoS A

Here the latency refers to the digital ink appearing on dispteigviding a visual aid to the user.

However, latencyaises questions abodtiture concerns regarding the performance of systems that
require offdevice processing and how network latency can cope with data movement, thereby affecting

performance.

Besides the dedicated biometric sensor, exploring all the available resourcegstean may improve
the recognition system. For example, using the available sensors and hardware can provide a continuous
authentication mechanism on a smartphone. An example is using the available touchscreen gestures
explored by Fengt al.[77]. When observing keystroke dynamics on a mobile device, Busted78]
were able to "improve implicit auimtication accuracy through new features" available on a smartphone.

They were also able to "improve usability with a framework to handle changing hand postures".

It is again necessary to mentiaircumventiorfrom Jainet al.[44]. Here measures will explicitly need
to be incorporated into a system to prevent security concerns and vulnerabilities. In addition, there will
likely be the introduction of tradeffs between having a secure system and error rates aloitly the
time to enrol/authenticate. All of which will mean balancing the performance. It is for these reasons that

System Constraintselong as a factor.
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3.8 Factor #VI: Hardware

A biometric system can only be as good as the hardware it has to function gardieg both the
speed and functionality for processing and the resources available to be exploited. The sensors, both
dedicated biometric and otherwise, can affect the system's overall performafaeexampleJainet al.
[79] explored the performance of smartphone touchscreens with traditional hardware keyboards using
the same modality of keystroke dynamicaiventhat touchscreen sensors "provide considerably richer
data", they could exploit thiglata to generate results demonstrating that "touchscreen data has

considerably greater biometric value than that available on hardware keyboards".

Obtaining a detailed hardware description helpstter understandperformance, especially when
considering athentication involving multimodal biometrics. For example, one sensor may capture

multiple modalities, or various sensors capture a single trait each.

Elliott et al. [59] noted that "various devices used in studies demonstrate different physical and
measurement characteristics". This message isrstidfivant in a mobile context that provides a more
excellent range of hardware devices to implement biometric authentication. Developing a testing

framework for this purpose will involve consideridgvice variabilityo ensure consistency.

"Hardware propeties can affect the variables collected in the data acquisition process, and therefore
the quality and performance of the devicf59]. Likewise, how available sensors collect the acquisition
features will also affect the performance of a system. Ellaittal. again concluded that "there are
significant differences in the variables across devices, yet these variables are not significantly different

within device families".

The introduction of biometrics into the mobile market is a relatively recent event, with the first
smartphone featuring biometritechnology appearing in 20080]. However, significant adoption was

due to the introduction of Touch ID into the Apple iPle serieg81].

Hwang andVerbauwhede[82] explored the implications oportable biometric authentications
Although this research is from 2004, it is interesting to see how the problems and experiences are still
relevant today. They stated that a petal scenario is "financial and commercial transactions as a
replacement for (biometric) smart cards'it is now observed today that a significant engle for
biometrics on smartphones is the introduction of mobile payments, including Apple and Goaggle Pa
Factors also discussed, including where to store the biometric template within the system (when
portable), are crucial in the design and overall performance of the final product, and this is one of the

critical arguments for the tradeffs surrounding o-device vs offlevice:
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"Performing the biometric processing on the server provides performance benefits with significant
security problems. On the other hand, performing all the biometric processing locally [on the device]

provides the best security buéquires a relatively larger amount of energy and later{82).

This statement concerns examining a system's hardware and the limitations and benefits it provides.
Itis hard to estimate whether peopéxpected the current advancements in computing and how powerful
AYFNILK2ySa KI @S RSOSt2LISR® bSOHSNIKSE Saasx az22NBU:
been doubling the density of components per integrated circuit at regular intervals" (eweryears) as
surveyed by Schall@83], has been used as a reliable method for calculating and predicting future trends.
Simplistically, this law's application has allowed for higherformance computers. The same isdrfor
smartphones and the mobile market; with a continuing drive frtdm industry to exploit hardware

resources, current predictions show that Moore's Law is still likely to be accurate until around 2050.

As stated previously, it can be challenging tedict the future outcome of the computing industry.
However, the hardware used to support the system will impact the system's performance within the
realm of biometric systems. For example, @aNavarroet al.[84] developed a floatingpoint accelerator
"specially designed for accelerating biometric recognition algorithms” for embedded systems. They
achieved this by exploring accelerating the stages that usually proved the mostdnseming for
biometric systems, such as Support Vector Machines, Gaussian Mixture Models and Dynamic Time
Warping. As a result, they obtained "acceleration factors ranging from X7 to x22" on two complete

biometric algorithms.

Emerging developments inoeld computing and mobile systems have shown that processing can be
moved from a mobile device to save on the demand for power consumption and storage capacity by
effectively using the cloud. Smartphones todan currently store and rua biometric systenwithout
the need to offload resources. However, the same is not valid for mobile 10T devittedimited

resources

Hu et al. [85] explored cloud computing and the Internet of Things (loT) to create a functioning
biometric systemas loTdevices typically do not have the same processing and storage capacity as
modern smartphones. Theyreateda face identification system that could "meet the growing demands
of computation power and storage capacitythre current big data era" by utilisinthe advantages of
cloud computing with the parallel resolution mechanism. "In this scheme, resolution services and identity
information management services are deployed in the clautich canfully usethe high reliability, high
scalability, powerful comuting and storage capacity of cloud computing to provide efficient and accurate
face resolution services". However, they admitted that the system was not without drawbacks, including
storing templates in a thirgharty data centre and the privacy and seityrassociated with the overall

system.
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The captured sample quality from the biometric sensarst be high enougto satisfy the biometric
system. Pooquality images may result in more false rejects and cause the performance to suffer. Metrics
exist tomeasure sample quality, including Face Image Quality (FIQ) and NIST Fingerprint Image Quality
(NFIQ) algorithm.

For all these reasons, hardware is a factor affecting the performance of biometric systems.
3.9 Factor #VII: Algorithms

Algorithms are the compational backbone of a biometric system. Recent advances in machine / deep
learning have allowed for significant progress in computer vision, speech recognition, natural language
processing, and many more. It hatherefore, also found its way into biomet authentication.
Conventional machine learning methods, including Support Vector Machines, Principal Component
Analysis and Linear Discriminant Analysis, haggipusly provided the backbone algorithm for biometric
systems However, now with morédeep learning' approaches discovered, it is likely that a rise in

performance will occur as researchers produce more accurate machine learning models.

Taigmaret al.[86] have experimented with deep learning on a 3D face model and have developed a
system called 'DeepFace' whichiohs to "reduc[e] the error of the current state of the art by more than
27%".

Examining the conventional algorithms, Eleal.[53] explored the performance congpison of sum
rule-based score level fusion and support vector machines ($)ésBd score level fusion for multimodal
adeaitsSvyaeo ¢KSe RA&AO2GSNBR (KFG {+a bO2dzZ R FAidGlFAYy

parameters [were] carefully selected

There is a close link between the algorithm and hardware whereby the algorithm must perform on the
available device to ensure the performance is usable. This relationship involves carefully considering the
amount of memory available to run the algornithwithout causing a significant delay for the algorithm
users. Carit-Navarroet al. [84] proved this as they achieved higher acceleration performance regarding

execution time by a#tring the hardware components to be more efficient for a biometric system.

Algorithms are designed to produce higher accuracy results and overcome certain environmental
factors. Therefore, face image processing is an important research topic. It coveysfigids, including
computer vision, pattern recognition, image processing and biometrics, as surveyed by Ito afebpoki
Here the authors state, "a variety of face ineagrocessing methods has been proposed since the
performance of face image processing is significantly influenced by environmental changes such as head

pose, expression and illumination changes".
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Mobile biometrics provide another challenge for the devetegnt of algorithms for those devices.
They will need to contend with an array of unconstrained conditions to maintain a high level of operation.
Biometrics is an exercise in pattern recognition, and machine learning algorithms have proved extremely
usefulin this area. Similarly, it haseenshown that "machine learning offers several advantages over
other approaches for biometric pattern recognition”, as discussed by &r&k[87]. At the same time, it
also "satiskesan increasing need for security and smarter applications”. Similarly, Blaoopaloet al.

[17] stated that "the objective of the algorithm is to decide whether the user is the one who claims to be

or not". Thus, the whole system's functionality depends on tlgedthm, which is whyit is a factor.
3.10 Modelling Factor Relationships

Figure3.3 shows the interaction model between the factors. Theskationships (connections/links)
show an association between factors. The model forms these relations in several ways, such as being

constrained or influencing the behaviour of each other.

Many connections demonstrate that an alteration in performanceyrba caused by several factors
discussed here. It is plausible that adjusting to one of these factors could incur admadfect on
another. For example, should the hardware be modified, this could cause the algorithm's functionality to
change, producig a poor implementation for feature extractioand causing more false positives.

Similarly, a relationship may connect more than two nodes.

Figure3.3interprets where connections are forming; however, that is not to say that this is a definitive
model, and more relationships may exist. The model is a first attempt at forming relationships between
the factors, not a comprehensive list. Therefore, theli# ke missing relationships (links), and others are
encouragedo find links and continue to use and adapt the model to form a complete model. The model
here begins to present the metrics for reporting the performance of a mobile biometric system, with th
connections being some of the key features that a report should include to provide the assurance users

need.Table3.4 provides the relationship defitions (mainly from the Oxford Dictionafg8]).
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Figure3.3: Model Showing the Potential Relationships (Connections) between Factors.

Table3.4: Defining the Relationships Identified within the Model

Relationship Definition [5], [88] Measure
Inlf:I:i?ocrlgg Any factor that affect the observed performance Data Binning
. . . . - Quantitative +
Adaptability | The quality of being able to adjust to new conditions Qualitative
Resilience The capacity to recover quickly from difficulties Qualitative
Constraints | A limitation orrestriction Data Binning
. . . . . Quantitative +
Functionality | The quality of being suited to serve a purpose well Qualitative
Feature The process of extracting information from data Quantitative
Extraction intended to be informative
Acceptance | Allowing atransaction using a specific modality Qualitative
Willingness The_state of b_emg prepared to operate within a Qualitative
particular environment
. . . Quantitative +
Mobility The ability to move freely and easily Qualitative
Usability The measure of effectiveess, efficiency, and satisfactio Quant{tatl_ve
Qualitative
Ergonomics The efficiency of the solution when being operated ang Quantitative +
9 handled by the user Qualitative
Timing Thg imethat istakenby a process, activity, or a person Quantitative
doing it to complete
Sample Quality The fitness of a biometric sample to accomplish the Quantitative

comparison decision

The connection model highlightddsersas one of the most influential factorsan important factor in

determining the performance of a system, the model attributes to user satisfaction. However, "the users'

satisfaction ioften put aside”, as highlighted by BlanGwnzaloet al.[17]. However, its importance is

evident as "a norusable system has not only repercussions in performance but users' acceptance of the

technology also".

The aim is that umg this approach will generate values that can universally express performance by

finding a way of qualitatively or quantitatively defining these relationships. Some identified relationships
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already have robust research methods for obtaining a quantiatralue, such as retrieving sample
qualities of biometric traits discussed in current ISO standg€s However, the same is not valid for all

the relationships identified here and gathering all this information would be imprddiicaesting one
system. Therefore, the proposal is that a subset of the data will be sufficient. The model theorises that it
is possible to build an overall picture of performance by treating each relationship separately and
becoming more confident instvalue with each newly added piece of information. The aim would be to

compare different devices more consistently, but this practicality will require further research.
Table3.5 beginswith suggestions about a possible collection approach to collect the relationship data

defined here, along with some suggested basic examples. This table is not a complete list, but it is

currently forming some initial ideas that will require further analysibest methods and practices.
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Table3.5: Examples of Suggested Methods for Collecting Model Relationship Data

Collection

Relationship Suggestion Explanation Examples
Influencing . Explore current influencing | [lllumination, Noise, Wearing
Literature
Factors factors Glasses]
Measure standard
Adaptability Algorithmic performancg ratekin Wh|le in"Environment 1, FAR
various environments and | increased to 9%
scenarios
Measure standard
Resilience Algorithmic performance rate.éacross a | In challenging conditios) FRR
range of challenging was 34%
conditions
Explore current hardware | [Identification, OffDevice
Constraints Literature that can be supported and | Processing, 2 Seconds to
usable Authenticate]
Explored with analysis of "Algorithm I' achieved 88%
Functionality Statistical using different algorithms | successful matches, and
and hardware "Algorithm 2 achieved 92%
Feature — The measure of how well Extraction was able to find a
. Algorithmic the algorithm performs at
Extraction . total of 8 total features
extracting features
The survey revealed that 80% o
Acceptance | Questionnaire | Surveyof users users would allow a transaction
to happen with chosen modality
Only 20% of surveyed users
- . . would be happy to use this
Willingness Questionnaire | Survey of users verification method in the
chosenenvironment
Explored with analysis of . :
. . : ; While in motion, the FRR was
Mobility Statistical performance in motion 13%
scenarios
Questionnaire +| Survey of users and 74% of users were satisfied, ang
Usability . ; y it took 10 secondso read each
Interaction interaction measures
of the task prompts
. . 67% of users were comfortable
. Questionnaire +| Survey of users and
Ergonomics . : : and managed to complete the
Interaction interaction measures -
task within 35 seconds
- . The device in operation Authentication took an average
Timing Experimental | should becapable of
R of 7 seconds to complete
capturing timings
The measurement of Sampl
Sample Algorithmic quality to ISO and similar | The sample quality score
Quality 9 standards for some achieved was 81

modalities

1Standard Performance Rate$NMRFMR FTA, FTE
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3.11 Discussion

As noted, these seven factors have significant overlap with one andtbeexample, algorithms will
require a particular hardware setup to function as expected. Also, the willingness of users to engage with
a system will be profoundly affealeby the modality and environment used-Abedet al.[72] stated
that "evaluating biometric systems constitutes one of the main challenges in this research field". They
also conclude that "the main drawback of the widespread use of biometric technology iackefl a
generic evaluation methodology that evaluates biometric systems taking into account: performance,

users' acceptance and satisfaction, data quality and security aspects".

Each defined factor could easily extend and expand to incorporate mord.ddtavever, the aim here
is to highlight the central concepts that create a foundation acting gsam@nt nodeto use tree
terminology. For example, the model identifielsersas a core factor, but many subsections will occur,
including interaction and aeptance. Both are significant areas that could arguably be a factor of their

own, but the model will still identifiJsersas the central area incorporating these.

Interestingly, some of the factors identified fit directly into the HBSI model proposed by Etliat
[59]. Here, Human, Sensor and Biometric Systems beddsees Hardware and System Constraint$n
identifying factors that affect performance differently, it is reassuring to note that the HBS¢Irsostill
present and preserved within this updated model, which goes beyond usability aspects to define

performance.

Comparing the factors presented here with the ones provided initially by Mansfield and W4$&jan
and included within the ISO/IEC 19782006[22], they are similar.

Population Demographids Users
Application? System Constraints

User Physiology Users

User Behaviout Users

User Appearance Users

Environmental Influences Environments

Sensor and Hardwarfe Hardware

= =4 -4 -4 -a -8 - -2

User Interfacé System Constraints

Mansfield and Wayman's factors only cover four of the seven factors presented here. However, it
confirms that users arene of the most influential factorsFurthermore, itdemonstrates how théJsers
consideration can extend into subsections incorporating what Mansfield and Wayman have previously
identified. The factors added aidodality, Diversity of Scenari@nd Algorithms and these ae the core

factors for mobile biometric performance.
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Looking back at Jaiet al. [44] seven factors for assessing biometric traits, the model takes influence
from them in terms of performane, acceptability and circumvention The model incorporates
acceptability within the Usersfactor and circumventionwithin the System Constraint§actor. The
definition of performancetalks about "accuracy, speed, and robustness," which are fundamental
conaepts. However, there is a need to update and incorporate the other factors presented here to provide

more assurance for a mobile context.
3.12 Summary

This chapter has identified seven core factors that form binning categories of perforratiecions
in mobile biometric systems. These factors are Users, Modality, Environments, Diversity of Scenarios,
System Constraints, Hardware, and Algorithms. In defining the factors, an informative overview was
provided to developers, implementers, andsters of biometrics systems, enabling the binning of
performance alterations within one of these factors. The model expects categorical overlaps, so a

performance alteration will likely have many factors contributing to the observed effect.

Research ishifting to accommodate this change from a fixed to a more mobile system and exploring
new opportunities and situations for mobile biometrics. Hopefully, the identified factors will help pave
the way for future research to focus on some of these criticeharand allow future biometric systems to
have a high level of performance and assurance that it fits their purpose. Thisisvibri first step in
designing a suitable framework tssess performance. The next chapter wilnbineall the current

theoriesinto a potential mobile biometric performance framework.
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Chapterd4

4 Towards A Flexible Performance Assessment

Framework

4.1 Introduction

This chapter aims to develop a performance assessment framework for mobile biometrics and finds
ways to suitably measure and mitigatee effectsof the core factors identified in Chapter However,
testing every usage outcome within a mabitontext is impossibleTherefore,the requirement isto

develop an approachrovidingconfidence that the systeffits its purpose

Adopting this change will likely mean modifying th@rent testing strategy that the community is
familiarwith within specific areasThe changes will requitBoroughtesting that includes moravailable
situationsin a mobile context. Other metrics for performance will needbe added tothe standard
testing procedures, including measuring usability from the HBSI naakbata qualityThese changes
will bring more confidence into results from biometrics studies and allow users to feel more comfortable
interacting with a biometric system. Researchers will need to conduct more research to identify the
quality of biometrc samples under various conditions with more significant influence given to the

collection environment.

This chapter will present a proposal for an evaluation frameworstablish the suitability ahobile
biometric systems for application€hapter 2 showcased the existing methodologies and approaches, and
Chapter 3 identified the core factors known to affect mobile biometric performance. Finally, the concepts
are amalgamated to provide mobile devices with an extensive and extendable perfoentasting
framework. The framework is designed to be tuneable to best suit the needs of theisard and
evaluators by providing a more comprehensive testing structure for various devices with more meaningful

results.

The organisation of this chaptes as follows Section4.2 provides some information relating to the
approach taken when producing the guidance for the performance framework, followe&kbtjon4.3
to introducesthe proposed sevesstage mobile biometric performance framework. Sectibbddiscusses
the various evaluation approaches based on the identified access level to the device. SeS6tion
showcases the framework as a flow diagram. Secfigdiscusses usability requiremennd Section
4.7 introduces and explains the approach non-mated testing using d¥ailored ImpostdRapproach.

Finally, Sectiod.8and Sectiort.9 compares the proposed framework asdmmariseshe chapter.

65



4.2 Performance Framewowkpproach

There is generally considered a trad# between usability and security90], and finding an
appropriate balance dependsiavhat would be considered acceptable for any given situation. There are
two crucial issues to consider here: firstly, performing exhaustive testing is unfeasible, and secondly, what
is considered an acceptable amount of testing will vary for each use Tasaim here is to introduce an
approach to a testing framework that will hopefully provide some confidence and trustworthiness in a
mobile system under evaluation to ensure thafii its purpose. The proposed framework acknowledges
that testing everypossible scenario and eventuality may be impossidavever, the intention is to create

a process to certify that the device fits its purpose.

The question then becomes how to determine if a device is fit for purpose, and the answer here is by
taking exsting theories and approaches from similar disciplines. Gdsas of the proposed approach is
dzi At AAXFASYHFME B AAEQ FNRY aeadSy RSaAdy FyR Woz2dzyREFENEB
O2yOSLJia 2F WSI|jdAGlItSyOS OflFaa LINIAGAZ2YAY3T 09/t0Q

Boundary value analysis is concerned with using input values (test cases) #tewralindary ofand
including theexpectedvalues and the extreme cases (minimum and maximum) vdAigsFinally, the
worst-caseanalysis uses statistical analysis to identiifg worst possiblénput paranS i S N& andd I £ dzS a
then analysewvhetherthe system meets its specifications under such circumstarnit¥srst-case analysis

(or testing) is most useful when you have a few parameters that are known to be troublé§daie

Biometric testing isiot the sameas system and software testing primarily due to the incorporation of
people, as the test space for a mobile biometric system is not comparable to a software system. However,
the above ideascan still be applied and could help achieve a testing approach that scales down the
amount of testing required by not relying on a random testing approach. The framework applies boundary
value analysis and worskse testing ideas to formulate an approachsienario testing that allows
SOl tdzr 62NBR (2 SEFYAYS G(GKS WiNRdzof Sa2YSQ 40SyI NA2&ad ¢K:
(independent variablesind experimental conditons ¥ RSFAY SR | a& adzZaSNJ YR SYy@ANRYY
KIS 0SSy TF2dzyR (i B5) THsTapptoach wafsiN Meansiddte ko® $hé system will

perform at its worst and provide a guideline for a more informative testing regime.

Similarly, the framework proposes an alternative approach regardingnmated testing, also known
as abiometric normated comparison tria[5]. Implementing a technique based @guivalence class
partitioning (ECRPand more sJSOA FAOF f f @8 WSR3IS (SadAyaQ RSaONROSR |a |
F'yYR SljdzA @I t Sy[@lf G2 aRSYIAFRY H&KS aFlhdzf G§a& ySIEN GKS 062
GSadAy3 éAtt SESNDODAAS (KS&S LRGESydGAlt FlLdAR&Eéd LYy | RRA
AYLRRAaG2NAE (2 FT2NOS (GKS aeadsSy Ayid2 aK@pelgghgerOh 1a 62NAG C

(similar looking people).

66



The framework does not provide recommendations for sample sizes partly because this will not affect
the process of using theJNB LJ2 8 SR LISNF 2 NX I yOS S@l fdz2 GA2y FNI YSs
are required for statically significant results. The framework does present an alternative tmaizal
comparison testing, which is hoped could provide a method for reducingetgired sample size and still

provide meaningful results.

4.3 Performance Evaluation Framework

This chapter outlines the design of the sewsage performance assessment framework. The
framework presents a complete performance evaluation, and the desigadi stage is to operate as a
continuous flow from one stage to the next. However, not every stage must be completei $botuld
befor a complete system evaluation), which means the framework can adapt to individual requirements.

However, the approacheadopted in each stage will help execute a meaningful evaluation.

The framework stages relate to a particular outcome, allowing for a selective approach using only the
required stages. For example, evaluators whose concerns are only relasegnario performance will
only need to follow the guidelines specified in Stage One, Stage Three and Stage Four (plus reporting in
Stage Seven). This outcome generally relates to one or more of the core reporting requirements:
(Scenario) Recognition Perfoance, (Operational) Recognition Performance, Usability, Spoofability and

Presentation Attack Detection (PAD) and Privacy.

4.3.1 Stage One Determine Evaluation Parameters

The initial stage is to set up the evaluation parameters to determine how the evatuabauld run
the evaluation. Determining the best approach to provide the most meaningful outcome requires
understanding the requirements. An interview may be needed to gather this information and determine
the requirements for the evaluation between thexk stakeholders, including users, manufacturers, and
evaluators. The framework includes three parameters to set up the testing process amadoaidlity or
modalities under examinatigrthe level of access, and the desired security level. The joint outfeme
the stakeholders should decide upon these three parameters andsyiséem's desirable scenario and
operational conditions This informatiodd | ¢ KSNAyYy 3 LIKIF &S Aa &AAYAfFNI G2
G5SHGSNXYAYS Ly T2NYI (35 2THe questidndzisked ghdald néluiiei f@lonéng

- What is the modality or modalities under evaluation?
- How much access does tbgaluator have to the system?
- What level of performance (security level) are you hoping to achieve?
- What would be the appropriate and suitable scenario conditions?
- What are the operational conditions for the system?
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A similar approach will involve lookjrat requirements from a use case classification point of view to
determine the risk analysis when defining the evaluation criteria and parameters; such examples may

include:

1 A bbw classification where a commaodity approach consistent with current impteatens is
acceptable.

1 A low classificationncludesspecific requirements and sensitivities, such as cases involving VIPs
where individuals aremore likely to be specifically targeted. The evaluators would want to
protect against a loweend attacker.

1 Ahigh classification where often the environment is simple, but spoofing protection is a higher
requirement due to more skilledttackers

1 Ahgh classification under challenging environments where the spoofing requirementvitatkill

mustoperate in unpredictable locations.

The first parameter to consider is the modality or modalities in a multimodal system. The modality will
influence whataspects to test by considering and exploiting known influencing factors and sitefs.
testing and spoof attack process will depend on whettrex evaluatorsdeal with a physiologicalor
behavioural biometric Theambient environmental conditions and theecessary presentation attack

instrument (PAI) will need adjusting.

FernandezSaavedrat al.[21] recommend evaluatoré | y | theb@rBetric functions and methods
provided by the mobile device to know the restrictions of the evaluations in ad€aibe framework
encompasseshisrecommendation within the evaluation. Therefore, tprovide a universally acceptable
testing frameworkthe evaluatoramustestablish what functions and methods (acceb®ly haveto the

device.

The framework introduces a tiered system to indicate the access level, as shown in 8éttion
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Table4.1:9 @I f dz-elek NBAE@ess to a Device

Level of Access

Aspects

Closed (Blackbox

No internal access

User

Systemcontrolled biometric functions
Impossibilityof obtainingcaptured biometric samples

The result of the authentication is a Pass/Fail decision

Developer

Restricted biometric functions

Ability to create a custom application with biometric API
Access to logging capabilities

Impossibilityof obtainingcaptured bionetric samples

The result of the authentication is a Pass/Fail decision

Tester

= =4 -4 A4 -4 -4 -4 -2 _a _—a _a _a -2

Greater access to biometrics functions
Offline access to biometric functions

Ability to obtain a captured biometric sample

The result of the authentication is a match score (wdtknown system

decision threshold)

Open (Whitebox)

Full internal access

Algorithm and source code access

The framework will adapt to the level of access determined by the evaluator. The closed (Blackbox)

level showcases the extremes in acdes®l. The framework deems this Blackbox level as only theorgtical

implying that the evaluators obtain no indication of the biometric decision outcome. Therefore, this

access case is untestable.

Any system that indicates the biometric decision, suchrdsaking a smartphone or opening&ates
Fi 02NRSNA dzll2y LINBaSydAy3a I+ LI &aaLl NI

YR GKS dzd |

here, and any systemithh anaccess levalbove a Blackbox is considered testable. Again, howeageess

to the systemwill impact the extent of the testing.

An evaluator can assess a device with functionality that crosses the aspects of the levels defined in the

framework. For example, a commercial device where the evaluators can obtain match $ndtesse

instances, the evaluator will need to adapt the framework to determine the best approaches based on

the ¥ NJ Y S ggidiheQ Bleally an evaluator should aim for a high level (open) of access for the

evaluation until external restrictions force a downgesith access.

The second evaluation parameter is the desired security level, which could relate to the desired

performance level the evaluators are looking to achieve or a claimed performance level from the

manufacturerd K & ySSRa LINRPGAYy3IAd CAyLftesz |

l dzi KSYGAOFGA2yQ Ofl aasda

aSOdzNR U &

LINP[@BL RSR o6& (GKS D223t S
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The framework defines three classes of security levels: Convenience, Balanced and Secure. The
YO2y@SYyASyOSQ tS@St Aa | aaz20Al (SR -mach fate) WharsslS | G SNJ S Y LIK I
I WwaSOdzNBQ tSgPSt O2yaARSNE (GKS 29SNIff aSOdNARGE Y2NB C
f2g FIL{asS YIFGOK NIXridSoz I WoltlkyOSRQ tS@St IAya G2 | OKJ

Tabled.2 shows the concept of this tiered authentication system.

Table4.2: Security Levels

Security Levels
Convenience Balanced Secure

1 High Usability 1 MediumUsability 1 Low Usability
9 Low Security 1 Medium Security 1 High Security
1 Low FRR 1 Low FAR
9 Low Sophisticated Spoof |  Medium Sophisticated 1 High Sophisticated

Attacks Spoof Attacks Spoof Attacks
9 Zero Effort Attacks

The frameworkidentified a link between accesshe desired security levehnd what would be
NEFtAaGAOrtte | OKASQOLrofS® C2NJ SEFYLX ST Al ¢2dd R 65 RS
SOl tdzr S G2 | WwWaSOdzZNBQ f S@St Lilidey Ulitdatelp theRldeBioni 2 | £ I O] 2
will come down to how much time and resources the evaluator will spend on the device. However, as a

guiding rule of thumb, the framework foresees the maximum security obtainable by access level as:

Closed (Blackbo®) Nore
User® Convenience
Develope® Balanced

Tester® Secure

=A =4 =4 -4 A

Open (Whiteboxy Secure

The framework includes three evaluator parameters: the level of acdefsed in Table 4.1, the
desired security levédighlighted inTable4.2, and the modality or modalities involved. These three pieces

of information establish the framework parameters, and the idea is to view tiegitribution as follows:
1 Modality = What the evaluator(s) assess

1 Level of Access How the evaluator(s) assess

1 Security Levet Why the evaluator(s) assess

70



4.3.2 Stage Two: Algorithmic Evaluation

An algorithmic evaluation tests the performance of the biorieedlgorithm, generally by using existing
or precollected data. The approach here is the same as the Technology Evaluation defined in ISO/IEC
19797 [6], I Y lin& ekdfuation of one or more algorithms for the same biometric modality using a
preSEA&GAY3T 2N SaLISOAlLffe O2ff SOGSR O2NlJydza 2F &l YL
possible if the access level was thatao# ¢ Sa G SN 2 Nid &llbva fisr SIMNA injeytiBn indo2the

system.

Academic research prioritises algorithmic evaluations to create new and enhance existing algorithms
[94]. Using customised or existing datasets, researchers can mimic expected perforfRanezample,
using these samples, they can evaluate False-Matth Rates and FasMatch Rates, resulting ian
Equal Error Rate calculation. Although there is no general rule or standard comparing performance
between algorithms, the current approach in the literature seems to be using Equal Error Rates and

Receiver Operating Characigic (ROC) curves to showcase a low Equal Error Rate.

aL{ hk L 22]desaribdep three biometric performance evaluations: technology, scenario and
operational evaluations. ISO/IEC TR 30125 recommends scenario evaluation as the most proper
evaluation for testing biometric perfdy I y OS 2 y Y #38]AS03ecdindéntis@hatia éechnology
evaluation is iappropriate for mobile biometrics as it doest provide sufficient informatiorabout its
operational performance. The framework acknowledges this recommendation; however, performing an
algorithmic evaluation can be an excellent early indicator of the performance outcome. An algorithmic
evaluation isappropriatefor catching early warnings before continuing with an expensive evaluation
when data is available, and the system offers offline testing capabili@sthis reason, the framework
does not include the results of this algorithmic evaluati@npart of the main reporting stagewing to

the lack of operational performance information.

Stage two exists to assess the performance outcome of an algorithm before undertaking extensive
evaluations. The aim is to avoid a costly evaluation procesa fystem with identifiable, early issues
from an algorithmic evaluation, such as an unacceptable false match rate. A possible future extension to
this section would be utilising the knowledge siftisticalmodels to predict performance without the
need to carry out extensive testing incorporating the work of the currently under development ISO
A0FYRFNR . A2YSUNRO LISNF2NXI yOS Sa ([96YHowever, ¥very S (i K 2 F
with statistical models to improve algorithmic evaluations, it is likely that the requirements to pegorm

practical evaluation will remain.

CKA& adlr3sSqQa 2dzid2YS gAftft LINRPOARS G KSfas@dnt dz G2 N
match rateand a false match rate. The evaluators should then decide if the obtained scores meet the
a2 aidSyQa pedidtidad sliBi¢entlsi to allow the evaluation to continue or if further work is

NEIjdZANBR (2 AYLINRBGS (KS Fft3IA2NAIGKYQa LISNF2NXI yOSo
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4.3.3 Stage Three: Perform Baseline Evaluations

Having established that the algorithm works using existing data, the nextisteptest the system
under various scenarios in a scenario evaluation. Gdeeline scenarits where the evaluators create
their comparable benchmark for comparisons between scenarios highlighting performance alterations by
creating the most controlledyaR W2 LJGA Y £ Q O2yRAGA2Yya F2NJ GKS Y20AfS oA

frameworkusesthis scenario for two aspects, enrolling the modality and the initial verifications.

The baseline scenario conditions take inspiration from the conditions specifi@OHEC TS 19795
9:2019[37] as indoor conditions with no noise with the device handheld by the user. The framework
extends this to specify that the user should be seated (if appropriate). The enrolment conditions can harm
overall system performance. For example, if the capturedenyoSy i G SYLJ | 4§SQa ljdzZrf AGe A& O
it will cause an impact on subsequent comparisdisdi et al. showcased this by looking at the effect of
AYF3S fjdzZrftAdGe YyR 13S 2y 0A2YSONRO LéénadNMery OSd ¢KSe &
qualityA YI 3S& FTNRBY X GKS RIFdF &sSianoamaikideSdecredsidwiich G KS  y dzY 6 SNJ
shows that performance of the system can be significantly improved by removing images of lowegquality
[96]. However, as the enrolment process is generally considered diomeaction, it seems reasonable

to perform the rest of the evaluation against optimal liviguality enrolment templates.

Each stage of this framework aims to expose problems with the system under evaluation. For example,
suppose the evaluators discover performance issues affecting baseline evaluations. In that case, the
evaluators should stop the evaluation process. Thisspawould allow the developers to make the
necessary changes to the system and algorithm to mitigate the performance defects before continuing.
¢CKA& ail 35Qa eueitiia tiieSproposed dybtén works and will be used to gain the
necessary baselingerformancerelating to recognition accuracy, the false rejection rate, and the false
FOOSLIiFyOS NIXGS FT2NJ O2YLINR&A2Y |3FAyad GKS aoOSylINxz |y
lower, this is the main stage that involves ngrated comparisondecause of the high cost involved in

performing largescale, noAmated testing.

Each enrolled user should perform five verifications against their stored template for five attempts
per verification as specified IlSO/IEC TS 197952019 [37]. Next should follow the nomated
comparisons. The framework employs a novel approach teYioni SR G SadAy 3 OFtt SR We¢l Af 2N
2N WelFAE2NAY3IQ a | O2dzyiSNJ ' LILINBFOK (2 G(KS GNIRAGAZY
I LILINR2 I OK KSNB® ¢KS Wcischsbe?l NighBr inLS¥ctidd Belo® MIadditiok, @ NB A & R
SFFSOG habitationutfigeN Kkt asithaser's familiaritywith the operationsand control over
a deviceand previous experience towards mobile technology could impact the obtained performance.
¢tKSNBT2NB> G(G(KS ada3aSaidrzy Aa GKIFIG GKS FANBRG SSNAFAOL G2

comfortable, meaning six verifitions are necessary.
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Where the system allows (i.¢hef S@St 2F | 00Saa Aa GKFd 2F || We¢S3
collect the biometric samples and store them securely for offline-mated comparison testing. For
systems with lower acces#eS t & (Kl y W¢SaidSNRI {KS -rdatxAcAriparison2 y A a
G6SatAy3ad ¢KS NBO2YYSYRFI(GA2y A& (2 dziatArasS GKS L

methods

The framework encourages the collection of usability metrics, espeacidign extensive scale
SO ftdzr GA2ya INB AYLRAaAAAOE SI Icohwenienld@® R SAEANER SRS Od
requirements are discussed further in Sectibf. The evaluators should report the results obtained from

the false noamatch rate (FNMR) and false match rate (FMR).

4.3.4 Stage Four: Targeted Scenario Evaluations

The evaluators have established that the algorithm works, enrolment can capture features, and the
system performsoptimally. The framework enters the entire scenario evaluation stage, defined as an
cevaluation in which the entb-end system performance idetermined in a prototype or simulated
applicatiorg [22]. The recommendation is to target specific environmental conditions and weaknesses of
the system and limit generic scenarios, defined as those unlikely to impact performance. However, the
evaluators should consider selecting sag0s representing standard system use cases, taking inspiration
from boundary value analysis by including typical data for the system. The number of evaluation scenarios
will vary based on the system under evaluation. It will partially be down to thiiatas to ensure they

have explored a diverse range.

As this framework aims to capture mobile biometric performance, the recommendation is that at least
one of the scenarios involves the motion of the user while holding the device, and another explores a
known influencing factor for the modality. The suggested scenario is walking in a straight line (track) at a
steady pace that is comfortable for the user indoors with no noise, distractions, or obstacles. At the same
time, they operate the biometric subsiem of the device in their hands. Ideally, the tasks should be
achievable before the user runs out of the track; otherwise, they should turn around and walk back down

along the same track they came.

The evaluators should base the remaining scenarios rmwhk weaknesses in the literature and
desirable use cases for the systefable4.3 shows which ambient factor affects each biometric modality
specifiedin ISO/IEC TR 19798 [97]. The ambient factors displayed here represent examples of

environmental influencing factors.
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Table4.3: Ambient factors that affect each biomeir modality [97]

Ambient Factor Biometric Modalities

Temperature| Face, Fingerprint, Vascular, Voared Hand Geometry

Humidity | Face, Fingerprint, Vascular, Voael Hand Geometry

lllumination | Face, Vascular, I@dFingerprint (optical sensors)

Noise Voice and audio guides for atlodalities

Pressure Signature

Precisely defining what scenarios are worth testing will come down to an agreed specification between
the stakeholders, including usemsianufacturers and evaluatordased on the criteria defined in stage
2yS® ¢KS FNIVYSE2N] dziAf A PS o evnlafe condtiSnglinth afectSie W/ 2 NB  CIF O
a28a0SYQa LISNF2NXYIFyOSed C2NJ SEIFYLXSE AF (GKS SOl tdzZ G§2N&B 6

into a smartphone, one possible suggestion Veblikely be to look at evaluating the following scenarios:

Walking (Motion)
Standing
Transportation (Motion)
High lllumination

Low Illumination

Distance to Camera

=A =4 =4 =4 -4 -4 -4

Field of View

Here, the chosen scenarios include some common, practical use cases (@}aathng with some
motion-based scenarios (walking and transportation), some influencing factors (high illumination, low

illumination) and some hardwargpecific considerations (distance to camera, field of view).

Likewise, to the evaluation approach ahrcted for the baseline evaluation, each user should perform
a minimum of five verification transactions with a maximum of five attempts allowed per transaction for
every chosen scenario. If allowed, the evaluators should conduct offlinemated testing(i.e., if the
I 00Saa tSOSEt Aa WeSAGSND 2N Y2NBO® {dzo2S0G (2 NB&a2dNDS

with online nonmated testing for these scenarios.

4.3.5 Stage Five: Presentation Attack Detection and Architectural Security

At this point,the evaluators have hopefully addressed performance regarding scenario recognition
accuracy and usability. At this stage, the aim is to address cybersecurity and privacy concerns with the

system. Spoofability refers to vulnerability to presentation attdeltection (PAD). It involves defending
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the system against attacks, usually at the sensor level, to trick the system into accepting the spoof as a

mated probe.

¢CKS FNIYSE2N] AYyO2N1lIRNI(iSa G(GKS CL5MHDO!Biomstricsy 0SQa
Requirements documentation [99]. Attacks are generally ranked based on their sophistication and
execution tine. The desired security level will determine the recommendations for what level of
sophisticated attack$o consider. For example, suppose the evaluators are aiming for usability over
security. In that case, the evaluators will test their system against low sophisticated attacks, for example,
a 2D papeibased mask for a facial recognition system and replagingpice recording for a voice

recognition system.

The framework utilises the same criteria as definetS@/IEC 30163:2017[41] and the FIDO Alliance
[99] to define the sophistication of an attack. The sophisticati®also known ashe attack potential
which isthe émeasure of the capability to attack [arget of EvaluationTOE given thé (G G O1 SN a
knowledge, proficiency, resources, and motivatio® ¢ KS FNJ YSG2N] YA NMPNE CLS5
approach to clasifying presentation attack instruments (PAl) itdéwels based on time, expertise, and
equipmentb ¢ KSaS tS@Sta gAff AYyF2NY GKS FTNIFYSE2N] Q4
SEFYLX S + 02YY2y &a2LKA&GAOFGSR |. ALY Isdisticataddzt R C
approach would come under Level C, meaning the medawal approaches would comprise Level B.

Table4.4 provides examples ohese levels of sophistication.

Table4.4: Spoof presentation attack examples separated by leVeR]

Fingerprint Face Iris Voice
Lovel A A paper printout Apaper A paper printout A replay othe audio
eve
printout of a recording
(Laymen) ]
face image
Lovel B Fngerprints made| Apaper mask| Avideo display of an | Areplay ofanaudio
eve
from artificial iris recording ofa
(Proficient) ) -~
materials specificpassphrase
A 3D-printed spoof Asilicon Acontact Avoicesyrthesiser
Level C )
mask lens/prosthetic eye
(Expert) . .
with a specific pattern

FIDO requires 12 PAI, six from level A and eight from level B, using 15 participants. The framework
mirrors these requirements but alters them to match the desired security levels to best match the
SO td G2NRA ySSRaA® ¢KS NBO2YYSYRIGAZ2YA | NBY

1 Convenience 10 Level A, 4 Level B
1 Balanced; 6 Level A, 8 Level B (FIDO)
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M Secure; 3 Level A, 7 Level B, 4 Level C

The 14 PAIs combined with the 15 participants resulted in 210 transactions for PAD testing. The
evaluators should report thémpostor Atta& Presentation Accept Rate (IAPAR)

Architectural security is concerned with privacy and resilience against compromises. Android defines
I NOKA (SOl dzNDbwvi restiebt@ dubidetii@pipélide iscag@inst kernel or platform compromise. A
pipeline is considered secure if kernel and platform compromises do not confer the ability to read raw
biometric data or inject synthetic data into the pipeline to influence the authentication deci$asj. It
will be challenging to thoroughly assess the architectural security independently unless the level of access
Aa Oft2as G2 GKIFG 2 e tHe adadudtian villzrely briiaSkd@viedgity the pUdlSivis A

claims of the manufacturer.

The evaluators can look at the employed underlying algorithm and encryption techniques when access
allows. This task will uncover apgrsonal or sensitive biometritata leakaget anyprocess stagelt is
expected for commercial and functioning biometric systems to inhibit unauthorised tampering and
exposure of sensitive biometric data. In other words, when the system is fully functional, it should be as
locked downas possible, and the level of access restricted to that of a developer or below. For this
proposed framework, architectural security also relates to template protection. Template protection
helps to ensurethe irreversibility [100] and unlikability (cancellablebiometricy [43], [101] of the

biometric data.

PAD also incorporates liveness egion to check whether the authentication probe belongs to an
WEEAPSQ 6SAYy3Id t I NI 2vhetherd te sy$téna dari oisBnguisiA betiveerd aliveO 2 y F A NI
actors ldeally, a system should not accept a probe that is not lwmeekample, dce reognition could be
achieved by capturing a live video feed instead of a static image and checking for movement within the
captured samplg102]. The report should include details of any liveness detection components and the

correspondingmpostor Attack Presentain Accept Rate (IAPAR)

Based on the criteria defined in stage one, the general requirements will be to meet a set of standards
as agreedipon and defined between the stakeholders, including users, manufacturers, and evaluators,
based on the criteria defed in stage one to establish what behaviour is appropriate for the given system.

A commercial application will need to fulfil specific international standards, most notably the EU General
Data Protection Regulation (GDRR)3], [104] The GDPR classesrgtrics as sensitive personal data
requiring additional user permissions to obtain, store and process. As an extension, the developers should
guarantee the ethical use of the data. Whiskexdal. [42] identified privag-sensitive attributes from

biometric data. The attributes include race, gender, language, nationality, age, and sexual orientation.

''YRSN) GKS KSI &dbjoidetrie temphkiteJpidiedtlorOst@mes such as cancellable and

privacypreserving biomeics. Under operational conditions, access to stored references and probes
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during authentication should be restricted and unobtainable. Cancellable biometrics refers to a process
GKSNBE aiGKS 0A2YSONRO GSYLX I GS 27T the odgifal@ays ndtd RA &
F@grAfrotS G2 GKS AyidNHZRSNE 0 dzi[104] @asdrdferrdd R as/feéaturé & NI C

transformation)

Biometricencryption ¢ryptosystems sedurely bind a digital key to a biometric or generate a digital
key from the biometric so that no biometric image or template is stor€derefore, itmust be
computationally difficult to retrieve either the key or the biometfrom the storechiometric encryption
template¢ [105] (also referred to aslata-based helperschemes)Both cancellable and cryptosystems

meet some oISO/IEC 24745;20Hhlometric information protectiorf106].

It is required that privacy and template protection be eomy#d in any system that operates
commercially or in the wild. Therefore, the final report should detail all the techniques from the evaluators

and manufacturers.

4.3.6 Stage Six: Operational Evaluations

This stage allowsvaluatorsto test the system under opational conditions and observe any
performance alterations from the previously achieved scenario performance. Operational testing aims to
allow the system to run (operate) as intended and measure ert8€/IEC 19795:2006 defines
operational evaluationt & Fy aS@FftdzZ A2y Ay SKAOK I 0O2YLX SiS
RSOGSNXYAYSR Ay | ALISOAFAO LXK AOFGARY. SYGANRBYYSyi

¢KAAa adGr3asS Attt GFENER o0é& (KS aeadisSyQa NBIjdza NBYS)
will need to be set &sed on the stakeholder criteria defined in Stage One. However, the suggestion is that
the evaluators incorporate some outdoor scenarios into this stage (if appropriate). The main objective is
G2 ONBIGS Iy SELSNRYSYyG 6 A gontolAegR véathet, yfairain® &z a A R S
example, one possible suggestion for a smartphone system would be to devise a walking route or trail for
the participant to follow. At designated locations, the user should perform an authentication matching
the exactrequirements before, a minimum of five transactions for each location with a maximum of five

attempts allowed per transaction.

4.3.7 Stage Seven: (Final) Reporting

While reporting should be occurring on an ongoing basis, this stage comprises the final report. The
final report will cover the findings throughout the process and, more specifically, will divide the

performance intadistinct categories

1 Baseline Recogin Accuracy
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(Scenario) Recognition Accuracy
(Operational) Recognition Accuracy
Usability

Presentation Attack Detection and Spoofability

= =4 =4 =4 -4

Privacyand Architectural Security

The reporting requirements will closely follow the requirements definetS8y/IEQ97951:2006[22]
and FID99], including the participant demographics. The general and minimum recognition
accuracy includes the false reject and accept rates (baseline). This framework only requires the false
match rate for the baseline recognition accuracy. The access level does not allow offline testing (where
GKS 1 00Saa tS@St Aa tSaa (KFy WwWeSadSNRoo

The scenario and operational evaluations should include a detailed description of the scenario
involved and tle recognition accuracy achieved. The usability should contain a combination of
satisfaction, efficiency, effectiveness and performanekated usability metrics as covered within the
HumanBiometric Sensor Interaction (HBSI) model. Further details areredvia Section4.6. The
Spoofability and PAD will contain a PAI list given the security level and the obtaipedtor Attack
Presentation Accept Ra (IAPAR)The privacy requirements will form a report featuring the techniques
AYLX SYSYGSR G2 LINRGSOG GKS dzaSNna LINAGIFOe FyR | @2AR
cryptographic techniques employed or incorporating a publisieghufacturer report detailing the

techniques used.

The reporting approach aims to simplify how biometric performance results are presented and
potentially allow for a more functional approach rather than quoting one figure to cover the entire depth
and breadth of what the performance will likely be. In addition, by showcasing the baseline, everyone can
48S 6KIG GKS aeadsSyQa 2LIWAYIFE LISNF2NXIyOS Aa tA1Ste G2

scenarios and operational conditions.

Ideally, ore aim was to incorporate a cologonded ranking system for each category defined to allow
easier comparisons between systems in a tfgendly approach. However, this approach was discarded
RdzS (2 y2 FT2NXIFf F3INBSYSyila Ka LBAFEKNIEYOSy ANl AGazESa aaqa
Chapter 2with a range of performance rates and requirements. Equally, having a ranking system would
potentially introduce the problem of assuming one system is superior. The intention is to allow users to
decidethe systen they wantto use. However, this concept should be revisited and perhaps incorporate

a unique ranking rate for each desired security level.
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4.4 Evaluation Approach

The above stages have walked through the approach that a complete system evaluationistiodiel
for a thorough analysis. The specific evaluation parameters (the modality, level of access, and security

level) will impact or impede the approach taken when assessing the performance of a biometric system.

The approach to conduicty the evaluations willependon the level of access defined in stage one.
As the access level increases, the evaluation moves from a manual process to a more automated one. For
SEFYLX ST (KS LINROS&aa sAff 0SS Yl ydgndtes df3uddessful da S ND
unsuccessful authentications and user interaction errors. It would generally be unfeasible to do large

scale impostor testing with this level of acc¢2s].

¢KS LINRPOS&da 06S02YSa Y2NB Fdzi2aYF SR ¢ Kideye the2 ISR
evaluators camse specific tools that the manufacturers allow to aid in testing. The biggest will likely be
the ability to call the biometric authentication components and log analysis. This ability would allow for
developing a custom application for testing purposeéa.Nd W¢ SaiSND | yR KAIKSNE

pre-made testing applicationanaccess the biometric functions for both online and offline use.

Table4.5: Testing approach associated with the level of acses

Level of Access Approach

Closed (Blackbox| { Untestable

User| 1 System defined

{ Custom application to triggef K S & &idnieSiyAP&functions
Developer
1 Logging capabilities

1 Premadeapplication with access to unlimited attempts
Tester
9 Offline access for impostor testing

) 1 Same asatester with added benefits of looking intgreater privacy|
Open (Whitebox)
and architectural security concerns.

Table4d5adzYYI NAaSa (KSasS ILINRIOKSaE yR akKz2g¢éa GKIG
approach taken is greatly impeded by what access the manufacturer provides. Although testing the
system enirely with this lower level of access, other approaches may be adaptable to indicate likely
LISNF2NYIF yOSd C2NJ SEFYLX S5 (GKS S@Itdzad d2NBE Ol-y dza$
party face recognition software to see likely performareel quality information using their camera for
adzOK LIJzN1l2aSad {AYAfINIe&s @2A0S alyvyLi Sa O2dzZ R 6S

recognition.
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4.5 Framework Flowchart

Figure 4.1 shows a higHevel flow diagram demonstrating the path through the performance
evaluation framework corresponding to thavailable access levelt starts with defining the three
parameters tkat drive the performance assessment framework. Then, based on the level of access
provided, it determines whether an algorithmic evaluation is plausible and directs the flow accordingly.
Afterwards, the baseline evaluation is performed. Then, the procekis,sagain based on the level of

FOO0Saas NIy3IAy3d TNRY  Y2NB YIydzaf WdadND LINROSaa G2 |

Once the process in which to run the evaluation is determined, the process again splits based on the
modality the system uses. Ugikknown influencing factomaffectingthe modalitymeans thathe targeted
scenario evaluation phase can begin targeting a range of scenarios involving at least onebas&dn
scenario. Next, we can begin to examine the presentation attack detectioreprad using the desired
security level, can aim the sophistication of attacks to that level. All that is left is the operational evaluation

now, knowing thathopefully, all the previous stages are performing at a level expected by the evaluator.

So, theprocesses defined within the framework are guidelines, and the evaluator may have alternative
glhea G2 SOItdad dS GKS RSPAOSQa LISNF2NXNIFYyOS gAGK GKS tS¢
this is the recommended approach, it is not static, audleators are encouraged to use judgment against
the performance framework developed here to identify their best approach. The aim is to help in

producing a suitable evaluation framework.

80



Modality

Level of Access

Security Level

Untestable -<«—Yes:

level of acce:
Blackbox)?2.

>= Tester?

Stage Two:
Algorithmic
Evaluation

No

v

Stage Three:
Perform
Baseline
Evaluation

v

' v
Developer: Tester+:
User: Manual Automated Automated
Process Process with Online (FRR)
custom and Offline
application (FAR)
y
Stage Four:
Targeted
Scenario

Evaluations

|
v

Face Iris Voice Fingerprint
y
Stage Five:
Spoofability and
Architectural
Security
Convsgfnce: Secure: High
o Balanced Sophisticated
Sophisticated
Attacks
Attacks

y

Stage Six:
Operational
Evaluations

Stage Seven:
Final Reporting

A

Stop

Figure4.1: Performance Framework Flowchia
4.6 Usability

Pal oAt Ale A éxtem® Whicy Sdnsteim Fproduét 8r saivice can be used by specified users

to achieve specified goals with effectiveness, efficiency and satisfantmspecified contextofuse o L { h
9241-11:2018[107]).
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1 Effectivenessaccuracy and @mpleteness with which users achieve specified goals
1 Efficiency resources usetb concernthe results achieved
1 Satisfaction the extent to which thedza SpW§Rigal, cognitive, and emotional responses that

result from the use of a system, product or seevineet thedza Sriéddsiand expectations

The core factor§98] A RSY GAFASR W! aSNEQ a GKS O2NYySNRG2yS 27
consideed usability more in line with how Huma@omputer Interaction (HCI) influences performance
where the main goal is to improve performance results. One model that addresséditysfrom a
performance perspective is the Humd@iometric Sensor Interaction (HBSI) modehe HBSmodel
ofocuses on the interaction between the user and the biometric system to understand the individual

details during this timelncluding detecting ad classifyindpoth user and system errat$108].

Defective
Interaction
ol

Concealed
*_  Interaction

o

Presentation
- detected by the
biometric system

Presentation
classified correctly
by biometric system

Incorrect
Presentation

Yes False
Interaction
Fl

Presentation
detected by the
biometric

system

Successfully
Processed
Samiple

Failure to
>, Process
FTP

Figure4.2: HBSI Error Framewofi08]

1 A defective interaction(DI) occurs when a user makes an incorrect presentation that is not

detected by the biometric systeifd09].

1 Aconcealed interactior(Cl) occurs whetihe biometric system detects an incorrect presentation

but is not classified cormtly as an errof109].

1 Afalseinteraction (FI) is an incorrect presentation detected by the biometric system but, unlike

a Cl, is correctly handled as an erft®9].

1 Afailure to detect(FTD) is a correct presentation made by the user that is not detected by the
biometric systenj109].

91 Afailure to procesqFTP) is a correct presentation madehe biometric system that encounters

an error when processeld09].

1 Asuccessfully processed sam{8PS) is a correct presentation detected by the biometric system

and successfully processed as a biometric safifie].
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The HBSI model shoulde bncorporated into the usability testing of the biometric system where
appropriate and resources allow, and the metrics should be reported within the final report. However, it
is noted that these metrics may not always be possible to use, mainly whdeubleof access is less than
GRSOSE2LISNES YR Al gAft 0S RAFTFAOMZ G G2 RAAGAY I

¢KS dzaSNnRa aldAaflOtAaAzy A& SyO2dz2Ny 3SR G2 oS YSI
GK2g al iA&FBIRKI NBSeSlasS 2F dzaS 2F fY2RIfAGEH A
measured on a Likert scale to gauge an indication of satisfaction and further interviews with the users can

be used to explore low scores further.

Transactional timings are anotheretric that should be recorded and examined where possible. This
requirement will likely need to be set within the requirements as to recommendation range from around
two seconds (Android) to 30 seconds (FIDO). However, low transactional time will enarsas

satisfaction and adoption of the system and should be measured.

4.7 Tailored Impostors

¢tKAa aSOGA2y AYUNRRdzOSa (KS YSGK2R2f 238 TFT2NJ asSt
to selecting impostors at random to allow for more informatresults utilising the approaches discussed
SENIASNI NBftFidAy3a (2 WSR3IAS Joip theappré&aehiinvofvés edplbiiny &2 ¥
LINB@A2dzat e ARSYGAFASR 1y2s6 6SIH1ySaasSa oAGK 0A2°
behavioural characteristid98], [110], [111]

The definitions for the work presented here incluithe following

1 Tailored Impostor. An individual choseto serve as a passive impostor (probe) to a genuine
reference based on similar characteristics determined from physiological and behavioural
attributes.

9 Tailoring The algorithmic process selects the tailors suitable for a given reference based on
determined and appropriate characteristics from physiological and behavioural attributes for the

modality or modalities under evaluation. (Past Tense: Tailored)
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Test Population

Figure4.3: Example Tailored Impostor Diagnma (Tailoring)

LY &aAYLX S GSN¥Yaz GKS FLIINERIOK Ayg@g2f @Sa asStSOGAy3a (GKS
genuine participant to draw out and explore potential increases in the false match rate (and highlighting
potential bias in the processk KS FI OG2NA OKz2aSy F2NJ WilAf2NRAYy3IQ oGAff
investigation.Table4.3 shows an illustrative potential tailoring model for a facial recognition system. The
algorithm will select impostors from the innermost grouping from the test population before moving into
the outer groups. The suggestion is to remove identical twins fiteertest population and keep the age
groups to a maximum of 10 years from either side of the subject and ideally five years in young adults (18
34).

CKA&a O2yOSLIi 2F dzaAy3d WK2Y23Sy2dzaQ LIS2Rathgeb A a 06SO02 YAy =
et al.[112], who used a database obgpelgangersandO 2 y Ot dzRrSaRy fatekrécgnitian evaluation
protocols randomly pair face images to obtain Amated comparisons. Obtained nenated comparison
score distribution may be used to set up decision thresholds at fixed FEBRsequently, itmay be
concluded that FMRs (and decision tshelds) obtained in such a way overestimate the security of the
underlying face recognition systém® | R R APdpeseuétlak [118] Explored fice verification with
challengingimposters anddiversifieddemographicd Y R T2 dzy R (i tlorishaw& tBak mMddek S @I  dz
O2YLI NRA&2Y A& Y2NB YSIyAy3aFdd ¢KSy dzaAy3a OKIFffSyaay3a
(ethnicity) and age.

Recently ISO also published a technical repiO/IEC TR 22116:20p1114], which lools at how
RSY23INI LIKAO FIOG2NR OFy FTFFSOG GKS LISNF2NXYIyOS 2F + o
demographic distributions for a given biometricasyi SY OKIlI y3S &A3IyAFAOILyiliftes (GKS
performance canalso changeHowever, the magnitude of this variation in biometric performance

RSLISYRa 2y (KS &LISOAFTAO RSYZ2IANILIKAO FFLOG2NR YR (KS Y2
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report was not focused on nemated comparisonbut found that for FMR for face recognitioBMRs for
men and women differIn addition,FMR ignore significanfor the very young and very aldRegarding

ethnicity, FMR varies globally, with high FMR in East 8eisth Asia and suBaharan Africa.
Table4.6 shows a possible tailoring process for the face modality. This approach will be tested further
in Chapter 7, although it was impossible to extensively itedtie to a relatively small datasétonsisting

primarily of students).

Table4.6: Example of an impostor selection process showcasing a posSibieoringtalgorithm

Genuine (Reference)

-
-~

Impostor (Probes) (5 Probes)

Random

Gender

Gender + Age Group

4.8 Comparing the Framework

The work presented here was a comprehensive testing framework for mobile biometrics to provide
users and businesses with the assurance they need to satisfy their requirements. The framework utilises
existing standards and approaches to bring together ariedustry standards and recommendations,
including the likes of ISO, FIDO Alliance, and Google. Furthermore, the framework aims to go further and
improve upon the existing standards in certain aspects by incorporating more performance areas into the

framework, most notably usability.

The FIDO alliance biometric testing protocol (V2) can be broadly split into three components. These

components are still maintained within the proposed framework within stages two, three and five.

1. Online Testing (FNMR)
2. Offline Testing (FNMR and FMR)
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3. Presentation Attack Detection (IAPMR)

Table4.7 highlights the critical comparisons and differences between the existing methodologies and
our proposed framework. One of those key differences is the consideration of varying access lavels to
device, as all existing approaches assume a reasonable level of access to the system. It should be noted
that only ISO/IEC 1979 is considered for the comparison present. It is acknowledged that some

components are present within an additional standalike presentation attack detection.

Several vital differences are present in the proposed framework, including:

Separate FTA from FRR

Consider FNMR and FMR (attentyatsed) (for usability purposes)

/ 2YyAARSNE 2LIiA2ya T2N gdnbtyvailalleS wO2YY2y (Sal
Use targeted impostors (the current suggestion is to use random for attéraped)

Defined enrolment scenario

Defined multiple verification scenarios (incl. motion) + operational

=A =4 =4 =4 -4 -4 -4

Various level®f security testing

Table4.7: Comparing the Key Features of Available Performance Methodologies

Android ISO/IEC 19795| Proposed Framework

Identit FIDO
entty (Google) 1:2006 (Boakes)

X

Usability

Tiered Authentication
(Security Levels]

Enrolment Scenario

Motion Scenario

Presentation Attack Detection

Technology Evaluatior|

Scenario Evaluatior

Operational Evaluation

Designed for Varying Acceg
(Commercial)

XXX X[ X

X XIS XIK XX [ X
XKLL X X XX
CKKKIKKKIKIK

As noted, the ISO standards covering (mobile) biometrics are split across multiple working groups.
Therefore, they are not the most accessible to gather a complete picture as each standard will often

reference another. Howevenable4.8 compares some of the critical ISO standards when considering a
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complete mobile biometric system performance evaluation. The proposed performance evaluation
framework takesremendous influence from these existing standards, as highlighted in Chapter 2, and

seeks not to reinvent the wheel from the work of existing experts in the biometrics field.

Additionally; it is worth notingthe contribution and influence ofSO/IEC TR9256:2015[116],
dnformation technologyrt Guidance for specifying performance requirements to meet sgcand
usability needs in applications using biometics ISOREC 29197:201517] dinformation technology
1 Evaluation methodology for environmental influence in biometric system performatB®/IEC TR
29156:2015provides guidance and recommendation around usability aedurity requirements It
presents a potential classification by security level (High, MediusicBproviding target ratefor FMR
of 1%, 0.01%, and 0.0001%spectively.lt considers the following factors for usability requirements:
accessibility, throughputthe authentication failure rate for authorized users, ease of use at point of
authentication, ease of user for enrolmentost of these conceptshave been replicatednto the
proposed performance frameworkSO/IEC 29197:20tiscussesvaluatingenvironmental influencesn
biometric performance andsuggests to express the environmesgecific performance relative to
baseline performanchowever it is worth noting thaboth of these standards are not mobile specific and
therefore the requirements for settingcenarios, such as for enrolment, is generally down to the
evaluator or the likely operating conditions for the system. Influences from these stantawgsbeen

incorporated as approach such as including environmental evaluation as part of the operational testing.
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Table4.8: Comparing the Key Features of Availab®O Standards

ISO/IEC
\dentity 19795 30107
1:221 | 2:2007 3:2007 | 922019 | 3:2017
[7] [36] [97] [37] [41]

X
X
X

Usability

Tiered Authentication (Security
Levels)

Enrolment Scenarid

Motion Scenario

Presentation Attack Detection

Technology Evaluatior

Scenario Evaluation

Operational Evaluation

Designed for Varying Acceg
(Commercial)

XICISKXIXX XX
XX K| X[ X| X
XICISKXIXX XX
XX X[ X[ X|<
XX X X| < |X|X

4.9 Summary

This chapter has introduced the potential new framework for evaluating the performance and
applicability of a mobile biometric system. The framework incorporates the existing standards and state
of-the-art research presented in Chapter 2 and the core pnfince factors identified in Chapter 3. The
aim was to look at some of the unique aspects of mobile systems when considering performance. The
chapter presents a sevestage performance framework for a complete system evaluation which aims to
LINE OA RASG OFK2SNIJWFAzZN1I2 S Q F aadzNl yOS NBIljdzANBR o6& dzaSNE | YR
are identified and considered for a system's varying access levels that an evaluator could have. This
chapter also introduces the concept of tailored impostors toxdoata system's worstase scenario false

match rate

The next chapter will introduce a comprehensive data collection experimental procedure further to
explore mobile biometric systems firaand fromcommercial smartphone devices and begin evaluating
the possibilities of the proposed performance evaluation framework. As part of the data collection
exercise, a survey was provided to gauge the demographics of the resulting daiagetstand the
current state of how users are utilising mobile biometrics as a security option on smartphands,

analyse usability.
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Chapters

5 The Experimental Data Collection

5.1 Introduction

To fully understand the intricacies of mobile biometric performance testing, an experimental data
Ozt fSOGAZY 61 a RSAAIYSR I yR LISNF2NY¥SR (2 KSf LI dzy
by trialling parts of it. For this purpose, a twessbn experimental data collection was designed. The
experimental data collection was performed between April and June of 2019. Therefore, the
questionnaire data reflects the time, particularly regarding the habits and trends of the participants. This
timing is worth highlighting due to the rapid pace of technology changes. Therefore, if the same
guestionnaire were presented today, the responses would likiéfer from when the experiment was

conducted.

This chapter introduces the experimental data collestimcluding the scenarios and devices chosen.
It explores the breakdown of our collected database, including our participant demograpieicds in
smartphone security locking habits among our participaats] usability metrics. Upon completing the
expeaimental data collection design, ethical approval was sought and granted for human participation

from the University of Kent Faculty of Sciences Research Ethics Committee.

Section5.3 discusseghe demographic breakdown of the participants in the data collectidaxt,
section 5.4 introduces the decision behind the chosen comnigrdevices and the specifications. Next,
sections5.5 and 5.6 describe whathe participants must do within sessions one and two, respectively,
and Sectiorb.7 discusses the mobile application developed to assist with the data capture grddest,
section5.8will explore the results of our prexperiment questionnaire, which will provide a background
into our participants and highlight the trends ahartphone habits among them. Next, sectiérd will
seek to showcase the results of the pesiperiment guestionnaire providing an insight into the
satisfaction andhoughts of how the participants respond to biometric authentication on mobile devices.
Section5.10will then show the initial results from the data collection bphking at the false nomatch
NI G0Sa I OKASOSR -Buitt Mdodslitie® KextReton 513 prévides gome analysis and

reflection, and a final Sectidn12will summarisethe chapter.
5.2 Evaluation Design and Dataset todndlected

Although there exist several facial recognition datagéfsric[119], there are limitations, with most
including not enough subjects or images per subject. Furthermore, most datasets consist of images
scraped from various sources on the internet. idiere, the source cannot be guaranteed when seeking
a dataset containing only images from mobile sources. @desasets are also limited in the scenarios
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involved, wheremost are confined to stationary scenarios. The same limitations are also presemt whe
seeking a dataset of other physical modalities (fingerprint, iris, and voice). For these reasongesid to

the framework a bespoke data collection process and dataset were produced.

When evaluating biometric systems, it is best to test on a populati@t best matches the target
population for the system for the evaluation to be an accurate reflection of the performance.
Unfortunately, that can proveot easywith most commercial systems as essentially the eritide | y S Qa
population could be viewedsaa potential target. The aim of this data collection is similar in that the aim
is to reflect a generic but balanced population sample. Ideally, the experiment would cgetzder, age,

and ethnicity demographic balance

Achieving a balanced demograpigddeal for commercial biometric testing, and we achieved a good
gender balance. However, due to the constraints placed upon the process (location, time, finances), the
population consists mainly of a university cohort. Hence, although a mixture ofrnadities is present,
the balance is not met, and the age is skewed to a young adult population. However, this is not a problem,
provided it is acknowledged that the target demographic is not a balanced general population but a

balanced university populatio

Although there exists a bias within the dataset, the collected data still allows for the examination and
evaluation of the proposed performance framework and begins to evaluate its suitability. The emphasis
is that this is a test sample and not a camipensive database that will allow for a thorough pradf
concept. The intention is that the results of this thesis will provide sufficient merit for further
investigation, where researchers can perform evaluations with comprehensive databases. However, a
the time of writing, no existing datasets provided sufficient depth and scope to explore our approach fully,

hence the need to create our own to meet this purpose, despite certain limitations.
5.3 Participant Demographics

Our trial was split across tweessionswhereby 60 participants completed the first sessiand 56
completed the second session. They were awarded a £15 Amazon voucher for thekigore5.1 shows

(iKSaS LI NIAOALI yiaQ ISYRSNI aLl AdswerafknaleAy 3 G(KFG op LI NI

m25-29
m22-24
m Male m30-39
m Female 19-21
m40-49

m16-18

Figure5.1: Gender Split of Participants Figure5.2: Age Split of Participants

90



Regarding age, the general population cohort was a university popujati@nefore, 75% of the
participants were under 30. The nationality of our participants was collected, and most of ouipzartsc
onmk*0 ARSYGATASR (GKSYaSt@Sa lFa W.NARGAAKQI gAGK G
WLYRAFYQ o6mMm:0 F2f{t26SR 060& |y Sldzrf |Y2dzyd 2F WL
participants about their eyewear, Wit35% saying that they wore glasses and 5% wearing contacts for the

first session of the study.

5.4 Devices

Four commercial smartphone devices were chosen to serve as the mobile devices used for this
experimental data collection. They were partly chosen base their high profile within the UK mobile

device market, as shown Figure5.3. For this reason, two iOS and two Android devices were selected.

Market share of leading mobile device vendors in the United Kingdom (UK) from 2010
to 2020

60%

50% W

40%
0%

/—/ I [
20%

10%

of mobile de

Market share

2010 2011 2013 2012 2014 2015 2016 2017 2018 2019 2020

== Apple == Samsung Huawei =#= Sony Ericsson Google RIM == HTC =#= Nokia Motorola
o= LG =#= Unknown /Other

Source Addttional Information:
United Kingdom: StatCounter; 2010 to 2020

Figureb5.3: Market Share of UK Mobile Device Vend§t20]
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Table5.1: Experimental Smartphone Device Specification

Device Samsusr:g Galaxy Google Pixel 2 Apple iPhone 8 Apple iPhone X
1 Fingerprint
Modality | 1 Face 1 Fingerprint 1 Fingerprint 1 Face
T lris
Fingerprint | Egis Technology | Fingerprints AuthenTec
Sensor| (ET510 (FPC107p (TouchID)
Camera (Front)
Resolution| 8 MP 8 MP 7 MP 7 MP True Depth
Aperture | Ak M®T F LJdkH PN F LJEKHDPH F LWEKHDH | LISN
. Auto Image Auto Image
Focus| Fixed Focus Auto Focus Stabilisation Stabilisation
Flash Retina Flash Retina Flash
Pixel Sizel 1.22 ym 1.4 um

The Samsung Galaxy f@vides users with three biometric modalities: fingerprint (located at the

rear), face, and iris. The Google Pixel 2 provides users with fingerprint recognition capabilities that can be

used for authentication. However, it is worth noting that the devi@a perform both face and voice

F dzi KSYGAOlFGA2Y dzZaAy3d GKS WiNHz ISR FIF0SQ IyR WiNMHz (SR
GRSPSt 2LISNE t S@St 2F | 00Saad ¢KS ! LIX S AtK2yS y TSI GdzNE

X features a faceecognition system.

These devices are all commercib,access to the biometric system is limited. First, the data will be
FyFrteaSR gAGK || GRSOSt2LISNE  SPSt 27F rdcad$iea = YSIHyAy3
Boolean verification resulig@nd Section5.10 providesthe discus#on. Furthermore, biometric samples
including images (face and iris) and recordings (vpare) obtained toanalyse furtherwhat might be

possible with greateaccess. The results of this will be discussed in Chapter 6.

Along with the four commercial smartphone devices, a separate mobile device was used to collect iris
images. The IriTech IriShield (MK 2120U/{121] can capture nfrared images of the iris and be
connected to an Android smartphone and incorporated into an Android application through the supplied
SDK.

Figure5.4: IriTech IriShield (MK 2120U/UL)

92



5.5 Session One (Indoor)

The first session took pladgedoorswhile controlling the conditions and external influences as much
as possibleFirst, @rticipants would arrivebe briefed about the experiment, and lalowed to ask any
questions. Once the participant was satisfiedey would be asked to sign a consent form, and the

experiment would begin.

One of the scenario tests involved the use of a treadmill. The participants were allowed to walk at a
comfortable pace. Before testing, they familiarised themselves with the trdafini Qa O2y G NRf & |

acomfortable speedThis speed would then be fixed for the remainder of the trials.

The participant would use two devices for this session: oneb@38d device and one Android. Which
device a participant would use and the erdn which they would use them was randomised beforehand

to minimise any bias from device ordering and habitation that could occur in the results.

2 0K GKS LI NIAOALI YU y26 6A0GK I RSOAOST GKS TFAN
built biometric system. This enrolment process was degigecific depending on the biometric
capabilities of the device (see Sectm#d). The enrolment was perforndewhile the participant was sitting

with the device hanéheld by the user.

The participant was then tasked with performing verification attempts in four defined scenarios for a
minimum of five transaction attempts. The four scenarios were while the @ser W{ A GG Ay I QT Y,
glLE1AYy3a 2y | WeENBFRYATEQ o0FG I LISNB2YFfA&ASR aLISSF
Fyrte@aSR | WwWCI Oli2NDR &40SyIFINA2Z AYGNRRddzOAYy3a SEGNBY
example, the device vgatested in a dark room with low lighting (arounéb4x approx.) for face and iris
recognition.Before attempting the authentication, the user was asked to dip their finger into a glass of

water for fingerprint recogrion.

i Sitting ¢ The participant sitén a chair while operating the device with their hands.

1 Standingg The participant stands while operating the device with their hands.

1 Treadmillg The participant walks on a treadmill at a predefined speed to allow a comfortable
simulated walking pace wlei operating the device in their hands.

1 Corridor ¢ The participant walks comfortably down a straight corridor while operating the
device in their hands.

 FactorLY0NRBRdAzOAY 3 | 1y28y WAYyTFidzSSyOAy3a FI OG2N

system (low lipting for face and iris, wet finger for fingerprint).
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These scenarios comprised two stationary (Sitting and Standing) and two motion (Treadmill and

Corridor) scenarios. Thus, this process complies with the recommendation of the framework by

introducing atleast one motiorbased scenario and incorporating an influencing factor.

5.6 Session Two (Outdoors)

The second session took place with a minimum gap of one week from the first session but was, on
average, two weeks from the first session. Forgheond session, the experiment moved outdoors, where
the environment became unconstrained and outside the control of the evaluators and participants. Again,
the participants were required to follow a predefined trail around the University of Kent camplistap
at selected destinations that formed a circular route. Each participant performed this route with one

device, randomly selected from one of the two devices they operated during session one.

At each destination, the participamerformed verifications (or data capture) depending ahe
available modalitie®n the device they were operating. Before the participant a#t a screen capture

showing theweather conditions anthe temperaturewas captured and stored for analysis.

Once the participant hdisuccessfully returned, they returned the device for a £15 Amazon voucher

for their time.

parkwoog Roaqd =}

: muGlles Lang | -

eaflet | Map data & imagery © OpenStrec

¥ Road

Figure5.5: Session Two Routélap of the University of KentCanterbury Campus

Ten locations were involved in the circular route, as showfigare5.5 and Table5.2. The aim was to
try and capture as many environments as possible from the university campus, generallyiineakigh

concentration of student footfall near significant university buildings and locations neas.road
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Table5.2: Session Tw&’ h dzii B@@Ldations

Jennison Sport Centre Canterbury | Keynes Colleg Central Plaza
Mosque

w’ Pl m
A

Elliot College Library Gulbenkian Grimond Huella Hljmana

5.7 Application Development

A custom application was developed for Android and iOS platforms to capture the required data,
SYyGAdGt SR 4. A2YSGUNRO 5/ ¢ 651Gl /2ttSOGA2y0vd ¢KS
closely as possible from a develoseerspective. Unfortunately, capturing helpful information directly
from the smartphone logs upon unlocking the devices resulted in limited data with a cumbersome

process.

A smartphone application was developed using the available API for each opemtstem,
BiometricPrompt [122] for Android and the equivalent
LAPolicy.deviceOwnerAuthenticationWithBiometr{d23] for iOS. The result was a device authentic

authentication experience with the same user interface prompt as a device user would expect to see.

Alongside the verification attempts, the application collected background sensor data available on the

device while the verifications took place.
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Table5.3: Background Sensors Collected from the Android Devices

Motion Sensorq124]
Accelerometer| Acceleration force along the ¥, and zaxs (including gravity).
Gravity | Force of gravity along the ¥, and zaxis
Gyroscope| Rate of rotation around the,x, and zaxis
Linear Acceleration Acceleration force along the ¥, and zaxis(excluding gravity).
Position Sensorfl25]
Magnetic Field| Geomagnetic field strength along the %, and zaxis
Azimuth (angle around theaxis) Pitch (angle around the-axis) Roll (angle
around they-axis).
Proximity | Distance froman object.
Environment Sensorfl26]
Ambient | Ambient air temperature
Temperature
Light | llluminance
Pressure| Ambient air pressure
Relative Humidity| Ambient relative humidity
Temperature| Device temperature

Orientation

The information from the sensor will be used to help inform any trends about the performance and is
used as the basis to build a novel authentication system to alter the threshold depending on the scenario
involved dynamically. This branch of work is désad indepth in Chapter 7. The application would store
and save CSV files containing all the required sensor information. Additionally, another CSV file would

store all the verification results, which could then be extradiedn the device and stored faanalysis.

Figure5.6 shows screenshots taken from the iOS version of the data collection application. The
LI NGAOALN yiaQ Ff2g th@linaged om &Bt6 yightoThe fitsd siréeNHsked The
LI NIAOALI yiG (2 &aStSOG GKS OdaNNByid asSaarzyod ¢KS &aS02yR
bSEGTZ GKS LI NILAOALIYy(d ¢2dd R aSt SO0 sKAGKRLNRKEQAGE (2 C
WCFOG2NR O6RSLISYRAY3I 2y gKIFd Y2RItAGASE INB F@FAfloftS 2
collection screen. The modality is bold at the top of the screen, followed by the current scenario. Pressing
0 KS a&! dzil KSy i Agéédiihs éolleétidaidfitr yhodaliyJwith a number on the screen to count
the number of transactional attempts. Once the minimum number of transactions was achieved (5), a
next button would appear to allow the participant to progress onto the followinghade. The interface

was designed to guide the participant with ease and precise information from start to finish.
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Figureb5.6: Example Screenshots from tliBiometric D€ Data Collection Application

5.8 PreExperiment Questionnaire Results

The participants were provided with a questionnaire (AppendibQAestionnairg. The first part
collected demographic information about the participariefore the trials began and information about
their current smartphone security habits. The second part, completed after the experiment, sought the
LI NIHAOALNl yiQa 2LIAYA2ywalitNEIF NRAY3I AL GAATFIOGAZ2Y |y

5.8.1 Smartphone Habits

¢ KS LJ NI A OA LIDg Viod cugedthhBwn la indbifeRionea | £t 2F GKSY al AR
26y | LISNE2YyFf aYl NILK2YyS WRa @ddbil@ phbne & @ owdIINISE KR KaS y

information was extracted into B SPA0SQa 2LISNYI GAy3 aeaidsSys Fftt26A

iOS users.
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W Android miOS

Figureb.7: The Operating System for thearticipant<Emartphone Device

The questionnaire then sought the current phone locking habits and whether the participant utilised
a biometric locking method. Firstin G K S |j dZSciydukcBrgéntlyioperate a screen lock on your
mobile phone2 Y2 a G LI NI A OA LI ydj&ith onfy @ partiéiparitsitating<thatitheyi kdS & R A
not currently operate a locking mechanism on their device. Next, those operating a screen lock were
I & 1 SMR&X typee of screen lock do you use primariy2® ! 3+ Ay o0A2YSGNRO&a gt a GKS Yz2a
toaOld Fa GKS LI NIAOALI yiQa aONBSy 201 aSOdaNAiG& YSOKI yA:

What type of screen lock do you use primarily?

20
15
10
0 l N m

Android i0S
Smartphone Operating System

N
(6]

Number of Participants (#)
(&)

m Biometric mPin mPattern m Other

Figure5.8: Participant<Primary Smartphone Unlocking Metho@ategorisedby Operating System

Users

Overall, 41 (71%) participants operated a bioremodality as their primary method for unlocking
their smartphone. This smartphone unlocking mechanism was followed by 11 (19§ (980) pattera

and 1 (2%) who used another, which transpired to be a password.
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Smartphones employ a range of biometnimdalities, with manufacturers deciding what modalities
to employ in their devices. The participants (4ajdthey were already using a biometric modality as their
primary unlocking methoéndé S NB T dzNJi IKy®NUsd: adbiorSeRiE scr@en lock, plsa specify
whichyouuse2 ® CNRY GKS addzReés + FAYIASNIINAYG 61+ a GKS
modality for unlocking a smartphone device, with 80% of the biometric users using this modality, with the

remaining 20% usinipeir face.

If you use a biometric screen lock, please specify
which you use?

— I B
i0S

Android
Smartphone Operating System

= = N
o1 o a1 o

Number of Participants (#)
o

H Fingerprint ® Face

Figure5.9: Participan& Eximary Biometric Modality for Smartphone Unlocking

Smartphone biometrics do not currently operate without a backup mechanism for authentication. For
example, iOS users must set i s a backup mechanism, whereas Android users are usually offered
choices between a swipe pattern, pin or even a password. The backup mechanism is used for cases of
verification failure to prevent users from becoming locked out of their devices. Nexijulstionnaire
I & 1 $fRAu opierate a secondaryb@ckup screen lock, what type do you usé?2d ¢ KS Yzaid O2°
backup lock was a pin. However, this is the only backup option available to iOS users, with 80% of

participants opting for this method,5% oping for a pattern, andhe remaining 5% using a password.
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If you operate a secondary (baak) screen lock,
what type do you use?

Android i0S

P RN N
g o u1 o u

Number of Participants (#)
o

Smartphone Operating System

m Pin mPattern m Password

Figureb5.10: Participant€Backup Mechanism for Biometric Users

A final pair of preexperiment questions asked how the participants felt regarding security
dzy f 201 Ay 3 YSOKIyAaY 2F (KSANI aYowshtisikdae gouRiBBHd OS® CANRBG >
ease of use of your current phone lock? 6 & NI y {1 Ay 3 (KSA-pantLikeitscald& wihd A2y 2y | 3
one beingvery dissatisfiedndseven beingery satisfied

How satisfied are you with the ease of use of
your current phone lock?
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o
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g Wl

S, N il e =
2 Biometric Pin Pattern Other

Screen Lock

E2 B3 m4 m5m6 m7

Figure5.11: Likert scale showinghe participantstperceived¥atisfactionwith their current phone

lock based on the lock type

Figure5.12 shows this satisfaction organised by the type of locking mechanism the participant
primarily uses. For exaple, the participants that use biometrics as their primary locking mechanism have
a satisfaction average of 5.8 {.2). A pin follows this with an average satisfaction of %.5.0) and a
pattern of 5.0 £ 1.6).
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How satisfied are you with the ease of use of
your current phone lock?
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Figure5.12: Likert scale showing thearticipantsperceived®atisfactiontdf their current phone lock

based on biometric modality

Figure5.12 shows a further breakdown of satisfaction per modality for the participants operating a
biometric screen lock. The fingerprint modality shows an average satisfaction af’529,(while theface

has an average of 5.% 1.3), indicating a preference for the fingerprint modality.

Similarly, the participants were then provided with a definition of reliable in a biometric context as
Ghie abilityi 2 ARSY(GATFTe @&2dz LINRY Lithichwaiallghed by @ §ugdiidn &vhich O O dzN.
I & 1 $Bwreligble do you find biometrics as a form of authentication on smartphonés? dza A y 3 (i K

same Likert scale as before.

How reliable do you find biometrics as a form of
authentication on smartphones?

P RN N
o o1 o O

Biometric Pin Pattern Other
Screen Lock

Number of Participants (#)
o

Hl m2 m4 m5m6 W7

Figureb.13: Likert scaleshowingthe participants perceived4eliability of their current phone lock

based on biometric modality
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Figure5.13a4 K2 ga (KS LI NIy sdores basédi én @heildBriet lpramkary phone lock.
Overall, the participants ranked the reliability of biometric authentication with an average score &af 5.2 (
1.1). Participants who used biometrics as their primary phone lock gave an average refiabitityf 5.4
(x1.0), followed by a pattern of 5.6 0.9) and a pin with an average reliability score of 4.6.4).Figure
5.14 shows the reliabilitypreakdown organised by the biometric modality for the participants using a
biometric screen lock. The participants gave fingerprints an average reliability score:o1 ®%gnd face
5.1 ¢:1.0).

How reliable do you find biometrics as a form of
authentication on smartphones?
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H2 m4 m5n6m7

Figureb.14: Likert scale showinghe participants perceived4tliability (f their current phone lock

based on biometric modality

5.9 PostExperiment Questionnaire Results

5.9.1 Satisfaction

The participants were asked questiogisout their experience using a seveaoint Likert scale where

one was very dissatisfied and seven was very satisfied. The questions took the form:
oHow satisfied are you with the ease of use of <modality> authentication on smartphoaes?
The results shown below represt the entire participant population. They, therefore, do not show

separations based on the devices the participant used during the study or personady,omirich could

cause some deviation in the observed results.
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How satisfied are you with the ease of use of
<modality> authentication on smartphones?

I || II || || Il
3 4 5 6 7
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=
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o &
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Likert Scale (#)

B Fingerprint m Face mVoice m lIris

Figure5.15: Participant<Batisfaction for Each Modality

The participants ranked their satisfaction with fingerprint recognition with an average of3.B),
face recognitiorat 5.0 & 1.2), voice recognitioat 4.3 ¢ 1.5), and iris recognitioat 4.0 ¢ 1.8). However,
y2yS 2F (KS RSOAOSE dzaSR Ay GKS GNRIFt O2dzZ R. LISNF2
TKSaS NB&adzZ 64 I NB Y2NB 2F (KS dza SNE Omoile degicer Sy OS i

The results allowankingi KS Y2 Rl f AGASa o6l aSR 2y GKS LJ NIAOAL
average satisfaction, resulting in 1: fingerprint, 2: Face, 3: Voice, and 4: Iris. These results highlight a

potential preference for finggrints in mobile devices.

5.9.2 Preference

The participants were also asked to select a preferred modality, having now experienced the four

trialled sample capture processes. The specific question was

AWhich would be your preferred modality for authenticativon a smartphone®

Figure5.16 shows the breakdown of results where it can be shown that fingerprint was the most
preferred modality for authentication on a smartphgneith 65% (39) participants selectingand voice
was the least preferred modalityith only 2% (1) participants choosing voice. Interestingly, despite more
people being satisfied with voice over the iris, the same is true for a preference, whergoeupke prefer

the iris over voice.
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m Fingerprint mFace mlris mVoice

Figure5.16: Participant<Preferred Modality

A further question was askeaf the participants who were not already using a biometric modality to
unlock their smartpho8 R S @A @ fou wevedot grevibusly using a biometric screen loeke you
now consideringusingi® ® cy:: 6mMo0 NBALRYRSR a4, Sa¢ (2 AYyRAOFIGS (KSe
Gb2é¢d / KFELIWGSNI o ARSY(GATASR pafdmancezOffa systens indkdingS N 02 dzf R
usability (and satisfaction). The results here indicate that general sceptitsvards biometric
recognition systems, which misunderstandings could cause, can be overcome by interacting with such

systems to improve usaonfidence and willingness.

5.9.3 Reliability

Similarlyto Sectior6.9.INB3 3 NRAY 3 (G KS LI NIAOALI yiQa aldAra¥frOldAazys
dzi SNR & poRepIns of & mliability of the biometric authentication process on mobile devices.
¢CKS LI NIGAOALI ylia 6SNB LINPDPARSR gAGK | theRabBiiykoy AGAZ2Y F2NJ N
ARSY{(ATe @&2dz LINEYLI t Bsingle2sgwepoiat(LiReyt Gdale, whe@aedahis vars f & ¢
unreliable, and seven was very reliable, the participants ranked the overall concept of reliability for mobile
biometrics based on the following questiaiHow reliable do you find biometrics as a form of

authentication on smartphones®
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How reliable do you find biometrics as a form of
authentication on smartphones?
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Figure5.17: PostExperiment Reliability Questionnaire Scor@sganisedby Participant<Primary
Screen Lock Type

L2y O2YLX SGAy3 aSaarzy 2 yréiabilityd fisrS modild N@nfet@cA LI y (0 ¢
authenticationshows an average of 5.4 {.1). For the participants who were already using a biometric
screen lock, they scored reliability with an average of 55.1) for pattern userss.2 & 0.4), and for pin

users, an average of 5.2 1.3).

How reliable do you find biometrics as a form of
authentication on smartphones?

Fingerprint Face
Biometric Modality

e e
o N b

Number of Participants (#)
O N b O

H2 B4 m5 mu6m7

Figureb.18: PostExperiment Reliability Questionnaire Scor@sganisedby Participant<Biometric
Modality

Figureb.18 shows the reliability breakdown organised thye biometric modality for the participants
using a biometric screen lock. The participants gave fingerprints an average reliability scoretdf. )5 (
and face 5.5%1.1).
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Comparing these results to the ones achieved from thegxgeriment questionaire, we can see that
the overall average score increases from %2.Q) to 5.4 £ 1.1), again supporting how interacting with

I 0A2YSONRO aeaidsSYy OFy AYLINER OGS -umt ol Mat thdsdizasilts G 2 6 1 NR &

are not statisticallysignificant and are included only for comparison purposes.

Table5.4: Likert reliability scores preand post-experiment

Screen Lock Pre-Experiment Reliability PostExperiment Reliability
Al 5.2 ¢1.1) 5.4 (1.1)
Biometrics 5.4 ¢1.0) 55¢1.1)
Pattern 5.6 ¢£0.9) 5.2 ¢0.4)
Pin 4.6 ¢1.4) 5.1 ¢1.3)
Fingerprint 54 ¢1.0) 55&1.1)
Face 5.1 ¢1.0) 55&1.1)

5.9.4 Continuous Authentication

A final set of two questions askgdirticipants about their knowledge of behavioural biometrics. The
guestions were regarding the concept of continuous authentication to gauge the awareness of modern
biometric modalities that could become much more prevalent within a mobile context uglegments

such as swipe analysis on touch screen devices. The first question asked:
GAre you familiar with continuous authentication? (Definitionlt utilisesa dz& Shéladiour to

continuously verify identity throughout a session, not just at the entlggin point. Such as swipe

behaviour or movement.x
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Are you familiar with continuous authentication?

N
(¢
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Figureb5.19: ParticipantLXesponse to their familiarity concerning continuous authentication

Most participants wereunfamiliar with continuous authenticatignon average, thg ranked
themselves with 8.1 & 2.0). Finally, the participants were asked about their perception regarding their

privacy and continuous authentication with the following question:

oDo you feel that continuous authentication would be an invasion of your privatcy?

Do you feel that continuous authentication would
be an invasion of your privacy?

1 2 3 4 5 6 7

Likert Scale (#)

=
» O

Number of Participants (#)

Figureb5.20: ParticipantYesponse to how privacjnvasive they perceive the concept of continuous

authentication

Figure5.20a K2 ga GKS NBadzZ (& 2skowdrds dvacy) redaldigglican@nuoudS NO S L
F dzi KSY GAOF A2y d ¢KS NB&adzZA Ga +FNB OF LJidzZNBR dzaAy3a |
AYRAOI Sa-LywaISaNEdSay hy | @S Nnked the priva& ofLiomMidiuau® A LI v i
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authentication with 4.2£1.7), indicating a slight preference for continuous authentication not being an

invasion of privacy.
5.10 Trialling thecrameworkModel

To begin to test and apply the modelling and methodoldfis was applied tacommercial devices,
starting with the Samsung Galaxy S9. This device allows users taretin@e modalities, Fingerprint,
Face, and Iris. From session one, 25 users enrolled on the three modalities while seated and holding the

device comfortably in their hands.

Table 5.5 presents the total False NeMatch Rates (FNMR), the proportion of times a biometric
system fails to grant access to artlaarised person, found from each scenario. Here, the FalseNiatich
Rate is an outcome where the result wasuccessful authentication. This outcome includes unsuccessful

recognition, user interaction errors, user cancelled or invalid sample capture.

Table 5.5: False NorMatch Rate of modalities on the Samsung Galaxy S9 in a variety of scenarios

Fingerprint Face Iris
Sitting 26% 8% 28%
Standing 6% 10% 17%
Treadmill 4% 9% 27%
Corridor 7% 7% 29%
Factor Wet-77% Dark- 1% Dark- 25%

¢tKS NBYlIAYyAy3d RSOAOSE KFIR 2yS Y2RFIftAdGe GKIFG O2df

The FNMR results with these are show able5.6.

Table5.6: False NorMatch Rate of modalities on the Google Pixel 2, Apple iPhone 8, and Apple

iPhone X in a variety of scenarios

Google Pixel 2 Apple iPhone 8 Apple iPhone X
Fingerprint Fingerprint Face
Sitting 14% 4% 1%
Standing 10% 1% 1%
Treadmill 13% 7% 2%
Corridor 5% 9% 3%
Factor Wet - 80% Wet - 100% Dark- 3%

Under the specifications of biometric testing standards ISO 1:9724], only the first row would be
required to meet the requirements set out in the standard (albeit with a more significant number of
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participants involved), hiding from view the remaining information in the table. By exploring a more
significant number of scenaricend conditions, we can begin to extract more information about the

performance of a mobile biometric system.

This preliminary test begins to show the foundations of the framework model by testing several of the
factors presented within Chapter 3, inclydd Wa2RIfAGeQY WYW{OSylINAR2aQ> !
Wi FNRgIFNBEQD® t I NI 2F GKS AYyONBlIFasS Ay Cww aSSy Ay
scenario the user was presented and asked to authenticate themselves in and higihtfghtelationship

between the users and hardware before the users adjdshemselves to the current setup.

Introducing a challenging condition (Factor) and altering the environment can cause alternations in
the performance, demonstrating a link between the nadith and environments. For example, observing
how darkening the lighting conditions saw a significant decrease in the FNMR starles5(5). This
dff SNByOS Aa fA1Ste RdzS (2 GKS LK2ySQa dz&asS 27F |
disturbances and influences from external light sources, highlighting the relationships between the

modality, environment, and scenario.

The acceptability was investigated by asking users their preferred modalitegpstiment. Only 13%
of the participants confirmed a preference ftire iris, which likely reflects the FNMR found while using
the iris modality despite the scenario. For tbder modalities under test, 65% of participants preferred
FAYISNIINAY G wm:r F2N FFEOS yR w: FT2N @2A0Sd ¢KS
WY2GA2yQ a0SYyINA2&% YR afAdkKGte I AYya®wPYSEMS PRI |
A0SYIFINR2&ad | 26SOSNE (KA A& Ohabizatonobti® ddviceO2 y 4 S1j dzSy OS

PGAtTAAAY3T a5S@St2LISNE tS@PSt FSIGdz2NBa | gFrAftlotS
AYF2NXIGAR2Y lo2dzi GKS &ae2aidisSyQa LISNF2NXIyOS & Al
attempt failed by providing details relating to thet@ome. For Android, these outcomes are defined with

the BiometricPromp{122] API. The outcomes encountered here include:

1 Succeeded; When a biometricis recognised indicating that the usr has successfully
authenticated.

1 Failedg When a biometrids presented but notecognisedas belonging to the user.

1 Negativeg The user pressed the negative button.

1 Exceeded; The operation was cancelled because the &4 locked out due to too many
attempts.

1 User Cancelled The user cancelled the operation.

1 Cancelled; The operation was cancelled because the biometric sewsgiunavailable.

1 Time Outg The current operation has been running too long and has timed out.
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the applicationwhich werequickly rectified. A couple is devispecific, such as when using the Samsung

Galaxy S9:

1 No Face Detected No face detected.

1 Irises Not Detected Iriseswere nd detected

1 Phone Too ClosePhone too close to face

Table5.7: Qutcomes from Fingerprintusing the Samsung Galaxy S9

a2 YS med it liKe®y B tonsequéncedtzant 2arly development bugs with

] Outcome
Scenario : : Total
Succeeded| Failed| Negative | Exceeded| User Cancelled Cancelled
Sitting 112 24 12 2 0 1 151
Standing 125 6 1 0 0 0 132
Treadmill 125 4 0 0 0 1 130
Corridor 126 7 2 0 0 0 135
Factor- Wet 44 84 43 12 2 0 185
Table5.8: Qutcomes from Faceusing the Samsung Galaxy S9
Outcome
Scenario Total
Succeeded| Failed | Negative | Time Out | User Cancelled| No Face Detected
Sitting 114 1 2 3 2 1 123
Standing 110 0 11 0 0 0 123
Treadmill 111 0 10 0 0 0 123
Corridor 113 0 8 0 0 0 121
Factor- Dark 127 0 1 0 0 0 128
Table5.9: Outcomes from Iris using the Samsung Galaxy S9
Outcome
Scenario Total
Succeeded| Failed | Negative | Irises Not Detected| Phone Too Closg No Face Detected
Sitting 92 0 16 12 7 0 127
Standing 100 0 14 2 4 0 120
Treadmill 89 0 15 15 2 0 121
Corridor 87 0 15 16 3 0 121
Factor- Dark 96 1 16 10 2 1 126
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Table5.10: Qutcomefrom Fingerprint using theGoogle Pixel 2

Outcome

Scenario Total

Succeeded| Failed | Negative | Exceeded| User Cancelled Cancelled
Sitting 171 22 1 0 4 0 198
Standing 173 15 2 0 1 0 191
Treadmill 171 14 1 2 7 0 195
Corridor 179 5 1 2 1 0 188
Factor- Wet 47 97 49 18 17 3 231

For iOS, there is a similar approach to examining the authentication outcHmeever, me key
difference from Android is that iOS will only provide the outcome from the complete transaction and not
from the individual attempts, meaning the information pented below istransactionalbased A list of

potential errors from the iOS process can be seen ft@&rror.CodgL27]. The ones present here are:

1 Success¢ When a biometricis recognised indicating that the user hasuccessfully
authenticated.

Cancelled; Cancelled byhe user.

Locked Out, Biometry is locked out.

Fallbaclkg Fallback authentication mechanism selected.

Limit Exceeded Application retry limit exceeded.

= =4 -4 -4 A

Misbehaving; Misbehaving caller PIRXXhas made too many authentication requests.

LG Aa @¢2NIK y2idAy3 GKFdG a/lyOStt SR KSNBE R2Sa vy
Ad AyadSIFIR SldzA@ltSyd G2 ' YyRNRPARQA abS3FGABSE 2 dz

Table5.11: Qutcomes from Fingerprint using theApple iPhone 8

Outcome

Scenario Total

Success| Cancelled| Locked Out| Fallback| Limit Exceeded| Misbehaving
Sitting 160 5 0 0 0 0 170
Standing 160 3 1 0 2 0 166
Treadmill 152 6 2 1 1 0 162
Corridor 147 4 0 0 0 9 160
Factor- Wet 1 119 5 4 1 0 130
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Table5.12: Outcomes from &ceusing the Apple iPhonX

Outcome

Scenario Total

Success Cancelled Fallback
Sitting 134 1 0 135
Standing 135 1 0 136
Treadmill 134 2 0 136
Corridor 133 3 0 136
Factor- Dark 131 2 2 135

Once the initial FNMR and FRR results are broken down into the outcomes that make up those results,
0S 204aSNIBSR® LYyGNAIdzAy3Ifes vY2ad a¥Fl

more indepth performance analysi® | Y

to user error or usability issues hidden under therent standard testing protocols that rely only on

standard performance rategzor example, lthough looking at the data above, one of the reasons for

failure is the user cancelling the authentication. It is, unfortunately, unclear from this data exdmutly

the user cancelled. Although some assumptions can be made regarding the factor scenarios when the

user struggled to authenticate, they would likely quick the transaction.

5.11 Analysis and Reflection

The aim of presenting the questionnaire results isptovide insight into the demographics and

behaviours of the test population. This information helps when testing a biometric system to have realistic

expectations about the results achieved. As previously acknowledged, the test cohort described here is a

student population, so it would be unreasonable to assume the results would extrapolate and mirror the

general population. However, by surveying the participants, we can picture what opinions and trends

begin to form. For example, comparing the two major $iidalLJK 2 y S

2LISNI GAyYy3

aeadsSy dzaSN

Android users (5.8 1.4) are more satisfied with biometric authentication than their iOS counterparts (5.3

+1.3). These factors could cause an inherent bias towards biometric testing.

The first question relating 2

I LI NIAOALI yiQa

SOSNE2YS Ay@g2f SR Ay (KS aiddzRe

Y20AtS RSOAOS |a{iSR AF
RAR® ¢KS NBYFAYAY3 [jdzSai

out the potential habitational impact that the participants in the trial teb@xperience. In other words,

the exposure a participant previously had towards a particular device and operating system would likely

impact the practical usability and performance. This effect is already seen in the initial results as the first

scenaridested (Sitting) has the most significant false aoatch rates observed. This result also highlights

a lesson learnt from conducting this data collection as no habitational or practise transactions were

performedbefore starting the trial. A noticeable deease in false nematch rates would likely be seen

if the participants practised how to perform a transactibefore starting. This recommendation was

added to the framework from this experience.
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Looking back towards the core factors of mobile biometds NJF 2 NI y OS> WdzaSNEQ g
of these factors and sitting at the centre of the groupings of relationships. Meaning users can be viewed
as the cornerstone of biometric performance, and their influence could determine the obtained results.
ASGlIAf SR GASs 2F GKS LINILAOALIYGAQ ONBIFI{R2sy OlYy
at the results, the population is generally young adwltho will likely be more familiar with mobile
technology. However, there is no knowledge of hdle system will perform around different

populations, such as the elderly, where more training sessions are usually reffiited
5.12 Summary

This chapter introduced experimental data collection, discussing methodology and data collection.
Next, the preand postexperiment questionnaire results were shown and analysed, including exploring
the trends smartphone users used tecsire their devices, including locking habits and satisfaction. Finally,
the initial results from the experiment were introduced, showcasing the Boolean results from the devices
and the breakdown of causes for the FNMR possible from developer accesly, fiotlawed by a
discussion regarding the potential benefits of the framework method exploring a more dynamic range of

scenarios for analysis.

The next chapter wiltake the samples from this experimental data collectemd usethird-party
opensource algorithms to analyse the performance metrics obtained within the scenarios and
environments. The aim is to prove the statistical significance of these choices and demonstrate the

potential merit of some of the key concepts and ideas introduced within théopmance framework.
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Chapter6

6 Measuring and Analysing Mobile Biometric

Performance Factors

6.1 Introduction

This chapter aims to present the research findings of the collected data when applied tesopere
algorithms and take elements from the core factors to demonstrate the effectiveness of using these
St SySyidia Ay F2N¥AYy3I (KS LISNF2NXIFyOS FTNIYSEG2N]l & ¢KS
findings and strengthen their inclusion within the performanitamework. Th result 5 an illustrative

run-through applying the data to the observed results.

Using quality score enables further analysis of systems where access is limited, but access to a sample
is available. Furthermore, it is possible to use qoality score as a substitute for a match score to obtain
further performance information relating to a system. This analysis will focus on genuine verification

results and comparisons between core factors.

The results presented throughout this chapteillnat times, where appropriate, be split in terms of
the device used to capture the data. Tkisparationis because the hardware was identified as a core
performance factor that impacts the observed performance. For example, the device camera used to
collect faciaimagesor the microphone used to capture voice recordings should be presented separately.
The main exception is the Iris images because an external mobile device (IriTech IriShield) was used to

capture the samples. However, both Android deviaese used as the controller for this device.

This chapter is split into roughly two parts. The first explores the impact of the scenarios and
influencing factors using the data collected from the first data collection session presented in Chapter 5.
In oomparison, the second half explores the environmental impact using the data collected from the
second (Outdoor) session. The statistical tests performed throughout this chapter, specifically ANOVA and
pairwise Hest step-down method using Bonferroni adjisents, were performed with the help of the

@eikitposthoc®) t & (0 K Z328].f A 6 NI NE

The chapter breakdown is as follov&ection6.2 explores tle habituation effect seen from the data.
Section6.3 introduces the opersource biometric algorithms used for further analysis of the data and the
scenario results achieveding them. Sectio®.4 explores some quality metriegsbtained from the data,
and Section6.5 exploresthe effect ofthe motion observed. Sectio.6 looks at the impact of the
environment and weather. SectioB.7 briefly explores usabilityand Section6.8 provides an initial

investigation into the tailored impostorgechnique.Finally,Section6.9 provides a summary.
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6.2 Habituation

Within biometrics, habituation refers to theser's familiaritywith the system and concerns usability,
GKAOK Ay Tt dzSyO0S i KB29awharpefyrfiag thel8xparim il [dgtadcdllection,
performing habituation transactions to allow the user to get familiar and comfortable with the system
was omitted and later acknowledged as a limitation of the data as it skewed the results of the first scenario
(dtting), which was intended to act as our baseline and optimal scenario conditions. To briefly explore the

impact of this habituation effect, the FNMR for each attempt is shown separat@lgtile6.1.

During the data collection, instructions were provided to the participants in the form of verbal
instructions with visual aids (screenshots from the application) presented on laminated ddmds.
method 6 a GKS LINAYFNEB F2N¥ 2F O02YYdzyAOlI GA2Y LINBaS
AYGSNI QiAz2y 6A0GK GKS RSOAOSQa 0A2YSGNRO aeadasSy sl
operating system; this was important so possible evaluatiorhefWl could be explored. However, no
O2YLX SGS (NI yalOtAz2y 6l & LISNF2NX¥SR 0SF2NBE GKS Lk

and exposure, so one would expect to see this reflected in the results.

Although the habituation effect was knowwefore the commencement of the data collection, the
impact it could have had on the results was underrepresented. It is now acknowledged as a limitation of
the test dataset that should have been considered more carefully. However, it is helpful to et
of habituation and usability on the Ul of these systems. As proposed by the evaluation framework, the
AYGiSyidAazy Aa G2 dzaS GKS waaddAy3aQ aoOSyrNrz2za | a af

habituation effect beforehand coulddve an impact on how the results are evaluated.

When comparing scenarios and utilising this baseline scenario, it should be noted that this habituation
effect is present. However, lessons can still be learnt from the outcome presented here and show that
usability improves with use, partly noted by the transactional times presented later in this chapter. The
same can be said for the biometric performance, as showhainle6.1. This chapter will explore the
A0SYIFINRA2Q& AYLI OGO 2y 0A2YSUNRO LISNF2NXNI YOS | 26S¢
such raw data, particularly when these tech companies pride themselves on intuitive Ul and researchers

know howcritical human interaction is on biometric system performafitg0].

In the context of this thesis, the habituation effect is likely more present within the initial intended
baseline. Althouly the effect provides additional exciting insights, it may not provide the fairest
comparison between scenarios as expected. Not taking this into account beforehand was an oversight of
the data collection task. However, the data still provides valuabliglits and an understanding of the

proposed performance framework, as explored in the remainder of this chapter.
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Table6.1: FNMR Attempt Breakdown

FNMR (%)
Device Modality Scenario Attempt #
1 2 3 4 5
Sitting 31 25 26 19 25
€ Standing 15 4 4 4 0
s Treadmill 8 8 4 0 0
(o))
= Corridor 18 0 4 4 4
Factor (Wet) 81 84 68 67 71
(o))
‘g Sitting 5 12 9 8 4
x
s Standing 9 9 9 9 9
V) Q -
o S Treadmill 9 9 9 9 9
S L
g Corridor 9 9 5 9 5
& Factor (Dark) 0 0 0 0 0
Sitting 36 28 28 24 24
Standing 14 17 21 13 21
2 Treadmill 21 25 30 30 30
Corridor 38 34 25 25 21
Factor (Dark) 31 20 20 20 28
N Sitting 32 11 6 13 3
e = Standing 17 3 11 6 11
o a -
© o Treadmill 11 16 16 11 6
2 =
§ T Corridor 11 3 3 6 0
Factor (Wet) 88 83 71 70 82
Sitting 4 10 0 4 0
© E Standing 4 4 4 0 7
m -
S s Treadmill 10 | 10 4 0 0
< (o]
L L% Corridor 7 7 4 10 13
Factor (Wet) 95 100 100 100 100
Sitting 0 4 0 0 0
< Standing 0 0 4 0 0
() [}
5 g Treadmill 0 4 4 0 0
= LL
o Corridor 0 4 0 4 4
Factor (Dark) 0 8 4 4 0

Looking at the data on an attempt basis seems to support the theory of habituation impacting
performance. The table shows that the first scenario sitting has some of the highest FNMR scores

compared to the other scenarios, with the introduced factor(s)ihgithesecondhighestFNMR scores.
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It is with the support of this data that a recommendation to introduce a trial (habituation) phase before
measuring and capturing the results of the baseline scenario shoulddeded and attempts by the
evaluators made to help the users compensate for any user errors that occur from improper use of the

system.
6.3 OpenSource Biometric Algorithms

The main disadvantage to using commercial devices to perform a biometric evaluation is &gk clos
nature of the algorithm (and sometimes hardware) controlling the biometric system. The proposed
framework aims to help alleviate this problem by focusing more on usability when access is limited and

expanding upommore significansecurity testing wheraccess allows.

The experimental data collection focuses on the collection and evaluation of commercial devices.
However, that leaves little room to explore further and evaluate the framework. Therefore, to go beyond
0KS WO2YVYSRDIETE LIS NIR  Ss@ufck algdrifhms vz Slhitaingd to2cadpgfe and
match the obtained biometric samples from the mobile devices, allowing for the simulated evaluation of

GKS FTNFXYSg2N] i GKS WwiSadsSND t S@St o

The reasoning behind using opsaurce biometric algorithms, as opposed to commercial algorithms,
was partly for the reproducibilitgf the results and the evaluation of algorithms that anyone could obtain
and use in their biometric solutions. Where possible, the option was to use poppkntsource
algorithms backed by scientific research and recommended for researchluese algorithms will be

referred to as Face Recognition (Face), USIT (Iris) and Deep Speakem{u'vicg)forward

The first captured sample within the sitting sceivavas used as the enrolment reference when using
the algorithms.Then, & the following probes from the remaining scenarios were compared against this
NEFSNBYyOSd® ¢KAa RSOA&AZ2Y LI NILfe F2fft26SR (S T NI
baseline for comparison Furthermore, it is known that the enrolment can affect subsequent
authenticationg[131]. Therefore the analysisaind the framework are presenassumingve have a high
quality enrolment. Thispproachl t t 2 6a (GKS S@Ffdzr 62N (G2 SyadaNB (K.

start for the evaluation.

The authors of the algorithmthemselves admit that the algorithms are not perfect, and accuracy will
drop when presented with challenging scenarios or conditions discussed below, demonstrating how the
FEfA2NAGKY FAda Ayaz2 GKS aeéaidSyQaethdeNFnydmatkng | a |
ft SINYAY3 Y2RSta yR GKS RFEGlI dzASR Aa G22 aLISOATA(
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6.3.1 Face (Face Recognition)

¢CKS tedK2yQ 7T OS[iBRIP[(33]@as hised & \yh@ bakid forNte Nake recognition
algorithm. This library presents a Python wrapper for the C++ dlib libranglkit containing machine
learning algorithmsincluding image recognition for face recognition and detecfi84]. The model has
an accuracy of 99.38% on the Labelled Faces in thgY¥Bdbenchmark. Notably, Face recognition states
that particularuser groups will experience a lower accuracy, specifically children and certain ethnic groups
Ol aAlyo 2¢6yAy3d G2 GKS (NI heyatefetogitioninhodeSidionlgzsogors | vy R

the training datd.

The algorithmcan compargwo images by extracting faces and encodings and comparing the two
encodings. The algorithm returns a dissimilarity score betwegnwhere zero is more similar and one is

less similar. By default, tredgorithm uses a decision threshold of 0.6.

Twoimages were analyseflom each photg the original captured from the device and a cropped
versioncroppedto the detected facial regianDoing so waso analyse the background impact of the
images A combination of two opersource face detection algorithms was used to achieve thistly
Multitask Cascaded Convolutional Netwo(MTCNN)135], [136] and the second was RetinaF§t87]g
[139]. Both algorithms were applied to the data s#TCNN and then RetinaFace was applied to the
images where MTCNN had failed to extract the facial region. Manual checkinthevaperformed to

confirm that facial regions were indeed extracted.

When facial recognition was performed against the original im#ggereference (sitting) and probe
were the original obtained image. Similarly, when performing the recognition agamstopped version

both the reference and probe were cropped to maintain consistency.

Table 6.2 shows the statistics for theyenuine fae verification scores achieveflom the face
recognition algorithm across the scenarios evaluated from the data colledfiofortunately, die to an
error with the development apgthe images captured from the Apple iPhone X became inconsjstedt
some were lostmeaning the image da collected from the Apple iPhone X is not considered when

evaluating the scenarios.
In some instanes, and most notably when observing the Faat®@ark scenario, the algorithm failed

to detect (FTD) a face within the provided imagausing the numbeof participants and images to be

less than contained within the data set.
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Table6.2: Scenario Genuine Verification Score Statistics$o€ | O S Q

Device Scenario Image | Participants| Amount | Mean ) | Median | Min | Max
Original 25 114 0.17 ( 0.08 0.15 | 0.06| 0.40
Sitting
Cropped 25 112 0.17 ( 0.07 0.15 | 0.05]| 0.38
o Original 25 123 0.25 ( 0.06 0.25 | 0.15| 0.43
n Standing
% Cropped 25 116 0.26 ( 0.06 0.25 | 0.14| 0.44
5 _ Original 24 116 0.31( 0.07 0.28 | 0.19]| 0.57
o Treadmill
% Cropped 24 107 0.31( 0.07 0.29 | 0.20| 0.54
% Original 24 121 0.29( 0.06) | 0.29 | 0.21| 0.56
n Corridor
Cropped 24 116 0.30( 0.05)| 0.30 | 0.21| 0.42
Original 14 41 0.45(0.06)| 0.46 | 0.34| 0.58
Factorc Dark
Cropped 5 7 0.40( 0.04)| 0.39 |0.35| 0.46
Original 33 100 0.16 ( 0.05)| 0.15 | 0.05|0.31
Sitting
Cropped 32 94 0.16 ( 0.05)| 0.16 | 0.07| 0.30
Original 33 116 0.26 ( 0.06) | 0.27 | 0.13| 0.39
Standing
N Cropped 32 102 0.26 ( 0.06) | 0.26 | 0.13| 0.44
o
'n>_‘< Original 35 124 0.29( 0.05)| 0.28 | 0.19| 0.43
© Treadmill
z_c:; Cropped 33 103 0.29( 0.05)| 0.28 | 0.19| 0.44
o
o Original 34 141 0.30( 0.06) | 0.29 | 0.20| 0.47
Corridor
Cropped 34 133 0.30( 0.06)| 0.30 | 0.15| 0.49
Original 20 87 0.43(0.06)| 0.42 | 0.29| 0.59
Factorc Dark
Cropped 18 49 0.42(0.06)| 041 |0.32| 054
Original 29 118 0.17( 0.06) | 0.15 | 0.07| 0.35
Sitting
Cropped 28 110 0.17( 0.06) | 0.17 | 0.08]| 0.37
Original 27 135 0.27( 0.06) | 0.27 | 0.15| 0.40
Standing
ﬁ Cropped 27 123 0.28( 0.06) | 0.27 | 0.16| 0.42
c
2 Original 25 122 0.32(0.08)| 0.32 |0.15|0.50
o Treadmill
o Cropped 24 88 0.31( 0.10)| 0.30 | 0.15|0.80
o
g Original 23 115 0.31( 0.07)| 0.30 | 0.17]| 0.46
Corridor
Cropped 23 110 0.31(0.07)| 0.31 |0.15| 0.48
Original 16 64 0.42(0.08)| 041 | 0.26| 0.58
Factorc Dark
Cropped 14 36 0.40( 0.08)| 0.40 | 0.26| 0.54

One of the first things to consider was to explore if there was any difference between the smartphone
hardware when comparing the genuine verification scores. To evaluate this, we took the scores from the
baseline sitting scenario and compared the devigging a onevay ANOVA statistical test to assess the
significance of the verification scores between devices. The test resulBciw ¢ w 1@ @at )
™ xn 1@ for the original images andclo p o m@® catfy] T 1t T indicating that

there is no statistically significant difference between the genuine verification scores across the
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smartphone devices used. This evidence can be seen in the box plot showing the sitting scenario scores

across devices iRigure6.1.
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Figure6.1: Device Genuine Verification Scores Box RtotOriginal and Cropped Imager W CI 0SS Q

Havingestablished that there does not appear to be any significant difference between the individual
devices, the genuine verifications for each scenario were analysed for each device to see if the scenarios

impacted the genuine verification scores.

Figure6.2 shows a box plot for genuine verification scores obtained across the scenarios for the data
collected from the Samsung Galaxy S9 for both the original and crapyzagbversions Using a onavay
ANOVA statistical test to assess the statistical significance of the verification scores between scenarios
with the original images results i@ty p T p @& vath v Y pT 1 T8 T gndicating
that there is some stistically significant difference between some scenarios on the genuine verification
scores for the original images for the face recognition system. Similarly, when performing an ANOVA
statistical test using the cropped images provides the red@ditltt v o w® watn pK L

P N 18T 1T pequally indicating statistical significance for the verification scores with the cropped
images.

Evidence of some statistical significance between scenarios was followed by a statistical post hoc
pairwise t-test for multiple comparisons of independent groupéth a dep-down method using
Bonferroni adjustmentsFigure6.2 shows a significance plot indicating where tignificant pairs are.

The plot highlights that most scenarios show significance against one another, indicating the importance
of performing these scenario tests. However, it can also be seen that there is no significance between the

two motion-based scearios, which is potentif to be expected.

120



Original Cropped

Scenario Genuine Verification Scores for 'Face’ Scenario Genuine Verification Scores for 'Face’

0.6

==

. . . . . . . . . .
Siing randing readmil orrido’ cactor - 021 Sng srandind readmilt corridor cactor - D2

0.5
0.5 1

"

e e
w B

I
N

Genuine Verification Score (#)
Genuine Verification Score (#)

e
=

0.1

Scenario Scenario

Sitting
Sitting

Standing
Standing

NS NS

p<005 p<005

Treadmill
Treadmill

p<001 p<001

p <0001 p <0001

Factor - Dark  Corridor
Factor - Dark  Corridor

Sitting Standing Treadmill Corridor  Factor - Dark Sitting Standing Treadmill Corridor ~ Factor - Dark

Figure6.2: Samsung Galaxy S9 Scenario Genuine Verification Scores Box Plots\éaideP

Significance Plots for Original and Cropped Images\face

This process was then repeated for the Google Pixel 2,Figure6.3 shows the box plot for the
verification scores for both the original and cropped images. Using amageANOVA statistical test to
assess the statistical significance of the verification scores between scenattioth&vioriginal images
results iNOthy g 0 ¢ x&8twatn pP Y p 1t M T8t 1T and cropped images results iim
Otht x ¢ pwdpmatny v p p1 N 1@ 1 pindicating that there is some statistically

significant difference between scenas for the genuine verification scores.

Following this with a statistical post hoaipwvise t-test for multiple comparisons of independent
groupswith a gep-down method using Bonferroni adjustmensovides the significance plots shown in
Figure6.3. The results for the Google Pixel 2 show a similar pattern to the Samsung Galaxy S9, indicating
some improbability towards using the scenario approach aalesges. The only minor difference is that
the cropped images show significance between the two mebased scenarios that were not apparent

with the original images.
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Figure6.3: Google Pixel Scenario Genuine Verification Scores Box Plots aivhle Significance

Plots for Original and Cropped Images fétace

Once more, this analysis was performed on the Apple iPhone 8. The box plot for the verification scores
across the scenarios for both the original and cropped images is shokigure6.4. A oneway ANOVA
statistical test to assess the statistical significance of the verification scores between scenarios for the
original images results i@t T w  p v& Yatr; vd8 X pTT N 18t 1T @nd for the cropped
images reslts inN"OTht 9 ¢  w@&tpatn v p1T 0 T8t 1T pndicating that there is some
statistically significant difference between some scenarios on the genuine verification scores for this face

recognition system.

Performing a statistical post hoaipwiset-test provides the significance plot Figure6.4. The results
support the evaluation of various scenarios as part of the performance framework with all trokiéem
devices. In each case, the sitting scenario used as a baseline has significance, with the remaining scenarios

supporting the concept of using this scenario as the baseline.
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6.3.2 Iris (USIT)

For the Iris data, th&JSIT-- University of Salzburg IfiBoolkit v3.0.J140] was used for the analysis.
USIT is an opesourcesoftware development kifor iris biometric research tbelpachieve comparability
and reproducibility of reearch resultsThere is a threestep process to followo perform iris recognition

with this software

1. Iris Preprocessing (Segmentation)
2. Feature Extraction

3. Feature Comparison

The approach taken here was to u€entrastadjusted Hough TransforfCAHT)dr segmentation
followed by Dscrete Cosine Transform (DCTJ141] for feature extraction into an iris code and later
comparison as demonstratl. Table6.3 demonstrates these steps (note that a smattraction setion

has been zoomed in and shown here for demonstration purposes).
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Table6.3: Iris Recognition using USIT

Iris Image

Segmentation(CAHT)

Extraction(DCT)

Using the USIT library allows further analysis of the collected data with additional insight into potential

match scores that were not possible using the commercial devices alone. The results of running the

collected iris dataset through the USIT librarg ahown inTable6.4. The immediate observation is that

there seems to bea minor difference between the genuine scores obtained across the scenarios.

Therefore, a statistical test was used to check for any diffee between the scenarioBigure6.5 shows

the box plot for the genuine verification scores across the scenarios using the USIT algorithms (CAHT and

DCT).

The algoribhm produces a dissimilarity score between a reference and a probe between 0 and 1, where

the closer to zero is more similand the closer to one is less similar.

Table6.4; Scenario Genuine Verification S¢&

{Gradradao0a

T2N) WLNRA&Q

Device Scenario Participants Amount Mean H) Median | Min | Max
- Sitting 60 278 0.39 ( 0.09 0.41 0.00 | 0.46
% Standing 59 297 0.39 ( 0.07) 0.41 0.00 | 0.48
i Treadmill 59 291 0.39 ( 0.07 0.41 0.00 | 0.48
[S]

g Corridor 57 287 0.41 ( 0.09 0.42 0.00 | 0.47
= Factorg Dark 60 321 0.40 ( 0.07 0.42 0.00 | 0.47
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Using a onavay ANOVA statistical test to assess the statistical significance of the verification scores
between scenarios results ifOTlp T ¢ w o8 @atf yYd8tv p T N T8t p There is some
statistically significant difference between sorseenarios on the genuine verification scores for the iris
recognition system. Evidence of some statistical significance between scenarios was followed by a
statistical post hoc airwiset-test for multiple comparisons of independent groupéth a gep-down

method using Bonferroni adjustments

Figure6.6 shows the results of this post hoc analysis in the form of a significance plot highlitiiging
significant relationstps between groupsThe observation made is that there was no significance found
between our stationary and motion scenarios and only two groups have significance between them, that
being Sitting and Corridor. Thissult could highlight how using infrareichaging has offset the effect of
different scenarios and are a factor (dark). In addition, this result indicates how the hardware can impact

performance as one of the core factors.
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Figure6.6: Scenario Geuine VerificationScored-Value Significance Pldbr HisQ
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6.3.3 Voice (Deep Speaker)

G5 SSLI {[1a8]A TaSdidal speaker endalding system that maps utterances to a hypersphere
where speaker similarity is measured by cosine similatifyeep Speaker reduces the verification equal
error rate by 50% (relatively) and improves the identification accuracy by (681%gively) on a text
independent dataset ¢ KS | dzi K2N& 2F (KS DA adelsixiere N&nedRoh slépg NB y2 0SS (K
speech dataRemembethat the performance will be lower on noisy détd43]. The analysis presented
i K NB dz3 K RaNN BéftBaxTriplet traifed Y 2 RSsklectéd as it currently provides the best
performance with an EER of 0.025 when trained against iheSpeeclil44] dataset.

Deep Speaker produces a siamily score between a reference and a probe using a cosine similarity
method. It can produce a score betweehand one, depending on how similar the samples are. Leaning
towards one indicates morsimilarities and leaning towards1l means less similarityn the experience

of using the library, it usuallgroducesresults between 0 and 1 and only occasiondhgpsbelow 0.

In order for the voice data to be parsed by Deep Speaker, the audio from the devices needed to be
O2y@SNISR Ayli2 BROGKDEI FoWIEE FNBYO 2N adoILE 0! YRNRAR
recorded in this format as it is the default audio encoding for those devidesopensource FFmpeg
library[145]¢ F & dza SR (2 O2y @SNI | f f todcevetizRon@®rsidvitheSa Ay (2 adgl

analysis.

Table6.5 provides the statistical data when using DeepSpeaker as the biometric algorithm against the
collected voice data to obtain genuine verification scores for all the devices and scenarios trigithed du
the experimental data collection. Using this algorithm also provides the opportunity to compare the
devices. Each device has a microphone, but pme®iously identified core factawas hardwarecentred
around how different hardware can affect performandeis possible to compare the device and test if
there is a significant differenagsing the defined optimal scenario (sittingjgure6.7 shows the box plot

of the genuine verification scores when comparing the devices in the sitting scenario.

Using a onavay ANOVA statistical test to assess the statistical significance of the verification scores
between deices (hardware) results ifOoft yu o®uv atf T&pPp pm N TATP
indicating that there is some statistically significant difference between the devices on the genuine
verification scores for the voice recognition system. The evidence of statistical significance between
devices was followed by a statistical post ha@irwiset-test for multiple comparisons of independent

groupswith a g¢ep-down method using Bonferroni adjustments

Figure6.8 shows the results of this post hoc analysis in the form of a signifiglh highlighting
significant relationships between the devices. The analysis supports that devices are significant
(hardware) in biometric erformance. It is shown that there is significance between all pairs of devices

except for the two iOS devices, potentially supporting a claim that manufacturers will use the same parts,
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in this case, microphones, across devices. The same microphone niagdéor both the iPhone 8 and

the iPhone X. Equally, there is significance, although slightly less, between the two Android devices when

comparing Android against iOS.

Table6.5: Scenario Genuinge SNA FAOF GA2y {O2NB {iGlFGdAraidalda
Device Scenario Participants | Amount Mean H) Median | Min | Max
% Sitting 24 98 0.85( 0.10 0.89 0.56 | 0.95
% Standing 24 120 0.78 ( 0.10 0.79 0.51 | 0.93
8 Treadmill 24 122 0.78 ( 0.09 0.79 0.52 | 0.93
g Corridor 24 120 0.77 ( 0.09) 0.80 054 | 0.91
% Factorc Quiet 23 118 0.76 ( 0.08) 0.78 0.50 | 0.88
® Factorg Loud 23 116 0.68 ( 0.09) 0.69 0.46 | 0.85
Sitting 35 146 0.88 ( 0.07) 0.90 0.51 | 0.97
N Standing 35 177 0.83 ( 0.08) 0.84 0.54 | 0.95
'é) Treadmill 35 178 0.82 ( 0.08) 0.84 0.60 | 0.94
z;;.; Corridor 35 177 0.80 ( 0.08) 0.80 0.48 | 0.94
& Factorc Quiet 35 187 0.75( 0.08) | 0.77 | 0.40 | 0.90
Factorg Loud 35 182 0.64 ( 0.09) 0.65 0.36 | 0.88
Sitting 33 135 0.74(0.19) | 079 | 0.01 | 0.94
© Standing 33 167 0.61(0.19) | 065 | -0.02] 0.94
_§ Treadmill 33 166 0.63 ( 0.17) 0.65 0.02 | 0.95
% Corridor 33 167 0.56 ( 0.18) 0.58 -0.05 | 0.93
<& Factorg Quiet 33 168 0.55 ( 0.16) 0.56 0.06 | 0.87
Factorg Loud 33 167 0.43( 0.14) 0.46 0.01 | 0.77
Sitting 27 110 0.78 ( 0.14) 0.83 0.26 | 0.93
>q<) Standing 27 139 0.67 ( 0.11) 0.68 0.25 | 0.83
_§ Treadmill 27 140 0.64 ( 0.14) 0.67 0.20 | 0.83
%) Corridor 27 140 0.58 ( 0.12) 0.60 0.23 | 0.79
<% Factorc Quiet 27 138 0.57 ( 0.11) 0.58 0.20 | 0.79
Factorg Loud 27 140 0.44 ( 0.12) 0.46 0.15 | 0.64
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Device Genuine Verification Scores for "Voice'
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Figure6.8: DeviceGenuine Verification Scores\Palue Significance Plot fa¥+ 2 A OS Q

The next step is to examine the scenario impact of each dewiaeing demonstrated the potential
impact of the various devicebBirstlyFigure6.9 shows a box plot for the scenario using the Samsung Galaxy
S9. Using a onway ANOVA statistical test to assess the statistical significance of the verification scores

between scenarios results in the following for each device:

Samsung Galaxy S@uhp gy o @ @atf; v o pmT N TP
Google Pixel Z0ufp mt p p Y& uvatl ope pm  H TP
Apple iPhone 80Ovfw @t UL @path) w®C pTT N TWBITTP

=A =4 =4 =

Apple iPhone XOvhptp pm@ryatf v wpTm 1/ TP

It indicates some statistically significant differeabetween the scenarios on the genuine verification
scores for the voice recognition systeBEvidence osome statistical significance between dewogas
followed by performing a statistical post hoc pairwistest for multiple comparisons of independent

groups with a steglown method using Bonferroni adjustments.
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Scenario Genuine Verification Scores for "Voice'
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Figure6.9: Samsung Galaxy SScenario Genuine Verification Scores Box Plotar 2 A OS Q
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Figure6.10: Samsung Galaxy Scenario Genuine Verification Score&/Rlue Significance Plot for

W+ 2A0SQ

Figure6.10shows the significance plot for the verification scores for the Samsung GalaklgeSmain
observation is how the baseline scenario (sitting) shows significance against the remaining scenarios.
However, this is likely because it is the same scenario used for the enrolment (reference) sample.
Moreover, equallythe introduced influening factor of the background shows significance when it is loud

but not when it is quiet.
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Scenario Genuine Verification Scores for 'Voice'
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Figure6.11: Google Pixel Scenario Genuine Verification Scores Box Plot¥kmiceQ
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Figure6.12: Google Pixel Scenario Genuine Verification Score¥/Rlue Significance Plot foloiceQ

The Google Pixel 2 shows more significance between scenarios than the previous Samsung Galaxy S9

including the laseline scenario and the influencing factors introducing noise into the background.
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Figure6.13: Apple iPhone &cenario Genuine Verification Scores Box Plot¥miceQ
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Figure6.14: Apple iPhone &cenario Genuine Verification Score&/Rlue Significance Plot foWoiceQ

The two iPhone devices (8 and X) showndlar pattern for the verification scores between scenarios
caused by having the same manufacturer (Apple) and identical componEmsggnificance between

scenarios is between the baselirtbe influenced factor (noise), artde motion-based scenarios.
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Figure6.15: Apple iPhoneX Scenario Genuine Verification Scores Box PlotmiceQ
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Figure6.16: Apple iPhone X Scenario Genuine Verification Scor¥alBe Significance Plot foloiceQ

The voice data showed the most variation in verification scores between devices compared to the
other tested modalities (Face, Iris). The results presented here cls@vhow scenarios influence the
verification scores and, by extension, the performance of the mobile biometric systems supporting their

inclusion of specified scenarios within the performance framework.

6.4 Quality

ADA2YSGNRO | dguantkaiive vabedo theBitnessiof d-biometric sampeaccomplish or
fulfil the comparison decisian[5]. Therefore, sample quality is an essential link for analysing the
performance of a systenas illustrated by its inclusion within the Hum&iometrics Sensor Interaction
(HBSI) model serving as the intersection betwirenSensomndBiometricSysten® & { | YLIX S ljdzr t AG& Aa
important link betweerthese two components because the image or sample acquired by the biometric
sensor must contain the characteristics or features needed by the biometric system to enrol or match a

user in the biometric& & (i 146§

Yaoetal.[147]a G 6 SR GKI G aAy | RSLX 28SR aeaidsSysz GKS LIR22NI I Ol
the single most mp NIi I yi NBF a2y F2NJ KAIK FlLfasS NB2SOdGkl OOSLII NI
score can be to determining performance. There exist some approaches to adopt a standard to create
quality assessments for various modalities, includdh§T Fingerprintmage QualityNFIQJ]148]andFace
Recognition Vendor TefERVT) Quality Assessm§g9).

Quality score information can be obtained directly from the manufacturer in the form of an API that
allows access to this information or bytracting the sample collected from the capture sensor to analyse
offline. The quality score can become more critical to assessing the performance of systems where
LISNF2NXIFYOS AYyF2N¥IFGA2Y A& fAYAGSRI &degddtuationss s KSy GKS f
where performance results, such as match score data, are not readily available, it is possible to use quality

scores to indicate performance.
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HernandezOrtegaet al. developeda face quality assessmenti 2 2 f (G2 G LINBSRAOG (GKS
ALISOAFAO AyLzi AYF3AS HIONAsPartOtfis, NEOR IFAIGAK SN  LIANGLI2 & K
[in samples] is associatedith i KS A Yl 23S I Ol dzA &ér indt@syare arg Rldted foghg & X 2
properties of the face itself. All these factors influence the quality of the face samples, which is understood
as a predictor of the goodness of a given face image for recognition purp@sasis, quality is an
estimai2NJ 2F 0A2YSGONRO LISNF2NXI yOSé @

Overal] quality checks areessentialfor enrolment, verification, identification, or dduplication.
During image acquisition, it can be usedselectthe best imagdrom streaming video. It also provides
feedback to impreethe quality of image capture. During enrolment and identification, it can help reject
unqualified images and provide actionable feedback to improve accufatigh correlation of quality

score with matching accuracy helps reduce error rfiéd].

Using the collected data allows for examining the quality of samples for the scenarios and

environments explored.

6.4.1 Face

For this trial, the facial quality assessment resowere provided by FaceQnet YA50] [152], who
adrisSa dKFG adKS NBadzZ da 2F | O2YLWzi SNRA&aSR aeads
RFGF GKIFIG Aa 3IJFENDFIAST GKS NBadzZ G gAft 0SS dzy NSt AL
receives a face image and outputs a quality measure between 0 and 1 related to the face recognition
accuracy. This quality measure can be understood as proximity between the input image and a

hypothetical correspondingrjternational Civil Aviation Organizatipn / ! h  O2 YLJX Al y i FI OS

Two premade models are provided, VO and V1. For the results presesithin this chapter, VO is
used. Thiglecisionis partly due to some inconsistent and unexpected behaviour from V1 compared to
V0. For example, daiknages with hardly visible faces score higher than visible faces. This observation

was from manually comparing the results supplied by VO and V1. For this reason, VO was used.

Comparing the quality scores between devices using the baseline scenarigjgitting a onavay
ANOVA statistical test results™@cft p ¢ of Yaty, pP T p1 N 18T (for the original
images andOcht pt  t® matfy pP X pm N T8 for the cropped images. Both show
statistical significance between the degs used, indicating that the hardware, in this gdbe camera
embedded into the smartphones, can cause a difference between the obtained quality deigres6.17

shows the corresponding box and significance plots for the face image quality score device comparison.
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Figure6.17: DeviceQuality Scores Box Plots aneMlue Significance Plots for Original and Cropped

Images forPace)

The results show how the quality is impacted by the device (hardware) tkmdeverit is interesting

that this did not correlate significaly with the verification scores obtained across devicssng the face

recognition algorithm However, it is still worth showing the device impact from a quality score

perspective because of the potential impaxt the verification performance.
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Figure6.18 andFigure6.19 show the comparison between quality and verification for the original and
cropped images, respectively. A trendline is also displayed for andfysibie original imageghis trend
line has he equationU ™ o @ @ xhand for the cropped imageshe trendline has the equation
@ ™ @ T Y In both cases we see a negative correlation between quality and verification,
meaning there is support fadhe argument that higher quality images result in better verification results,
as the verification score for face is a dissimilarity score. difsisrvationbecomes more apparent when
comparing the cropped images and could be caused by FaceQnet performing better when the images are
cropped. However, there are arguments farprovingthe quality scores for images not cropped to the

facial region by agplications like FaceQnet.

Face: Quality vs Verification
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Figure6.19: Quality Scores vs Verification Scores for mppedmages for'Face

Table6.6 shows the face quality scores obtained across the scenarios for the cropped and uncropped
images for the Samsung Galaxy S9. When considering the scenario quality scores for the original

unmodfied images, a ongray ANOVA statistical test to assess the statistical significance of the quality

scores resultin the following:

1 Samsung Galaxy S9

o Original’'Othpv ¢ o1& catl p8tt pm N TEITP

0 CroppedOtlv T T ¢ oHtaty @@ pmm 1 TETP
1 Google Pixel 2

o Original’Othx ¢ o p ydpuath YBimpmn 1 TP

0 Cropped™Othpt @ T 1&catl ¢&T pm 1N TEITP
1 AppleiPhone 8

o Original'Othpx p ¢ @ @atnp v Y pTT N TEITIP

0o Crpped:Othu op w@& catn p8to pmm 1 TBITP

All tests ndicated some statistically significant difference between flagial imagequality scores for

both the original and cropped image quality scores across the scen&widence of sometatistical
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significance between scenarios was followed by a statistical post lagavipe t-test for multiple
comparisons of independent groupgith a gep-down method using Bonferroni adjustmentfisr each
device for both the original and cropped imagE&ure6.20 shows the box plot of the quality scoresda

the significance plot between scenarios for the quality scores with the Samsung Galaxy S9.
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Table66:{ I Yadzy3 DI f | E&

{d {OSYyl N&2

vdzl £t AGe

Device Scenario Image | Participants | Amount Average Median Min Max
0.35 0.55
Original 25 139 0.45 ( 0.05 0.45
Sitting
0.46 0.73
Cropped 25 139 0.61 ( 0.05 0.61
Original 25 124 0.44 ( 0.06 0.45
Standing
Cropped 25 123 0.59 ( 0.05 0.59
?
- Original 24 121 0.43 ( 0.05 0.43
3
8
o Treadmill
c
>
£
5 Cropped 24 121 0.56 ( 0.09 0.56
Original 24 122 0.46 ( 0.06 0.47
Corridor
Cropped 24 121 0.61 ( 0.06 0.6°
Original 25 151 0.21( 0.10 0.20
Factor- Dark
0.00 0.57
Cropped 12 45 0.31 ( 0.09 0.35
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Table6.7:D223¢tS t AEStf w {OSYINR2 vdzZ fAGE
Device Scenario Image | Participants | Amount Average Median Min Max
0.35
Original 35 135 0.43( 0.07) 0.43
Sitting
Cropped 35 131 0.62 ( 0.05 0.62
Original 33 116 0.44 ( 0.07) 0.42
Standing
Cropped 32 111 0.61 ( 0.06 0.62
~ Original 35 128 0.42 ( 0.06 0.41
©
X
a
@ Treadmill
§, 0.48 0.73
)
Cropped 35 127 | 0.58( 0.0 | 0.58
0.08
Original 34 142 | 0.44(0.09 | 0.44 '
Corridor
0.16 0.75
Cropped 34 142 | 0.62(0.09 | 0.63 .
0.03 0.48
Original 35 192 | 0.24(0.11) | 0.24 .
Factor- Dark
0.00 0.50
Cropped 30 143 0.34 ( 0.09 0.35
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Table6.8:! LILX S At K2y S vy

{ OSY I N& 2

vdzl f AlGe

Device Scenario Image | Participants | Amount Average Median Min Max
0.30 0.60
Original 29 147 0.47 ( 0.07) 0.48
Sitting
Cropped 29 147 0.62 ( 0.05 0.62
Original 28 140 | 0.46( 0.09 | 0.47
Standing
0.38 0.70
Cropped 28 140 0.60 ( 0.06 0.60
0.35 0.63
Original 27 136 | 0.44( 0.0 | 0.44
[ee]
()
5 Treadmill
<
(23
Cropped 27 136 0.56 ( 0.05 0.57
0.35 0.60
Original 23 115 | 0.47(0.09 | 0.47 | .y f
Corridor
0.51
Cropped 23 115 0.63 ( 0.06 0.63 '
)
0.08
Original 24 119 | 0.39( 0.09 | 0.38 .
Factor- Dark
0.04 0.63
Cropped 18 72 0.43(0.09 | 0.42
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Figure6.22: Apple iPhone &cenario Quality Scores Box Plots antfdtue Significance Plots for

Original and Cropped Images f&Face

6.4.2 Iris

The IriTech IriShield provides an SDK that includes a bespoke algorithm for assessing the quality of an
iris image.The quality scores araalculated based on severahage quality metrics for iris recognition
using IriCore (IriTech Iris SPKY1L.L NA ¢ SOKQ&a AYI 3S ljdzZr f AGe vedas®a aYSyd |t 321
most accurate one in IREXHlowever, IriTech cannot share details of the calculations and algorithms
because they are Critic@lonfidential and Proprietary Information. The metrics used for the calculation

includefull support of IQCE (IREXduality metrics and sellefined metrics

1. Scalar overall quality 10. Margin

2. Gray level spread 11. Sharpnesgdefocus)

3. Iris radius 12. Moation blur

4. Pupil iris ratio 13. Signalto-noise ratio

5. Usable iris area 14. Magnification

6. Irissclera contrast 15. Head rotation

7. lIris-pupil contrast 16. Gaze angle

8. lIris sclera boundary shape 17. Interlace

9. Iris pupil boundary shape 18. Vendordefined metrics
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Similarly, to analysthe genuine verification scores for face, the quality scores were examined against
the scenario groups to check for any statistical significafiable6.9 shows the stistical results for the
iris quality scores across the experimented scenario range. Unsurprisingly, the lowest quality scores were
found to be for users who were attempting to operate the iris scanner through glasses

Table6.9:{ OSY I NA2 vdz tAdGe {O2NB {dFdA&dAOda

Device Scenario | Participants | Amount Average Median Max Min
100 20
Sitting 60 338 | 71.2( 29.9 83 ,\\.
100 20.0
Standing 59 297 77.6 ( 27.0 90
o 100 21
< _
73 .
= Treadmill 59 291 | 81.3( 25.7 94
$
=
Corridor 57 287 80.9 ( 23.9 90
Factor- Dark 60 321 76.6 ( 25.5 86

When comparing the quality scores against the verification scores, a slight positive corredation
shown inFigure6.23, was found. The trendline has the equatian 18t 1@ 1. This means that
higher iris quality scosehad a slight decrease in the verificatiperformance as the verification scores
are present as dissimilarity scores. Howear noted from the equatiorthe gradient is almost flat (D)
implying that potentially there is little to neffect between quality and verification observed. Tingpad
could be caused by using infrared imagiogaptureand compare the images. It is also worth noting that
IriTech IriCore SDK was not used to produce the verification scores due toslked commerciahature

of the SDK.
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Figure6.24 shows the box plot results for the quality scores of the iris images between the scenarios.
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Using a onavay ANOVA statistical test to assess the statistical significance of the quality scores between

seenarios results iDTp v ¢ w Xx® path w8t pmm 1 T8 T pndicating that the different

scenarios have a statistically significant impact on the quality scores for the iris recognition system.

Evidence of some statistical significance betwemmarios was followed by a statistical post hairwise

t-test for multiple comparisons of independent groupsth a dep-down method using Bonferroni

adjustments

Figure6.25 shows the results of this post hoc analysis in the form of a significance plot highlighting

the significant relationships between groupBhe observation is that the significant differencesneo

from comparing the sitting scenario with the other scenarios (except for our challenging condition). The

LINPOFotS Ol dzaS F2NJ GKAA NBflGSa

each user experienced for each tr&alimodality. Therefore, any errors or issues were encountered within

2

dKS dza SNDa

this scenario. The results observed héikely reflect this difficulty withusersfamiliarisingthemselves

with the IriTech IriShield for the first time.
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6.5 The Effect of Motion

The effect of motion on mobile biometric performance is a new area of interest, and we aim to begin
to analyse the effect of this performaScd t NS @A 2dzaft ex GKS O2NB FIF Ol2NAR A
FILOG2NR GKIG AyTFEfdzsSyOS GKS aeaidSvya LISNF2NXIFyOS |y

scenariog§45].

Using the collected data, we aim to analyse the dffecmotion on biometric performance. The
biometric match scores from our face, voice and iris recognition trials were analysed for this purpose. Two
scenarios were categorised as stationary (Sitting and Standingd)two were categorisedsamotion

(Treadmill and Corridor).

6.5.1 Face

Table6.10shows the statistical results of analysing the genuine verification and quality scores for both
the original and croppd facial images between the stationary and motion scenarios. For each
comparison? St O R &twastperformed to test for statistical significance between the stationary and
motion scenarios. In all casdbe statistical test indicates that thetationay and motion scenarios are
significant although slightly less so when comparing the quality of the original ima&ggsre6.26 and
Figure 6.27 show the FTest histogram density distributions for the verification and quality sgores

respectivelyfor the original and cropped images.
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Table6.10: Stationary vs MotionScenaricStatistics for CI O S Q

Welch's T-Test: Stationary vs Motion

[ Stationary
Motion
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Figure6.26Y
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Variable Image Scenario Amount Average Median
Stationary 706 0.22 (£0.08) 0.21
Original Motion 739 0.30 (x0.06) 0.30
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6.5.2 Iris

Table6.11 shows the statistical results of analysing the genuine verification and quality scores for the
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2 S T-T&8&t Qamparing thQuality Scores for Stationary and Motion Scenarios for

iris images between the stationary and motion scenarios. For each compatisri O KT&sé wag

performed to test for statistical significance between that®nary and motion scenarios. In all cases

the statistical test indicates that there is significance between the stationary and motion scenarios for

both verification and qualityalthough slightly less so for the verification scores, whash mentiored

previouslyis likely down to the capability of the hardware using infrared images over colour RGB images.

Figure6.28 and Figure6.29 show the TTest histogram distribution for the verification and quality scores

for the stationary and motion scenarios observed for the iris data.

Table6.11: Stationary vs Motion Scenario Statistics fiHL NJA a Q

Variable Scenario Amount Average Median
Stationary 575 0.39 (+0.08) 0.41
Verification Motion 578 0.40 (x0.07) 0.42
2 St OREsao ptt W cA @ 1®& Y p m (P<0.01)
Stationary 635 77.4 (£28.4) 87.0
Quality Motion 578 81.1 (£24.8) 92.0
Welch's FTest:0 p ¢ &UD @ P X8 ¢ p t (P<0.001)
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Welch's T-Test: Stationary vs Motion
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6.5.3 Voice

Table6.12 shows the statistical results of analysing the genuine verification scores for the voice audios
0SGpSSy G(KS adliGdAz2yl NB | y-Fest W jpevfanyied o @eStyfdr statigicald ! 2

significanceand the statistical test indicates that trssationary and motion scenarios are significdot

(¢p))
O
P
Qo

the verification scoredrigure6.30 shows the FTest histogram distribution for the verification scores for

the stafonary and motion scenariazbserved for the voice audio data.

Table6.12: Stationary vs Motion Scenario Statistics fit+ 2 A OS Q

Variable Scenario Amount Average Median
Stationary 1092 0.76(x0.16) 0.80
Verification Motion 1210 0.70 (20.16) 0.73
Welch's TTest:0 ¢ ¢ koo «® 1) o® ¢ p m (P <0.001)
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Welch's T-Test: Stationary vs Motion
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One of the novel factorthat intruded on mobile biometrics is mobility. The concept that the biometric
system can be operated while on the move is an area that will require continuous academic research.
However, rere the results indicate that motion does have a statistically significant for bertification
and quality scores for several modalities and supports the inclusion of ensuring that rhatseal

scenario testing should be included within the performance framework.

6.6 The Effect ofhe Environment

Following on from motion is another conatethat will require investigation when considering a mobile
biometric system, the environment. Usetan authenticate at any time anglace meaning that a

performance testing framework should consider the environment when evaluating.

The first data codiction session focused on scenarios and challenging conditions in the form of
influential factors. The second session focused on the environment by taking the session outdoors in an
uncontrolled setting. Thisial allows a unique look at how defined (wéat, temperature) environmental
factors can affect performance and further showcases how we can record operational results within the

performance framework.

6.6.1 Indoor vs Outdoor

Looking into the performance effects of altering the environment from indoautnloor was possible

with the inbuilt biometric systems of the tested smartphone devices.

Table6.13 shows the FNMR achieved by the participants between sessior{lndeor) and session

two (Outdoor). As noted in Chapterthe leadingcauseof false noamatches vere human error and the
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user cancelling the authentication rathéihan a biometric match failureln addition, he participant

enrolled again beforstarting the session with the baseline sitting scenario.

There are some notable cases where the FNMR increased from the change in environment, most
notably the Samsung Galaxy S9 ,sighich had the highest FNMR across all the devices and modalities
tested. Also,in the case of the two iPhosgthe FNMR increased slightly within the outdoor environment
than in the indoor environment. However, the remaining modalitesw a fall in theoutdoor FNMR
Unfortunately, ro firm conclusions can be drawn from thiatd, partly because of the limited number of
participants involvedHoweverit is still worth highlighting the results achieved directly from the devices

as this is typical of the data available from a device offering commercial access to the bionsinic. sy

Going further, using the captured modality samples allows the analysis of the indoor and outdoor
environments using thirgbarty libraries. The enrolment reference was the same baseline sitting sample
used for all comparisons throughout this chapt&/hen comparing the data availabléhe factor
scenarios were removetb make the comparison fairer and only compahe indoor and outdoor

conditions without potential distractions from other external influences.
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Table6.13: False NorMatch Rate Results for the 1Built Biometric Systems of the Smartphone

Devices Comparting Between Indoor and Outdoor Environments

Device Modality Session Participants Amount Success | FNMR (%)
€ Indoors 25 548 488 11
S
(&)
g
T Outdoors 15 823 746 10
?
<
R Indoors 25 486 448 8
© 3
=) b
S L
g Outdoors 15 760 735 4
5
N
Indoors 25 489 368 25
2
Outdoors 15 683 411 40
N
[ = Indoors 35 772 694 11
o a
Q2 @
2 2
§ T Outdoors 14 749 690 8
0 k= Indoors 33 653 619 6
2 S
o (&)
£ 2
L 5 Outdoors 14 664 615 8
e Indoors 27 543 536 2
() [}
c Q
o) IS
= LL
e Outdoors 13 658 623 6
6.6.1.1 Face

Table6.14 shows the statistical results of analysing the genuine verification and quality scores for both
the original and cropped facial images between the indoor and outdoor environments. For each
comparison 2 S f O Kr&stiwag performed to test for statistical significance between the indoor and
outdoor environments. In all casethe statistical test indicates that there is significance between the
indoor and outdoor environmentsalthough slightlydss so when comparing the quality of the cropped
images.Figure6.31 and Figure6.32 show the TTest histogram density distributions for the verification

and quality scoregespectivelyfor the original and cropped images.
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Table6.14: Indoorvs Outdoor EnvironmentStatistics for'Face

Variable Image Environment Amount Average Median
Indoor 1445 0.26 (+0.08) 0.27
Original Outdoor 1827 0.34 (+0.08) 0.34
Welch's TTestoonm@w c§ & pdo pnt (P <0.001)
Verification
Indoor 1314 0.26(x0.08) 0.27
Cropped Outdoor 1739 0.34 (x0.07) 0.33
2 Sf ORé&BOCcl B Cc &y pd o pmt  (P<0.001)
Indoor 1565 0.45 (+0.07) 0.45
Original Outdoor 2017 0.46 (x0.07) 0.46
_ Welch's TTestoc o @ap @ 1 o® ¢ p m (P <0.001)
Qualty Indoor 1553 0.60 (=0.06) 0.60
Cropped Outdoor 1994 0.60 (+0.06) 0.61
Welch's FTest:0 6 T @@ ™M 1&@c pmn (P<0.5)
Original Cropped
Welch's T-Test: Indoor vs Outdoor Welch's T-Test: Indoor vs Outdoor
) Sl g Shl
BT S o "2 ine vthenton sre e
Figure6.31Y 2 S T-Te#t Qa@mparing the Genuine Verification Scoreslfmoor and Outdoor
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6.6.1.2 lris

Table6.15 shows the statistical results of analysing the genuine verification and quality scores for the
iris images between the indoor and outdoor environments. For each compafisénf O Krestwas
performed to test for statistical significance between the indoor and outdoor environments. In all cases
the statistical test indicates that there is significance between the indoor and outdoor environments for
both verification and qualityalthough lesso for the quality score$sigure6.33 and Figure6.34 show the
T-Test histogren distribution for the verification and quality scores for the indoor and outdoor

environments respectivelyobserved for the iris data.

One observation worth noting when analysing the iris datah&t when comparing scenarips
specifically between stanary and motion, the quality scores were impacted more than the verification
scores. In contrastthe opposite is true when exploring the environmental impate verification

impacts outdoor conditions morthan the quality scoreswhich seem to be lesaffected.

Table6.15: Indoor vs Outdoor Environment Statistics f/?fL NA a Q

Variable Environment Amount Average Median
Indoor 1153 0.40 (x0.07) 0.41
Verification Outdoor 1370 0.42 (x0.04) 0.44
2 St ORGSO P B B M wd Y p 1t (P <0.001)
Indoor 1213 77.5 (£27.0) 90.0
Quality Outdoor 1390 76.6 (£23.7) 86.0
Welch's TTest:0 ¢ T @ot 1@ @) o 1 pm (P<0.5)
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Welch's T-Test: Indoor vs Outdoor
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6.6.1.3 Voice

Table6.16 shows the statistical results of analysing the genuine verification scores for the voice audios
0SG6SSy (G(KS AYyR22NJ I yR 2 daTéswadNger®yngoitdNBsy fof Stytigel & |

significanceand the statistical test indicates that there is significance between the indoor and outdoor

2 §f OKQ:

scenarios for the verification score&igure 6.35 shows the T-Test histogram distribution for the

verification scores for the indoor and outdoor environmentsserved for the voice audio data.

Table6.16: Indoor vs Outdoor Environment Statistics fdt+ 2 A O S Q

Variable Environment Amount Average Median
Indoor 2302 0.73 (x0.16) 0.76
Verification Outdoor 2875 0.59 (x0.17) 0.61
Welch's TTestouv m@yp oBixn uvd v pm  (P<0.001)
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Welch's T-Test: Indoor vs Qutdoor
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Thecomparison between indoor and outdoor environmelmslicates a significant difference across
all tests with veriftation and quality scores acrogariousmodalities. Thisesulthelps to strengtlenthe
inclusion ofdifferent environments trialled as part of the mobile biometric performance framework with

the recommendation theisome outdoor activity should biecluded within the operational testing stage.

6.6.2 Weather

Weather analysisollecteda snapshot of the weather when the participant started the outdoor trial
of the second data collection session. This snapshot was collected from BBC WeathHé&52jpm
association with MeteoGroufi54], which indicates the current weather over the next hour, covering the

outdoor trial duration.

Table6.17 shows the observed weather conditions for the total of the fiy participant trials who
completed the second sessiolt is shown that most of the outdoor trials took place in dry, sunny
conditions reflectng the timeof the year that the trial took place, Summadt.is possible to see if and
what the weather conditions have on the biometric performanggng these groupsparticularly in

sample quality and match scores.
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Table6.17: Summary of Weather Conditions Experienced During Outdoor Trial

Wet Conditions | Heavy Rain Showel
Snapshot Samply TR

" i e "

Canterbury + Canterbury + Canterbury +

Next Hour | saemzias Next Hour o 1105 Next Hour o4 2105

Rdl7

¢~
| Q.

Heavy rain showers Light rain showers and Light rain showers and .
and light P amoderate breeze a moderate breeze !

Participants

Dry Conditions

Canterbury + Canterbu

Next Hour 2108 Next Hour

ol £ D 19

o " 0
Light cloud and a Sunny intervals and Sunny and a
gentle breeze a gentle breeze moderate breeze

G uv o Posen B Fotin W & Posen € PoRon O & Foten B Fotion

Participants

6.6.2.1 Face

Table6.18 shows the statistical summary of the weather analysis on the genuine verification scores
for the face Figure6.31 presents the data as a box plohéthe significance plot showing statistical

significance between weather conditiofr the verification scores.

Table6.18: Weather Condition Gemnine Verification Score Statistics f## CI O S Q

Weather Cropped | Participants | Amount Mean (p) Median | Min | Max
Original 1 48 0.34 (x0.03 0.34 | 0.29| 0.40

Heavy Rain Showel
Cropped 1 40 0.35 (#0.03 0.35 | 0.29| 0.41
Original 5 260 0.32(x0.06 0.31 | 0.23| 0.85

Light Rain Shower
Cropped 5 253 0.31 (+0.09) 0.31 | 0.21] 0.45
Original 4 167 0.37 (+0.06 0.37 | 0.26| 0.59

Light Rain
Cropped 4 147 0.38 (+0.06 0.36 | 0.26| 0.62
Original 1 51 0.28 (+0.04 0.28 | 0.23| 0.40

Light Cloud
Cropped 1 43 0.29 (+0.03 0.28 | 0.23| 0.39
Original 20 936 0.35 (+0.08 0.35 | 0.17| 0.88

Sunny Intervals
Cropped 20 907 0.34 (+0.07) 0.34 | 0.17| 0.58
Original 14 616 0.34 (+0.09 0.33 | 0.19| 0.85

Sunny
Cropped 14 582 0.34 (+0.08 0.32 | 0.19| 0.60
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Figure6.36: Weather ConditionGenuine Verification Scores Box Péotd RValue Significance Plots for

Original and Cropped Images f&Face

Using a onavay ANOVA statistical test to assess the statis8gnificance of the genuine verification
scores between weather conditions result§@Quiy Tx ¢ p B vath v pm N TWITP
for the original images andufp w@ @ ¢ @ matf ¢®o pm 1§ T8 T pmeaning that
weather conditions hve a statistically significant impact on the genuine verification scores for a face

recognition system.
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Table6.19: Weather ConditionQuality Score Statistics fo CI O S Q

Weather Cropped | Participants | Amount Mean (u) Median | Min | Max
Original 1 50 0.52 (+0.06) 0.54 | 0.38| 0.59

Heavy Rain Showel
Cropped 1 45 0.64 (x0.02 0.64 | 0.59| 0.70
Original 9 470 0.51 (x0.07) 049 | 0.37]0.71

Light Rain Shower
Cropped 9 350 0.60 (+0.06) 059 | 0.35|0.73
Original 4 187 0.41 (x0.06 0.39 | 0.20| 0.56

Light Rain
Cropped 4 170 0.57 (#0.07) 0.55 | 0.37]|0.71
Original 1 51 0.51 (#0.03 0.51 | 0.43]| 0.56

Light Cloud
Cropped 1 46 0.63 (x0.03 0.63 | 0.57| 0.68
Original 25 1270 | 0.46 (x0.08 0.46 | 0.07| 0.67

Sunny Intervals
Cropped 25 1059 | 0.61 (#0.06 0.61 | 0.35| 0.80
Original 16 755 0.46 (x0.07) 0.46 | 0.20| 0.65

Sunny
Cropped 16 680 0.59 (+0.08 0.59 | 0.36| 0.80
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Figure6.37: Weather ConditiorQuality Scores Box Plots anéVRilue Significance Plots for Original

and Cropped Images féPac&

Using a onavay ANOVA statistical test to assess the statistical significance of the original quality

scoes between weather conditions results@ufg x X X X & patn

and the cropped images results@uf 6 0 0 ¢ & catn
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that weather conditions have a statisticaflignificant impact on the uncropped quality scores for a face

recognition system.

6.6.2.2 lris

The same approach for analysing the impact of the weather was performed against the obtained iris
data. Table6.20 shows the overall statistics for the genuine verification score data for the inferred iris
image captured using the IriTech IriShield. In contrast, outdoors during the sdatadollection sessn

andFigure6.38 shows this in a box plot.

Using a onavay ANOVA statistical test to assess the statistical significance of the verification scores
between weather conditions results ifOtfpcgpu o@ eatn ¢pT pmMm 1 TATMP
indicating that the weather conditionstatistically impactthe genuine verification scores for the iris
recognition system. The evidence of some statistical significance between weather conditions was
followed by a statistical post ho@pwiset-test for multiple comparisons of independent groupgh a

step-down method using Bonferroni adjustments

Figure6.39 shows the results of this post hoc analysis in the form of a significance plot highlighting
the significant relationships between groups ¢ KS &A3IYyAFAOFIyOS A& LINBaSyi
O2yRAGAZ2Y&a |a RSY2yaiNldSR a®yaKEyafWNBKiIAwl KYIX

compared to the other trialled weather conditions and more significantly with each other.

Table6.20: Weather Condition Genuine Verification Score Statistics\for NJA a Q

Weather Participants | Amount Mean (W) Median | Min | Max
Light Rain Shower 3 111 0.42 (0.02 0.43 0.36 | 0.46
Light Rain 2 76 0.42 (0.03 0.42 0.34 | 0.46

Light Cloud 1 53 0.42 (0.01) 0.41 0.40 | 0.46
Sunny Intervalg 13 635 0.41 (#0.06) 0.43 0.20 | 0.48
Sunny 10 495 0.44 (0.02 0.44 0.36 | 0.47
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Figure6.39: Weather ConditiorGenuine Verification Scores\Palue Significance Plot foHisQ

Additionally, analysing the iris quality scagainst the weather conditions produces the statistical
data shown inTable6.21 and the box plofigure6.40. Using a onavay ANOVA statistical test to assess
the statistical significance of the quality scores between weather conditions resul@tip o Y v
pB catn ¢d UL pm N T8 1T pindicating that thedifferent weather conditions have a
statistically significant impact on the quality scores for the iris recognition system. The evidence of some
statistical significance between weather conditions was followed by a statistical postaimadset-test

for multiple comparisons of independent groupgth a 4ep-down method using Bonferroni adjustments

Figure6.41 shows the results of this post hoc analysis in the forna sfgnificance plot highlighting
the significant relationships between groupkhe observation is that significance is present between the
WsSiQ YR WRNEQ O2yRAGAZYA &4 RSY2yadNI GSR o@

significance comared to the other trialled weather conditions and more significantly with each other.
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Table6.21: Weather ConditionQuality Score Statistics foHisQ

Weather Participants Amount Mean ) Median Min Max
Light Rain Shower 3 111 86 & 22) 97 23 100
Light Rain 2 96 79 € 23) 88 36 100

Light Cloud 1 53 89 ¢ 14) 92 39 100
Sunny Intervalg 13 635 75 @& 25) 85 20 100
Sunny 10 495 74 ¢23) 80 23 100
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Figure6.40: Weather ConditiorQuality Scores Box Plot féiisQ
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Figure6.41: Weather Conditim Quality Scores F/alue Significance Plot fo#isQ

6.6.2.3 Voice

Using a onevay ANOVA statistical test to assess the statistical significance of the genuine verification
scores between weather conditions resultsQuic Y@ w p @ Tatn oBuL pTT N TBITP
indicating that the weather conditionsignificantlyimpact the quality scores for the iris recognition

system. The evidence of some statistical significance between weather conditions was followed by a
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statistical post hoc airwiset-test for multiple comparisons of independent groupdith a gep-down

method using Bonferroni adjustments

Table6.22: Weather Condition Genuine Verification Score Statistics¥at 2 A OS Q

Weather Participants | Amount Mean () Median | Min | Max
Heavy Rain Showe 1 50 0.58 (+0.09 0.58 0.16 | 0.74
Light Rain Shower 9 468 0.53 (#0.19 0.51 0.06 | 0.92
Light Rain 4 204 0.54 (0.18 0.60 0.10 | 0.80

Light Cloud 1 50 0.60 (+0.06) 0.60 0.48 | 0.73

Sunny Intervalg 25 1284 0.60 (#0.16 0.61 0.02 | 0.93
Sunny 16 819 0.61 (0.18 0.64 0.09 | 091
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6.7 Usability

This section will explore usability by examining three key metrics to form an understanding of how

users are interacting with the mobile biometsgstem:

1 Transactional Time; The total time taken from the biometric prompt being presented to the
user asking for the presentation of the biometric sample until a decision is made.

f Accuracy (IFNMRc¢ KS aeaidisSvyQa | OOdzNI O& disé noSnljaddiirédd £ Sy
from all the errors that occur, indicating how often the system performs as expected and
successfully verifies the user.

f Satisfactiong¢ KS dza SNRa al GAaflOldAz2y Aa Fy 2LAYA2ZYy 3
participants usinga Likert scale ranging from 0 (completely unsatisfied) to 7 (completely

satisfied).

From the devices trialled as part of the researsix, combinations of device and biometric modality
werepresent TheyK R | a@ RS @St 2 LISNE thé @Bdtion dffthe us@udiy matrkE | £ £ 2
defined above From the indoor session and scenaribable6.23 shows the usability metrics obtained

from the studyIn addition, he usbility metrics presented ifable6.24 were captured from the outdoor

session.
Seeing the transactional time can also reveal some possible habitweftants, as withall the tested

modalities the first scenario presented to the participants (sitting) is also the one which bdlost

highest average transactional time, with the presented influencing factors coming in second.
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Table6.23: Usability Metrics for Smartphone Device Modalities for Session One (Indoor) Scenarios

Device | Modality Scenario Mean Transactional Accuracy (1 Satisfaction (#)
Time (s) FNMR) (%)

Sitting 2.16 74 4.96

c Standing 1.42 94 4.96

?,’ Treadmill 1.32 96 4.96

-EET Corridor 1.10 93 4.96

Factor- Wet 3.30 23 4.96

%\ Sitting 3.16 92 5.08

% Standing 1.39 90 5.08

% I% Treadmill 1.38 91 5.08

é Corridor 1.37 93 5.08

& Factor- Dark 0.75 99 5.08

Sitting 3.56 72 3.56

Standing 2.65 83 3.56

'E Treadmill 3.42 73 3.56

Corridor 3.59 71 3.56

Factor- Dark 3.17 75 3.56

~ Sitting 1.55 86 5.20

'g_g ‘g Standing 1.02 90 5.20

P S Treadmil 113 87 5.20
g g _

8 T Corridor 1.08 95 5.20

Factor- Wet 5.45 20 5.20

Sitting 1.63 96 5.06

® }= Standing 1.16 96 5.06

% q:.,' Treadmill 1.32 93 5.06

é;—' -g Corridor 1.19 91 5.06

Factor- Wet 7.06 0 5.06

Sitting 1.13 99 511

= Standing 0.81 99 5.11

% § Treadmill 0.86 98 5.11

i - Corridor 0.86 97 5.11

Factor- Dark 1.14 97 5.11
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Table6.24: Usability Metrics for Smartphone Device Modalities for Sesslavo (Outdoor) Scenarios

) . i ] Accuracy (IFRR) ) .
Device Modality Mean Transactional Time (s %) Satisfaction (#)
%
2.16 74 4.96
= 1.42 94 4.96
S 1.32 96 4.96
=
T 1.10 93 4.96
3.30 23 4.96
(@]
n 3.16 92 5.08
<
= 1.39 90 5.08
(O] (]
> 3 1.38 91 5.08
g LL
2 1.37 93 5.08
& 0.75 99 5.08
3.56 72 3.56
2.65 83 3.56
% 3.42 73 3.56
3.59 71 3.56
3.17 75 3.56
1.55 86 5.20
N
) £ 1.02 90 5.20
a S
© 5 1.13 87 5.20
<Y =
§ T 1.08 95 5.20
5.45 20 5.20
1.63 96 5.06
o € 1.16 96 5.06
o S
5 5 1.32 93 5.06
& 2
= T 1.19 91 5.06
7.06 0 5.06
1.13 99 5.11
> 0.81 99 5.11
2 g
5 3 0.86 98 5.11
= LL
e 0.86 97 5.11
1.14 97 5.11

6.8 Tailored Impostors Investigation

To examine the impact of this tailoring approach. The sample tailoring algorithm will try to locate

tailors within each group at random. When all tailors within a group are exhausted, they will begin to
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select randomly from the group above. As the datasesmall, tailoring is locating tailors from less

concentrated groups in the selection process.

The impact of impostors was analysed in the baseline (Sitting) scenario to minimise any interference
from external factors. Using voice recording obtainedrfrthe Samsung Galaxy S9, we could analyse the
AYLI Of LINE OSa3asSaQ

variations, precisely the false match rakgure6.44 and Table6.25 shows the results of this analysis.
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Table6.25: Statistical Tests on Varying Impost&FailoringtProcesses

Mean Match Score Independent FTest
Impostor Gender + Age| (Random, (Random, (Gender,
Amount Randam Gender Group Gender) Gender + Gender +
Age Group) Age Group)
1 0.57 ¢ 0.13)| 0.71 ¢ 0.09) | 0.68 ¢ 0.13) P<0.001 P<0.001 P<0.025
2 0.56 ¢ 0.13) | 0.66 ¢ 0.11) | 0.66 ¢ 0.13) P<0.001 P<0.001 P<0.991
3 0.60 € 0.14) | 0.66 ¢ 0.12) | 0.67 ¢ 0.12) P<0.001 P<0.001 P<0.494
4 0.59 ¢ 0.15) | 0.67 ¢ 0.11) | 0.67 ¢ 0.13) P<0.001 P<0.001 P<0.519
5 0.59 ¢ 0.13)| 0.67 € 0.12) | 0.67 ¢ 0.12) P<0.001 P<0.001 P<0.496
6 0.60 ¢ 0.14) | 0.66 ¢ 0.12) | 0.67 ¢ 0.12) P<0.001 P<0.001 P<0.253
7 0.59 ¢ 0.13) | 0.67 ¢ 0.12) | 0.67 ¢ 0.12) P<0.001 P<0.001 P<0.815
8 0.59 ¢ 0.13)| 0.67 ¢ 0.11) | 0.67 ¢ 0.12) P<0.001 P<0.001 P<0.683
9 0.59 ¢ 0.13)| 0.67 € 0.12) | 0.67 ¢ 0.12) P<0.001 P<0.001 P<0.662
10 0.59 ¢ 0.13) | 0.67 ¢ 0.12) | 0.67 ¢ 0.12) P<0.001 P<0.001 P<0.946

The results indicate a statistically significant difference between the average match scores obtained
using randomly selected impostors based on gender and between randomly selected impostors and those

selectal based on gender and age group. However, it is not clear that there is a statistically significant
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difference between impostors selected based on gender and those selected based on gender and age.
Therefore,it can be statedi K i G KS A Y LJ2 éare2oNdD dampagtDy gedondaricé than the

age group, but this is due to the sample size and age groups being unbalanced.

The results provided here are beginning to present a picture as to how a tailored impostors approach
could work at exploitinghe known weakness of the system to bring out an abaverage false match
rate and thus provide a deeper understanding of the gpdtal securing risk of a worstse passive

impostor attack on the biometric system.
6.9 Summary

This chapter has introduced the results of the experimentation work when applied to the core factors
and performance framework. In doing so, the argument focluding the core factors has been

strengthened, and the concepts of the performance framewualke beerdemonstrated.

ly AffdzAGNF GAGS SEIFYLXS 2F GKS AYLI Ol ywudingi KS W
third-party opensource biometric algithms against the captured data, including a comparison of
A0 GA2Yy I NE YR Y20GA2Yy aO0OSyYyIFINA2ad® ¢KAa OKFLWGSN KI
exploring the effect of various weather conditions and temperatures. dbéervationwas achéved by
SELX 2NAYy 3 (GKS 20GFAYSR AYIF3IS5aQ OGSNAFAOLGAZ2Y | yR |

In providing these resulisve have also bag to demonstrate part of the stages of the theoretical
framework A y Of dzR A y J¢¢d {NB-STIS {¢hRy I NA Rag@SKIh LIEING KA & | |f Yy R Od €
and demonstrated the impact of motion and the environment on the performance by showcasing
statisticallysignificant results meaning the impact and performance in these scenarios and conditions

should be considered asap of the performance framework.
The next chaptewill explore an approach designed to mitigate performance degradation in mobile

devices fronpreviously identified factordpcusing on movement patterns using the same collected data.

In doing the tailoed impostor the approach was trialled further.
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Chapter7

7 The Adaptive Threshold Decision

7.1 Introduction

Biometric facial recognition is a valuable security tool, allowing authentication with little interaction
FNR Y (i Kpbrspdeive sideldmages can be captured from a distance and while in motion, requiring
a camera. As a result, technology laavancedn recent years with its incorporation into mobile devices.
This chapter develops a proeof-concept adaptive decision rdel for mobile devices, which can
outperform a static threshold applied to all environments and usage conditions. The motivation for this
work wasexploring the research question of how any performance deteriorationlma mitigated The
performance assessent framework help informs and discover the approach developed in this chapter
and serves as a potential solution to help mitigate performance deterioration in mobile biometric systems.

The work present in this chapter is an adapted version of previquailished wor155].

Section7.2 introduces related work regarding adaptive methods and the inspiration for the proposed
method. Sectior7.31 7.4 introduces the data collection and discuss how movement scenario impact
recognition performanceSection7.5 introduces the theory behind an adaptive framework to better deal
with changing movement patterns. Sectidh6 discuss the approach to a detection algorithm for
scenarios. Section&a71 7.8 shows the experimental work and results in testing the adaptive threshold
algorithm. FinallySection7.91 7.10 provides a concluding discussion and summary and suggests future

work.
7.2 Adaptive Approaches in Biometrics

Facial recognition has its share of criticism as cagmgas claim the current technology is inaccurate,
AYUiNHzaA GBS | yR AYyTNRyY IS a[158B]yAs & igsulty sewefaldocakedzhabeQecenty)NR @ O @
implemented or are considerg a ban a fixedsystem facial recognition technology, including San
Franciscd50] and the European Uniofl56]. Furthermore, on Octber 05 2021, the European Union

recently went as FMR to ban face recognition for mass policgeglance citing bas and discrimination

N -

concernst YR 'y AYRAGARIASTIEAC NABKY2 @E AINK Bhd@ stlongO+ y i 06 SOI dza

signal for negotiations of the firstver EU rules on Al systeins | Yy R O M&éssiafy Startind fint
¢o preserve our freedoms and creata humarcentric legal framework for Al®  C dzNJi KeS NIy 2 NB =
framework helps certify that it fits its purposef supportingbroad technology adoptionOne way to

achieve this would be tensure high recognition accuracy across scenarios consistently

With a camera installed on most smartphone devices, it is increasingly convenient to take a self
LI2NINFAG AYFE3IS o0WwaStFASQU F2NJ FILOALFE NBO2IAYyAlGAZ2Y D
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users to submit an ID document photo alongside a seliptured on a mobile device to authenticate
their claimed identity as part of Electronic Identity Verification (elDV) senjit®8]. Furthermore,
smartphones now increasingly incorporate facial technology allowing users to verify themselves and

access services and resources within the device and beyond.

Static biometric systems, fixed in position, such as airport @G diave been used. In these scenarios,
the operators have great control over the environment to help optimise recognition performance.
However, the same is not valid with mainstream mobile biometrics, where the operator has no control
over the operationaknvironment. It, therefore, stands to reasdhat those mobile biometrics would

require a more adaptive approacth handling the authentication system.

The concept of adaptive biometrics systems is not new, as Risahi[159] have comprehensively
reviewed adaptive biometrics systems. However, most approaches work by updating the biometric
reference over time, usually to account for tem@ageing. Pisamital.y 2 1S K2 ¢ G0 KSNB A&
ydzYo SN 2F adGdzRASa GKIG S@lrfdza 4GS FRFLWGAGS 0A2YSGN
dakKz2dzZz R Ftaz2 | OlijdzANB RIGF FNRBY (GKS aSyazNa 2y

condition-sensitive (andjuality index) adaptation criterion approach based on Pisaai.taxonomy.

¢tKS YSiK2R AyiGSyRa y2i4 G2 FtGSNI G4KS al YLt S 2N
information to determine the operation scenario and set thresholds accordifgghniques utilising the
sensors embedded into smartphones and combining them with the biometric authentication process are
present in the literature, for example, including the creation of behavioural biometric data to assess
unique traits to identifyndividuals either independently or as part of a multimodal system with another
physical or behavioural biometric trait to produce accurate biometric systems, commonly for continuous
authentication purposeq160]¢[162]. Another involvement of smartphone sensor data is liveness
detection[163]and defending against presentation attacks. For example, €hah[164] demonstrated
a presentation attack detection approachimg motion sensors to defend against 2D media attacks and

virtual camera attacks.

The need for a more adaptive recognition framework is present in the literature as aspects like
movement and portability of the device can vary between enrolment and retiognphases[165].
/| KFLIWGSN) o KAIKEAIKGISR GKS LRGSYyaAlrt FILO0dG2NA | FF¥FSC
Fa 2yS8 2F (KSasS FLOG2NR o0& Ol (1582 NEREmHBEhaeK&Y dzy R
patents that suggest work and ideas relating to an adaptive biometric threshold, including a light intensity
sensor to assist in adjusting the threshetaue in a facial recognition system. Similarly, Brumleack.
[167] (Fitbit Inc) hae also fled patents for continuous authentication on wearable technologies such as
smartwatches and fitness trackers. However, they provide no practical examples of the proposals for
mobile systems. CastiliGuerra et al. [168] proposed an adaptive threshold estimation for voice

verification systems allowing the threshold to adapt to specific speakers. Similarly, Métealin[169]
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proposedusing an adgtive strategy specific to each category of users while investigal 52 RRAy 3G 2y Qa

Zoo classification of user keystroke dynamics.

Lunertietal.[170]a K2 6 SR GKI G F2NJ FI OS OSNAFAOIGA2Y AYy | Y20Af
ensure good sample quality and high biometric performance by applying aonxte threshold that
gAftt NBIdzZA 4GS GKS | YL AGdzRS 2y GFENRAIFIGA2ya 2F GKS aYIl N
This chapter aims to contribute to showing how an adaptive approach can be the answer to having an
GF LILINE LINR | S ( KosRpiori¢ thé dad in mhofile biamStaciagaptive systems by exploring
the potential impact of motion scenarios on recognition performance. The aim is to answer the following
guestion: can mobile biometric recognition performance and security be improvetsing an adaptive

approach to the decision component using knowledge of the operating scenario?
7.3 Adaptive ThresholB@ata Collection

The same data collected from Chapter 5 was used to trial this approach, and this section will briefly
identify the data relevant for the remainder of this chapter. This chapter will focus on the results achieved
using the Androiebased Samsung Galaxy SSsiphone device. A custom application was developed to
collect and capture data from this device to mimic biometric authentication. Using the Samsung Galaxy
{pz GKS O02fftSOGSR RIGlI AyOfdzRSR I WwasSt FagoandA YIS G 1Sy
metadata obtained from the multitude of sensors (including accelerometer, gyro sensor and geomagnetic
sensor) within the device. The device features ameéyapixel (1.22 , f/1.7) frontfacing camera.
However, the default picture size captures imeagat 5.2 megapixels for the study. Therefore, the

resolution of the images was 2640x1980.

Twentyfive participants completed this part of the study during one session visit. The participant was

tasked with operating the device in a variety of scenatios,order of which was:

Sitting- Participant sat down in a chair.
Standing Participant standing.

Treadmill- Participant walking at a steady speed on a treadmill (speed set by the participant).

=A =A4 =4 =4

Corridor- Participant walking at a steady speed doweoaaridor.

The aim was to mimic likely scenarios for smartphone eseeptthe treadmill, where the aim was to
create a controlled walking scenario. The intention was to ensure the tasks were not too strenuous due
to the repetitive nature of the repeat lwmetric transactionsThe theory tests the approach on indoor
scenarios in typical biometric authentication environments (room lighting), allowing the work to focus
specifically on motion and movement. However, ideally, the approach could be adapted ¢o oth

scenarios and factors in the future.
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In each scenario, the participant held the device with their own hands as they usually would when
operating a smartphone device. The participants were-gmeolled at the start of the session using the
RS @A OSaria systeinwiileseatedd ¢ KS LI NIAOALI yiGa G221 | WwasSt TaA
were no recommendations on positioning the face within the image; the only requirement was that the
face was within the image. An additional part of the experimentav (2 aSS GKS AYLI} Of

facial recognition system.

Once the participant had captured the image, they remained in the same position, including the
KFYyRftAYy3 2F (GKS RSGAOS® ¢KSe HIINSdroidBidnfetritPMiBta Sy G S R
[171]to perform an authentication. While this was happening, the device would simultaneously collect
the metadata (sensors, including Gyroscope, Linear Acceleration, Magneticafigl@rientation) fom
0KS Y2YSyld (GKS RS@PAO0SQa FI OS | dzikKSyGAOlFdazy adl N
of Android SensorManag§t72].

Because the face recognition authentication can be over within argbdhe sensor delay was set to
nonnpa G2 O02tftS8S0G Fra YdzOK aSya2N) RF{GlF a Ll2aarot
2yfte + KAyd G2 (GKS aeaidSyo 9¢9Syia Yre 0SS NBOSAGSH

Figure71a K264 SEI YLX Sa 2F 2y S OF LWidzNBR wasSt FASQ AYl
participant in the studyTable7.1 displays the number of images collected from each scenario and how
many of those the facial recognition algorithm could detect a face. The work in this paper uses images
where the algorithm detected a fac&€able7.2 shows the breakdown of the participaitges. 76% of the
participants who used the Samsung Galaxy S9 were under 30, as a student population was recruited and

used for this studyln addition, the participants had a gender split of 52% Female to 48% Male.

(a) Sitting (b) Standing (c) Treadmill (d) Corridor
Figure7.1: One example image from each scenario obtained frone participant during the first

session
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Table7.1: Number of images collected from each scenario

Scenario Images Face Detected No Face Detected
Sitting 139 139 0

Standing 124 123 1

Treadmill 121 116 5

Corridor 122 120 2

Table7.2: Participant Age Ranges

Age Ranges Number of Subjects
1921 3
22-24 8
2529 8
30-39 4
40-49 2
Total 25

7.4 Scenario Performance

A prototype was createdo test whether the adaptive approach has the potential to outperform a
traditional system Unfortunately, commercial smartphone devices have biometric components tightly
locked down for security and privacy concerns. Therefore, an -gpence software gorithm was used
to help create a prototype of how a potential adaptive system could perform and function. The open
a2 dZNONBORAFR A2y Q LR GK2Y A O[NBB]NE3]wad Gsbidiak the face o dnv o6& D
NEO23ayAlA2Y FfI2NRGKY FT2NJ GKS LINRPG2G@LIS® ¢KA& f A0NI NE

The first sitting attempt was used as the enrolment reference for each user to act as thedsese
scenario. Then, the remaining images from all the scenarios were used as verification drbbes.
verification probes for the sitting scenario, 123 for ttanding scenario, 116 for the treadmill scenario,
FYR MHn F2NJ GKS O2 NNA R2 NI-NOSH WAERA BB MdzaNIRNE b SIELI G dzii 1K B!
the dissimilarity distance scores (between 0 and 1) of a given enrolled sample and a new \arificati
probe. Here, a high score indicates that two images are unlikely to be of the same person (no match), and
a low score indicates that the two images are likely to be of the same person (match). The library
recommends a decision threshold of 0.6, mearafigomparisons that score 0.6 or below are considered

the same person, and anything above is different.

Chapter 3 showed how scenarios could impact the falsematch rate of the Samsung Galaxy S9,
and Chapter 5 showed the performance results from teeide. However, it is also noted how additional
factors could have caused this impaEinally, 8 an exploratory investigation, the dissimilarity score
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information provided by this library was used and investigated if a need existed for having a different
threshold for each scenario by examining the performance observed within eacipotéigial needcan
be seen by exploring how the dissimilarity scores from genuine transactions vary in each sdaideo.
7.3 shows this information along with the standard deviation and shows that the average dissimilarity
score for the stationary scenarios was 0.2D(08).

In contrast, the average score for thenmtion scenarios wa0.30 ( 0.06). It indicates a 43% score
increase from a user in a stationary scenario to being in a motion scenario. The unpairedléddtest
gives aiscore equal to 13.84 with an associatestgdue of less than 0.00001, demonstrating a statidijcal
significant difference between the genuine distance scores in stationary and motion scenarios. Similar
statistical tests proved that the difference between the impostor distance scores in this instance was not
statistically significant. It can also bees that the baseline recognition performance varies across

scenarios.

Here four impostors for each genuine useereused as discussed in Sectiés7.1, and the lagest
FMR occurs in the same scenario used for the enrolment. However, this is also the scenario with a mean
dissimilarity score significantly lower than the baseline threshold of 0.6, highlighting the problem and
effect of using impostor probes taken inglsame scenario on the false match rate. Therefore, it is
believed that an adaptive threshold could provide greater security by restricting these passive impostor

attacks. These findings highlight reasons for the introduction of unique thresholds intoetsiom

algorithms.
Table7.3: Performance variations for each tested scenario
Genuine Mean Dissimilarity Score Baseline Recognition Performance
Sitting 0.16 ( 0.07) Em?ig.'gg
Standing 0.25 ( 0.06) FFNMMRFf:g?baO
Treadmill 0.31 ( 0.07) FFNMMRF:Q:S?%%O
Corridor 0.29 ( 0.05 ig@g?giﬁ?

7.5 The Adaptive Scenario Threshold

¢KS ITRILWADBS GKNBAK2fR FLILINRFOK | fGSNB | o0A2YS

traditional static system, this component is relatively straightforward. First, the stored enrolment
reference is compared to an additionally provided probe and resavmatch score from the system to
determine how similar or dissimilar the two are. Thdraving received this match score, a jlefined
threshold can allow genuine users to access the system while keeping as many impostors from accessing

the system as possible. The aim is to set a threshold to keep the Falskl&ton Rate (FNMR), the
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percentage of genuine people rejected by the system, and False Match Rate (FMR), the percentage of
impostors accepted by the system, as low as possible. The equal error rate (EER) is the value where the
FNMR and FMR are identical, with a low equal error ratkcating a high accuracy for the biometric

systemFigure7.28 K2¢6a |y SEFYLIX S 2F | adGlr A0 a84aiSYQa W5SOA&A2Y

—
Pre-Enrolled Sample

Matcher
(Algorithm)

4
No Match

Figure7.2: A traditional matcher/decision of a biometric system

This method addresses whether ¢an improve overall biometric performance by adapting the
threshold based on information from the authentication environment. When using a traditional (static)
biometric system, the evaluators can create an appropriate environment and provide directionsrfo us
to help ensure optimal usage, giving the best chance of successful authentication. However, with the
unpredictability of the environments, scenarios, and conditions in which mobile devices are operated,
and hence where the biometric authentication cancur, can the system alter the decision threshold
instead to allow optimal performance? The chapter presents how this framework could functaguire
7.3. Here it § illustrated that instead of having a single threshold to cover the entire spectrum of
environments and scenaripgas depicted inFigure7.2, the system can have a sapte limit set for
ALISOATASR &aArldzr dA2yaz &dzOK Fa Ay GKA& SEFYLX S dzaiay3a W
to utilise smartphone sensor data to classify scenarios to create an adaptive biometric system for mobile

devices by adjustinthe threshold accordingly.
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Figure7.3: An example framework for a simplified adaptive threshold decision for a biometric system

In using an adaptive threshold, the expectation is to tailor the authentication experience to better deal
with changing movement patterns and allow for enhanced security and user satisfaction. The primary
driver is to allow genuine users unobstructed accehile keeping out passive impostors. Therefasng
appropriate impostors while designing and testing the framework is. Vitagé approach to this is discussed

further in Sectior/.7.1

7.6 Automatic Scenario Detection

A methodology is required to know in what scenario the device user was performing the
authenticationto achieve this adaptive threshafd ¢ KS FANBRG A0GSLJ Aad RAAGAY 3dzA
FYyR2WA2YyQ &a0SylI NA2a®

Five features were used for the classifiers, including fodouitd mobile sensors, two motiehased
sensors, two positiobased sensors and a facial image quality assessment. The motion sensors were
Gyroscope and Linear Acceleratidine position sensors were Magnetometer (Magnetic Field) and phone
Orientation. All these sensors operate on@my andd axis system, and the data from each channel was
collected. The data collection application began collecting the sensor data fremmiobment the
participant started the authentication until the transaction was complete (successful authentication,
timeout, attempt limit exceeded). Because the sensor data was collected during the authentication
process alone, the entire samplegas for analyss. In addition, the participant remained within the
scenario when the authentication process began, meaning outliers are not expected in the data from the

participants preparing themselves.

The fifth and final feature was the quality assessmenkoft Wa St FASQ AYI I3Sd ¢KA A
anopenrd 2 dzNOS fAONI NE (y26y & WCFOSvySiQ FyR dzaSa
AdZA GF oAt AGE 2F | aLISOATAO AH0dEaceQn¥tipravities® Bchik ferlar0O S NE
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input image between 0 and 1, where 0 means the worst qualityl means the best quality. In addition,
FaceQnet recommends cropping images to the facial region first before assessindgJtiegithe open

source Multitask Cascaded Convolutional Neural Networks (MTCNN) library based on the work provided
by Zhanget al. [135], [174]to achieve this. On the rare occasion that the MTCNN algorithm could not
produce a cropped version of the image (usually because the facial region was already over the frames of

the images), the original uoropped inage was used instead.

The data in the feature set was processed to achieve reasonable accuracy. The magnitude

(o « &) of the gyroscope, linear acceleration and magnetometer were calculated for each data
point obtained for each authentication attempFigure7.4 shows a sample plotted Gyroscope data from
one random sitting scenario. The median value from the captured data was used as the feature from each

transactian for the orientation.

Gyroscope Magnitude (Sitting)

1.2 A

]
1.0 A
0.8

0.6

Gyroscope Magnitude (rad/s)

0.4
N KI\W
0.0
T T
0 20.9

Elapsed Time (s)

Figure7.4: A sample ofa gyroscope plot recorded from one transaction during the sitting scenario

Standard classifier algorithms (SVM, kNN, Naive Bayes, Decision Tree) weréaestedhe impact
2y GKS LISNF2NXIEYyOSd ¢KS FLILINEBEFOK adlNISR FNBY | WwW{dl GA
would provide the most generic form of scenario categories. Next was to create a classifier that could
detect the four scenariosieLJf 2 NBR o W{ AGGAY3IQS W{ilyRAYIQZI WENBFRYAL
GSNB (SaGSRT 2yS (2 OFGSI2NRAS W{ Gl (A2eathNEQ FyR Wa2ih
scenario

The features were grouped into individual transactions, amasaction contaied multiple rows of
features as the sensors contindi¢o release information. Next, half (50%) of the transactions were

removed for training and testing. The reason for doing this was to simulate having unseen data for testing
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the adaptve framework in its entirety later. This process was repeated five times, selecting a different

50% each time to see the impact of classification accuracy.

t 2 K2y Qa { OA173](17qwad usdd. TheXeattidsM&re split into a training (66%) and a
testing set (33%). The accuracy was estimated usfioidkcrossvalidation with a fold value of five and
reported the Fiscore. The fearest neighbour algorithm, with a\lalue of three, pedrmed the best
with the features.Table7.4 shows the accuracy results for tested classifiers when classifying the four

scenarios.

Table7.4: Classification accuracy for standard classifiers

Classifier CrossVal (Fiscore) Training Testing
Support Vector Maching 0.57 ( 0.03 0.57 0.57
Decision Tree 0.81( 0.09 0.83 0.83
Random Fores 0.80 ( 0.02 0.79 0.81
NaiveBayes 0.57 ( 0.09 0.59 0.60
Quadratic Discriminan 0.58 ( 0.09 0.60 0.62

The kNN classifier with avalue of three could classify all four scenarios with a testing accuracy of
97% Table7.5 shows the accuracy results for each scenario datacclassifier using the-kearest
neighbour algorithm for each attempt. The random split of data from attempt five provided the most
accurate classifier according to the F1 scores, and this is the one used for the remaining work in this paper.
Table763A #3S& GKS O2NNB&aLRYRAy3a O2yFdzaAiz2y YIGNRE T2N
the kNN classifier in attempt five. It is possible to bin mosterrorssuNd W{ (| G A2y NBQ | yR

scenarios within each category are misclassified.

Table7.5: Scenario Classification Results (KNN)

Scenario Classificatior] Accuracy Attempt
1 2 3 4 5
CrossVal (Fiscore) | 0.99 ( 0.0 | 0.98 ( 0.01) | 0.98 ( 0.01) | 0.98 ( 0.00 | 0.99 ( 0.0)
Stationary vs Motion Training 0.99 1.00 1.00 0.99 1.00
Testing 0.99 0.99 0.99 0.99 0.99
CrossVal (Fiscore) | 0.95( 0.0 | 0.96 ( 0.01) | 0.96 ( 0.0 | 0.96 ( 0.01) | 0.97 ( 0.0)
Four Scenarios Training 0.98 0.99 0.99 0.98 0.99
Testing 0.95 0.97 0.97 0.97 0.97
CrossVal (Fiscore) | 0.95( 0.02 | 0.96 ( 0.03 | 0.98( 0.01) | 0.97 ( 0.01) | 0.98 ( 0.0)
Stationary Training 0.98 0.98 0.99 0.99 0.99
Testing 0.96 0.96 0.98 0.97 0.97
CrossVal (Fiscore) | 0.96 ( 0.02 | 0.98 ( 0.01) | 0.97 ( 0.0 | 0.98 ( 0.02 | 0.97 ( 0.0)
Motion Training 0.99 1.00 0.99 0.99 0.99
Testing 0.97 0.99 0.98 0.98 0.99
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Table7.6Y WC2dzNJ { OSY I NAR2&4Q /2y FdzaAzy al GNRAE

Predicted
Sitting Standing Treadmill Corridor
Sitting 775 14 5 4
Standing 24 570 3 4
True
Treadmill 1 2 494 11
Corridor 6 5 3 563

Using the kNN classifier to classify all four scenarios providt¥@and 99%testing accuracy when
classifying stationary and motion scenarios. In all the classifiers, the achieved testing accuracy was above
90%.

7.7 Testing The Adaptive Threshold

Nextwasli 2 GSad GKS FLIIINRBFOK o6& dzaAy3a GKS YSOFRFGLH
AYlF3S g A GNKS GXBy AFA 20/S01 33 73] KHBwevet, i thébly Nt approach could be
incorporated into commercial devices and work in r@ale by integrating it into the biometric
authentication process. The approach for this would be like the offline approach, the main difference
being tre realtime data collection The device would collect the sensor informat@mout motion and

position as the biometric process was happening and turn this information into a feature set like ours.

This feature set would be continuously passed to a dlasgb assign a scenario. A majority vote
method was then used to assign the overall scenario classification. In other words, the operational
scenario with the highest number of occurrences from the scenario detection algorithm was selected.
Finally, theoverall scenario classification will assign an adaptive decision threshold. The same approach

was tested offline for the prototype by using the prellected.

A custom Python program that works by excepting two facial images were used to achieve thés. All
image files had uniqgue names to locate the data associated with each one. The first image was an
enrolment template (taken as the first sitting attempt for each user), and the second was the verification
probe. First, the authentication sensor datar fhe supplied probe image was retrieved. Next, the
classifier processed each feature row of data to predict a scenarimajority vote method assigned the
final scenario classification. Once the predicted scenario was known, the program set the decision
threshold appropriatelyBased on the dissimilarity score and the set threshold, the program then marks
GKS LINR6S AYIF3IAS Fa SAilKSNJI It waskodsiblets Begir? tdlalidateltlye 2

approachusing this information to produce the permance results
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7.7.1 Choosing the Impostors

It was necessary to test the potential to keep out passive impostors and evaluate the false match rate
of the systemo assess the effectiveness of the proposed adaptive framewarkddition, the aim was
to find the most suitable (tailored) participants to act as impostors for each enrolled participant. The set

theory below represents the algorithm for achieving this.

- Number of Impostors Requireds

- Current usermo

- Set of UsersYwhere N Y

- Setof ImpostorsOO Y e 7Y

- An Impostor‘Qvhere @ O

- Gender SubsetOP "0 ¢80Q¢ QQI'@OQE QQI

- Age Group Subseb P "0 ¢ "QQOi ¢ 6@ "QQ"0i ¢ 61

- Nationality Subset P "0 ¢g) &0 Q¢ & O dE®H d QS G a

- Asubset of Tailored Impostor& "Q &, O 0§ PO

- If$¢  w{Randomly seleabelements from set}

- whiles%
o Randomly select frof©® 6. 0 untils$s wis reached
o if"O 0, 0 becomes {Randomly select froff® 0 untilS¥  wis reached}

o if'Q 0 becomes {Randomly select frofOuntil $6 is reached}

¢KS W!I ISDNERdzLIQ 4 |ad shawnI&rable®. 2 iR algoryfthmishoyldr&salt in a set of
wtailored impostors for each participant who resembles the participants. The outcome was to expect the
impostor set to provide the most likely casescause a false match. An experiment was perforrbgd
adjusting the number of tailored impostors to provide meaningful results. When using the algorithm, the
more impostors added, the less tailored they will be, diluting the results. For the data, fming
impostors per genuine user (2015 impostor comparisons) seemed to provide a fair balance before the

impostors became less tailored. This idea is discussed further in SE@iamd Figure7.5.

7.7.2 Examining the Threshold

¢KS NBO2YYSYRSR (i KNEBaNSIOR IT/MEI YA 23/ fDZ3]id Vb (N&idRgythe WT | OS
data gives a false nematch rate of 0.00%, a false match rate of 10.22%, and an equal error rate of
approximately 0.64%. It seems the library is recommendimgactical threshold value for most cases.
However, the concept was to devise a scenario whereby security is of great concern to test the adaptive

theory. Therefore, a low (<1%) false match rate is required by setting tighter, more restrictive thresholds.
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Section7.4 identified that the match score varies across scenarios and that the system séetuld
other thresholds for each. Several approaches were triallesetoappropriate threshold values, and in
this case, trialling multiple thresholds for the scenarios. The trials allowed the biometric community to
see how varying thresholds could affect overall system performance. For example, the maximum distance
score dtained from the data could be usedhe 95" percentile, maximum distance, and the EER
threshold value from the scenario dateeve used as the threshold valués explore the approachThe
theory is that this will allow for most genuine cases without dagiextremes and outliers in the data to

be accepted.

Similarlyto how the creation of the scenario classifier was handled, a random 75% sample from the
dissimilarity score data (75% from genuine and 75% from impostors) created the thresholds. Theiimposto
scores used for this were created using the tailored impostors. This process was repeated five times,

picking a new random set to see the impact, as showrainle7.7.

7.8 Results

The classifiers produced as discusg&kction7.6), along with the thresholds found in Secti@trv.2
and chosen tailored impostors based on Secfion, bring the framework togetherrFinally, it is possible
to examine how the adaptive framework could perform using the cfied dZNO SNBEORIAFE G A2y Q f A 6 NI NJ
[133], [173]and the precollected data.

Figure7.5 shows how the fise match rate changes as the algorithm are used to alter the number of
impostors used (the algorithm was rerun for each iteration). A randomly selected 450 comparisons were
used to provide a reasonable sample from the impostor comparisons poolawitimber of impostors
per genuine user. This process was repeated three times, and an average was taken to produce the graph.
Theo aSt AySQa Caw RSOtAySa la GKS AYLRaG2NmR 0S02YS f

w
QX

outperforms the baseline with the motailored impostors and continues to do so even when less tailored

impostors are included.
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Figure7.5: Changes to falsenatchrate with varying impostor amounts

Firstly, the more generi©f 88 A FASNI gl a GS&AGSR G2 Oflaarfe (GKS
FYR Waz2iA2yQ OFGS3I2NEB: F2t{t26SR o0& | GSad 2F GKS
SELINAYSYiGAYy3a 6AGKY W{AlGAY Bigally, abdordbingtiBni of h@ Bvo W ¢ NB
Of r aaAFTASNED® ¢KS RIGEFE ¢2dzdZ R FANRG OflFaairfe Aydz
the scenario that belonged to either categonheTapproach can achieve recognition results by trialling
boil K dza Ay 3 Wohp i KQS < shbvd imMalyeR2. Y9 OwQ GKNBaK2f R
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Table7.7: Recognition performance results whernalling the adaptive threshold

Attempt
Classifier Threshold
1 2 3 4 5
FNMR FNMR FNMR FNMR FNMR
95n 5.29 4.65 6.98 5.07 6.13
FMR 0.00 | FMR 0.00 | FMR 0.00 | FMR 0.00 | FMR 0.00
FNMR FNMR FNMR FNMR FNMR
Stationary vs Motion Max 0.00 0.00 0.00 0.00 0.63
FMR 2.53 | FMR2.53 | FMR 2.53 | FMR 2.53 | FMR 0.35
FNMR FNMR FNMR FNMR FNMR
EER 0.42 0.42 0.42 0.42 0.85
FMR 0.35 | FMR 0.69 | FMR 0.50 | FMR 0.50 | FMR 0.25
FNMR FNMR FNMR FNMR FNMR
95" 6.13 7.19 7.40 5.92 6.98
FMR 0.05 | FMR 0.10 | FMR 0.00 | FMR 0.10 | FMR 0.00
FNMR FNMR FNMR FNMR FNMR
Four Scenarios Max 0.85 1.06 0.00 0.00 1.48
FMR 1.39 | FMR 1.39 | FMR 2.53 | FMR 2.53 | FMR 0.25
FNMR FNMR FNMR FNMR FNMR
EER 0.85 1.27 1.06 1.06 1.48
FMR 1.39 | FMR 0.89 | FMR 0.50 | FMR 0.55 | FMR 0.25
FNMR FNMR FNMR FNMR FNMR
95" 6.13 7.19 7.40 5.92 6.98
FMR0.05 | FMR0.10 | FMR0.00 | FMR0.10 | FMR 0.00
Stationary/Motion + FNMR FNMR FNMR FNMR FNMR
Scenarios Max 0.85 1.06 0.85 0.00 1.48
FMR 1.9 | FMR 1.39 | FMR 1.39 | FMR2.53 | FMR 0.25
FNMR FNMR FNMR FNMR FNMR
EER 1.06 1.27 1.06 1.06 1.48
FMR0.55 | FMR0.89 | FMR0.50 | FMR0.55 | FMR 0.25

It is known from the classifier accuracy that the classifier is not classifying all the scenarios correctly
every time As a result,ltere is a risk of incorrect classificatiofa scenario with an alternative acceptance
threshold. This misclassificatigoses a risk for impostors to be accepted by the system. Further work to

improve the classifier accuracy will result in improved recognition performance.

The results show that an adaptive approach can produce reliable recognition accuotaly by
maintaining and improving a low false match rate above a traditional fixed valatge7.8 highlights this
comparison using the fotscenario classifier hEER (number 3 ifable7.7 thresholds to the baseline
and a perfect classifier. A perfect classifier would be ablkecturately categorise the scenasi100% of
the time. The success of the most effective adaptive approach has reduced the false match rate by

approximately 95% from baseline performance.
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Table7.8: ComparingRecommendedaselinePerformanceto the Adaptive Approach

Recognition Performance
FNMR: 0.00
FMR: 10.22
FNMR: 1.06
FMR: 0.50
FNMR: 0.42
FMR: 0.60

Baseline

Adaptive Threshold

Perfect Scenario Classifi€

7.8.1 Verification

Having tested the scenario adaptive threshold method on the Samsung Galaxy S9, the same concept
was tested on another device to see if the approach was interoperable. Therefore, another Abaseid
device, the Google Pixel 2, was tested. However, Gdeigkd 2 does not allow developers access to its
We¢NHzaGSR CIOSQ FSIFGdz2NBX YSFHyAy3a AG Aa AYLR2aaao
authentication processthe device collected the sensor features while the participant was operating the
inbuilt O YSNI FyR GF1Ay3 | WaSt FAi S dcaudter thia Wnhitatuhafel, G KS |
the side effect means there was a lot more sensor data collecdrdaverage, operating and using the

cameratakes more time than the usual biometric authemation prompt to complete.

The data were collected under the same scenario conditiResultingn an additional 100 genuine
WAAGGAY3AQ GNIXyarOGAizyazr wmmc WaidlyRAY3IQ GNIyal OdAa
individuals of a similastudent demographic that operated the Samsung Galaxy S9. Furthermore, when

NHzy yAy3d GKS WaStFASQ RFEGE O2ft SONBOR IHNEN 2/fQS t BAIK
with a baseline threshold (0.6), the performance results were FNMR: (a88%MR: 9.50%.

The same approach was used by removing half of the transactions before classifying them. As devices
are unique with different sensors, it is impossible to rely on using the same classifier as before, and unique
ones will need to be produckfor each device/model. The classifier evaluation results were promising,
gAGK GKS WT2dzNJ a0Sy | NalidtoRaccdfady asd DO anbl tNSraddngknd y 3 O N
testing accuracy being 1.00%. Again 75% of the dissimilarity scoreetappropriate thresholds. Three
sets of EER thresholds were generated as a trial by altering 75% of the data used. For the three trials, the
results were again showing improvements over the baseline case and beginning to prove that the adaptive

threshod is interoperable:

- FNMR: 1.25% and FMR: 0.00%
- FNMR: 2.91% and FMR: 0.00%
- FNMR: 1.66% and FMR: 0.00%
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7.9 Discussion

The approach utilised the sensors readily available on most modern smartphones (and wearables)
with developer access. It showed the transformation into potential features for a classifier that could
recognise simple scenario categories. The classifiatdtecting the four simple scenarios had a testing
accuracy 0B7% The adaptive threshold relies on having the ability to identify the scenario reliably, and
the results suggest that this ability is a significant factor in the overall function of theiaddmmework
to perform optimally. The chapter focuses on using an adaptive approach for face recognition, but no
significant obstacles are foreseen for using the same technique for other physical and behavioural

biometric modalities.

The process was deamstrated using collected data from a commercial device and an-sperce
face recognition algorithm showing that this method has potential merit by imagining a scenario where
security and privacy are of grave concern. Hence, a low false match rate nmagreemportant than a
false nonmatch rate. The method was tested against a static, fixed thresiAwoldlgorithm was produced
to help identify the best impostors for each participant to help stresgt the approach. The impact of

tailoring was demonstited in Figure?7.5, which proved that the algorithm was working.

h¥TFEAYS GSadAay3a gl a GKSyYy LISNF2NY B3, fmsiwhigh t e i K2y Qa W
recommends a threshold of around 0:Bis threshold gave a false nonatch rate of 0.00% and a false
match rate of 10.22%sing the previously collected tia One of the best methods found by taking the
adaptive decision approach was using the classifier to detect between stationary and motion scenarios
and the EER threshold value. The approach achieved a result that gave a falsatobrrate 0f0.42%
and a false match rate 00.3592& | NBRdzOGA2Y 2F dpr 20SN) GKS Ff32NRGK)Y
interoperability of the approach was shown by replicating it using another device with similarly successful
results. This relatively simple adaptive method waseatnl produce an improvement in recognition

performance, which could outperform an algorithm using a single static threshold value.
7.10 Summary

This chapter presented a novel adaptive approach to biometric authentication for a mobile device, an
area of reseech currently lacking in the literature, as noted by Pis#ral.[159]. The proposatreatedan
SEGSYRIF0fS WIRFLIAGS 550AaA2y CKNBaAK2f RQX 6KSNBoé | dzy:
Thetheoretical advantagef this approach is to allow for stricter control over access by not having to
specify a oneff static threshold value to account for the vast number of conditions where a biometric

authentication may occur.

This relatively simplexample demonstrates the practicalities and pradfconcept of using this

adaptive threshold approach. Further testing will be required to prove the competency of the method
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thoroughly, including a greater variety of scenarios and environmental lightidgreeather conditions.

In addition, testing should include adapting presentation attack detection (PAD) methods for individual
scenarios and mitigating malicious actors in exploiting weaknesses in the adaptive approach. The hope is
that others willtake tts g2 NJ adtk NISR KSNBE (G2 LINBRdzOS Iy R FdzNI ¥
As well as allow developers and manufacturers to incorporate a scebased threshold adaptive

approach into future algorithms in mobile biometric systems to allow fohdrigsecurity without

jeopardising performance.

The next chapter will present the conclusion for the thesis, providing what has been addressed and

considerations for future work.
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Chapter8

8 Conclusions

8.1 Introduction

This thesis provides the first foundational step towards a novel performance assessment framework
for mobile biometrics. Howeveproducinga comprehensive and extensive framework that can cover and
capture the entire breadth and depth of performance ismathan a single PhD project. To fully achieve
this goal will require collaboration on a global scale using the expertise of the ISO SC 37 WG5 committees

and the FIDO Alliance and incorporating private companies.

The novelty of the work mainly comes frahe focus on mobile devices and analysing data captured
entirely from mobile devices. The proposed framework also considers the level of access the evaluator
will have to the device. The current literature assumes that a certain level of access to ezatystem

will be available.

The contribution is to allow this thesis and the recommendations to serve as a starting point for
further exploration with the potential to incorporate some of the identified areas into future standards
and documents withintte scope of mobile biometric performance testing. Furthermore, academia can
use this comprehensive guide to provide a comparable guide for performance results with a specified

captured scenario.

lf 0K2dzZ3K GKS GSN)Y WY20 A Sde fdcys OfithdziReéiad was consldefidgm 2 F
smartphone scenario. However, the proposal should be compatible with a range of mobile devices. A
handheld iris scanner that cooperated with a smartphone was used to indicate that the frameaudck

be interoperdle between mobile devices.

This concluding chapter will provide an overview of the work presented throughout this thesis,
including lessons learnt and contributions. SecBahacknowledges lessons learnt and limitations mainly
regarding the collected dataset. Secti@3 provides a brief illustrative walkthrough through eh
assessment framework concerning previous chapter results. Finally, seBH#bndiscusses thesis

contributions, and Sectio8.5and 8.6 provides aeflection andclosing summary.

8.2 Limitations and Lessons Learnt

The project was not without its share of problems, particilaegarding running a biometric data
collection exerde. Collecting demographic information was not done as well as it should have been, and
important information for later analysis was lacking. For example, ethnicity information and age values
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(as opposed to age ranges) should have been used to evaluater lzee tailored impostor theory.
Initially, the decision not to include this information was made to ensure the experiment was run

appropriately and maintain a high level of ethical standards to gain ethical approval from the university.

The data colleidn was produced using commercial smartphones, which means the same issues
resulting in the lack of access to the biometric systemrenpresent. However, this ensured that the
proposed framework could handle a range of device access considerations. Hpitvdidemean certain

aspects of the framework could not be fully explored, such as security and privacy.

At the start of the project, it was decided that PAD should not be a focus of the presented work.
However, given PAD prevalence in existing requirgimi@and analysis of biometric system performance,
it was later deemed to be an essential component for a-dodlle mobile biometric performance
evaluation, and it was included; however, due to its latage inclusion, practical work was not

conducted, ad therefore the inclusion in the framework remains theoretical at this point.

8.3 The Performance Assessment Framework

So far, this thesis has analysed the effects of various core factors previously identified as crucial to
understanding the performance ghobile biometric systems. The proposed framework utilised these
factors in itsformation, and pulling in the results obtained wilemonstratean illustrative theoretical
walkthrough of the framework using the experimental data collection results. Oneedfey differences

regarding the proposed framework is working with multiple access levels.

Not every element of the proposed framework was explored for this project owing to time constraints
and the ongoing COWAD® pandemic, including PAD. However, walkthrough each stage of the
framework produces the following outcome. First, the experimental data collection involved collecting
data from commercial devices, meaning obtaining significant performance results is limited. However,
dzA Ay 3 WR S @Sdn@ wuiS duddom lagipliz&ién allows for more usabiléated performance
metrics. Equally, taking the obtained biometric sample data captured from the mobile devices and
applying thirdparty opensource libraries to act as the algorithm can allow thewdated evaluation of

iKS LINPLR2ASR TNIYS62N] +a AT | KAIKSNI € SO8St 27F | (

8.3.1 Stage One: Determine Evaluation Parameters

Stage one requiredefiningthree core parameters: modality, access level, and desired security level.
This exercise examined fingerprint, Face, Iris, and voice as unimodal (not multimodal) modmadititee
t SPSt 2F 00Saaz GKS AydSyd A2LISIND Alt K NRBAIANK ((0S2  ausa1
only one level of access is assumed when using the performance framework in pfdotg@mples were

02ttt SOGSR FYR 2LISNYGISR 2yfteée I /TKeSdesidr Se@fity [BvEIBNI f ¢
187



of less cacern for this illustration, as this parameter dictates the extent of testing and the necessary

LISNF2NXIFyOS NBadzZ# Ga GKFG ySSR G2 0SS FOKAS@SR (2

8.3.2 Stage Two: Algorithmic Evaluation

Stage two provides the algorithmic test foradwating the algorithm(s), usually involving existing

frameworks. Looking at each level of access:

1 Closed, User and, DeveloperAlgorithmic evaluation is considered impossible due to the
inability to operate the algorithm offline and allow data injection
1 Tester and OpegAlgorithmic evaluatioris considered possible as the ability for offline access

and the injection of data is possible.

For this illustrative example, the reported results of the ofseurce algorithms for face and voice are

displayed:

1 Face Recognition The model has an accuracy of 99.38% on the Labelled Faces in the Wild
benchmark
1 Deep SpeakerDeep Speaker reduces the verification equal error rate by 50% (relatively) and

improves the identification accuracy by 60% (relatively) oex&ihdependent dataset.

8.3.3 Perform Baseline Evaluation

{GFr3S GKNBS NBljdzANBa (KS NBadzZ Ga 2F | ol asStays
for this isindoors with no noise with the device handheld by the usemhile seated. The expeniental
data collection corresponds to the data obtained from the first scenario of session one, where the user is
operating the device in a seated position. It should be noted that no habituation transactions occurred,

something added to the framework frothis experience.

¢KS FTANRG NBadzZ 6a akKz2gy Ay [ KFELWGSNI p F2NX LI NI
access and, therefore, can be attributed to the device used. In practice, the baseline evaluation should

include false match rates; hawer, this study omitted to perform offline FMR due to time constraints.

8.3.4 Stage Four: Targeted Scenario Evaluation

Stage four requiredefiningscenarios to conduct a performance test within. The main requirement is
to involve a motiorbased scenario and a challenging known influencing factor scenario. Again, with the
WRSPSE 2LISNDR £ S@St 2F | 00Saasz OKAvarfidd®Sa RANBOGT &
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This approach allows for more-gepth analysis and explanation of the performance obtained.
Specifically, we can group the scenarios into stationary and motion (not the influencing factor scenario).
The results for this are shown within &jter 5, where a breakdown of the scenario results achieved and

a further breakdown showcasing what caused the false-match to occur.

8.3.5 Stage Five: Presentation Attack Detection and Architectural Security

Stage five of the framework is concerned witkcarity regarding the circumvention of the system.
This stage was not explicitly evaluated as part of the experimental data collection. Aevwégh
investigation was conducted to see if anything was obtainable from the logs regarding architectural

security; however, no evidence of security or privacy concerns was found.

8.3.6 Stage Six: Operational Evaluation

Stage six explores the operational performance of the device, and the requirements farettievice
specific The recommendation, where possible, ésttial the device in various outdoor conditions. How
the results are presented can differ based on the evaluation performed. The experimental data collected
contained informatioraboutthe conditions (weather) at the time (for the current hour) of collent The

results for thisvereincluded in Chapter 6.

8.3.7 Stage Seven: (Final) Reporting

Stage seven is the reporting stage, although the recommendatisndemonstrated hereis to
producea report of results as the evaluators move through the stages of the performance framework.
The fundamental reporting criteria are the false aoratch rate (FNMR), the false match rate (FMR), and
the defined scenario in which the results were achievedally, the results should include other usability
quality scores (satisfaction, timings). Thjgproachshould showcase the baseline (optimal) results and
the targeted scenario evaluation compamsof, for example, the defined stationary scenarios, the ki

motion scenarios, and the defined factor scenarios.

8.4 Thesis Contributions

Building orand providing an overview of begtacticesfor biometric assessmenincluding the 19795
series andhe FIDQwork, the thesisdefined a range of performance metricelating to biometric system
accuracy, timing, environmental considerations, usability errors and security lavelsing soan initial
performance framework for reporting and exploring system performamas designed with the intention
of an extensit# designthat will have direct genericapplicability to other existing and emerging
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modalities, with specifics where requireBurthermore, seven core factors relating to mobile biometric
performance were identified and utilised in discussions around perémce, serving as the foundation

for all future researchers looking into presented performamekated results.

The thesis assessed mobile performance in a controlled environment (lighting and noise) and using
standard smartphone Hbuilt biometric sensts in scenarios including holding in hand (while sitting and
standing) and moving on a treadmill devigsing the performance frameworlA range of influencing
factors was also introduced, including varying the controlled illumination within the test to@imulate
dark lighting conditions and background noise. Data were collected from 60 participants across mainly a

student demographic.

The performance assessment of both the bkacdk OS biometric systems, from commercial
smartphone devices and op&ouce algorithms that can return more performance data, were explored
to assess the frameworkfirst, assessing the baseline performance, allowing the exploration of
performance alterations. The performance was assessed according to verification rates, qaalipje
timings, usability assessments, and offline questionnaires. Local Ethics Committee Approval was obtained

for the data collection.

The performance of mobile devices acroggiousenvironmentswas exploredusingthe framework
bjects usd the same devices to interact with biometric sensors whilst on the move. The environment
involved data collection both indoors and outsidg@dwhilst walkingln addition, theexperimer involved
- wFHNSESQ OF LI dzNB & S a &hke anyersityicadmpus.lihe tiesi@ hay ekpldreddhelzy R
environmental impact, how performance characteristics are affected by environmental data and scenario

impact,and how performance characteristics are affected by scenario usage.

An approachto overcome performance deficit throughan introductory study regarding a novel
authentication approach for mobile devices using embedded sensors to classify scenarios to improve

recognition performance. In doing so, further analysis of the tailored inguagproach was presented.

The thesis has started to provide a robust assessment of mobile biometric platforms by establishing a

theoretical framework for mobile performance assessment. The framework consfuefsllowing

1 Use of mobile devices in vaus environmentsincluding indoors and outdoors, using whilst
stationary, walking

The usebase and deployment platform

Capture requirements at enrolment to enhance the performance of mobile biometrics
The nature of the transaction utilising the biometauthentication

System performance, accuracy, and timings

The security level needegiathreeg | & o f I yOS 06SG¢SSy GKS Widzt yaiAideQ

=A =4 -4 -4 =N

of use and susceptibility to presentation attack scenarios
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1 Metrics for analysis and the presentation ohderstandable/interpretable performance

results.

Biometric performance testing is complex, timnensuming and expensive, with largeale testing
often restrictive for nodargescale multinational corporations, resulting in requirements such as ttee rul
of 3 and rule of 30 test sizes becoming ignof2d]. The approachaken by the proposed performance
assessment framework presented within this thesis attempted to address some of these concerns for
mobile platforms. The concept presented was to target a waase approach to all aspects of the testing
process, which igenerally not considered within the literature and current testing standards that aim to
show the system positively. Manufacturers will be resistant to showcasing results that showcase their

product negatively.

& AYUNRRdAzOAY 3 | G lFhid rdiNGied chmphddond) deNdidéto éxplditthi | O
worst-case analysigsingmore challengingpopulations, i.e., those that are more simildthe hypothesis
is that the performancaevill increasehe false match rateand sincehat rate dominates the samelsize
calculations the requiredsample sizesare likely to be smaller. Howevelthere is still a potentialssue
regardinghow those resultgeneralisdo a population that is not as simildrthe effort required to gather

a more specific sample will bueigh the potential benefit®f running the evaluation

The outcomes the foundation foma robust performance assessment of mobile biometciascerning
environmental and usage variatioin addition, he performance framework will allow for a deeper
academic andsecurityfocusedunderstanding of anticipated performance levels, with the possibility to

develop mitigation techniques and support tailored to specific-esd scenarios.

8.5 Reflection

ThePhD andby extensionthis thesis had been a journggnd like all largescale projectsthere were
twists and turnsand not everythingplanned at the start coultbe completed in detail by the en@®ne
such element was an exploration into automategproaches to biometric testing using statistical
methods topredict performance basen certain factors mainly the core factors presented in Chapter
3. This ideas currentlyexploringan ongoing ISO standaf@s]. The second such element and an ongpin
area of research within the biometric community is the blaok nature of biometric algorithms thately
more on artificial intelligence and deep learning techniquiestially, the intent wasto explore and
uncover theblack boxexplainableAl). Howewer, after initial scopingit wasrevealedthat thiswork could

form its PhDproject.

Regardless of some elemerttsat could notbe fully explored inwork presented in this thesjghe

thesis haextensivdy explored the world of mobile biometrigerformance and produced performance
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evaluation frameworkFurthermore, doking baclat the research question§Sectionl.6), the thesishas

made progres# answering them all.

w How can mobile biometric performance be measured?

Arguably this thesis's main aiiis to explore and poduce adefinitive standard for measuring mobile
biometric performance. Has this been achieved? The thamsigides a strong foundation for measuring
mobile biometric performancey utilising and amalgamating existing work in this area and adding
necessaryecommendationgor moving this area of research forwandth the inclusion of core factors
However,changing current praates and making grounbdreaking additions to the current standards will
take time However,hopefully, this work will form a reference faupdating and improving as research

and industry move forward.

w How do environment and motion affect biometric performance and security?
1 How does the quality/performance of <modality> change when placed in diverse ades and
Environments?

It was acknowledged that operaty within various environments and scenarios is one of the principal
elements separating mobile biometricsystems from fixed systems.Therefore, including
recommendations to make sure this was fullgdeessed within the performance framework was
paramount. Thisframeworkwas followed up by a test study to explore the impact of these facios
consolidate the inclusion within the framewaqrkhe results of which wre presented in Chaptes,
showing tte potential impactof the environmentalconditionsand scenarioQuality scores were used to

gaugefurther informationregarding performance and usability

w How can any performance deterioration be mitigated?

The next step was to explore if it was possiblaritigate againsthe established coréactors having
established the performance framework and then proceeding to justifydt thisa novelauthentication
approach was designed, explored and testedutilising the typical sensors available on mobile and
wearable devices t@redict the scenario that the user was performing the authentication within and
adjust the decision threshold dynamically and accordingly. This work was presented within Creuter 7
shows the potential of this method as a successful approachmprove performance deterioration

without jeopardising security.

®w What is the current smartphone security (locking) habits among users?

Thisquestionwas provided as an insight into the cemt user habits of mobile biometrics and to help
target the framework accordinglyit was interesting to see where useptaced their security habits
regarding phone unlock with a preference forgerprint. However it would be expectedhat if the same
guestions were repeated today (2022) preference and use towards face unlock would be seen due to
the industry andechnologymovementin this direction with most smartphones today incorporating the

technology.The overview of these results is showcage@hapter 5.
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w Do they primarily use the biometric authentication method available on their device?

This questions built onthe previous one. vas seen that biometrics did form the primary method of
authentication for users wishing to unlock theiewdcesand is continuing to see rises in use across other
sectors as a secure yet usable method of authenticatidgth trends showing that biometrics will likely

authenticatethe vast majority of banking transactiofis77].

w Isthere an overwhelming preference towards a particular modality?

Perhaps unsurprisinglyhere was a strong preference towards fingerprinttae biometric modality
for authentication. However, as this was also the most popaladality in use at the time among the
participants, it supports the usability amdbituationtheories that the more use and exposure users have
the more comfortable andjreater preference they are likely to show. Thimnd will change ovetime,
and it is suspected that a repeat of the question was issued todayhigher if not majority, preference

for the face modality is likely to be observed.

w Is it possible toachieve reliable performance metrics with a commercial (dfie-shelf) device
with limited knowledge of its internal workings?

This question proved to be axcting explorationof the work presented in this thesighe limited
access to the workings dfi¢ biometric system of commercial devidesgroublesome for researchers but
utterly understandable from a privacy and security perspectiWiether it is possible to achieve reliable
performance metrics is debatabland evaluators are certainly limited what is achievablddowever,it
is still possible to perforna biometric performance evaluation with careful consideration. One of the
essentialrequirements for the proposed performance framework is the abilitycémsider the level of
access arvaluator has and adjushe flow accordingly so thaneaningful information can be obtained
without exhaustivetesting, but this does come at the expense stalingdown the evaluation. The
introduction of tailored impostors tperform impostor testing wh fewer participants but with the most

significant impact was designed to overcome some issues

w What effect does usability have on the performance of biometrics on a mobile platform?
Regarding usability, the habituation effect was discussed and dematedtwithin the results leading
to the alteration of the performance framework to include some trial or habituation transactions before
the principaltransactions take place to avoid potential biasongside this transactional time, satisfaction
scores ad error rates showed some of the usability impacts of the devices. It is notedutfztility was
not explored indepth as some of the other factarpartly due to the sheer scope ahalysing as many
aspects as possible that comprise mobile biometridqgrenance. Howeverit was disovered as part of
the scoping of the core factors that the users play a central role in understanding the performance and
the consideration to make sure that usability metnesreincluded as part of the performance framework
and analyse was added ftirisreason.Furthermore, i was observed thagpecificmetrics like satisfaction

scores often related to theerror rates achieved.
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It turns out that this question may not be as simple to answer as it first appears. Biometric
performance can béroken down into several areas (recognition performance, usability, security) and
trying to provide a singular score to combine all this infation may not be ideal gslepending on use
casessome areas of performance mag more necessary than othewghich is why the results section of
the framework breaks theseespectiveareasand suggests reporting the information from each allowing

amore informed decision to be reached.

Overall,the thesis has looked into the three core questidghkoped to achieve and gone further to
look into some sulguestions that helpe@nswer the core questioncluding current trends and habits
among mobile users andow any performancaleterioration could be mitigated once measureds
stated at the start of this sectigmot everything wasenvisaged,and the start of the project was
achievable by the endieaving future scope for further wotio help complete some of these consolidating
areas Continuing and incorporating the findings of this work will require global standard cooperation
and discussions are likely still required on how biometric performahcoeild be scored and reported and
whether it is possibléo achieve this with a definitive score or rank. Hopefuhys thesis will play its part
in aiding future researcherstandard makers and industry stakeholdarshe performance assessment

of mohile biometric systems.
8.6 Summary

This chapter has wrapped up the work presented within this thesis and performed an initial
walkthrough of the proposed performance evaluation framework stating some current limitations with
the work presented and noting psible improvements and future work. As stated at the start of this
chapter, creating a fulifledged performance assessment framework is more than any PhD project.
However, the intention is to serve as the start of something for academia, industry, gogetanand
future standardisation work, allowing for further exploration and research into the proposals presented

in this thesis.

Regarding future work ideally, it would be ideal to evaluate if performance trends can be predicted
from existing results, sonething that the proposed framework will be able to handle more effectively due
to the inclusion of defined scenarios to answer the questaam we identify trends in performance that

are common between devices/modalities that can predict performancafounknown device?

Further analysis and investigations into using the approaches discussed within the proposed
framework are required to explore all the approadit can offer. Howeverertain aspects will hopefully
be helpful for future mobile biometric performance assessmenflhe thesis aimed topresent a
comprehensive testing framework for mobile biomegito provide users and businesses with the

assurance they need to satisfy their requirements.
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The frameworlutilised existing standards and approachsamalgamatecurrent industry standards
and recommendations, including the likes of ISO, FIDO Alliance, and Gdwgletention was also to go
further and improve upon the existing standards in certain aspects by incatipg more performance
areas into our framework, most notably usabilitfopefully, evaluators will see the benedit some of

the ideas present and will work towards incorporating and analysing the benefits further

Separate FTA from FRR

Consider FNMRna FMR (attempbased) (for usability purposes)

I/ 2yaARSNE 2LJiA2ya FT2N gKSy GKS wo2yYyz2y (GSad
Use targeted impostors (the current suggestion is to use random for attdraged)

Defined enrolment scenario

Defined multiple verificatio scenarios (includingiotion) + operational

= =4 -4 4 A -2 -

Different levels of security testing
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