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Abstract: Despite the high performances achieved using deep learning techniques in biometric systems, the inability to rationalise the decisions reached by such approaches is a significant drawback
for the usability and security requirements of many applications. For Facial Biometric Presentation
Attack Detection (PAD), deep learning approaches can provide good classification results but cannot
answer the questions such as “Why did the system make this decision”? To overcome this limitation, an explainable deep neural architecture for Facial Biometric Presentation Attack Detection is
introduced in this paper. Both visual and verbal explanations are produced using the saliency maps
from a Grad-CAM approach and the gradient from a Long-Short-Term-Memory (LSTM) network
with a modified gate function. These explanations have also been used in the proposed framework as
additional information to further improve the classification performance. The proposed framework
utilises both spatial and temporal information to help the model focus on anomalous visual characteristics that indicate spoofing attacks. The performance of the proposed approach is evaluated using
the CASIA-FA, Replay Attack, MSU-MFSD, and HKBU MARs datasets and indicates the effectiveness
of the proposed method for improving performance and producing usable explanations.
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1. Introduction
Alongside the increasing adoption of biometric technologies, the potential threat of
sensor-level spoofing or presentation attacks has also increased rapidly. Facial recognition
systems are particularly vulnerable as presentation attack instruments (PAIs) are relatively
easy to create and hard to detect. The popularity of social networks (such as Facebook
and Instagram) makes high-quality identity-bearing facial information easily available,
and biometric information can also be shared at almost no cost. For these reasons, facial
spoofing detection research has attracted much attention in recent years [1].
The range and quality of possible PAIs and application environments create particular
challenges for PAD. Meanwhile, researchers have dedicated their time in the past two
decades to designing robust features for detecting and preventing various presentation
attack species. For instance, some feature extractors [2,3] rely on static texture patterns
and achieve good results in detecting paper attacks. Many reported works (e.g., [4,5])
favour using temporal information, generally extracted from the sequence of biometric
samples. Some approaches adopt a challenge-response strategy, but their requirement
for user cooperation may be considered a disadvantage. Alternative approaches (e.g., [5])
using dynamic texture changes have also been proposed, eliminating the need for users’
cooperation. Some recent works [6–9] using Deep Neural Networks (DNNs) [10] have
presented new possibilities for PAD without the need for using “hand-crafted” features. Pretrained DNN features demonstrate some promising results when evaluated on widely used
PAD datasets [11]. However, the opacity of DNN-based approaches may be considered a
significant weakness in biometric applications where particular decisions to deny or grant
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access to individuals must be justified [12]. The question will naturally arise in people’s
minds when using these Machine Learning (ML) systems: “Can we trust the decision of
this system?”
Explainable Artificial Intelligence (XAI) is an emerging branch of machine learning [12–15].
In the following discussion, a biometric system, which follows the four principles defined
in [15] (i.e., Explanation, Interpretable, Explanation Accuracy, and Knowledge Limit), can
be named an Explainable Biometric System. Such systems aim to improve the transparency
of current ML algorithms and decrease the opacity of each decision. In recent years, XAI has
attracted significant attention and provided some promising solutions [16]. Transparency
should be a necessary characteristic for biometric systems due to the need for biometric
decisions to be trusted and effectively managed. Rational explanations for the decisions
made by a biometric system can help users understand the inner mechanism of decisionmaking processes. Any questionable decision can be easily identified when the system
provides unreasonable justifications. This process thus helps the biometric system build
trust with its users rather than impose a decision that may have significant implications
for individuals and organisations. Also, understanding the inner mechanism of existing
biometric systems may help researchers develop better algorithms. Using the basic theory
of XAI, the explanations strengthen the ongoing iterative learning progress and improve
overall performance [13]. However, further research is needed to address the interpretability
challenge of current automated biometric systems [15,17].
Explainable PAD (X-PAD) ideally aims not only to detect spoofing attacks but also
to explain the reasons for its decisions. It could benefit the users by being transparent
about the reasons behind its decisions. The explanations produced by X-PAD systems can
help with enhancing trust, improving performance, and helping to detect new patterns of
security threats. Also, future biometric systems may be required to provide explanations in
order to abide by the law [13,15–17].
X-PAD systems have various potential users. For instance, in the event of erroneous
decisions, system-generated explanations will help the operators identify where the responsibility may lie (similar to flight black-box recorders used for investigations). In some
applications, such explanations can avoid mistakes by helping human experts rapidly
identify and rectify errors to lower the risk of wrong decisions. Finally, the explanations
for the wrong decisions from the current PAD systems can inform researchers to design
better systems.
The contributions of this work are four-fold.

•

•
•
•

It incorporates the concept of XAI into the PAD task to make the biometric systems
more trustworthy. In this work, a DNN framework is introduced which produces
human-readable explanations to accompany each decision. The proposed work can
justify algorithmic decisions of a DNN-based PAD system using saliency maps and
natural languages.
The justifications for decisions can be tracked and understood and help build trust
with users, especially when unexpected rejection or acceptance decisions are produced.
The framework also learns from these explanations to further improve its own PAD
detection accuracy.
The experiments for evaluating the proposed system use four different benchmarking
datasets, which are widely used to evaluate PAD systems. The proposed framework
achieves comparable performance concerning other state-of-the-art methods by learning from explanations.

The rest of this paper is organized as follows: In Section 2, a short comprehensive
survey is provided for both facial PAD and XAI. The proposed deep neural architecture,
which can learn from explanations, is introduced in Section 3. Section 4 shows the experimental details and the performance results for benchmark datasets. Finally, conclusions
and possible directions for future work are given in Section 5. Abbreviations includes a list
of the abbreviations used in this article.
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2. Related Work
Facial presentation attack detection, as a challenging task in biometrics, is reported as a
supervised learning problem in the literature [1]. Researchers categorized existing spoofing
attacks by defining different presentation attack instruments (PAI): e.g., photographic paper,
video projection, or (3D) mask. Meanwhile, each different species of presentation attack
can be further divided into sub-categories. For instance, Zhang et al. [18] suggested that
paper-based attacks may be categorized by different attack schemes, namely cut-paper
attacks and wrapped paper attacks. Chingovska et al. [2] suggested that video attacks may
be categorized by screen resolution, screen size, and whether the screen is held by hand.
Li et al. [6] showed that the type of camera will also highly affect the result and suggested
considering the type of cameras as additional information for training.
To date, several studies have investigated the method of detecting facial presentation
attacks. Galbally et al. [4] classified existing works into three groups: Sensor-Level Techniques, Feature–Level Techniques, and Score-Level Techniques. Feature-level techniques,
as a low-cost category for this task, have attracted more attention in recent years. Such
techniques can be further divided into static and dynamic groups, depending on whether
they use temporal information. DNN-based approaches are a sub-category of feature-level
techniques which may be distinguished from the conventional feature-based methods
(or “shallow features”) [19,20] by their use of trainable convolution layers for biometric
feature extraction.
Yang et al. [21] first proposed the use of DNNs for face antispoofing detection. Some
works showed that a pre-trained CNN could be transferred to PAD without much finetuning [11]. CNNs are effective for face, fingerprint, and iris spoofing detection [8,9,22].
Our proposed framework also utilises a pre-trained CNN by applying a transfer learning
paradigm. Additionally, it includes a soft-attention stage [23] and an explainer function to
open the “black box” of deep networks for inspection and greater understanding.
Temporal information can also be modelled using DNNs for PAD [7]. For example,
by combining a CNN with a Recurrent Neural Network (RNN), Xu et al. [24] proposed
architecture to detect various presentation attacks from frame sequences. More recently,
CNN has also been extended for spatiotemporal information. Li et al. [6] proposed a 3D
CNN-based framework that applies 3 × 3 × 3 convolutions on the video frames for better
efficiency and adopts a streamlined strategy for temporal feature learning with different
pre-processing and augmentation mechanisms.
Explainable Artificial Intelligence (XAI) for DNNs is an emerging research direction,
and there are relatively fewer historical studies in this area. Much of the current literature
in this area pays particular attention to defining “what is the explanation”. Visualization of
the filters in a CNN, also referred to as perceptive interpretability methods [14,25,26], is one
of the direct ways to explore patterns hidden within the neural units. The Up-convolutional
network [27] was developed to reverse the feature map back to an image. On the other
hand, gradient-based visualization [28] provides a different way of understanding the
knowledge hidden within the parameters of a CNN. However, the visual interpretation
approaches may generate some meaningless salience maps [25]. There is no commonly
used evaluation methodology to quantitatively measure the effectiveness of the visual
explanations [26]. The verbal interpretability methods, which can generate explanations
using natural languages, could also provide some comprehensible justifications for the
decisions [14]. Guo et al. [29] propose a model to provide verbal interpretation for the
NLP task. The key problem of verbal interpretability approaches is the model may extract
some humanly non-intuitive patterns, or the explanation may not be “clear cut” in their
explanations [14]. Recently Brito and Proenca [30] presented a periocular recognition
framework that can produce visual explanations. But our proposed work can produce both
visual and verbal explanations for the entire face.
In the proposed work, two different approaches are adopted to demonstrate the usability of the explanations using both visual and verbal formats. Providing explanations
with both visual form and natural language form allows the proposed system to be more
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3.1. Proposed Explainable PAD (X-PAD) Framework
The proposed X-PAD system uses DNNs to encode both temporal and spatial texture
changes to detect presentation attacks while associating explanations for such decisions.
The system can be divided into two functional parts: one is the PAD system which can
recognise various facial presentation attacks robustly. Another part is an Explainer that
provides some interpretable information for each of the decisions from the PAD system.
Figure 1 illustrates the inference pipeline of the proposed X-PAD system. For X-PAD,
the input, denoted by X = { Xi |i ∈ [1, N ]}, is a set of video clips where each clip contains
a set of frames Xi = Ij j ∈ [1, M] , and the desired output, Y = {Yi |i ∈ [1, N ]}, is the set
of decisions. The number of decision classes is represented by C, which includes genuine
presentations and different attack modalities. N is the number of video clips in the dataset,
and M is the number of frames in each clip. Let Y̆ represent the predicted output of the
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system. The deep learning model, with θ f , θc , as trainable parameters, can be represented
by Equation (1):
X

F f ( X; θ f )

→

E

F c ( E;θc )

→

Y̌

(1)

where E = { Ei |i ∈ (0, N ] } is thefeature
of the data generated by the fea representation

ture extraction sub-network F f X; θ f and Ei = e j j ∈ [1, M ] represents the feature


encoding of one video clip. The Encoder Network F f X; θ f and the Classifier Network
F c ( E; θc ) can be designed specifically for PAD and trained from scratch using a PAD dataset.
Alternatively, these two sub-networks can also follow the transfer learning paradigm for
better generalisation capability. In the proposed experiment, the feature extraction part of
a pretrained network based on ImageNet [33] has been transferred for PAD as suggested
in [11].
As an X-PAD system, appropriate explanations are created for each decision by feeding
the embedded feature vector into the Explainer function Explain(.). However, there has
yet to be a widely-adopted standard for what could explain a deep learning system. The
proposed system uses perceptive interpretation and natural language interpretation for
generating human interpretable explanations [13]. The perceptive interpretation can be
easily understood by human beings. The proposed framework uses the feature relevance
scores calculated by the gradient flow of each decision to measure the influence of spatial
importance [28]. The temporal importance, which is also considered a part of the interpretation, is calculated by a modified gate function in LSTM. The interpretations using natural
language, which could also be referred to as verbal interpretation, are generated using an
NLP method [34].
An additional learning module consisting of an attention network Attention(e j ) which
has been introduced to improve the performance by an additional learning stage. This
module emphasises some locations that may be significantly related to spoofing attacks.
The output of the attention network is a prediction of the saliency maps that would be
generated by the Explainer function. During training, the explanations calculated by the
Explainer function Explain(.) are considered as labels for the training of Attention(e j ). By
integrating this spatial importance map with the original input, the system can focus on
the significant regions in each frame. The performance of the proposed X-PAD system can
benefit from this step, as will be illustrated in the subsequent experiments.
3.2. Training the Attention-Based X-PAD System
There are three stages in the training of the proposed X-PAD system. This section
will introduce the different training stages in detail and describes how explanations are
used as additional information for improving detection accuracy. It is our contention that
an effective X-PAD system could also learn from the explanations generated by itself to
improve its performance further. Experiments are designed and conducted to explore
this possibility.
The three training stages for the proposed X-PAD system are illustrated in Figures 2 and 3.
The first training stage is a basic DNN learning stage which can also be a transfer learning
scheme to adapt a pre-trained convolutional neural network as the Encoder Network to
detect facial presentation attacks. The second and the third training stages will help the
proposed X-PAD system to produce explanations and learn from them.

and 3. The first training stage is a basic DNN learning stage which can also be a transfe
learning scheme to adapt a pre-trained convolutional neural network as the Encoder N
learning scheme to adapt a pre-trained convolutional neural network as the Encoder Ne
work to detect facial presentation attacks. The second and the third training stages
work to detect facial presentation attacks. The second and the third training stages wi
help the proposed X-PAD system to produce explanations and learn from them.
help the proposed X-PAD system to produce explanations and learn from them.
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Figure 3. The third training stage: (Blue boxes indicate the sub-network that will be trained.) Stage 3
is used to train the Dynamic Attention Convolutional Network (DACN).

The second training stage includes two phases: Stage 2a-Training for the Attention
Network, Attention(e j ), and Stage-2b Training for the Frame Attention Convolutional Net-
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work (FACN). The parameters of the Encoder Network and the Classification Network are
shared from Stage 1 and remain fixed in Stage 2a. In Stage 2a, the Attention Network is
trained using a dataset that consists of the feature encodings e j for a randomly selected
set of frames Ij from each video and the related saliency maps generated by the GradCAM [28,35]. Every video clip in the training dataset will provide m randomly selected
frames for this training where 0 < m < M. These encoded features are the input of the
Attention Network.
The Attention Network a j = Attention(e j ) consists of two fully connected dense layers;
one with the rectified linear unit (ReLU) activation function [36] and the other with the
Tanh activation function. This network produces a spatial importance saliency map for the
inference pipeline. When the Attention Network is trained, Stage 2b will commence the
training of the FACN. The attention mask e j will be applied to the original frames by using
pixel-wise multiplication to get the masked frame Ij∗ . Then, the new encoded features e∗j
are calculated to get the predictions for spoofing attacks. At Stage 2b, the whole FACN
is trained end-to-end using a smaller learning rate than that used to train the Attention
Network for fine-tuning to improve performance.
The third stage (shown in Figure 3) is used to train the Temporal Network. The deep
architecture in Stage 3 is named the Dynamic Attention Convolutional Network (DACN)
to emphasize incorporating temporal information. Each video in the training set will be
used to train the Temporal Network Temporal(a j , e j ) which consists of two Long Short Term
Memory (LSTM) layers [37,38] to obtain a fixed-length feature for each video. The Temporal
Network is used to determine the significant information in the video.
3.3. Generating Explanations
The proposed X-PAD system includes two processes: (1) an Explainer block to produce
explanations for the current decision and (2) a good learning module to help the system
further improve its performance by using these explanations.
Providing explanations for each decision is the key feature of the proposed architecture.
The justifications provided by the Explainer function consist of two parts: spatial explanation and temporal explanation. In the proposed system, the Grad-CAM algorithm [28,35]
creates a spatial saliency map that indicates the important regions in that frame. To have
a better interpretable capability, the proposed method additionally introduces a verbal
explanation sub-module to produce natural language
explanations. This natural language

explanation is generated by using ξ Y̌, exp, Q, L = l for the current decision in the proposed work, where Q represents a question set and L represents the most relevant human
language answer set. Here, l indicates a natural language expression for the decisions made
to accompany the visual explanations s. We have provided a set of explanatory expressions
in the form of questions and answers, shown in Table 1, as boiler-plate templates to generate
the natural language verbal explanations.
Table 1. Example of Question and Answering Part.
Question (Q)

Answer Set (L)

Answer Example (l)

1
2

Is this a spoofing attack?
What kind of spoofing attack?

{Spoofing attack detected}
This is a {paper attack}

3

Why does the system think
this is a spoofing attack?

4

If I block that area, will the
system change the
existing decision?

Spoofing attack detected/It’s a real person
Real Face / Paper Attack/ Video Attack/ Mask Attack
Face Area/ Top Left Corner/ Top Middle Area/ Top
Right Corner/ Left Middle Area/ Right Middle Area/
Centre Area/ Bottom Left Corner/ Bottom Right
Corner/ Bottom Middle Area
No, the system will not change the current decision
because{}./ Yes the system will change the decision if
the user blocks the area; but the system cannot
recognize the face anymore/Yes the system will
change the decision if the user blocks the area, and the
face area is still there

Because the object part at {face
area} looks suspicious

{Yes the system will change
the decision if user blocks the
area; but the system cannot
recognize the face anymore}

No, the system will not change the current decision because{}./ Yes the system will change
{Yes the system will change the decision if
If I block that area, will the system change the the decision if the user blocks the area; but the
4
user blocks the area; but the system cannot
existing decision?
system cannot recognize the face anymore/Yes
recognize the face anymore}
the system will change the decision if the user
Sensors 2022, 22, 3365
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Figure 4. Explanation examples generated by the model for different presentation attack species. In
Figure 4. Explanation examples generated by the model for different presentation attack species. In
each case, the system provides a saliency map and heatmap as visual justification for the decision
each case, the system provides a saliency map and heatmap as visual justification for the decision
and a short paragraph as the natural language explanation (see Table 1 for the list of possible verbal
and a short paragraph as the natural language explanation (see Table 1 for the list of possible
explanations).
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framework. The
4.1. Datasets
Four face spoofing detection databases were used in this study for performance
evaluations: (1) Replay-Attack [2], (2) CASIA-FA [18], (3) MSU-MFSD [39], and (4) HKBU
MARs [40].
The Replay-Attack database includes video clips captured with the front-facing camera
of a MacBook. It includes 50 different subjects, and two environmental condition changes
are considered when taking the videos. The iPad 1 (1024 × 768 pixels), iPhone 3GS
(480 × 320 pixels), and A4 printed paper are used as attack instruments.
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The CASIA Face Anti-Spoofing database (CASIA-FA) includes 600 face videos from
50 subjects with different capture quality levels. Paper attacks and video attacks are
included in this dataset. The paper attack category consists of warping papers and cut
papers as two different categories.
The MSU mobile face spoofing database has 280 videos with 35 subjects, using both a
laptop camera (640 × 480 pixels) and an Android phone camera (720 × 480 pixels). Various
illumination conditions and subjects with different ethnicities are included for two different
presentation attack species (printed photo and video replay attack).
The HKBU MARs Dataset has 120 videos from 8 subjects as a high-quality 3D mask
attack dataset, including 2 types of 3D masks (6 from Thatsmyface.com, and 2 from REALF). It uses a Logitech C920 web camera (1280 × 720 pixels) to record all the videos with a
25 fps frame rate.
4.2. Experimental Setup
Firstly, we used a pre-trained VGG-16 [41] as the Encoder Network. The Classifier
Network with two fully connected layers and ReLU activation function is trained using transfer learning in training Stage 1. The Encoder Network (VGG16) is fixed, and
the Classifier Network is optimised by using SGD with a learning rate of 0.001. Then,
the Encoder Network (VGG16) is fine-tuned but uses a lower learning rate of 10−7 at
Stage 1. In our implementation, we follow Lucena et al.’s work [11] in fine-tuning the
VGG16 network. The Temporal Network includes two stacked LSTM layers (each with
256 hidden units) to learn the important temporal information and the Attention(e j ) consists
of two dense layers to predict the spatial importance information. The second training stage
is optimised using Adam with Cosine Annealing and 100 learning epochs. It is important
to note that the VGG-16 network used here is pre-trained on the ImageNet dataset, which
is larger than the PAD datasets to be used for the evaluation of the proposed algorithm.
This is necessary to avoid the overtraining problem associated with small datasets.
The Grad-CAM [28] algorithm is selected to generate spatial explanations in the
proposed framework. In Stage 2, Grad-CAM was also used to provide additional training
information for the Attention(e j ). As the PAD datasets used in the following experiments
do not have pixel-level labels or natural language sentence labels to train a neural networkbased natural language generator, we followed Satu et al.’s work [34] to develop a natural
language generator in our implementation as in this approach no extra-training data is
needed for the natural language generator. In the proposed implementation, the natural
language generator selects answers from a pre-defined answer set. The question set and the
example answers used can be found in Table 1. Four different questions were included in
the question set Q. The natural language generator can generate the result l by selecting the
most relevant answer from result templates L using the information from the value of exp.
The Replay-Attack database is divided into three subsets: training set, development
set, and testing set. The feature encoder network is fine-tuned with 60% of the training set;
the Attention(e j ) is trained using the rest of the training set. The Equal Error Rate (EER)
for the development set is reported and used to determine the threshold to obtain the
Half Total Error Rate (HTER) on the test set. For CASIA and MSU databases, the Feature
Encoder Network is fine-tuned with 50% of the training set and the Attention(e j ) is trained
by the rest of the training set. Then, EER is evaluated for the test set following the protocols
defined in [12].
4.3. Experimental Results
The depth of the Encoder Network is important for performance. In Table 2A, we
present the effect of the depth of the Encoder Network using the Replay-Attack and CASIAFA datasets in terms of Equal Error Rate (EER). There is a clear trend that can be identified;
based on the results, deeper networks provide better results. Also, fine-tuning is a useful
method to improve the performance of the PAD task. VGG16-block 1-5 and VGG16-block
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1-5 (FT) use the same initial network, but the performance difference demonstrates the
effectiveness of additional training of the Encoder Network with a fine-tuning (FT) stage.
Table 2. (A): Baseline Performance with VGG-16. (B): Test results with the proposed FACN. (C): Test
results with/without the temporal network.
(A)

VGG16-blocks 1-3
VGG16-block 1-4
VGG16-block 1-5
VGG16-block 1-5 (FT)

Replay Attack

CASIA

EER (%)

EER (%)

25.64
14.73
9.73
8.40

28.71
18.01
10.88
9.94

(B)

FACN (block 1-3 + FT)
FACN (block 1-4 + FT)
FACN (block 1-5 + FT)

Replay Attack

CASIA

EER (%)

EER (%)

12.42
8.30
4.45

16.84
9.47
5.93

(C)

Multi-FACN
DACN

Replay Attack

CASIA

EER (%)

EER (%)

0.20
0.37

4.12
1.00

Table 2B shows that the proposed FACN pipeline can further improve performance
by helping the system focus on the important regions. The first 3 rows in Table 2A,B use
the same backbone network, but the models that use the proposed FACN pipeline show
better performance. Notably, the FACN (block 1-5 FT) nearly halved the EER for both
the datasets compared to the best baseline results reported in Table 2A. This effect of the
Attention(e j ) may be similar to the process of cropping the facial area with the difference
that it works at a much finer level focusing on anomalies introduced by the presentation
attack. For example, the proposed FACN pipeline is highly sensitive to texture changes in
replay attacks (such as moiré patterns).
Table 2C shows the effectiveness of applying temporal information. The multi-FACN
pipeline generates its output for a video clip by averaging the scores for each frame. This
is a simple way to integrate temporal information and can be considered as a baseline.
The proposed DACN pipeline, on the other hand, exploits the correlation between the
frames through the temporal networks and achieves a substantial reduction in EER for the
CASIA dataset. It is possible that including the temporal network in the proposed DACN
emphasises important frames featuring attack anomalies and reduces the contribution of
insignificant frames.
Table 3 compares the performance of the proposed method with selected deep learning
methods in spoofing detection. Lucena et al. [11] use the same encoder network as ours
and can be considered to provide the performance baseline of Table 3. The proposed
workflow uses the same pre-trained feature encoder network as the previously published
work [11,20,42]. There is a 58% performance improvement observed for the proposed FACN
compared with the single-frame results in [11] for the CASIA dataset, which demonstrates
the effectiveness of using the Attention Network Attention(e j ). The VGG-16-AD [20] also
significantly improves the performance of the pre-trained VGG16 model for the 3D mask
attack detection by selecting significant areas within frames. However, their method is
only designed for the 3D mask attack detection and performs worse than [11] on the MSU
dataset. Secondly, [12,43] also attempts to use temporal and spatial information in their
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deep architecture. 3DCNN [12] reaches the best result for the Replay-Attack and MSUMFSD datasets. However, the proposed DACN system achieves the best performance for
the CASIA-FASD dataset. Thirdly, a hybrid algorithm is presented in [3], which combines
LBP and DNNs. This used to be a popular way to use DNNs which only consider DNNs
as a robust feature extractor. However, the proposed method, which consists of only deep
neural networks, shows better performance through learning from explanations. These
comparisons demonstrate the effectiveness of the proposed approach.
Table 3. Performance comparison (‘*’ indicates the performance score which follows the reference
implemented by ourselves).
CASIA
Methods
VGG16-CNN [11]
VGG-16-AD [20]
DPCNN [42]
CNN + LSTM [43]
LBP-CNN [3]
3DCNN [12]
DTN [44]
FACN
(Proposed)
DACN
(Proposed)

Replay-Attack

MSU

HKBU MARs

EER%

EER%

HTER%

EER%

EER%

9.94 *
4.5
5.17
2.5
1.40
1.34

8.40 *
2.9
3.66 *
0.6
0.30
0.06

4.30 *
6.1
4.87 *
1.3
1.20
0.02

5.80 *
6.72 *
7.43 *
0.00
-

28.00 *
11.79
31.20 *
-

4.12

0.20

2.07

1.67

23.70

1.00

0.37

1.53

0.20

13.51

Table 2 shows how the proposed pipeline is instrumental in improving the PAD
performance by helping the system focus on the key regions emphasised by the attention
saliency map. A human interpretable visual/verbal output also accompanies the PAD
outcome. Examples for both visual and verbal explanations can be found in Figure 4. In
addition to the fundamental question concerning the nature of the interaction (whether
genuine or attack and, if the latter, the attack artifact), the proposed XAI scheme also
highlights the key image regions driving its decisions and their influence in the decision
process. The spatial saliency maps highlighting the distinctive regions in the test frame
are generated by the Grad-CAM algorithm in the Explainer block (see Figure 1). The
influence of these regions is assessed by filtering out the salient regions in the facial area
and checking whether that alters the PAD decision. The verbal explanations are generated
by automatically selecting the most appropriate key phrases (from a pre-defined answer
set as shown in Table 1). It can be seen that the natural language explanations generated by
the system provide an easily understandable summary of the visual saliency results.
To generate visual and verbal explanations, we defined 4 questions for the system to
answer (Table-1). The objective here is not just to explain the behaviour of the DL network
to technology experts or developers (as in some other XAI papers) but also to give some
indications comprehensible to other users (e.g., security system operators). This information
can enable these users to quickly highlight whether the system generated a wrong decision
or explain the decision to others affected by it. For instance, if a presentation is classified
as a spoofing attack (answers to Q1 and Q2, Table 1), the salient region is identified by
the system and communicated as the justification for the decision in natural language
(answer to Q3). This image region is then occluded, and the attempt is reclassified. If
the reclassified image is still detected as an attack, then the decision is confirmed. If a
reclassified image generates a different outcome, this is also communicated in a natural
language to alert the human operator (answer to Q4). To the best of our knowledge, this
approach to Explainable PAD has not been explored before. Additionally, the saliency maps
are used to further train the classifier of the PAD system, thus enhancing its performance, as
shown in Table 3. Compared to the recently published papers [25,26], the work presented
here has the additional advantage of producing human-readable explanations.
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5. Conclusions and Future Work
In this paper, we present an explainable face recognition presentation attack detection
framework producing both visual and verbal explanations. Grad-CAM saliency maps and
the gradient from an LSTM network with a modified gate function are used to produce
both human and machine-readable explanations. These are used as additional information
to further improve the classification performance. The proposed framework utilises both
spatial and temporal information to help the model focus on significant anomalies that indicate spoofing characteristics. The performance of the proposed approach is evaluated using
several benchmarking datasets and indicates the effectiveness of the proposed method,
improving the detection accuracy by a substantial amount.
Future work should include evaluations using larger and more challenging datasets,
cross-database testing, and unseen attack scenarios. Different pre-trained encoder networks
may also be considered in the future (such as ResNet [45] and Inception Net [46]). For
mobile applications, the computational efficiency of the encoder network can also be
optimised. The Natural Language Processing (NLP) scheme uses conventional techniques
in this implementation. Usage of more advanced deep-learning-based techniques may
improve performance further. One limitation of the NLP scheme used in this paper is that
it needs to be adapted for each unique application, to match the specific requirements of
the human users. A more generic solution may be explored in the future.
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CNN
DACN
DNN
EER
FACN
Grad-CAM
HTER
LBP
LSTM
ML
NLP
PAD
PAI
ReLU
RNN
SGD
XAI
X-PAD

Convolutional Neural Network
Dynamic Attention Convolutional Network
Deep Neural Networks
Equal Error Rate
Frame Attention Convolutional Network
Gradient-weighted Class Activation Mapping
Half Total Error Rates
Linear Binary Pattern
Long Short Term Memory
Machine Learning
Natural Language Processing
Presentation Attack Detection
Presentation Attack Instruments
Rectified Linear Unit
Recurrent Neural Network
Stochastic Gradient Descent
Explainable Artificial Intelligence
Explainable PAD

Sensors 2022, 22, 3365

13 of 14

References
1.
2.
3.
4.
5.
6.
7.
8.

9.
10.
11.

12.
13.
14.
15.
16.
17.
18.
19.
20.

21.
22.
23.
24.

25.
26.

27.

Ramachandra, R.; Busch, C. Presentation Attack Detection Methods for Face Recognition Systems: A Comprehensive Survey.
ACM Comput. Surv. 2017, 50, 1–37. [CrossRef]
Chingovska, I.; André, A.; Sébastien, M. On the effectiveness of local binary patterns in face anti-spoofing. In Proceedings of the
11th International Conference of the Biometrics Special Interest Group (BIOSIG), Darmstadt, Germany, 6–7 September 2012.
Li, L.; Feng, X.; Xia, Z.; Jiang, X.; Hadid, A. Face spoofing detection with local binary pattern network. J. Vis. Commun. Image
Represent. 2018, 54, 182–192. [CrossRef]
Galbally, J.; Marcel, S.; Fierrez, J. Biometric Antispoofing Methods: A Survey in Face Recognition. IEEE Access 2014, 2, 1530–1552.
[CrossRef]
Pan, S.; Deravi, F. Facial biometric presentation attack detection using temporal texture co-occurrence. In Proceedings of the 2018
IEEE 4th International Conference on Identity, Security, and Behavior Analysis (ISBA), Singapore, 11–12 January 2018. [CrossRef]
Li, H.; He, P.; Wang, S.; Rocha, A.; Jiang, X.; Kot, A.C. Learning Generalized Deep Feature Representation for Face Anti-Spoofing.
IEEE Trans. Inf. Forensics Secur. 2018, 13, 2639–2652. [CrossRef]
Pinto, A.; Goldenstein, S.; Ferreira, A.; Carvalho, T.; Pedrini, H.; Rocha, A. Leveraging Shape, Reflectance and Albedo From
Shading for Face Presentation Attack Detection. IEEE Trans. Inf. Forensics Secur. 2020, 15, 3347–3358. [CrossRef]
Wang, G.; Han, H.; Shan, S.; Chen, X. Cross-domain face presentation attack detection via multi-domain disentangled representation learning. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR 2020), Virtual,
14–19 June 2020; pp. 6678–6687.
Liu, Y.; Stehouwer, J.; Jourabloo, A.; Liu, X. Deep tree learning for zero-shot face anti-spoofing. In Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition (CVPR2019), Long Beach, CA, USA, 16–20 June 2019; pp. 4680–4689.
Glorot, X.; Bengio, Y. Understanding the difficulty of training deep feedforward neural networks. In Proceedings of the Thirteenth
International Conference on Artificial Intelligence and Statistics (AISTATS), Chia Laguna Resort, Sardinia, Italy, 13–15 May 2010.
Lucena, O.; Junior, A.; Moia, V.; Souza, R.; Valle, E.; Lotufo, R. Transfer learning using convolutional neural networks for face
anti-spoofing. In Proceedings of the International Conference on Image Analysis and Recognition (ICIAR 2017), Montreal, QC,
Canada, 5–7 July 2017; Lecture Notes in Computer Science. Springer: Cham, Switzerland, 2017; Volume 10317. [CrossRef]
Viganò, L.; Magazzeni, D. Explainable Security. In Proceedings of the 2020 IEEE European Symposium on Security and Privacy
Workshops (EuroS&PW), Genoa, Italy, 7–11 September 2020. [CrossRef]
Adadi, A.; Berrada, M. Peeking Inside the Black-Box: A Survey on Explainable Artificial Intelligence (XAI). IEEE Access 2018, 6,
52138–52160. [CrossRef]
Tjoa, E.; Guan, C. A Survey on Explainable Artificial Intelligence (XAI): Towards Medical XAI. IEEE Trans. Neural Netw. Learn.
Syst. 2021, 32, 4793–4813. [CrossRef] [PubMed]
Phillips, P.J.; Przybocki, M. Four principles of explainable AI as applied to biometrics and facial forensic algorithms. arXiv 2020,
arXiv:2002.01014.
Gunning, D.; Aha, D. DARPA’s Explainable Artificial Intelligence (XAI) Program. AI Mag. 2019, 40, 44–58. [CrossRef]
Jain, A.K.; Deb, D.; Engelsma, J.J. Biometrics: Trust, but Verify. arXiv 2021, arXiv:2105.06625. [CrossRef]
Zhang, Z.; Yan, J.; Liu, S.; Lei, Z.; Yi, D.; Li, S.Z. A face antispoofing database with diverse attacks. In Proceedings of the 2012 5th
IAPR international conference on Biometrics (ICB), New Delhi, India, 29 March–1 April 2012. [CrossRef]
Pan, S.; Deravi, F. Facial action units for presentation attack detection. In Proceedings of the 2017 Seventh Emerging Security
Technologies (EST), Canterbury, UK, 6–8 September 2017. [CrossRef]
Shao, R.; Lan, X.; Yuen, P.C. Deep convolutional dynamic texture learning with adaptive channel-discriminability for 3D mask
face anti-spoofing. In Proceedings of the 2017 IEEE International Joint Conference on Biometrics (IJCB), Denver, CO, USA,
1–4 October 2017. [CrossRef]
Yang, J.; Lei, Z.; Li, S.Z. Learn convolutional neural network for face anti-spoofing. arXiv 2014, arXiv:1408.5601v2.
Menotti, D.; Chiachia, G.; Pinto, A.; Schwartz, W.; Pedrini, H.; Falcao, A.X.; Rocha, A. Deep Representations for Iris, Face, and
Fingerprint Spoofing Detection. IEEE Trans. Inf. Forensics Secur. 2015, 10, 864–879. [CrossRef]
Ramanishka, V.; Das, A.; Zhang, J.; Saenko, K. Top-down visual saliency guided by captions. In Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition (CVPR), Honolulu, HI, USA, 21–26 July 2017; pp. 7206–7215.
Xu, Z.; Li, S.; Deng, W. Learning temporal features using LSTM-CNN architecture for face anti-spoofing. In Proceedings of the
2015 3rd IAPR Asian Conference on Pattern Recognition (ACPR), Kuala Lumpur, Malaysia, 3–6 November 2015; pp. 141–145.
[CrossRef]
Sequeira, A.F.; Gonçalves, T.; Silva, W.; Pinto, J.R.; Cardoso, J.S. An exploratory study of interpretability for face presentation
attack detection. IET Biom. 2021, 10, 441–455. [CrossRef]
Sequeira, A.F.; Silva, W.; Pinto, J.R.; Gonçalves, T.; Cardoso, J.S. Interpretable biometrics: Should we rethink how presentation
attack detection is evaluated? In Proceedings of the 2020 8th International Workshop on Biometrics and Forensics (IWBF), Porto,
Portugal, 29–30 April 2020; pp. 1–6. [CrossRef]
Xu, C.; Yang, J.; Lai, H.; Gao, J.; Shen, L.; Yan, S. UP-CNN: Un-pooling augmented convolutional neural network. Pattern Recognit.
Lett. 2017, 119, 34–40. [CrossRef]

Sensors 2022, 22, 3365

28.

29.
30.
31.
32.
33.
34.

35.

36.

37.

38.
39.
40.

41.
42.

43.

44.
45.
46.

14 of 14

Selvaraju, R.R.; Cogswell, M.; Das, A.; Vedantam, R.; Parikh, D.; Batra, D. Grad-CAM: Visual Explanations from Deep Networks
via Gradient-Based Localization. In Proceedings of the 2017 IEEE International Conference on Computer Vision (ICCV), Venice,
Italy, 22–29 October 2017; pp. 618–626. [CrossRef]
Guo, P.; Anderson, C.; Pearson, K.; Farrell, R. Neural Network Interpretation via Fine Grained Textual Summarization. arXiv
2018, arXiv:1805.08969.
Brito, J.; Proenca, H. A Deep Adversarial Framework for Visually Explainable Periocular Recognition. In Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR), Virtual, 19–25 June 2021; pp. 1453–1461.
Sharma, R.; Ross, A. D-NetPAD: An explainable and interpretable iris presentation attack detector. In Proceedings of the 2020
IEEE International Joint Conference on Biometrics (IJCB), Houston, TX, USA, 28 September–1 October 2020; pp. 1–10. [CrossRef]
Chen, C.; Ross, A. An Explainable Attention-Guided Iris Presentation Attack Detector. In Proceedings of the Workshop on
Applications of Computer Vision (WACV), Virtual, 5–9 January 2021; pp. 97–106.
Deng, J.; Dong, W.; Socher, R.; Li, L.-J.; Li, K. ImageNet: A large-scale hierarchical image database. In Proceedings of the 2009
IEEE Conference on Computer Vision and Pattern Recognition, Miami, FL, USA, 20–25 June 2009; pp. 248–255. [CrossRef]
Satu, M.S.; Parvez, M.H.; Al-Mamun, S. Review of integrated applications with AIML based chatbot. In Proceedings of the
2015 International Conference on Computer and Information Engineering (ICCIE), Rajshahi, Bangladesh, 26–27 November 2015.
[CrossRef]
Schöttl, A. A light-weight method to foster the (Grad) CAM interpretability and explainability of classification networks. In
Proceedings of the 2020 10th International Conference on Advanced Computer Information Technologies (ACIT), Deggendorf,
Germany, 16–18 September 2020; pp. 348–351. [CrossRef]
Dahl, G.E.; Sainath, T.N.; Hinton, G.E. Improving deep neural networks for LVCSR using rectified linear units and dropout. In
Proceedings of the 2013 IEEE International Conference on Acoustics, Speech and Signal Processing, Vancouver, BC, Canada,
26–31 May 2013; pp. 8609–8613. [CrossRef]
Mnih, V.; Heess, N.; Graves, A.; Kavukcuoglu, K. Recurrent models of visual attention. In Proceedings of the Advances in Neural
Information Processing Systems 27: Annual Conference on Neural Information Processing Systems (NIPS 2014), Montreal, QC,
Canada, 8–13 December 2014; pp. 2204–2212.
Greff, K.; Srivastava, R.K.; Koutník, J.; Steunebrink, B.R.; Schmidhuber, J. LSTM: A Search Space Odyssey. IEEE Trans. Neural
Netw. Learn. Syst. 2017, 28, 2222–2232. [CrossRef] [PubMed]
Wen, D.; Han, H.; Jain, A.K. Face Spoof Detection with Image Distortion Analysis. IEEE Trans. Inf. Forensics Secur. 2015, 10,
746–761. [CrossRef]
Liu, S.; Yuen, P.C.; Zhang, S.; Zhao, G. 3D mask face anti-spoofing with remote photoplethysmography. In Proceedings of the
European Conference on Computer Vision (ECCV 2016), Amsterdam, The Netherlands, 11–14 October 2016; LNCS-9911; Springer:
Cham, Switzerland, 2016; pp. 85–100. [CrossRef]
Simonyan, K.; Zisserman, A. Very deep convolutional networks for large-scale image recognition. arXiv 2014, arXiv:1409.1556.
Li, L.; Feng, X.; Boulkenafet, Z.; Xia, Z.; Li, M.; Hadid, A. An original face anti-spoofing approach using partial convolutional
neural network. In Proceedings of the 2016 Sixth International Conference on Image Processing Theory, Tools and Applications
(IPTA), Oulu, Finland, 12–15 December 2016. [CrossRef]
Tu, X.; Fang, Y. Ultra-deep neural network for face anti-spoofing. In Proceedings of the International Conference on Neural
Information Processing (ICONIP 2017), Guangzhou, China, 14–18 November 2017; LNCS-10635; Springer: Cham, Switzerland,
2017; pp. 686–695. [CrossRef]
Wang, Y.; Song, X.; Xu, T.; Feng, Z.; Wu, X.-J. From RGB to Depth: Domain Transfer Network for Face Anti-Spoofing. IEEE Trans.
Inf. Forensics Secur. 2021, 16, 4280–4290. [CrossRef]
Targ, S.; Almeida, D.; Lyman, K. Resnet in resnet: Generalizing residual architectures. arXiv 2016, arXiv:1603.08029.
Szegedy, C.; Ioffe, S.; Vanhoucke, V.; Alemi, A.A. Inception-v4, inception-resnet and the impact of residual connections on
learning. In Proceedings of the Thirty-First AAAI Conference on Artificial Intelligence (AAAI-17), San Francisco, CA, USA,
4–9 February 2017; pp. 4278–4284.

