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1 |  INTRODUCTION

The Fringe-P3 method has been proposed as a tool for use in a 
range of forensics applications (Bowman et al., 2013). For ex-
ample, it has been shown that a concealed information test (CIT) 
can be implemented with the Fringe-P3 approach (Bowman 
et  al.,  2013), which, importantly, is resistant to key counter-
measures (Bowman et  al.,  2014). The CIT presents a salient 
probe stimulus infrequently amongst frequent non-salient stim-
uli. Only a “guilty” participant would recognise the probe and 
evoke a P3 event-related potential (ERP) component, thereby, 
revealing that they have knowledge of a stimulus that they may 
be attempting to conceal, while “innocent” participants would 
not recognise the probe and generate a P3 response.

There is a large body of research using CITs with EEG 
to detect familiarity with a range of stimuli (see Rosenfeld 

(2020) for a review) but these have not used RSVP. RSVP 
is a method of presenting stimuli so rapidly that they are on 
the fringe of awareness. This is a key part of the Fringe-P3 
method as typically only salient stimuli breakthrough into 
conscious awareness (Bowman & Avilés, in preparation; 
Bowman et  al.,  2013), meaning that non-salient stimuli 
are not usually consciously perceived, thus rendering key 
countermeasures ineffective (Bowman et  al.,  2014). RSVP 
also allows for the experiment to be run quickly, which is 
important to the advisors that we have from law enforcement. 
The combined use of a CIT and RSVP without EEG has been 
shown to accurately detect familiarity with face stimuli using 
the attentional blink (Ganis & Patnaik, 2009), and a related 
method to the Fringe-P3 that presented face, name, and word 
stimuli on the fringe of awareness has been shown to detect 
concealed information based on involuntary eye movements 
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Abstract
A key issue facing cybercrime investigations is connecting online identities to real-
world identities. This paper shows that by combining the Fringe-P3 method with 
a concealed information test, we can detect a participant's familiarity with their 
own email address, thus connecting their real-world identity to their online one. 
Participants were shown Rapid Serial Visual Presentation (RSVP) streams of email 
addresses, some including their own email address (probe) or a target email address. 
Familiarity with the probe was accurately detected with significant results at the 
group level and for 7 of 11 participants at the individual level. These promising 
results demonstrate that the method can be successfully used to detect online identi-
ties. Factors that may affect how well an email address probe stands out in the RSVP 
streams are also discussed.
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(Rosenzweig & Bonneh, 2019, 2020). Our initial demonstra-
tions of the Fringe-P3 method showed that it could work with 
names (Bowman et al., 2013, 2014). Additionally, we have 
now shown that the method also works with famous face 
stimuli (Alsufyani et al., 2019).

An important application, though, of the Fringe-P3 
method could be to associate real-world individuals with 
their online identities. Those policing the Internet face the 
problem that they are often in possession of an online iden-
tity associated with criminal activity, but they are unable to 
link that identity to a real-world individual. In response, this 
paper provides a proof of principle demonstration that the 
Fringe-P3 method could also be applied to link real-world 
individuals to their online identities by detecting their famil-
iarity with that online identity.

We did this by showing that a participant's own email ad-
dress (the probe) evokes a P3 component when presented in 
RSVP amongst unfamiliar email address distractors. This P3 
response is contrasted with the absence of a P3 response to 
an unfamiliar email address (the irrelevant) that has the same 
presentation statistics as the probe.

More specifically, we demonstrate a very strong group 
level effect of probe (own email address) versus irrelevant 
(unfamiliar email address). We, then, show evidence of 
a strong effect at the level of individual participants using 
our standard permutation procedure (see Method section; 
Alsufyani et  al., 2019; Bowman et al., 2013, 2014). In both 
analyses, we used our standard Aggregated (Grand or ERP) 
Average of Trials (see Method section; Bowman et al., 2020; 
Brooks et al., 2017) as a means to identify analysis windows 
without inflating false-positive rates.

Our conclusions focus on the effectiveness of the group 
level and individual level analyses and the promise of the 
Fringe-P3 method for application to the investigation of 
cybercrime.

2 |  METHOD

2.1 | Participants

Fifteen students from the University of Birmingham took 
part in the experiment and gave their informed consent. 
Three participants were excluded due to a technical error 
with the recording system. One further participant was 
excluded for having less than half the trials remaining 
after trial rejection, leaving eleven participants for analy-
sis. The eleven participants were aged 19–28 (M = 23.27, 
SD = 2.9), seven female and four male. All participants had 
normal or corrected-to-normal vision and no known neuro-
logical disorders. The STEM Research Ethics Committee 
of the University of Birmingham granted ethical approval 
for this study.

2.2 | Stimuli

All stimuli were email addresses using the University of 
Birmingham's email format. University of Birmingham 
email addresses are generated according to a set of rules, 
using three letters from the student's initials followed by 
three numbers (e.g., ABC123 or CXD456). If the student 
does not have three initials from their names, an X is added 
between their two initials. All stimuli generated for this 
experiment matched this format. There were three critical 
stimuli: probe, target, and irrelevant, presented in streams 
amongst randomly generated distractor email addresses. The 
target stimulus was an email address generated at random 
that participants were to look for within the RSVP streams, 
which they needed to pretend was their own. The probe 
stimulus was the participant's real-email address, which they 
were not warned would appear within the streams. The irrel-
evant stimulus was a randomly generated unfamiliar email 
address, which, unlike the target, was not shown to the par-
ticipants before the RSVP streams. These critical stimuli 
were presented amongst unfamiliar distractor stimuli. A 
bank of 3,667 distractors was randomly generated, with the 
condition that they could not have more than two characters 
the same as any of the critical stimuli. Distractors for each 
stream were selected pseudorandomly from this bank, while 
ensuring that each distractor could not contain more than 
one character in the same place as the stimulus before it. 
Each distractor had the same small chance (0.38%) of ap-
pearing in a stream. Distractors and irrelevant stimuli are 
the same in terms of generation procedure and unfamiliarity, 
but each individual distractor is presented very infrequently, 
while the irrelevant stimuli are presented as frequently as the 
probe and target stimuli.

2.3 | Stimulus presentation

The presentation method was based on previous Fringe-P3 
research by Bowman et  al.  (2013, 2014) and Alsufyani 
et  al.  (2019). The stimuli were presented in streams of 15 
items. One critical stimulus appeared in each stream, placed 
randomly between the fifth and eighth items (inclusive) of 
each stream. Distractors were pseudo randomly chosen to 
fill the rest of the stream with the limitation that a distrac-
tor could not be shown immediately after any stimulus with 
which it shared more than one identical character. Before 
the 15 email address stimuli, there was a fixation stimulus 
(“XXXXXX”) in the centre of the screen to focus the par-
ticipant's attention on the presentation area, and at the end, 
there was a final stimulus (“------“ or “======”) which 
was chosen randomly. After the final stimulus, participants 
were asked whether they saw the target (responding yes or 
no) and which of the two possibilities the final stimulus was. 
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This final stimulus question was to ensure that participants 
paid attention to the full length of the stream.

Streams were presented in five blocks of 36 trials. 
Participants were given the opportunity to take a break after 
each block. In each block, the critical stimuli were ran-
domly presented 12 times each with one critical stimulus per 
stream. Over the five blocks, the target, probe, and irrelevant 
were presented 60 times each, with 180 trials in the whole 
experiment.

The Stimulus Onset Asynchrony (SOA) for each partici-
pant was chosen using a staircase procedure to find the speed 
where the hit rate for the target was 75% and the correct re-
jection rate was 80% for each participant during practice tri-
als. The SOAs used in the experiment were within a range of 
100–250 ms.

2.4 | Recording apparatus

The data were recorded using the BioSemi ActiveTwo sys-
tem and ActiView software. Electroencephalographic data 
were recorded from Fz, Cz, and Pz. Electrooculogram data 
were recorded from both eyes using two HEOG electrodes 
on the outer canthus of each eye and two VEOG electrodes, 
one above and one below the right eye. Linked mastoids were 
used as a reference. Impedances were kept below 10 kOhm. 
The data were digitised at 2,048 Hz.

2.5 | Analysis procedure

The data were analysed from the Pz channel using MATLAB 
2016a and EEGLAB v13.6.5b. The data were resampled to 
512 Hz and underwent a high-pass filter of 0.5 Hz and low-
pass filter of 30 Hz, before being epoched into segments from 
−100 ms to 1,500 ms. Trial rejection was performed on the 
eye electrodes (with above 100 μV and below −100 μV as 
criteria), and on the Pz channel (with above 50 μV and below 
−50 μV as criteria). Baseline correction was then performed 
on −100 ms to 0 ms.

After trial rejection, the maximum number of trials re-
maining per participant for probe and irrelevant was 60 
and the minimum remaining was 50 for probe (M  =  56, 
SD = 3.46) and 43 for irrelevant (M = 54.91, SD = 5.43).

2.6 | AGAT analysis method

Only the probe and irrelevant data were used in the analy-
ses. These were compared with each other to see if there was 
a statistically significant difference between them. The tar-
get trials were only included in the experiment to provide a 
task for the participants and the distractor stimuli were only 

included to fill the streams. The target and distractor stimuli 
provide no information on the recognition of a participant's 
own email address, and so were not used in any analyses.

2.6.1 | Group level

Statistical analysis was conducted according to the 
Aggregated Grand Average of Trials (AGAT) method 
(Bowman et  al.,  2020; Brooks et  al.,  2017). For this, the 
trials for the probe and irrelevant conditions were merged 
to provide one aggregated ERP per participant. A win-
dow 100 ms wide was placed on each participant's aggre-
gated ERP, starting at 250 ms, and slid along by just under 
1.95 ms each time, until the upper boundary was reached at 
1,000 ms. The 250 ms start point was chosen to allow for 
individual differences around the start of the P3 response 
(typically around 300 ms). The mean amplitude of the ag-
gregated ERP within each window position was calculated 
to find the window of interest (i.e., the window with the 
highest mean amplitude). This window of interest was then 
applied separately to the probe ERP and irrelevant ERP for 
that participant, and the mean amplitude within that win-
dow was calculated for each to then be analysed using a 
paired-samples t test.

Finding the window of interest from the aggregated ERP 
prevents any bias towards probe or irrelevant or inflation of 
the false-positive rate. The key step in this procedure is the 
merging of probe and irrelevant. Essentially, as verified in 
simulation and proof (Bowman et  al.,  2020), this merging 
means that, under the null, selecting this window of inter-
est from the resulting aggregated ERP is mathematically or-
thogonal to the probe minus irrelevant contrast. Accordingly, 
under the null, there is no increased probability of the probe 
being different from irrelevant at the window selected on the 
aggregated ERP.

2.6.2 | Individual level

The individual level analysis also used the window of interest 
from the aggregated ERP and applied this to the individual 
probe and irrelevant ERPs to get the mean amplitudes from 
that window. The probe mean minus the irrelevant mean was 
calculated as the true observed difference. The individual 
probe and irrelevant trials were then permuted 1,000 times 
to create surrogate probe and irrelevant ERPs. The same win-
dow of interest as before was then applied to the surrogate 
probe and surrogate irrelevant ERPs, their means calculated, 
and the difference of the means calculated as surrogate differ-
ences. The p-value was the number of surrogate differences 
that were greater than or equal to the true difference, divided 
by the number of permutations.
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Permutation was used for the individual participants’ 
analysis, as the generation of surrogate ERPs have a better 
signal-to-noise ratio than if t tests are performed on the single 
trials, which contain more noise.

3 |  RESULTS

3.1 | Group effects

A grand average for the probe and irrelevant conditions from 
the Pz electrode is presented in Figure 1. It can be seen from 
Figure 1 that there is a clear P3 response for the probe condi-
tion that is not present for the irrelevant condition. The result 
of the group-level AGAT analysis and paired-samples t test 
found a significant difference and a large effect size between 
the probe and irrelevant conditions at Pz, t(10)  =  4.240, 
p = .002; d = 1.824.

Previous Fringe-P3 studies using own-name stim-
uli (Bowman et  al.,  2013, 2014) have found significant 
P3a's at Fz and Cz within a 150–300 ms window. No sig-
nificant difference was found between the probe and ir-
relevant during this window for the current study at Fz 
(t(10) = 0.149, p = .885, d = 0.051) or Cz (t(10) = 0.235, 
p = .819, d = 0.075). It may be that the particularly exqui-
site salience of one's own name, which a University email 
address may not possess, drove the generation of the P3a 
in our previous work.

3.2 | Individual participants

Figure 2 shows the ERPs for each individual participant and 
their window of interest from the AGAT analysis. Table 1 
shows the p-values obtained from the AGAT permutation 
tests on the probe and irrelevant conditions from the Pz data. 
There were seven out of eleven participants (64%) with a 
significant difference between the probe and irrelevant at an 
alpha of 0.05, with four of these having p-values less than 
.001. The mean p-value was .115 and the median p-value was 
.034. The median is the more appropriate measure of central 
tendency, rather than the mean, due to the skewed distribu-
tion of p-values.

4 |  DISCUSSION

This research presented an initial investigation into the use 
of the Fringe-P3 concealed information test for online identi-
ties, to link real-world identities to Internet identities (e.g., 
email addresses, Skype addresses, identifiers associated with 
online forums) connected to online crimes. The group level 
analysis found a significant difference between responses to 
the probe and irrelevant stimuli (p =  .002), and a clear P3 
response for the participants’ own email addresses but not for 
the unfamiliar irrelevant email addresses. These results show 
that the method was successful in detecting when participants 
saw their own email address amongst non-familiar stimuli.

In addition to the group level analysis, a significant dif-
ference was found between the probe and irrelevant for seven 
out of eleven participants (64%) in the individual level anal-
ysis. Four of these participants had highly significant dif-
ferences with p-values of .001 or smaller. These promising 
results highlight how accurately this method can work for an 
individual participant as well as at the group level. Both the 
group and individual level results demonstrate the strength 
and suitability of the Fringe-P3 method and AGAT analysis 
in the detection of people's online identities.

While these results are generally significant at the indi-
vidual level, as well as at the group level, previous Fringe-P3 
research using own names (Bowman et al., 2013, 2014) and 
faces (Alsufyani et al., 2019) have found even stronger results 
at the individual level. There are a few possible reasons why 
four participants did not have significant differences between 
their probe and irrelevant in this individual analysis. The fol-
lowing explanations warrant further research that may result 
in improvements to make the Fringe-P3 concealed informa-
tion test more successful.

One potential explanation is that participants’ uni-
versity email addresses may not be as salient to them as 
expected, especially compared to own names (Bowman 
et al., 2013, 2014). Our own names have significant mean-
ing to us, making them highly salient and stand out more 

F I G U R E  1  Grand Average for All Participants’ Probe and 
Irrelevant from the Pz Electrode. Extra smoothing with a low-pass 
filter of 6 Hz was used in this figure, purely for presentational 
purposes, and was not applied to the time-series analysed. Vertical 
dashed lines represent the 250–1,000 ms area within which the AGAT 
slides.

 14609568, 2021, 3, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1111/ejn.15098 by T

est, W
iley O

nline L
ibrary on [20/12/2022]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense



   | 899HARRIS et Al.

easily amongst distractors, to the point of even escaping an 
attentional blink when presented shortly after another crit-
ical stimulus (Shapiro et al., 1997). In contrast, University 
of Birmingham email addresses are generated according to 
university rules, and not chosen by the participant, so they 
may not have the same level of meaning and salience to all 
participants and this may have contributed to why they did 
not stand out as significantly in the streams compared to a 
participant's own name.

There is also a potential perceptual issue with the email 
address stimuli, since they are generated following the same 
rules and are the same length, making them very homoge-
nous. Additionally, due to the generation rules, several stimuli 
have an X in the middle, further adding to their homogeneity. 
When distractors are too similar to the target (e.g., same cat-
egory or colour), the distractors can capture attention (Folk 
et al., 1992; Su et al., 2011). There needs to be heterogene-
ity in RSVP stimuli in order for the critical salient stimuli to 

F I G U R E  2  Individual Participants’ ERPs from the Pz Electrode. Dashed vertical lines represent the 250–1,000 ms area within which we 
searched for the analysis window. Dotted vertical lines represent the window of interest found in the AGAT analysis for that participant.
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stand out from the distractors. It is possible the homogeneity 
of the email address stimuli may have contributed to some 
participants not demonstrating a significant effect, compared 
to previous research that used more heterogeneous stimuli, 
such as names and faces (Alsufyani et  al.,  2019; Bowman 
et al., 2013, 2014).

Finally, there is the possibility that participants were 
(whether consciously or not) using a search strategy when 
looking for the target, such as looking for the first letter 
of the target email address and only processing the rest of 
the stimuli if the first letter matched. This could mean they 
did not read the probe if it did not start with the same let-
ter as the target, which would prevent a P3 response. This 
fits with the glance-look model of cognitive control (Su 
et  al.,  2011), which argues that stimuli in RSVP streams 
are first “glanced” at to process the broad category or 
meaning of the stimulus (in our example, if it begins with 
a specific letter). If a stimulus matches the target category 
then it receives a deeper “look,” where specific meaning 
and detail are analysed (and the rest of that email address 
would be read). Additionally, the glance-look theory posits 
that distractor stimuli that are in the same or a semanti-
cally related category as the target can capture attention, 
receive a deeper “look,” and initiate an attentional blink, 
causing participants to miss a target or probe stimulus pre-
sented shortly after (Folk et al., 1992; Su et al., 2011). In 
the case of email addresses, this could mean that distrac-
tors that began with the same letter as the target could have 
captured attention, reducing the chance of the participant 
seeing the probe and invoking a P3 if it appeared shortly 
after. A future experiment should attempt to prevent this 

search strategy by finding a task that forces participants to 
read the whole email address.

Research into these potential issues outlined above 
could lead to improvements in both the stimuli and pro-
cedures used for future online identity deception experi-
ments and hence could potentially result in even stronger 
individual participant level responses. Despite these pos-
sible issues, the current study found significant results at 
both the group and individual level, thus providing the in-
tended proof of principle demonstration that this method 
can successfully detect the recognition of a participant's 
own email address. This is a vital step towards linking 
online identities to real-world identities and aiding those 
fighting cybercrime. This can be performed in forensic 
situations where the police know an online identity is as-
sociated with a crime, and they suspect that a particular 
real-world person is the user of that online identity. The 
Fringe-P3 method can then be used with that real-world 
person to demonstrate their familiarity with that online 
identity and link them to it.
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