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Random numbers are essential for cryptography and scientific simulation. Generating truly random numbers
for cryptography can be a slow and expensive process. Quantum physics offers a variety of promising solutions
to this challenge, proposing sources of entropy that may be genuinely unpredictable, based on the inherent
randomness of certain physical phenomena. These properties have been employed to design Quantum Random
Number Generators (QRNGs), some of which are commercially available. In this work, we present the first
published analysis of the Quantis family of QRNGs (excluding AIS-31 models), designed and manufactured
by ID Quantique (IDQ). Our study also includes Comscire’s PQ32MU QRNG, and two online services: the
Australian National University’s (ANU) QRNG, and the Humboldt Physik generator.

Each QRNG is analysed using 5 batteries of statistical tests: Dieharder, National Institute of Standards and
Technology (NIST) SP800-22, Ent, Tuftests and TestU01, as part of our thorough examination of their output.
Our analysis highlights issues with current certification schemes, which largely rely on NIST SP800-22 and
Diehard tests of randomness. We find that more recent tests of randomness identify issues in the output of
QRNG, highlighting the need for mandatory post-processing even for low-security usage of random numbers
sourced from QRNGs.
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1 INTRODUCTION

Providing Pseudo-Random Number Generator (PRNG) algorithms with entropy is a problem ap-
proached in many ways. Harvesting it from human-interface devices is one method, but this depends
on a steady stream of actions from a user. However, devices harnessing naturally unpredictable
phenomena have been developed, which can be used to seed PRNGs or act as RNGs in their own
right.

True Random Number Generators (TRNG) harvest entropy from a variety of hardware-specific
phenomena (such as leakage in ring-oscillators), process the output and forward it to a host device.
TRNGs use a variety of classical noise sources for their entropy.

Quantum random number generators (QRNG) harness the inherently unpredictable properties
of quantum phenomena to provide entropy. Rarity et al. [1] discussed the possibility of combining
quantum random number generation and key sharing. Stefanov et al. [2] outlined the scientific
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principles and design of an optical quantum random number generator. In their work, they proposed
the use of an optical quantum phenomenon in which photons either pass-through or reflect off of a
partially-mirrored surface, as a source of entropy. This is the basis of ID Quantique’s (IDQ) Quantis
brand of QRNGs.

Comscire’s PQ32MU uses an alternative entropy source, quantum shot-noise. ANU’s QRNG
uses broadband measurements of a vacuum field contained in the radio frequency side-bands of a
single-mode laser. There is significant diversity in the sources of quantum entropy, which begs the
question: are these sources equally unpredictable, and are there different considerations that must
be accounted for to correctly sanitise their raw entropy into usable output?

We have observed devices that achieve Common Criteria EAL4+ certification while failing
relatively simple statistical tests. It is crucial to identify weak devices to better inform future
iterations of testing and best practice in device certification. When manufacturers or service
providers claim that their device (or output) is a viable source of randomness for cryptographic
operations, one must approach such claims from a position of scepticism. With prices in the multi-
thousand dollar range, these devices are targeted towards well-funded customers with critical
security requirements. This may lead to significant repercussions should devices exhibit flaws (such
as predictable output) despite their certifications.

This paper provides the first in-depth analysis of IDQ’s [3] Quantis QRNG 16M PCI-E, 4M
PCI-E and USB devices, Comscire’s P32MU, the Australian National University’s (ANU) QRNG and
Humboldt University’s Physik Online QRNG service. Dieharder, National Institute of Standards
and Technology (NIST) SP800-22, Ent, TestU01 and Tuftests have been used to give a thorough
statistical analysis of the output of these devices. Significant biases are identified in the Quantis
QRNG modules, and further analysis is conducted in an attempt to characterise these biases. The
authors present novel findings highlighting a previously unknown statistical anomaly in the Quantis
QRNG which may have a significant impact on specific applications.

Another contribution of this work is to demonstrate that current certification schemes require a
wider range of statistical tests to identify non-random output. Mere days of data collection and
testing could provide a far more rigorous method of identifying flaws in RNGs that currently go
unnoticed. The testing strategies used to certify RNG products, and the need for more stringent
tests, have also been discussed. Finally, this paper identifies how user advice and associated manuals
must match the current consensus in secure quantum random number generation. Post-processing
should never be deemed as optional, as the results for Quantis output in default mode demonstrate.

Previous publication. Preliminary work [4] related to this research has previously been presented
at Real World Crypto (RWC) 2018 in Zurich, Switzerland. The work in question has not been
published in any conference proceedings or journal. RWC 2018 has no proceedings for any kind.
This manuscript greatly expands the early work presented in [4], which presents preliminary
findings regarding 3 Quantis RNGs, a ChaosKey and urandom.

Organisation. The rest of this paper is laid out as follows: Section 2 outlines the background of
the research, discussing the devices and the theory behind their function. Section 3 discusses the
methodology employed in this work. Section 4 shows the results and analyses. Section 5 discusses
the implications of the findings presented in this work. Section 6 provides concluding remarks and
future work.

2 BACKGROUND

Random number generation is critical for the correct functioning of cryptography and security
systems. A recent attack [5] implementing Coppersmith’s attack against RFID ID cards in Taiwan
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highlighted the importance of robust random number generation. A poorly implemented RNG
allowed the factoring of 184 RSA keys out of 2 million Taiwanese ID cards.

Both ID cards were certified as secure at the time of these discoveries, under the FIPS 140-2
standard, and Common Criteria. Researchers commented that the secrecy around implementations
of security systems that cannot disclose their designs due to Intellectual Property (IP) consider-
ations. This culture of secrecy makes it all but impossible to independently verify the claims of
manufacturers, or verify the outcomes of tests that lead to certification. Furthermore, manufacturers
have a vested interest in intercepting or suppressing reverse-engineering attempts that identify
flaws, until major attacks make it necessary to disclose vulnerabilities. It is vital that RNGs are
robust and unpredictable, but ensuring that this is the case is no easy feat.

QRNGs are frequently described as being attractive for their high speed output. With the PQ32MU
providing 32 mega-bits per second (Mb/s) and Quantis 16M producing 16 Mb/s, this is easy to see.
But simple USB TRNGs, such as ChaosKey and Bitbabbler are capable of speeds of 8mps and up
to 30 Mb/s respectively.

The developers of the Bitbabbler ! provide a succinct explanation of why the theoretical maximum
speed of their devices is not an advisable speed to operate them. As the output rate of the Bitbabbler
is increased, the whiteness of the output degrades. This effectively means that the user is trading
randomness for speed, and the developers have set a default 2.5 Mb/s for a quad-source device
in the software manager. Application-specific Circuits (ASICs) have been used to achieve output
speed in excess of 10 giga-bits per second (Gb/s) [6]. However, these are experimental and not yet
in commercial circulation.

A survey of TRNGS suitable for implementation in FPGAs [7] was conducted in 2016. The
findings of this survey identify a significant increase in design complexity and required area
(LuT/LR) to improve the output speed of such devices. Varchola et al. [8] proposed low-power
designs (TERO-TRNG) which achieved 1 Mb/s output speeds while consuming only 1.23 mW of
energy. Though a remarkable gain in efficiency and speed over previous attempts this design still
falls significantly short of speeds achievable by QRNGs that were considered old at the time, such
as the Quantis product line. Chercaoui et al. [9] achieve truly impressive speeds of more than 245
Mb/s with a Cyclone V FPGA. However, the ring based oscillator design requires a huge number of
cells: 352/256 LuT/LR for a Cyclone V FPGA. Constant verification of events is requires and each
cell must be independently initialised at start up. Manual placement of components is required
to ensure random output, substantially reducing the convenience and long-term usability of this
design. Sivaraman et al. [10] claim to have produced a design capable of over 26 Mb/s using only
8 ring oscillators and 64 inverters in total. They claim that no special configuration is required
and output remains characteristic of an independent TRNG regardless of underlying the FPGA.
However, this design was only recently (2020) proposed and is unlikely to be implemented for some
time. At present, FPGA designs show promise (in terms of both speed and randomness) but lack
the commercial infrastructure and battle-tested designs of commercial QRNGs.

Table 1 provides a breakdown of retail cost for a small sample of commercial TRNG (which pass
all randomness tests used in this paper) compared with Quantis QRNGs. Speeds were recorded
and averaged over 100 x 1 MB streams. Bitbabbler was constrained by a software cap, this can
be released and 30 Mb/s achieved, at the cost of reducing the randomness of the output stream.
Default configurations and values were used for all devices in the interests of fairness. At present,
QRNGs are significantly more expensive than the majority of consumer grade TRNGs (by orders
of magnitude), but they produce speeds that classical TRNGs find difficult to achieve without
compromising the randomness of their output at this time.

Thttp://www.bitbabbler.org/how.html
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Table 1. TRNG and QRNG cost at time of writing

Device Vendor Cost Output Speed (Mb/s)
16M PCI-E IDQ? $ 3,136 15.8
4M PCI-E 1DQ $ 1,355 3.98
4M USB DQ $1,036 3.92
Chaoskey vikings® €49 3.95
Bitbabbler Black | Bitbabbler 4 AUD $ 99 2.49
Bitbabbler White Bitbabbler AUD $ 199 2.49

2.1 Quantis QRNGs

ID Quantique (IDQ) [11] were the first to harness quantum phenomena as an entropy source in a
commercial product, in 2001°. IDQ [3] has commercialised devices that use an optical quantum
process as a source of randomness. This allows the generation of random numbers at a speed of 4
Mb/s (4M devices) and 16 Mb/s (16M devices) on PCI-E and USB hardware devices.

A block diagram of the Quantis quantum entropy module can be found in Figure 1. This diagram
details the hardware elements of a typical Quantis device. A 4M, whether it connects to a host
machine using PCI-E or USB, uses a single Optical entropy source. The 16M uses 4 of these entropy
sources, which are used to provide a higher rate of output by simply generating 4 times as many
bits to forward through the subsequent elements of the device.

The lowest level of the diagram represents the physical entropy source. A light source is used to
generate individual photons, which are directed towards a semi-transparent mirror. There is an
approximately 0.5 probability of this mirror emitting or reflecting the photons directed towards it.
Two photon detectors are used to track which of these eventualities occurs. If the photon is emitted,
a 1 will be output to the acquisition layer. If it is reflected a 0 is output to the acquisition layer.
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Fig. 1. Quantis QRNG hardware block diagram, adapted from IDQ Quantis 2019 white paper °

The synchronisation and acquisition subsystem is responsible for registering the photon detector
events and clocking the LED used to generate light pulses. The acquisition subsystem then forwards
the bits generated by detector events to the static check subsystem. The static check phase is
responsible for identifying any egregious errors, such as the excessive generation of the same bit

Shttp://bit.ly/2Fx302C
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