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Abstract

Today, security issues are increaseatlie to huge data transmissisnover
communication media such as mobile phones, TV cables, online gamés,and
satellite transmissioetc. for uses such asedical, military or entertainmenthis
createsa challenge fogovernment and commercial companieskeep theselata
transmissioa secure. Traditional secure ciphers, either block cighesuuch as
Advanced Encryption Standard (AESr streamciphers,are not fast or completely
secure. However, the unique properties of a chaotic system, such as structure
complexity, deterministic dynamics, random output response and extreme sensitivity
to the initial condition, make it motivatingor resarchers in the field of
communication system security. These properties establish an increased relationship
between chaos and cryptography that create strong and fast cipher compared to
conventional algorithms, which are weak and slow ciphers. Additignaliacotic
synchronisation has sparked many studies on the application of chaos in
communication security, for example, the chaotic synchronisation between two
different systems in which the transmitter (master system) is driving the receiver (slave
systen) by its output signal.

For this reason, it is essential to design a secure communication system for data
transmission in noisy environments that robust to different types of attacks (such as a
brute force attack). In this thesis, a digital communicatystesn with high immunity

and security, based on a Lorenz stream cipher chaotic signal, has been perfectly
applied.

A new cryptosystem approach based on Lorenz chaotic systasxdesignedfor

secure data transmission. The system uses a stream ciphéicimtiae encryption

key varies continuouslyn a chaotic mannerFurthermore, one or more of the
parameters of the Loremgenerator is controlled by an auxiliary chaotamgrator for
increased securityn this thesis, the two Lorenz chaotic systems afled the Main
Lorenz Generator and the Auxiliary Lorenz Generdtbe system was designed using

the SIMULINK tool. The system performance in the presence of noise was tested, and
the simulation results are providékhen, the clockecovery technique igresented,

with realtime results of the clock recovery. The receiver demonstrated its ability to
recover and lock the clock successfully. Furthermore, the technique for



synchronisation between two separate FPGA boards (transmitter and receiver) is
detailed, in which the master system transmits specific data to trigger a slave system
in order to run synchronously. The reimhe results are provided, which show the
achieved synchronisation. The receiver was able to recover user data without error,
and the ral-time results are listed.

The randomness test (NIST) results of the Lorenz chaotic signals are also given.
Finally, the security analysis determintbe system to have a high degree of security

compared to other communication systems.
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Chapter 1

INTRODUCTION

1.1The Bases of Secure Communicati on

Much of the interaction today tends to be electronic, such as online shopping or social
engagements occurring within social media. Sensitive electronic information such as
bank transactions, telecommunications and private image transmissions increases the
responsibility of the government (as well as commercial companies) concerning ways
to increase the security level to prevent hacking. Modern high speed processing
computers, powerful Field Programmable Gate Array (FPGA) boards and Graphics
Processing Uni(GPU) boards help hackers perform brute force attacks that attempt
every possible kejl, 2]. These electronic threats make the research area of digital
communication security importanand attractive for researchers to protect
transmission information from unauthorised people.

Any secure communication system between two parties often contains three main
parts: authentication confidentiality and integrity [3]. Authentication in
communication systems is done through identity. This méwatsih order to establish
communication between sender and receiver, the identity of both must be confirmed.
Confidentiality takes place when only the sender and receiver are able to understand
the content of the transmitted message. The process igddstgrtihe sender, who
encrypts the content of the message using a cryptography algorithm and then transmits
it through the channel. The receiver must know the private key to decrypt the message.
Integrity means that the message content has not been alteeedthe sender and
receiver are communicating.

Modern cryptography software, such as the Advanced Encryption Standard (AES),
has become the heart of security since 2001 and has been used for many sensitive
applications. These encryptiva@chnique algoritms are based on a symmetric, or
private, key. Howeverevery algorithm may have pros and cdse to attack by
powerful modern computers and nevdgveloped boards used for higpeed

application requirementd, 5].



In spread spectrum communication systemsgdtbadvantage of using conventional

data encryption based on traditional pseudorandom sequence generators such as
maximatlength sequences (sequences), Walsh sequences and Gold sequences is
the limted number of iterations performed by encryption transformation.
Furthermore, lacks of correlation properties due to a limited available number of PN

sequencefs-15].

12Bl ock Cipher and Stream Cipher

Symmetric (private) keys are divided into two main categories: block ciphers and
stream ciphers. The privateey must be known for both the transmitter and the
receiver to be able to retrieve the encrypted message. A block cipher is based on
sequences of fixed numbers of bits cal
plaintext bits with the same kejl6]. A stream cipher generates an infinite
cryptographic keystream that encrypts bits individually, similar to thetioreepad

(See chapter 3)L6]. Fig. 11 shows basic diagrams of the block and stream ciphers.

Key
(fixed bit length)

v

Plaintext Block Encryption :
— Process —> Ciphertext

Block Cipher

Key
(Bit stream generator)

v

Plaintext —» Encryption Process —P Ciphertext

Stream Cipher

Fig. 11. Basic Diagrams of Block and Stream Ciphers.

(



13Properties of Chaos in Communicat

A digital communication system based on chaos equations for data transmission
security has advantages over traditionatuse communication systems. A main
advantage of this system is its ability to generate pseudorandom numbers based on
nonlinear behaviour. Therefore, we can generate an infinite number of uncorrelated
binary streams that can be used in the Code Divisiattiple Access (CDMA)
communication system as a code for large value of users.
Chaos is an aperiodic lorigrm behaviour in a deterministic system that exhibits
sensitive dependence on initial conditiphi/]. One chaos system property is its
deterministic quality, meaning that the system has no random or noisy inputs or
parameters ahsystem randomness behaviour comes from the nonlinearity, not the
effect of noisy driving force$17]. Another chaos property is its aperiodicity; the
system trajectories do not settle down to fixed points and periodic ¢tiE]tsThe
chaos system also has a high sensitivity to the initial condition. Any slight change in
the initial condition leads the chaotic model to a \grick change in output response.
This means that, the new output response after the initial condition has been changed
is unrelated to the previous output generated. The trajectories separate exponentially
fast and the system has a positive Lyapunov esmpa7].
Crosscorrelation is a measure of similarity between two signalsnfaut signal and
a reference signal) and used in this system as a signal detector, whereas the
autocorrelation measures the correlation between the signal anddiayed version
of itself.[18]. This means that, each piece of user data transmitted in one channel can
be discriminated basedonawgoo r r el ati on functions and ot
based on @asscorrelation functions.
The crosscorrelation in analogue and digital forms equations are given as:

Co( U) 60200 U) dt

Coy( MBI Gwzwl I (2)
Where the tmiismaledshelag t U or

The autecorrelation in analogue and digital forms equations are given as:

C(0) 10210 0) dt
C(mB [ {i@z00 i (4)



Where t he tmismaledshbliag t U or
Fig.12shows the two Lorenz systemsOo output

All initial conditions and system parameters are identical for the two Lorenz systems

F] =1 1] =7 -] -] m

except one system parametedifferent.

’ ‘\1‘\

AT
/1

1

T

=

Fig. 12. Responsesf Two Lorenz Systems with Different Initial Conditions.

Additionally, chaotic signals are broadbafiB]. Using chaos equations for data
transmission security has attracted reseaécker at t ent i on on i mpl e

communication system using chaotic sigridl|®, 20-26].

l4Chaos f o3pe&Sptrreamd Technol ogy

Chaotic signals can be used in different communication system applications, some of
which include spreadpectrum applicationf3]. Spreaespectrum technology was
originally invented by the military because of the gath and low pobability of
intercept (LPI) properties of this technology. More recently, spsgadtrum
technology has been used by commercial telecommunication companies for wireless
systems. Spreaspectrum uses wideband, noelge signals that are hard to detecta

jam. Spreasspectrum signals are made to be a much wider band than the information
they are carrying. One feature is that the transmitter uses the same transmit power level
as a narrowband transmitter. This is because the sppestkum signal is widethus

it transmits at a much lower power density. Additionally, the spspadtrum can
combine noise immunity and a high data rate, making this technology suitable for

wireless data communication networks in noisy environments.



l15Reception TyQhlhaBdlsedl @ mrhuni cati on

Two types of chasbased communication systems have been widely studied. The first
is a Coherent Detectiofihe chaotic signal is used to modulate the information signal,
for example, chaebased direesequence code division multiple access-TI3MA).

In this scheme, synchronisation is necessary for the receiver to be able to recover the
information signal. Thesynchronisation means that at the receiver, the chaotic
generator is regenerating an exact replica of the chaotic bit §t2&e80]. The aim

of using chaotic signalspecificallyin chaosbased spreadpectrum systems, is to
overcome the weakness in conventional Psdr@aodom Noise (PN) sequendés].

The second type of chatsised communication system has a{@miherent Detection
scheme.The receiver design estimates tleeaived signal to recover the data. A
transmitted signal is not required to regenerate the chaotic signal at the rgz&iver
27,31, 32].

16Spreadi n§paaeadMelehgods f or CMDA

At the transmitterthe transmitted user stredm(t) of bit duration T is spread using
multiplication by a specific spreading cocit). And s« (t) is the encoded user data at

the output ok encoder and is expressed as shown below.

s (t) =by (t)c, (t) (5)
wherebg (t) isthek"us er 6s binary data signal donate
b = & bR, (t-IT) (6)

|=- ©o

where b,(k) represents thi" data cycle that takes on 0 or 1 for ehe¥ith the same

probability and PTd is the rectangular pulse of intervalwhich starts at = 0. In

addition,c (t), the code sequence of tkituser is expressed by

6, ()= & AVP, (t- IT,) @

J=- =



where A [ {0,1} represents thi¥" value of thek" user spreading code af is the

rectangular pulse of duratidn

Then,all users data are summed and transtitirough one channai(t) denotes the

summed signal and is shown below.
r)=B i k(t-Uy (8)

where ¢ (t-7x) corresponds to thE" us er 6 sniss gmamber ot user

represents the random time delay associated witk'tignal.

The conventional method thtte received signai(t) that goes into the correlation

block has been multiplied by a replica of the spreading code (chaotic signal) as stated

below
a.n Q
leorrl(t) = rt)c,(t) = éﬂ b, (t)c, (t)a:1(t) 9
k=1 -
Wherebx (t) the transmitted user data,(t) a specific spreading cod&he output of
the first userdds integrator is given by
n T
Y, =wr b + & b (e (Ddt = wr b +1, (10)

~
Il

1

o

Wherebilistheithdat a of the first wuser that <can
equalprobability andw is the number of ones in the spreading code sequé&hee.

first term of (5 W* b,(l) is the desired signal and the second terns the undesired

signal (total interference signal) which is the effect offies s er 6s si gnal 0 |
the chosen user in the receiver. Then, the signgbes through a limiter, with chosen
thresholdS=w. As a result, the output of the limiterliniake values

if Y,2SY b =1
and
if Y <SY b =0

The Multiple Access Interference (MAI) is the only limitation of transmitting data

from transmitter to the receiver.



1.7Gener ati oinc 08i Crhaalog f or Encryptior

In this work, we need to generate chaotic signals to perform the encryption of data.
Chaotic generators are divided into two categories, autonomous aaditosromous.
Autonomous systems generate their own signals and doeedtto be driven by an
external source. Neautonomous systems convert an external signal, such as a
harmonic signal, to a chaotic signal.

All chaotic system must have a nonlinear element and a number of state variables and
the order of the system is thember of independent state variables. The minimum
order for an autonomous system is three and for eantnomous system is two.

There are three well known autonomous minimum order systems, the Chua, Réssler
and Lorenz systems. In the following sectwa evaluate the suitability of these

systems for our application.

1.7.1The Chua system
The Chua system is based on a nonlinear analogue circuit that is easy to build. It is

popular in studying and demonstrating chaos. The circuit is shokig.id 3.

ch3 - chl
g Cl C2 | S00ckms| | ) 15vce
J = dl & W d2 = |
Fmmb £ osuf 5.5uF | <741 |
3000k
ch2 | 102k o 1
2: | ._3.3|{|_ | U -15vcece
pak | 462k fl'z:"‘
Fig. 13. The Chua Circuit.
Analysis of the circuit gives the state equations.
G 1
W =— (Vo - Vo )- —0a(v
=g Ve, va)- o)
G 1.
V., =C—(Vq'Vc2)+C—'L (11)
2 2
1
i, =- EVCZ

Whereg(vcy) is the nodinear function represented by the diode&ig. 13.



In order to use this circuit in any digital communication system a SIMULINK model
has been developed and is showRig 14. The state equations are written in integral
form to correspond directly to the SIMULINK model.

b _Y'OL U Q0 Qo0 (@)
b  _YOuL 0 0Qo 0 (b) (12)
O -.Y 0 QY Q6O ©)

WhereS, S andS are frequency multipliers and, [>andls are initial conditions.

f(ver)
flu) P » vl

Fen 1
. — - .
Equation 12 a .- : S
Sum e 21 Integratr
= scope
G(vei-Vez) -
G F—

e im SumZ 3m

G=tR i=
> — (O]

Equation 12 b —»- > D‘ : ’
Sum 1 ez LY, Integrator] XY Graph
iz 53 Vez-iR
. * * V2
il - q @ -
Integrato? n Sum3 Equation 12 ¢
” Ro
Fo
Chua's Circuit
C151veldot =G{ve2 -vel)-fivel)
£1,52,53 are frequency scalin C2 S2veldot = Glvet -ved) -
= yaa L 53 idot = ve2-i Ro

Fig. 14. SIMULINK model of the Chua circuit.

Thev andb signals from the SIMULINK model are shownkig. 15. It shows
0 andL as calculated frorequation 12Thev andb showanaloguechaotic
Thev -0 attractor is shown ifrig. 16. It shows the phase planewf versus

0 as calculated from equation.12
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The Chua circuit is simple arths a high autgorrelation, low cross correlation and
almost random signalsHowever the need to model the Aorear function adds an

unnecessary complexity if the system has to be implemented in digital hardware.

1.7.2The Rossler System
The Rdssler system is describedthy following state equations which are written in

differential equation form.

® w0 « (@)

W 0 0w (b) (13)

¢ O0Od ®a()
In this system the nelinearity is represented by a multiplier which is easy to
implement in digitahardware. The SIMULINK model of tie¢sslelis shown inFig.
1.7. Thexandy signals are showin Fig. 18. It showsxy as calculated from equation
13. The x-y attractorshowsin Fig. 19. It shows the phase plane fversusy as

calculated from equation 18he attractox y shows one is single scroll.

Equation 13 b

»+ ydot[ 4 ]y
X 1~ L
+ 3 @
sumd Integratort you
a
Y
h Rossler attractor
Equation 13 a xdot=~(y + z)
-z y ydot = x+ay
1 - zdot="b +z (x-¢)

(2 )

xout
Integrator ~ Sum

F 3

X —p —b-"—-d-—-b@

P+
Product Integrator? zout
b suni

Equation 13 ¢

Fig. 17. SIMULINK model of The Rdssler.
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Fig. 19. Thex-y attractor of the Rdssler system.
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The only drawback of theRdOssler system is that the attractor is a single loop which

results in a higher cross correlatietween the state variabléhis affects the

performance on an encryption system as béllexplained in later chapters.

11



1.7.3The Lorenz system
The Lorenz systens described pthe following state equations which are written in

differential equation form.

O A(y-Xx)
0=Bxiyixz (14)
O =icz vy

Fig. 110 shows the SIMULINK Lorenz model where A, B and C are system
parametersx, y andz are state variableBhe scaling factor§;, S andSs are used to
control the output signals frequency band and they are also part of the key in the
encryption systenilhex andy signals are showin Fig. 111 and thex-y attractor in

Fig. 112
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Fig. 111. The simulated signals of the Lorenz Systemx@ynal and (by signal.
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Fig. 112. Thex-y attractor of the Lorenz system.

From the above analysis of the ChRéssler and Lorenz systems, we have chosen the
Lorenz system as it is easier to implement using digital hardware and has a double
loop attractor.

FromFig. 16, the Chua attractor has double scrhllhas high autaorrelation and

high crosscorrelation. Howeverwe avoi ded to use the Chua
need to model the ndimear function adds an unnecessary complexity if the system

has to be implemented in digital hardware. Fieim 19, theRdsslersystem a single

scroll. Thus,we avoided to us& because of the cros®rrelation betweerstate

variables are high. This affects the performance of the systenom Fig. 112, the

Lorenz system has double scroll. The acorelation is high and the creserrelation

is low.

13



1.8Communi cation Systems Overview

There are three main parts to any communication system: the transmitter, channel and
receiver. In the transmitter, spresplectrum technology has been used to encrypt the
user data by using a chaotic signal. Before the encrypted user data is transmitted
through the channel, it is encoded using a Manchester encoder for clock recovery. In
the receiver, synchronisation is necessary for it to be able to retrieve the original
messageFig. 113 shows the basic block diagram of the communication system
working at baseband frequencies. The synchronisation between two transmitters and
a receiver is required to retrieve the information signals. Therefore -doakery is

used to recover the transmittaengéBhasel oc k
Locked Loop (PLL).

— e —— — — — — — — — — — — — — - e e e e — e —— — —— —— — — —

| I I |
| I I |
| I I |
| | | |
| | | . Recovered| |
| UserData = Spreaoing —r—f Channe(—— DeSpreading = |
: - i
| I I

| I . Userdata | } |
| Chaotic | i
| | ' Using chaotic |

- Transmitier Generator | | : | Cheotc ' |
| o osignal | Generator | Recever |
| ! !

| I I l

——— o —— —— — — — — — — — — — — — — e o —— — — — — — — — — — — — — —

Fig. 113. Block Diagram of the Baseband System.

19Proposed Communication System

In this research, we will demonstrate a digital communication system with high
immunity and security based on a Lorenz chaotic signal. Therefore, the motivation of
this research is to establishnew cryptosystem for secure data transmission. The
system ues a stream cipher in which the encryption key is continuously vaifyang

increased security, one or more of the parameters of the Lorenz generator are
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controlled by an auxiliary chaotic generatehich is robust to various known attack

methods like brie force. A list of the original contributions from this research follows.

1.10 Ori ginal Contributions

The original contributions produced from this research are outlined below.

We propose a digital communication system with high immunity and security
based on the digitization of a Lorenz chaotic stream cipher. This technique was
built on digitizing two Lorenz chaotic models to increase the security level.
Spreadspectrum technofyy was used for user data spreading. The scrambling
model was developed for Lorenz generators. The binary stream of Lorenz
generators are passed randomness test. The security analysis of the cryptosystem
is described and also compared with the other sys&mh as one time pad,

DES, AES, blowfish. The communication system was designed, and we
obtained simulation results, as well as performance results and the bit error rate

(BER) of the system on a noisy channel. These are described in chapter

The clack and data recovery and synchronisation of chaotic signals in secure
CDMA communication systems are described in chapter 4. The design
methodology of the system is described. Clock recovery was designed and tested
with the SIMULINK. The clock recovery dig is then converted to System
Generator® blocks. The clock recovery is validated in real time implementation
that shows the desired frequency was recovered and locked. Hardware results
are described in chapter 4. Data recovery was also tested in bathtgmand
reattime implementation, the results of which are described in chapter 4.
Moreover, we discuss and detail a practical system for synchronising two
chaotic generators used in the digital Code Division Multiple Access (CDMA).

Synchronisation ischieved and maintained at the receiver.

An FPGA implementation of a chaotic signals for a biepkeading
communication system is described in chapter 5. A detailed explanation of the
implementation for transmitter and receiver systems are presented in chapter 5.

The real time results are obtadh
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IV. An FPGA implementation of stream cipher based on Lorenz generators is
described in chapter 6. A detailed explanation of the implementation for
transmitter and receiver systems are presented in chapter 6. The real time results
are obtained. Moreoveag, Lorenz chaotic signal was implemented and chaotic
signal attractors were visualized in an oscilloscope, employing the Spartan 6
boards and a Pmod4 SPI protocol. The randomness test results of the Lorenz

chaotic model output were obtained.
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1.12 Organi zation of the Thesis

The thesis is divided into seven chapters. In chapter 1, we provide an introduction, in

which we discuss block ciphers, stream ciphers, the properties of chaos in
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communication system applications and chaos for sgpadirum technology.
Finally, a canmunication system overview is given.

In chapter 2, a literature review is provided.

In chapter 3, we present a secure digital communication system based on a Lorenz
stream cipher. Following this, we evaluate the cryptosystem in terms of key length and
key space, parameters sensitivity and randomness test. We outline the communication
system performance in the presence of noise based on simulation results.

In chapter 4, clock and data recovery and synchronization of two chaotic signal in
securecommunication systems is presented. We outline the clock recovery method
and SIMULINK results are obtained. Real time results are also obtampthactical
system for synchronising two chaotic generators used in a digital CBMéscribed.

We also explai the synchronisation techniquieased ora syndstream subsystem.

The proposed technique was validated experimentally, and the practical results
demonstrate the robustness of the system. Hardware resutistailed, as well as

observations of any disadntage®f the synchronisation technigue

In chapter 5, a digital communication system for four users based.orenz DS

CDMA, listing adescription of the systeand the reatime results.

Chapter 6 presents a digital communication system with higlrige based on a
Lorenz stream ciphelThe system was implemented using two separate Spartan 6
FPGA boards. We demonstrate a new approaclider data encryption using two
Lorenz chaotic systemia which the encryption key varies continuously. A detailed
description of this approach is provided. User data recovery results based on

simulation and reaime results (implemented on FPGA boards) are also provided.

Finally, conclusionand future works are given in chapter 7.
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Chapter 2

LITERATURE REVIEW

21l nt roducti on

The modern science of cryptograpbgsed chaos, which is applied in
communications systems, was introduced by Shaf&g35]. In 1980, Chud 36|
presented the implementation of a practical chaotic circuit. The properties of chaotic
systems, such as their aperiodic nature, make the long term prediction of their
trajectories impossibleAdditionally, these systems areery sensitive to even the
slightest deviation from the initial conditions and parameter settings, which means that
the chaos theory in cryptography meets
diffusion[37]. The chaos signal hasgven to be well suited for applications in multi

user Spreadpectrum (SS) communication systgidg 21, 27, 31, 38-40], which can
generate an infinite amount of uncorrelated chaotic signals. The chaotic system is also
a deterministic system, which means the system is not random, and there are no
stochastic input parameters. The strange behaviour of the chaotic respdmseds

t he s yst e maligearitymatherithansoiged] . Maraover, the chaotic signal

is characterized by an inherent wideband, which makewell-suited for SS
communicatior{20, 41, 42]. The advantages of a communication system based on a
chaotic signal include noise immunity, fading mitigation, multiple access capability
and low probability of interceptiofl2, 24, 43-45].

On the other hand, the cryptograpbgsed traditional pseudorandom sequence
generators, such as maximal length sequencse@uences), Weh sequence and
GOLD sequenceare used in mukuser SS communication systeriowever there

are several disadvantagesich asa limited number of rounds (iterationghich is
performed by encryption transformatiohlso, alack of correlation properties due to

a limited number of aailable PN sequencedsgloreover,when there is a delay, there is
also poor crossorrelation of the Walsh codes properties, which causes poor

performance in multipath environmefi@15]. From the perspective of security, these
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issues degrade the system, which leads to the need for research to identify alternative,
robust techniques.

In coherent chao$ased communicatiagystemschemes, such as chabased, direct
sequence code divisianultiple access (D&DMA), the chaotic signal is used as a
carrier for user data, and the chaotic synchronizatitimeatceiver side is necessary

in order to generate a symmetric chaotic sequenctheatransmitter side and
demodulate the transmitted seqce[46-48]. Previous researcf80] presents a
theoretich simulation of a communicatiogystem based on chaotic signal when the
receiver is synchronized and when the receiver is not synchronized. The a{@7r in
concluded that provide significant advantages in terms of noise performance and data
rate compared to nemoherent detection. However, these advantages are present only
if the synchronization is welhaintained. Howver, the author stated thahen the
synchronization at the receiver is not walhintained due to poor conditions, the ©ion
coherent detection results in greater robustness and less complexity than in coherent
detection. In addition, the cekent chao$%ased communicatiosystem enhanced

performance, security and synchronization robustness.

22Coherent Chaos Modul ati on Schemes

Using chaotic systems to establisseecure communication systeshows that there

are four generations of schemes, the first three of which are known as continuous
chaotic synchronization. The first generation includes additive chaos masking, an
analogue modulation scheme, and chaotic shift keying (CSK), a digital modulation
scheme. The additive chaos masking scheme consists of one chaotic system at the
transmitter and an e@htical chaotic system at the receiver. The information message
is encoded at the transmitter by adding it into the chaotic 4ighad9, 50]. The CSK
scheme consists of two chaotic generators with the same structure and different
parameters. The information signal is in binary form, which is used to switch
transmitted signal between chaotic systems. More specifically, the two different
generators are used to encode bit 0 and bit 1 of the information [g@n29, 30, 49].

The second generation is known as chaotic modulation, which is coherent analogue

modulation. It consists of two techniques to modulate message signals using a chaotic
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signal. The first technique &schaotic parameter modulation, and the second technique
is a chaotic normutonomous modulatiofd9]. The chaotic parameter modulation
technique uses the information signal to modulate some parameters abfatitec
system at the transmitter, whereas the chaoticamwonomous technique uses the

information signal to disturb the chaotic attractor directly in its phase §4acel].

Another study[52] presented a secure communications system based on chaotic
switching, which is a form of chaotic parameter modulation. The information signal,

a binary sequence, is used a modulator when there are one or more parameters of the
chaotic switching transmittefThe third generation was proposed eiohancethe

system security provided by the first two generations. The chaotic cryptosystem is a
technique in which the plain text signal is encrypted using an encryption rule based on
a key signal that is generatesing a chaotic system. The scrambled signal is then used

to drive the chaotic system in order to continually change the system dy@&mnic

23Synchroni zation Methods

Although the advantages of the chaotic systemeniizk good candidate for providing

data transmission protection from unwanted people, the synchronization between two
chaotic generators is the primary issue and is not easily implemented in real
application systems. Synchronization means that the twotichaystems must
generate the same output signals at the same time to retrieve the transmitted
information. The chaotic signals are broadband in nature, and the frequency is

unknown the synchronization neetisbe captured using different methods.

Over the last two decades, several methods have been used to perform
synchronization, such as impulsive synchronization and adaptive synchronj3ation
The first three generations of communications systeased chaotic systems, which

are known as continuous synchronization, include additive chaos masking, chaotic
modulation and chaotic cryptosystem. These types of synchronization methods are
used to ansmit the drive signal and are injected onto the dynamics of the chaotic
system at the salve system (receiver). On the other hand, impulsive synchronization,
which is known as fourth generation synchronization, uses a drive signahzaster

(transmiter) system to control the chaotic system at the receiver. The drive signal is
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not continuous, but is sent in the form of impulses. The disadvantages of using the
third generation synchronization techniques are the high consumption of bandwidth
due to thecontinual injection of the synchronization framework into gave

(receiver)system, which affects the efficiency of channel ugage

Generally, fourth generation synchronization is believed to satisfactorily address
security concerns by making the transmitted signal more complex and reducing the
redundancy in the transmitted signal. This technique combines a cryptographic
scheme andlaw dimensional chaotic system to satisfy signal complexity. It also uses
an impulsive synchronization method to reduce redundancy at the transmitter. By
using this technique, the synchronization between the transmitter and receiver will
consume much lesmndwidth than the continuous synchronizafié®. On the other

hand, other resear¢h3] indicates that impulsive and continuous synchronization are
not reliable for chaotic communications systems, because they both inject the drive
signal into the salve system, which does not provide a robust channel noise sensibility.
An alternative technique lsased on an asynchronous serial communication protocol
to synchronize the slave system chaotic generator without the need for the drive signal
to be injected into the dynamics of slave system. In this case, the drive signal is not

affected by any perturtians caused by the channel noise sensifivgly

In another study54], the synchronization scheme was divided into two encryption
schemes, block cipher and stream cipher. The block cipher is a static transformation
that operates othe plaintext segment, whereas the stream cipher is configured as a
dynamic system with memory and a combining function, such as a cipher feedback
mode (CFB) and output feedback mode (OFB). Other research examinedimeeal
FPGA implementation of the sghronization of two Lorenz chaotic generat(s§].

This approach focuses on improving security where the master (transmitter chaotic

system) and salve (receiver system) are implemented at two separate FPGA boards.

Another proposed system uses the ZigBee protocol to overcome the issue of chaotic
synchronization sensibility in the presence of noise and has been tested and validated
in hardwarg56]. The principle of the proposed scheme is to trigger the salve chaotic
generator each time received data is detected, and then synchronize the driving signal
with the chatic generator at the receiver for-ggreading the transmitted data. The

main purpose of this synchronization scheme is to avoid disrupting the chaotic
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generator dynamics at the receiver. Thus, the chaotic generator at the receiver side is
not affected byhe presence of noise in the channel and can generate a signal identical
to that generated by the chaotic generator at the transmitter side. In this example, a
wireless communication system based on a hgpaotic system is implemented on
FPGA boards.

Other research proposed a secure communication system based on a Lorenz chaotic
system in which data were encrypted using a parameter modulation rfiethodhe

novelty of the proposed system was its ability to overcome the received signal that
was contaminated by the presence of strong noise (white Gaussian noise) in the
channel. The received chaotic signal was extracted from the noise with a filter using a
gradient algorithm and Independent Component Analysis (ICA). A computer

simulation verified the proposed system.

24Cha-based Spread Spectrum

A spread spectrum signal is nearly impossible to jam unless the spreading pattern is
known and there is a low prability of interception. Regarding commercial
communication system advantages, the SS system spectrum provides resilience to
fading and interference injection, and allows multiple users to use the same set of
frequencie$26, 58-62]. The SS scheme qualifies as a broadband system, because the
information signal is spread across a very large bandwidth rather than that of the data
bandwidth[10]. There are many SS communication schemes in which th8DS
scheme wuses orthogonal or nearly orthog
multiplexing[63]. Moreover, having good cross correlation and autocorrelation values
are immrtant in spreading sequence, as they help overcome the multiple access
interference (MAI) and assist with multipath performaftie

The first time investigation of the chaotic DSSS system data spreading using
multiplication of the data bits with discrete chaotic signal are preseni@du . The
performance of the chaos based DSSS system with muléipéess had analysis using

bit error rate (BER) in presence of noise and fading channeresented ifi65, 66].

The systembs performance was studied usi
DS/CDMA is presented ifiL0, 23].
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Previous research tested a chbased digital communication system scheme for
multiple acces$67]. The study was conducted under the assumption that chaotic
reference signals are transmitted and then followed by an information bearing signal.
The binary training sequence is seperiodically and used for modulation.
Additionally, the binary sequence is transmitted and used to modulate the same chaotic
signal. In this scheme, multiple access is provided by using different chaotic signals,

as well as training sequences, whichassigned to different users.

Another study involved designing and analysing a new pbaded spread spectrum
communication system based on a chaotic generator. At the transmitter, the
information encryption scheme is based on a spread spectrum techpiduectly
multiplying the variable duration bit by the phase code carrier. The transmitted data
are recovered at the receiver by using a coherent receiver that relies on a direct
correlator. The study also included a theoretical investigation of BEfe ipresence

of the AWGN for a single user, as well as the multiusers systems. System performance
was also studied in term of the BERs, which show that it completely compared to
BEPs theoretical analysi68].

In another study13], the researchers investigated the physical layer security of a
chaosshift keying (CSK) modulation scheme and a differential chaotic-kéifing

(DCSK) in the presence of channel noise by using AWGN and a Rayleigh fading
channel The findings demonstrate the average secrecy capacity and outage probability
by computing and analysing the variation of the bit energy coming from the chaotic
signal usage of information encoding. The authors concluded that the CSK modulation
performs letter than DCSK and SBPSK system for physical layer security. Other
research has concentrated on SS communication based on a chaotic signal and
presented various methods and schemes of digital chaos communication in terms of

chaotic modulation and demddtion, as well as channel encoditg)].

The design of the chaotic spreading sequence has been discussed and evaluated in
many papers. Two schemes have been used to modulate the texthbitsttThe first

scheme uses the real value of the chaotic signal, whereas the second scheme uses the
guantized chaotic signal for user data modulaiif. CSK and DSCDMA are used

in the same reception method, in which thesgeead of the recegd data is based on

a replica of the chaotic signal at the receiver gidg.
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Many papers have also studied and analysed the correlation properties and
synchronization performance of using quantized chaotic signals for user data
modulation[23, 70-72]. Some studief73-75] show that there are different schemes

for using new binary chaos based sequence. In other studies, transmitted bit mapping
based on the real values of chaotic signals for different schemes were studied and
analysed38, 39, 72, 76], and the correlation properties were studied and presented
in[76, 77].

The findings of one study 7] showed that the quantified chaotic sequences performed
better than the real value chaotic signals in terms of bit error rate due to the sequence
encoding used (+1 et), which makes the instantaneous energy of the signal constant.
However, theroperties of chaotic signals were affected, which makes the system less
secure. Moreover, the quantization of the chaotic system in real time must take security
issues into consideratiofR7]. Still, the application of a coherent chdussed
communcation system is not yet sufficient for application in wireless systems, due to
synchronisation issues. However, there are different works archived in this area, which

IS a part of a communication syst¢aT].

Other researcfi78] demonstrated a chaotic generator in which the output sequence is
truly a random number and of low complexity. The results indicated that the chaotic
signals have a better Low Probability of Interception (LPI) performance than the PN
signals[12]. For example, one study9] examined the performance of a direct
sequence code division multiple access (B®MA) system based on various chaotic
sequences, such as a logistic map, modified Bernoulli chaotic, logistic Bernoulli
chaotic and Gold sequences, in terms of bit error rate (BER), cross correlation,
Multiple Accessinterference (MAI) and LPI. The researchers concluded that the
logistic chaotic sequence generator with an XOR operation performs better than other

chaotic sequence generators.

Another studyf80] provided an exact analytical expression for the BER in a multiple
access chaesasel digital communication system. The researchers used a chaos
model to provide multiple access and test the system performance in the presence of
the Additive White Gaussian Noise (AWGN). They concluded that based on the
analytical expression and to optimithe BER, the chaotic sequence must have a low

correlation for each user, and the bit energy should be always constant.
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A cryptographic method based on chaotic encryption algorithm to generate sequences
for random numbers which he claimed that the pdggilof using it to be a
replacement of the ortame pad systerfB81]. Later, Wheeler [49] concluded that there

are problems in the chaotic encryption algorithm presented by Matthews, due to the
production of repeating cycles of values, whadfects the system security and is not
suitable for cryptographic applicatio[l].

The new chaotic secure communication was presented in anothef&2ydyhich is

primarily based on the impulse synchronization method. However, the main goal of
the method was to i mprove the systembs
parameter mi s mat c hreaisqutpuvdeguenee istubed instehdwbad s
random key sequence. The secure concept used for the communication system is based
on a onetime pad, which is called a magnifying glass. The researchers of another
study[83] presented a chaos bit sequence for cryptographic applications based on a
PN sequence generator. The chaos sequence was extracted based on a logistic map
and Cubic maps. Then, statistical tests, randomness test aggtemcperformance

of the chaotic binary sequence based on PN sequence were compared with an Linear
Feed Back Shift Register (LFSR) based generator. The researchers concluded that the
characteristics of the chaotic sequence were very close to the wisiéeseguence,
whereas the chadssed generator is secure and can be used in stream encryption
applications. Similarly, other resear[@8] presented a secure system of the pseudo
random bit generator based stream cipher by using Coupled Chaotic Systems called
CCS_PRBG.

Another study{84] proposed a digital communication system based on a robust hyper
chaotic system (RHCS) to overcome the weakness identified by other rd8&hioh

which they attacked the chaotic stream cipher by plotting the map and the output
sequence, as the chaotic pattern of each single chaotic is unique, and to determine the
easiest typesfahaotic systems. The existing literature review includes three main
types of systems to address these issues. In the first system, the initial condition must
be made unpredictable by using two chaotic maps, one of which must be responsible
for generatinghe initial conditions for the others. The second system uses two chaotic
maps to switch between them at any time based on a predefined order or using a user

defined mechanism. The last secure system combines the first two systems. The

25

S

c

(



authors added threxiteria for enhancing system security. First, the digital precision
length must be long enough to be robust against a state enumeration attack. Second,
in practical use, the parameter space must be large enough to prevent from being
attack. Finally, it nust be impossible to reconstruct the system using current
computational technology. The proposed system RHCS for encryption and decryption
is constructed to solve the issues mentioned above and satisfy these new criteria. The
secure system is based on doupthe robust logistic chaotic map with another hidden

ma p t o i ncrease t he systembs compl exi
communication system. In addition, the system satisfies the large parameter space and,
thus, the system precision increaddsnce, the system reconstruction is very hard

based on statistical analysis by current computational technology.

Additional research{86] focused on the multiuser chaos based on-CI3VA
performance in the presence of AWGN, the Rayleigh fading channel andiseter
interference. The spreading sequence was based on a chaotic logistic map, which was
assumed to generate a Pseudorandom Binary Sexj(lRR8S). The synchronization
technique was achieved by using code acquisition, and a code tracking phase was used
to maintain the synchronization. In terms of BER, the Direct Sequence Code Division
Multiple Access (DSCDMA) chaotic communication systemrf@rmance was robust

to a noise effect of AWGN for-b users. However, the system performance in the
presence of Rayleigh fading was affected due to failure to satisfy the maximum
allowable limit of the BER, which is 10

A similar study[ 73] examined the performance ob&CDMA system based on a 1D

and 3D chaotic sequence generator in the presence of a flat fading channel, AWGN
and user interference. The researchers used adimeasional chaotic system to
generate a binary code to be used in a spread spectrum comatiomngystem. The
spreading code used is 127 bit, and the communication system is assumed to be
synchronized. In terms of BER, the system performance simulation test was a match
for one dimensional chaotic and gold codes in regards to optimal codes and wel
known spreading codes in modern digital communication system. Moreover, the
proposed algorithm chaotic generator provided high transmission security and an

infinite number of sequences.
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Another study[{87] addressed data encryption based on a stream cipher algorithm
generator called Vernads cipher, in whictl
was based on the multhaotic functiom. The cryptographic key was in 16, and there

were five chaotic functions; thus, the key space .18 FIPS140-2 test, which

consists of four tests is used to test the randomness of the chaotic sequence generated,

as well as the correlation test. Theleors concluded that the chaotic algorithm can be

used to encrypt different applications, such as text, image and multimedia files.

The researchers of another sty8g] presented a cryptosystem based on a chaotic
encryption algorithm by using an alternate of a stream cipher and a block cipher. The
proposed algorithm was used as a masking sequence and an encryjptohased

on three chaotic maps. The system performance analysis of the cryptosystem was
evaluated using diffusion and confusion tests, a randomness test (NIST), a correlations
test and encryption speed. In addition, the cryptanalysis was complete by tlestin

key space to insure the system is robust against attacking, such as brute force attack.
Similarly, other researdi89] proposed a modified chaotic cryptographic method from

a chaotic cryptographic scheme, which was published previ¢88]y The secure
scheme is based on a logistic map where the distribution of the -tgptheand the

encryption time can be controlled by a single parameter.

25Rel ated Surveys based on Real Ti mi

The digital communication system based on chaos requoegonents of high
accuracy. The accuracy of the parameters is important, and any mismatch between the
transmitter and receiver will cause a synchronization problem, which means the
receiver is unable to recover the transmitted data. A communicatiomslyated on

an analogue circuit chaotic generators has practical difficulties because components
vary with age and temperatuf25, 91]. Synchronization sensibility and parameter
mismatch issues are the primary concern in real time communication sj8&:6%.

In recent developments, most of the numerical generation of chaos is based on a field
programmable gatermy (FPGA), because it provides high accuracy, making it
suitable for communication based chaos. FPGA architecture design is suitable for high

performance DSP applications, especially in digital communication security, because
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of parallel structures andinmetic, which includes Multiply and Accumulate (MAC)

and a variety of other arithmetic functions, such as fast Fourier transforms (FFTSs),
convolution and FIR desig[28]. The implementation of chaotic generators based
FPGA boardfiave been studied previou$84-96]. A discretetime chaotic generator

in real time is studied and evaluated in terms of power consumption, maximum

execution frequency and resource usage based on two FPGAg®dard

One study[14] implemented a secure BEDMA spreading cod by using a digital
multi-dimensional multiscroll chaos based on Vertex 4 FPGA. 512 uncorrelated
output streams were constructed by concatenated, low significant bit from each
dimension to pass a statistical test suite for random and pseudorandom nimmbers
cryptographic application (NIST). The performance of the@BMA system was
tested in the presence of the AWGN and multipath, which is equivalent to gold codes.
The system implementation in FPGA shows that the throughput is up to 10.92Gbits/s.

Anothe study[15] involved an experiment based on loast DSP boards to show the

MAI reduction for chaodased DSCDMA systems. They assumed that
synchronization was achieved and that the multipath effects were negligible. The data
recovery method at the receiver was aghd by multiplying the incoming signal with

a synchronized replica spreading sequence of the user. To extract the information
symbol, the correlation teclques were used by applying th@egrate and dump
stages. The theoretical and measured resultsedbit error probability (&) for m-,

Gold and chacebased sequences were provided, which indicated that the lcheed
spreading sequence performed better compared to others. Additionallyerthe P
demonstrated good agreement between the measured aesulthe theoretical
predication.

Inotherresearc)p8], bi nary sequences were construc
to generate a pseudo random number sequence (PRNS), which satisfied the
cryptography requirement. The proposed method was based on taking only a fraction

of each signalfromt#h t hr ee Chaubés output states, th
to build one binary sequence. The generated binary sequences passed the randomness
test (NIST). Moreover, the chaotic gener g
in hardware using a FEFA board.
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The authors of another stufB9] presented a stream cipher algorithm based on a chaos
system in order to increase the system degree complexity in terms of chaotic sequence
properties. The proposed method of generation of the key stream depended on two
logistic maps generators, one logistic map generator to generate a random number in
a mannerthat satisfied some condition to replace the other logistic map generator
parameters. The results based on the theoretical analysis and numerical test indicated
that the method is suitable for a stream cipher with high efficiency. In addition, the
proposé system was implemented in real time using VLSI. Similarly, other research
[37] presented a stream cipher based on a modified logistic map, which satisfied the
higher confusion compared to a logistic map and a flatter distribution for different
parameters in the bifurcation diagram. The proposed stream cipher was implemented
in Sparan 6 FPGA boards. The stream cipher scheme worked on a 93MHz clock
frequency and provided it encrypted data per clock cycle, which gave the
throughput of 1.5 Gbps.

In another study{10q, the researchers proposed and implemented a hardware
implementation of a new additive hyper chaos masking (AHM) algorithm for secure
digital chaotic communications by using a FPGA board. They ashyper chaotic

Lorenz system as the keys generator and mixed the information signal with the hyper
chaotic signal using an XOR operator. This operation was done before the additive
masking operation to increase the security léveleral intercept retver techniques,

such as an energy detector, synchronous and asynchronous structures and coherent
and norcoherent structures have been used to investigate the performance detection
of chaotic spreading signal in terms of low probability intercept (Lid)ta compare

it with the binary sequences.

Other researcfil0]] focused on a discrete wheskitchingchaotic system in which

the output sequence of the chaotic generator was changed basedconfigwed
chaotic maps. They findings indicate that the chaotic sequence of the proposed
generator passed all NIST 8@Q statistical randomness tests. The esyswas

implemented on a FPGA board.
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Chapter 3

DIGITAL COMMUNICATION SYSTEM WITH HIGH
SECURITY AND HIGH NOISE IMMUNITY: SECURITY
ANALYSIS AND SIMULATION

31The Bases of Security Analysis

Cryptography and cryptanalysis are two primary techniques for facilitating secure
communication. Cryptography is the @otbuild of a secure system to prevent the
transmitted data (plaintext, the key, or both) to be intercepted frauthworised
people, vinich is known as a&ryptosystem.Cryptanalysis is the process used to
evaluate the cryptosystem. Furthermore, it is used to recover the data transmitted from
unauthorised people by finding weaknesses in a cryptosystem. Successful
cryptanalysis can retrieve plaintext or the key. The primary goal of the cryptosystem
is to hide the dateransmittedrom urauthorisedpeople by using a secret key. When

the original data is mged to another form using a cipher, the technique is known as
data encryption, whereas the reverse operation of using the same cipher to recover the
original transmitted data is known as the decryption. The attempted cryptanalysis is
called the attack. Wém the cryptanalyst already has a knowledge of the cryptosystem,
there are different types of attacks used to break the cryptosystem, such as the cipher
textonly attack, knowsplaintext attack, chosen attack and brute force attack.

The cryptosystem spliiato four major components. Plaintext is the original message
for transmitting. The cryptographic is responsible for encryption and decryption. The
ciphertext is the output sequence of the encryption operation and the key that is shared
between two sysiBs to encrypt and decrypt the original message. The cryptanalysis
is one of the important steps for evaluating components of the new cryptosystem, such
as security and reliabilitjy1.02.

There are two types of cryptosystems, symmetric (private) key and asymmetric
(public) key. The symmetric key cryptosysteses the same private key in both the

transmitter and receiver to quickly encrypt and decrypt the plaintext, which is suitable
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for applications that require a high data rate, such as video encryption. Furthermore,
the symmetric key is divided into two typésock cipher and stream cipher. The block
cipher always encrypts and decrypts the plaintext in the same way by using a fixed
binary key. The block cipher is widely used in applications, such as Digla
Encryption StandarddES), Advanced Encryptiontdndard AES) andRivest Cipher

(RC5H. On the other hand, the stream cipher is generated using a random binary stream,
which is used as a secret key that is mixed with plaintext to encrypt it to output, which
is known as a keystream. The stream cipher |kagth is based on cryptosystem
features, which could range from 32 to 256 bits. The most popular used stream cipher
cryptosystems aréencryption Algorithm A5/2), RC4 and SoftwareOptimised
Encryption Algorithm SEAL).

The cryptosystem is asymmetwhen itusestwo different keys for encryption and
decryption, where the first key is publicly distributed and the second key is private.
This kind of cryptosystem is primarily used for a small amount of data, such as
authentication, secret key agreemamd digital signature, because it is slower due to
the arithmetic operation with large integers. The public key length could range from
1024 to 4096 bits. A widely used public key algorithm isRineestShamirAdleman

(RSA) [9].

In terms of security andystematic performance, it is not easy to evaluate a new
cryptosystem, such as a communication system based on a chaotic system. However,
there are guidelines for designers and
and security, which has majoryptographic requirements for building up a new
chaosbased cryptosystem and analysis, which is the most important component of the
cryptosystem. The major constituting cryptographic requirements and analysis for
chaosbased cryptographwgre discussed in ith chapter Furthermorethe system

should pass the tests for confusion and diffusion, randomness of bit stream sequence,
encryption speed and sensitivity of mismatched[B8y103 [104].

There areonditions if satisfied at which we might say that the algorithm is probably

safe[19]. Theseconditionsare:

1 When the time required to break the algorithm is longer than the time which

theencrypted information must kept secret.
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1 When the cost required to break the algorithm is greater than the value of the
encrypted information.
1 When the amount of data encrypted using one key is less than the amount of

data required to break the algorithm

Unconditionally secure and computationally secure are two terms used to describe the
algorithm. When we say that the algorithm is unconditionally secure, the cryptanalyst
does not have complete information to retrieve the plaintext, no matter how much of
the cipher text is present. When we say that the algorithm is a computationally secure,

it is hard to break with the available resource or even future resquéjes
The categories of breaking an algorithm are as folldWw$§]:

Total break: the cryptanalyst finds the key.

1 Global deduction: the cryptanalyst determines a different algorithm that
decrypts the cipher text without knowing the key.

1 Local deduction: the cryptanalyst extracts a plaintext from the received cipher
text.

71 Information deduction: the cryptanalyst finds some information from the key

or plaintext.

3.1.1The keylength

One of the fundamental factors of the cryptosystem security is th&kekey length

is the number of the bit used as a.k&go, thekey should be strong enough to counter

any super computational scan, such as a brute force attack. In contraste ¥y space

of the cryptosystem is small, it will be easily broken. It is important to specify the key
used for encryption and decryption, such as when the key of a chaotic system is made
from system parameters and initial conditions. However, it shouldeimdionedthat

the parameters and precision can vary.

3.1.2The key space

The key space of a cryptosystem is thaltaumber of possible key$he key space
size of the cryptosystem should be defin
It is calculatedby all the possible valid keys. Furthermore, the number of the
encryption and decryption key pairs in the cipher system is stated as the size of the

key space.
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3.1.3 Confusion and dffusion

Apart from satisfying the need for a long key space, a good cryptosgisterd have
enough sensitivity so that one bit change in the key leads to a completely different
cipher text. Additionally, one bit change in the plaintext leads to a completely different
cipher text. These two properties represent the diffusion. Moreawgipattern in the
plaintext should not appear in the cipher text. This property represents confusion
[103.

3.1.4 Brute force attack

The brute force attack is one of the attack types wisiclsed to evaluate the new
cryptosystem. The brute force attack is used to try every possible key in order to break
the cipher. This type of attack method is completely based on the machine powerful
such as computation processing speed. When the key space is small, the brute force
attack to break the cipher is faster. The recommended keyispdize > 2%, and

any cryptosystem key space size below that is considered to be indéefire

3.1.5Binary sequencerandomnesdest of theencryption generator
The cryptosystemdébs main task is to encr
sequence generator. The plaintext should be completely hidden in theteixthdhe
bit sequence generator should be unpredictable in order to ensure the plaintext is
mappedm a secure manner. A convincing way to evaluate the quality difirnlaey
stream, is performed using NIST SP&® test that was published by the National
Institute of Standards and Technolddyq. It is a statistical test for a random and
pseudorandom number generatimr cryptographic applications. It is the most well
known method usetb test theandomness of a binary sequeniee test statistics is
used to calculate R-value which is the probability that the chosen statistics will
assume values are equalor worse than the observed test statistics waigen
considering the null hypothesis. IfValue 0.01 for each of the 13 tests, the test is
considered to have passadd if the sequence passes altds3s, then we can say that
the sequence is cryptographically secufidte 13 tests are listed below

1

Frequency (Monobit) test;

2- Frequency test within a block;
3
4
5

Runs test;

Test for the longest runs of ones in a block;

Binary matrix rank test;

33



6
7
8
9- Linear complexity test;
10- Serial test;

Discrete Fourier transform (Spectral) test;

Nonoverlapping template matching test;

Overlapping template matchingste

11- Approximate entropy test;
12- Cumulative sums (Cusum) test; and

13- Random excursions test.
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Code Division Multiple Access (CDMA) technology allows many users to
simultaneously use the same communication system and share the same frequency. In
a CDMA scheme, each user is assigned a particular spreading sequencethe map
information signal. Thughe spreading information signal using a particular sequence
increases the bandwidth of the information signal by afaxftN, which is known as

the spreading factor or processing gdihe main feature of the spreading process is
resistance to naturak artificial narrowband jamming. Furthermore, the information
message can be easily hidden within the noise floor, preventing it from being detected
by unwanted people. To recover the information signal, the receiver must know the
spreading sequence to bkgible to retrieve the information message, which makes
the information signal hard to intercept for unauthorised people. The CDMA does have
limitations such as multiple access interference.

Pseudorandom scrambling based on traditional sequencesdidaus@formation
privacy for CDMA systems, such as in the physical laj#7. However, the
traditional sequences are not secl€ 2]. In this chapter, weeport the desigma
CDMA systembased on a Lorenz stream cipher to enhance system security. The
proposed cryptosystem for the CDMA system is compared to -iroeegpad. One

time pad encryption is an unbreakable encryption meh0&110. The encryption
method of the onéime pad involve one truly radom bit (Letterpad) corresponding

to one bit of the plaintext by using the bitwise Exclusive OR gate (XOR) to produce
one bit[109. Fig. 3.1 shows the on¢ime pad scheme.
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Transmitter Receiver

One Time Pad One Time Pad

OT00TOTT
OI00TOTT

Y

\J
01011001 11010001 01011001
Plaintext XOR Ciphertext <OR Plaintext

Fig. 3.1 Block diagram of the ongme pad scheme.

Any stream cipher can be unbreakable (bme pad) if the following requirements

are me{108. The key anglaintext must be equal lengthgetkey must satisfy a
randomness test anlde key must only be used once.

It is important to mention the difference betweendheryptionkey of theonetime

pad and chaotic system keyhe encryptionkey of the one timepad isalwaysthe

same size as the plaintext being sétus, in real applications, it is difficult to
implement the system because of key distribution. This means that the key distribution
must be kept secure. Moreover, the key has to be the same length as the message which
is inconvenient or costly and cangeoa security riskn contrast, thesystem key of

the chaotic system depends on system parameters and initial conditions and the key

distribution easier and secure.

3.2.1 Comparison of the chaotic gstemcryptosystemwith other cryptography
systems

We want tocompare our cryptosystem with existing symmetric key cryptography
systems, such as DES, 3DES, AES, Blowfish andOme Pad. The size of the key
space of cryptography system must be long enough to be protected from attacks. The
larger the size of the kegpace, the longer the time neededdomputation stepto
perform a brute force attacthus, the higher the security. The key is the information
needed to recover the plaintext.

Data Encryption Standard (DES) was the first encryption standard to bsheahiby

NIST. DES uses a 56 bit key, a key size of 56 would provii&ed space. Triple
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DES (3DES) was developed to extend the key size of the DES by applying the
logarithm three times in succession with different keys. Thus, the key spdé® is 2

Advance Encryption Standard (AE®)also a symmetric block cipher that uses 128,

192 or 256 bits. Blowfish is a symmetric block cipher uses variable key from 32 bits

to 448 bits. The On&ime Pad (OTP) is unconditionally secure because of the truly

random kg stream lhat is used only onc&able 31 shows all five system properties.

Factors Chaotic DES 3DES Blowfish AES OoTP
System
Key Length 576bits 56 bits 168 bits Varies 128,192 or Same as
between 327 256 bits | Length of the
bits to 448 Plaintext (LP)
bits
Cipher Symmetric | Symmetric| Symmetric| Symmetric| Symmetric| Symmetric
Type stream block block block block stream Cipher
Cipher Cipher Cipher Cipher Cipher
Block Size 32 bits 64 bits 64 bits 64 bits | 128,192,0r -
256
Key Space 2576 256 2168 2820448 | 21282192 oy 2
2256
Security Considered| Not secure| Not Secure| Considered Considered Considered
Secure against Secure Secure Secure
brute force
attack

Table 31. Comparisorbetween chaotic system, DES, 3DES, Blowfish, AES anetiome pad.

In this chapter, our approach is to providergptosystem that can lm®mpared t@

OneTime Pad The first Lorenz system is called th&in Lorenz Generatoand the

second Lorenz system is called thexiliary Lorenz GeneratorThe aim of the

Auxiliary Lorenz Generatois to makeone of theMain Lorenz Generator parameters

vary continually with time in a chaotic manné&iig. 3.2 is a block diagram of the

cryptosystem One of the main Lorenz generator varies with time based on the

Auxiliary Lorenz output signal. The plaintext is encrypted by the key stream generated
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from the Main Lorenz generator using multiplication block. The cipher text is
generated and transmitted teceiver side. The receiver system has an identical
Auxiliary and Main Lorenz generator of the transmitter. The decryption process has

started by multiplying the key stream with the cipher text to retrieve the plaintext.

Transmitter Receiver
Auxihiary Lorenz Auxihiary Lorenz

Generator Generator
¥ ¥

Paramters Paramters
O ¥ g 3

Main Lorenz Main Lorenz
Generator Generator
Plaintext Cipher text | Plaintext

Fig. 3.2. Block diagram of cryptosystem.

3.2.2 An encryption system

To decrypt the cipher text produced using cHaased communication, the receiver
must have an identical chaotic generator to the tnates. This means any intruder
must have a complete knowledgedloéchaos system parameters and initial conditions
in order tobe able to decipher the message

The encryption technique utilises the output of the Main Lorenz Generator to encrypt
the data stream. Both the Main Lorener@rator and the Auxiliary Lorenz Generator
are based on the equatsqi4) that isshownin chapter 1 section 1.7.3.

TheA parametenf the main system is continuously variable by the auxiliary
generatorFurthermore, the parameters and initi@hditions of the cryptosystem are
changing for every usage to satisfy the condition 3 of thetioreepad.
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The Auxiliary Lorenz Generator is poonfigured with a different set of initial
conditions and system parameters. This system serves to continuanslone or

more parameter(s) of the main Lorenz generator; in the case of the sigstenbed

in this thesis, only the A parametiervaried. Care is taken to ensure that the main
generator always remains in the chaotic region, the output of the #wyxilorenz
Generator (A[n]) must remain within the range ( w¢& p P Therefore, the signal
response of the Main Lorenz Generator changes continually in a chaotic manner, based

on the parameter supplied by the Auxiliary Lorenz Gatoer

Fig. 3.3 shows the SIMULINK Lorenz modievhere A, B and C are systgmarameters. The
scaling factor&, S andSs are usd to control the output signdiequency bandnd they are

also part of the dy in the encryption system

Yy
I

Y Y

b
L

[l
Y
N@

Fig. 3.3. Lorenz chaotic generator.

The CDMA system for fouusers has been tested usBIylULINK . Each user t&

two Lorenz chaotic generatothe Main Lorenz Generator and the Auxiliary Lorenz
GeneratorFig. 3.4 shows the results from SIMULINK of tHeorenz State Variables,

X, yandz

The time scale in the results show is for a normalised simulation time. The user can

determine thelerormalisation factor to relate the results to practical system.
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Fig. 3.4. Lorenz state variables. (&state variablg(b) y-state variable and (@state variable.

3.2.3 Analogue to Digital Conversion

Since the Lorenz system generais analogue signal, an analogoeligital
convertor (ADC) is necessany the digital applicationsSince the developed system

is intended to be implemented using FPGAs, an ADC block is developed so that the
whole system is seBufficient. The ADC proces stars by sampling the signal using

a zereorder hold block. After that, the inpig quantized and encoded into a3
signed integethrough a uniform encodefhe vector of the integer is mapped to a
vector of unsigned bit values. The output ordghée most significant bit (MSB)Xo0

that the signal can used in a digital communication sydt&gn 35 shows the ADC

block diagramFig. 3.6 shows the simulation results of the ADIe tme scale in the

results (refers to 3.2.2).

Integer to Bit
_’ - (Y
. ’ J_LL J‘lf 200 Conerter [
X-state Bl ou

Gain2 Zero-Order
Hold

Uniform Integer to Bit Unbuffer
Encoder Converter

Fig. 35. Analogueto-digital signal convertor.
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3.2.4Randomness Test

The cipher streamnust satisfy the ranaianess test to avoid any weaknesses in system
security.In this experiment, 100 binary sequeneashwith a size of 1,000,000 bits
are generateldy the Lorenz @neratoiand tested by NIST.

Initially, the Lorenz @nerator bit stream failed to pass the NK&amdomness test.
Therefore, an additional SIMULINKsubsystem waslevelopedto scramble the
chaotic bit stream to gerae a truly random bit streamhable 32 shows the NIST
randomness testf the three chaotic signals-state, y-state andz-state before
scrambling.

Lorenzx-state bit stream of £bits, shown irFig. 37, has a repetition of long stream

of ones and zeros, whidifected the randomness test.
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Fig. 37. x-state bit stream before scrambling which shows long repetifiones and zeros.
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Rank

FFT Test
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Approximate
Entropy

Linear Complexity
Serial

Fail 0.000000 | Falil 0.000000
pass 0.350485 | Falil 0.000000
Table 32. First NIST randomness test.

Fail
Fail

0.000000
0.000000

3.2.5 Scrambling schemeof Lorenz chaotic sgnal

Two chaotic bit streams-{state ang-state) have been used to generate a truly random
key. The last 1dits in row are extracted fromstate anddst 20 bits are extracted

from y-state. Then, the 32 bits are assembled with a concatenate block. The 32 bits are
then serialized to generate & btream, whichis used as a key stream for data
encryption.Fig. 38 shows the SIMULINKmodel d the scrambling method.he bit
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stream of the signed data type has been converted into unsigned. The constant block
has been used toanipulate the 32 word lengthihus, the last 12 bits fromstate key

stream have been extracted. The 12 bits word length has started from the least
significant bit. The variable selector block has been used to extract a subject of rows
from each matrix. The same operation has been fosg-state key stream. However,

the 20 bits havéeen extracted from thestate out of 32 bits word length that has
started from least significant biAfter that, we concatenated the 12 bits and 20 bits
using Matrix concatenation block to produce 3@raviength. Then, the 32 bits has
been sterilized using unbuffered blodke bit stream after scrambling is shown in

Fig. 39. Table 3.3 indicates that the key stream now passes the NIST randomness test.
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Unbuffer3
3z 3z
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Fig. 38. Scrambling scheme of the Loresignals.
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Fig. 39. The bit stream after scrambling.

Statistical Test Status P-value

Frequency Pass 0.350485
Block Frequency Pass 0.350485
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CUSUM-Forward Pass 0.739918
CUSUM-Reverse Pass 0.534146
Runs Pass 0.350485
Long Runsof Ones Pass 0.911413
Rank Pass 0.739918
FFT Test Pass 0.534146
Non-overlapping Pass 0.066882
Overlapping Pass 0.122325
Approximate Entropy Pass 0.911413
Linear Complexity Pass 0.739918
Serial Pass 0.739918

Table 33. Second NIST randomness test.

3.2.6 High systemparameter sensitivity

The system parameters of the first Lorenz generator is A=9.7, B=26.2 and C=2.44.
The Parameters A, B and C are chosen to be within the dynamic range of the chaotic
generator to ensure thdtet generator remains in the chaotic ranflee system
parameters of the second Lorenz generator has the same parameters except for one
which is (A parameter). This parameter has been changed from 9.7 to &.7#1€

system output signals forandz signals respond differently as shownFig. 3.10.

Thus, we can generate infinite spreading codes for infinite number of Tieersme

scale in theesults (refers to 3.2.2).
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The plots for 3zbits show low crossorrelation forx andy which is below 10. The
similar result produces forandz. The plot of crosgorrelation ofy andz shows low
cross correlation. The cross correlation for-BRs is shown irFig. 3.11. The time

scale in the results (refers to 3.2.2).
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Fig. 3.11. The plot of the crossorrelation function for 3bits (a)x xcorry (b) x xcorrzand(c) y
XCOIT Z.

3.2.7 The key gace of theproposed e¢yptosystem

At the transmitter system, there are two Lorenz generaots each generatoa$
threeconstantsthree initial conditions and three frequency multipliers. Thus, the total
number of the parameserarel8. The word length representday 32bits.The key
space of the systeis 21832 = 2576 The key space ci secureryptosystemasis
suggested bygrevious researd2] should be greater than® Thus the cryptosystem
key spacef 2°’is hugeandenough taesistanybrute force attack.

33System Overview

The digital communication system is composed of three main parts: the transmitter
system the channel, and the receiver systéntransmitter system is constiad by
the following subsystems, Lorenz chaotic generator, adder block and user data

generatorThe Goto block has been used to pass its input to its corresponding From
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blocks. The input can be a real data type or a complex signal or vector. Thus, the Goto
and From blocks are allowed designer to pass a signal from one block to another
without connecting theniThe channels constituted by one subsystem which is a
uniform Noise Generatoilhe receiver is constited by the following subsystems,

Lorenz chaoti generator, data extraction aBd Error Rate (BER}alculation

Fig. 3.12shows the SIMULINKdesign of the fouuser digital communication system

based on a stream cipher.
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Fig. 3.12. A four-user digital communication system based on a Lorenz strigduerc
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3.3.1 Transmitter system

First, a Bernoulli Binary Generat@remployedas a user data generator. To guarantee
differentrandom binary nundrs for each user, each user hatifferent initial seed.
The user dates spread by 3dits that are generated from the Main Lorenz Generator
using a product blockig. 3.13 presents a block diagram of the user data encrypted

via multiplication. The normalizedsample time of the user data generator is 32 and
sample time of the Lorenz stream is 1.

Outt ——In10ut2 ——

x

Lorenz Stream Cipher_1 : Encrypted User Data
Encoding Broduc]
- 1
Bermnoulli p In10ut2 p Ts —»
Binary
Bernoulli Binary : Weighted Displayt
Generator Encoding Sample Time
—» Ts L —» 32
Weighted Dispiay
Sample Time

user data

Fig. 3.13. SIMULINK model of the user data spreading based on Lorenz system.

In this application, the spread sequence is a chaotic digital signal generated using
Lorenz chaotic systenjd11]. The simulation resultsféhe information signal spread

using 32bit length is shown ifrig. 3.14. The time scale in the results (refers to 3.2.2).
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Fig. 3.14. Simulation resultsf user datageading (a) Information signal, and (b) Spreading the
information sgnal using 32bits length.

The encrypted unipolar stream consisting of ones and zeros is encoded to a bipolar
stream of p, so 0 is encoded td and 1 stays, the same.efa&im from encoding is

to overcome the channel noise and to reduce the bit error probability at the receiver
The bipolar signaling has a-8B signal to noisemprovementthan onroff keying
systenil1Z. Another reason to use bipolar encoding is that there is no security for a
one user system. The user data transmitted through the channel can be easily
recognised. However, if we have multiplsers, then it is not cadéig. 315 shows

the bipolar encoding scheme.

Constant1

CD !

Encrypted Stream

Relational  Productd

Operator1

Constant?

Fig. 315. The bipolar encoding scheme.
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All four userdataare combined using an adder bloEky. 3.16 shows the user data
encryption processThe information signal has been encoded from unipolar into
bipolar. Also, the Lorenz key stream has been encoded into bipolar. The two encoded
signalshave been added together using addition block. The aim from bipolar encoding
is to add security and immunity against white noise sigia@ds.3.17 showsthe all

four user data areombined.The time scale in the results (refers to 3.2.2).
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Fig. 3.16. SIMULINK results of the user data encryptiompess(a) Information signal, (b) Lorenz
binary stream, (c) Information signal is encodedifmlar, d) Lorenz binary stream is encoded to
bipolar and (e) Encrypted informatioigsal.
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3.3.2Receiver system

3.3.2.1 Auto-correlation basedon Lorenz Generator

We used aut@orrelation function to test the Lorenz binary streamxfetate. Four
different code sizes have been used, 32, 64, 128 anbi25d he autecorrelation of

the y-state,z-state andk-state are similar. Moreover, we have tested four different
Lorenz generators with different parameters, the-aatcelation resi of the shows

the similar results. When the spreading code is longer, thecatrgation value is
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improved and vice versa. However, from a practical point of view, the long spreading
code consumes more hardware resources.

In Fig. 318 (a), the plot of autecorrelation for 32bits shows the maximum value is

32 and similarly to the 64, 128 and 2Bi6s. The time scale in the results (refers to
3.2.2).
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Fig. 318. The plot of theauto-correlation function. (a) Ato-correlationfunction of 32bits long, (b)
Auto-correlationfunction of 64bits long, (c) Aito-correlation fution of 128bits long and (d) Ato-
correlation function of 256it-long.

Comparison between the cressrrelation and autoorrelation of the chaotic signals

is given in Table 3.4.

3.3.2.2 Cross-correlation based m one Lorenz Generator

The cross correlation of the Lorenz binary stream for different spreading codes length
(32, 64, 128 and 25bits) are shown ifrig. 3.19, Fig. 3.20, Fig. 3.21 andFig. 3.22

In Fig. 3.19showsthe crosscorrelation shows lovior 32-bits of x andy, xandz. Thus,

usingx andy, x andz for user data spreading are recommend to mitigate the-multi
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user interference and achieved better bit error rate. On the other handy asohy

should be avoided due to three spikes in time séflesse spikes are shown because

of the high cres-correlation between two signdisandz). The crosscorrelation inFig.
3.19, Fig. 3.20, Fig. 3.21 andFig. 3.22for 64, 128 and 256its show the same result

as the 3zbits. The time scale in the results (refers to 3.2.2).
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The threshold is a value that is predefined at the receiver to discriminate a desire signal
from all others. Thusshoosinga propetthresholdvalue for detectioms important. In

this work, the threshold value depends on aawelation and crossorrelation
functions. For example, in table 3.4, the actorelation of the signal is 32 and the
crosscorrelation is 8. Thus the threshold valuewdd be between 8 and 32. Moreover,
Table 34 shows the autgorrelation, cross correlation, threshold and difference

between aut@orrelation and crascorrelation for 32, 64, 128 and 2bés.
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Word- Auto- Cross Threshold value difference between
length correlation | correlation autocorrelation &

crosscorrelation)

32-bits 32 8 8 OThresholdO32 | 24

64-bits 64 20 200ThresholdO46 | 44

128bits | 128 25 25 O Threshold Of 103
128

256hits | 256 40 40 O Threshold O| 216
256

Table 34. Auto-correlation and crossorrelation for 32, 64,128 and 25fs.

From theseesults, the autgorrelation is much larger than cressrrelation and these

mean that we can use the chaotic systems for detecting the CDMA signals.

3.3.2.3 Crosscorrelation based on two Lorenz Generators with different
parameters

The system parameters tbie first Lorenz generator is A=10, B=28 and C=2.6667.

The system parameters of the second Lorenz generator is A= 8.8, B=28.8 and C =1.9

(refers to section 3.2.6n Fig. 3.23, the plot for 32bits ofx andy, x andz, y andz

show low crosorrelation which is below 1@he time scale in the results (refers to

3.2.2).
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Fig. 3.23. The plot of the crossorrelation functiorfor 32-bits (a)x xcorry (b) x xcorrzand(c) y

Xcorrz.

In Fig. 3.24, the plot for 64bits ofx andy, x andz, y andz show low crossorrelation

which are below 20.
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In Fig. 3.25, the plot for 128&bits forx andy, xandz, yandz shows low cross

correlation which are below 25. Also, the plot for 4#& ofx andz shows low

crosscorrelation which is below 25.
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In Fig. 326, theplot of crosscorrelation for word length of 25Bits of x andy, x and
z, y andz show good result which are below 50.

100 1 T 1 T 1
80
60
40
20

0

-20

-40

-60

-80

100 [ [ [ [ [
500 1000 1500 2000 2500

Time

T 17
111

(@)

T T 1
111

o
w
o
o
(=3

L1 1

T T 7

(b)
o

T T 7

L1 1

0 500 1000 1500 2000 2500 3000
Time

©)
o
T T T 1

———

T T 7

100 [ [ [ [ [
0 500 1000 1500 2000 2500 3000

Time
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Three different methods have been developed to extract the data at the welaieiver

are shown in subsections below.
3.3.2.4 De-spreading based on crossorrelation

One of the models has been designed using the SIMULINK XCORR block. This block
performs the crossorrelation of two inputs. The replica of the chaotic sequence same
as the one that used to encrypt the data in the transmitter and received signal. The
schene of the XCORR block is shown iRig. 3.27. The Max block selects the
maximum signal corresponding to the present user. The threshold value istedlcula
from the study of autgorrelation and cross correlation as explained in subsection
3.2.11.2. The divisor is chosen based on the maximum amplitude. Thé&udloeiion

block has been used which rounds each bit to the nearest integer value towards zero.
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Fig. 3.27. De-spreading using crosorrelation block

Plot of Fig. 3.28 shows the output of divide block. The divisor is chosen to be 110
because the maximum amplitude is 110. Using the ffaactionblock which rounds
each bit to the nearest integer value talsazero.The time scale in the results (refers
to 3.2.2).

o
o
T T T 1

‘ ‘ r ‘ r ‘ c ‘
o 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Time

r r r r r r r r
o 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Time

s 1 —
osf— —
° i r c r c r c c
o 1000 2000 3000 2000 50 6000 7000
-

00 8000 o000 10000
ime

Fig. 3.28. De-spreading process. (a) Signal after-gdaiduct. (b) Signal after divisiondtk and (c)
Signal after floor.

Fig. 329 shows transmitted signal receivaddsignal which is signal same as the
one shown irFig. 3.28.
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Fig. 329. (a) Transntted signal and (b) &eived signal.
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3.3.2.5 De-spreading basedon cross poduct and summation

It was necessary to use an alternative types-spdeading method for data extraction.

In subsection 3.2.10.4, the gépreading with the XCORR block has been described.
By using the XCORR block, we are able to recover the signal without eiwarever,

it is not possible to design same model in Xilinx System Generator because some of
the SIMULINK blocks are not yet available in the Xilinx System Generator. Thus, the
cross product block has been used instead of XCORR block which is shéwg in

3.30.

Matrix d Recovered Data
Buffer Data Type i
P 1 Saturation1

roduc Sumt1 Relational

Operator2

g)—
Col
Received Signal X glljrrr?n >
U wilE - et A

Out1

Lorenz Stream Cipher

Threshold_Value JC

Fig. 3.30. De-spreading using cross product and summation.

The first process begins with two signals (the received signal and a replica of the
transmitter binary stream at receiver) are multiplied usiagsasproduct blockThe

output of product block goes into the Buffer which converts the signal into frame bas
The framed signal goes intdvatrix Sum block which sums the elements of an M

by-N input matrix along its rows, its columns, or over all its elements. Then, the user
data can be discriminate from other users based on the maximum amplitude. The
maximum amplitude value is then compared with the threshold value by using
relational operator . This method has been used to test system performance as it

will be shown in sufsection 3.2.13.

3.3.2.6 De-spreading based dot ppduct

One of the methods that can be ukedlata extraction is dot product. The dot product
block generates the dot of the vectors at its inputs. The scalar output, y is equal to the
MATLAB® operation stated below.

y = sum (conj (1) .* uz) (15
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Where u; and u, are vectors. The synchronized replica chaotic sequence is dot
multiplied with the received signal. The scheme of the dot product block is shown in
Fig. 331 The rest of SIMULINK blocks are similar to the XCORR scheme which

have explained previously. The performance of this method is similar to the cross

product.
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Fig. 331. Despreading based atot product.

In Fig. 332, the Plot shows the output of divide block. The divisor is chosen to be
110 because the maximum amplitude is 110. Usin§ldbe Functionblock which

rounds each bit to the nearest integer value towards zero.
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Fig. 332 Despreading process. (a) Signal after-datduct. (b) Signal after division block and (c)
signal after floor.
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3.3.3 Data extraction
The product and smmationfor 32-bit is low which is shown irFig. 333. The
maximum value is below 1Qsingy andz should be avoided due tagh correlation

which showspikes in time series.
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Fig. 333. Simulation results of product and summation foi82. (a)x andy ,(b) x andz aﬁb“ (c)y
andz

Since the received signal is synchronised with a Lole@nary stream at the receiver
side, the process of the user data extraction is baspobdact andsummationFig.

3.34 displays thalata extractiomprocess.

@, g o
——d R olumn R
Received Signal X J™ > .
Ld
Buffer Matrix >
Product
roduct3 Sum Relational
Outt Operator

Lorenz Stream Cipher .

User data threshold value tracking

Fig. 3.34. SMULINK block diagram of the data extraction process.

The process of the égpreading of the received signal using cross product method has
been described in stdection 3.2.16.

The threshold is a value chosen to discriminate each user data from all Sihees.
the stream cipher binary stream is random. Not like a block spreading system where

the block is fixed and we can predefined the threshold value, the stream cipher is a
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random binary generator. Thus, we need to develop a tracking subsystem that can
provides a propethresholdvalue which is varying each time based on hanof ones

every 32 samples.

Tracking subsystem contains Lorenz generator, Encoding, buofégrix sum block,
subtract blockand operational operator. Since the whole system is synchronized, the
process of the threshold tracking is started by eogmines that are generated from
stream cipherThe bufferoutput size of 32 has been used. The matrix sum block has
been used taccumulate32 samples and generatieeshold valudn order to provide

a save margin for threshold value, a subtract block is developed which is subtracts the
maximum threshold value with the constant number. The output value from the
previous step is nothe threshold valuéifter that, this threshold values is compared
with the result of correlation process using relational opergitgr3.35 displays this

user data threshold tracking subsystem.

]

Received signal from cross product
and summation process

Y

Y

Lorenz Generator 5
Buffer-output size 32 Matrix

+

ou |—» cglumn J—>

Sum

- Relational
Subtract Operator2

i

Cc

Constant2

Fig. 3.35. SIMULINK block diagram of the user data threshold tracking value

The relational operator block is used to extrd user data by comparing the

threshold vala withthe replica of the usepreading binary strearkig. 3.36 shows

a whole user data extractigmrocess.The synchronized received signal and the
encoded Lorenz bit stream are multiplied using cross product bibekresults of
multiplication are accumulated every 32 samples. After that, the threshold is used to
extract the desired signal. The transmittefimation have been recovered with no
error.Fig.337s hows the four user so6 THed@hitshavean s mi t
been transmitted for el user and recovered at the receiver side with no &rner.

time scale in the results (refers to 3.2.2).
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Fig. 3.37. Fouruserdata transmitted and recovered. (a) User data 1, (b) user data 1 recovered, (c) user
data 2, (d) user data 2 recovered, (e) user ddfpiBser data 4 recovered, (g) user data 4, and (h) user
data 4 recovered.

34Communi cation System with Added N

One of the important tests to evaluate the system performance of the communication

system is to add a noise in the channel. The Uniform NGiseerator (UNG)
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SIMULINK block is used to generate uniformly distributed noise between upper and
lower bounds in the system chanf&ll3. The system performance reshbésed
simulation shows a graph of the Bit Error Rate (BER) versus the Smyhldise Ratio
(SNR) formulti-users. The UNG has four parameters: noise in the lower and upper
bounds of the interval, initial seed value to generate a random number and sample
time, which is a period of each sample based védattd. The received signal o
is given by

io (o0 &0 ™ O (16)
Wherei ¢ is the desired signal arid 6 is the noise from the channel af@ is
the jamming signal an@ ¢ is the crosgalk noise from ther usersThe system with
addel noise is demonstrated Fig. 3.38. The transmitter subystem shows the all
four user information data which are combined together using additiok. All four
userso6 data are transmitted in one chann
uniform noise generatoithe power has been calculated before the noise has added
and after the noise signal. Also, the signal to noise ratio has beenatadcahd

displayed in dB. The receiver sglgstem contains the data extraction process for each

user. The bit error rate for each user has shown at the end using bit error rate block.
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Fig. 3.38. The Lorenz stream cipher for four users with added noise, viewed 8i1NHgLINK .
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The average and peak power of the signal in the input and output have been calculated
as follows.The average peak powealculation process begins with using a square
function block. After that, the mean is calculated with a mean block (the average
power of the signal)The peak poweralculation process begins with using the square
function of the signal. Then a minimaxlobk and integer delay blocks are
implemented to give the peak power value of the sighg. 3.39 shows the
SIMULINK subsystem of the average and kpgmwer. The same IBULINK

subsystem is used to calculate the peak and average power after the added noise.

Received signal before adding Noise Average
2 W HE——CD
Calculate average and
Peak peak power
max »(2)

Integer Delay
-1

Z

Fig. 3.39. SIMULINK block diagram of the average and peak power subsystem.

The SNR is calculated using the equation below, in wRidh the signal power and

P2 is the signal with added noideig. 340 showsthe SNR calculation subsystem.

a P @
SNR, =10l 1 17
RB Ogl()%)z _ F:)La ( )
@ Signal
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—» X
i S —P |DQ1U b
(2) : * SNR (dB)
Signal+Noise Add Noise Divide Math Gain
Function

Fig. 340. SIMULINK block diagram oSNR calculation subsystem.
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3.4.1 System gerformance

The Error Rate Calculation based on 8IMULINK block was usedotcompare the
transmitted user data and recovered uls#a. The output result is the comparison
based on the ratio between the two input signals, which in this case are the transmitted
and recovered sigralConverselythe bit error rate (BER) of the communication
system is the number of bits recovered iroedivided by the total number of bits
transmitted It is normal to have a time delay between the transmitted signal and the

recovered signal; however, this delay musteermined to calculate the BER

The performance of CDMA system has been analyaeithis research work. The
performance results were evaluated in terms of Signal to Noise Ratio (SNR) of the
CDMA system for four users. Results have been evaluated numerically and compared
to standard accepted BER of®0n Fig. 3.41, the plotshows theupper noise bound
versus tle signalto-noise ratio. The plot shows the SNR targeted at which noise

bound.

SINdB

-10
0.5 1 15 2 2.5 3 3.5 4 4.5 5
Noise Bound

Fig. 3.41. Uppernoise bound vs. S/N (gB

In this simulation test, the number of bits transmitted wéfoteach user. The plot

of BER versus Signal to Noise Ratio (SNR) is showrFig 342 The system
performance has achieved no bit error at the signal to noise ra®@#dB The

system has achieved a good performance based on the results obtained and compared
to other communication systerfisl4. Table 35 showsthe system performance.
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Number of | S/N | User#l bits| User#2 bits User#3 bits User#4
bit dB error error error bits error
transmitted
1€f -0.20 0 0
1€ -2.97 0 0
1€ -3.27 0 18 2
1€ -3.56 2 32 12 2
1€ -3.97 5 63 22 4
1€ -4.36 8 103 38 12
1€ -5.09 14 210 116 44
1€ -6.57 112 800 600 249
1€ -7.48 294 1558 1150 497
1€ -8.30 600 2600 2000 1000
1€f -8.75 900 3402 2402 1294
1€ -9.04 1129 3981 2936 1530

Table 35. System performance

BER or Croz=z Product

[N
Tr—"a-Ta~FTr
[N

F——=~—=-rTTr

&

Fig. 3.42. BERVvs. signaito-noise ratio.
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35Concl usi on

In this chapter a complete CDMA system based on Lorenz stream cipher has been
described. The data encryption is based on two Lorenz generators (main and
auxiliary). The auxiliary Lorenz generatgserves to continuouslvary one ormore
parameter(s) of the main Lorenz generator; in the case of the system described in this
chapter, only the A parametsrvaried.The data encryption uses a symmetric cipher
which is a key length of 57its. This is a key space of thgystem is 26 The
scrambling scheme was developed and Lorenz stream cipher binary stream passed the
NIST randomness test successfully. In addition, the system output signal has a high
sensitivity to small changes in any parameWasreover, the autoorrelation and cross
correlation for 3zbits have good resultsThe maximum aut@orrelation and cross
correlation functions for (32, 64, 128 and 2%6) have shown good results. The auto
correlation of 32bits was 32 and the crgessrrelation value was 84oreover, when

word length is longer, the autmrrelation and cross correlation are improved. In this
chapter, the communication system was designed and testedlias.32Zhe aim of
choosing the 3bit was to reduce hardware resources consumed andrease the

data rate.

On the other hand, evhavecompared a crossorrelation of one Lorenz generator in
terms ofx andy, x andz andy andz and with two Lorenz generators with different
parameters in termsandy, x andz,y andz, we found that botbf them are the same

and result in low correlation.

Three different methods have been developed to extract the data at the receiver. De
spreading based on cressrrelation, on cross product and summation and de
spreading on dot product and summation tiiee methods have shown the ability to
extract the user data transmitted successfully. However, we used product and
summation methoavhich is easily converted to Xilinx ® System Generator blocks.

In contrast, despreading based on cross correlation il hard to be converted to
Xilinx System Generator® because some SIMULINK blocks were not yet available.
The performance results were evaluated in terms of Signal to Noise Ratio (SNR) of
the CDMA system for four users. Results have been evaluated inalyeand
compared to standard accepted BER of.1lhe system performance were shown

good results. At2.974 signal to noise ratio, the system achieved no bit error With 1e
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bits transmitted for four users. The system has achieved a good perfolraaadeon
the results obtained and compared to other communication sydtefs
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Chapter 4

DESIGN METHODOLOGY, CLOCK AND DATA
RECOVERY AND SYNCHRONISATION OF CHAOTIC
SIGNALS

41FPGA Technol ogy Features

The FPGA technology comes in the middle between the Application Specific
Integrated Circuit (ASIC) and Digital signal processor (DSP). The ASIC technology
can be used for this project. However, to configure these devices, it must be sent to
the manufactume which increases the cost and consumes time. The drawbacks of the
DSP technology are that they occupy maximum area, the power consumption is high.

Field-programmable gate array (FPG8)a reprogrammable device tlnets attracted
interest amongst reseters and engineers involved in a diverse range of fields
because of its:

1 Computational performance (the data processed per given unit of time) without
compromising on (hardware) resource efficieftds.

1 Low cost.

1 Short time to market.

1 Reliability and robustness as it does not require shortenid maintenance.

The proposed cryptosystem falls within the communication security branch of FPGA

applications. FPGAs have a number of important advantages for implementation of

cryptosystems:

1- Fast execution of arithmetics on real numbers (for actualizing the Lorenz)model
whilst maintaining a suitable degree of numeric precifldr.

2- Resource efficiency. Advantage over procedmsed implementations (requiring
O/S or kernel) because of the ability to maintain taweuracy of th execution
of processefgl1q.

3- FPGAs consist of logic blocks with specialized architectures designed specifically

for high-speed digital signal processing (e.g. DSP48A1a multiplier).
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4-

Softwarebased implementation of the same cryptosystem would not guarantee a
sufficient level of timeaccuracy of any particular process that constitutes the
system because of hardware (humber of registers; data caching) and software
constraints (kernel geiires periodic access to CPU core, interrupts, other threads,
and processes operating on the OS). (Each CPU is bound by thexXetzhe

cycle whereby instructions within the program are fetched and executed on a
particular (small) set of data; the CPtdelf is limited to a certain number of
registers on which data is held for execution for that particular instruction).

Every process that constitutes the system is actualized as a dedicated
microarchitecture that cannot be interrupted by an externahls@nprocess.
Furthermore, FPGAs are designed for implementation of sysgmetironouso

a single system clock via registers, and thus, exectitttmof any particular sub
process of the system can be guaranteed to a particular level of accuracy.
Modem communication systems define a maximum data rate; all constituting
hardware must be conducive for operating at this data rate (e.g. 1 Gbps Ethernet).
Hence, the guarantee of the executiome of any particular process is important.

The project required fast and accurate executions especially of the nonlinear
system (Lorenz model) that is used tgenerate the cipher stream for
cryptography applicationg’he FPGA technology plays a significant role in this

implementation.

42Desi gnhoMleo|l ogy

The design proceeds in three steps. MATLESBAULINK, System Generator® and

Integrated System Environment (ISE)g. 41 shows the basic block diagram of the

system design procesBirst, we designed the system by SIMULINK model. The

system has been tested until the desired results have been obtained. After that, the

SIMULINK blocks have been converted into Xilinx © systegngrator. The system

has been tested again until the desired results have been obtained. The ISE®© is then

has been used for the configuration and implementation process. The final step is to

generate the bit file and download it into the target FPGA board.
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Fig. 41. Basic block diagram of the design flow.

This section describes the hardware implementation of the complete communication
system. The procedures of the design and implementation are given below.

1 SIMULINK based Matlakenvironment has been used to test and analyse the
communication system as described in chapter 3. In this step, the system
performance is optimized and the desired results are obtained.

1 Some SIMULINK blocks have been developed to be compatible with Xilinx
blocks.

1 Some SIMULINK blocks are not yet available in the Xilinx System
Generator® such as a buffer. Thus, Xilinx blocks have been developed.
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1 VHDL is then generated from the System Generator® for different designs
such as Lorenz system, clock recoveryadatcovery and synchronization of
chaotic signals.

1 ISE ® is then used to synthesize, configuration of the target device. The
program file is generated for a specific device chosen by the designer. This file
can be downloaded into the FPGA board througlctmeputer.

1 Finally the system is tested and the results are analysed and compared with the

simulation results.

4.2.1 Software tools

The software tools used for system design and analysis are summarised in this

section.

4.2.2MATLAB

MATLAB is an interactive software for high performance languages for numerical
computations. It is easy to use for integrates computation, visualization and
programing. MATLAB can be used in different scientific areas such as signal
processing, control sgam, neural network image processing and video processing.
Moreover, MATLAB can be used for mathematical computations, algorithm
development, modelling, simulation, data analysis, exploration, visualisation and

scientific and engineering graphics.

4.2.3SIMULIN K

SI MULI NK is a software package that 1is
for modelling, simulating and analysing dynamics system. SIMULINK supports linear
and nonlinear systems which are modelled in continuous time, sampled time or hybrid.
Moreover, 1 is a high level language that uses block diagrams using click and drag.
SIMULINK provides a Graphical User Interface for building models. When the model
has been designed, the SIMULINK tool allows testing the model in a fast and flexible
way and makes se that the system performance is as expeéitigd.42 shows an
example of the SIMULINK model.
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Fig. 42. SIMULINK blocks.

Two main tools have been used to implement the communication system successfully,

and upload the synthesised hardware logic bit file onto the target FPGA.

1- Xilinx System Generator®.

2- Integrated Synthesis Environment (Xilinx ISE).

4.2.4 Xilinx System Generator®

The System Generator® is provided by the Xilinx Company that is one of the leading
FPGA manufacturers. The System Generator is a design environment for FH&AS.

a highlevel development tool that provides a platform for the design of high
performance BP systems and the testing of the model. In addition, the System
Generator offers numerous system blocks (abstraction of particular Xilinx logic blocks
of particular architectures within the FPGA device for which VHDL code is generated

[117.

In this work, Xilinx System Generator has been used to model, simulate and analyse
the system design. The main advantage of the System Generator® tool is minimizing
the time spent on thdescription and simulation of the circuit. Furthermore, the
flexibility of the design allows the system parameters to be easily changed and
optimises design performance. In addition, the System Generator allows for functional
simulation before compilatioof the model designed. When the functional simulation
meets the desired target, the files of the structural description of the system in standard
hardware description language are generated by compilation. These files are used in

the Integrated System Emonment (ISE) for Xilinx FPGAs. Gateway In and Gateway
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Out blocks are used as FPGA boundaries in the System Generator model. The purpose
of the Gateway In block is to convert SIMULINK floating points into a fixed point
format. The designer can also defthe type of quantization such as saturation and
rounding modes. The Gateway Out block converts the FPGA fixed point format into

double precisions floating point format.

In the System Generator, the signals are changed automatically because of operators
that force it to be in a suitable format (a signed or unsigned fixed point) in the outputs.
Furthermore, the designer is allowed to include any functional system to the design
that is described in VHDL or Verilog by using a Black Box Block.

The simulationtest of the model in the System Generator tool is bit and cycle accurate.
This means that the results of the simulation are exactly the same as the result in real
time implementation. Since the System Generator uses a discrete time system, the
sample ratés automatically generated from the signals and blocks. Furthermore,
System Generator supports mulie designskig. 43 shows the Xilinx blockshat

have been converted from SIMULINK blocks shown abovéig 42.
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FeHmiat Register azh
—pb Outt
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— Lorenz Reset
En Const Value
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Threshold Tracking Value

Fig. 43. Xilinx blocks.
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4.2.5Integrated SystemEnvironment (ISE®)

ISE is a design suite for the Windows environment that allows the configuration of the
target device for a particular application. The primary user interface of ISE is the
Project Navigator which provides full control of the design ensynthesis,
implementation of the design, functional simulation, testing, and verifichtib§.

The Project Navigator Interface consists of four paneiginodows, as shown iRig.

4.4. On the top left are the Start, Design, Files and Libraaesls that include display

and access to the sources files in the project. The start panel provides access to opening

projects, reference material and documentation.

Fig. 44 shows the design panel that provides access to the View, Hierarchy and
Process panes. The View pane enables the user to view the source modules associated
with the implementation or simulation design View in the Hierarchy pane. The
Hierarchy pane showsétproject name, the target device, user document and design
source files associated with the selected design view. Each file in the hierarchy pane
has an associated icon. The icon indicates the file type such as HDL file, schematic or
core. From the procegane, the user can run functions necessary to define, run and
analyse the design such as design summary/reports, design utilities, user constraints,

synthesis, implement design, generate programming file and configure target device.

The design summaryrgvides a summary of the main design information and also
access to all messages and detailed reports from the synthesis and implementation
tools. The high level information about the project can be provided from the summary
such as overview informationdevice utilisation summary, performance data report,

constraints information and summary information from all reports.

Workspace contains design editor, viewer and analysis tools. These include ISE test
Editor, schematic editor, constraint editor, desgynrmmary/report viewer, RTL,
technology viewer and timing analyser. The user constraints are used to view floor
plan areas, 10 pins and Logic of the chip. The y3gsthesis can be chosen from user

constraints.
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Fig. 44. ISEproject.

ISE allows for several tasks such as: compilation of the hardware description language
files, simulation of system behavioural or timing analysis. In addition, it allows to
check the occupancy rate, power consumption. The final task that the ISE tosl does
to generate the program file for a specific device chosen by the designer. This file can
be downloaded into the FPGA board through the computer. Then, the hardware test

results can be checked using electronic measuring equipment such as an oscilloscope.

The structural description files can be obtained from the System Generator® model
when O0Generated in dialog is <clicked. Th
Integrated System Environment. After that, the syntax of HDL files are available to

check. The compilation process is started by synthesizing the system. The aim of this

type of process is to create Xilinx specific netlist files called NGC (Native Generic
Circuit) files. These files contain both logical design data and constraints. There ar

two options that can be chosen for optimization in terms of normal and high effort area

or speed. The default option is set to speed optimisation. After the synthesis has taken
place, a synthesis report is created for the designer to be analyz&®IT Thiew is a

Register Transfer Level graphical representation of the design. The synthesis tool is
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responsible for this step. The aim of the RTL view is to reflect the original HDL code
of the design before the technology mapping takes place. Thus, ittbelgcover
design issues early in the design procésg. 45 shows the RTL schematic as an
example for Digital clock management (DCM) which shows itput signal and

output signal of the DCM component.

DCM
bufg PLL_BASE
N CLKFBOUT
. ad_ b CLEKFBIN | == b}lfg _|clk-out
- ibufg ] [ CL[;K
clkm__ = CLKIN | i
clin1_buf [ OUTO0
R/

gnd
I

XST_GHD

u

Fig. 45. An example of the RTL schematic for the PLL.

When the synthesis is done, four stages are required for implementation: translate,
map, place and route. Tharpose of the translation process is to create a Xilinx Native
Generic Database (NGD) file from the all netlists and design constraints data. After
that, the targeted FPGA device can be mapped using the NGD file. Some mapping
process is done for NFD fikbat include design rule checker and then maps the logic
design to the Xilinx FPGA device. A Native Circuit Design (NCD) file is created from
the previous process that is used for place and route stages. NCD file is used by place
and route to generate am&ICD file that is used by the programming file generator.
Then, bit stream generation program (BitGen) runs by using generator programming
file to produce a bit file. This file is used for Xilinx device configuration. Now, the bit
file is used to configuerthe FPGA target device through the configuration target device

process.
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Xilinx Core generator system provides access to highly parametrised intellectual
properties (IP) for Xilinx FPGAs which can accelerate the design Eige46 shows

the Xilinx core generator.

@ & New Source Wizard

SelectIP

Create Coregen or Architecture Wizard IP Core,

View by Function | View by Name

Mame Version AXM AX-Stream AXM-Lite Status License Vendor Library
" Automative & Industrial

7 Al Infrastructure

I/ BaselP

1/ Basic Elements

i~/ Communication & Netwarking
I Debug & Verification

i/ Digital Signal Processing

[~/ Embedded Processing

[/ FPGA Features and Design

I/ Math Functions

I/ Memories & Storage Elements
I/ Standard Bus Interfaces

{/ Video & Image Processing

Search IP Catalog:

[T Al TP versions [ Only 1P compatible with chosen part

[ Next H Cancel l

Fig. 46. Xilinx core generator.

The last step is to generate the bit file and then configure the desired board. After
that, the bit file is downloaded into the FPGA bodiid. 4.7 shows the final step.

78



>

€1 | 39|29 9|

) Mo Processes Running

Processes: top - Behavioral

£ Design Summary/Reports
Design Utilities
= User Constraints
Create Timing Constraints
/0 Pin Planning (PlanAhead) - Pre-Synthesis
/0 Pin Planning (PlanAhead) - Post-Synthesis
Floorplan Area/I0/Logic (PlanAhead)
=02 1y Synthesize - XST

View RTL Schematic
View Technology Schematic
f)  Check Syntax
f)  Generate Post-Synthesis Simulation Model

= P24\ Implement Design

2.1\ Translate

8.\ Map

£2.1\ Place & Route

f2.]\ Generate Programming File
= @ Configure Target Device
Generate Target PROM/ACE File
Manage Cenfiguration Project (IMPACT)
&% Analyze Design Using Chip5cope

@F&u\

Fig. 47. Generates Programing file (bit file).
4.2.6 XILINX -FPGA boards

The board that has been used in this work is the SP605 board. The chip name of the
Spartan ® is XC6SLX45F3FGG484 FPGA. The SP605 provides board features
such as 128 MB DDR3 component memory, SPIx4 Flash, USB JTAG, Clock
generation SMA, PCI etc. The SPBloard contains four physical headers, additional

user desired features can be added through mezzanine cards that can be connected to
the board. There are two types of oscillators, fixed 200 MHz (differential) and socket
with a 2.5V 27 MHz (singlended).Two SMA connections can be used, A3 and B3

pins. In this application two SP605 boards have been used, one for the transmitter and

the second board for the receivieig. 48 shows the two SP605 boards.
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Fig. 48. SP605 boards, transmitter and receiver.

43Cl ock and Data Recovery (CDR)

In serial digital data transmission, the local clock at the receiver must be adjusted in
terms of frequency and phase to the clock rate of the incoming sidri&ls The
purpose of the recovered clock is tetirme the incoming serial data, so the received
signal can be processed synchronously anddtta transmitted can be properly
retrieved 120. From a hardware point of view, when the sampling clock pulse occurs
at the midpoint of each received bit interval, an accurate detection must be high and
the bit error rate low121]]. Fig. 49 shows the fundamental block diagram of clock

recovery and data retiming for data recovery.
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Fig. 49. Clock recovery and data retiming for a CDR.

Since the clocks embedded ithe high speed serial data received sighBIR is one
of the most challenging implementations in real time applications. The receiver system
collects information signals that are affected by natural weather or artificial noises as

well as its own asynchnous signal122 [123.

A spectral component of the clock frequency is missing in NRZ data. Thus, the clock
signal frequency and phase must appear within the signal to recover theA\qboick.

art approach that solves this issue is represented in a basic block diagrgnait0.

the received signal is delayed by one sample and then XORing with received signal.
The aim of this process is to detect the rising and falling efighe received signal.

After that, the output signal of the XORing process enters the bandpass filter in order
to capture a desired frequency. When the desired frequency has been produced, the
next step is to lock it using phase locked lobpis appro&h involves producing a
frequency component for the NRZ clock frequency and the receivetineamity by

using a delay and an Exclusive OR gate with an introduced frequency for the bandpass
filter. The bandpass filter is used to detect the introduceddrezry component at the

clock frequency and produces a clock that helps to lock the frequency using a Phase
Locked Loop (PLL)[124. The purpose of the PLL is to follow or track the bit
transition pulse rates of the received signal. In other words, the PLL allows for phase
detecting that enables the local oscillator to follow both the phase and frequency of
the received data strediiy.

On the other hand, when the binary data stream alternates betweseanmhzeros
(such as 101010), this represents the maximum frequency of the binary data stream, a
clock frequency that is twice that of the maximum data rate. In some systems, such as
spread spectrum technology, the clock signal is sent with the dat&irichisf system

is designed to process at twice the speed of the data rate in order to carry the clock
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signal. When a data rate is 100 Mbps, the system clock signal rate must be 200 Mbps
[126. This of course reduces the channel efficiency. When the system operates on

high clock rates, this will lead to attendapise and power consumptiph27].
In this work, the clock recovery consists of three main tasks:
1 Phase detection of the received signal.
1 Clock recovery.

i1 Clock locking.

» Delay ﬁ
Received Signal Bandpass
» XOR ¥ .
Filter
A 4
Phase Locked Loo Recovered
(PLL) A Clock Output

Fig. 410. The basic blocks diagram of the clock recovery.

First, a Bernoulli binary generator is used as a random data genEigitdil1 shows
that the clock is missing in FFT plots of the random dEtta.time scale in the results
(refers to 3.2.2).
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Fig. 411. FFT of the random signal (Bernoulli binary generator).
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4.3.1 Phase detector

A phase detector is used to detect the phase difference between two data signals. A
phase detector is simply an Exclusive OR gate that compares the two signals to locate
the data transition. The output signal depends on variation between the two input
sigrals[128§. Fig. 412 shows the rising and falling edges detected. The FFT function
shows that the clock signal and its harmonics now appear in the signal as shown in
Fig. 413
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Time

Fig. 412. Simulated test, (a) Binary random generator (Bernoulli), (b) Delayed

data by one sample, (c) Rising and falling edge detections.

900 T T T T T T T T T

100— —

Wﬂwmwwmw R e T T
1000 2000 3000 4000 5000 6000 7000 8000 9000 1000¢
Time

Fig. 413. FFT after delay multiplyechniques are applied on the Bernoulli
generator.
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4.3.2 Clock recovery design based on SIMULINK

When the phase of the signal is detected, a bandpass filter is used to recover the desired
frequency. The centre frequency is the clock frequency from the transmittingigide.

4.14 shows the clock recovery based on the SIMULIN#G. 415 shows the clock

recovery from the random data signal.

bnnnr
Bernoulli  |—{ boolean | P
Binary — L XOR I double P Bandpass % *D
DataT .
Bemoull Binary aa e ) W —— | 7 =
Generator] Data Type Conversion!  Bandpass Fiter ~ Oan  Saturation Scope
Delay Phase
Detector

Fig. 414. Clock recoveryas viewed in the SIMULINK.

"L T T JNIg 0,
UL L e g 1]
g, 11T

Fig. 415. Simulated test of clock recovery based on SIMULINK, (a) Binary random generator
(Bernoulli), (b) Rising and falling edges detectors,Bahdpass filter response and (d) recovered
clock.
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44Real ti me 1 mpl ementation of the

The SIMULINK model of the clock recovery is converted to System Generator®

model as shown iRkig. 416.

’@ System

FDATool Generator

dafifdrsad

hnnne Constant |~ gata_tvali
Bernoulli J-lq
Binary Random xor d,1q—> data_tdat
Signal RS Ré

Bernoulli Binary R1
Generator

d
D

R ¢ Clock
Logical R8  pIR Compiler 6.3 recovered

Fig. 416. Clock recovery technigues viewed in the Xilinx System Generator®.

A Bernoulli Generator is used as a random data generator to test the ability of the
clock recovery modelThe first two registers are used for sync purposes and in order

to detect the phase of the received signal, the received signal XORing with theldelaye
signal by using a register block. Finite Impulse Response (FIR) Filter is then used to
recover the desired frequency by using the Bandpass Response Type. The bandpass
filter bandwidth is selected based on the clock of the incoming stream EldShl

The FIR filter is digitally implemented by using a series of delays, multipliers, and
adders to create the desired outpig. 417 shows the basic diagram of an RlRer

of length N. The kvalues are the coefficients used for the multiplication, as the result

of the output at time n is the summation of all delayed samples multiplied by

appropriate coefficients.

En Delay i Délay

Fig. 417. The basiadiagram of an FIR filter process.
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FDA tool is a MATLAB basic tool that is used to design a filter of required
specifications. Different response types such as high pass, low pass, and bandpass can
be selected. The design method for the filter inq@etation can be IIR and FIR. The

FDA tool provides windows which can be customised by providing such as order of
the filter, cutoff, sampling, pasband and stoppand frequencies and magnitude
specifications. When the specifications of the filter areded, the tool creates
coefficients which is save as matrix in MATLAB workspdd29. The FIR filter is

able to recover the desit frequency from the random data generd&igy. 418 shows

that the clock is recovered from the random data generator.

Amynmy ey oy
0 g g ) 4
AN

Fig. 418. Simulated test of the clock recovery based on System Generator®, (a)
Bernoulli random generator, (b) Rising and falling edge detections, (c) FIR filter
response and recovered clock.
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The main clock that is used at the receiver FPGA board is an osesitatket single
ended,Low Voltage Complementary Metal Oxide SemiconductdrGMOS). The

clock rate is 20MHz. A clocking wizard is used to set up a desired clock frequency.

Fig. 4.19 shows the basic blocks diagram of the clock recovery process.

FPGA Clock Digital clock Clock FPhase
Oscillator —m Management — Recover —# Locked Loop |
20 MHz (DCM) ¥ (PLL)

Fig. 419. Basic blocks of the clock recovery process.

The received signal frequency is 65 MHz, amtts the clock recovery uses double
the received signal frequency (130 MHz), the Digital Clock Management (DCM) is
used to feed the FIR filter for a clock rate of 390 MHz (triple the clock rate of 130
MHz frequency) to be able to recover the desired freque The FIR filter
specifications are listed below.

Sampling Frequency (Fs) = 390 MHz

Fstopl = 100MHz

Fpassl = 129 MHz

Fpass2 = 130 MHz

Fstop2 = 160 MHz

Attenuation on both sides of the passband = 120 dB
Pass band ripple = 1.

Filterods order i s 48.

=4 =4 =4 4 A4 A4 -4 A -

Design method is FIR Equiripple.

The FIR filter is specified, simulated, and VHDL has generated using the System
Generator®.Fig. 420 shows the clock recoverylhe received signal has been
synchronised using two registers. After that, the output signal has been delayed using
register block.The received signal XORing witthe delayed signal and the output
enters to the FIR filter to capture the desired frequdfigy421shows the RTLThe
Register Trarfer Level view represents the graphical design. There are two main
componentsDigital clock management (DCM) which used to produce a clock rate of
390MHz that is used for sampling in FIR filter. The clock in for the DCM is 20MHz.
The output frequency frorhe FIR filter is 130MHzlock ratewhichis used for the
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rest of thesystemFig. 422 shows the components inside the clock recovimg.RTL
of the clock recovery shows the components the represents the clock recovery. These
components represent the XILINX © system generator design that are shBign

4.20.
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Fig. 420. Clock recovery modas viewed in the Xilinx System Generator®.
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Fig. 421. RTL of the clock recovery.
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Clock Recovery
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Fig. 422. RTL of the clock recovery insid@mponents.
A PLL is a frequency control system (clodedp) that recognises the phase difference

between the input clock signal and the feedback clock signal of a controlled oscillator.

The main blocks of the PLL are as follows:

1 Phase frequency detec{®FD).

1 Charge pump.

1 Loop Filter.

1 Voltagecontrolled oscillator (VCO) and counter.
In this implementation, we used instantiation statement to design PLL that is provided
by ISE ®. A component instantiation statement describes a subcomponent of the
design entity. Moreoverjt associates signals with ports of the subcomponent.
Component istantiation defines as plugging a hardware component in the board
through a socket. In this work, the PLL is instantiated in the top file. The PLL is used
in the system to lock the desired frequency. The instance declaration is placed in the
body of the dsign code. All inputs and outputs are conneckgg. 4.23 shows the

transmitterods clock and the recovered
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Fig. 4.23. The transmitter clock (red signal) and recovered clock at receiver side
(blue signallas visualized by the oscilloscope.

45Data recovery

Fig. 424shows the data recovery block diagram. The data recovery consists of stream
sequence detector, user data tracking threshold, Bit basher, Lorenz generators,
Manchester decoder and parallelserial convertor. When the clock recovery has
achieved properly at the receiver, the received signal is decoded by using Manchester
decoder. After that, when the sync stream sequence is detected, the enable signal is
generated to start the Lorenz genematord user data tracking threshold. The Lorenz
binary stream has been scrambled by using Bit basher and then serialised by using
parallel to serial convertor. The decoded signal and Lorenz generator must be
synchronized to retrieve the transmitted datee @iacoded signal is multiplied with

the Lorenz binary stream. The output signal is further processed to retrieve the

transmitted data using accural or and comparison (O) bl
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Fig. 424. The data recovery block diagram.

The usematathreshold tracking model consists of a counter, a comparator, an
accumulator, a register, and a subtractor. The process of the thr¥skkidg
subsystem begins when the counter receives an enable signal. THeaclaie
subsystem perforalike a buffer for the 32 bits. When the enaimalis received at

the correct time, it begins to count 32 samples and compare them with a constant value
of 32 by using a comparator. It then sends a reset signal to the accumulator once it
reaches 32 samples and starts again. The accumulator is usedufp Z2ldamples
before sending a threshold value to the relational blockEigeel 25, Fig. 426 and

Fig. 427 show the data recovery models, user data tracking model and simulated test
signals othe data recovery proce§he Xilinx © system generator design of the data
recovery has started by multiplied the received signal with the Lorenz chaotic signal
where the both signals are synchronised. The output of the multiplication have been
accumulagd every 32 samples. Then, the value of the accumulation is compared with
the threshold value using the relational block. The Xilinx© data trackinggstem

has been designed to produce a proper threshold value. When the enable signal has
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received, theaunter is started to count from O untill3dsed on constant and relational
block Then, every 32 samples are accumulated and produces a constant value that it
is used as threshold valuEhe simulation results show the received signal that has
included the preamble signal, sync signal and encrypted user information. The second
signal shows the Lorenz chaotic signal which is synchronised with the received signal.
Every 32 samples are acculeied.The reset signal is appeared every 32 samples
accumulated signals have been converted into values using latched signals. The
threshold values are shown in the simulation results which are compared with latched
values. The transmitted informati@and recovered information are shown where there

is a delay due to the process of the extraction process and there is some Xilinx© blocks

causes delayig. 428 shows the user data that is recovered at the receiver.
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Fig. 425. Data recoverys viewed in the Xilinx System Generator®.
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Fig. 426. Data tracking threshold subsystasmviewed in th&ilinx System
Generator®.
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Fig. 427. Simulated result odlata recovery signal processing.
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Transmitted User Data

Recovered User Data

Fig. 428. User data is recovered perfectly.

46Synchronisation of Chaotic Signal

Synchronisation is one of the most important techniques in coherent receiver systems.
Synchronisatiorbased user data recovery, in which noise is present, has a significant
advantage in terms of its noise performance and data rate in comparisor to non
coheent detection methods; however, these advantages are only realised if the
synchronisation is maintained well. In contrast, when the synchronisation is not
maintained well due to poor conditions, the +ommerent detection method is more
robust and less ooplex than the coherent detection metfi@q.

Chaoticsynchronisation between two different systems is one of the challenges of a
coherent chaebased communication syst¢80. A coherertbased communication

system design consists of two categories:

1. Chaos synchronisation techniqzy, 130-134.
2. Chaos synchronisation based on conventional synchronisation techdiues
48, 137, 13§,.
The claos synchronisation technique consists of master and slave systems. The
master system (transmitter) is used to drive the slave system (receiver) by using a
synchronisation signal. When the synchronisation is achieved properly, the slave

system generatesdlsame chaotic response signal as the master syE3€in

94



In a conventional synchronisation system, the synchronisation depends on the
similarities of the initial conditions of both the transmitter and the receiver.

Four methods for synchronising analogue chaotic generators have been reported. The
first three methods, known as continuous chaotic synchronisation, include additive
chaos masking, chaotic modulation and a chaotic cryptosy§&&n93]. The
disadvantage of using these techniques is that they requirgeablandwidth due to

the need to continually inject the synchronisation framework into the slave system
[49]. The fourth method, impulsive synchronisation, was developed to overcome this
issue; it consumes much ldsmndwidth than continuous synchronisafié€]. In[53],

it is stated that neither impulsive synchronisation nor continuous synchronisation are
reliable techniques for chaotic communication systems because both inject the drive
signal into the slave system, which does not provide robust channel noise $gnsitivi
The technique presented [IB3] is based on an asynchronous serial communication

protocol that does not need to inject a signal ineodynamics of the slave system.

This chapter describes a practical systemsfarchronisingtwo chaotic generators

used in the digital Code Division Multiple Access (CDMA) meth®gnchronisation

is achieved and maintained through a sync sequence witlvnkulata that is
transmitted to the receiver. The sync sequence triggers the chaotic generator at the
receiver to start synchronously. This study presents a finite state machine (FSM) based
on a Black Box Xilinx System Generator® for sync sequence detedtienaim of

using this approach is to overcome the sensitivity of chaotic signal mismatch between
two separate chaotic generators due to the presence of noise affecting the drive signal
that is injected continuously or impulsively and transmitted thraibghchannel,

which causes poa@ynchronisatiorand affects data recovery. Chaotic generators are
used to spread the data and provide security against attacks. Both the receiver and
transmitter are implemented using two separate Spartan 6 Field Progran@atble
Array (FPGA) boards. Practical results demonstrating the robustness of the system are
provided.

Digital CDMA systems using chaotic signals for data spreading offer a high degree of
security against unauthorized reception. However, this techniqueaadsidra level
of difficulty regarding synchronisation between the transmitter and the receiver. Not

only must the clock signal be recovered and the two clocks be synchronised, but the

95



receiver on the digital chaotic generator must also be synchronidéd the

transmitter. If a passband system is designed, then a procedure for carrier recovery is

also required. A block diagram of a baseband system is shdvig. ith29.

User Data

—»

Spreading

This chapter describes the technique that we used for synchronising the chaotic
generators. Both the transmitter and receiver chaotic generators usantee
parameters, but they also need to start at the same time step in relation to the

transmitted data in order to ensure that the data is recovered correctly. In this work,

i

Channel

Chaotic
Generator

Fig. 429. A block diagram of the baseband system.
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Chaotic
Generator

the chaotic generators are implemented using the Lorenz model.

In thiswork,synchoni sati on

to trigger the receiver chaotic generator. When the synch stream is detected, the
transmitter chaotic generator output signal is identical to that of the receiver generator
signal, since bth chaotic generators are also clock synchronised. The synchronisation
technique was tested and validated using two FPGA boards, as described later in this

chapter. The system is implemented in hardware, and the design procedure is based

S

based

on sendi

ng

on different degjn tools, such as: MATLAB, the Xilinx System Generator®, ISE and

the Hardware Description Language VHDL.

4.6.1 Synchronisation principle
First the master clock of the digital system is recovered at the receiver. The second

process is to synchronize the chaotic generators of the transmitter and receiver. The
principle scheme of the synchronisation is presentefign 430. When the sync

stream block transmits the -t stream, a known constant delay is added before the

Lorenz generator starts generating the signal at the transmittére A¢ceiver, the

synchronisation unit uses the received sig(talto generate the epreading signal,
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which is identical to the Lorenz chaotic generator at the transmtjeand both are
clocked with the same clock rate. For data recovery, thévegtsignal is multiplied

with the chaotic signal that is synchronised with the received signal and then
accumulated. The crogsoduct and summation process consists of the product block
and accumulator, the accumulator and the rational block, which cesmhe
threshold value with the accumulated value.

Transmitter

X1

CrossProduct and

m(t . >
® Sync Summation ()
Sequence 3 4
X S(t)
e, .| CrossProduct

Channel and Summation

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
i Mu(t)
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Fig. 430. The DSCDMA digital communication systetinased chaotic signal
with the synchronisation unit.

4.6.2 Transmitter system

The transmitter system consists of the Lorenz generator, a spreading block and a sync
stream. The Lorenz generatoase represented by a -B& fixed point with 20
fractional bits. The chaotic signals are then serialised by using a parallel to serial

convetor.

The synch  stream  generates the -b82 length known  data
[110,1,2,222121111111,1,2,2,2,1,1,1,1,1,1,2,2,2,1,1,1,1], which is used for
synchronisation. The sync stream block contains a counter, Read Only Memory
(ROM), comparison block, accumtda block, register and convert blodkig. 431

shows the sync sequence block. When the enabled signal is received, the ROM of the
known data is enabled. The counter begins to count to 32 when the ROM is enabled.
Once this is completed, the enabled signal is set for the next subsksge32
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shows the simulated sync streafvhen the counter has received the enable signal, it
started to count form 0 until 3The rom block is used to produce tlyas bit stream
which is 32 bits. The rest of the safgstem is used to rest the counter block and rom

block once the sync bits stream has been sent.

A 4

rst

ol p|addr
»len —pirst
@ Counter2 plen DATA_OUT
NEXT_Et
EN ROM2 <
Lp{b
+=p
—rst 1 pd
A q—P| cast
Accumulator1 Constant3 A
en
a Convert1
a=b Register1
465 » b
Constant2 Relational1

Fig. 431 Sync sequence block, as viewed using the Xilinx System Generator®.
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Fig. 432. Simulated test of the sync stream block.

4.6.3 Receiver system
The receiver system consists of Lorenz generators that are identical to those in the

transmitter system, andsynch detector block. Both systems are clocked with the
same clock rateThe proposed scheme is tested and validated experimentally using
two Xilinx® Spartan 6 (SP605) FPGA (IC) boards (Model Number xc6stx45t
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3fgg484). To achieve this task, we developstractural hardware architecture based
on a VHDL description for the sync sequence detection using Black Box, where more

details about the FPGA implementation of the system are also given.

The sync detector is performed using an FSM based on VHDL coden \the

sequence with a 38it length is received, the FSM is able to detect it and enables a

signal for the chaotic generators to stditte machine will keep checking for the
proper sequence until it recogni sedss i t.
detected in state S32; ot her wynsdetecton t rer
system model is shown iRig. 433. Fig. 434 shows the simulated signal of the

received signal and the sync sequence signal detection at the receiver system. It is clear

that the desired sync signal is detected perfectly, and constamidyns at 1.

1—»d

O rst 1
Constant4 z2q)P) ¢ ot

Constant1 z g i
3 re Convert7 Synch_Sig
Y n P1gd-1a—»1d-1q d Register9
Received . - Black Box
Signal Register5 Register4

Fig. 433. The sync detector, as viewed using the Xilinx® System Generator®.
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Fig. 434. Simulated test of the sync stream block.
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47FPGA | mpl ement ati on Resul ts

Fig. 435 shows the Register Transfer Level (RTL) schematic of the sync sequence
subsystem where the enabled signal of the sync sequence subsystem is received from

the preamble subsysteffig. 436 shows the RTL of the synch sequence subsystem.

The realtime results show that the two chaotic signals are synchronised perfectly at
the receiver, ashown irFig. 437 andFig. 438. The redsignal is the Lorenz Chaotic
signal of the transmitter and the blue signal is the Lorenz chaotic generator at the
receiver side. The two Lorenz generators are synchronisedMiaglly experimental

tests are performed to evaluate the performance of the synchronisation scheme in
terms of user data recovery. The synchronisation is well maintained and the
transmitted user data is recovered with no error at the receiver with a traosmats

rate of 2 Mbps.

i S Soqnce
e[ |, ce | Vdata out

clk ” clk

— _— ———

\ ¢il NEXI-EN

e
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= =]

Fig. 435. RTL schematic of the sync sequence subsystem.
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Fig. 436. RTL schematic of the sync sequence subsystem.
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Fig. 437. Chaotic generators are synchronised perfectly at the receireakin
time, as visualised by the oscilloscope.
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Fig. 438. Chaotic generators are synchronised perfectly at the receiraahn
time, as visualised by thescilloscope.

48Concl usi on

In this chapter, clock recovery is detailed. The simulated results of the clock recovery
technique are obtained. The clock recovery SIMULINK blocks are then converted to
System Generator® blocks. The simulated test shows thabttieis recovered well

from the random data generator (Bernoulli generator). The clock recovery is then
implemented in real time by using two separate Spartan 6 FPGA boards. The clock
rate of 65 MHz is recovered well at the receiver. The PLL is locekede desired
frequency at clock rate of 65 MHz. The data recovery based on a System Generator®
is presentedThe simulated results are obtained.

The disadvantage of the clock recovery techniqgue emerges when the received signal
frequency is doubled becausetloé rising and falling edge detector used to detect the
phase. This means that in ré@he implementation, we require high speed clock
source for the bandpass filter sampling frequency to recover the clock.

In this chapteralso we have described a ghiaal system for synchronising two
chaotic generators used in a digital CDMAe techniques are based on a sync stream
that is transmitted to the receiver in order to trigger the Lorenz chaotic generator in
the same time step. The chaotic synchronisasonmell maintained at the receiver.

Both the receiver and transmitter are implemented using two separate Spartan 6 FPGA
boards. The proposed technique is validated experimentally, and the results are
obtained.
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The advantage of a synchronisation methathas there is no need to inject a signal
into the dynamics of the slave system, which affects the channel efficiency. In

addition, this method is not affected by a high noise environment.
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Chapter 5

FPGA IMPLEMENTATION OF COMMUNICATION
SYSTEMS USING CHAOTIC BLOCK CIPHER

51l ntroducti on

The ultimate aim of this research is to implement a system with high security and noise
immunity using a chaotic stream cipher. However, it was decided to start with the
implementation of a bldc cipher system in order to develop reliable method of
synchronisation and data recovery. The CDMA spreading blocks were generated first
outside the digital implementation and thus avoiding the need to implement digital
chaotic generators and to avoid deping methods of synchronising the transmitter

and receiver chaotic generators.

The block cipher system has the same noise immunity characteristics as the stream
cipher but does not have the same security. In chapter 6 we will extend the block cipher

sysems developed in this chapter to full stream cipher systems.

This chapter describes the practical implementation of a digital communication system
based on block spreading for four users. Codes that have been used in this work are
extracted from the Lorengenerators. Each user code length i$i82 The receiver
system is able to discriminate all transmitted user data by applyingpmadsct and
summation. This digital communication system has been implemented successfully by
using two Xilinx® Spartan6 FPGA boards, which will be explained in detalil

throughout this chapter.

52Bl ock Spreading Communication Sys"

Fig. 51 shows a block diagram of theansmitter and receiver systems. The
transmitter design is constituted by the following subsystems, Preamble, sync
sequence knowdata (see chapter 4, section 4.6.2), user data generator, user data

spreading, adder and Manchestacoder.
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The receiver d&gn is as follows, syndetection (see chapter 4, section 5.6.3), clock
recovery (see chapter 4, section 4.2.2), Manchelgender, dataecovery and system

clock.

Transmitter Block Diagram

Preamble Data for | Stream Seguence
Clock Recovery Enable for Synch

Enable

User 1 Data

Spreading 1

Y

Adder

User 2 Data

Spreading |

User 3 Data
Spreading

A 4

Y

User 4 Data
Spreading

Y

v

Manchester
Encoder

Receiver Block Diagram

Coaxial Cable

[ DCM
Sequence | ] Clock Digital
Detector L Recovery Clock

Mangement
§_ Phase Locked Loop
= (PLL)
Y = -
Tserl Code User3 Code User4 Code
Data Userl Data User 2 Data User 3 Data User 4
Recovery Recovery Recovery Recovery

Fig. 51 .Fouruser Block spreading communication system.

105



53Transmitte

Fig. 52 shows the block diagram of the transmitter design, along with the process of

r

System

the transmitter blockpreading communicatiasystem.

Transmitter Block Diagram
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Clock Recovery Swvoch
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w

Spreading Code

User Datal

w

@ s

L Spreading Code

@
Y

User Datad
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Fig. 52. A block diagram of the fowuser spreading communication system.

Spreading Code
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Hardware properties of the digital communication system based on chaotic block

spreading are presentedTiable 51.

Main Clock Frequency
Modulation

Spreading Code

Spreading User Data Frequency
User Data Frequency

Data Rate

FPGA Development Board
FPGA Family

FPGA (IC) Model Number

20 MHz oscillator
Spread Spectrum (SS)
32-bit

65 MHz

2 MHz

2 Mbps

SP605

Xilinx® Spartan 6

xc6sIx45t3fgg484

Number of User Data Streams Generated | Four

Encrypted

Method of User Data Stream Production Linear Feedback Shift register (LFSR)

Table 51. Fixed Properties of the Digital Communication System Based on Chaotic Block Spreading.

The transmitter has been designed based on the Xilinx System Generator®. The design
contains the subsy sdqeentsiseodata geneecainmant eser fi s y |
data spreading are shownkig. 53. The design shows that t
data) was used to compare the traitisa user data with the retrieved user data for

bit-error calculations purposes. Adder blocks are used to sum all four user data. The
convert block is used to output only one bit stream by using fixed point precision with
number of bit is 1 and binary piis 0. The OR gate is used to sequential the process

of the system, where the first step is to transmit the preamble system and then the sync
sequence is started. Whereas the last step is the user data transmission.
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Fig. 53. Fouruser spreading system, viewed in the Xilinx System Generator®.

5.3.1 Preamble subsystem
The preamble is used in the transmitter model for clock recovery purposes. The 256
bits of known data are transmitted to the receiver. The preamble subsystem is as

follows:
9 Counter block is used to count from 0 to 255.
1 ROM block of depth of 256 with known data.

1 Relational block with comparison with constant value of 255 is used to enable
the next subsystem as well as to reset the ROM when it reaches the set value.
Whenthe ROM is reset, its output is zero.
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1 Convert block is used to convert unsigned data type to Boolean dat&itype.

5.4 shows the preamble subsystem.

—rst —++- B addr
71
rst DATA_COUT
Zounter2
ROM2
————» 3
a=b
255 ———mb
Constant? Relational
| ——————®{d
Constant3 1 4 -
Pcn MEXT_EN
Convert!
Reqgistert

Fig. 54. The preamble subsystem, as viewed in the Xilinx System Generator®.

5.3.2 User data generator

In practice the user generates his/her own system but here we are generating a pseudo
random data to represent the user data. User data are generated using a Xilinx Liner
Feedback Shift Register (LFSR). The structure chosen of the LFSR is Fibonacci with
an XOR gate. The Fibonacci type specifies the structure of the feedback. It has one
XOR gate at the beginning of the register chain that XORs the taps together with the
result going into the first register. The XOR is used to specify the feedback signal. The
number of bits in LFSR specifies the number of registers in the LFSR chain. The initial
value specifies the initial seed value where the LFSR begins its repeating sequence. A
feedback polynomial specifies the tap points of the feedback chain, and thenwesiu

be entered in hex format. In order to generate different bit sequences for each user as

data, a different polynomial chain is chosen for each[1S}.
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5.3.3User data spreading

The user data is encoded using a multiplication cbdg.55 shows the user data
spreadingFig. 56illustrates the design of user spreading code multiplied by user data.
Each single bit of user data is spread byb88 from the chaotic signalBig. 56(a)
showsthe user spreading code repeating every 32Hgs56(b) shows the user data
generated using linear LFSRig. 56(c) showsthe user data has spre&dg. 57

demonstrate the reéime results of the user data spreading.

User data generator based on LFSR

CD :en:++D —»a

en a=bf—¥en dout —» cast—pld 1 q

b
Counter1 Convert 4

Relational LFSR Register a=b >

Constant

A 4
[

A 4
o

spreading code, 32-bits length

4

4

en ++ addr 1

Counter Spreading code

Fig. 55. User data spreading.

l)mml)ll LU ) M(WMI |
S NN N

Fig. 56. Simulation test. (a) Usapreading code (3Rits fixed), (b)User data and (c) Spreading !
data.
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Fig. 57. Realtime result of the user data spreading, visualized by the
oscilloscope.
5.3.4 Adder

In order to sum the contribution of the four users, itdsessary to use the Xilinx

Add/Sub blocks as shown Fig. 58. Fig. 59 shows the simulated result of the four

user spreading block are combinEdy. 510 shows that the four user data are
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.
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Fig. 58. Adder.
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5.3.5Manchester encoder

The Manchester encoding is used in data transmission to allow the receiver to easily
synchronize with the transmitter. It splits each bit period into two and ensures that
there is always a transition between the signal levels in the middle of each bit. The
Manchester encoder is established by using VHDL code, and the operation is

performed by XOR of the data with the clodkg. 511 shows the data hdseen
encoded.
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Fig. 511 User data encoded with the Manchester encoder in real time,
visualized by the oscilloscope.

5.3.6 System clock rates

A clock receives a frequency as an input from the source and can distributes that
frequencyor generates new frequencies to fulfil the application requirements within
the system. This means the clock is able to convert the input source frequency into

higher (multiplier) or lower frequency (divide). This process can be done using PLL.

The main abck used in the transmitter is a singleded, oscillator sockebw Voltage
Complementary Metal Oxide Semiconductor (LVCMOS) running at 20MR

output clock rates have been generated to satisfy the transmitter design requirement
using Digital Clock Maagement (DCM)A 65 MHz clock rate and the 130 MHz
clock rate. The 65 MHz clock has been used for spreading the user data while 130
MHz has been used for the register.
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5.3.7 Integrated Synthesis Environment (Xilinx® ISE)
The ISE Project Navigator is a higgvel software manager for FPGA design. The

transmitter design contains all files related to the project as follows.

9 Digital clock management, provided by using the CORE Generator IP and
Architecture Wizard IP.

1 Manchester encoder based on Very High Speed bitedyCircuit Hardware
Description Language (VHDL) code.
Transmitter design based on the System Generator®.
Register (to prevent overshoot) based on the System Generator®.
User Constraints File (UCF).

Fig. 512 displays the toplevel RegisteiTransfer Level (RTL) graphical

representation of the transmitter design.

top:1
r A
DCM Transmitter Design
W | CLN_em r . ‘ 65- hﬂ'{z - [ 1 -t_ke'l c*
A 4 130 MHZ | User's Data 1 |
ul | User's Data 2 |
| Lu'n. Data 3 |
- User's Data 4
u3
Manchester Encoder
= r - :
e . Encoded wiers
[ | LT &Ifﬁw { 1]
u2 | | receiver
U4
& 4
top

Fig. 512. RTL schematic of the transmitter design.

The signals are sent to the receiver
board includes a-pin singleinline (SIP) male pin header (J55). We used these pins
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to compare the data transmitted with the received data. All four user data are assigned
to the SIP header connections pin (G7, H6, D1 and R7) receptively. The master clock
is assigned to AB13. The Xilinx plan ahead provides pin assignments that makes easy
for the user to fully automatic or semitomated I/O ports to physical package pins.

Thus, we used plan ahead to assign desired Bigs513 shows the plan aheagre

synthesis.

Elaborated Design -3

0Rurts g
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Fig. 513. 1/O pin (plan ahead).

5.3.8 Device Utilisation Summary

Table 52presents the device wutil i scastxd5on s um
3 f g g.4@ this summary, we can determihat the transmitter design can be
implemented in a small chip. The taldkows that only 1% is consumed for slice

registers and Look Up Table (LUT).

Slice Logic Utilisation Used Available Utilisation
Number of Slice Registers 130 54,576 1%
Number Used as Flip Flops 130

Number Used as AND/OR logics 0

Number of SlicdUTs 111 27,288 1%
Number Used as Logic 76 27,288 1%
Number Used as Memory 13 6,408 1%
Number Used Exclusively as Rotflarus 22

Number of Occupied Slices 68 6,822 1%
Number of MUXCYs Used 100 13,644 1%
Number of FullyUsed LUT-FF Pairs 100 131 76%
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Number of BUFG/BUFGMUXs

Number of DSP48A1s
Number of PLL_ADVs

Number of BUFIO2FB/BUFIO2FB_2CLKs

Number of LOCed IOBs

N = )

16
58
4

32
10

18%
1%
25%
3%
50%

Table 5.2. Device Utilisation Summary of the Target Device.

54 Recei ver

Fig. 514 shows the block diagram of the receiver. The received signal is decoded by
The

detector block, instructing the usmrdes to begin. The cross product function is used,

t he Manchester

multiplying the replica of the user spreading code with the user code at the receiver.
The 32bit length buffer is used to accumulate the data. The fixed threshold for each

decoder .

System

user data is applied to disciimate the user data from others.

Receiver Block Diagram
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6enabl
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Fig. 514. A block diagram of the receiver design.

The system consists of two System Generator® designs, clock recovery and receiver

system that are wrapped up later by using ISE tool. The System Generator® designs
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are shown irFig. 515. Gat eway Ooutsé are used to trac
the oscilloscope. The Finite State Machi
code) is performed by using a Black Box. Mux blocks are used in thisndessgart

only when the Asynco signal is received.
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Fig. 515. The receiver system, viewed in the Xilinx System Generator®.

5.4.1 Manchester decoder
The RTL model of the Manchester decoder shows the Exclusive OR gate with two

inputs. The first input is the recovered clock which is 65 MHz, and the second input
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is the encoded spreading signal. The output signal of the encoder model is the decoded
spreadng signal. The RTL model of the Manchester decoder is displayéd.ib16.
The decoded user spreading data can ée isd-ig. 517.

man_decoder:1

Mxor_chkin_data in XOR 1 o i

(ki g -

Mxor chkin data in XOR 101 |

Il:l
o

== Spreading Data

data_out
Recetved Signal
dmnjn
o1
Clk-130MHz E 4
uZ
Fig. 516. Manchester decoder model.
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Fig. 517. Decoded user data spreading signal in real time, visudlizéue
oscilloscope. The blue signal is user data, whereas the red is encoded signal.
5.4.2 Block spreading synchronisation
Once the fisyncd sequence is detected, t

synchronise the spreading user data with the csg@e.Fig. 518 demonstrates this
occurrence.
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Fig. 518. Realtime synchronisation of transmitted spreading signals and user
block signals, visualized by the oscilloscope.

5.4.3 Data recovery

Fig. 519 demonstrates the blogpreading communication system for four users.
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Fig. 519. Block-spreading communication system of four users.
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Fig. 520illustrates the simulated results of the transmitted and recovered data of the
four users. The recovered user data is delayed compared to the transmitted user data

because of the processes used for transmitting and recovery.
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Fig. 520. Simulation test for fouuser data recovery. (a) User data 1, (b) User
data 1 recovery, (c) User data 2, (d) User data 2 recovery, (e) User data 3, (f)
User data 3 recovery, (g) User data 4 and (h) User data 4 recovery.
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The four user data are recovered well as shoviign521, Fig. 522, Fig. 523, Fig.
5.24.
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Fig. 521. User 1 data recovery in real time, visualized by the oscilloscope. The red sig
transmitted user data and blue signal is the recovered user data.
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Fig. 522. User 2data recovery in real time, visualized by the oscilloscope. The
red signal is transmitted user data and blue signal is the recovered user data.
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Fig. 523. User 3 data recovery in real time, visualized by the oscilloscope. The
redsignal is transmitted user data and blue signal is the recovered user data.
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Fig. 524. User 4 data recovery in real time, visualized by the oscilloscope. The
red signal is transmitted user data and blue signal is the recaxssedata.

5.4.4Integrated synthesis environment (Xilinx® ISE)
The receiver design contains all files related to the project as follows.

9 Digital clock management is provided by using IP (Core generator and
Architecture Wizard).

1 Clock recovery.
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1 Phase Lockedoop (PLL).

 Manchester decoder based on VHDL code.

1 Receiver design based on System Generator®.

Fig. 525 shows the toflevel registettransfer level RTL) graphical representation of

the receiver design.
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Fig. 525. RTL schematic of the receiver design.
5.4.5Device utilisation summary
Table 53pr ovi des a device util i s aibskedst

summa

3 f g g.4F8wh dhis summary, we can determine that the receiver design can be

implemented in a smaller chip.
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Slice LogicUtilisation Used Available Utilisation
Number of Slice Registers 563 54,576 1%
Number Used as Flip Flops 563

Number Used as AND/OR Logics 0

Number of Slice LUTs 576 27,288 2%
Number Used as Logic 389 27,288 1%
Number Used as Memory 93 6,408 1%
Number Used Exclusively as Rotif@rus 94

Number of Occupied Slices 215 6,822 3%
Number of MUXCYs Used 256 13,644 1%
Number of FullyUsed LUT-FF Pairs 395 657 60%
Number of BUFG/BUFGMUXs 6 16 37%
Number of DSP48A1s 24 58 41%
Number of PLL_ADVs 2 4 50%
Number of BUFIO2FB/BUFIO2FB_2CLKs 1 32 3%
Number of LOCed IOBs 4 17 23%

Table 5.3. Device Utilisation Summary of the Target Device.

55Concl usi on

This chapter presents a digital communication system based on a lxoekz
spreading communication system. A digital spreading communication system with
four users has been implemented using two Spartan 6 FPGA boards. The aim of this
chapter igo develop reliable method of synchronisation and data recdvedges that
havebeen used in this work are extracted from the Lorenz generators. Each user code
length is 32bits. The method that has been used to retrieve the user data transmitted
is based on crogsroduct and summation. The transmitter design has consumed only
1% ofthe slice registers and Look Up Table (LUT). Thus, it can be implemented in a
smaller chip. On the other hand, the receiver design has consumed 1% of the slice
registers and LUT which means that the system can be implemented in a smaller chip.
The data tansmitted for all four users are recovered perfectly at the receiver FPGA

board.The communication system achieved a data rate of 2 Mbps.
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Chapter 6

FPGA IMPLEMENTATION OF COMMUNICATION
SYSTEMS USING CHAOTIC STREAM CIPHER

6.1 Introduction

In this chapterwe are explaining the implementation of the stream cipher. The
challenges of this implementation are clock recovery and synchronisation of two

chaotic generators.

High-speed processing of modern computers, powerfulfisdgrammable gate array
(FPGA) basd boards and graphics processing unit (GPU) based boards help hackers
attack communication systems at high frequenflg¢sThere is always a need to
improve security and develop systems secured by a perfect cipher that can defeat

existing attacks. The present chapter presents such an approach.

Many implementation methods have been proposed to enhance system §ég8urity
97,100, 101, 140 141]. Several communication systems based on chaotic encryption
have been reported that claim security against electronic attacks, especially brute force
attacks. However, most of these systems have security weakiit34e542 143.
Further, most of the reported schemes do not explain well the major security properties
of the cryptosystem, such as the level of security, perfocmaand ease of

implementation.

These properties play a major role in the cryptosystem evaluation. Any limitation in
any one of these properties of the proposed cryptosystem implementation will

negatively affect the estimation of the system reliabjlity3.

Chaosbased communication systems are watked with regards to these properties,
which makes them suitable for cryptography applicatidh9, 11, 54, 90, 147.
However, the dynamics of the basic chaotic system are not completelg,saedr
they may be vulnerable to attack if designed with weaknd&8gssuch as fixed
parametersfinite precision, fixed point arithmetic, short cycle length and-ideal
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distribution. This work explains how these weaknesses can be overcome and highly
secure system can be designed.

6.2 The Cryptosystem

The cryptosystem has been explained in detailechapter 3 (section 3.2.2). The
SIMULINK design of the cryptosystem has been converted into System Generator®

blocks.Fig. 6.1 shows the block dgram of the encryption process.
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: . I 1 b s Felational
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: LFIR
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! |
! |
: i Crozs-
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I mmafer mefar Parametsr | |
: T I Eaabls
N Felational
b =h
Drynamics
Fixed point Usardata
(=[] =11) spreading + |,_
7T {onesand
Zafo)

Initial Condition X |
Initial Condition

Tnitial Condition

Awxiliary Lorenz Generator

Fig. 61. The Block Diagram of the encryption process at the transmitter.
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To increase security, the user data (binary stream) is spread using two of the three
output signals of the Main Lorenz Generator. If the current bit at the user data stream
(b[n]) represents a binary one, the-Basher will concatenate the first-bits o the
outputx[n] with the last 26bits of the outpui[n]. In the case that the current bit
represents a binary zero, the-Bésher will concatenate the first-bizs of the output

Z[n] with the inverted last 20bits of the outputy[n]. The spectrum spreading is
implemented by a 3Bit multiplier that produces the product of the current bit (b[n],
representing either a one or a zero) with thdi82 output of the BiBasherFig. 62

shows the block diagram of the scrambling process.

Bit-Basher
Sy » x | [ x P{Parallel to Serial
it
7 | X={x[0:11], y[0:19]}
The Main
Lorenz y 32 bit » NOT
Generator 5
n
T » 2| Bit-Basher [z |—PiParallel to Serial
z={z[0:11], y[0:19]}

Fig. 62. The Block Diagram of the scrambling process.

To test the system, a Linear Feedback Shift Register (LFSR) is used to generate a
binary user data stream (b[n]). The-Bisher operates to scramble the bit stream of

the Main Lorenz Generator so as to produce an encrypted binary stream that satisfies
therandomness test.

6.3 Cryptosystem Implementation Overview

Fig. 63 shows the block diagram of the complete system proEass64 showsthe
system flow chart of one user stream cipher based on the Lorenz ribeel.

transmitter side constitutes the following subsystems, Preamble subsystemn, Syn
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sequence of known data subsystem, User data generator subsystem, Main Lorenz

mo d e |

, Auxiliary

Lor enz

model , foneso

data spreading subsystem and Manchester encoder subsystaei@ceiver constitutes

the following subsystems, clock recovery, Manchester decoder, PLL, sequence

detector, Main Lorenz model, Auxiliary Lorenz model, data recovery and system

clock.

Transmitter
(Master System )

Preamble |256-hit stream
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Fig. 63. The block diagram of the complete system process.
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Transmitter
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Fig. 64. System flow chart of one user stream cipher based on Lorenz model.

6.4 Implementation of the Lorenz Model

The Lorenz generator (Simulink simulation model discussed in chapter 3) is
implemented using the Xilinx System Generatof®e operational signals are
represented by a 33t fixed-point fractional datdaype with 25 fractional bits (the

only exception being the user data stream b[n]).
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As per the Lorenz equations actualized by the implementations of the model (Main
Lorenz Generator and Auxiliary Lorenz Generator), there are three system parameters

and three initiatonditions.

In order to visualize the chaotic signal outputs of the Mammr enz Gener at or ,
boxd constituting VHDL -btfixedgoint feactionaleoéd t o c
12-bit integer for a Digital to Analog Converter (DAC) IC on the FPGA board. The
analogue output produced from they, z outputs of the Lonez generator are thus
represented by a voltage ranging between 0 and 2.5 V and this is connected to an
oscilloscope to visualize the operation. The Digilent® Peripheral Module Interface

Digital to Analog Convertor (PMODDA) module is used with the FPGA thoahich

interfaces the 1-Bit Serial Peripheral Interface (SPHGhannel DAC IC (Analog

Devices AD5628)Fig. 65 depicsthe Main Lorenz Generatdfig. 66 depicsLorenz

chaotic signalsFig. 67, Fig. 68 andFig. 69 show the Lorenz attractorkig. 610

depics real time signal of the Lorenz chaotic signals &igd 611 shows the Lorenz

attractor.
System D/A
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b o N
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> x28 i
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e T o N’
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, axb AddSub3 Integrateury ~ Constant! g\ Boxq
fitutt
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‘ D/A
axbh »a
»(b
a-b 4 i din
»(b "
R AddSub4 Integrateurz  (|__ O mun Gateway Out2
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Fig. 65. The Lorenz Model, as viewed in the Xilinx System Generator®. This model is implemented
as the Main Lorenz Generator and the Auxiliary Lorenz Generator.
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Fig. 66. Lorenz chaotic signals, (&signal, (b)y signal and (c}k signal.
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Fig. 610. Chaotic signal of the Lorenz model in réiahe, as visualized by the oscilloscopadq

represented by the blue signals represented by the red signal).

Fig. 611 Thex-y attractor in reatime, as visualized by the oscilloscope.

6.5 Implementation of the Transmitter

Hardware properties of the cryptosystem are presenftahbile 6.1.
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