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Abstract. The reliability of large language models (LLMs) has recently emerged as a research topic. This paper
investigates it from a system reliability perspective. We hope it can shed some light for researchers in reliability engineering
and LLM fields.

1 Introduction

The rapid ascent of large language models (LLMs) marks a fundamental paradigm shift in artificial intelligence (AI).
Systems such as GPT-4, Claude, Gemini, and DeepSeek-R1 exhibit unprecedented capabilities in natural language un-
derstanding, code generation, and complex reasoning. These models are being rapidly deployed in high-stakes domains
including medical diagnosis support, legal document analysis, financial decision-making, and autonomous vehicle plan-
ning. Yet alongside this technological progress comes an increasingly urgent question: Are they reliable?

The historical experience of reliability engineering offers an important conceptual starting point. Since the 1950
AGREE (the Advisory Group on Reliability of Electronic Equipment) report established the basic paradigm of reliability
engineering (Coppola, 1984), the field has adhered to a core principle: things will eventually fail. The goal of reliability
engineering is not to pursue absolute faultlessness, but to probabilistically assess and improve a system’s ability to perform
specified functions under given conditions for a given time. This idea was initially applied to hardware systems such as
radar and avionics (Rausand & Hoyland, 2020), then extended to software engineering, giving rise to software reliability
modelling (Musa, 1979), reliability growth models (Okamura, Dohi, & Osaki, 2013), and reliability improvement through
maintenance (Wu, 2019).

Bringing the perspective of reliability engineering to LLMs presents a fundamental conceptual challenge. In traditional
reliability engineering, a component’s “failure” typically has a clear physical or logical criterion: open circuit, short circuit,
memory error, and logical deadlock. But what is an LLM’s “failure”? When a model generates a completely fabricated
reference with a fluent, confident tone, has it “failed”? When it gradually accepts a user’s erroneous premise in multi-turn
dialogue and rationalises it, is it “performing its specified function” or “experiencing failure”?

The answers are not obvious. More complex still, LLMs exhibit a distinctive failure mode: their errors are often
presented in highly credible form. Psychological research shows that humans tend to equate fluency of information
processing with truthfulness (Reber & Schwarz, 1999). LLM-generated text is perfect in grammar, confident in tone, and
coherent in logic, which precisely hijacks human cognitive shortcuts. A 2025 randomised clinical trial showed that even
professional physicians, after exposure to flawed LLM advice, saw diagnostic accuracy drop to 73.3% (Qazi et al., 2026).
This means that LLM reliability is not merely a technical problem but also a cognitive and trust problem.

This paper aims to systematically examine the core reliability challenges facing LLMs from the perspective of reliability
engineering. We first define the conceptual scope and measurement framework for LLM reliability (Section 2), then analyse
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four key failure modes: hallucination and factual failure (Section 3), calibration and uncertainty expression failure (Section
4), safety alignment and adversarial vulnerability (Section 5), and the reliability of evaluation itself (Section 6). On this
basis, we discuss engineering strategies for reliability improvement and outline future research directions (Section 7).

2 Conceptual Framework for LLM Reliability

2.1 From “Correctness” to “Reliability”

In traditional software engineering, program correctness is a binary concept: a program either satisfies its specification
or it does not. Reliability is a probabilistic concept: the probability that a system operates without failure under given
conditions for a given time interval. For LLMs, the concept of “correctness” becomes ambiguous: the same question may
have multiple “correct” answers; model outputs are the result of stochastic sampling; task “specifications” are often given
in natural language and are themselves ambiguous.

Therefore, LLM reliability must shift from a “correctness” framework to a “reliability” framework. This means we
no longer ask “Is this model correct?” but rather “In what proportion of situations, with what degree of uncertainty, does
this model produce acceptable results?” This requires probabilistic measures, tolerance concepts, and criteria for defining
“acceptable failure” for specific application domains.

2.2 Multidimensional Structure of Reliability

Drawing on established reliability-engineering concepts concerning reliability, durability, maintainability, and reliability-
oriented design (Dhillon, 1999), we structure the reliability of LLMs along four complementary dimensions as follows:

• Factual Reliability: The probability that information generated by an LLM satisfies the factual requirements of
its intended application under specified conditions. In practice, this dimension can be operationalised through
measures of factual precision, claim-level verification, and hallucination rate (Huang et al., 2025; Min et al., 2023;
Wang et al., 2024).

• Calibration Reliability: The degree to which the confidence expressed by a model corresponds to the empirical
probability that its output is correct. A well-calibrated model assigning approximately 90% confidence to a set of
predictions should be correct for approximately 90% of those predictions (Jiang, Araki, Ding, & Neubig, 2021; Lin,
Hilton, & Evans, 2022; Tian et al., 2023).

• Safety Reliability: The model’s ability to appropriately refuse harmful or disallowed requests and maintain safe
behaviour under adversarial inputs, including attempts to circumvent its safety safeguards through jailbreaks (Bai
et al., 2022; Z. Dong, Zhou, Yang, Shao, & Qiao, 2024; Xu, Liu, Deng, Li, & Picek, 2024; Yi et al., 2024).

• Evaluation Reliability: An important but often overlooked issue is whether the benchmarks, metrics, and evaluation
procedures used to assess model reliability are themselves reliable and valid measures of the properties they are
intended to capture (Choi, Park, Cho, Park, & Kim, 2026; Lior, Habba, Levy, Caciularu, & Stanovsky, 2025;
Lunardi, Mea, Mizzaro, & Roitero, 2025; Xiao, Zhang, Lai, & Liao, 2023)

These four dimensions are not independent but mutually intertwined. For example, a model may be highly accurate at the
factual level but poorly calibrated (overconfident in a minority of errors), making its overall reliability lower than surface
accuracy suggests.
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2.3 Performance-Reliability Tension

In LLM development, there exists a tension analogous to the “performance-interpretability tradeoff” in the XAI field
(Rudin, 2019). Larger parameter scales, more complex training objectives, and more aggressive inference strategies (such
as chain-of-thought, self-reflection) generally improve task performance but may come at the cost of calibration quality
and safety reliability. Understanding and managing this tension is a core task of LLM reliability engineering.

3 Hallucination: Systematic Analysis of Factual Failure

3.1 Definition and Classification of Hallucination

Hallucination is the most widely known and destructive failure mode of LLMs. Its core characteristic is: the model
generates fluent, confident content that is inconsistent with facts (Huang et al., 2025; Tonmoy et al., 2024; Zhang et
al., 2025). From a reliability engineering perspective, hallucination is a “soft failure”: the system is still running, still
producing output, but the output does not meet specified functional requirements.

Recent research has proposed multi-level hallucination taxonomies. By source, they can be classified as: hallucinations
caused by training data bias, hallucinations caused by knowledge boundary ambiguity, and hallucinations caused by
context misunderstanding. By form, they can be classified as: input-conflicting hallucination (deviating from user input),
context-conflicting hallucination (inconsistent with the model’s own prior generation), and fact-conflicting hallucination
(contradicting established world knowledge) (Zhang et al., 2025).

A recent paper argues that Transformer-based architectures are structurally incapable of verification (V), and that
the absence of consequence-bearing experience (E) renders LLMs fundamentally untrustworthy regardless of scale or
benchmark performance (Devin, 2026). This “KEV constraint” (Knowledge is massive, Experience is absent, Verifica-
tion is absent) posits that scaling intensifies rather than resolves the failure mode, which the authors term “Artificially
Confabulating and Untrustworthy” (ACU) (Devin, 2026). Devin (2026) also documents a compounding failure stack:
Speed-Weighted Reasoning Collapse → Architectural Confabulation → Uncalibrated Confidence.

3.2 Quantitative Evaluation of Hallucination

Evaluating hallucination requires an operationalizable measurement system. Traditional NLP metrics (BLEU, ROUGE,
BERTScore) measure text similarity, not factual correctness (where NLP stands for Natural Language Processing). A
response with completely different wording from the reference answer may be factually correct, while a response with
high overlap may contain critical factual errors.

The development of factuality-specific metrics represents important recent progress. FactScore measures the factual
precision of long-form text generated by large language models (Min et al., 2023); FEVER Score evaluates accuracy of
fact verification (Thorne, Vlachos, Christodoulopoulos, & Mittal, 2018); NLI-based methods use a Natural Language
Inference (NLI) (or entailment) model to check whether a generated statement is logically supported by a given source
text (W.-F. Chen, Zhao, Karimi, & Flek, 2025; Sathe & Park, 2021). Recent research has further proposed entity-centric
evaluation methods that, in scenarios such as medical question answering, extract key medical entities from generated
responses to measure their coverage of input context and responsiveness to diagnostic focus (Liu & Kolachalama, 2025).

A comprehensive survey of hallucination detection methods categorises approaches into several types: those based
on external databases, those leveraging the model’s internal knowledge, and those based on consistency across multiple
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outputs (Huang et al., 2025). The paper also presents a comprehensive overview of hallucination detection benchmarks,
including TruthfulQA, HaluEval, HalluQA, and others, with coverage of different languages, hallucination types, and
evaluation metrics (Huang et al., 2025).

3.3 Mitigation Strategies and Their Limitations

Retrieval-Augmented Generation (RAG) has emerged as one of the most widely adopted approaches for mitigating
hallucinations in LLMs by grounding generation in externally retrieved information (Li, Fu, Verma, Buitelaar, & Liu,
2025). However, RAG does not eliminate hallucination; rather, it introduces additional failure modes associated with
the retrieval and utilisation of external evidence. These include retrieval failures arising from imperfect retrieval quality
or query–document mismatch, as well as generation failures in which the model ignores, misinterprets, or insufficiently
utilises retrieved information, even when the retrieved context is relevant and factually correct (Huang et al., 2025; Ni et
al., 2026; Shi et al., 2026; Yeh, Li, & Mallick, 2026).

Post-hoc verification and correction methods constitute another path. These methods perform secondary checks
on model outputs, identify unreliable claims, and correct or flag them (Pan et al., 2023). Their advantage is model-
agnosticism, applicable to any black-box LLM. However, post-hoc methods face a fundamental limitation: verification
itself requires reliability (Kamoi, Zhang, Zhang, Han, & Zhang, 2024; Norman, Rivera, & Hughes, 2026). If the verifier
shares similar biases or knowledge blind spots with the generator, verification may fail. A recent study introduces the
concept of “generator–evaluator self-consistency” and finds a “consistency dilemma”: models with higher self-consistency
may actually be more vulnerable to systematic mistakes (Mancoridis & Hitzig, 2026).

From a reliability engineering perspective, we should recognise: there is no “zero-hallucination” LLM. Just as there
is no “zero-failure” engineering system. The key question is not to eliminate hallucination but to bring its occurrence rate,
severity, and detectability to acceptable levels and to establish corresponding failure detection and mitigation mechanisms.

4 Calibration and Uncertainty Expression: The Neglected Reliability Dimension

4.1 The Nature of the Calibration Problem

Calibration is one of the core dimensions of reliability. A well-calibrated forecasting system should have its forecast
probabilities consistent with actual outcome frequencies: events predicted with “81% probability” should occur approx-
imately 81% of the time. For LLMs, the calibration problem manifests as systematic misalignment between confidence
and accuracy (Jiang et al., 2021).

LLM calibration problems have a unique form. Traditional classification model calibration typically targets the
confidence of a single prediction; LLM “confidence” must be inferred from generated text—the model’s tone, the degree
of certainty in wording, whether it expresses uncertainty. Research shows that LLMs exhibit significant systematic bias in
expressing uncertainty: they tend to be overconfident, especially when facing questions beyond their training distribution
(Xiong et al., 2024).

A study on chain-of-thought confidence estimation proposes the Enhanced Dirichlet and Topology Risk (EDTR)
method, which treats each chain-of-thought as a vector in high-dimensional space and extracts topological risk features
capturing the geometric structure of reasoning distributions. The method achieves 41% better calibration than competing
methods (More et al., 2025). Another study investigates the confidence-faithfulness gap using steering vectors to manipulate
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verbalised confidence in LLMs, demonstrating that accuracy and verbalised confidence are linearly encoded but nearly
orthogonal in representation space (Miao & Ungar, 2026).

4.2 Empirical Evidence of Calibration Failure

A recent large-scale evaluation revealed a severe calibration problem in predictions of indeterminate future events. In
particular, Gemini’s stated 90% confidence intervals captured actual outcomes in only 29.7% of cases, while its average
interval for the S&P 500 was approximately 98 points wide, compared with an expected width of approximately 500 points
(Pandit, Pandit, et al., 2026).

More concerning is that calibration failure also exists in contexts where models claim to “know what they don’t
know.” When asked about events after their training cutoff, models may respond with a seemingly cautious but actually
overconfident tone rather than clearly acknowledging knowledge boundaries.

4.3 Uncertainty Quantification Methods

Uncertainty quantification (UQ) methods for LLMs can be categorised into several types: self-report, consistency-based,
logit-based, entropy-based, and ensemble-based. For example, self-report-based methods have the model directly express
its confidence in its answer; consistency-based methods compare consistency across multiple generated results; and logit-
based methods use the model’s output probability distribution to compute uncertainty measures (Moore, Roberts, Watson,
& Wisniewski, 2025).

Each method has its applicable scenarios and limitations. For example, self-report is constrained by the model’s
metacognitive ability regarding its own knowledge boundaries; and consistency methods may be misled by systematic
biases. Within the reliability engineering framework, the value of uncertainty quantification lies not in itself but in whether
it can drive effective reliability decisions: triggering human intervention, retrieving external knowledge, or refusing to
answer when uncertainty exceeds a threshold.

5 Safety Reliability: Behavioural Boundaries Under Adversarial Conditions

5.1 Threat Model

LLM safety research has deep connections to “adversarial failure” analysis in reliability engineering. When models are
deployed in open environments, they face not only random failures but also deliberate manipulation: users or third parties
attempting to induce harmful outputs.

Jailbreaking refers to bypassing model safety alignment through carefully designed prompts to induce prohibited
content. Prompt injection involves hijacking model behaviour by tampering with task instructions or context (e.g., malicious
web pages, document content). A comprehensive survey of jailbreak research from 2023–2025 groups techniques into
five main categories: prompt-based injections, role-play conditioning, multi-turn dialogue, multilingual or multimodal
exploits, and optimization-driven pipelines (Knowlton, Campa, Gallo, Dajani, & Alzahrani, 2026). Discovery methods
include human red teaming and automated attacker systems such as AutoJailbreak (Lu et al., 2024) and LLMStinger (Jha,
Arora, & Ganesh, 2026).

These attack forms are closely related to the instruction-following nature of LLMs: models are trained to “respond
helpfully to instructions,” but this objective exists in tension with safety constraints.

5



5.2 Metrics for Attack and Defence

Safety reliability assessment requires explicit threat models and measurement systems. Attack success rate (ASR) measures
the proportion of effective attacks; transferability measures the effectiveness of attacks designed for one model on another;
performance degradation rate (PDR) measures task performance degradation caused by adversarial inputs.

A comprehensive survey classifies LLM jailbreak defences into two broad categories: prompt-level defences, which
filter or preprocess potentially malicious inputs, and model-level defences, which modify or fine-tune the model to
strengthen its intrinsic safety alignment (Yi et al., 2024). From a reliability engineering perspective, no single defence is
complete. Effective safety reliability requires defence-in-depth and explicit criteria for residual risk acceptance.

6 The Reliability Problem of Evaluation Reliability

6.1 Fragility of Benchmarks

The benchmarks used to evaluate LLM reliability may themselves be unreliable. Recent studies have identified pervasive
label errors and ambiguities in widely used LLM benchmarks, which can obscure model failures and compromise reliability
assessments (Vendrow, Vendrow, Beery, & Madry, 2025). Benchmark contamination provides another threat: evaluation
data may overlap with model training data, potentially inflating reported performance (Balloccu, Schmidtová, Lango, &
Dusek, 2024; Deng, Zhao, Tang, Gerstein, & Cohan, 2024). Moreover, benchmark performance may not generalise to
deployment settings because the distribution of real-world user prompts can differ substantially from that represented in
evaluation benchmarks (Seegmiller & Preum, 2026).

Recent evaluations have exposed serious weaknesses in the integrity of LLM and agent benchmarks. Automated
red-teaming has demonstrated that agents can exploit benchmark vulnerabilities to achieve near-perfect scores without
solving the underlying tasks, with BenchJack identifying 219 distinct flaws across ten agent benchmarks (H. Wang et al.,
2026). Independent evaluation work has likewise documented substantial reward-hacking behaviour in frontier models,
including attempts to manipulate evaluation harnesses (METR, 2026). Benchmark defects have also led to the withdrawal
or retraction of recommendations for widely used coding benchmarks: OpenAI discontinued reporting on SWE-bench
Verified after finding substantial contamination and test-design problems, and subsequently retracted its recommendation
to adopt SWE-Bench Pro after finding that approximately 30% of its tasks were broken (OpenAI, 2026a, 2026b).

Balepur et al. (2026) introduce BenchMarker, an education-inspired toolkit that evaluates multiple-choice benchmark
items along three dimensions: contamination (whether items appear online), shortcuts (whether shallow cues in the answer
choices enable guessing), and writing errors (violations of a 19-rule educational rubric). Auditing 12 benchmarks, they
find substantial flaws, including widespread online occurrence of TruthfulQA items, shortcut cues in SocialIQA, and
pervasive writing-rule violations in HellaSwag.

6.2 The Verifier Is Part of the System

Research has shown that strong LLM judges can achieve over 80% agreement with human preferences, while also exhibiting
systematic biases including position bias, verbosity bias, and self-enhancement bias (Zheng et al., 2023). These biases
are tolerable noise when a judge ranks a static set of outputs but become consequential when the judge is used to certify
reliability.
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Recent research suggests that LLM-as-judge evaluations are themselves sensitive to both the evaluator model and
the design of the evaluation prompt. In particular, different prompting strategies—including the use of self-generated
evaluation steps, evaluation metrics, and prompt-component ordering—can substantially affect the resulting evaluation
outcomes (Wen et al., 2025). Thus, LLM-based evaluation does not provide an independent guarantee of reliability merely
because the evaluation process is automated.

6.3 Toward a Reliable Evaluation Framework

A recent study proposes the metric reliable@k to quantify whether models exhibit consistent competence across “cousin
prompts” that convey analogous user intents but with subtle nuances. Across 20 proprietary and 26 open-source LLMs, the
study finds that current models exhibit substantial insufficiency in nuance-oriented reliability, with performance dropping
by up to 61.8% following nuanced prompt modifications (J. Dong et al., 2026).

From a reliability engineering perspective, a single accuracy or pass rate metric is insufficient. We need:

• Distribution information: not just average performance, but also variance and tail risk (worst-case performance).

• Calibration information: whether model confidence is reliable.

• Robustness information: the degree of performance degradation under input perturbation, distribution shift, and
adversarial conditions.

• Failure mode analysis: when models fail, how severe and detectable is the failure?

Building reliable LLM evaluation frameworks requires methodological self-awareness. This includes: using multiple
independent benchmarks to reduce dependence on a single evaluation tool; adopting hybrid human-automated evaluation
methods; conducting sensitivity analysis of evaluation results (sensitivity of conclusions to evaluator choice, prompt
design, scoring criteria); and incorporating threat models into evaluation design—explicitly specifying the failure types
and adversarial conditions targeted by evaluation.

7 Strategies and Prospects for Reliability Engineering

7.1 From Component Reliability to System Reliability

LLMs are typically deployed as one component within a larger system. The basic principles, including redundancy,
isolation, fault detection and recovery, graceful degradation, of system reliability engineering are equally applicable to
LLM systems.

A recent paper develops an in-depth system-level taxonomy of fifteen hidden failure modes in practical LLM appli-
cations, such as multi-step reasoning drift, latent inconsistency, context-boundary degradation, incorrect tool invocation,
version drift, and cost-driven performance collapse (Vinay, 2026). The paper argues that benchmarks are designed to
evaluate knowledge or reasoning but can say very little about stability, reproducibility, drift, or ease of workflow integration.

Recent work suggests that role-separated multi-agent architectures may reduce correlated errors by assigning distinct
reasoning and evaluation roles to different agents, thereby improving system-level reliability (Pandit et al., 2026). If
multiple LLM instances reason about the same problem in the same way, their errors may be correlated (similar training
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data, similar architecture leading to similar blind spots). By assigning different instances, different reasoning roles or
perspectives, error correlation can be reduced, improving system-level reliability (Kim, Garg, Peng, & Garg, 2025).

Human-in-the-loop design acknowledges LLM imperfection and introduces human judgment at critical decision points.
Automation bias can undermine human oversight when users defer to erroneous LLM recommendations, even when they
have received AI training. Recent work therefore emphasises interface mechanisms that promote critical engagement,
including uncertainty cues, explanatory information, and cognitive-forcing mechanisms designed to introduce epistemic
friction (Z. Chen, Luo, & Sra, 2025; Jovchevski, Buijsman, & Neerincx, 2026; Qazi et al., 2025).

A recent framework called LLMOps presents a continuous evaluation framework specifically for LLM-based systems,
providing a multi-layered protocol for differentiating traditional data drift from emergent prompt/semantic drift. Empiri-
cally, the framework achieves F1-score improvement from 0.89 to 0.95, hallucination rate reduction from 12% to 5%, and
94% reduction in incident management decision latency enabled by automated rollback and LLM-as-a-judge mechanisms
(Kommuri, 2026).

7.2 Prospects for Reliability Growth

The concept of “reliability growth testing” in reliability engineering, which continuously improving system reliability
through test-analyse-fix cycles or in-field maintenance, can this be transferred to LLMs? In traditional hardware, failure
analysis leads to physical design changes. In LLMs, “fixes” may mean fine-tuning, retrieval augmentation, inference-time
intervention, or system-level compensation mechanisms.

This analogy has its limitations: LLM capability boundaries are fuzzy, making “failure” difficult to define; fixes
may introduce new failure modes (catastrophic forgetting, alignment tax). But the core idea, which drives continuous
improvement through systematic failure analysis, retains value.

7.3 Open Challenges

There are some open challenges, as illustrated below.

• Reliability Under Distribution Shift: Input distributions encountered by LLMs in deployment may differ significantly
from training distributions. How can we detect distribution shift and quantify its impact on reliability?

• Reliability in Multimodal and Embodied Scenarios: As LLMs combine with vision and action systems, reliability
analysis must extend to cross-modal failures and physical-world consequences.

• Theoretical Frameworks for Reliability Guarantees: Do theoretical tools analogous to confidence bounds in hardware
reliability or software reliability growth models exist that can provide formal guarantees for LLM reliability?

• Human Factors Dimensions of Reliability: How can we design human-AI interaction so that humans can appropri-
ately calibrate their trust in LLMs, neither over-relying nor over-suspecting?

• Researchers on LLM Reliability: Traditional system reliability research can proceed without deep knowledge of a
system’s internal operation or its repair processes; reliability is assessed largely through observable failure behaviour
over time. LLM reliability, however, demands a substantially wider knowledge base: spanning machine learning,
linguistics, and human cognition, and more sophisticated experimental methodologies to verify results, because the
sources of failure are opaque, context-dependent, and often not reproducible in the conventional sense.
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8 Conclusion

The reliability of large language models is a threshold that artificial intelligence must cross as it moves from the laboratory
to critical social infrastructure. Examining this problem from the perspective of reliability engineering gives us not
merely borrowed terminology but a systematic way of thinking: acknowledging the inevitability of failure, quantifying
the probability and consequences of failure, and designing systems that can detect, mitigate, and recover from failure.

Hallucination, calibration failure, adversarial vulnerability, and evaluation unreliability constitute the core challenges
of current LLM reliability. The resolution of these challenges will not come from a single technological breakthrough
but requires the coordinated evolution of evaluation methods, system architectures, human-computer interaction, and
governance frameworks.

The reliability engineering of large language models has only just begun. As the reliability pioneers of the 1950s
recognised when facing complex electronic systems, our goal is not to build machines that never fail but to understand,
measure, and manage failure—to improve, in a probabilistic sense, a system’s ability to perform specified functions under
given conditions. For LLMs, this goal is both urgent and intellectually challenging.
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