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Abstract

The dark web and the markets on it are often shrouded in mystery. However,

the fact that they are little known does not mean that they have no impact on

society. On the contrary, these markets have evolved into platforms that may even

facilitate cybercriminal activities. Furthermore, dark web markets take advantage

of technology to hide themselves on the hard-to-trace dark web, making the fight

against criminal activity increasingly challenging. Despite the rapid development

of modern dark web markets in recent years, knowledge about them remains

limited and needs to be expanded urgently.

Therefore, the research presented in this thesis aims to expand the under-

standing of dark web markets and explore their characteristics. To achieve this,

a custom crawler was developed to help collect data from 21 dark web markets

(over different time periods), including quantitative and qualitative data and in-

formation.

An in-depth analysis of the current status of the English and Chinese dark web

markets was conducted, indicating that markets in different languages could be

influenced by cultural factors. Following, security mechanisms on dark web mar-

kets were further examined and documented, which not only laid the groundwork

for encountering the challenges of data collection in this area but also discussed

the role and impact of the market’s security mechanisms as a key part of the mar-

ket’s operation. Additionally, an analysis of data and events before and after the

closure of markets was conducted, offering deeper insights into the perspectives of
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market operators, vendors, and users, as well as the impact of this phenomenon.

A case study was also carried out focusing on the availability of child sexual abuse

material on dark web markets, obtaining evidence of the sale/distribution of this

specific serious criminal material on the dark web market. While it is fortunately

not found in the mainstream English dark web markets, there are indications that

it is widely available on the Chinese dark web markets.

Overall, the dark web market continues to be an active, often dynamic, and

unpredictable environment. Despite the fact that the dark web market has been

around for many years (even decades), the lack of up-to-date information and a

clear vision of it has meant that we have always been one step behind the crim-

inals. This thesis provides a thorough investigation of the current state of dark

web markets in both English and Chinese contexts. It highlights how cultural dif-

ferences affect market operations, summarises the common security mechanisms

employed, and offers insights for effective data collection. Additionally, it cate-

gorises three types of market closures and examines the role and impact of dark

web markets in facilitating specific criminal activities.
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Chapter 1

Introduction

1.1 Background and Motivation

The dark web always seems to give people a sense of mystery in the past. How-

ever, with the development of modern technology and the in
uence of various �lms

and media, more people have started to become interested and even try to get

involved with the dark web nowadays. As mentioned in the latest Europol's In-

ternet Organised Crime Threat Assessment (IOCTA) 2023 and 2024 reports, dark

web markets have been identi�ed as a venue often used for advertising and selling

illicit services and products, and continue to be facilitators of cybercrime [57, 58].

Speaking of dark web markets, one of the �rst and most notorious dark web

markets is Silk Road, but it was shut down in October 2013 [133]. Nevertheless,

shutting down a market is not the end of the \game" for many of the people

involved. Despite multiple successful crackdowns by law enforcement agencies

(e.g., [53] and [56]), these markets continue to demonstrate resilience, indicating

that dark web markets are no longer isolated digital underground spaces. They

have shifted towards more decentralised and elusive structures [76, 103]. Even

now, many newer markets are succeeding and continuously innovating to evade

law enforcement e�orts [23].
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Silk Road ran on the Tor network. Tor (which is short for \the onion router")

is an open-source software that uses volunteer nodes to hide users' IP addresses

through multiple hops [42]. Tor was initially used for privacy protection [116],

but cybercriminals also try to bene�t from the Tor network to hide their real

identities and illegal activities. Hence,dark webmarkets { also commonly known

as \anonymous markets" { naturally put in place measures for protecting the

privacy of their users (both sellers and buyers), as this is a key priority that can

attract users worldwide. In contrast, we call the regular Internet that we use on

a daily basis, that is, the websites indexed by mainstream search engines (like

Google and Bing), theclear web(also known as \surface web").

In addition to Tor, the Invisible Internet Project (I2P) [81] is another anony-

mous network that has emerged recently. Some mainstream dark web markets

also support dual-network operations. I2P's technical implementation is slightly

di�erent to Tor, but in practice, its reliability and performance (i.e. access speed)

have certain advantages over Tor [68, 144]. Although there are a few other dark

web network platforms (such as Freenet and Ri�e), Tor and I2P remain the most

widely known and popular [59, 97]. In this thesis, we focus mainly on dark web

markets on the two most popular anonymous networks (i.e. Tor and I2P).

From a broader perspective, dark web markets serve primarily as the platform

for monetisation or trading within the larger cybercrime ecosystem. Previous stud-

ies have extensively explored the structure and development of dark web markets

and their role in the trade of illegal goods. For example, Christin [26] conducted a

detailed analysis of the development of theSilk Road, revealing di�erent transac-

tion mechanisms and user behaviours in dark web markets in 2013. Van Wegberg

et al. [136] tracked the evolution of commoditisation on eight English dark web

markets over six years. The paper concluded that retail has a large share in the

dark web markets, and the overall revenue for cybercrime commodities was at least

$15 million between 2011 and 2017. More recently, Kermitsis et al. [86] identi�ed
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six types of dark web markets: weapons, drugs, jewellery and gold, fraud and

counterfeiting (e.g. fake documents, stolen credit cards), guides and tutorials,

and digital goods and services (e.g. software, botnets, currency exchange).

While these studies provide us with a preliminary understanding, they mainly

focus on early market platforms or snapshots of multiple platforms. In recent

years, with the continuous development of new markets and the emergence of more

complex trading models, in-depth and a combination of observational, retrospec-

tive, and longitudinal approaches to the analysis of modern dark web markets still

need to be expanded. In particular, the coverage of existing literature needs to

be more comprehensive in terms of studying how modern markets operate, along

with their long-term trends.

Furthermore, unlike earlier market environments that were dominated by a few

individual platforms, the modern dark web market has diversi�ed [114], which

has likely changed the way the market operates. Because of these changes, we

urgently need newer �ndings and results to gain insights into how these platforms

have evolved and grown, how they are linked to other criminal behaviour and so

on. In general, we �nd that staying up-to-date with the latest work in this �eld is

essential. Although we are often one step behind cybercriminals, understanding

the problem itself is a prerequisite to �nding solutions.

Therefore, we believe that the work presented in this thesis, along with the

research directions explored, is both timely and valuable in contributing to the

�ght against cybercrime. This thesis aims to provide a more comprehensive un-

derstanding of dark web markets by exploring and documenting the mechanisms

of their operation, trends, and behaviours adopted by their stakeholders (i.e. ven-

dors, buyers, and market owners). Most importantly, a deeper understanding

of the di�erent characteristics of dark web markets is fundamental to disrupting

these illegal trading platforms.
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1.2 Research Questions

Unlike most research areas, where a clear direction is often established at the

outset, this area is characterised by numerous unknowns and constant change.

The dynamic nature of the domain makes it inherently unpredictable, and new

developments occur continuously. Nevertheless, the main aim of this thesis is to

investigate and understand the characteristics of dark web markets and explore

their security implications. Bene�ting from our preliminary data collection, the

following research questions (RQs) have been formulated to start this investiga-

tion:

RQ1: Do cultural di�erences in
uence the operation and structure of dark

web markets in di�erent language communities?

We initially examined extensive discussions concerning dark web markets found

in dark web forums. Often, popular dark web markets advertise themselves on

the forums. We also gathered information from several news websites (in both

English and Chinese) related to the dark web, many of which often include links

to dark web markets. We then conducted a comparative analysis of English and

Chinese dark web markets in Chapter 4.

After a period of conducting data collection and observations, we found that

gathering comprehensive data proved challenging due to the inherent security

mechanisms of the market itself. Additionally, as several of the observed markets

continued to shut down one after another, we were compelled to invest considerable

e�ort in continuously adjusting and re�ning our web crawlers. As a result, we

formulated the following two research questions:

RQ2: What mechanisms do dark web markets employ to ensure the protection

of their operations and the safety of their users?

RQ3: What trends can be identi�ed in the development of dark web markets
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over time, and what underlying factors contribute to these trends?

To answer these questions, we studied prior works on the security mechanisms

and the development trends of cybercrime underground forums. We found these

to be di�erent from what we observed on dark web markets. Thanks to our

periodic data collection, we could further analyse and document the latest security

mechanisms of dark web markets (in Chapter 5) and traced back to what happened

before the market was closed (in Chapter 6).

Finally, although our previous questions have consistently focused on dark web

markets, we do not yet know the impact of dark web markets on a particular type

of cybercrime. Therefore, we posed the following research question:

RQ4: What role does the existence and development of dark web markets play

in speci�c cybercrime?

To achieve this, we collaborated with psychology scholars to conduct a case

study on the availability of child sexual abuse material (CSAM) in mainstream

dark web markets (in Chapter 7).

1.3 Thesis Contributions

Based on the research questions we raised in Section 1.2, this thesis makes the

following contributions:

ˆ Towards RQ1: An in-depth comparative analysis of English and Chinese

dark web markets was conducted, involving three English and two Chinese

dark web markets, to understand the characteristics of the emerging and

popular-choices (at the time) related to dark web markets operating in these

two languages. This work described, analysed, and compared the results of

our investigation in six main aspects: (i)operation model and structures, (ii)

product categories, (iii) market policies, (iv) payment methods, (v) security
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mechanisms, and (vi) vendors' characteristics. This work can be further

extended to encompass dark web market communities in other languages

(e.g., Russian, French, Spanish, etc.), o�ering valuable insights that would

enhance the academic community's ability to explore and analyse this land-

scape more comprehensively.

ˆ Towards RQ2: A comprehensive analysis and documentation of the se-

curity mechanisms utilised in twelve mainstream dark web markets were

completed. We classi�ed and described the security mechanisms used in

these markets into three main categories:

1. web security, which includes accessibility, waiting queues, anti-phishing,

CAPTCHAs, secret phrases, warrant canaries, bug bounties, rate lim-

iting, and distributed denial-of-service (DDoS) protection;

2. account security, which includes areas such as username, password and

personal identi�cation number (PIN) requirements, mnemonics, multi-

factor authentication (MFA), account kill-switch; and

3. �nancial security , which covers strategies such as the choice of (crypto)

currency being used, speci�c transaction concepts such as the use of

multi-signature, escrow and �nalise early, as well as the handling of

complaints and general user support.

This work also shares some insights into underlying trends and data col-

lection and raises some ethical considerations that may be relevant in this

research area.

ˆ Towards RQ3: After capturing the trend of dark web market closure, we

conducted an analysis based on the data collected before the market closure.

Through our investigation, we classi�ed the ending of dark web markets

into three categories:exit scams, voluntary closures, and taken down by law
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enforcement agencies (LEAs). We tracked some indicators and came up

with insights into dark web market development and life-cycle.

ˆ Towards RQ4: A case study was conducted, presenting the �ndings and

insights from an investigation into the characteristics and features of CSAM

in both English and Chinese dark web markets. This analysis aimed to

enhance the understanding of the role these dark web markets play in the

broader cybercrime economy. Building on the results of previous research,

we reviewed and compiled four sets of keywords used to detect or iden-

tify potential CSAM within dark web markets. Using these keywords, we

created a new text-based dataset for data collection. The analysis of this

dataset o�ers novel perspectives on the policies and trends of two Chinese

dark web markets involved in CSAM transactions, as well as the protections

implemented by eight identi�ed English-language markets.

ˆ All available datasets will be shared with the academic community, security

researchers, and LEAsupon request, as their potentially criminal content

may not be appropriate for public release. Those datasets are intended to

encourage further research in this area and mitigate the challenges encoun-

tered during data collection.

1.4 Thesis Outline

The rest of the thesis is organised as follows:

ˆ Chapter 2 provides an overview of the relevant background and a literature

review of the �eld of work. It includes key research in cybercrime, not just

on the dark web, such as underground forums on the clear web. It also

covers research speci�c to dark web markets and communities.

ˆ Chapter 3 details the research methodology, covering the overall approaches,
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the crawler's design and technical environment, basic information of our

dataset, and ethical considerations in this study.

ˆ Chapter 4 compares the characteristics of the English and Chinese dark

web markets to provide an overview of the current market landscape and

explain how they operate. It also explicitly contributes results from non-

English markets to �ll the research gaps, since the majority of existing re-

search has been focusing on English-language markets only.

ˆ Chapter 5 delves into the implementation of security mechanisms on dark

web markets, aiming to gain a comprehensive understanding of the core

characteristics of the dark web markets. It also documents the challenges

encountered during data collection and provides valuable insights. In addi-

tion, it explores how these security mechanisms may impact the operation

of the dark web markets.

ˆ Chapter 6 records and analyses pertinent data from six dark web markets

before their closure. We also categorise the reasons for the closure of dark

web markets to help the academic community better understand the trends

in market operations.

ˆ Chapter 7 presents a case study examining the availability of CSAM in

English and Chinese dark web markets. We focus on this severe type of

cybercrime (i.e. the sale/distribution of CSAM), using the case study to

understand the role of dark web markets in such cybercrime.

ˆ Chapter 8 concludes the thesis, highlighting the contributions of this work,

pointing out directions for future research, and outlining insights and re
ec-

tions on the challenges in this �eld.

8



Chapter 2

Literature Review

2.1 Introduction

This chapter provides a literature review to introduce some background and ex-

plore the current state of research in the area of dark web markets. Figure 1

presents an overview of the structure of this literature review. We start with

the background of the dark web, introducing the basic characteristics of Tor and

I2P networks. Then, we explain some of the terms used in this thesis to avoid

any confusion. In Section 2.3, we focus on basic cybercrime and underground

economy research. Finally, we provide an overview of research related to dark

web markets, which is divided into four key areas that correspond to the main

chapters of this thesis. These areas are market measurement and documentation,

security mechanisms, dynamics of market closures, and the studies of items sold

on markets.

2.2 Dark Web Background

The scope of this thesis is to focus mainly on dark web markets on these two

anonymous networks: Tor and I2P. Nonetheless, all markets we observed operated
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Figure 1: An overview of the structure of the literature review in this thesis

on Tor, and some of them were hosted on the I2P network. It is also worth

mentioning that with the development of dark web markets, more markets expand

their accessibility through I2P. Traditionally, most dark web markets have relied

heavily on the Tor network due to its robust anonymity and widespread use.

However, from late 2022 to early 2023, the Tor network has been su�ering from

various performance issues [128]. Several markets have built I2P-based websites to

ensure stable and reliable user access to their markets. This dual-access strategy

provides users with an alternative when Tor su�ers from downtime. In some

cases, the Tor network su�ers from network performance issues, and our data

collection also moved to the I2P network as an alternative solution. We discuss this

phenomenon in more detail in Chapter 5. To begin with, we present the technical

implementations of these two networks, i.e. how they provide anonymisation to

their users.

The Tor network, known as the onion router, protects data through multiple

layers of encryption like the layers of an onion. The user's tra�c passes through

multiple relay nodes distributed across the world. Each node only knows the
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Figure 2: Topology of the Tor circuit

previous and next hops of the data, and does not know the complete path. The

data is encrypted layer by layer until it reaches its �nal destination. Figure 2

shows the topology of the Tor circuit. There are four types of nodes: guard node,

bridge node, middle node and exit node [130]. The guard node is the �rst hop in

a Tor circuit. The bridge node is a relay (hop) in the network that is not listed in

the public Tor directory and uses special techniques to obfuscate tra�c, making

it more di�cult for ISPs and governments to block when users establish a Tor

circuit. The guard node and bridge node can be collectively referred to as the

entry node. The middle node is the second hop in a Tor circuit. Finally, the exit

node is the �nal hop. The destination end will see the IP address of the exit node

instead of the Tor user's real IP address. The Tor network consists of thousands

of volunteer-owned servers, referred to as Tor relays (nodes) [129].

In addition to understanding the topology of Tor, the following features of Tor

are worth highlighting:

1. Multi-layer encryption: When a user wants to connect to a target website,

the Tor client �rst encrypts the packet several times. The outermost layer

of encryption is for the �rst guard node, and each layer after encryption

corresponds to a relay node. In this way, each node can only decrypt its own
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Figure 3: Topology of Tor hidden service, �gure obtained from [160]

layer of encryption and get the address of the next node without knowing

the original sender or the �nal destination.

2. Path selection: Tor clients randomly select multiple relay nodes to construct

a virtual path, just like shown in Figure 2.

3. Hidden server: It is the server in the Tor network that provides content such

as operating a dark web market. When it communicates with a Tor client,

it needs to go through a Tor circuit as well. Thus, when a client accesses

the hidden server via Tor, the data does not leave the Tor network.

4. Hidden service directory server: It has and maintains a distributed hash

table that is used to record the corresponding public keys and introduction

points.

Zhang and Zou [160] drew Figure 3 to further explain the topology of users

accessing the hidden server on Tor, in which the directory server is used to make

the path selection.

I2P is another anonymous network we utilised in this thesis. Compared to Tor,

it is not as out-of-the-box as Tor (to use Tor, a user only needs to download and
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install the Tor browser). Instead, I2P requires some simple con�guration to make

it run. The I2P network is a peer-to-peer (P2P) network, which consists of many

nodes with unidirectional inbound and outbound virtual tunnels. Each tunnel

uses a separate path, ensuring that the routes for outgoing and incoming data

are distinct, which enhances anonymity. Transit nodes along the path forward

the encrypted data, only knowing the next hop but not the full route or the

data's origin and destination. I2P uses garlic routing [159], an enhanced version

of onion routing. It packages multiple encrypted messages (or \cloves") together.

Each clove contains routing information for a speci�c segment of the path. This

approach improves e�ciency and anonymity. For address lookup, I2P has no

centralised directory server. Instead, users can maintain their own address books.

If a user does not know an address, they can query peers through the distributed

network to resolve it.

In the literature, the usage of some terminologies may cause some confusion.

Therefore, we make some clari�cation here.

First, the dark webis publicly accessible. Even though some websites require

registration, the registration process does not require any personal information.

Compared to the clear web, account registration in some dark web markets and

forums does not even require an email address. This mainly depends on the

service provider, who can advertise that no personal information is required to

use their services. However, the content on the dark web needs to be searched

manually and requires access using specialised software/techniques we mentioned

above. These servers are not indexed by mainstream search engines. Thedeep

web is accessible through the public internet (without any software needed) but

is usually not indexed by mainstream search engines for a variety of reasons, such

as invitation-only forums, private chat messages, etc.

Second, there are multiple types of places that can sell items on the dark web.

In this thesis, we call a place that serves a trading platform amarket. The place
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should have proper infrastructure for transactions between vendors and buyers.

For example, platforms such aseBay and Amazon attract independent vendors

to join and sell products to buyers. In this thesis, we use the termmarket to refer

to such selling platforms and websites. There are other types of websites that sell

items, but those are beyond the scope of our discussion. When an independent

vendor operates their own website for sales, we refer to it as avendor shop. Addi-

tionally, some forums have a sub-board dedicated to transactions between users,

which is often collectively called a market in the literature.

2.3 Cybercrime and Underground Economy

Cybercrime is an extensive concept, and its research usually involves multiple

disciplines, such as computing, sociology, criminology, and economics [22]. The

cybercrime community is a platform for cybercriminals to carry out cybercrime

activities, both in the dark web and surface web [79]. In the early days, Franklin

et al. [64] studies an active underground economy in Internet Relay Chat (IRC).

As time goes by, more recent communities also adapt to a more modern \bullet-

proof" infrastructure [106].

A model of cybercrime from a stakeholder perspective was proposed by Arief,

Adzmi and Gross [3] [4]. The authors refer to cybercrime as a combination of crime

and cyberspace, where cyberspace can be a target or a medium. The stakeholders

of cybercrime are divided into attacker, victim, and defender. The attacker is de-

�ned as someone who initiates a threat. They usually have tools and techniques

for attempting the attack with certain motives, such as �nancial gain or psy-

chological factors. The victim is a potential target of cybercrime. The defender

aims to prevent attacks from occurring through technology and their capabilities.

It is important to note that attackers can be ethical, which means they warn

the potential victim after discovering vulnerabilities to help the defender �x and
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implement new and e�ective strategies and techniques. Although the proposed

model is primarily an attack-defence type of model, the key role of the human

factor in cybercrime is highlighted. In addition, the National Academies of Sci-

ence [104] noted that one area of cyber security research focuses on technical or

data-related challenges, such as identifying malware and mitigating the impact

of malicious attacks. Another area, cyber security for society, aims to identify,

understand, and predict the societal impacts and changes brought about by the

digital online environment. This thesis focuses more on the latter.

Although there is still no universal de�nition of cybercrime, Wall [140] sum-

marised the four categories of cybercrime as follows: (1) cyber-trespass; (2) cyber-

deception/theft; (3) cyber-porn and obscenity; and (4) cyberviolence. The chal-

lenges in these areas have evolved over the past two decades and up to the present.

In 2013, Holt and Bossler [75] reviewed the current status of the four areas men-

tioned above. The authors highlight several questions that still need to be consid-

ered. Researchers need to assess emerging forms of cybercrime and victimisation

that have not been thoroughly examined. At that time, there were some active

stolen data markets operated primarily on websites hosted abroad, where users

communicated in Russian rather than English [27]. Therefore, both qualitative

and quantitative studies are required to gain a deeper understanding of these mar-

kets. In fact, not only that, in recent years, cybercrime has also developed rapidly

along with the development of the Internet.

Unlike more technical cybercrimes such as cyberattacks and malware, contra-

band and illegal resource trading have also received academic attention in recent

years. In 2013, Yip, Webber and Shadbolt [157] studied the trust issues among

cybercriminals in the underground markets. The authors examine the structure

of cybercrime by analysing data from online underground markets. They noted

that cooperation between criminals is possible due to the potential bene�t even
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in the absence of trust. There are two main sources of uncertainty in the un-

derground economy: the quality of goods and services, and the trading partner's

identity (i.e. whether this partner is a real/honest trader, a dishonest trader, or

even a law enforcement agent). To support their �ndings, they also provided a

case study {ShadowCrew{ a market to trade stolen credit cards. The involved

theories were drawn from social psychology, organised crime, and transaction cost

economics. They argued that the law enforcement community must prevent cy-

bercriminals from building trust. When trust develops to a particular stage, it

becomes di�cult for law enforcement agencies to in�ltrate criminals and carry

out operations. For example, some communities have moved to an invitation-only

format. Also, cracking down on similar intermediary platforms (i.e. underground

markets, underground forums, trading groups) should be a priority.

More recently, Vu et al. [139] studied the evolution of a well-known cybercrime

underground market { Hack Forums{ on the surface web from June 2018 to June

2020. This market o�ers a range of features to foster trust between sellers and

buyers. A contract system is encouraged to be used in theHack Forums, to gain a

certain level of protection (e.g. opening disputes) for both parties. Thanks to the

contract system being publicly accessible at the time, the authors analysed nearly

190,000 real contracts over the two years. They divided the entire observation

period into three eras: the set-up era, the stable era, and the Covid-19 era. In the

set-up era, the contract system is established but is not mandatory. Users started

making small transactions with each other. However, over time, disputes between

users began to increase. In the stable era, the contract system is mandatory for

trading. Larger vendors were starting the trend in retail. Reputation and trust

began to attract more attention. In the Covid-19 era, the number of transactions

had increased across all product categories, and the Covid-19 pandemic had a

positive in
uence on the market sales. The paper comprehensively describes the

period from inception to the prosperity of an underground forum. The authors
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suggest that the best time to strike an illegal market is in the early era when user

trust has not yet been built with others.

From the perspective of underground markets/forums, reputation and trust

are very important to vendors. Moreover, researchers tried to identify key actors

by using their characteristics and assets in underground forums.

Benjamin and Chen [8] examined the relationship between various hacker post-

ing behaviours and their reputation in two major underground hacker forums in

the United States and China in 2012. Both forums can add code and tools to

messages, and both have peer-assessed reputation systems. The results show that

those who made outstanding contributions (i.e., provided more tools and code)

to the forum generally have a better reputation, while active time and discus-

sion quality are not signi�cantly correlated with reputation. Similarly, Samtani,

Chinn and Chen [121] explored the hack assets (i.e., tools, code, and tutorials) in

underground forums. The results show that most of the code is not related to a

speci�c attack, but is mainly related to the post's topic, with tutorials being the

main resource. Li and Chen [95] proposed a framework for identifying the top

malware/credit card sellers in a Russian forum. The method they used was based

on a deep learning-based sentiment analysis framework, so the automated solu-

tion can save time. Peersman, Pencheva and Rashid [110] applied conversation

analysis to interactions between underground forum users. They found four main

types of users: passive users, the most common type of user (95%), who do not

contribute much to the forum; entrepreneurs who commit to increasing income

through communication; in
uencers who provide advice or more technical details;

and gatekeepers who may include administrators or reputable users who support

the forum's social network.

Although we have very brie
y outlined some of the research ideas in the area

of underground economy above, there are still some limitations and challenges.

Hughes et al. [79] systematically sorted out the current status and challenges
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in this area. They summarised the inherent challenges of studying cybercrime

communities into six categories:

1. Data collection is limited to the speci�c community/site/market being mon-

itored. In the time dimension, the availability of a site is in
uenced by many

factors (e.g., network congestion, server load).

2. Unstructured data thwarts large-scale analysis.

3. The leaked dataset is a single snapshot, so the results may not be general-

isable, and the patterns of cybercriminals can change.

4. When measuring entire communities at scale, the completeness of the dataset

may be biased.

5. Datasets often lack ground truth, mainly due to the complex nature of the

data, and labelling usually relies on human e�ort.

6. Machine learning has certain limitations when applied in this area, especially

in terms of training time and the di�culty of reusing the model on other data

sources. Another paper argued that heuristic approaches { such as learning

from conversations in underground forums { are better alternatives [109].

Pastrana et al. [108] realised that most of the previous datasets were outdated and

did not provide a clear understanding of the underground economy at the time.

Therefore, they built a customised crawler and presented the CrimeBB dataset.

Subsequently, they also expanded the scope to other well-known underground

forums and shared a large number of valuable datasets with the research commu-

nity [20]. To encourage more researchers with interdisciplinary backgrounds, Pete

et al. [111] also developed a toolset that allows researchers with non-computer

backgrounds to easily access these datasets.
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In summary, many excellent studies covering various aspects of cybercrime ex-

ist under the broad concept. Although some inherent challenges exist, researchers

point out ways to improve future work.

2.4 Dark Web Market

In the previous section, we brie
y introduce and provide an overview of cybercrime

and the underground economy. In this section, we focus more speci�cally on the

dark web.

As mentioned before, the dark web is able to provide technically enhanced

anonymity. As a result, unlike the pretence on the surface web (i.e., people of-

ten claim that they are just cheating at games, exchanging software techniques,

etc. [78]), on the dark web, cybercriminal activities are more obvious.

Bermudez Villalva et al. [10] compared the usage of leaked account credentials

on the dark web and the surface web by monitoring using a honeypot infrastruc-

ture. The authors �rst manually created 100 honey accounts on Gmail, and then

posted those account credentials on both the dark web and surface web and moni-

tored their activity. The results showed that the compromised accounts that were

leaked on the dark web had been accessed more times. This may be because the

administrators of the surface web actively deleted the leaked information. This

paper serves as an example, highlighting the potential for a higher proportion of

malicious activities on the dark web.

In recent years, with the rapid development of information technology, includ-

ing the popularity of cryptocurrencies, and the development of secure browser

technologies such as Tor, people have gradually begun to pay attention to privacy

issues. The dark web has become a new platform for cybercrime, even organ-

ised crime [148]. Nowadays, the development of the underground economy has

shifted from IRC to more modern platforms, including the underground forums
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mentioned above, more private end-to-end encrypted chat software [29], and the

dark web markets we are concerned about. There is a high possibility that dark

web market transactions are related to organised crime. However, Weber and

Kruisbergen [148] also acknowledged that the dark web is still an environment

with unknown risks.

In the following four subsections, we provide a detailed review of research

on dark web markets from four perspectives: measurement and documentation

of market characteristics, security mechanisms within the markets, dynamics of

market closure, and studies of items sold.

2.4.1 Measurement on Markets

In earlier times, Christin [26] performed a comprehensive measurement analysis of

the Silk Road, which is a well-known dark web market. Data covered eight months

between the end of 2011 and 2012, containing over 24,000 items and parsed feed-

back messages. The author analysed the data and covered three aspects: market

characteristics, vendor characteristics, and economic implications. The results in-

dicated that drugs and controlled substances were the most frequently listed items

on the market, with most remaining on the list for less than three weeks. The

top three regions for vendors are the United States, the United Kingdom, and the

Netherlands. This study represents the �rst comprehensive measurement analysis

of a comprehensive dark web market. Shortly after, Dolliver [45] conducted a

similar study on Silk Road 2. Although Silk Road 2 attempted to �ll the void left

by the closure ofSilk Road, it is much smaller than theSilk Road, with only 1,834

items for sale.

Similarly, Soska and Christin [123] conducted a long-term measurement anal-

ysis of 16 di�erent dark web markets within the online anonymous market ecosys-

tem from 2013 to 2015. The paper also shows how to crawl data to ensure com-

pleteness, soundness, and instantaneousness. In addition to the attributes of
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listing items, the authors analysed the vendor's characteristics in the dark web

market, including the number of vendors over time, volumes per vendor, and ven-

dor aliases. The detection of vendor aliases is novel, and the authors utilised it

to analyse the survival time of vendors on dark web markets. As an extension,

analysis of aliases can be used to examine and track top vendors across di�erent

dark web markets. This paper presents some useful data points that we can in-

corporate into future market measurements, such as an analysis of sales volumes,

product categories and vendor characteristics. The authors also present the basis

and requirements when collecting data.

In 2018, Van Wegberg et al. [136] measured the development of the commod-

i�cation of cybercrime on the dark web market between 2011 and 2017. The

dataset leveraged parsed and analysed dataset from Soska and Christin [123], and

then expanded it further using 16 snapshots fromAlphaBay between 2016 and

2017. The commodi�cation of cybercrime could drive cybercrime further in some

ways. The authors summarised eight existing types of cybercrime business mod-

els: spamvertised products (e.g., sending spam e-mail for advertising), extortion

(e.g. ransomware), click fraud (e.g. hijacked tra�c), social engineering scams,

fraud, mining, carding, and accounts.

More recently, Kermitsis et al. [86] analysed various characteristics of the

newest and most recently popular dark web markets and independent vendor

shops. For instance, the authors mentioned that vendor trust is an important

characteristic of overall market trust. Escrow remains a popular trading model,

which solves the trust issue between buyers and vendors, but in turn, makes the

market more \convenient" for exit scams. Nevertheless, when some market exit

scams, its users usually move to other alternative dark web markets within a

short period. As the platform provider, the market provides cyberspace while

also ensuring anonymity and security. Therefore, market operators often charge
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vendors various fees to make pro�ts, including registration fees for vendors to en-

ter the market, deposits to establish the vendor's creditworthiness, commissions

for transactions through the market, and other shop services fees (e.g. vendor pro-

motions). These characteristics help to understand the current state of the dark

web markets. The authors learned from three of the most popular information

sites (DeepDotWeb, Dark Web News, and Darknet Markets1), which specialise in

dark web information, that there were 14 markets active in May 2019.

Georgoulias et al. [69] comprehensively documented the features and func-

tionality of existing dark web markets in 2021. Their paper describes and sum-

marises the operations of 41 markets and 35 independent vendor shops and details

the mechanisms for those markets' framework, which also include some security

mechanisms, such as CAPTCHAs, during the registration and payment process.

While the papers mentioned above comprehensively analysed the development

and characteristics of dark web markets in di�erent time periods, there is a lack

of analysis of dark web markets in non-English communities. Furthermore, Zhuge

et al. [163] pointed out that the underground economy (in terms of malicious web-

sites) in China is di�erent from that in communities in the United States or Eu-

rope. These observations inspired our �rst research question stated in Section 1.2,

that is, more speci�cally, whether there are key di�erences between markets op-

erating in English and those in another language, such as Chinese.

Zhou and Zhuge [161] analysed and compared three Chinese dark web markets

and one English dark web market in 2019. They mainly looked at three aspects:

market operation, security, and items sold. They also considered and discussed the

potential impact of policy and law enforcement on di�erent language communities.

The authors pointed out that personal information data is a popular commodity

in Chinese markets, while drugs and controlled substances are popular in English

markets. The results also showed that the operation of the English market was

1All three sites are now unavailable.
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more functionally-ready, while the Chinese market was still in the process of being

developed. The authors also mentioned about Chinese vendors who trade in

English-speaking markets, which provides a theoretical basis for future tracking

of cross-market actors.

In comparison to the work by Zhou and Zhuge [161], we have built on this work

to update and expand data points to more broad aspects such as market policies,

payment methods, crawling restrictions, and vendors' characteristics. Our work

is presented in Chapter 4.

2.4.2 Markets Security

Data collection on the dark web is widely considered a challenge in the current

studies, which is not limited to the dark web markets but also includes various un-

derground forums [92, 131, 156]. Bergman and Popov [9] systematically reviewed

34 published research papers that contained web crawlers on the dark web. They

also developed a new dark web crawler based on the knowledge in the literature,

able to achieve automatic web content classi�cation through a novel toolset. Al-

though the results show that the crawler they developed is usable, some human

inputs are still required to ensure the reliability of the data collection process.

In another study, Labrador and Pastrana [92] evaluated multiple character-

istics of selling products, vendors, and markets by implementing a customised

crawler. Although we noticed that the authors described a 
exible crawler capa-

ble of dealing with some anti-crawling techniques for their study, the time it took

for the crawler to traverse the entire market still depends on market constraints

(in their case, a single market can take up to 61 hours). This is often the reason

why it is challenging to conduct large-scale longitudinal studies on dark web mar-

kets. Cuevas et al. [34] also pointed out a problem that existing literature did not

focus on methods of data collection. Obviously, when the aim of the research was

to measure the market, the method of collecting data would a�ect the quantity
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and the quality of the results. This is a challenge that is often faced by academic

researchers. To make the challenge more complicated, DDoS attacks on dark web

markets make the time period for data collection inconsistent [162], and mostly,

those situations are unpredictable.

Furthermore, Campobasso and Allodi [21] proposed a trainable, scalable crawler

tool that would make it possible for researchers without computer backgrounds to

collect data from underground forums. In the experiments conducted by the au-

thors, they overcame some restrictions (e.g., rate limiting and page loading time)

by using di�erent strategies when crawling di�erent websites. It is both interest-

ing and extra challenging that they also noticed a new and complex anti-crawling

measure in the study, consisting of the dynamic obfuscation within HTML at-

tributes (like IDs or the name of tags/classes). However, how these ideas and

strategies can be deployed for mainstream dark web markets remains unclear.

On top of the papers mentioned above, while proposing a newly designed

crawler, Turk, Pastrana and Collier [131] studied and summarised the anti-crawling

techniques used in 26 underground forums, covering both websites in the Tor net-

work and the clear web. The paper also classi�ed these anti-crawling techniques

and discussed some methods for researchers to mitigate these challenges. This

study concluded that data collection in \adversarial" environments can be par-

ticularly challenging. Even though there are some ways to mitigate their e�ect,

there are no easy solutions to avoid it completely. It is recommended that the

academic communities should actively share datasets.

In fact, some similar anti-crawling techniques are still unseen in dark web

markets in our experience. Since dark web markets tend to focus more on sales

rather than forum-like discussions, we speculate that security mechanisms may be

quite di�erent in those cases. In relation to this, we feel there is a real need to

investigate these security mechanisms further.

The work of Georgoulias et al. [69] also touched on the security mechanisms
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of dark web markets. In our work presented in Chapter 5, we focus more on

security mechanisms using more recent and broad data points. The insights and

experiences we share are mostly regarding data collection.

Finally, Yoon et al. [158], as well as G•uldenring and Roth [71] investigated the

important problem of phishing domains/websites on the dark web. Although the

research topics and objectives are slightly di�erent, the results of these indepen-

dent works consolidate our results, especially in the anti-phishing aspect of the

dark web market.

2.4.3 Dynamic of Markets Closure

The European Monitoring Centre for Drugs and Drug Addiction and Europol

published a poster in 2018 indicating the lifetimes and reasons for the closure of

more than 100 dark web markets that o�er drugs around the world [49]. The

results showed that 13 markets were operating for one to two years. Nine markets

were in operation for two to three years, while 14 were still active at the end

of their study. The majority of markets (n=78) did not last more than a year.

Similarly, Branwen [15] also maintained a table and a �gure to count the number

of closed-down markets, last updated in 2020. The results also show that only a

small portion of markets have a lifespan greater than one year.

In 2015, DeepDotWebinterviewed the administrators of some of the then-

active dark web markets, in order to gain their views on the state of the dark web

market at that time [39, 40, 41]. The administrator ofAlphaBay mentioned that

when other markets exit-scammed, trading continued anyway, with many vendors

and buyers moving to alternative markets. This was re
ected in the growth in the

number of users, posts and transactions after the closure of a particular market.

In comparison, TheRealDeal was forced to close due to the arrest of some of

the operators of their operation team, but relaunched after a period of time.

Moreover, Aurora Market administrators said in a DarkNetDaily interview that
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greedy administrators would run away with three to �ve million USD in around

�ve months [36]. Ironically, this market did an exit scam after about three months.

In the early days, studies by Van Buskirk et al. [135] and Lacson and Jones

[93] showed that the closure ofSilk Road not only did not cause dark web market

users to lose con�dence in dark web markets, but instead led to a surge in the

number of active vendors on alternative dark web markets. ElBahrawy et al.

[48] investigated how the dark web market ecosystem was a�ected by unexpected

market closures between 2013 and 2019. Their research was based on a dataset

of Bitcoin transactions from 31 major dark web markets, 24 of which were closed

down by scams or police raids. They also noted a rapid migration following market

closures, which mainly a�ected smaller vendors.

More recently, Labrador and Pastrana [92] referred to a brief case study of one

market closure in their paper. They analysed the trends in prices and volumes

of products in the period leading up to the closure. They also mentioned the

DDoS attack that preceded the closure of this market and possibly a�ected the

economics of the market { causing prices to fall while losing trust from buyers {

leading to the closure of the market.

Operations by law enforcement agencies have also had an impact on dark

web markets. D�ecary-H�etu and Giommoni [38] analysed the e�ects of an op-

eration that happened in November 2014. They found that police crackdowns

were not an e�ective measure to reduce the volume of sales on the dark web

market. However, the authors suggested that future research should expand the

study of dark web markets and continue research to provide new insights into how

markets are organised. Bradley and Stringhini [14] evaluated two innovative law

enforcement operations targeting dark web market users in 2019. The �rst, Op-

eration Hyperion, involved contacting buyers and vendors with warnings rather

than arrests. The second, Operation Bayonet, utilised deceptive tactics, including

shutting down markets under the guise of an exit scam and operating the market
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as a honeypot. Qualitative data fromReddit forums revealed more extensive dis-

cussions and higher user concern during the second operation, particularly over

�nancial losses and exposure of personal identities. Users who were a�ected or

highly likely a�ected were believed to have fewer precautions, such as not apply-

ing pretty-good-privacy (PGP) encryption on the market. In summary, this paper

o�ers some perspectives to describe the impact of law enforcement actions on the

dark web community. Chan et al. [23] discussed the impact of law enforcement

operations on drug dealers on dark web markets. The results showed that onSilk

Road 2, the arrest of a major drug dealer reduced the overall transaction level

and the number of dealers who remained active in the market. These three pa-

pers have shown that law enforcement operations can have an impact on existing

cybercriminals in the short term.

Related to LEA operations, Ursani et al. [132] introduced the concept of

anomaly detection in the context of dark web markets. It uses machine learning

methods based on unsupervised learning to help analyse and understand events

occurring on dark web markets. They argued that the closure of one market could

cause anomalies in other markets, which law enforcement could use to thwart the

dark web market community. Although this is a very promising e�ort, the limi-

tation is that it can not do much about emerging markets.

While the reasons for market closures vary, we realise that the trend toward

market closures has remained the same since the early years. However, there is

a lack of recent research on new modern markets on this topic. Therefore, using

data from the dark web market itself before the market closure could provide

more accurate results. In addition, we have also increased the data collection of

the market-associated forums to expand our insights with more details. Chapter 6

shows our �ndings to contribute to this research gap.
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2.4.4 Items Sold on Markets

There is a wide variety of illegal online activities or cybercrime taking place on

dark web markets. Some researchers have done an in-depth study focusing on a

single type of item sold in the dark web markets. For example, drugs are the type

of item widely sold on dark web markets [46, 99, 119]; another type of popular

item is �rearm [16, 32, 120]; stolen data is also a major sales category on dark web

markets [33, 77, 107, 137]. During the worst period of the Covid-19 pandemic in

2020, Bracci et al. [12] analysed 788 listings directly related to Covid-19 products

from 30 dark web markets over a period of approximately eleven months. The

authors highlighted the importance of continuous monitoring of dark web markets,

which are also rapidly adapting to global events.

In addition, the following studies focused on di�erent types of items sold on

dark web markets. Ga~n�an, Akyazi and Tsvetkova [67] studied business fraud

related items on dark web markets through longitudinal data on eight major mar-

kets (Agora, Alphabay, Black Market Reloaded, Evolution, Hydra, Pandora, Silk

Road 1 and Silk Road 2) between 2011 and 2017. The dataset from the IMPACT

project [82] includes 44,671 product listings and over 56,000 transactions, of which

2,318 listings correspond to business fraud. The authors estimated a total loss of

revenue of up to$7.5 million over the entire analysis period. Compared to other

cybercrime activities, the victims of business fraud are usually enterprises rather

than individuals. This paper provides insight into the economic impact of a single

type of cybercrime on victims. Georgoulias, Yaben and Vasilomanolakis [68] com-

prehensively studied the cybercrime related products in the dark web markets.

Those products include stolen user account information, fraudulent documents,

malicious software, and other cybercrime-oriented services (i.e. cybercrime-as-a-

services [98]). Georgoulias et al. [70] also focused speci�cally on botnet-related

products on 26 dark web markets. These works demonstrate that items sold on

dark web markets have the potential to facilitate a variety of criminal activities.
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Those approaches can also be applied to a broader range of cybercrime on the

dark web in order to measure the impact of the dark web markets.

In addition, current child sexual exploitation and abuse (CSEA) literature

on the dark web mainly relates to the analysis of online forums, communities

and networks of o�enders and their group dynamics. There is still a gap in

understanding the markets of child sexual abuse material (CSAM) not protected

by private channels, e.g., in terms of trends, types of products on o�er and their

economic aspects.

Kloess and Bruggen [88] conducted a systematic literature review on the dy-

namics of CSEA's forums on the dark web from the perspective of trust. They

found that a delicate balance takes place between distrust (i.e., the risk of be-

trayal among forum participants) and trust building. The latter is evidenced by

cooperation (e.g., exchange of advice), reputation (e.g., elaboration on past crim-

inal activities), and engagement (e.g., production and sharing of novel CSAM).

Woodhams et al. [153] analysed the behaviour of 53 suspected CSEA o�enders,

who were active in four invite-only Tor forums on the dark web, which enforced

speci�c requirements for membership. Their dataset was composed of forum post-

ings, chat and private messages released by law enforcement spanning across two

years (2014-2016).

The pandemic has increased the prevalence of \live distance child abuse"

including the capture of self-generated CSAM resulting from manipulation and

blackmailing of children, contributing to o�erings on the dark web [54]. Findings

by Liggett et al. [96] suggested that a big portion of CSAM is distributed in the

dark web free of charge. A smaller portion, however, is commercially exploited

in markets, including services related to physical o�ences (such as in the context

of tourism or travel and tra�cking), purchases per download (where monetary

value is proportional to novelty) and revenue per clicked advertisements. Dalins,

Wilson and Carman [35] identi�ed that 31% of 232k pages from 7,651 Tor virtual
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domains crawled in the dark web were related to CSAM \market/for sale". They

focused on motivation and broad categorisation of content, but did not analyse

any actual markets.

The use of dark web markets for distributing CSAM is obviously an appalling

crime that is very challenging to address. As such, we endeavour to contribute

in the e�ort to combat this crime through a case study investigation presented in

Chapter 7, which reports our latest �ndings and areas for further research.

2.5 Chapter Conclusion

This chapter has presented various aspects of the literature related to dark web

markets. The ways in which criminals continuously adapt to challenging environ-

ments and innovate to achieve their goals are undoubtedly dynamic. In summary,

we found the following key research gaps:

ˆ Most research in this area focuses on English-speaking communities. While

this is understandable, it may limit the generalisability of the �ndings and

introduce potential bias. Thanks to the increasing openness and accessibility

of the internet, examining online communities in di�erent languages could

potentially provide valuable insights. This exploration helps the academic

community better understand the dynamics of cybercriminal groups within

diverse cultural and social contexts.

ˆ Data collection within the domain of underground economies and commu-

nities presents a signi�cant challenge, regardless of both the dark web and

surface web. In this context, the academic community lacks a clear un-

derstanding of the security mechanisms that operate within dark web mar-

kets. Gaining this understanding is essential for developing e�ective targeted

countermeasures and further understanding the operation of the dark web

market.
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ˆ The closure of one market only indicates the end of that one market's lifecy-

cle. However, from a broader perspective, the economy of dark web markets

has continued to grow, seemingly una�ected by the closure of individual

markets. More investigation would be valuable in describing what happens

in this dynamic.

ˆ There is a wide variety of items traded on dark web markets, but there is no

conclusion on whether serious illegal items, such as CSAM, are being sold on

these platforms. This situation highlights the need for further exploration

into the prevalence of those items and any compelling evidence that supports

or refutes their existence in these markets would be valuable.
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Chapter 3

Methodology

3.1 Introduction

The previous chapter described the background of the dark web, including its

technology and terminology. It also introduced the underground ecosystem and

its community, and �nally focused on the dark web market community. In this

chapter, the main focus is on the overall methodology of the study, which includes

the overall design, the dataset and the infrastructure for data collection. We begin

with a short discussion of the strengths of the chosen approaches. We describe the

scope of the data collection. We show the design and logical 
ow of the crawler

we implemented. We present an overview of our dataset, although more detailed

information is provided in the following main chapters. The challenges of this

research approach are also brie
y discussed. Lastly, and equally important, we

present our ethical considerations regarding this research.

3.2 Research Design

In the literature mentioned in the previous chapter, many studies rely on datasets

shared by other researchers. While this approach may sometimes reduce barriers
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Figure 4: An overview of general research design methods, �gure obtained from [1]

to conducting research, it also narrows the scope, timeframe, and 
exibility of the

study. Naturally, this depends on the research objectives. We adopted a longi-

tudinal approach and collected our own dataset, hoping to make new discoveries

that could be used to address the research questions posed in Chapter 1.

Albery and Munaf�o [1] outlined various major research designs used in health

psychology that can also be commonly used in wider areas. Figure 4 shows these

main ways in which a study can be designed. We de�ned and carried out our

study based on a combination of observational, retrospective, and longitudinal

approaches.Observational refers to the data collected from participants during

the research process without in
uencing or intervening in these data.Retrospec-

tive means we are more interested in what has already happened.Longitudinal

means our study consists of multiple \snapshots" on dark web markets over time,

rather than a single \snapshot" at a single moment. Similarly, the studies by

Christin [26], Soska and Christin [123], and Van Wegberg et al. [136] con�rm that

those approaches are e�ective and promising in the area of studying dark web

markets.

In terms of data and data analysis, we used both quantitative and qualitative

approaches. We mainly used quantitative data to present changes in market data

33



over time, such as product listings, sales, etc. Moreover, in some cases, we em-

ployed qualitative analysis to gain insights into market operations and policies.

Quantitative data provided meaningful insights into trends through descriptive

statistics. Qualitative methods are used for analysing market security mecha-

nisms, policies, and functions. The combination of these approaches comple-

mented each other, leading to more comprehensive �ndings.

To build our dataset, we conducted weekly data collection between July 2021

and August 2024, which included both quantitative and qualitative data. This

was done approximately every Monday, but under certain unexpected factors (e.g.,

market server unavailable, Tor network performance issues, etc.), we tried the next

day or skip a week and resumed as soon as possible. Although the weekly data

volume 
uctuates, we consistently documented valuable notes for later review

and analysis as part of the qualitative data. We also designed and implemented a

customised crawler for data collection. In Section 3.3, we introduce this crawler

and its technical environments.

Our market selection was primarily based on the popularity (reputation and

discussion) observed on the dark web forumDread [87], a well-knownReddit-like

dark web forum. We also tried to obtain the name and basic information of the

dark web market through public onion service directory websites (e.g.,dark.fail

and TorTaxi ). While this approach was relatively subjective, which could intro-

duce some bias, the highly unpredictable nature of the dark web markets made it

challenging to forecast their development. Therefore, prior to data collection, we

relied on commonly mentioned, well-known mainstream markets as the basis for

our selection. This approach has also been commonly used in the literature, such

as [68] and [92].

Dread operates independently from speci�c markets. Similar toReddit, Dread

features various sub-forums, some of which are related to those markets we ob-

served. Typically, market operators also serve as moderators for these sub-forums,
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but the admins of the Dread are actively monitoring those sub-forums. There-

fore, in addition to the dark web markets data, we also collected data on market-

associated forums on a one-time basis in some of our works. The aim of getting

data from forums is mainly to obtain additional information and o�er more valu-

able insights. The reason for taking only a single snapshot is that the content in

the forum tends to remain quite stable. Furthermore, if the market ever shuts

down for any reason, the forum archives all threads, ensuring that the content

remains unchanged and is preserved with timestamps. Detailed information is

provided in Chapter 6. The process of data collection will also be described in

Section 3.3.

3.3 Customised Crawler

In order to apply the research approach we described above, we implemented a cus-

tomised crawler. The crawler was written in Python with the Scrapy web-crawling

framework [90] and the Selenium suite of tools [122]. The Scrapy framework was

used to implement the crawling, downloading, and partly parsing functions, while

Selenium was integrated into Scrapy to provide an interface for login, CAPTCHA

solving, and other processes that required human interaction. This solution en-

sured that Selenium performance limitations would not signi�cantly slow down

the actual crawling speed. Furthermore, in some cases, by leveraging Selenium's

ability to handle sessions automatically, the crawler could deal with the use of

dynamic cookies in certain markets (i.e. each request would apply a new cookie

based on the previous request). Figure 5 depicts the work
ow of our crawler.

There are nine steps that our crawler had to perform before obtaining the data:

1. The crawler was hosted in a virtual machine container (i.e. the host). In

this step, we needed to establish a Tor connection from the host. Privoxy

was used to relay between Tor connections and Scrapy, because they support
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di�erent proxy network protocols.

2. Selenium was integrated into Scrapy. Then, Selenium was used to initialise

and establish a connection to the market server.

3. Human interaction was required here to solve the CAPTCHAs, to log in to

an account, etc. After that, Selenium passed the web session back to Scrapy

to automate the subsequent steps.

4. Depending on the structure of di�erent websites, the market usually has its

own peculiar style and logic in arranging and displaying the products on

sale. The crawler would look for the entry to the listing page on the home

page. The URL of the listing page could also be de�ned in the crawler, in

advance.

5. This step sorted the products appropriately on the listing page, and then

traversed through all of the listing pages of all items on the website.

6. Depending on the market, most of the information that we cared about

(such as price, sales volume, feedback, and product description) would be

included on the item page.

7. The crawler would then �nd the vendor information page on the item page

and access it via Scrapy.

8. This step parsed our target data (depending on the purpose of the study)

in the HTML code using methods such as XPath.

9. Finally, the data was saved in the host computer for later analysis.

Thanks to the 
exibility provided by Scrapy, the crawler can be easily mod-

i�ed as requested. For example, in our study, we can access all the links on the

homepage (based on HTML) in Step 4, and then further con�rm whether those
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pages contain any valuable information. Scrapy can also handle URLs that are re-

peatedly visited and supports customised �lters. When downloading data, we can

use the built-in middleware function of Scrapy to determine whether the response

code of the website is valid (i.e. between Steps 7 and 8). When the website returns

a non-valid response, the crawler can call the Selenium component for manual in-

teraction and inspection. Moreover, to the best of our knowledge, the class names

used in steps 5-8 are static in terms of path or ID in the HTML code, thus in-

dicating that the sites do not apply crawler obfuscation traps (unlike those used

in underground forums [131]). Similarly, we did not �nd any malicious/phishing

links targeting the crawler, which may bene�t from how the crawler obtains links

(i.e.� using prede�ned HTML tags instead of getting all URLs in the code). The

described process also prevents crawlers from getting stuck in program deadlocks

(in�nite loops) [37].

In practice, the customisation component required e�orts in the following three

parts:

1. Complete various challenges designed by the market and log in before land-

ing on the home page

2. Design an e�ective crawling path for the crawler based on the internal struc-

ture of the market

3. Store data (web pages) in a virtual machine, or parse the target data when

needed

The completeness of the data collection would also depend on the market's security

mechanisms, which are part of the market characteristics. We will discuss this

matter in Chapters 4 and 5. For minimal working examples implemented in

Scrapy, see Appendix A.

For data collection on Dread, the procedure was slightly di�erent but more

e�cient and streamlined compared to the procedure for market data collection.
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Figure 6: An example of the sub-forum structure from/d/WhiteHouseMarket

We started with locating the names and links to the sub-forums of those markets.

Once the crawler entered the sub-forum, it would get the structure shown in

Figure 6, where there were multiple pages consisting of multiple threads in the

sub-forum. Then, all the crawler needed to do was visit each thread and get the

data within the thread.

In addition, we also performed some experiments with our crawler while learn-

ing about the security mechanisms of dark web markets. For datasets with speci�c

requirements (such as a case study about CSAM in Chapter 7), we made some

extra e�orts to ensure that our ethical considerations were met.

3.3.1 Manual Intervention

While crawlers are designed to automate data collection, there are cases where

manual intervention is still necessary. After connecting to the market server, we

manually entered the website's credentials. Although this process can be auto-

mated, the web structure may vary for each market (e.g., having multiple pages

39



before entering the homepage). Therefore, it is often more e�cient and straight-

forward to manually enter the information before logging into the market's home-

page. During log-in, we also needed to solve CAPTCHAs, which typically involve

more than one. Additionally, due to unforeseen circumstances, such as market

availability issues, the crawler may require a new session during data collection,

necessitating a repetition of the manual steps mentioned above. All other tasks

can be automated, and we can monitor the access rate (pages per minute) in real-

time. More details and discussion can be found in Chapter 5, where we discuss

the market's security mechanisms.

3.3.2 Technical Environment

Figure 7 shows the data 
ow of our data collection scheme. We connected to

the Tor and/or I2P network using a virtual machine for secure and anonymous

access to the dark web markets. The virtual machine ran Ubuntu LTS with four

cores, eight-thread, 8 GB RAM, 200 GB storage and a NATed network from

the host computer. A VPN tunnel was established on the host computer and

forwarded to the virtual machine through the NATed network. The data pipeline

was therefore wrapped in di�erent layers. In practice, the VPN tra�c wrapped

the Tor tra�c, i.e. onion-over-VPN, which reduced the chance that the host's

real IP address would be seen at the Tor entry. At the same time, security was

further enhanced by NAT the internal network (i.e., the virtual machine was not

actively discoverable). Since Tor uses SOCKS5 proxy and Scrapy uses HTTP

proxy, Privoxy was used to relay Tor and Scrapy. For I2P, we simply replaced the

Tor component with I2P. Once collected, the data was password-protected, saved

into local devices, and backed up regularly.
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Table 1: Summary of the 14 dark web markets obtained through our crawler for
quantitative data

Markets
Observation dates Number of

(from/to) snapshots

AlphaBay Market 2022-06-06 / 2023-02-13 36
Archetyp 2023-04-17 / 2023-08-29 19
ASAP Market 2022-01-18 / 2022-04-20 15
Bohemia 2023-05-02 / 2024-01-29 40
Cartel Marketplace 2021-07-05 / 2021-12-20 24
Chang'an Nocturnal City 2022-03-01 / 2024-08-26 130
Chinese Exchange Market 2021-07-19 / 2024-08-26 162
Dark0de Reborn 2021-07-05 / 2022-02-21 33
Loulan City 2022-01-11 / 2022-02-14 6
Monopoly Market 2021-10-18 / 2021-12-27 11
Nemesis Market 2023-08-31 / 2024-03-18 30
Tea Horse Road 2021-07-09 / 2021-11-16 18
Versus Project 2021-10-18 / 2022-05-16 31
White House Market 2021-07-05 / 2021-10-11 14

3.4 Dataset

Table 1 shows the quantitative data obtained using our crawler, which includes

14 dark web markets. Those data can also be used for qualitative analysis. We

collected �ve sub-forums fromDread related to the markets we observed in August

2022. Later, we took another snapshot of the entireDread in December 2023.

We also collected qualitative data from seven other dark web markets to enrich

our dataset for answering our research questions. The seven additional dark web

markets are: Abacus Market, Colombia Connection, Incognito, Kingdom Market,

Royal Market, Tor2door Market, and Vice City Market. This brings the total

number of dark web markets we observed to 21.

Most of the data was not parsed when it was collected, instead, we quickly

saved each market's HTML �le. Technically, this would ensure that we have
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relatively rich data points when solving our research problems, and we could also

process the data as needed. The dataset used in this thesis will be shared ethically

with the academic community and security researchers (see Appendix B).

Overall, we collected long-term data spanning three years from 2021 to 2024.

However, depending on the research question, the datasets we used in the follow-

ing chapters cover smaller subsets (and potentially di�erent parts) of the whole

dataset. These subset datasets were chosen to be scienti�cally meaningful for

each speci�c research question. The speci�c parts of the dataset used are detailed

accordingly in the following chapters.

3.5 Challenges

We faced several challenges when implementing the research method presented

above, in order to address the research questions we raised in Chapter 1. First,

the dark web market uncertainty could lead to less e�cient data collection. Some-

times, when markets frequently updated their anti-crawler or other security mech-

anisms, we had to adapt the crawler in time to cope with these changes. In turn,

due to time constraints, it was di�cult for us to verify and quantify their changes

in a short period of time. The dark web markets might shut down or suspended

their operations at any time for various reasons, leading to potential discontinu-

ities in our data collection. In addition, since the establishment of a market is

typically quite secretive, it was di�cult for us to obtain data on the entire life

cycle of a market from the very beginning.

3.6 Ethical Considerations

Ethical considerations in research are extremely important in this area. Since

we collect data on the dark web (Tor network and I2P network), which may be
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related to potential cybercriminal activities, we must handle the ethical issues of

our research very carefully.

Our datasets contain items such as product information and discussions from

the dark web markets and their associated forums. Since this information is

inherently public, we consider it part of the public digital space. Even though

most dark web markets require registration, the process is open to the public.

When registering, our usernames and other information are not linked to any

individual or organisation. We disclosed the names of these dark web markets

because they are well-known within the dark web community. We believe this

will help academia and law enforcement agencies better understand the trends in

mainstream dark web markets.

Moreover, due to the anonymous nature of the dark web, we were unable

(nor interested) to collect the personal information of users, or track their real

identities. Nonetheless, we still had to anonymise the usernames of the users (if

mentioned), because it might be possible to use these usernames to connect back

to their real identities.

During data collection, we applied dynamic delays to our crawler, in order

to prevent additional server stress to the observed sites (i.e. we did not want to

disrupt or interfere with their operation as researchers).

The ethical aspects of this study have been reviewed and approved by the

Research Ethics Coordinator of the University of Kent's Central Research Ethics

Advisory Group (reference number: 057-04-2021), as detailed in Appendix C. The

�nal ethics approval was made in July 2021.

More speci�c considerations that are directly relevant to the study (such as

CSAM topics) are pointed out in the methodology of the corresponding chapters.
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3.7 Chapter Conclusion

This chapter presents the overall research methodology, including the reasons for

choosing a mixed-methods approach. The combination of quantitative and qual-

itative methods also helps ensure the robustness of the analyses and the results.

The implementation of our customised crawler was informed by the proposed re-

search methodology. We also brie
y describe some of the challenges faced. Ethical

considerations are also taken into account to minimise potential data collection

risks. In the following four chapters, we present the results and insights gained

from applying this approach to answer the four research questions outlined in

Chapter 1.
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Chapter 4

Comparative Analysis of English

and Chinese Dark Web Markets

This chapter is based on the content of previous publication:

\Toad in the Hole or Mapo Tofu? Comparative Analysis of English and Chinese

darknet Markets" [142]

4.1 Introduction

The popularity of online shopping and cryptocurrency has contributed to driving

the economy of dark web markets in recent years. These markets are often per-

ceived to be conducive to (or may even facilitate) cybercrime activities. Therefore,

it is worthwhile to have a deeper understanding of how various dark web markets

operate so that researchers and law enforcement agencies can test and deploy

appropriate countermeasures to �ght online crime.

Previous studies have measured a wide range of dark web markets, but they

are heavily skewed towards those conducting their business mainly in English.

However, English dark web markets are not the only platforms of interest here.

Investigations into other language dark web markets { such as those in Chinese
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or Russian { are still scarce, and this is a gap that needs to be addressed. Fur-

thermore, and due to the rise of cryptocurrency despite their hard stance towards

bitcoin, Chinese LEAs have also increased their e�ort to �ght criminal activities

on dark web markets [28]. The development and acceleration of economic global-

isation have also made it necessary to study the diversity and impact of dark web

markets in di�erent regions of the world.

The study presented in this chapter aimsto investigate, analyse and compare

several current popular English and Chinese dark web markets. We collected

datasets from �ve active and popular dark web markets, three operating in English

and two in Chinese. Through statistical analysis and in-depth investigation, we

track some indicators and come up with a summary of key characteristics, and

how these characteristics compare between the two di�erent languages markets.

We described and compared the results of our investigation in six main aspects:

(i) operation model and structures, (ii) product categories, (iii) market policies,

(iv) payment methods, (v) security mechanisms, and (vi) vendors' characteristics.

We share our insights into market development and vendors' behaviour, which are

helpful for future investigations.

4.2 Methodology

This section outlines our approach and provides an overview of the data collec-

tion process, including a description of the two crawling strategies and a detailed

outline of our datasets. We also brie
y discuss ethical considerations at the end

of this section.

4.2.1 Approach

We constructed our datasets during a seven-week period between 17 July and 30

August 2021, containing data from 384 vendors on the English dark web markets
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and 4,429 on the Chinese dark web markets.

Data on the operation model and structuresinclude the markets' basic infor-

mation, as well as changes in the market size and the possible reasons behind

such changes. Theproduct categorydisplays the proportion of di�erent types of

items on the markets based on the average number of each snapshot. The more

comprehensive data available on the Chinese dark web markets means we can also

estimate the revenue generated by the main product categories. Themarket pol-

icy mainly focuses on what goods or services are explicitly banned. Thepayment

methodsdescribe what currencies are accepted. Thesecurity mechanismsdescribe

the crawling restrictions in each dark web market, as well as general account secu-

rity. In terms of vendors' characteristics, we analysed vendor location, trust level

and active/inactive status and time. We also selected some top and cross-market

vendors on the English dark web markets, and some top vendors on the Chinese

dark web markets. We de�ne \top" as the ones that make more pro�ts, have more

sales and have more positive feedback or better reputations during the observation

period. Top vendors are sometimes de�ned and shown on the home page of the

dark web markets. Top vendors are mostly calculated and selected based on the

materials mentioned above. Cross-market vendor refers to a vendor that sells at

the same time on multiple markets. We were particularly interested in the ven-

dors' behaviours and operating model of cross-market vendors when comparing.

Showcase ratings from other markets are a market function used by vendors to

build their brand. Some markets also allow vendors' activities in other markets to

be included in the calculation of the reputation system [69]. This feature works as

a way to attract vendors. This feature also helped us to identify the cross-market

vendor. Finally, we highlight some stark di�erences between English and Chinese

dark web markets based on the six aspects above.
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Table 2: Summary of the observed dark web markets (for the comparative analysis
of English and Chinese markets)

Market First seen # Listings # Vendors Lang

Dark0de Reborn 2020-05 45876 1648 EN
White House Market 2019-08 44740 3453 EN
Cartel Marketplace 2020-06 2596 195 EN
Chinese Exchange Market 2018-03 10949 2636 CN
Tea Horse Road 2020-04 8302 1793 CN

4.2.2 Data Collection

We discuss the design of our crawler in detail in Chapter 3. Depending on the

restriction policies of di�erent markets and the information contained in each

market, we used two sets of strategies for this chapter:

1. If the market had stringent anti-crawl measures, the website would take a

long time to crawl, or/and the session might expire during crawling. In this

case, we would only collect data based on what is shown on the website home

pages. For instance, most websites display highly rated vendors, promotional

products and featured listings. Therefore, we could get selected vendors'

data.

2. If the market had less stringent protections and restrictions, we would try

to get as much information as possible through the listing pages.

The listing page URLs can usually be traversed easily in both strategies because

their URLs are generally sequential. The product pages and vendor pages are

partly obtained and parsed depending on the dark web market website structure.

Crawling restriction details are described and compared further in Section 4.3.

The data was collected once a week to avoid stressing the markets' website and

being as inconspicuous as possible. In some circumstances, e.g. a DDoS attack

on the website, the data collection was slightly delayed.
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Table 2 provides a summary of the observed dark web market names, when

they were �rst seen, the number of active listings of products, the number of active

vendors, and the language used. The active numbers are as of 30 August 2021.

Markets Introduction

Dark0de Reborn is one of the English-based dark web markets, and it started

in the early days of the Covid-19 outbreak, 24 May 2020. It has the most number

of listings, and vendors are able to import feedback scores from other popular

markets. Therefore, it has attracted a large number of vendors with a good

reputation. The market has strict crawling restrictions. A single session will

expire in about an hour, and the number of requests is also limited. We focus on

the top vendors (an average of 20 top vendors per week) and collect data from

their product pages. Data includes the vendors' pro�le pages and some of the

feedback received. We also collected some statistical data to study market trends.

White House Market (WHM) is one of the most popular dark web markets

in the English language. The market has been in operation since 24 August 2019.

A decline in Empire Market's reputation led to a rise ofWHM [115], which has a

very high reputation. It also has the strictest crawling restrictions. The market

only allowed a limited number of requests in ten minutes. We used six accounts

to crawl to ensure that enough data was collected before the session expired. We

were only able to collect top vendors (an average of 25 top vendors per week)

mentioned on the homepage and some statistical data. Data includes vendors'

pro�le pages and their product listings.

Cartel Marketplace is a medium size dark web market in English. Although

it is not as large as the previously mentioned markets, it still has a good reputation

in dark web forums. So we think it should be included in the research. It has a

relatively less stringent crawling policy, which allows about 300 pages per session

within about 40 minutes to 50 minutes. We used three accounts to crawl. The
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product URLs are more likely random or coded, which means we had to traverse

the whole listing with the page numbers. We saved all product URLs in a list,

then sent requests accordingly. We were able to collect all vendor's information

(an average of 186 vendors per week) and listing pages on this market.

Chinese Exchange Market is the most active and oldest dark web market

in Chinese. It was developed from a forum. It has a less stringent crawling policy,

and the cookie structure is also very simple. The market has no restrictions on

the number of requests per session and is given a long lifetime of a single session.

Therefore, we collected all active listing pages and parsed them. The product

URLs are sequential. It can be traversed easily using a brute force approach.

Tea Horse Road represents the new generation of Chinese dark web markets.

It has a user-friendly interface with an innovative \request-to-buy" model. It is a

market with several historical versions, the earliest can be traced back to October

2019. The current version of the market was launched around April 2020. It also

has a less stringent crawling policy (similar to the Chinese Exchange Market),

although the structure of the cookies is a bit complicated. Dynamic cookies are

used, which means we need to change the cookie every time we send a request

(this cookie value is obtained from the previous response). We managed to collect

all active listing pages because the product URLs are, again, sequential so they

can be traversed exhaustively.

Table 3 compares the indicators and features of the collected markets. The

symbol é means either the indicator does not exist on the market or it was

not collected due to crawling limitations. Overall, a total of 1,968 pages and

168,398 listings were collected. They contain 143 pages of vendor information

and seven status pages (one per week) onDark0de Reborn; 516 pages of vendor

information on WHM ; 1,302 pages of vendor information and 20,776 listings on

Cartel Marketplace; 75,224 listings onChinese Exchange Market; 72,398 listings

on Tea Horse Road.
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Figure 8: Dark0de Rebornhomepage

4.2.3 Ethical Considerations

Since our study collected data from activities that could potentially be related

to cybercrime { such as drug dealing, sexual abuse and exploitation of vulner-

able groups and other criminal activities { we had to ensure that we obtained

ethical clearance before we commenced our study. Please refer to Section 3.6 (in

Chapter 3) for further details on ethical considerations during data collection.

4.3 Results

In this section, we present the results of our comparison of the dark web markets

in English and in Chinese. The �ndings are divided into market, vendors, market

policies, payment methods and security mechanisms.
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4.3.1 Dark Web Markets in English

Market

Operation structures. All three English dark web markets have a website

interface similar to Silk Road. Figure 8 shows theDark0de Rebornhomepage.

They all have multiple sections on the homepage, including promotional products,

trending products and recommended top vendors. There is usually a category list

on the homepage, and users can browse all products under this category. Most

web pages also support a mobile-friendly interface.

Number of listings and vendors. The number of listings and vendors

indicates the state of a market. Figure 9 shows the number of listings onWHM

between 18 July and 30 August 20212. Figure 10 shows the number of listings

and vendors onDark0de Reborn. The number of vendors onDark0de contains all

vendors, even if the vendor does not have any active listings. The overall listing

number keeps rising, accompanied by some 
uctuations on both markets.WHM

and Dark0de Rebornintroduced a new \Product Quality and Harm Reduction

Program" on 17 June 2021. The program aims to provide high-quality products

and lower levels of risk to buyers. Vendors who send products and receive positive

test results can get badges and display them on the product page to increase

credibility, facilitate trust and increase sales. Also, the vendors can apply for

a reduced fee onWHM if they test regularly. This program causes some non-

compliant products to be removed. Figure 11 shows the number of listings and

vendors onCartel Marketplaceover the observation period. Those two lines are

consistent in most weeks. As the number of vendors increases, the number of

listings also rises. OnCartel Marketplace, the data collection strategies may cause


uctuations in the number of vendors. If the vendors did not list anything, are on

2The vendor information on WHM is shown only in real-time. Hence we do not have historical
information on the number of vendors onWHM . Furthermore, in early May 2021, WHM stopped
accepting any new vendor applications, making the number of vendors plateau at about 3,450.
In comparison, Dark0de Rebornmaintained a continuous vendor growth.
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Figure 9: Number of listings onWhite House Market

Figure 10: Number of listings and vendors onDark0de Reborn

Figure 11: Number of listings and vendors onCartel Marketplace
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vacation status, or sell items that are out of stock, their posts would not appear

on the listing pages. Hence, the number of vendors should be considered as the

number of active vendors when the data is collected.

Product category. Figure 18 shows that drugs take the largest proportion

of the three dark web markets. We count those by using the website information

listed in the navigation interface. Drugs account for over 66% of products, followed

by digital products and fraud-related materials. Digital products contain pirated

software, exploit kits, digital services (e.g., DDoS services), botnets and malware.

Another category of trending products in all three markets is physical items such

as smart devices, jewellery, and watches. According to the vendors' descriptions,

most of them are fakes or reshipping drops.

Vendor

Inactive days. Figure 12 shows the joining date and inactive days of 264 vendors

from Cartel Marketplace. We de�ne the number of inactive days as the number

of days from the last seen date to the date when the data was collected. A few

vendors were not very active over 50 days, but most vendors were still active, even

if they had been registered for more than one year. Over 89% of the vendors have

appeared within the last ten days. Even though the total number of vendors on

the market is small, they seem to be very active.

Figure 12: Vendors' inactive days and joining date onCartel Marketplace
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Table 4: The proportion of vendors' locations on English dark web markets

Location Number Percentage

United States 124 32.29%
Worldwide 65 16.93%
United Kingdom 38 9.90%
Europe 37 9.64%
Netherlands 32 8.33%
Germany 19 4.95%
Australia 19 4.95%
N/A 11 2.86%
France 7 1.82%
North America 7 1.82%

Location. On all three English dark web markets, we collated the location of

384 vendors based on their pro�les. Table 4 shows the top ten countries and re-

gions where those vendors are located, covering 359 vendors, or 93.49% of the 384

vendors. The United States and Europe are the main supply locations. Approxi-

mately 62% of European vendors are from the United Kingdom, the Netherlands

and Germany. This result is consistent with previous reports [50]. In terms of

\Worldwide" or \N/A", these mean that some vendors do not want to reveal their

location, particularly when they only sell virtual items. According to observations

on dark web forums, buyers tend to buy drugs in local countries and regions to

reduce the risk of being discovered by customs and LEAs. Therefore, we have

reason to believe that the location information provided by the vendor is mostly

accurate, in order to attract target customers better.

Trust Level. This is usually the way to show the credibility of vendors on the

English dark web markets. On di�erent dark web markets, the trust level may be

calculated by their own algorithms designed by the operators. Figure 13 shows

the relationship between trust level and sales, feedback, number of disputes, join-

ing date and vendor population distribution onCartel Marketplace. The numbers
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Figure 13: Trust level correlation matrix onCartel Marketplace

displayed are the median values at each level, except for the population distri-

bution. For example, in level 10, the median sales volume is 104. Level changes

are a�ected by a combination of these aspects. High-level vendors usually have

higher sales volumes and better reviews. The duration of registration has a lim-

ited impact on the level reached. For example,Vendor EN 1 is a level 10 vendor

who joined the market in July 2021 with 185 sales, only one dispute, and 141

positive feedbacks. Please note that not all orders compulsorily require feedback.

In comparison,Vendor EN 2, trust level 5, joined the market in March 2021 with

526 sales but 15 disputes and only 187 positive feedbacks. As a result, in addition

to sales, the number of complaints and positive feedback also in
uence the trust

level.

Behaviour. We selected some vendors to describe and analyse their be-

haviours fromWHM. Vendor EN 3 joined the market in July 2020, with currently

3,680 sales and 95% positive feedback. In the seven weeks included in our datasets,

the number of orders was at least 830. The vendor had over 7,000 transactions

in the previousEmpire Market, with 99% positive feedback. This vendor mainly

sells cocaine products in the United States. The largest displayed unit can reach

500 grams, and the price is close to$20,000. According to the smallest sales unit,

we calculated that their total estimated pro�t is at least $2.7 million with around

$207,500 made during the observation period. As a successful big vendor, they
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can usually use their name as a symbol of their brand.Vendor EN 4 also con-

�rms this point. The vendor has good reviews in its own region and sells drugs

on multiple dark web markets simultaneously. Most successful vendors sell on

di�erent English dark web markets at the same time. They use the same format

and language style in their pro�le. Since the feedback rating of English dark web

markets can be imported into another, buyers can easily identify cross-market

vendors. Some vendors also regularly update the product or their own situation

in their pro�le. This can be used as a signal if they do not appear for a long

time. They may be arrested or just quit, warning past and potential customers

that they may be at risk.

Market Policy

This subsection describes what products are banned on the three English dark

web markets, and the regulations regarding communication between users.

In Dark0de Reborn, the policy is called \selling policies and seller code of

conduct". It is strictly forbidden to sell any images of sexual abuse of children,

fentanyl-related products and any product or service related to terrorism. Fen-

tanyl is an analgesic generally used in surgery; excessive use can quickly lead

to addiction, hypotension and death due to respiratory depression. The website

stipulates the use of on-site messenger as the means of communication between

buyers and sellers and for customer service. Also, the exchange of large amounts

of communications should be avoided unless paid for viaDark0de's services. To

protect the competitiveness and security of the market, external links and external

dissemination of user information are not allowed.

In comparison toDark0de Reborn, WHM is more comprehensive and detailed.

The policy strictly forbids any child abuse, human or animal abuse, murder for

hire, weapons, Fentanyl and terrorism-related products. During the Covid-19

pandemic, products that purportedly can cure the virus are banned, but discounts

59



on related tests and promotional codes are available. In terms of communication,

they also ban external links and any external contact information.

Cartel Marketplacehas tough market rules. It forbids child abuse, biological,

radiological, or chemical weapons, murder for hire, scamming, and deceptive tu-

torials. The market also bans searching for and publishing private or identifying

information. In terms of communication, it bans direct deals but does not limit

external links or contact.

Payment Method

All three markets use the on-site wallet mode. Users are given a deposit address,

and they then add funds by using Bitcoin or Monero.Dark0de Rebornand Cartel

Marketplace allow both Bitcoin and Monero. On WHM, since Bitcoin is much

easier to track, only Monero is allowed, for security reasons. OnDark0de Reborn,

users can also use the website balance to purchase gift cards and send them to other

accounts. That meansDark0de Rebornsupports the transfer of funds within the

market. On the website, the default currency is USD. However, users can choose

between CAD, EUR, GBP, RUB, AUD, etc. The website also displays real-time

market exchange rates.

Security Mechanisms

All three markets studied have strict crawling restrictions, such as the use of

CAPTCHA. Figure 14 shows the CAPTCHAs on the three English dark web

markets. Dark0de Rebornonly implements a simple letter and number combina-

tion veri�cation code. On WHM, the bot-check consists of choosing the images

that match a speci�c description out of 15 pictures. Those are randomly rotated,

for added security. OnCartel Marketplace, the user needs to indicate the time

shown by the analogue clock. Then, there is another simple veri�cation code to

be entered when logging in.WHM and Cartel Marketplaceallow users to choose
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how long the session will be kept alive { available options range from ten minutes

to 48 hours. After those veri�cation processes are completed, a user can access

the market's home page.

The number of pages that can be accessed per minute or per hour is strictly

limited as well. WHM only allows a limited number of requests in ten minutes.

Even if a (human) user tries to open multiple tabs at once, it is easy to trigger the

detection system which will force logout and require re-login. Moreover, the trigger

conditions may vary, but approximately 40 requests are allowed within 30 minutes.

We applied a dynamic delay of 16 seconds to 90 seconds with six accounts. The

dynamic delay is based on the corresponding time of the server to ensure that the

page is returned. Sixteen seconds is the minimum interval between each request

in an ideal network situation. One of the six accounts was randomly used for each

request. The probability of one account being used continuously is relatively low.

This method simulates the real situation where humans browse the web, and at

the same time, collect data most e�ciently without being detected. OnCartel

Marketplace, the limit of requests is 300 pages per session within about 40-50

minutes. Once a user reaches such a threshold, the session expires automatically.

We applied a dynamic delay of three seconds to ten seconds with three accounts.

An account was used to traverse the listing page of the market. The remaining two

were randomly used to request vendor pages. ForDark0de Reborn, the threshold

is unclear. We noticed a large number of requests that cannot be parallelised in

the crawler, and we applied a dynamic delay between 5 to 60 seconds. We were

able to use one account to collect the required data. In terms of the structure of

cookies, they seem to be static on all three markets, which means the cookies of

a session do not change.

In terms of the user account, all three markets use PGP public key to ensure

account security. Once a user sets up the PGP public key in their pro�le, they

are able to use Two-Factor Authentication (2FA). PGP has also been used widely
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in on-site communication. At the registration stage, the user needs to set up a

username and password, and then the markets will send a set of English words to

create a wallet.

Key Takeaway

The English dark web markets have a complete ecosystem, which means the fea-

tures are fully supported and implemented. Vendors on the English dark web

markets are active, which also includes cross-market vendors. The English dark

web markets tend to have more restrictive policies in terms of what products can

be sold. Drugs are the most popular category. Bitcoin and Monero are commonly

used as the main payment methods. The English dark web markets usually have

strict crawling restrictions.

Figure 15: Chinese Exchange Markethomepage
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4.3.2 Dark Web Markets in Chinese

Market

Operation model and structures. On Chinese Exchange Market, the website

structure is simple and similar to a community forum. Figure 15 shows theChinese

Exchange Markethomepage. It displays the latest posts under each category on

the homepage. On each category page, each post contains the title, price, post

time and vendor. OnTea Horse Road, the interactive interface is more modern,

and users can also browse by category. The Tea Horse Road also supports the

request-to-buy mode, where users post the products they want to buy and describe

their requisites, and then vendors can provide quotes. Even though the structure

of the two websites is relatively simple, the user experience is good: there are no

redundant functions, and the products are easy to browse based on their category.

Number of listings and vendors. Figures 16 and 17 show the number

of listings and vendors over the observation period. In terms of the number of

listings, both markets maintain an overall upward trend. The number of listings

only includes the normal sale mode onTea Horse Road. For the request-to-

buy mode, the number of listings remains stable at 2,400 during the observation

period. Due to the operating mode of both Chinese dark web markets, once the

advertisement is posted on the website, the post will be kept for a long time even if

the vendor is not active. On the contrary, if the vendors do not show up for a long

time on the English dark web markets, their status could be changed to inactive.

In this case, the listing page will not cover their posts. Moreover, according to

the data, the number of vendors remains stable. Even if the number of listings

keeps growing, the number of vendors remains at a certain level. A new vendor

may bring more than one listing.
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Product category. We described the breakdown of categories separately for

those two Chinese dark web markets as they used di�erent criteria to classify cat-

egories. Figure 19 shows the percentage of items that belong to each category on

the Chinese Exchange Market. Leaked data and personal information accounted

for the largest proportion, which is 44.07%. Pornography is the second most sold

category with 15.72%, which also potentially includes CSAM. Private is a cate-

gory that allows buyers and vendors to use the market as a secure way to carry

out their transactions. They usually have previously communicated and agreed

to a deal.

Two �gures show the percentage of each category in all items on theTea

Horse Road. Figure 20 shows the normal selling mode. Figure 21 shows the

request-to-buy mode. Leaked data and personal information accounted for the

largest proportion in both sections, approximately 53%. Pornography is classi�ed

as virtual items, and drugs are classi�ed as physical items. Buyers request more

physical items for sale. On the Chinese dark web markets, the most pro�table

category is related to leaked personal data. We used the data from the �rst week

and the seventh week to estimate the revenue. If a product does not appear in

the �rst week, we mark the initial sales as zero. Otherwise, We calculate the

di�erence in seven weeks. After obtaining the pro�t of a single product, it was

taken into account according to the category. On theChinese Exchange Market,

all vendors are estimated to have made pro�ts of at least$86,984.98 during the

observation period. The pro�t related to personal data is$35,749.21, or 41.1% of

all pro�ts. The second is service, which usually are personal information query

services or hires to harm others. Following is pornographic except private section,

because the private section is usually priced as$1 or in the smallest unit (e.g.,

per gram, record, picture, video), which causes the sales number to be inaccurate.

The pornographic category generated 1489 sales with$10,211.75 pro�ts during

the observation period. OnTea Horse Road, the sales volume is displayed only
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within a certain period instead of cumulative (that is, the numbers counted to

this period will be deleted after a certain period of time), so the estimated pro�t

is not as accurate.

Vendor

Inactive days Figure 22 shows the vendors' joining date and inactive days from

the �rst post to the last seen on theChinese Exchange Marketwith 2,537 vendors.

At the end of 2019, there is a clear dividing line. We speculate that the market

was maybe temporarily closed, banned many vendors, scam exited or updated

for a long period of time. It seems like a large number of vendors exited the

market at this point. Only a small part of the vendors before the end of 2019

have survived to the present times, and some vendors that joined after 2020 are

still active nowadays. After 2020, some people remained active until now.

Behaviour On both Chinese dark web markets, we selected some typical

vendors to describe their behaviours.Vendor CN 1 has 113 sold items over a

month with $6,773 estimated pro�ts. The vendor �rst posted in June 2019, and

generated a total of$29,021 in estimated pro�ts. The vendor lists 88 posts about

personal data, including pornography, virtual items and CVV-related items. This

personal data contains express delivery information in China, Japanese phone

numbers, a set of Chinese ID card numbers with names, phone numbers and

emails, email accounts with plaintext passwords, personal information in loan

Figure 22: Vendors' inactive days and joining date onChinese Exchange Market
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databases, motor vehicle registration information and much more, covering data

all over the world. Pornography includes child abuse material and hidden camera

shots. Virtual items include (stolen) VPN accounts and software. The CVV-

related items include card information and carding methods. In almost all posts,

this vendor has screenshots to showcase items.

Vendor CN 2 also sells personal data. The vendor sold 59 items with$2,124

estimated pro�ts over the observation period. The most valuable product is the

records of student data who attend university. The personal data contains name,

age, phone number, e-mail address, school name and subject.Vendor CN 3 and

Vendor CN 4 also provide services for e-whoring and hiring to hurt, respectively.

However, there is not too much information in their posts, but they recommended

using on-site communication for details. Since they do not have a clear price, the

pro�t is di�cult to estimate.

Market Policy

On the Chinese Exchange Market, there are no o�cial policy pages, just user

instructions for new users and vendors. The instructions mainly ask the vendor to

describe the product as accurately as possible when posting and give some tips for

buyers to prevent fraud. As a guarantee intermediary, the market operation does

not prohibit any products or services. Posting tutorial products needs to explain

that why vendors cannot do this by themselves and describe the potential risks.

Otherwise, they will not be allowed to advertise. In a prominent position on the

website, it is reminded that external connections and external communications are

not allowed. Tea Horse Road forbids child abuse, unethical resources, materials

to subvert state power, and political and political leaders related resources. In

terms of communication, the website allows users to use o�-site communication

but avoid o�-site transactions. Also, the website does not explain whether it is

possible to use external websites, but we did �nd clear web links and other external
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Figure 23: CAPTCHA samples from Chinese dark web markets

websites in some product descriptions.

Payment Method

On the Chinese Exchange Market, the on-site wallet mode is used. The user

needs to transfer Bitcoin to the Bitcoin wallet of the market administrator. The

corresponding amount will be shown in their account on the market. On the

advertisement post, the price is displayed in USD and Bitcoin.Tea Horse Road

also uses the on-site wallet mode. The market allowed adding credit to their wallet

by Bitcoin and Tether. Moreover, a di�erence with theChinese Exchange Market

is that users are allowed to use common �at currency with daily payment methods,

including Alipay, WeChat, and even debit cards, by contacting market-authorised

exchanges via Telegram. On the advertisement post, the price is displayed in USD

and Bitcoin.
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Security Mechanisms

On both Chinese language markets, the crawling restrictions are easy to bypass.

Both use simple four character letters and numbers combination CAPTCHAs

when login-in. Figure 23 shows the CAPTCHAs on both Chinese dark web mar-

kets. Both markets lack request limitations. In order to avoid any bandwidth

stress, we also applied a dynamic delay of 0.5 seconds to 2 seconds with a low

number of concurrent requests. Hence, this causes the total crawling time to vary

from four hours up to 12 hours. In terms of the structure of the cookies,Tea

Horse Roaduses a dynamic approach in which it will change every time a request

is sent. It does not seem to a�ect the crawling process, but it was noticed when

setting up the initial cookie, and we let the program follow up. We also noticed

that the post page URLs are consecutive. This may lower the website's security

level because of the potential for exhaustive cracking and crawling. Overall, both

markets do not have strict crawling restrictions.

In terms of the user account, the two Chinese dark web markets have di�erent

mechanisms. On theChinese Exchange Market, the user only needs to set a

password. Then the website will assign an ID to the user. Interestingly, this user

ID is a counter, which means that every time a new account is registered, the ID

is increased by one. We tracked back our dataset and found that the ID is very

likely to increment by one. Our latest data shows that this ID is currently 677653.

Although this is certainly not the number of active users on the market, it is the

cumulative number of registered users on the market since its inception. The user

needs to subscribe to the \post" and \reply" types of activity, respectively, to post

and buy. The \post" cost 0.00024 (� $20) and 0.0006 Bitcoin (� $60) for three

months and one year, respectively. The \reply" cost 0.00012 (� $10) and 0.0003

(� $30) Bitcoin for three months and one year, respectively. On theTea Horse

Road, the user needs to set a username, password and payment password. The

payment password is used when a user purchases a product. Accounts need to be
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activated before publishing or purchasing products. The user needs to pay$10

in equivalent Bitcoin for the activation. There are no account password recovery

options on either market.

Key Takeaway

The Chinese dark web markets remain incomplete and less developed, but at the

same time, they try to be innovative, for example by adding the request-to-buy

mode. Vendors are less active than the English dark web markets. The cross-

market vendors are hard to track as the vendor ID is made of immutable numbers

(i.e. they cannot be personalised, which would allow more obvious cross-market

tracking). Leaked/personal data is the most popular category. There is no o�cial

policy to prohibit any products or services on the Chinese dark web markets we

studied. Bitcoin is the main payment method, however, �at currency has also

been accepted onTea Horse Market. The Chinese dark web markets usually have

less strict crawling restrictions.

4.3.3 Comparison of Dark Web Markets in English and

Chinese

The di�erences between the Chinese and English dark web markets are re
ected

in many aspects. This section focuses on the market and vendors' characteristics.

Market

Operation model and structures. English dark web markets tend to be real

online markets, while Chinese dark web markets tend to be more similar to forums.

Some built-in functions on the English dark web markets, such as credit systems

and feedback systems, build a mature ecosystem. The Chinese dark web markets

only serve as an intermediate platform for posting. It is, therefore, quite di�cult
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for users to judge the credibility of the vendor. In terms of novelty, one of the

Chinese dark web markets provides a request-to-buy mode. Users are no longer

limited to browsing the displayed products but can make a request, which can

be customised. The website structure of the Chinese dark web markets is simple

but functional and helps locate products faster. Nevertheless, considering the

pro�tability of the market itself, the English dark web markets are usually mixed

with promotional products in all lists, and the promotional items are di�cult to

distinguish. On the other hand, on homepages, the English dark web markets

use both pictures and text, while the Chinese dark web markets only have text.

Physical items often need more pictures to display, while virtual items could use

descriptive text only. This phenomenon re
ects that di�erent strategies apply to

di�erent types of popular products in di�erent language dark web markets.

Product category. Drugs dominate the English dark web markets, while

on the Chinese dark web markets, the most popular category is personal data.

Due to the convenience of express delivery in North America and Europe, and

the di�erent laws and regulations of each state or country, drug shipments are

di�cult to spot and stop. However, Chinese law enforcement is characterised by

a heavy crackdown, deep inspection, severe sentencing, and heavy propaganda

against drug abuse. As of 2020, the number of drug abuse users in China has kept

falling for three years in a row [25]. Regarding personal data, Chinese LEAs have

been cracking down on telecom fraud in recent years. Most of them are related

to the leakage of personal information. Due to the convenience of disseminating

virtual items such as personal information, it is di�cult to stop it. Pornography is

the second-largest category on the Chinese dark web markets, which also contains

child abuse material. On the English dark web markets, they are clearly stated

that child abuse material is not allowed.

Market policy. English dark web markets restrict most high-risk products,

such as arms, chemical weapons, child abuse, animal abuse, etc. There are no
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special restrictions on items on the Chinese dark web markets, but fraudulent

behaviours with fake products on the market will be banned.

Payment method. Bitcoin is still the main currency on both English and

Chinese dark web markets. Most English dark web markets also accept Monero

for better privacy. Users can use �at currency for small deposits on Chinese dark

web markets.

Security mechanisms. The English dark web markets usually have stricter

security measures than Chinese ones. More complex CAPTCHAs are used on

the English dark web markets. The session time on the English dark web market

usually has di�erent time-window options, but it must be within a certain number

of requests. Otherwise, users will be kicked out. However, since there is usually no

limit on the number of requests on Chinese dark web markets, as long as the session

is active, it will not be automatically logged out. In terms of account security, the

Chinese dark web markets use the pay-to-activation method to control malicious

registration, while the English dark web markets use the PGP public key.

Vendors

Inactive days . Vendors on the English dark web markets are more active than

the Chinese dark web markets. The English dark web markets usually have a

shorter life cycle. The three English dark web markets were established later than

the Chinese Exchange Market. In the past, most English dark web markets were

being shut down or exited scams at the end, and then those market operators

would usually change their identities and operate new markets. The new vendors

on English dark web markets will remain active and establish their brand in

dark web forums. Even if the market is closed, they can quickly sell on the

new market because buyers usually follow good vendors. However, on Chinese

dark web markets, even if the operator's scam, they would not exit the market.

They keep the operation as new vendors will not know because of the lack of
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communication. Vendors on the Chinese dark web markets do not have to consider

such feedback, so they also spend less time on the market for such customer service.

By comparing Figures 12 and 22, we can clearly �nd that some vendors are not

active within a few months after posting their posts on the Chinese dark web

markets. On the contrary, most vendors were still active on the English dark web

market, even over a year after they �rst registered.

Location . On the English dark web markets, the proportion of international

vendors is greater because of the widespread use of English. For instance, some

non-English speaking countries in Europe have more lax drug regulations, con-

tributing to some vendors from such countries. In comparison, we found that most

of the vendors on the Chinese dark web markets are native speakers, as indicated

by the jargon being used. However, since most virtual products and pornography

are sold, the vendor's real geographic location is di�cult to measure.

Behaviour . Vendors on the English dark web markets pay more attention to

building their own brands. They usually use their vendor pro�le or description

section to advertise themselves. Successful vendors claim and show their sales

numbers and ratings on other well-known English dark web markets. They also

explain the return policy, e.g. what will happen if the items are lost in transit.

Vendors sometimes update new products or their personal status. On the Chinese

dark web markets, it is di�cult for the vendor to do the same on the English dark

web market because of the lack of functionality. However, we noticed that vendors

on the Chinese dark web markets sometimes have their own language style, but

it is still di�cult to de�ne the cross-market actors.
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4.4 Discussion

4.4.1 Insights

In comparison to their English counterpart, even though the ecosystem on the

Chinese dark web markets remains incomplete and less developed, it tries to be

innovative, for example by adding new selling modes. The lack of any feedback and

rating system likely contributes to making the vendors slightly less active. Chinese

markets seem to serve mainly as a safer �rst point of contact rather than a full

trading platform. Goods exchanges and price negotiations are likely to be carried

out of the market, using other means of communication. We observed that both

of the analysed Chinese dark web markets have a \private deal" section, allowing

vendors to trade with speci�c target buyers. With the request-to-buy mode,

buyers have more options than on English dark web markets. Chinese dark web

markets may be improving and upgrading the functionality and security of their

services by learning from the practices of English dark web markets. Moreover,

as automated language translation becomes more and more accurate, markets in

di�erent languages can be accessed without the need for complex applications.

That could become a new challenge for us. On the other hand, we can delve into

how to use those technologies against crimes, for example, by creating a system

that can detect illegal cross-market activities.

Chinese dark web markets have less stringent policies than English dark web

markets. On the Chinese dark web markets, there are resources for child abuse,

weapons, and hire-to-harm. The administrators usually do not care about the

products sold, which is not the case on the English dark web markets. English

dark web market administrators have also begun to focus on the quality of their

products, for example, by implementing the \Product Quality and Harm Reduc-

tion" programmes.

All markets su�er from reputation issues. On English dark web forums, we can

76



see discussions or comments for each English dark web market. New markets will

always appear, and most of the old markets will always gradually lose vendors and

buyers for some reason. Some closed down, either being seized or the operators

performing exit scams. The Chinese dark web navigation website also displays

comments from anonymous users on the Chinese dark web market. They usually

complain about customer service and potential scamming activities. We may be

able to explore such methods using speci�c indicators to predict scams before they

widely occur.

Cross-market actors are active. We have seen the same vendors on all major

English dark web markets. We speculate that international vendors are likely,

especially for personal data, on both English and Chinese dark web markets. We

found that the personal information data sold on markets contains leaked data

from all over the world. Cross-market behaviour exists, and even on dark web

forums, they use the vendor's identity to participate in discussions. It should be

noted that this may also be one of the means to promote their own items. We

also observed that they use other accounts to assume other identities. If we can

track and link these accounts, we will be able to understand e-crime operations

better.

The main reason items advertised in Chinese and English markets di�er might

be due to legislation and law enforcement. China has very strict drug control

legislation, which has a certain deterrent e�ect on potential criminals [72]. Vendors

may not want to take the greater risk (e.g., sending packages requires using the

real-name system in China). From our observations on the English markets, we

found that buyers also prefer local vendors because there is less risk for both

parties, and the packages do not need to go through customs. Compared to drug

tra�cking, trading personal data carries less risk, and the potential pro�ts can

be realised more quickly. Furthermore, China's larger population may provide

cybercriminals with easier access to large amounts of personal data, making the
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exploitation of this information potentially more pro�table. Since China does not

have a content rating system similar to that of the West, adult content is also a

big part of the advertising on the Chinese dark web market.

The results indicate that cyber-enabled crimes are the main type of cyber-

crime found on the dark web market in both languages. This is largely due to

the concealed nature of the dark web, which facilitates the expansion of sales

channels and enhances e�ciencies for activities such as drug dealing and personal

information trading. While there are tutorials and resources available concerning

cyber-dependent crimes (e.g., malware, hacking tools), an estimate suggests that

these constitute less than 20% of all items (as per the possible categories). There-

fore, dark web markets in di�erent languages do not seem to di�er much in terms

of cyber-enabled and cyber-dependent crimes. Future studies could bene�t from

a more detailed classi�cation of listing items in di�erent language markets from a

criminological perspective.

4.4.2 Challenges

The main technical challenge we faced was the many restrictions these markets

implemented to stop or at least slow down the automatic crawling and scraping

of their websites. This is, obviously, a serious challenge for data collection. This

is compounded by the instability of the Onion service, resulting in frequent but

irregular interruptions to the data collection process. In addition, we must man-

ually log in to each of our accounts before starting the crawler in order to get

the cookies needed for the session. English markets are severely more restrictive

in their anti-crawling measures, so we needed to maintain and operate multiple

accounts simultaneously. In addition, market operators frequently change the

structure and the design of their websites, sometimes causing crawlers to fail. At

times, market operators update their security mechanisms without any notice,
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typically in ways that are damaging for bots but transparent for humans. For in-

stance,Cartel Marketplaceupdated their CAPTCHAs, and the Tea Horse Road

also redacted the number of requests per session. In each of those cases, we must

recon�gure our crawler. So data gathering becomes a continuous cat-and-mouse

game, costly to maintain for large periods of time.

4.4.3 Limitations

Due to technical and time issues, there is an imbalance in the number of vendors

between the English and the Chinese dark web markets. The more stringent

crawling restrictions on the English dark web markets caused our crawler not to

be able to scrape all of the market content, resulting in a smaller amount of data

being collected. In comparison, the Chinese dark web markets have less stringent

restrictions, leading to more data points. Our dataset also contains a relatively

short period of time on both English and Chinese dark web markets, so further

work to expand our dataset would be worthwhile.

We have considered and dealt with bad data in our analysis. However, despite

our best e�orts, we still cannot guarantee the integrity of all the �gures, such

as prices and sales, on any dark web market. As such, the �gures presented in

this work are based on our best estimation, which can and shall be improved in

follow-up research.

4.5 Chapter Conclusion

In conclusion, this work has investigated and analysed the di�erences between dark

web markets using English and Chinese as their main languages. The di�erences

found are, at times, quite interesting and have a basis that is not only linguistic

but also cultural. For this research, we collected data from �ve trending dark

web markets, comprising three English and two Chinese dark web markets. Data
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collection was carried out for seven consecutive weeks.

English dark web markets generally seem to o�er a more mature and complete

ecosystem, with more active vendors than their Chinese counterparts. We found

that the multiple di�erences between English and Chinese dark web markets are

re
ected across many aspects, including selling modes, product categories, mar-

ket policies, payment methods, security mechanisms and vendors. On Chinese

dark web markets, vendors are on average less active than on English dark web

markets, but the demand and number of sales of personal data and pornography

are relatively large. On English dark web markets, the main products sold are

drugs. Moreover, the policies of Chinese dark web markets show that there are

very few products banned, and the problem of child abuse material is extremely

serious. On one of the Chinese dark web markets, �at currency can be used, and

the anti-crawling restrictions on both of the observed Chinese markets are easy

to bypass.

Some interesting insights from our research are the existence of request-to-buy

modes and some uncommon policy issues. We believe that these provide a way to

gain comparative insights into dark web markets, and attract the attention of law

enforcement agencies. In particular, this request-to-buy mode could be a good

way to launch sting operations { where allowed by law. We hope that our study

will provide a better understanding of dark web markets, particularly Chinese

dark web markets. We also discussed that the main reason for the di�erence in

items advertised in Chinese and English markets could be legislation and enforce-

ment. Future work can focus on vendor behaviour and cross-market operations

on di�erent language dark web markets. For instance, by using natural language

processing techniques, we may be able to discover connections between vendors

and identify potential cross-market international large-scale operators. Finally,

the tracking of payment methods and pro�ts is an additional interesting research

path for the future.
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Chapter 5

An Analysis of Dark Web

Markets Security

This chapter is based on the content of previous publications:

\Analysis of Security Mechanisms of Dark Web Markets" [144], and an extended

version, \Secure in the Dark? An In-Depth Analysis of Dark Web Markets Secu-

rity" [145]

5.1 Introduction

As the name implies, dark web markets { also commonly known as anonymous

markets { have put in place measures for protecting the privacy of its users, both

sellers and buyers, as this is a key priority that can attract users worldwide.

With the rapid growth of dark web markets, competition among them has be-

come more intense. In this environment, malicious attacks targeting competitors

{ for instance, aimed at reducing the availability of rivals' services { have also

become more common. These attacks not only a�ect other services' availability

and accessibility, but they may also lead to personal and private information being
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leaked. As such, it is understandable that dark web markets may want to imple-

ment strong security mechanisms to protect themselves and their users from both

law enforcement and other operators. This is particularly true as good security

can be a matter of survival but also help to gain a competitive edge over rivals.

We also investigate and present what typically would happen before and after the

closing down of dark web markets in Chapter 6.

Previous studies have mainly focused on social aspects, including analysis of

products sold, emerging criminal patterns, criminal ecosystems, and key actors [48,

68, 70, 86, 92, 142]. However, the security mechanisms used by the dark web

markets have not been addressed in enough depth.

In this chapter, we investigate the security elements of di�erent dark web

markets. Furthermore, we understand the challenges of data collection on the

dark web, and therefore, we expect to gain some valuable insights from the data

collection process in this work in order to help improve the e�cacy of current

crawlers.

5.2 Methodology

We selected twelve existing mainstream dark web markets when we started our

research in May 2023. The market selection was based on observations of the

Dread forum (a dark web forum), searches on the clear web using keywords such

as \dark web market", and manual veri�cation of markets that were active at the

time. Over a span of four months (until August 2023), we collected data pertinent

to these markets, paying close attention to any security mechanisms they have in

place. Please note that there were some variations to the timing and quantity

of the data collected from each market, due to some factors beyond our control

(such as markets being down for short periods of time, etc.).

Initially, we tried to use an existing crawler (mentioned in Chapter 3) to obtain
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Table 5: A summary of the selected dark web markets (for the analysis of market
security, as of 31 August 2024)

Market Names Type First Seen Last Seen Status

Abacus Market Comprehensive 2021-09 (still active) Live
Archetyp Drugs-only 2020-05 (still active) Live
ASAP Market Comprehensive 2020-03 2023-07 Retired
Bohemia Comprehensive 2021-05 2024-01 Closed/Seised
Incognito Drugs-only 2020-10 2024-03 Closed/Seised
Kingdom Market Comprehensive 2021-05 2023-12 Seised
Nemesis Market Comprehensive 2021-05 2024-03 Seised
Royal Market Comprehensive 2021-03 2023-08 Closed
Tor2door Market Comprehensive 2020-07 2023-09 Closed
Vice City Market Comprehensive 2020-08 2023-07 Closed
Chinese Exchange Market Comprehensive 2018-03 (still active) Live
cabyc* Comprehensive 2022-02 (still active) Live

*cabycis the initials of Chang'an Nocturnal City in Chinese

(sales-related) data for all markets. However, we encountered some di�culties,

which also shows the dynamic nature of most market security mechanisms. While

dealing with these issues, we were able to jot down the security mechanisms we

encountered and run some small experiments against them using the crawler.

Table 5 provides a key summary of these twelve markets, which either sell

drugs-only items or sell many di�erent categories of items (labelled as \Compre-

hensive"). In this table, we also state the date they were �rst and last seen online,

and the market status at the time of writing this chapter (August 2024). There

are some markets marked as closed, with the reason for closure { which could be

\retired" (where the market operators voluntarily closed down their market), or

\seised" (where it is understood that some law enforcement agencies took down

the market). It should be noted that there are some uncertainties associated with

this area of research. Also, we aim to re
ect market conditions and characteris-

tics at the time the research was conducted, which means the closure should not

a�ect our results. Interestingly, we will discuss in the following sections whether

security mechanisms have likely a�ected the operational longevity of the market.

Those markets have been selected based on good representation and reputation
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in the dark web community (i.e. included and recommended by dark web forums

and information websites).

The various security mechanisms are identi�ed based primarily on previous

work and our previous experience. Turk, Pastrana and Collier [131] and Georgou-

lias et al. [69] mentioned the anti-crawler technology in underground forums and

the characteristics of dark web markets respectively. According to their di�erent

functionalities, we de�ne and group the security mechanisms in those di�erent

markets into three main aspects:web security, account security and �nancial

security. Following, thematic analysis was used to code for di�erent security

mechanisms in di�erent markets. Inweb security, we focus on the technical im-

plementations and strategies that the market applies to their websites to protect

users and themselves, such as CAPTCHAs, secret phrases, rate limiting, etc. In

account security, we focus on the security mechanisms and policies that keep the

account secure, such as username and password requirements, etc. In�nancial

security, we describe the mechanisms associated with transactions, such as the

accepted currencies, the type of transaction, etc.

Information is gathered either while running a customised crawler or manually

accessing the markets. The next subsection provides an overview of the customised

crawler we implemented for conducting this research. While the crawler is helpful

in certain scenarios, such as aiding in the understanding of rate limiting, sometimes

its utility can be limited during investigations, such as when testing CAPTCHAs

and account security. In these cases, manual interaction is generally more e�ective

and precise, allowing for a deeper understanding of the implementation quirks of

security mechanisms.
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5.3 Results

In this section, we describe and present our results. First, we describe the se-

curity mechanisms used by dark web markets in web security. We walk through

the process of accessing a market to explore security mechanisms, and cover an

open source software commonly used by the dark web markets. Following this, we

describe account security, which covers the username, password & PIN require-

ments, mnemonics, MFA and account kill-switch. Finally, we describe the details

of their implementation of �nancial security, including the supported currencies,

transaction types, as well as the handling of complaints and general user support.

5.3.1 Web Security

Table 6 presents an overview of whether selected dark web markets implement

speci�c web security mechanisms. We describe each mechanism in the following

sections.

Accessibility

Accessing the dark web requires the users to know the address of the server (or its

mirror). To help promote their markets, market operators usually advertise the

address of their servers on the \website directories" pages. Users also typically

share them on general forums. In the case of a registered or reputable user, you

may also receive a private address, which is used to increase the availability of

the market in the event that the main address su�ers a successful DDoS attack.

In general, all markets support the Tor network, but we also found that some

additionally support the I2P network. One of the main reasons for this is that

from late 2022 to early 2023, the Tor network su�ered from many performance

issues [66, 128], making it signi�cantly harder for users to access these markets.

Therefore, some decided to operate on both networks for redundancy. In addition,
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we noticed that most of the time, I2P seems to be faster than Tor when it comes

to response times. This observation is in agreement with what Georgoulias, Yaben

and Vasilomanolakis [68] reported in their paper. They measured the response

times in AlphaBay, and highlighted that the average response time for I2P was

5.6 seconds, which is faster than the 9.1 seconds for Tor. In [47], other researchers

have shown that although I2P generally features better latency results than Tor,

the latter seems to o�er, in general, better throughput and download times than

I2P. For example, Tor got to an average speed of 51 kB/s while I2P only got

to approximately 13 kB/s. This research was published more than a decade ago

(2011) and can easily no longer hold true, which would be in agreement with

what we observed during our work. In addition, and regarding congestion, Tor

uses circuit switching, whereas I2P uses packet switching. Hence, Tor often has

to cope with high congestion rates [31] leading to high latency. Whereas in I2P,

the packet switching leads to some implicit load balancing and helps to avoid

congestion and service interruptions. This is speci�cally important for large �le

transfers, and therefore, I2P is more suitable for such purposes. We also noticed

that three (ASAP Market, Nemesis Market, Chinese Exchange Market) markets

allow access to product pages even if the user is not logged in or registered.

Waiting Queue

The �rst screen users usually see after entering a market will be queuing, which is

mainly used to protect the website from DDoS attacks. The market �rst puts the

user into a queue and then automatically redirects to the next screen after waiting

for a period of time. We also found that this mechanism should also include some

sort of load balancing feature on the server side. We expect that most markets

would implement this mechanism at the �rst point of entry to the site, but this is

surprisingly not the case. Only half of the markets we selected apply this security

mechanism. Actually, CAPTCHAs could also have a somewhat protective e�ect
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on DDoS (which we describe in Section 5.3.1).

(a) Anti-phishing page on Bohemia (b) Anti-phishing page on Archetyp

(c) Anti-phishing page on Abacus Market

Figure 24: Three anti-phishing pages on di�erent markets

Anti-phishing

Depending on the market, users may see this screen before or after logging in.

This is mainly due to the fact that the Tor network is 
ooded with fake mirror

links used for phishing.

Figure 24a shows an example of an anti-phishing page. Users need to compare

the URL in the browser's address bar and �ll in the missing letters or numbers in

the spaces.

Other markets have similar strategies. For example, Figure 24c shows that

users can verify their address on the website by entering the complete URL ad-

dress.
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