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Abstract. Much work in the literature has studied different types of
cyber security related users and communities on OSNs, such as activists,
hacktivists, hackers, cyber criminals. A few studies also covered no-expert
users who discussed cyber security related topics, however, to the best of
our knowledge, none has studied activities of cyber security researchers
on OSNs. This paper fills this gap using a data-driven analysis of the
presence of the UK’s Academic Centres of Excellence in Cyber Security
Research (ACEs-CSR) on Twitter. We created machine learning clas-
sifiers to identify cyber security and research related accounts. Then,
starting from 19 seed accounts of the ACEs-CSR, a social network graph
of 1,817 research-related accounts that were followers or friends of at
least one ACE-CSR was constructed. We conducted a comprehensive
analysis of the data we collected: a social structural analysis of the social
graph; a topic modelling analysis to identify the main topics discussed
publicly by researchers in ACEs-CSR network, and a sentiment analysis
of how researchers perceived the ACE-CSR programme and the ACEs-
CSR. Our study revealed several findings: 1) graph-based analysis and
community detection algorithms are useful in detecting sub-communities
of researchers to help understand how they are formed and what they
represent; 2) topic modelling can identify topics discussed by cyber se-
curity researchers (e.g., cyber security incidents, vulnerabilities, threats,
privacy, data protection laws, cryptography, research, education, cyber
conflict, and politics); and 3) sentiment analysis showed a generally pos-
itive sentiment about the ACE-CSR programme and ACEs-CSR. Our
work showed the feasibility and usefulness of large-scale automated anal-
yses of cyber security researchers on Twitter.
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1 Introduction

According to a recent report [36], the active online social network (OSN) users
reached 4.76 billion in January 2023, more than half of the world population.
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With the popularity of OSNs among people, identifying and finding users who
form different online communities has become an interesting research topic for
many because studying such communities can reveal useful insights about as-
pects such as their memberships, people’s opinions, intentions and motivations
of online users’ activities. Such needs have led to a wide range of social network
analysis (SNA) applications for different purposes, such as maximising the dif-
fusing of new ideas or technologies, improving recommendations, and increasing
the accuracy of expert finding tasks [19].

The application of SNA is also frequently applied to study cyber security
related users on OSNs, e.g., cyber criminals [2J34IT5], hacktivists [I4/13], ac-
tivists [24], and non-experts [25/30]. However, to the best of our knowledge, no
past studies have investigated cyber security researchers on OSNs using a com-
putational data-driven approach, even though many cyber security researchers
and organisations are active on OSNs, and their activities can potentially have a
significant influence on other users, e.g., how non-experts learn about cyber secu-
rity. This paper tries to fill this research gap. Studying cyber security researchers
and organisations’ activities on OSNs could help us to learn more about many
aspects, such as their memberships and social structures, their connections with
other users, characteristics of their members, topics they often discuss, and their
perception and opinions on different cyber security related matters. A better
understanding of those aspects can help us better understand how they play a
role in the wider online cyber security community.

As a case study, we chose to study the research network around the 19 Aca-
demic Centres of Excellence in Cyber Security Research (ACEs-CSR) in the
UK on Twitter. ACEs-CSR are UK universities jointly recognised by the Na-
tional Cyber Security Centre (NCSC, part of GCHQ) and the Engineering and
Physical Sciences Research Council (EPSRC, part of UKRI — UK Research and
Innovation) [20]. See [20] for a list of all ACEs-CSR. These universities are a
good representative subset of cyber security researchers in the UK, allowing us
to test how computational data-driven analysis can be done and to have a view
of the important part of the UK cyber security research community on Twitter.

The main contributions of this paper can be summarised as follows:

1. We tested the performance of the machine learning (ML) classifiers reported
in [I§] for detecting cyber security related accounts in a real-world setting.

2. We developed a new ML classifier to detect cyber security research related
accounts with good performance.

3. Using graph-based analysis and community detection algorithms, our study
showed that such methods can produce useful insights about cyber security
researcher communities on Twitter.

4. Using topic modelling, we identified a wide range of topics discussed by cyber
security researchers on Twitter, including some less related to cyber security.

5. By applying sentiment analysis, we observed a generally positive sentiment
on the ACE-CSR programme and the ACEs-CSR.

The rest of the paper is organised as follows. Some related work is reviewed
in Section [2 We explain our research questions (RQs) and the methodology
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we used in Section [3] Section [4] describes the data collection process used in
our research. The RQ-specific details of the methodology and the corresponding
results are given in Sections Further discussions and limitations can be
found in Section [0} The last section concludes the paper with future work.

2 Related Work

With the enormous content created by OSN users daily, researchers have access
to a massive and wide range of individuals [I]. Different types of users can be
found on OSNs, such as individuals, businesses, organisations and communities,
hacktivists, and cyber criminals [24]. To the best of our knowledge, there has
been no previous work on studying cyber security researchers using a data-driven
approach based on OSN data. A lot of work has been done on studying cyber
criminal groups on OSNs. For example, Aslan et al. [2] studied a list of 100
defacers on Twitter by analysing their activities, social structure, clusters, and
public discussions on Twitter. While in [I5], a clustering technique based on
topic modelling was applied to study the comments of 30,469 users from three
carding forums. In another study about cyber criminals [34], Tavabi et al. built
and analysed a large corpus of messages across 80 deep and dark web forums to
identify the discussion topics and to examine their patterns.

Moreover, several other researchers studied activist and hacktivist groups on
OSNs. For instance, Jones et al. [I3] analysed the presence of the Anonymous
group on Twitter. They built an ML classifier and identified over 20k accounts
from the Anonymous group. Then, the key players were identified using SNA and
centrality measures. By applying topic modelling, the main topics were found
and used to study similarities between the key accounts. Another interesting
example is [24], where Nouh & Nurse studied a Facebook Activist group of
274 users with 670 posts. They created several graphs representing the users’
friendships and interactions through the replies on the collected posts. Using
SNA and different centrality measures, they analysed these graphs and identified
the influential users. Also, sub-communities were found and studied. After that,
they used sentiment analysis to study how user sentiment affected the group.
Finally, they investigated trust relations using link analysis techniques.

A few studies related to analysing non-experts users on OSNs were found.
In [25], Pattnaik et al. conducted a large-scale analysis on cyber security and
privacy discussions of non-experts on Twitter. The researchers developed two
ML classifiers, one for detecting non-expert users and the other for detecting
tweets related to cyber security and privacy. Also, they used topic modelling to
find the top topics discussed by non-experts. Using sentiment analysis, they dis-
covered a general negative sentiment from non-experts when talking about such
topics. Another interesting study was conducted by Saura et al. [30], where they
studied cyber security related issues discussed by home users on Twitter using
a large dataset of 938k tweets. They used sentiment analysis, topic modelling,
and mutual information to find these security issues and studied their effects on
user privacy.
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Another topic related to our research in this paper is the use of ML classifiers
to detect cyber security related accounts and discussions on OSNs. Aslan et al. [3]
built a classifier using a small dataset of 424 manually labelled Twitter accounts
to detect cyber security related accounts on Twitter and achieved good results
using Random Forest and SVM classifiers. Also, in [I8], we created a bigger
dataset of almost 2k Twitter accounts and built a baseline classifier for cyber
security related accounts and several sub-classifiers to detect other sub-groups
(academics, hackers, and individuals), all with good results using several ML
models.

3 Research Questions and Methodology

We found a gap in the literature about studying cyber security researchers on
OSN. Thus, we wanted to explore this area, focusing on the UK ACEs-CSR
network on Twitter as a case study. The main research objective is to study the
cyber security researchers in the ACEs-CSR network and to see what insights can
be obtained from their social structure and sub-communities on Twitter. Also,
using quantitative methods (e.g., topic modelling and sentiment analysis), we
analysed topics they discussed on Twitter. Thus, our research questions (RQs)
for our study are:

{ RQL1: How to identify cyber security research related accounts on Twitter?

{ RQ2: What is the social structure of a typical cyber security research com-
munity on Twitter, such as the one formed by ACEs-CSR and their followers?

{ RQ3: What topics do cyber security research related users in the ACEs-CSR,
network discuss online on Twitter?

{ RQ4: What is the general sentiment of cyber security research related users
when talking about the ACE-CSR program and the ACEs-CSR, on Twitter?

RQs 1-3 depend on RQ1. To address RQ1, we used ML classifiers. Develop-
ing and evaluating such classifiers required us to collect Twitter data starting
from a number of seed accounts of the ACEs-CSR (see Section 4] for more de-
tails). We studied RQ1 by i) applying two ML classifiers from the literature to
detect cyber security related accounts and individual ones, and ii) building a
new classifier to detect cyber security research related accounts on Twitter. For
RQ2, we constructed the social graph from the connections of friends and follow-
ers of the cyber security research related accounts connected to the ACEs-CSR
accounts. Then, we studied the graph’s social structure and analysed different
sub-communities using community detection algorithms. For RQ3, topic mod-
elling analysis was applied using the latent Dirichlet allocation (LDA) algorithm
to analyse the timelines of cyber security research related accounts to identify
the main topics discussed in the ACEs-CSR network on Twitter. Finally, for
RQ4, we used sentiment analysis to analyse all the tweets that mentioned any
ACE-CSR account or talked about the ACE-CSR program. Then, we calculated
the overall sentiment scores in each detected community from RQ2.
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4 Data Collection

To study our RQs, we needed to select the right seed accounts and then crawl
their friends and followers to get the needed accounts and connections between
them to construct the social graph of the cyber security research related ac-
counts in the ACEs-CSR Twitter network. The data collection for this study
was carried out in June 2022. We created a list of 19 Twitter accounts, each
corresponding to an ACE-CSR. First, we looked at each ACE-CSR’s website
and manually searched into Twitter to confirm their official Twitter account.
In some cases, when no official account was identified, we chose the ACE-CSR
lead’s account as the seed account of the corresponding ACE-CSR. However,
there was a single case when we found neither an ACE-CSR’s official account
nor its lead’s account. In this case, we chose the account of the most well-known
cyber security researcher in that ACE-CSR. Since our RQs are unrelated to the
individuals themselves, but about the ACEs-CSR network as a whole, and to
eliminate the risk of re-identification of individual researchers, the dataset was
anonymised. To this end, this paper does not mention any personal detail related
to any account, and our results do not refer to specific individuals or ACEs-CSR.
This preserves individual researchers’ privacy and avoids comparing individuals
and ACE-CSR against each other. Note that such a treatment does not affect
the reproducibility of the work presented in this paper.

For each seed account (Level 1, denoted by Lv1), we fetched its friends and
followers using the Twitter API at Level 1 (i.e., Lv2). Then, we did the same for
the accounts in Lv2, which led to nodes at Level 3 (i.e., Lv3). We fetched only the
first 5,000 accounts (determined by the Twitter API) of friends and followers for
each Lv2 and Lv3 account, as some accounts had a very large number of followers
or friends. After that, we used Lv1l, Lv2, and their connections. The retrieval of
Lv3, which contained almost 16 million nodes, was necessary to capture all the
connections between Lv2 accounts. Finally, we got 42,028 accounts in total for
further analysis (19 in Lvl and 42,009 in Lv2). Lastly, using the Twitter AP,
we obtained the timelines of these accounts (up to 3,250 tweets per account due
to a limit of the API).

5 ML Classifiers

Studying the ACEs-CSR network on Twitter required identifying accounts that
are both cyber security and research related. Thus, two classifiers were needed.
Additionally, we needed a classifier to detect whether a Twitter account belongs
to an individual or non-individual (e.g., group, organisation, government, NGO,
news channel). Thus, a third classification task was also needed.

5.1 Cyber Security Related and Individual Classi ers

Regarding the cyber security related and individual classifiers, we used two clas-
sifiers we developed in 2021, reported in [I8]. Before using these two classifiers,
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we re-trained and re-evaluated their performances (see Appendix|Affor more de-
tails). We extracted the required feature sets for our data collection as described
in [18]. After that, the selected trained classifiers were used to predict the class
of each account in the data collection according to each classification task. The
prediction statistics are listed in Table [2l The Individual classifier was applied
following the Cyber Security (Baseline) classifier to detect cyber security related
individuals. Also, we applied the Individual classifier after the Research classifier
— described in the next subsection — to detect whether a research related account
is for an individual (e.g., researcher) or a non-individual.

5.2 Research Related Classi er

To identify cyber security research related accounts, we needed a new classifier
for research related accounts. We considered a data sample as a positive case
if it is involved with any research work or activity related to research. This is
judged based on the account’s description and timeline. This makes any cyber
security researcher a positive case even if they does not work in academia or is
not associated with any research organisation. This is the significant difference
between our Research classifier and the Academia classifier reported in [I§].

Feature Extraction: Besides the features we extracted for the Baseline and
Individual classifiers, we introduced new features for this new Research classifier
named the Research (R) group, which contains the following features. A) Con-
nections with seeds, which is a metric of two values. The first is the number
of seed accounts that follow this account, while the second is the number of
seed accounts that this account follows. B) Researcher Keywords, using a
compiled list of 27 keywords that can be found in the Twitter “Display Name”
and “Description” fields and can refer to an account that is related to research,
e.g., “Professor”, “Academic”, “Lecturer”, “Reader”, “Scientist”, “Research”,
“Researcher”, “Researching”, “Research Assistant”, “Research Associate”, “Re-
search Fellow”, “Faculty”, “University”, and “PHD”. These features form a 54-D
vector, and each value reflects whether one of the 27 keywords appears at least
once in the “Display Name” or “Description” field. C) Veri ed, which is a binary
value corresponding to the Veri ed profile attribute in the Twitter account, as
indicated by the blue check mark. D) Website category, which is derived from
the “Website” field of the account’s profile. Sometimes a link for a page can tell a
lot about the Twitter account owner. We processed the URL found in this field
and identified the host of each URL, and then used some regular expressions
with manually created lists of hosts, main domains, and top-level domains to
assign the parsed URL to one of the following three categories. 1) “Research”:
this category represents a website more likely related to research, such as a uni-
versity or a research institute. Some entries used in this category’s domain list
are “.edu”, “.ac.”, “.academy”, “orcid.org”, and “scholar.google%”. We noticed
that universities do not have a unified domain in some countries. Thus, we used
an additional list of university hosts [I1] to capture as many cases as possible.
2) “Mixed”: here, the website is not specifically related to research, but it might
be. Some examples of the hosts and domains in this category are “linkedin”,
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Table 1: Experimental results of all the machine learning classifiers

Task Featurs #F #S ‘Decision Tree‘Random Forest‘ Extra Trees

‘ F1 Prec Rec‘ F1 Prec Rec ‘ F1 Prec Rec
Baseline PBCL 149 1974 0.88 0.88 0.8910.91 0.90 0.95 |0.91 0.91 0.94
Individual PBCL 149 957 0.84 0.84 0.84|0.89 0.91 0.87 |0.88 0.93 0.84
Academia K:UCIDF 200 245 0.81 0.68 1.00(0.90 0.82 1.00 |0.92 0.85 1.00
Research R 46 1003 0.78 0.94 0.67|0.81 0.94 0.72 |0.81 0.94 0.71

Logistic Reg.| XGBoost |SVM (Linear) |[SVM (RBF)
F1 Prec Rec‘ F1 Prec Rec‘ F1 Prec Rec ‘Fl Prec Rec
0.90 0.91 0.91]0.91 0.90 0.94(0.91 0.91 0.92 |0.90 0.91 0.91
0.89 0.90 0.88]0.91 0.92 0.90(0.89 0.91 0.87 |0.87 0.91 0.83

0.00, 0.00 0.00(0.82 0.69 1.00 [0.00 0.00 0.00 [0.43 0.71 0.58
0.82 0.97 0.72|0.81 0.94 0.72]0.82 0.97 0.72 |0.83 0.96 0.73

“medium”, “github”, “.info”, “.net” and “.com”. 3) “Other”: any other websites
that are less likely related to research and do not fall under the previous two
categories.

Classi er Training Dataset & ML Models: The training sub-dataset for
this classifier was created as follows. After using the Baseline classifier to predict
the labels of the 42k accounts, we kept only the accounts that were predicted
as cyber security related accounts. Then, we randomly selected around 1,200
samples from the new group to label them manually. The selection and labelling
process was repeated until we got a balanced dataset of 1k data samples. The
same seven ML models were used for training and testing, including ET and
XGBoost (see Section. Moreover, we experimented with different feature sets
to compare their performance scores and report which ones were the best for
this new classifier.

Experimental Results: Using the ML Python library Scikit-Learn [26] and
the above models, we experimented with the following feature set combinations:
R, PR, BR, CR, PBCR, and PBCLR. All models were trained and tested with 5-
fold stratified cross-validation. The testing results are shown in Table[I} where we
keep only the best-performing feature sets. A colour scale from red to green was
used for the Fl-scores. The highest F1-score is 83% using the R, BR, CR, PBCR,
PBCLR feature sets, and the SVM-R (SVM with RBF kernel), ET, and RF
models. Although we wanted to select the best classifier based on the Fl-score,
we had to consider the Precision as well since it corresponds to the accuracy of
the positive class (i.e., the research related account). By choosing Precision over
Recall, we decided to prioritise false positives (FPs) over false negatives (FNs)
since our OSN analysis required working with positive samples and inspecting
their profiles, timelines and connections. Moreover, since we were studying the
communities resulting from positive samples, we needed the predicted positive
samples to be more accurate and the FPs to be as minimum as possible. The
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Table 2: The prediction results of the used machine learning classifiers

Task  Features Model #/(Samples) Prediction Samples Positive Negative

Baseline PBCL  RF 42,028 42,028 9,377 32,651
Individual PBCL  RF 42,028 9,377 4,795 4,582
Research R SVM-R 42,028 9,377 1,684 7,693

highest Precision score is 97%. Finally, the best-performing models are SVM
(RBF and Linear kernel) and LR (Logistic Regression).

Applying the Research Classi er: For the prediction of the research re-
lated accounts in our data, we selected the trained Research classifier built using
the R feature set and the SVM-R model (F1l-score = 83%, Precision = 96%).
Since the Research classifier is also a cascaded classifier following the Baseline
classifier, we only considered positive samples (9,377) predicted by the Baseline
classifier as the input for this classifier. The prediction statistics are listed in
Table 2] Finally, we got 1,684 positive samples and 7,693 negative samples.

6 Social Structural Analysis

6.1 Social Graph Construction

To construct the social graph of the ACEs-CSR network, we had to identify the
nodes and their edges. For nodes, we used the ML classifiers explained in Sec-
tion [5] to find cyber security and research related accounts. As a result, we got
1,684 nodes, and after manual verification, some false positives were captured.
Thus, the selected nodes were 1,817. For edges, we filtered the connections ex-
tracted in Section [d] where we kept only those where both ends are in selected
nodes. As a result, we built a directed graph with 1,817 nodes and 64,826 edges.
The constructed OSN graph was visualised using Gephi [4]. Figure 1| shows
four example visualisations of the ACEs-CSR graph with different numbers of
communities under different parameters. The nodes’ sizes are scaled using their
in-degree centrality. We can notice a few ACE-CSR nodes that are remarkably
bigger than the other ACE-CSR nodes.

6.2 Communities Detection & Analysis

To study the big ACE-CSR graph, we had to break it down into sub-graphs,
where each graph represents a community or a group of Twitter accounts that
have something in common. A community in a network is defined by [22] as
a subset of nodes that are densely connected with each other but at the same
time have a few connections to other network nodes. Since the graph nodes
had no ground truth labels of any characteristic, using supervised classifiers
was impossible. This is normal in such cases as we do not know the number of
communities and whether they are roughly equal in size when we want to break
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