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Abstract: As excellent tools for aiding communication, an intelligent reflecting surface (IRS) and an
unmanned aerial vehicle (UAV) can extend the coverage area, remove the blind area, and achieve a
dramatic rate improvement. In this paper, we improve the secrecy rate (SR) performance of directional
modulation (DM) networks using an IRS and UAV in combination. To fully explore the benefits
of the IRS and UAV, two efficient methods are proposed to enhance the SR performance. The first
approach computes the confidential message (CM) beamforming vector by maximizing the SR, and
the signal-to-leakage-noise ratio (SLNR) method is used to optimize the IRS phase shift matrix (PSM),
which is called Max-SR-SLNR. To reduce the computational complexity, the CM, artificial noise (AN)
beamforming, and IRS phase shift design are independently designed in the following method. The
CM beamforming vector is constructed based on the maximum ratio transmission (MRT) criteria
along the channel from Alice-to-IRS, the AN beamforming vector is designed by null-space projection
(NSP) on the remaining two channels, and the PSM of the IRS is directly given by the phase alignment
(PA) method. This method is called the MRT-NSP-PA. The simulation results show that the SR
performance of the Max-SR-SLNR method outperforms the MRT-NSP-PA method in the cases of
small-scale and medium-scale IRSs, and the latter approaches the former in performance as the IRS
tends to a larger scale.

Keywords:
confidential message; artificial noise; secrecy rate

intelligent reflecting surface; unmanned aerial vehicle; directional modulation;

1. Introduction

Due to the advantages of mobile controllability, on-demand placement, and low cost,
unmanned aerial vehicles (UAVs) have gained wide attention and application in industry
and academia, as shown in [1,2]. With lower manufacturing costs, miniaturization, and
the improved performance of UAVs, many new applications have emerged for UAVs
in civilian and commercial applications and communication relay, as shown in [3]. In
addition, UAVs have a high potential for having line-of-sight (LoS) and air-to-ground
(ATG) communication because of their mobile controllability and on-demand placement
flexibility, as shown in [4,5].

However, due to the inherent broadcast nature of wireless communications, which
makes confidential message (CM) information vulnerable to interception and eavesdrop-
ping by unauthorized users [6-10], in recent years, the physical layer security (PLS) of
wireless communication has gained extensive attention. Moreover, PLS will potentially
become one of the key techniques of future sixth generation (6G) mobile communications.
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The main solution to the traditional PLS problem is to prevent illegal users with a computa-
tional NP-complete difficulty from breaking the CM by using the encryption mechanism in
the upper-layer protocol stack in [11].

Nevertheless, encryption technology that relies on encryption algorithms has security
risks due to its conditional security. Therefore, a keyless PLS security eavesdropping
channel wire-tap model was proposed by Wyner [12], in which secure communication
could be achieved without relying on encryption technology. In [13,14], artificial noise (AN)
was used to effectively enhance the legitimate channels and weaken the eavesdropping
channels in order to realize wireless network security. In [15], the authors investigated PLS
with multiple single-antenna eavesdroppers in the millimeter wave channel. Here, two
transmission schemes, maximum ratio transmission (MRT) and maximizing the security
throughput under the constraint of the security interruption probability, were proposed by
utilizing the specific propagation characteristics of mmWave.

As an effective physical layer transmission technology suitable for the LoS propaga-
tion channels, directional modulation (DM) has increasingly attracted research attention
from both industry and the academic world, as shown in [16-18]. Considering that the
ATG channels of a UAV are mainly dominated by LoS channels, DM technology can be
perfectly applied in UAV trunking networks to significantly improve the security of the
communication systems. In [19], the authors studied the secure simultaneous wireless
information and power transfer (SWIPT) problem for UAV relay networks, where the UAV
operated in amplified forwarding (AF) mode, derived the connection probability, security
outage probability, and instantaneous secrecy rate (SR) of the system, and analyzed the
asymptotic SR performance. In a secure SWIPT transmission network for UAV in millimeter
wave scenarios [20], the number and location of eavesdroppers obeyed the Poisson point
process, and the UAV forwarded the CM while charging the legitimate user, which jointly
designed the launch power of the UAV and the placement position.

Adding AN to the DM network was extraordinarily effective [21]. In [22], phase align-
ment (PA), AN, and random subcarrier selection based on orthogonal frequency division
multiplexing were combined to achieve precise and secure wireless communications.

Compared to a relay [23], an intelligent reflecting surface (IRS) has the following main
advantages: low power consumption, low cost, and the ease of realizing a large scale or
even an ultra-large scale. Thus, an IRS can be physically deployed and integrated in wireless
networks at a low cost. By adjusting its phase shift matrix, the IRS may intelligently control
and change the wireless environment to improve the system’s spectral efficiency and energy
efficiency [24-28]. An IRS can be applied to a diverse variety of communication areas, such
as multiple input multiple output (MIMO) [29,30], relay [31], covert communication [32],
SWIPT [33], spatial modulation networks [34], and UAV networks [35]. In [30], adjusting
the phase of the IRS mitigated the interference at the cell edge, and the performance of
a cell-edge user was improved. In an IRS-assisted multi-antenna relay network [31], to
further improve the rate, the authors designed three methods for power allocation. The
three proposed methods had a higher rate gain than the EPA method. In IRS-aided covert
communication [32], penalty successive convex approximation and a two-stage algorithm
to jointly design the reflection coefficient of the IRS and the transmission power of Alice
were proposed. More importantly, the existence of perfect covertness under perfect channel
state information (CSI) was proved. In an IRS-aided UAV network, the average SR was
improved by jointly designing the transmitting beamforming, UAV trajectory, and phase
shift of the IRS [35].

Combining an IRS and DM can enable a dramatic rate performance improvement
[36-39]. In [36], using a multipath channel, a single CM signal was transmitted from the
base station to a legal receiver using two symbolic time slots, where the IRS phase matrix
was aligned with the direct and cascade paths, respectively. Although the method in [36]
had low complexity, the transfer of information in two time slots led to an SR performance
loss. In order to further enhance the SR [37], a semi-definite relaxation (SDR) method was
designed to jointly optimize the CM beamforming, AN beamforming, and IRS phase, while
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maximizing the SR. In traditional DM networks, only one bitstream can be transmitted
between the base station and a user, even with multiple antennas. With the help of an IRS,
is it possible to achieve a multiple stream transmission via a controlled multipath in the LoS
channel. In [38], with the aid of an IRS, the DM achieved two independent CM streams from
Alice to Bob under a multipath channel. Since the design of the receive beamforming was
not considered in [38], the authors designed two alternating iterative methods to design
the receiving beamforming and IRS phase in [39] to maximize the receiving power sum.

However, the proposed method in [37] was of high computational complexity with a
high rate performance, and the proposed scheme was of a low spectral efficiency with a
large rate performance loss due to the fact that the two-symbol period only transmitted
one symbol [36]. In practical applications, an IRS needs to be fixed at a specific location.
Therefore, an IRS can be installed on a drone to provide a more reliable and secure connec-
tivity. The UAV-assisted IRS device may be viewed as a reflecting relay, for example, due to
severe shadow fading in urban buildings or hilly terrain, or damage to communications
infrastructure due to natural disasters. Deployment using low-altitude drones is faster,
more flexible in configuration, and may have better communication channels due to the
presence of strong LoS links. The UAV-aided IRS is very similar to a relay satellite. How-
ever, the main difference between the two lies in the coverage and application scenarios.
A UAV-assisted IRS is more suitable for application scenarios that have relatively small
coverage areas and require rapid deployment and response. Relay satellite communication,
on the other hand, is more suitable for application scenarios that require communication on
a global scale [40]. In other words, a relay satellite is more stable and reliable and suitable
for applications in which remote communication is performed offline. Combining a UAV,
an IRS, and DM can fully explore their advantages of a high position, passive reflection,
and a directive property to form an enhanced secure wireless transmission. In practical
applications, for energy-efficient and secure communication, using a UAV and an IRS cre-
ates multiple paths for propagation in three-dimensional (3D) conditions. In this scenario,
the SR of the communication system is further enhanced by increasing the number of IRS
reflecting elements. This may lead to a significant performance improvement compared to
direct communication. The main contributions of the article are as follows:

1.  The IRS and UAV-aided DM networks were established to transmit a single CM
stream by giving full play to the advantages of the DM, UAYV, and IRS to improve the
SR performance. To obtain a high performance SR, the CM beamforming vector was
given by the rule of maximizing the SR (Max-SR), and the method of maximizing the
signal-to-leakage-noise ratio (SLNR) in [41] was used to design the PSM of the IRS. The
mutual iterative CM beamforming vector and the PSM of the IRS further improved the
SR. AN was independently projected on the null-space of other channels, maximizing
the interference with Eve through the direct channel. The iterative process was related
to the initial value. Therefore, the Max-SR-SLNR method had high computational
complexity.

2. To reduce the computational complexity of the Max-SR-SLNR, a maximum ratio
transmission (MRT)-based method is proposed. Here, the CM and AN beamforming
vectors were constructed by using an MRT and an NSP, respectively, whereas the PSM
of the IRS was designed by using the phase alignment (PA) method. It is particularly
noted that the three optimization variables (OVs) were designed independently, and
the method is called the MRT-NSP-PA. In addition, CM beamforming was only
aligned to the Alice-to-IRS channel, ignoring the direct channel, etc. Therefore, the
relationship between the direction of the CM beamforming and the number of IRS
reflecting elements was observed from simulations. By designing different MRT
methods at different IRS scales, the SR performance of the MRT-NSP-PA method was
improved at small-scale and medium-scale IRSs.

The structure of this paper is as follows. Section 2 shows the system model of this paper
and the derivation of the SR problem under this model. The two designed beamforming
methods are presented in Section 3. In Section 4, the numerical simulations and related
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analyses are presented. In the end, Section 5 draws the conclusions and presents the
limitations of the two methods.

Notations: In this paper, bold lowercase and bold uppercase letters represent vectors
and matrices, respectively.The notation Iy indicates the N x N identity matrix. The sign of
E{-} is the expectation operation. The mathematical notations are shown in the following
Table 1:

Table 1. Explanation of mathematical symbols.

Conjugate Transpose Inverse Pseudo-Inverse Two-Norm Diagonal Operator

()" Ol ()" -l diag(-)

A comparison table to compare the existing works is drawn as Table 2:

Table 2. A comparison table with previous works.

Previous Work Aim of the Method Strong Point Limitation
Existing method in [36] Boost SR Low complexity Poor SR
SDR in [37] Maximize SR High SR High complexity

2. System Model

As illustrated in Figure 1, an IRS- and UAV-aided DM network is sketched, where the
IRS was mounted on a UAV, and the UAV hovered at a suitable height such that the UAV
could see Alice, Bob, or both. Alice was a transmitter equipped with N, antennas, Bob and
Eve were the legal and illegal receivers equipped with a single antenna, respectively, and
the IRS was equipped with N; passive reflecting elements.

Alice

' Eve

Figure 1. System model drawing of an IRS- and UAV-aided DM network.

The baseband signal sent from Alice is given by

x = /B1Prvems + /BaPrvanz, 1)

where 1 denotes the power allocation (PA) factor of the CM, B, represents the PA factor of
the AN, with 81 + B2 =1, P; stands for the transmit power, vcy; represents the precoding
vector of the CM with vy € CNex1 v 4 represents the precoding vector of the AN with
van € CNox1 s represents the CM, with a constraint that E[|s|?] = 1, and z is the AN with
E[lz]?] =1
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The signal received at Bob is represented as

Yo = (x/gabhﬂ, + \/gaihhﬁf@Hui)X + 1y
=/ gubﬁ1pthﬂ,VCM5 + vV 8aib/31Pthﬁ,I®HmVCMS+
V8arB2Prhliv anz + \/aip B2 Prhl OH v 4Nz + 1, ()

where hy, € CNe*1 Hy; = h(6,,, ¢y, hH (6%, ¢44;) € CN*No and hy, € CNo*! represent
the Alice-to-Bob, Alice-to-IRS, and IRS-to-Bob channels, respectively. g,, and g.ip = $4iSip
are the path loss coefficients of the Alice-to-Bob direct channel and the cascade channel,
respectively. n, ~ CN(0,02) is the additive white Gaussian noise (AWGN) at Bob. The
phase shifting matrix (PSM) of the IRS is given by

0 = dlag (ej‘Pl, v ,gj¢’n1, e ,€j¢NS), (3)

where ¢, is the reflected phase of the m-th cell on the IRS, and ot = (ej4’1, cee, elPns ).
The normalized channel vector can be written as

1 1, . . H
= |2 Pop(1) .. o27Pee(2) L 27 Pe(N)
h(6, ¢) \/N{e el L e ole) .. e 9 } , 4)
where the phase shift @y ,,(1) is given by
d N+1
<I>9,4,(n) ——A<n—2) cosbcosp, n=1,---,N, (5)

where d is the array element spacing, A is the carrier wavelength, 6 is the angle of departure,
and ¢ is the pitch angle.
Similarly, the signal received at Eve can be given by

Ve = ( /Zach + /goehl] ®H,U->x T,
= \/QaeP1Pthilvers + \/gaieB1 Prhl OH v e prs+
V/ SaeBaPrhilv anz + \/$4ie B2 PO OH v anz + 1e, (6)

where h;, € CNeX1 and h;, € CNs*1 represent the Alice-to-Eve and the IRS-to-Eve channels,

respectively. gse and g,i. = $4iie are the path loss coefficients of the Alice-to-Eve direct

channel and the cascade channel, respectively, and 1, ~ CN (0, Uez) is the AWGN at Eve.
The signal received at the IRS can be indicated as

yi = Hyix = Hyi(\/B1Pevems + / BaPivanz). 7)

According to (2), the signal-to-interference plus noise ratio (SINR) of Bob is expressed as

2
B1Pi|/Zavhlivem + /Zah i OHivep|

Yo = m m 2 5 8
BaP:| /Sl van + \/Zaishlf OH v AN |~ + 07
In terms of (6), the SINR of Eve is written as
2
B1P: ’ \/gaehgeVCM + guiehgeHuiVCM| )

e — 5 .
BaPt|\/Sachliv an + /ZaichlOH, v AN |~ + 07

The corresponding rates of Bob and Eve are expressed as

Ry = logy (14 7p), (10)
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and
Re =logy (1 +7e), 11

respectively; hence, the calculation of the SR proceeds as follows:

1+
Rs = [Rb—Re]+—log2<1+zb>, (12)
e

where [x]* £ max{0, x}.

3. The Proposed Beamforming Methods: Max-SR-SLNR and MRT-NSP-PA

In this section, two beamforming methods, called the Max-SR-SLNR and MRT-NSP-
PA, are proposed in the IRS- and UAV-assisted DM network. To further enhance the SR of
the MRT-NSP-PA, the relationship between the direction of the CM beamforming and N is
explored.

3.1. The Proposed Max-SR-SLNR

First, we optimized the AN beamforming vector, which is independent of ® and vcy,.
Alice projects the v 4y on the null space of other channels and maximizes the received AN
power along the Alice-to-Eve direct channel at Eve. The design of the v 4y is written as the
following equation

max  viyhg,hilvay (13a)
VAN
H H H
such that (hah Hm«) vany =0, v vy =1. (13b)
Let us define
H
P— (hah Hg) : (14)

According to the first constraint of (13), v 4 can be rewritten as
H a\'
VAN = [INH —P (PP ) P} AN, (15)
where u 4 is a new optimization variable with uf[{Nu AN = 1. Let us define
H H\'
T= {IN—P (PP ) P} (16)

Therefore, (13) can be simplified as

r&a; uﬁNTHhuehﬂTuAN (17a)
such that  uffyuay = 1. (17b)

Since the matrix T is a matrix of rank-one, v 4 can be expressed as

Tfuehae

VAN = 75— 18
AN HT—uehaeH ( )
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Next, we designed the alternating iterative optimization problem with two variables,
veym and ©. The optimization problem with the criterion of maximizing the SR can be
expressed as

max Rs(veym, O) (19a)
VCM/®
such that vZ,,vcy = 1,010 = N,. (19b)

The SINR of Bob can be re-expressed as follows

H H
7o = gt Ve (20)
VzNthh{;éVAN + U'bz

where

hﬁ = (\/ /31Pt8abhfﬁ§ + v ,BlptguibhgeHaO/
hi} = (VB2Pigahlh + V/B2Pigaishl{ OH,; ). @)

Accordingly, the rate of Bob can be rewritten as

H h.  hE
Ry = log, [ 1+ HVCM bll-I p1VCM ol 22)
VAthZthVAN + 0}
Similarly, the SINR of Eve can be rewritten as
H h hH
Yo = el M 23)

V;INhezhgvAN +02’

where
bl = (VBiPgubll + BiPgabliom,),
hfi = (VB2Pigachlh + v/B2Pigaich[{OH,; ). 24)

Therefore, the rate of Eve can be expressed as follows

(25)

H H
veaherhe1vem
H .
gNheZhgszN + (762

R, = log, <1+ -

According to (22) and (25), we designed the CM beamforming vectors using the
criterion of maximizing the SR, and (19) can be transformed into

VgM(({l + Ug)INH + hblhg)VCM

max (26a)
veMm V?M ((b + (TQZ)INH + helhg)VCM
such that V?Mvc M =1, (26b)

where a = VEthh{éVAN, and b = VgNhezthAN-
Accordingly, the Rayleigh—Ritz ratio theorem can be used, and vy, is the eigenvector
corresponding to the largest eigenvalue of the following formula

.
((b+UL’2)INa +he1hg) ((H+U§)1Na +hblh{;{1>' (27)
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The signal-to-leakage-noise ratio (SLNR) method was designed as the PSM of the IRS
[41] as follows

max SLNR(6) (28a)
such that 676 = N, (28b)
where the objective function of (28) is

SLNR(6) — — T OaveuveyHy Ohy (29)
hH®H,veuvE, HEO;, + 02

One obtains
diag{a}b = diag{b}a, (30)

where a € CNs*1 and b € CNs*1, Therefore, the objective function of (28) can be ex-
pressed as

oAl
PETY (31)

where A = diag(HaiVCM)hibhg diag(H,;vcym), and B = diag(HﬂivCM)hiehg diag(H,ivem)
+ ?\T{INS .
Accordingly, the Rayleigh—-Ritz ratio theorem can be used, and 6 can be obtained by

the following formula
B lA. (32)

Let us define the eigenvector corresponding to the largest eigenvalue of (32) as u. Since @
has a constant mode constraint, ® can be given by

0 = diag(e/¥8Y), (33)

We designed the vy, van, and PSM of the IRS. It is particularly noted that the v 4y
is independent of the vy and PSM of the IRS, while vcy and the PSM of the IRS are
mutually coupled. Therefore, it is necessary to alternately optimize the v and © until
R§” ) _ Rgp -1 < €, where p represents the total number of iterations, and the optimal vy,
and © can be iterated. The whole iterative process is listed in Algorithm 1.

Algorithm 1 Proposed Max-SR-SLNR method

1: Set initial solution @), V(COXA, and v4y. Random multiple phases of 8, and calculate

the initial R\,
Set p =0, threshold e.
repeat

Given (@) v 4n), according to (27) to obtain V(C%rl).

1),VAN), according to (33) to obtain o+,

Given (V(CI’;\J/Ir
Compute Rs(pH) using V(C]ﬂrl),vAN and ©(P+1D),
p=p+l;

until RY — Rfl < ¢, and record the maximum SR value.

The computational complexity of the Max-SR-SLNR method is

O(D1(Dy(N? + 7N? + 8N, N; — 2N; — 2+
2N2 +4N?) +2N? + N, — 1)) (34)
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float-point operations (FLOPs), where D; and D, represent the iterative numbers of the
optimization variables vcj; and ©.

3.2. The Proposed MRT-NSP-PA

In the above subsection, the iterative optimization process between variables vy
and 0 led to a high computational complexity. In order to reduce the complexity of the
Max-SR-SLNR, a low-complexity MRT-NSP-PA method is presented in which the three
variables vy, van, and 8 were designed independently as follows.

Let us define

h, = h'(6})). (35)

First, the MRT method was used to design vcy. Taking the transmit power limit into
account, the final CM beamforming vector can be directly given by

hai
Veym = . (36
M = T )

In the same manner, the AN beamforming method based on the MRT and NSP is

Tfuehae

VAN = 70— 37
AN ||T—uehaeH ( )

Next, we designed the IRS phase matrix @, which was completely different to the Max-SR-
SLNR method. The received CM power via the cascaded path at Bob is equal to

Py = B1PigainveyHy ©hiphly OH,ve. (38)
Equation (38) can be rewritten as

Py, =B1Pig,,0" diag(H,ven ) hyp- (39)
h! diag(H,ivem). (40)

To maximize the received CM power along the cascaded path from Alice to Bob via the IRS
at Bob, the PA method directly gives the value of 0 as follows:

9 — ¢ Jjarg(hf) diag(HuiVCM))H. (41)
The complexity of this MRT-NSP-PA method is
0) (2N§ + 2N, N; — 2N; + 4N, +2N2 — 2) (42)

FLOPs.

From (34) and (42), it can be noticed that the computational complexity of the Max-SR-
SLNR method was higher than that of the MRT-NSP-PA method. Because the beamforming
vectors of the MRT-NSP-PA method were designed as closed form solutions, they have the
advantage of low computational complexity. However, there was some performance loss
of the SR in the MRT-NSP-PA method. Of the two methods, the MRT-NSP-PA method was
more feasible. This is because in the MRT-NSP-PA algorithm, the CM, the AN beamforming
vector, and the PSM of the IRS were designed as closed form solutions.

In the above, the CM beamforming was only phase-aligned to the Alice-to-IRS chan-
nel, ignoring the direct path to the desired user Bob, etc. Therefore, designing the CM
beamforming in this case led to performance loss. In order to explore the CM beamforming
direction on the SR performance, we explored the relationship between the number of IRS
reflecting elements and the direction of the CM beamforming. Thus, the CM beamform-
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ing was allowed to rotate in the angle range [0, 7z]. In this case, the direction of the CM
beamforming 0y is written as

Ocm € [0, 7). (43)
In what follows, we adopted three methods to design vcy:

hub

vey = —2, (44)
M g
(hai+hab)
VoM = i, (45)
M (g + hyp) ]
and
hai
Ve = 2 (46
M = T )

4. Simulation and Analysis

The numeral results to examine the SR performance and computational complexities
of proposed algorithms are provided herein. The simulation parameters are set as Table 3.

Table 3. Table of simulation parameters.

Parameter Value
Alice coordinate (0,0,0) m
IRS and UAYV coordinate (39.8,3.5,3.5) m
Bob coordinate (90,0, 0) m
Eve coordinate (96.6, —25.9, 0) m
Transmitting power, Ps 30 dBm
Noise power, 07 and 072 —40 dBm
PA factor, 1 0.8
distance of Alice-to-IRS, d,;; 40 m
distance of Alice-to-Bob, d, 90 m
distance of Alice-to-Eve, d; 100 m
angle of departure of Alice-to-IRS 177t/36
angle of departure of Alice-to-Bob 17t/2
angle of departure of Alice-to-Eve 7m/12

After setting the 3D coordinates of the IRS and UAYV, Bob, Eve, and Alice, their
corresponding 2D coordinates can be obtained so that the departure angles and distances
can be obtained. In turn, the channel state information of each channel can be determined.
In the following, our two proposed methods are compared with two benchmark schemes:

1. No IRS: This scheme disregards the presence of the IRS. © = Oy, x .-
2. Random Phase: Here, the IRS phase shift value takes on a random value, and the
phase of the IRS is random within the range [0, 27).

Figure 2 shows that SR versus N;. The SR performance of the Max-SR-SLNR and
MRT-NSP-PA was much higher than the cases of the no IRS, random phase, and the existing
method in [36] and gradually increased with N;. Their SR performance was ordered from
the best to the worst as follows: the SDR in [37], the Max-SR-SLNR, the MRT-NSP-PA, and
the existing method in [36]. The SR performance gap between the Max-SR-SLNR and the
SDR in [37] was small. When N;s was 256, the existing method in [36], the MRT-NSP-PA
method, the Max-SR-SLNR method, and the SDR in [37] had a higher SR than the random
phase and no IRS: 18%, 47%, 50%, and 53%, respectively. The SR of the Max-SR-SLNR
method was much higher than the MRT-NSP-PA method when the IRS was small- to
medium-scale. For the case of a large scale, the latter approached the Max-SR-SLNR. The
application scenario of this conclusion was that the departure angle from Alice to IRS had a
certain angular separation from the departure angle from Alice to Bob.
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Figure 2. Secrecy rate versus the number of IRS elements. (name in year is the comparison method).

Figure 3 plots the SR versus the SNR for N; = 128. As can be seen from the simulation
diagram, the SR performance of the six schemes increased with the increase in the SNR.
The SR performance of the proposed MRT-NSP-PA method and the Max-SR-SLNR method
was about two times that of the existing methods in [36]. When SNR = 10 dB, compared
with the cases of the no IRS and the random phase, the SDR in [37], the Max-SR-SLNR
method, and the MRT-NSP-PA method achieved SR improvements of roughly: 47%, 46%,
and 34%, respectively. Therefore, this means that effectively designing the PSM of the IRS,
CM, and AN beamforming can harvest obvious performance gains.

—6— Jiangong Chen in 2022 (SDR method)
=——f— Proposed Max-SR-SLNR
—©— Proposed MRT-NSP-PA
Liangling Lai in 2020
—6— No-IRS

= = = +Random Phase

Secrecy Rate (bits/s/Hz)

0 I I I
0 5 10 15 20
SNR

Figure 3. Secrecy rate versus the SNR.

Figure 4 shows the SR versus the distance between Alice and Bob for N; = 100. It
can be observed that as the d,;, increased, the SRs in all cases tended to decrease. This is
because increasing the d,; increased the path loss. It can be seen from Figure 4 that the SR
of the existing method in [36] was only half of the SR performance of the Max-SR-SLNR
and MRT-NSP-PA method, thus demonstrating the advantages of our proposed methods.
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—©— Jiangong Chen in 2022 (SDR method)
——4— Proposed Max-SR-SLNR
—©— Proposed MRT-NSP-PA

Liangling Lai in 2020

—6— No-IRS

= = = :Random Phase

Secrecy Rate (bits/s/Hz)

80 120 160 200 240 280
Distance between Alice and Bob d,

Figure 4. Secrecy rate versus the distance between Alice and Bob.

Figures 5-7 illustrate the SR versus directional angle of the CM beamforming with
different numbers of IRS elements as follows: 16, 256, and 1024. With the increase in
N, the directional angle of the CM beamforming constantly changed from 0 to 7. When
N; = 16, the SR was the highest when the CM beamforming was transferred to the direct
channel from h,;,. When N; = 256, the CM beamforming was directed to the middle of the
H,; channel and the h;, channel. When N; = 1024, the SR was the highest when the CM
beamforming was aimed at the Alice-to-IRS channel. These results were mainly due to
the fact that the Alice-to-Bob direct channel dominated in the case of the small-scale IRS,
whereas the cascaded channel via Alice, the IRS, and Bob dominated for the large-scale
scenario.

Based on the inspiration of Figures 5-7, we propose three different MRT methods for
designing CM beamforming vectors. In Figure 8, the SR versus N; is plotted for the various
MRT methods. The figure shows that the three methods had different advantages under
different numbers of IRS elements. When N; ranged from 8 to 64, vcys was aligned with
the h,;, channel to achieve the best SR performance. When N; varied from 64 to 512, vey
was aligned with the channel between h,;, and H,; to achieve the best SR performance.
When N; changed from 512 to 1024 (i.e., under hyperscale), vcys was aligned with the H;
channel to achieve the best SR performance.

8

7r X 90
Y 7.3806

Secrecy Rate (bits/s/Hz)

0 | | | |
0 20 40 60 80 100 120 140 160 180

OUM

Figure 5. Secrecy rate versus fcy;.
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Figure 6. Secrecy rate versus 0cp.
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Y 11.8828
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Figure 7. Secrecy rate versus 0cp.

——— v aligned hy,
——— v aligned between Hy; and hy,
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Secrecy Rate (bits/s/Hz)

log, N,

Figure 8. Secrecy rate versus N;.

Figure 9 plots the computational complexity versus N;. Figure 9 shows that there was
an increasing order in complexity (FLOPs): the existing method in [36] (O(N?) FLOPs),
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the MRT-NSP-PA (O(N?) FLOPs), the Max-SR-SLNR (O(N?) FLOPs), and the SDR in [37]
(O(N*?) FLOPs). The MRT-NSP-PA was at least one and two orders of magnitude lower
than the Max-SR-SLNR for the small-scale and large-scale IRS, respectively. Moreover, as
N; increased, the complexity gradually and linearly rose. From Figures 2 and 9, it can be
seen that the two methods proposed in this paper had higher SRs than the method in [36].
In addition, the gap in the SR performance between the Max-SR-SLNR method and the
SDR method in [37] was small, and the computational complexity of the Max-SR-SLNR
method was much lower than the SDR method in [37]. Thus, the two methods proposed in
this paper have their own advantages in terms of the SR performance and computational
complexity.

10'8

T T T T
—6— Jiangong Chen in 2022 (SDR method)
—+— Proposed Max-SR-SLNR
—©— Proposed MRT-NSP-PA

Liangling Lai in 2020

o
=)

o
o
Q

Computational complexity

+

o

10°
3

logy N
Figure 9. Computational complexity versus N;.

Discussion of the Results

As shown in Figures 2-9, the advantages and disadvantages of the proposed methods
in this paper compared with existing methods were analyzed by several performance
indicators. The gap in the SR performance between the Max-SR-SLNR method and the
SDR method in [37] was small, and the computational complexity of the Max-SR-SLNR
was much lower than the SDR in [37]. To further improve the SR performance of the MRT-
NSP-PA method, the relationship between the orientation of the CM beamforming and
N; was explored. By changing the orientation of the CM beamforming, the MRT-NSP-PA
method not only had the advantage of a high SR performance but also low complexity.

5. Conclusions and Limitations
5.1. Conclusions

In this paper, we presented the design of the beamforming of an IRS- and UAV-aided
DM network in order to fully exploit the SR performance benefit from an IRS and a UAV.
Two beamforming methods, called Max-SR-SLNR and MRT-NSP-PA, were proposed. The
simulations in Section 4 indicated that the Max-SR-SLNR and MRT-NSP-PA achieved an
obvious SR performance gain over the no IRS and random phase, especially in the large-
scale IRS. Moreover, the SR gains harvested by the two methods increased gradually as N
increased. In the small-scale and medium-scale IRSs, the proposed Max-SR-SLNR method
was better than the MRT-NSP-PA method in terms of the SR, and the latter approached
the former as the IRS moved to a larger scale. However, the latter was at least one to two
orders of magnitude lower than the former when the IRS size ranged from small to large.
In addition, the proposed Max-SR-SLNR and MRT-NSP-PA struck a good balance between
the rate performance and the complexity.

5.2. Limitations

The two methods proposed in this paper, the Max-SR-SLNR and the MRT-NSP-PA,
did not jointly optimize the v4y, vcp, and 0 with the criterion of maximizing the SR.
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Therefore, the SR performance of both methods was not optimal. In addition, the power
allocation (PA) factors 1 and B, were fixed in the simulation parameters. If the PA factors
were optimized, the SR of the system could be further enhanced.
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Abbreviations

The abbreviations used in the article are as follows:

UAV Unmanned aerial vehicle
LoS Line of sight
IRS Intelligent reflecting surface
DM Directional modulation
SINR Signal-to-interference plus noise ratio
PA Phase alignment
SLNR Signal-to-leakage-noise ratio
SR Secrecy rate
Max-SR-SLNR  Maximum SR-SLNR
NSP Null-space projection
MRT Maximum ratio transmission
PSM Phase shift matrix
AN Atrtificial noise
CM Confidential message
PL Path loss
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