
Spei�ation and Analysis of Automata-basedDesignsJeremy Bryans1 and Lynne Blair2 and Howard Bowman1 and John Derrik11 Computing Laboratory, University of Kent at Canterbury, Canterbury, Kent,CT2 7NF, UK,2 Computing Department, Faulty of Applied Sienes, Lanaster University,Lanaster, LA1 4YR, UKAbstrat. One of the results of researh into formal system spei�a-tion has been the large number of notations whih have been developed.Of these notations, automata have emerged as a promising vehile for thespei�ation, and partiularly the analysis, of systems. This is espeiallyso when the systems under onsideration inlude timing requirements,and timed automata model suh systems as a �nite set of states withtimed transitions between them. However, not all spei�ations involvedeterministi timing, and stohasti automata an be used in these ir-umstanes.In this paper we onsider both timed and stohasti automata, anddemonstrate how they an be used in the same design. We will alsoonsider what analysis of the spei�ation an then be performed. In par-tiular, we will desribe how to translate stohasti to timed automata,and look at two approahes to model heking the stohasti omponentsof an integrated design.Keywords: Timed automata, stohasti automata, model heking.1 IntrodutionOne of the results of researh into formal system spei�ation has been the largenumber of notations whih have been developed. There are now many notationswhih an be used to speify and design systems. Potential problems with thisare that spei�ers working on the same system may be familiar with di�erentnotations, and that di�erent notations may be better suited for di�erent partsof the same design.Even within notations there an be variants, and in this paper we will on�neourselves to automata. We will demonstrate how di�erent automata notationsan be used in the same design, and how analysis of the spei�ation an beperformed aording to the partiular notation used. This means that designersneed not be restrited to a monolithi notation, and that the most onvenientnotation an be hosen to desribe eah omponent within the design.



II In this paper we will fous on timed automata with deadlines and stohastiautomata. Timed automata are now well established as a spei�ation nota-tion, and there has been extensive work on analysis tehniques for them, and inpartiular model heking algorithms. Stohasti automata are a relatively newextension to timed automata, where the emphasis has been shifted from deter-ministi timing to timings piked from a probabilisti distribution, thus enablinga new range of systems to be spei�ed.The struture of the paper is as follows. In Setion 2 we present the automata-based notations that we will use throughout the paper, and in partiular timedautomata with deadlines and stohasti automata. Setion 3 presents an exampleusing these notations whih models ars arriving at a port wishing to boarda ferry. Setion 4 looks at possible ways to analyse suh a spei�ation, andompares them with eah other.Spei�ally we are interested in timed vs stohasti analysis. For the formerthere is a wide range of tehniques available and therefore we onentrate on howwe an integrate the stohasti omponents into this analysis. To this end weshow how a stohasti automata an be translated into a timed automata withdeadlines, as this allows the integrated spei�ation to be interpreted within asingle simpler notation.However this learly involves a loss of some stohasti information, and toperform stohasti analysis we look at two approahes to model heking thestohasti omponents of an integrated design. Finally in Setion 5 we drawsome onlusions, and mention ongoing and possible future work.2 NotationsFor the purposes of this paper, we hoose automata as a \base" notation, and wewill use the timed automata with deadlines (TAD) of [BST98℄, and the stohastiautomata (SA) of [DKB98℄ as neessary. Although di�erent versions of timedautomata exist, we hosen TAD over the others beause of the ease of translatingfrom SA to TAD (see Setion 4.1.) Both TAD and SA are extensions of ordinaryautomata, and we give de�nitions for them now.De�nition 1 In this paper, a TAD is:{ A disrete labelled transition system (U ;!;A) where� U is a �nite set of disrete states� A is a �nite set of ations� !� U �A� U is an untimed transition relation{ A set X = fx1; : : : ; xng of non-negative real valued variables alled loks.{ A labelling funtion h mapping untimed transitions into timed transitions:h(u; a; u 0) = (u; (a; g ; d ; r); u 0) where� g and d are the guard and deadline of the transition. Guards and dead-lines are prediates p de�ned by the following grammar:p ::= x#w j p ^ p j p _ pwhere x 2 X , w 2 R>0 and # 2 f6; <;>;>g.



III{ r is the set of loks whih are reset to zero when the transition takes plae.A transition may our only when the guard is true, and must our if thedeadline is true. (The de�nition of the grammar for de�ning the guard anddeadline prediate is slightly modi�ed from the one found in [BST98℄.)The loks in TAD always begin ounting at zero and ount upwards. Thisis in ontrast to the loks in SA, whih are set to some value in R>0 aordingto their probability distribution funtion, and ount downwards.As an example, onsider the TAD depited in Figure 1. From state u0, theation a may our provided the lok x1 is greater than 2, and must our if itis equal to 4. When it does our, the lok x2 is reset and the automaton movesto state u1. From here, the ation b may our provided lok x1 is in the range[6; 8℄ and lok x2 is greater than 3. The deadline imposes no restrition, andwhen the ation does our no loks are reset.
&%'$ &%'$ &%'$- -u0 u1 u2ag:x1>2d:x1=4r:x2 bg:x12[6;8℄^x2>3d:falser:;

Fig. 1. A Timed Automaton with DeadlinesStohasti automata are an extension of timed automata, in whih the timeat whih ations our may be a random variable. In this paper we use thestohasti automata de�ned in [DKB98℄, whih are presented below.De�nition 2 A stohasti automaton is a struture (S; s0; C;A;�I; �;F ) where:S is a set of loations with s0 2 S being the initial loation, C is the set of allloks, and A is a set of ations.�I� S � (A � C) � S is the set of edges. If s and s 0 are states, a is anation and C is a �nite subset of C, then we denote the edge (s ; a;C ; s 0) 2 �Iby s a;C�I s 0 and we say that C is the trigger set of ation a. We use s a�I s 0 as ashorthand notation for 9C :s a;C�I s 0. In this paper we will assoiate only a singlelok with eah ation.� : S ! P�n(C) is the lok setting funtion, and indiates whih loks areto be set in whih states, where P�n(C) is the �nite powerset of loks.F : C ! (R ! [0; 1℄) assigns to eah lok a distribution funtion suh that,for any lok x , F (x )(t) = 0 for t < 0; we write Fx for F (x ) and thus Fx (t)



IVstates the probability that the value seleted for the lok x is less than or equalto t . Eah lok x 2 C is a random variable with distribution Fx .In this paper we will assume that loks are only used on transitions em-anating from the states in whih they are set. We will also �nd it easier torefer to probability density funtions (pdf's), whih are the derivatives of thedistribution funtions. We will use Px for the pdf of Fx .As an example, of a stohasti automaton, onsider Figure 2. This is written(fs0; s1g; s0; fx ; yg; fa; bg;�I; �; fPx ;Pyg) where�I= f(s0; a; fxg; s1); (s0; b; fyg; s0)g, and the pdf's for loks x and y arePx (t)= 4� 2t ; if t 2 [1; 2℄= 0; otherwise Py (t)= 2t � 2; if t 2 [1; 2℄= 0; otherwiseas depited. The horizontal axis measures time, and the vertial axis measuresthe probability of the lok being set to a value less than that time.The SA starts in loation s0, and both loks x and y are set aording tothe funtions Fx and Fy . If lok x expires �rst, then ation a is triggered andthe automaton moves to loation s1. This loation has no outgoing transitions,and so nothing further happens. If lok y expires �rst, then ation b is triggeredand the automaton returns to state s0. The loks are reset aording to theirdistributions, and the proess is repeated.
&%'$ &%'$-?�R s0 s1x ; y a;fxgb;fyg Px (t) = 2 AAAAA1 2 tPy (t) = �����2 t1 2Fig. 2. A Stohasti AutomatonIn the following Setion we will show how we an ombine both stohastiand timed automata using a larger example.3 Example - A ar ferryTo illustrate these ideas, we will speify a system onsisting of a number of arsat a port, trying to get on to a ferry (see Figure 3.) The ars enter the portat the traÆ lights, and join the queue in the middle of the port. When theyreah the front of the queue they move to the next free kiosk, where they areproessed, and then they go on to join the ferry.
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ferry kioskkioskkiosk queue traÆ lights

Fig. 3. The portIn this example, there are two parts of the model over whih we do not havediret ontrol. One is the arrival of the ars into the queue, and the other is therate at whih individual kiosk workers work. For both of these we use stohastiautomata to model the inherent unertainty.We will onsider that ations synhronise with other ations of the samename, and that in a parallel omposition the intersetion of the alphabets syn-hronise (as in [Hoa85℄.) For the ar arrivals, we use the distribution shown inFigure 4. This an be thought of as modelling the behaviour resulting from a setof nearby traÆ lights: If one ar arrives it is quite likely that another will arrivevery shortly afterwards, (between 5 and 10 seonds). If no ar arrives in this timethen the lights will turn red, and no ar will be able to arrive until 30 seondshave passed. Whether or not this funtion is an aurate representation of theenvironment in whih the system will have to operate an only be determinedby observing the atual behaviour of the ars.
&%'$A11�R ? f1gar arrives pdf for lok 1

5 10 30 35 55 60 80 85 seondsFig. 4. Modelling ar arrivals as an SAWe have a little more ontrol over the behaviour of the kiosks, in that wean hoose how many are open at a time. However, we annot determine therate at whih the individual operators work, and so this must be represented asa stohasti funtion.An individual kiosk is modelled as an SA, as shown in Figure 5. We modelthe kiosk as opening immediately, and twelve seonds after a kiosk opens, a ar
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&%'$�R K1 f;gopen jf;gloseY f2gar leaves&%'$K22 j f3gar leavesj&%'$K33 f3gar leaves &%'$K43?Y f;glosepdf for lok 3���30 60 seondsFig. 5. Modelling a single kiosk as an SAleaves the queue to be proessed. This is modelled by the lok 2, whih isdeterministially set to 12 seonds every time state K2 is entered.The proessing takes between 30 and 60 seonds, and this ontinues until thekiosk is losed. This is modelled by the lok 3, set to a value between 30 and60 seonds aording to the pdf:Px (t)= t�30450 ; if t 2 [30; 60℄= 0; otherwiseHere we are in fat modelling the impat on the queue (using the ar leavesations) rather than on the kiosk diretly.We inlude the state K4 in order to be able to distinguish the state in whihthe �rst ar has been proessed (and the seond one has left the queue.) We willmake use of this later in the analysis of the kiosk.The queue that the ars form is essentially passive. It does not instigateeither the ar arrives or the ar leaves ations, and it therefore needs no timedeadlines (as TAD) or loks (as SA) and an be modelled as a simple automaton.This is shown in Figure 6 (where states 3 and 4 and the transitions between themhave been elided).Notie that quite general distributions are allowed in our stohasti au-tomata. Here we have used ombinations of uniform and triangular distributions,and in general arbitrary distributions are allowed.4 Analysing the integrated spei�ationsIn order to analyse a spei�ation de�ned using a number of di�erent notations,we have two possibilities. We an either re-interpret all the omponents withinone notation (and then use whatever analysis that notation permits) or we ananalysis the omponents of the spei�ation. Here we briey onsider both ap-proahes whih are illustrated using the ar ferry example.
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&%'$�R q0 ar leavesYar arrivesj ar arrivesjar leavesY&%'$q1 &%'$q2 ar arrivesjar leavesY &%'$q5Fig. 6. Modelling the queue as an automaton4.1 Translating SA to TADIn this Setion we onsider the �rst approah and show how to interpret stohas-ti automata in terms of timed automata with deadlines. The interpretation mustpreserve the behaviour of the SA within a TAD as far as possible, so for eahSA we must be able to generate the TAD whih is apable of exatly the sameset of runs1 as the SA. However, sine a TAD annot represent probabilistiinformation, this translation will neessarily lose all probabilisti information.To illustrate the ideas we begin by deriving timed automata with deadlinesfrom the stohasti automata in the example, and then give the formal de�nitionof the translation.Consider the SA (Figure 4) that models the arrivals of ars at the ar ferry.The lok 1 is set (as we may dedue from the pdf of lok 1) to some value in[5; 10℄[ [30; 35℄[ [55; 60℄[ [80; 85℄, and then proeeds to ount down. The ationar arrives ours when this lok expires.We derive an orresponding TAD (Figure 7) whih must therefore be apableof performing the ation ar arrives at any time in the range [5; 10℄[ [30; 35℄[[55; 60℄ [ [80; 85℄, and the ation must be performed by (or at) time 85. We usex1 to orrespond to lok 1, and set the guard (the permitted ourrene times)to x1 2 [5; 10℄ [ [30; 35℄ [ [55; 60℄ [ [80;1) and the deadline to x1 > 85. Settingthe deadline to greater than or equal to 85 means that if this state is enteredwhen x1 > 85 the ation must our.In the SA, lok 1 is reset every time the state A1 is entered, so in the TADr (whih is the set of loks being reset to zero when the transition ours) isset to fx1g.This turns out to be an automaton with just one state, however, not alltranslations are this simple, for example the kiosk desription (Figure 5) beomesthe TAD in Figure 8.Using the ideas illustrated in these examples we an formalise the full de�ni-tion of the translation of stohasti automata to timed automata with deadlinesas follows.De�nition 3 Translating an SA into a TAD.1 A run is a (�nite or in�nite) sequene of timed ations.
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&%'$A1�R ? ar arrivesg:x12[5;10℄[[30;35℄[[55;60℄[[80;85℄d:x1=85r:x1Fig. 7. The translation of the ar arrivals into a TAD

&%'$�R K1 openg:trued:truer:x2 jloseg:trued:truer:;
ar leavesg:x2>12d:x2>12r:x3&%'$K2 j ar leavesg:x3>30d:x3>60r:x3&%'$K3 ar leavesg:x3>30d:x3>60r:x3 j ?Y &%'$K4Y loseg:trued:truer:;Fig. 8. The translation of a single kiosk into a TADLet (S; s0; C;A;�I; �;F ) be a stohasti automaton. This automaton ismapped to the timed automaton (Z ;�!T ;A) where{ Z = S{ A = A{ �!T is the transition relation �I with the loks removed, i.e.�!T� Z �A� Z where�!T= f(z ; a; z 0) j 9Ca :(s ; a;Ca ; s 0) 2 �I^ s = z ^ s 0 = z 0g{ The set X ontains (non-negative real-valued) lok variables, labelled xiand indexed as the SA variables.8 i :xi 2 X , i 2 C{ h(s ; a; s 0) = (s ; (a; g ; d ; r); s 0) where Ca is the trigger set for ation a and� g = (Vi2Ca xi > min(i )Ŵi2Ca xi 2 ran(i ))_Vi2Ca xi > max(i )� d = Vi2Ca xi > max(i )where min(i ), max(i ) and ran(i ) are the minimum, maximum andrange respetively of the pdf of lok i .� r = �(s 0)We are endebted to Pedro D'Argenio [D'A℄ for this de�nition, and it is dis-ussed in more detail in [BD99℄.With the stohasti omponents turned into timed automata with deadlines,temporal observations of the system an be made, for example to address ques-tions suh as \Is a partiular throughput of ars possible?", or \With only one



IXkiosk open, what is the minimum/ maximum time before the queue overows?".To support this task, work has started on extending the LUSCETA tool [JB99℄.It urrently supports the reation and editing of timed automata and timedautomata with deadlines. It also supports the ompositon of either type of au-tomata providing all automata are of the same type (the omposition rules fortimed automata with deadlines are presented in [BS98℄). However, the simulatorurrently only supports timed automata; work is still required to extend this totimed automata with deadlines.This translation provides us with the ability to analyse the temporal proper-ties of a spei�ation that originally inluded stohasti information. However,this translation has the obvious drawbak that the exat stohasti propertiesof the spei�ation an no longer be investigated. We move on to onsider thisin the next Setion.4.2 Model Cheking Stohasti AutomataThe alternative to translating SA to TAD (and thereby forfeiting the stohastiinformation) is to keep the stohasti information by retaining the SA, and per-forming more omplex analysis only on the stohasti omponents. Muh of thework done in stohasti modelling and performane evaluation uses the assump-tion that the random times at whih ations our are drawn from exponentialdistributions. While this allows many performane evaluation results to be de-rived, in pratie it is unrealisti to onsider only exponential distributions, andit is neessary for arbitrary distributions to be onsidered.The analysis tehnique we onsider is model heking [CGP99℄. This hasproved very suessful in many appliations, and applying it to stohasti sys-tems opens up several new researh issues.In this Setion we disuss two approahes to model heking stohasti au-tomata. The �rst alulates exat answers for stohasti automata involving ar-bitrary distributions. However, the ost of this preision is the omplexity of thealgorithm and we also desribe a further algorithm whih uses a disretisationto redue this omplexity and is disussed in more detail in [BBD00℄.A probabilisti real time temporal logi The basi approah we take tomodel heking is to try to show that a temporal logi property is satis�ed bya stohasti automaton desription of the system. Here we use a simple proba-bilisti real-time temporal logi. The purpose of the logi is to express propertiesthat we wish to hek the stohasti automaton against and the logi we de�neallows us to hek a range of suh properties.The syntax of our logi is ::= tt j ap j :  j  1 ^  2 j [�1 U� �2℄ ' p� ::= tt j ap j : � j �1 ^ �2Here ap is an atomi proposition,  2 N (natural numbers), p 2 [0; 1℄ is aprobability value and ';�2 f<;>;6;>g. The temporal aspets are desribed



Xby [�1 U� �2℄ ' p whih is an \until" formula. In general we would assoiate setsof atomi propositions with states of automata; however here it will be suÆientto assume a single distint proposition for eah state, (e�etively identifyingstates and propositions) so that eah state Ax models the set of propositionsfAx ; ttg. Using this logi we an also de�ne a number of derived operators, fordetails see [BBD00℄.To understand an \until" formula, it is simplest to begin with an untimed,non-probabilisti version. Intuitively, �1 U �2 reads as: �1 holds until �2 does.The subsript � is the time restrition | eg. if � is � then �2 must hold before(or at) time point . The addition 'p is a probability restrition | e.g. if ' is> then �1 U ��2 must be true with probability greater than p.The until formulae an only be used at the top level | they annot be nested.This is beause the model heking algorithms we disuss an only evaluateuntil formulae from the initial state; this is a neessary restrition of our urrentapproah.With this syntax, an example of a valid formula that we an hek againstthe stohasti automaton in Figure 5 would be [ttU�60K4℄ > 0:3. This statesthat the probability of reahing the state K4 (and therefore having proessedthe �rst ar) within 60 seonds is greater than 0.3.It should be lear that sine we do not allow the until formulae to be nestedwe an use the following reipe in order to model hek a formula  of our logiagainst a stohasti automaton A.1. For eah until subformula (i.e. of the form [�1U ��2℄ ' p) in  perform anindividual model hek to asertain whetherA j= [�1U��2℄ ' p2. Replae eah until formula in  by tt if its orresponding model hek wassuessful, or � (: tt) otherwise.3. Replae eah atomi proposition in  by tt or � depending upon its value inthe initial loation of A.4.  is now a ground term, i.e. truth values ombined by a propositional onne-tive (: and ^). Thus, it an simply be evaluated to yield a truth value. Theautomaton is a model of  if this evaluation yields tt, and is not otherwise.We assume that when we wish to model hek a property against an au-tomaton, we are also given an adversary [BK98℄ to resolve the nondeterminismwithin the automaton. Without this adversary, enumerative analysis would notbe possible; the provision of an adversary is a prerequisite of model heking.To understand the notion of an adversary here, we must explain in a little moredetail our oneptual model of automata. We onsider an automaton to operatewithin an environment, and for this environment (if unspei�ed) to be the mostgeneral environment possible, and to permit all behaviours of the automaton2.2 This follows losely the CSP [Hoa85℄ notion of proess and environment, where theenvironment, if unspei�ed, is taken to be the most nondeterministi proess.



XIWe an then think of an adversary as an environment whih is deterministi withrespet to the automaton, and therefore resolves all nondeterminism within it.If, for example, we were heking a property of a single kiosk, we ould hoosethe adversary to perform the open ation immediately, and to lose the kioskagain after three hours.This reipe employs standard tehniques apart from the individual hekingthat A j= [�1U��2℄ ' p and this is what our two algorithms address.The �rst algorithm { using region trees The �rst algorithm (alled theregion tree algorithm) has similarities to the region graph onstrution of [AD94℄,[ACD93℄, [KNSS00℄. In general for this algorithm, we must assume that the lokdistribution funtions are ontinuous within the range3 of the funtion, in orderto ensure that the probability of two loks expiring at the same time is zero.The algorithm works by unfolding the automaton to onstrut a region tree,and at eah stage in the unfolding using the temporal logi formula to onstruta probabilisti region tree. The regions are formed using the notion of valuationequivalene. A valuation reords the values of all the loks in a partiular stateat a partiular moment in time. The unique lok a 2 C, whih we add to theset of loks, is used to failitate the model heking. It keeps trak of the totaltime elapsed in the exeution of the stohasti automaton, but plays no part inthe behaviour of the automaton.De�nition 4 A valuation is a funtion v : CSfag ! RSf?g suh that v(x ) =? or v(x ) � xmax , where xmax is the maximum value to whih lok x an beset. If d 2 R�0 , v � d is de�ned by 8 x 2 CSfag:(v � d)(x ) def= v(x ) � d . Thefuntion min(v) returns the value of the smallest de�ned lok.Sine we assume that loks are only used in the states in whih they are set,there is no need to remember their value one the state has been exited. Onlythe lok a maintains its value; the rest are set to ?. At the initialisation of astohasti automaton, lok a is set to the time value of the temporal formula,and all other loks are unde�ned. We de�ne this initial valuation as On , ifO(a) = n.We also need a notion of equivalene between the valuations, whih we willuse to onstrut a �nite number of regions at eah node within the probabilistiregion tree.De�nition 5 Two lok valuations v and v 0 are equivalent (denoted v �= v 0)provided the following onditions hold:{ For eah lok x 2 CSfag, either both v(x ) and v 0(x ) are de�ned, orv(x ) =? and v 0(x ) =?.{ For every (de�ned) pair of loks x ; y 2 CSfag:v(x ) < v(y) , v 0(x ) <v 0(y).3 The range of a funtion Fx is given by the set ft j F 0x (t) > 0g.



XIIThe same loks are de�ned in eah valuation, and the order of the valuesof the de�ned loks is all that is important, sine the ations are triggered bythe �rst lok to expire. Therefore we only need to know whether one lok isgreater than or less than another.In building the region tree, eah level of unfolding omprises two steps. First,the regions within the region tree are formed by distinguishing the equivalenelasses at eah node, then the nodes whih an be reahed given these equivalenelasses are alulated using the SA.The probabilisti region tree reords the resolution of the nondeterministihoies and the probabilities at the �nal nodes represent the hanes of takingthe partiular sequene of ations that end in that node.At eah iteration, we update the information we have on the probability ofa path satisfying the formula. To do this, we de�ne three new propositions, andeah node of the probabilisti region tree is labelled with p, f or u: p, if it haspassed (it is the end of a path whih models the bounded until formula  ); f, if ithas failed (it is the end of a path whih annot model  ), or u, if it is undeided.We also have two global variables, �p and �f, whih keep running totals of theprobabilities of the pass and fail paths.The basi idea of the model heking algorithm is that we hek the values of�p and �f at eah stage, and if we annot dedue from these the truth or falsityof the formula we are heking, we look more losely at the undeided nodes.That is, we extend the undeided paths by eah possible subsequent ation, labelthese new nodes p, f or u, and alulate their probabilities. We then add theseprobabilities to �p and �f and repeat.To determine the probabilities on the ars, we need to use probability densityfuntions of the distribution funtions, and integrate these in the order given bythe valuation equivalene lass. It is this integration that is the ause of theomplexity in this region tree algorithm.As an example, onsider the formula mentioned earlier: [tt U <60K4℄ > 0:3,whih states that the probability of the �rst ar proessed by the kiosk beingproessed within one minute from the kiosk opening is greater than 0:3. Eventhough the kiosk ontains a deterministially set lok (2 is set to 12), we ananalyse it using the region tree algorithm beause no other loks an expire atthe same time.An example of a nondeterministi region tree is shown in Figure 10. Consider�rst the SA in Figure 9. When the lok x �res, both transitions a and b areenabled, beause both are governed by x . This gives rise to the nondeterministiregion tree in Figure 10, and if we are to model hek suh a region tree, thenondetministi hoie between a and b must be resolved by an adversary.The region tree for this example is shown in Figure 11. Beause there are nonondeterministi hoies in this region tree, the probabilisti region tree will bestruturally idential, the only di�erene being the labelling. For this reason, wedo not present the probabilisti region tree.Consider region K1 �rst. Sine we are interested in the behaviour of thekiosk after it opens, we have an adversary whih makes the ation open happen
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Fig. 9. A nondeterministi Stohasti Automatons0 - s0x = x - s1- s2
Fig. 10. A nondeterministi region treeimmediately. Thus the automaton moves to state K2, where the lok 2 isset. Sine lok 2 is deterministially set to 12, we only onsider the valuationequivalene 12 < a0, and the region graph moves from region 0 to region 1. Thesupersript indiates that this is the �rst time the lok has been set.The automaton moves to state K3 when lok 2 expires, this is representedby the transition from region 1 to region 2. The lok a has not expired by thisstate, sine it is greater than lok 2, whih has only just expired, but we havenot yet reahed state K4, so in the probabilisti region tree we would label thisstate u (undeided). In this state lok 3 is set, and there are two valuationequivalenes(where a1 is the value of lok a at the time of transition): 3 < a1(represented by region 3) and a1 < 3 (represented by region 4). Both of thesemoves will move the automaton to state K4 when lok 3 expires, but in oneinstane (region 4 to region 6) it is too late, beause lok a has already expired,and so more than 60 seonds have passed. Region 6 is therefore labelled f in theprobabilisti region tree. In the other instane (region 3 to region 5) state K4has been reahed within 60 seonds, and it is therefore labelled p.To determine the exat probability of reahing region 5 (and any other regionslabelled with p), we need to use the probability density funtions assoiated withthe loks. In our example, sine we know that the transition from state K2 tostate K3 ours at preisely 12 seonds, a1 is 48, the problem redues to solvingthe integrationZ 480 P3dt



XIVwhih, sine P3(t) = 0 when t is less than 30, is equal to1450 Z 4830 (t � 30) dtwhih evaluates to 0.36, and so the formula is true.This method ould easily be adapted to answer queries suh as \What is theprobability of reahing a ertain state within a ertain time?" and ould returna preise answer.When the time of ourrene of one event may be dependent on the timeof ourrene of a large number of other events, all the probabilisti densityfuntions must be onsidered in order to alulate the probability of ourreneof one event, and the integrals whih result beome very omplex. In order toavoid this, we onsider a seond algorithm, whih uses disretisation.
O600 K1 - 12 < a01 K2 - 2 K3 - 13 < a13 K3 - 5 K4- a1 < 134 K3 - 6 K4

Fig. 11. Diagram for region tree algorithmThe seond algorithm { approximations using disretisation This al-gorithm avoids the alulation of integrals that the region tree algorithm wasfored to undertake. In order for the disretisation to be possible we need tomake a number of assumptions. In partiular, we assume that the range of thelok funtions is made up of a �nite number of left/right losed intervals; thatis, we onsider only funtions F suh thatft j F 0(t) > 0g = S16j6n [gj ; hj ℄where [gj ; hj ℄ is a left/right losed interval and n is the number of intervalsin the derivative. For example, the distributions on the stohasti automatagiven in Figures 2 and 3 onform to this template. The template also allowsdeterministi timing sine the upper and lower bounds of an interval may be ofthe formula [�0 U� �1℄ being satis�ed at this point.4 To build the next snapshot,the algorithm piks out at eah time point nÆ the transitions that the automatonis apable of during the next interval of length Æ. Beause Æ is less than theminimum of all the lok lower bounds, a maximum of one transition per pathan our in eah interval. Reording all possible states of the automaton at eahtime point is therefore enough to reord all the possible transitions.4 We also require that 9n:nÆ = , whih ensures that one of the snapshots will be atexatly time .



XVA snapshot is built by deriving a matrix for eah state s and time t (whihis a rational number and alulated as nÆ), denoted matrix (s ; t), and plaingin this matrix a reord of the probabilities of the various ombinations of lokvalues in state s at time t . Eah matrix will have as many dimensions as its statehas loks.Eah entry in the matrix matrix (s ; t) is the probability that at time pointt , the automaton is in state s , and eah lok is within a partiular time range.Thus, the value matrix (s ; t)[k1 : : : kn ℄ is the probability that at time point t , theautomaton is in state s , and v(i ) 2 (Æ(ki � 1); Æki ℄ for eah lok i .The algorithm stops when either enough information has been gathered todetermine the truth or falsity of the formula, or enough time has passed sothat nÆ > , and allowing time to pass further will make no di�erene to theinformation we already have. In this ase the result undeided is returned.(K2; 0) (K3; 4Æ)0 110 20 2 0 19 39 59 0 010 20 30 40 50 60 3(K2; Æ) (K3; 5Æ)1 010 20 2 19 39 59 0 0 010 20 30 40 50 60 3(K3; 2Æ) (K3; 6Æ)0 0 0 19 39 5910 20 30 40 50 60 3 39 59 0 0 0 010 20 30 40 50 60 3(K3; 3Æ) (K4; 6Æ)0 0 19 39 59 010 20 30 40 50 60 3 0 0 0 181 381 98110 20 30 40 50 60 3Fig. 12. matries for the seond algorithmConsider again the formula [tt U �60K4℄ > 0:3. We hoose Æ to be 10. The�rst matrix to be onstruted would be m(K1; 0), but the state K1 has no as-soiated loks, therefore the automaton moves immediately to state K2, andmatrix (K2; 0) is onstruted (see Figure 12).This matrix tells us that the probability of lok 2 being somewhere betweenthe values 10 and 20 at time zero is 1.There are two di�erent proedures for updating a matrix (that is, to derivematrix (s ; Æ(n + 1)) from the matries referring to time Æ(n)), both of whihorrespond to di�erent situations. The �rst orresponds to the situation withinthe stohasti automaton where time passes, but the state remains unhanged.In this ase we must shift the lok on�guration probabilities in the previous



XVImatrix down by one index step (whih orresponds to Æ time passing) and addthe result to the matrix we are updating.This is the situation here, and matrix (K2; 10) is formed as in Figure 12.The seond proedure is applied when new states an be reahed from theurrent state during the Æ time passing, and involves determining the probabilityof entering these states. We do this by looking at all the probability values inthe matrix where at least one of the indies has the lowest possible value (10, inthis example). If this is the ase then we know that at least one lok will expireduring the ensuing Æ timestep.If only one index in the on�guration has the value 10 then only one lokan expire, and only one state an be entered from this lok on�guration, andso the matrix for that state is built.This is the ase from matrix (K2; d), and so we get matrix (K3; 2Æ), whihtells us that the probability of being within state K3 at time 2Æ with lok 3between values 30 and 40 is 19 , being within state K3 at time 2Æ with lok 3between values 40 and 50 is 39 and being within state K3 at time 2Æ with lok3 between values 50 and 60 is 59 .If more than one index has the value 10, then we simply do not explore thaton�guration any further, and the on�guration probability is added to error .In the example we are onsidering, this possibility does not our.In our example, the matries matrix (K3; 3Æ), matrix (K3; 4Æ), matrix (K3; 5Æ)and matrix (K3; 6Æ) an all be onstruted simply by moving the lok on�gu-ration probabilities with the previous matries.The seond way to update a matrix orresponds to a transition from onestate to another within the automaton. For eah matrix entry we alulate thelok on�guration probability, multiply it by the probability of moving into thisstate at this time, and add it to the matrix entry we are updating. Thus, in theexample, we get matrix (K4; 6Æ),We have now reahed the timepoint 6Æ, whih orresponds to 60 seonds, andso the sum of all the probability values in the matrix at this point ( 181+ 381+ 581 =13 ) is a lower bound on the probability that state K4 will have been reahed bytime 60. Thus, sine we are interested in whether the probability is greater than0.3, we an onlude that the formula is true. A smaller Æ would produe a moreaurate result, but we do not illustrate that here.5 ConlusionsIn this paper we have begun to takle the problem of integrating various au-tomaton based notations within a spei�ation. Spei�ally, we have{ given a translation from stohasti automata to timed automata with dead-lines and shown whih properties are retained;{ presented two methods for model heking stohasti automata, the �rstof whih builds regions from the automaton, and uses integration of theprobability density funtions and the seond of whih uses an approximationtehnique based on disretisation.
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